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ABSTRACT

Electronic health records (EHRs) play a crucial role in today’s healthcare
industry, these records include sensitive and private healthcare data assets which
are prone to the breach of security and confidentiality. These potential data breaches
may have lots of consequences such as violating patient’s privacy, unauthorized
access to EHR, data alteration and putting the patient’s life in danger. Recently
proposed EHR systems have came along with strong security features for preserving
the patient’s safety and security. However, there is still issues regarding access
control management to Personal Health Records (PHRs). In previously presented
systems patient plays the main role in controlling the access to the system. And this
rises an uncertainty in emergency conditions, while the patient is incapable of issuing
any access permission. In this study we suggest a new framework for maintaining
medical healthcare records (MHRs) in emergency conditions by a secure and private
access control architecture that is designed and employed based on a permissioned
blockchain hyperledger sawtooth. Leveraging unique properties of blockchain our
system manages to provide a tamper-proof and secure access to patient’s medical
data in a short period of time in an emergency scenario. For performance analysis
the proposed architecture is implemented through hyperledger sawtooth blockchain
network. The numerical results of our experiment demonstrated the feasibility and
superiority of our proposed architecture in compared with the similar proposed
healthcare systems concerning response time, memory consumption, throughput

and overall privacy and security.

v



OZETCE

Elektronik saghk kayitlar1 (ESK’ler) giintimiiz saglk endustrisinde ¢ok énemli
bir rol oynamaktadir, bu kayitlar gtivenlik ve gizliligin ihlaline acik hassas ve 6zel
saglik veri varliklarini icermektedir. Bu olasi veri ihlallerinin hastanin mahremiyetinin
ihlali, ESK’ye yetkisiz erigim, veri degisikligi ve hastanin hayatini tehlikeye atma
gibi bir¢cok sonucu olabilir. Son zamanlarda o6nerilen ESK sistemleri, hastanin
giivenligini korumak i¢in gticlii gtivenlik 6zellikleri ile birlikte geliyor. Ancak, Kigisel
Saglhk Kayitlarina (KSK’ler) erigim kontrolii yonetimi ile ilgili hala sorunlar bulun-
maktadir. Daha 6nce sunulan sistemlerde, sisteme erigimi kontrol etmede hasta ana
rolii oynar, ve bu acil durumlarda bir belirsizlige yol acarken, hasta herhangi bir
erigim izni veremez. Bu calismada, Hyperledger Sawtooth blockzincir ile tasarlanan
giivenli ve 6zel bir erigsim kontrol mimarisi sunarak acil durumlarda tibbi saglik
kayitlarinin (TSK’ler) tutulmasi igin yeni bir ¢ergeve éneriyoruz. Blok zincirinin
benzersiz 6zelliklerinden yararlanan sistemimiz, acil bir senaryoda hastanin tibbi
verilerine kisa siirede giivenli bir erigim saglar. Simtilasyonumuzun sayisal sonuglari,
yanit siiresi, bellek tiiketimi, verim, genel gizlilik ve giivenlik acisindan benzer
saglk sistemleriyle kargilagtirildiginda 6nerilen mimarimizin performansinin daha

iyi oldugunu ve kullanilabilirlegini gosterir.
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CHAPTER 1

INTRODUCTION

Healthcare has a vital role in today’s society, because it is concerned with
improving the quality of life. Traditionally, healthcare information recording was
paper based, which was prone to alteration and missing, it was also hard and time
taking to access data when required. Researchers came up with the idea of digitizing
the medical data and integrating it with IoT, to perform the tasks that may lead
to serious breakthrough in healthcare, including (1) automated healthcare record
system; (2) sharing reliable information between trusted parties; (3) analysing big
data; and (4) collaboration in clinical practice and diagnosis [1]. However, along
with these advancements a lot of security and privacy challenges have been risen.
For example, there is storage limitation in databases for this huge and ever-growing
amount of data which are also exposed to cyberattacks. Patient’s sensitive data
may be accessed by attackers which then can be altered or utilized to the detriment
of the patient. So, it is not reliable to utilize a centralized database system, because
chance of cyberattacks is rising in a centralized system. This is where a peer-to-peer
(P2P) network comes in handy to enable the decentralization feature [2]. Therefore,
blockchain technology has risen as a practical solution and transparent mechanism
for storing and distributing the data with the potentiality of dealing with data
security, privacy, and integrity issues in medical healthcare, such as tampering and
data leakage threats [3]. Blockchain technology provides a distributed, immutable,
and secure system for all transactions. It can revolutionize medical database
interoperability, and overall blockchain technology has the potential to dramatically
improve medical care systems [4]. In the coming section we propose and discuss
the existing challenges of healthcare system precisely, and the motivation behind

this research study.



1.1 Motivation

Due to the policy restrictions around sharing and accessing sensitive medical
assets, there has always been problems when patients want to visit another medical
center where there is no record of their medical history and sometimes this is
leading to carry out the same medical examinations over and over again which has
lots of drawbacks such as time loss in the diagnosis and treatment process and lots
of unwanted extra costs and effort for both patient and medical center. As a result
of this procedure, health records of patients are scattered all over different medical
institutions prompting to a low level of integrity and interoperability. With the
advancement of technologies and the vitality for tackling these problems, a new
era in healthcare industry has began by moving from traditional-based records
storing to the emerging technologies such as [oT devices and cloud computing.
However in these systems the records are stored in a centralized manner and this
rises other concerns and vulnerability of the system such as higher risks of privacy
and security for patients, demanding longer access time to the data when the user
is far from the server, and the system is prone to failure. This is where utilizing
a peer-to-peer network can guarantee to handle these issues [2]. In recent years
blockchain which is fully decentralized technology is introduced and applied as a
feasible solution to meet these and many other challenges in healthcare systems [3].
Blockchain as a distributed ledger has the possibility of storing digital healthcare
assets in a way that all records can be tracked by the asset owners anytime and
anywhere, without a need for a central server [5] [6].

This technology is able to provide full control on the medical data managing in
a scalable manner and handles the accessibility and interoperability issues in the
data sharing process [7]. Blockchain is proved to offer a promising framework for
storing Electronic Medical Records (EMRs). In [8] researchers have utilized the
smart contract property of blockchain and designed a unique architecture for EMR
storing that can guarantee the integrity in the stored records, and enhance the

interoperability of the system. However in all latest research studies the proposed



systems are patient-centric, which leaves uncertainty for emergency conditions.
When a patient is unconscious unlike other normal conditions the patient her/his
self cannot give access permission to the medical data, but in an emergency case
this access needs to be done in a secure and timely mannered way to fulfill the
various threats in this situation. Some research works have been done to meet
this challenge by utilizing blockchain technology in recent years. In these studies
hyperledger fabric is used as a practical platform for providing secure PHR data
storage and data access in emergency situations. However these proposed systems
act poorly in response time and latency factors which is a critical parameter in
emergency condition.

We proposed a secure emergency healthcare data sharing system (SEHDaS),
which in compared to the mentioned studies and other available state-of-the-art
researches, our proposed system utilizes hyperledger sawtooth, based on permis-
sioned blockchain, which is a perfect platform for solving the PHR access challenge
in emergency cases at a minimum time by preserving the patient’s privacy. We
proved that deploying the unique properties of hyperledger sawtooth platform
would result in an efficient and secure system. So the main contribution of this
study is introducing a new framework for guaranteeing a private, secure and yet
a quick access to PHRs in emergency conditions by minimizing the latency and

response time.

1.2 Background study
1.2.1 Blockchain

Blockchain technology originally has been introduced as an infrastructure for
cryptocurrencies in 2008 [9]. A blockchain is a specific type of distributed ledger
which is independent from any server controlling. So this technology’s infrastructure
is a peer-to-peer decentralized network [10], which is shared among different parties
in a system that records transactions. The main features of this technology are

decentralization, reliability, and immutability, which are required for managing



medical records [I1]. The framework of blockchain technology is distributed in
which we have a real-time sharing of captured data among trusted parties. In all
transactions, each block holds a timestamp, transaction data, and a hash value
as a pointer to the previous block [12]. Another characteristic of blockchain is
transparency which makes the system autonomous and eliminates the need for
any intermediary or third-party [I3]. In blockchain, when a node receives the
message it checks for accuracy of the message, if it is confirmed it will be stored in
a separate block, then the consensus algorithm is applied for confirming the stored
data in blocks; this action is called “Proof-of-work (PoW)”. When the algorithm is
finalized a new block joins into the chain. This process continues until it gets all
network node’s admission on the chain.

Blockchain can be called as a trust protocol as well. This protocol preserves the
integrity of its transactions. And this integrity is not met through intermediaries or
powerful servers, but it is met through a massive collaboration among distributed
ledgers in the network plus cryptography and a clever written code which is called
smart contract. These ledgers are immutable and public and they keep a record
of the data which is shared and accessible by all network participants. There is
cryptographic hash key that binds each block to the proceeding block to create a
group of blocks. For a new block to be connected to the chain that block needs to
be validated and all blocks must reach to a consensus by a consensus protocol [14].
By this approach non of the blocks and so no previously added data to the ledger
can be altered, because alteration will break the consensus among network nodes.
Blockchain technology is established with the connection of three different existing
technologies including the distributed ledger [15], consensus mechanisms [16], and

cryptographic algorithms [17]. [I8] has formulated the blockchain as follow:

Blockchain = /(DL,C’P, C) (1)

e 'DL" parameter in this formula stands for Distributed Ledger, the foun-

dational peer-to-peer technology of blockchain which provides us a fully



decentralized network that contributes to a more flawless system design by
decreasing the probability of single point of failure in the system, as we
pointed out before in the distributed system designs all nodes keep the copy
record of the ledger synchronously, so there is no chance of loosing or altering

data due to malicious node behaviors.

e "CP'" parameter is the Consensus Protocols which are applied and utilized in
all types of blockchain by participants for transaction validation, generating

new blocks and finally ledger updating verification.

e '"C" parameter stands for Cryptography technology which is a crucial factor

for authentication and authorization processes in the blockchain.

Based on the technology combinations of blockchain, it eliminates the central
point of attacks and failures. It delivers a ‘secure by design’ approach in which

security and privacy is considered a fundamental target in its architecture.
1.2.2 Blockchain Types

Basically, blockchain is categorized into two groups: public permission-less and
private permissioned blockchain. However, we have some other variations too, such
as consortium and hybrid blockchain. Based on every system’s requirement each
one of these can be selected [19], but they all have some features in common, and
that is each blockchain operates on a P2P network and has a cluster of nodes
in which each node keeps a copy of the shared ledger and updates it promptly.
Nodes has the capability to verify transactions, initiate or receive any process in
the system independently [20]. Some detailed explanation of blockchain types are

discussed as follows [10].

e Public Blockchain: This is a permission-less distributed ledger system. That
means anyone can join the network and be an authorized node in the system.

Public blockchain is secure only if the clients follow the security conventions.



Examples of this type of blockchain are: Bitcoin (BTC) and Ethereum

(ETH).

e Private Blockchain: This type of blockchain is also called permissioned
blockchain which operates only in a closed network. Private blockchain’s
usage is very similar to public blockchain, but its network is much smaller
and restrictive. Examples of this type of blockchain are: Ripple (XRP),

Multichain and Hyperledger (Fabric, Sawtooth), Corda, etc.

e Consortium Blockchain: Consortium blockchain has semi-decentralized frame-
work. In contrast to private blockchain, here there is more than one orga-
nization managing the network. And each one can act as an independent
node. Examples of consortium blockchain can be: Quorum, Energy Web

Foundation, R3, etc.

e Hybrid Blockchain: This blockchain is created by merging private and public
blockchain. It also integrates the features of both types of blockchain in a way
that user can have both a private permission-based system along with a public
permission-less system. Employing this network helps users to have control
over who gets access to which data in the blockchain. Only partial data is
allowed to be publicly available, but the rest of records are kept confidential
using the private network. So, this type of blockchain can communicate with
outer world easily while preserving network’s privacy. Hybrid blockchain has
gained a vast usage domain, Dragonchain can be a good example of a hybrid

blockchain.

Most of the research studies on applying blockchain in the healthcare domain
have primarily focused on utilizing permission-less Ethereum blockchain technology,
but this type of blockchain has some downsides such that it consumes heavy energy,
it is very restricted in scalability, and the network throughput is very low. For
fulfilling these gaps there is a crucial need for a much scalable, fault-tolerant, timely

managed, secure, and private blockchain to meet the demands of the healthcare



systems. Based on the researches done so far, a permissioned blockchain has proved
to be more compatible for healthcare data management with the results of reducing
the computational overhead and so lowering energy consumption, by meeting the
security and privacy factors much efficiently in compared with Ethereum blockchain.
Because permission-less public blockchain is not capable of fulfilling this need.
There are some blockchain platforms that are designed to be applied for enterprise
use-cases. Hyperledger Fabric and Hyperledger Sawtooth are two of the popular

enterprise blockchain platforms, which we are going to provide a short background

study of both platforms in this study in section [1.2.4] and [1.2.5]

1.2.3 Blockchain in healthcare

In this section we are discussing how blockchain can meet healthcare require-
ments. In blockchain based healthcare systems, the user of blockchain syncs up
with other nodes in the network. Then a particular server manages the transaction
records. Data integrity and provenance is fulfilled by applying cryptographical
algorithms. The massive scale of operation of blockchain software makes it almost
impossible to break into the framework or other applications which are running
on it. Hence, there is no need for a central third party to issue, authenticate
and validate ownership of the data. When there is two or more nodes possessing
same blocks in their own databases, we can consider them to be in consensus.
So, according to the blockchain features and applications it can feasibly meet the
healthcare requirements such as security, interoperability, data access and data

sharing.
1.2.3.1 Compatible characteristics of blockchain for healthcare system

Here we provided important characteristics of blockchain that makes it suitable

for healthcare system [1]:

e Decentralized: This is the main feature of blockchain that gives the system
the opportunity to give open access control to anybody associated with the

network. Due to this feature there is no single point of failure in blockchain,



this means if a node fails then other nodes are able to continue accessing

their data.

e Immutable: When records are stored in blockchain they cannot be modified
or deleted subsequently without having the admission of more than 51% of

the system users.

e Secure: In blockchain encryption algorithms are utilized to encrypt data in
order to give data access only to the authorized participants. Also, data

integrity is satisfied from the very beginning process until the end.

e Autonomous: Every block can act independently; means they can alter their
own data securely and safely. The execution of distributed transactions are

done automatically under user-defined conditions.

e Anonymous: When data transferring takes place between nodes the identity

of nodes remains anonymous which makes system more reliable.

e Synchronized: All nodes in blockchain have the same chance of accessing

exactly the same data at the same time.
1.2.4 Hyperledger fabric

Hyperledger fabric is a framework that is used for deploying a permissioned
blockchain for businesses that can guarantee the transparency and trust among
parties of the business. Since this framework is based on permissioned blockchain, it
allows only the concerned participants to trigger any transaction in the framework.
The main components of Hyperledger fabric are ledger which keeps the history of the
transactions to be traceable, channels that are used to gather a group of blockchain
participant to have their separate transaction ledger, in other words it enables
multilateral transactions, transactions which are the assets and business activities
on the network, and finally the main part of Hyperledger fabric is the smart
contact which executes the business logics and transactions based on the defined

permissions, so smart contract can be considered as one of the core components



in blockchain that is governing the whole transactions. Smart contracts are then
stored inside the chaincode to be implemented on the network. Chaincode can
contain multiple smart contracts as well. So, chaincode is governing the smart
contracts packaging, which should be deployed on the network for the smart

contracts to be available for execution.
1.2.5 Hyperledger Sawtooth

Hyperledger Sawtooth is a type of enterprise blockchain for deploying, and
running distributed ledgers which provides a digital record (such as asset owner-
ship) that is maintained without a central authority. This platform offers more
flexibility in its architecture, and the core system is isolated from application do-
main. Sawtooth supports parallel transaction execution, that means it can provide
scheduled strategy to split the transaction and execute them in parallelized mode,
this facet makes system resistant to double-spending problem and so resulting to an
improved performance in compared with serial execution. Hyperledger Sawtooth
has a modular architecture which give enterprises a high flexibility in choosing the
transaction rules, logics and also consensus algorithms according to the specific ap-
plication requirements. Consensus algorithms in this platform are highly dynamic
and they can be modified on a running Sawtooth network, and it supports various
consensus algorithms, including Practical Byzantine Fault Tolerance (PBFT) and
Proof of Elapsed Time (PoET). PBFT is one of the famous consensus algorithms
applied on permissioned blockchain. The brief workflow of PBFT is as follows: the
database of the blockchain is partitioned into smaller "shards" to make the data
managing easy. At each shard there are multiple blockchain participant, When
each shard receives a message a computation is run to reach to a decision. In
other words, the participants determine the validity of the message sent to them.
Then the agreement is shared by other shards of the network. When all shards
reach to a final decision, it is assumed that they reached to a consensus and the
new block can be added to the blockchain. PBFT is adoptable to be used in both

Hyperledger fabric and sawtooth blockchain. PoET is a consensus mechanism for



permissioned blockchain as well. In PoET a waiting time is generated randomly
for each participant in the blockchain. During this waiting time the processor of
the miner can go to sleep or switch to other tasks in that time. The node which
its waiting time is over first, or wakes up sooner wins the opportunity of adding
the new block to the blockchain. Since this waiting time is assigned randomly,
this provides equal opportunity between nodes to create the new block. Also
focusing of nodes on other tasks in that waiting time increases the efficiency of
the blockchain. These features are making PoET a better fit for our case, since
timing and latency factor is a critical concern in PHR data accessing during an
emergency condition. PoET can fully satisfy this factor by minimum processing
time and it’s less resource consumption and energy efficiency.

Sawtooth network has three main components that are responsible for the
entire network’s functionality. More details of these components are discussed in

the following part of this section.

e Validator: Validators are the core elements for Sawtooth network functionality.
These peer nodes are responsible for harmonizing the overall network, such as
transaction processing, communication within other validators in the network,

and managing the consensus processes among nodes.

e Transaction Processors: This is one of the main components in Sawtooth
platform. A set of business logic and rules are implemented in transaction
processors which creates the smart contract. These transactions are validated
based on the defined rules and policies called transaction families, and finally
the state of the system is updated. Transaction processors are customized
based on the requirements of every application. There is a rich variety in
choosing the programming languages for deploying transaction processors
business logics such as Go, Python, Java, JavaScript, C++ and Rust, which

makes the smart contract developing much convenient.

e Rest API: The other component that collaborates in running the Sawtooth

10



network is REST API. With utilization of this service users can communicate

with validators through HTTP and JSON standards.

A brief comparison of Hyperledger fabric and sawtooth key features are provided

in the Table [l for a clear understanding.

Table 1: Comparison of Hyperledger Fabric and Sawtooth framework key features

Hyperledger Sawtooth Hyperledger Fabric
Network join permission Permissioned, permission-less Permissioned
Consensus algorithm PBFT, PoET, Raft PBFT, Raft
Smart contract Transaction families Chaincode

Language support for smart | Javascript, Go, Python, Java, | Java, Javascript, Solidity, Go
contract C++, Rust

Transaction validation Validators Endorsing peers

Transaction execution Parallel Serial

1.3 Thests outline

The remainder of the thesis is organized as follows. In Chapter 2| we briefly
discussed the state-of-the-art studies done so far on blockchain-based healthcare
systems, and compared the research studies by highlighting their strengths and
weaknesses. Besides we did another comparative study at the end of this chapter,
on most-related studies and our proposed system, considering the privacy, scalabity,
immutability, and throughput fulfilment of the blockchain systems applied on
healthcare. In Chapter [3] first we discuss the designed system details and its
characteristics. Then, we present the proposed system architecture along with
the participant details of the implemented network. We finalize this chapter by
providing and discussing the designed protocols for the main functionalities of
the network. In Chapter 4| we present the performance results of the system
by implementing the proposed protocols on hyperledger sawtooth platform and
performing the tests with two scenarios of different number of clients and increasing
the requested transaction load of the network, for evaluating the throughput and

latency performances of the implemented network. We also perform a test for

11



taking the average response time and memory usage for the detailed transactions
of the PHR emergency access, and compared the results with the similar state
of the art work. At the end of this chapter we discuss our system’s security and
privacy fulfilment. Finally, we conclude and summarizes thesis by providing the

remarks of our contribution in Chapter [5] .
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CHAPTER I1

LITERATURE REVIEW

In this chapter we provide a through literature review study on all existing
researches done so far on the blockchain based healthcare systems, precisely by
focusing on security and privacy aspects of health data records. We also compared
all studies at Table [3], to identify the proposed solutions contribution and gaps.
Then we end this chapter with providing a comparison study our proposed system
and existing most related studies at Table [d by taking the privacy, scalabity,

immutability, and throughput fulfilment into consideration.

2.1 Overview of blockchain-based healthcare frameworks

As we mentioned before, healthcare data is very sensitive, and it is crucial
to protect them in means of privacy and security. So, for processing, sharing,
storing and handling medical information a secure platform should be designed [21].
Blockchain technology has been proposed and explained by several research studies
in recent years for dealing with security and privacy risks, due to its potential
to promote better data sharing and management and its assistance in treatment
process. [22] have proposed MedRec as a novel system which utilizes blockchain for
managing large medical data. It provides easy access to data and feasible patient
data sharing. [23] has facilitated a Healthcare system that enables sharing data in
a private and auditable manner by considering patient pseudonymity and hiding
the identity of the user whose data is shared. A 3-layered architecture is also
proposed for respectively storing patient’s data in a web or cloud platform. In
this architecture there is a cloud middle-ware layer which its task is data fetching
from the cloud layer to the next layer, which is blockchain network, by utilizing
an API and interacting with smart contracts. A smart contract is a self-executing

protocol which is coded and executed inside of a blockchain and it contains terms

13



and conditions of an agreement between peers. It also consists of rules that helps
to keep medical data secure in a way that the data is accessible only to the
authorized person by digital signature [24]. The Ethereum platform is utilized for
executing smart contracts. [25] has improved security and privacy related issues in
biomedical systems by designing a blockchain and distributed ledger based secure
scheme. Authors have proved that this system is capable of maximizing the data
sharing ratio while minimizing the computation and response time by ensuring the
privacy of users. [26] has proved that smart contract can be a potential solution
to tackle the challenges of interoperability in healthcare, so that medical data are
shared and communicated in a secure way. Ethereum smart contracts is also being
used in [27], to design a MedRec prototype which is a proof-of-concept system,
and to manage the access to healthcare records. Researchers in [8], have applied
smart contract in their unique architecture, which is independent of any previously
designed blockchain platforms, in this system they could guarantee the integrity
in the records of EHR systems, and they enhanced the interoperability of the
system. Smart contracts are considered to be dynamic in nature, so they are
best fit to be employed in designing access control policies for example, authors
in [28], proposed an Enhanced Bell-LaPadula model to classify the healthcare
data and access control policies and so implement a scalable and secure healthcare
network. Some hybrid methods are recently proposed by researchers in which
they combine the power of blockchain technology with other existing technologies
to fulfil the security and privacy gaps of healthcare system. [29] has utilized
Blockchain technology along with machine learning to provide a secure framework
in order to store and maintain patient’s data such as providing accurate and
authentic health records. In this system machine learning is applied to detect any
anomality in the newly generated data of patients. [30] provides an approach for a
private and scalable EMR storage by the incorporation of Public Key Infrastructure
(PKI) with blockchain technology. [17] developed a key management scheme for

healthcare blockchain to enhance security and privacy in healthcare system. They
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integrated Body Sensor Network (BSN) with health blockchain and created an
efficient recovery strategy for managing the keys. Another study related to key
management by blockchain is done recently in [31], researchers designed a new
sharing scheme based on blockchain for privacy protection and enhancing access
control management process through symmetric and attribute-based encryption.
Healthcare data are dynamic, and they are changing constantly and there should
be a system that can adopt to the metadata alteration efficiently. [32] proposed a
scheme called MedChain that integrates blockchain, digest chain and P2P network
aspects to provide an efficient system for data sharing in healthcare.

[33] has also utilized blockchain to propose a framework for sensitive medical
data sharing which is stored in cloud. The blockchain type used in this system
is permissioned blockchain that gives access only to the verified users. Putting
encrypted medical data into blockchain is first proposed by [35], an App was also
designed to this purpose. Researchers in [36], have proposed the requirements
along with their potential solution for having an efficient healthcare system with
combining blockchain and cryptographic algorithms. And the details for applied
cryptographic techniques are discussed at [34]. For example, ARX Symmetric
Encryption Algorithm has been applied in order to have an efficient encryption
of the sensitive data of blockchain. Digital Signature is used in authentication
process and for keeping the users anonymous and protecting the privacy of users
Digital Ring Signature is applied.

A three-layered architecture is proposed in [37], for ensuring a private and
secure data management in healthcare IoT devices. The layers include Sensing,
NEAR processing, and FAR processing layer. Sensing layer is for patient data
acquisition and transmitting to [oT devices. NEAR processing layer is used for
sensing the IoT devices, and FAR processing layer includes servers for cloud and
high computations. Digital Ring Signature and SSS is applied in this system to
fulfil security requirements in healthcare agent’s communication process. Authors

of [38], set up a shared key for providing a private access to medical data to be
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Table 2: Comparison of the current studies on blockchain-based healthcare system

security and privacy

Ref Concept Data Type Blockchain | Contribution | Gap
Type
[11] Smart PHI Public Patient’s data | Lack of verifi-
contracts for Ethereum validation cation step in
secure remote blockchain using PBFT | consensus mech-
patient consensus anism
monitoring mechanism
[33] Blockchain EMR Permissioned | Guaranteeing | Communication
framework for blockchain user and authentica-
sharing data anonymity tion  protocols
of EMRs using are not fully
system in identity-based | investigated
cloud authentica-
environment tion along
with key
agreement
protocol
12 Providing PHI Consortium | Secure sharing | Scalability in pri-
e-health blockchain of PHR using | vate blockchain
system based cryptographic | is not addressed
on blockchain primitives for
for secure improving the
data sharing diagnosis
[29] Timely remote EMR Consortium | Protecting the | Security and
data fetching blockchain system from | cryptographic
by considering stakeholder’s | details are not
the data data discussed
privacy and manipulation
security of and leakage
patients while
providing a
timely
mannered and
secured access
to data
[22] Sharing and EMR Public Guaranteeing | No key replace-
managing Blockchain privacy by ment capability,
medical data combining and legal is-
using access control | sues are not
blockchain protocol with | addressed
encryption
algorithms
[23] Blockchain- Healthcare Consortium Enables Energy consump-
based system data Blockchain private data | tion is high due
for sharing the sharing and | to the usage of
medical data enhances PoW consensus
security by
access
permission
management
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[26] Software Medical Ethereum Maximizing | Privacy and secu-
patterns for Records Blockchain sharing of rity concerns are
addressing in- resources and | not investigated
teroperability application enough
issues in scalability by
healthcare applying
apps foundational
software
patterns
[27] Blockchain- EHR Ethereum Secure and | Cryptographic
based record Blockchain inter-operable | techniques are
management medical record | not discussed
system for access system
handling EHR
[18] Scalable and PHR Permissioned The Security ~ and
efficient Blockchain architecture | privacy perfor-
blockchain reduces the | mance in this
architecture to computational | architecture
meet, and communi- | is  not  fully
healthcare cation delay in | investigated
data a more
management scalable
issues environment
[25] Enhanced EHR Undefined Classification- | Scalablity is not
blockchain based addressed
and authentica-
distributed tion reduced
ledger based the
secure scheme computation
for secure time and
data sharing provides a
secure and
private data
sharing
18] A new EHR Private Guarantees | Consensus mech-
scalable and Blockchain the integrity | anism detail is
adoptable of healthcare | not fully investi-
architecture records with a | gated
for dealing multiple
with interoper- access system
ability for block
creation
[32] Efficient and EHR Consortium Secure data | Proposed system
secure data Blockchain sharing is not fully auto-
sharing between mated
scheme medical
laboratories
and
institutions
[34] Data Medical Data Ethereum Ensuring Authentication
preservation Records Blockchain verifiability of | protocol is not
system for stored data | fully investigated

Medical Data

while
protecting
users’ privacy
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used in the process of diagnosis and treatment. This shared key is created using
sibling intractable function families (SIFF). The key is utilized for encrypting
and storing data in a blockchain for protecting data. The evaluation of proposed
system proves to have a good efficiency in aspects of integrity, availability, and
privacy of medical data. In a most recent study [39], a Multi-Modal Secure Data
Dissemination Framework is proposed for data access control management in loMT
devices. In this scheme data is encrypted in blockchain and decrypted only by
private key of patient. By employing blockchain in this framework security and
privacy is enhanced significantly compared to previously proposed methods. Due
to the ever-growing amount of medical data in the world, security and privacy
issues of health data have become a major research topic for academicians and
security engineers. In Table [3| we carried out a detailed summary of the current
blockchain-based healthcare systems proposed by researchers so far along with
their contribution and gaps to form a point of comparison between methods.

In [40] authors proposed an architecture for accessing patient medical history
in emergency cases. They utilized a cloud environment in which the patients
store a summarized document of their own medical data and history with a state
owned unique reference number. And medical centers use each patient’s unique
biometric identification data such as fingerprint to access and retrieve the data for
medical treatment. Another solution is proposed by defining the confidentiality
level of access to PHR by categorizing the data into three levels: secure, restricted
and exclusive [41]. In this study an emergency server is defined in this system to
control and manage the accesses. The authors assumed some emergency units to
be trustworthy that authenticates the emergency staff to authorize the access to
PHR data. [42] proposed a system for secure access in medical data by emergency
medical centers by storing medical records in a cloud server in encrypted way
which can be decrypted only by specific emergency centers without revealing the
secret key. Although these solutions may seem to be practical but they rely on

a centralized approach which makes system prone to single point of failure, and
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these kinds of failures in PHR access are not acceptable due to the critical and
life threatening cases in emergency conditions.This raised the demand for more
decentralized approach to be implemented in this area. In recent years blockchain
technology is proposed as an applicable method for managing healthcare data, for
example [22] introduced MedRec which provides easy access to data and feasible
patient data sharing utilizing Ethereum blockchain, however making use of public
blockchain in this approach leaves a gap for security and privacy issues of the
shared data. To overcome this challenge researchers came up with the solution
of applying the healthcare system on a private blockchain rather than public to
preserve the data privacy and security. Private blockchain is proved to guarantee
the security and privacy of medical data in various research studies such as [23]. In
this study researchers have introduced a healthcare system based on Consortium
blockchain which is capable of private and auditable data sharing by preserving
the identity of the patient data pseudonymity, the proposed method enabled a
private PHR data sharing between patients and medical centers however security
aspects are not fully investigated in this study. [12] proposed a secure and private
mechanism for Personal Health Information (PHI) sharing based on a private and
consortium blockchain, in which they utilized the private blockchain for storing
the PHI and the consortium is responsible for keeping the secure indexes of the
stored records. All data in this scheme including the PHI and patient’s identity
are encrypted by pubic-key encryption using the keyword search, to fulfill the
data security challenges this mechanism has proved to improve the Diagnosis in
treatment processes for e-health systems but scalabilty is not addressed in this
research. To fulfil the scability gap [28] proposed an Enhanced Bell-LaPadula
model to classify the healthcare data and access control policies and so implement a
scalable and secure healthcare network by dynamic access control policies. Similarly,
[26] has proposed a mechanism for addressing interoperability issues and enhancing
the communication between users and medical applications by applying Software

patterns on Ethereum blockchain, which proved to improve the sharing of resources
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and application scalability, however the public blockchain utilization leaves a gap for
Privacy and security concerns in this system. We did a comparative study between
our proposed system in this study and the most recent proposed blockchain-based
healthcare systems, the details are provided in Table [3] Some of these studies so
far focused on providing access to medical records in emergency conditions, and
some focused on applying blockchain technology for secure medical data sharing
and access by utilizing smart contract characteristic of the blockchain and in some
cases applying cryptographic techniques. Yet still an efficient system is required for
a quick, secure and private access in emergency conditions. In previously proposed
traditional systems for emergency access the security and privacy factors were not
met because they were utilizing central authority, authors in [43] have investigated
on this challenge by proposing a framework based on a private hyperledger fabric
blockchain. In this study they proposed a system called EACMS for managing the
emergency access to PHR data in a hospital, however this system may act poorly
regarding scalability and flexibility. Also the serial execution of the transactions
in their proposed system may require longer processing time, and it increases
the workload of the chain and results a high resource consumption. The security
and privacy aspects are not fully investigated in this system, and these issues
leave a gap for a more private and secure system for PHR sharing in emergency
cases. We brought all state-of-the-art studies together, and proposed a new system
and mechanism called SEHDaS based on Hyperledger Sawtooth to meet these
requirements. We proved that our proposed scheme guarantees the privacy and
security in emergency PHR data sharing by minimizing the response time which is

a critical factor in this case.
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Table 3: Comparative analysis of SeHDaS vs the state-of-the-art blockchain-based
healthcare systems

Ref Scalability | Throughput Privacy Immutability | Comments
SeHDas v v v v Secure and scal-
(Our able emergency
proposed PHR data ac-
system) cess system with
higher throughput
and lower latency
[12] X No info v v Diagnosis in e-

health is improved
but scalability is
not investigated

[44] v No info X v Access control to
the data and data
auditing is not
met and so system
doesn’t ensure the

privacy
[23] X No info v v Shares  medical
data between

research centers,
but system’s secu-
rity needs to be
more investigates

[22] X No info X v Utilizing pub-
lic ethereum
blockchain  and
PoW  consensus
results on high en-
ergy consumption
and so inefficiency
of system

[45] v No info v v Energy consump-
tion is high due to
the usage of PoW
consensus

138 X No info v v Privacy and in-
tegrity in data
management are
met to the fullest
but scalability is
not addressed in
this system
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CHAPTER III

SYSTEM DESIGN AND ARCHITECTURE

The conventional healthcare systems are patient-centric, and for every medical
process it is only the patient who issues the access authorization to his/her medical
reports, this approach satisfies the security and privacy issues regarding personal
data. Yet still there is a chance of an emergency case happening, in which patient
cannot take any action regarding access control and data sharing for a proper and
fast treatment process. When the patient loses his/her consciousness, its hard and
almost impossible for him to be able to issue any access authorization or share
health related data with a medical service provider which may lead to a delay
in diagnosis and treatment process and put a patient’s life in danger. And this
emergency scenario may happen anywhere and anytime. So we need to have an
approach that guarantees PHR data sharing when there is an emergency case in a
secure manner without compromising patient’s privacy.

We considered fulfilling this gap by applying the permissoned blockchain hy-
perledger Sawtooth technology network for creating a framework of secure PHR
data sharing. To implement our solution, we got a patient’s health record sample
data-set as an example [46] and restructured them to fulfill our proposed system’s
criteria, and run the proposed system’s implementation on these data. Patient has
full control over these data such that patient can preset the rules of what type of
data and which identity can have access to them. This data-set contains a wide
range of patient health records such as patient’s personal identity information,
disease and diagnosis history, laboratory results, medications, along with treatment
dates and clinics information.

In traditional systems if emergency condition happens these data cannot be

accessed without patient’s permission. In our system patient defines one or several
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trusted party identity along with the data types which patient wishes to share with
them in her/his PHR records. Patient can also define weather the trusted-party
has the right to share records with a third-party such as emergency doctor if an
emergency case happens. After recovery from a treatment patient can trace to
see who and to which part of data an emergency doctor or a trusted-party has
accessed and whether the access identity belongs to the defined identities inside
PHR records, although the access permission is given only to the registered users
in the network. Every data access is stored on the blockchain and records are
trackable. By deploying a permissioned blockchain technology our proposed system
provides a secure and private access to an emergency doctor in a short period of

time and it guarantees quick PHR data fetching from health records.

3.1 System design and architecture

We proposed a new framework for addressing the emergency PHR data access
by defining the access rules implemented on Hyperledger sawtooth network. We
utilized both off-chain and on-chain storage mechanisms in our system to provide
an efficient and secure data sharing system with minimum cost. On-chain storage
include all data which are stored in the blockchain and they are available to all
blockchain members. In our case, since we utilized a permissioned hyperledger
blockchain, on-chain data are only available to the registered members of the
blockchain network. For on-chain transactions to be executed all blockchain nodes
and participants must validate and verify the transactions to reach to a consensus
in order for that to be considered valid, and then all completed transactions
history ledger should be updated to be traceable, so that they cannot be changed
or reversed back. For all of these processes the system requires more time and
resource consumption. However for some kinds of data-sets and contracts in
blockchain based systems, that doesn’t have any role in the transaction processes,
the optimum solution is to employ off-chain storage methodology.

According to [47], off-chain data storage is a method for storing any data that
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is too large to be stored in the blockchain properly, and they may also require mod-
ification which makes it costly to be altered if they are stored on-chain, these data
are structured or unstructured data in the form of files, contracts and documents
which cannot be reside in blockchain. Off-chain storage mechanism decreases the
load handling of big datasets in blockchain. Nevertheless, on-chain transactions
are significantly slower because of the need for other node’s confirmation to be
completed. In addition to guaranteeing faster transactions, off-chain storage brings
a huge value to our system by increasing the privacy and security, since transfers
are not visible to the other participants of the blockchain. In our implemented
system the goal is to introduce a system with better performances considering
response time, scalability and security. And scalability factor for a blockchain
based system can be satisfied with off-chain storage which can easily store any type
of real sensitive medical data. And as mentioned before on-chain stored data are
non-negotiable in terms of any alteration. In our implemented system we utilized
off-chain storage method for storing the encrypted PHR along with access rules to
deliver a faster and more secure data sharing system for healthcare. In SEHDaS
system, off-chain storage does not certainly mean nothing is on the blockchain,
but it implies that PHR data are not available for all blockchain participants. We
utilized symmetric key cryptography for PHR encryption before these data are
uploaded into off-chain database through the blockchain.

Each PHR data file stored on off-chain database belongs to a single patient
and contains health records of that patient. Blockchain network plays a vital role
for keeping unauthorized parties away from accessing data and it contributes for
data sharing only with authorized parties who have access permission based on
the patient rules. Emergency condition can happen anywhere and anytime, so
we need a system which is distributed and decentralized that paves the way for
easy and quick access to patient’s PHR for an emergency doctors regardless of
time and place, considering this challenge blockchain is the only private, secure

and decentralized technology that can meet these requirements. Also blockchain
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provides a thorough history log of access records and patient can track these records
through the blockchain ledger.

We have developed a transaction processor which stores user’s identities, and
access-sharing rules for encrypted data. Transaction processor in our system man-
ages authorization and data fetching from off-chain database process. Transactions
are validated based on the rules defined by patient through transaction families
and the state of the data on blockchain is updated. Operating our proposed
framework based on transaction processor of the blockchain ledger ensures the
system to be protected, auditable and verifiable. Since blockchain is an immutable
technology and the transaction processors are applied on-chain, this guarantees
that the records were created and stored using the same transaction processor
which is used for creating the original block, and the same global states are utilized
for executing all transactions, so records cannot be modified or deleted.

In our proposed architecture Fig. [1| the system users are classified into three
main categories, we did this classification based on access level permissions to
the PHR data. The actors of our system are a Patient, a Trusted-party and
an Emergency doctor. Other components of our system architecture are an off-
chain database, and a hyperledger sawtooth network containing the validator
including the transaction processor and consensus process, a REST API and a

ledger. Detailed explanation of the main components are provided as below.

e Patient or data-owner is the owner of the PHR data who has control over
data. Patient authorizes access to his/her data partially or completely and
defines rules as a group of trusted parties and specifies partial access to these
parties for emergency cases. These rules and conditions are defined along
with PHR data and they are stored and processed as transaction families
and processors. This way patient is transferring partial-ownership of PHR
data to the trusted-party so he/she can make decisions of data sharing with

emergency staff on behalf of patient when an emergency condition happens.

e Trusted-party can be one or group of users including a doctor, a friend or a
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family member that patient has listed and defined in her trusted emergency
lists. This party can have different level of access permissions to PHR data.
Each of these parties can have a full access or partial access to the different

data types that the patient is pre-specifying.

Emergency doctor is who issues access request to PHR, only in emergency

conditions.

Off-chain database is used in our proposed system to store the encrypted
PHR and patient access permission rules. For this purpose, we have utilized
MongoDB which is a NoSQL database and it is practical for managing large

distributed datasets.

Hyperledger Sawtooth REST API is used to access the users of the system
and manage client communications with validator using HTTP/JSON stan-
dards. REST API acts as an intermediary to pass the access requests to
the validator, these requests are then evaluated and authorized based on a

signature verification or schemes defined in transaction processor.

Transaction processor manages the transaction families and holds data sharing
metadata and rules that control which user can access the data. Request is
sent through the API to the transaction processor and then it is validated
and processed based on patient-defined access control policies. Transaction
processor in sawtooth has the role of chaincode in hyperledger fabric, and

the transaction families are the smart contract of sawtooth network.

In SEHDaS system Proof of Elapsed Time (PoET) consensus algorithm is ap-
plied for all transactions accuracy based on consensus-specific functionalities,
such that PoET has the capability to support our large distributed network
with the least resource consumption and guarantees a more energy efficient
consensus procedure in our system, since before updating the ledger state

by transaction processors all network nodes must reach to a consensus and
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Figure 1: Architecture of the proposed system

agreement for processing an access request and PHR sharing transaction.

3.2 System workflow protocols

SEHDaS system has two main components a permissioned blockchain, Hy-
perledger Sawtooth for managing the transactions in a distributed manner, and
an off-chain database for storing encrypted PHR data. Flow diagrams for the
implemented protocols are provided in the following of this section which shows
the protocols for secure emergency access to patient’s health records. First all
users join the network using joining protocol [3.2.1], then there is a key agreement
protocol between Patient and Trusted-party used for encrypting the partial data of
patient [3.2.2] and finally Trusted-party issues access to partial data using partial
data access protocol We assumed that all users get their private and public

keys from the hospital when they are registering to the system.
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Figure 2: User joining protocol

3.2.1 User joining protocol

We have utilized a private permissioned blockchain in SEHDaS. Therefore, in
the very first step in our protocol, users including patient, doctor (trusted-party),
and emergency doctor must join as a valid and authorized user to the blockchain
network before they can initialize and trigger any transaction. Fig. [2[ depicts user
joining protocol into the permissioned private blockchain network. In this protocol
users join to blockchain by receiving their Sawtooth Address as SawAdd from the
Admin which in our case we assumed as Hospital. In order to send the sawtooth
address securely Admin encrypts the assigned sawtooth address. For generating the

encryption keys Diffie-Hellman key exchange algorithm is applied. Such that, there
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is a predefined prime number as modulo, p, and accordingly the base number g,
which is the primitive root modulo of p. User chooses a secret integer value x and
also picks a random nonce Ny. Then he sends his certificate, g* mod p, and the
fresh nonce Ny and signature of the message to the Admin, which in our case we
assumed the hospital. After receiving the message, Admin checks the correlation
of the certificate and signature. After the check is successful, Admin chooses a
secret value y, and picks a random nonce N 4. Then he calculates the shared secret

T

key Kya = (g% mod p, and encrypts the sawtooth address of the user SawAdd
using shared secret key. He then sends back his fresh nonce, ¢¥ mod p, certificate,
and encrypted sawtooth address Ex ya(SawAdd) along with the signature of his
message to the User. User upon receiving the message from Admin checks the
correlation of the Admin’s certificate with the provided signature and the returned
nonce, afterwards he calculates the shared secret key Kya = (¢ mod p, then he

uses this shared key to decrypt the received encrypted sawtooth address. Therefore

User joins the blockchain network successfully and receives his sawtooth address.
3.2.2 Patient and trusted party key agreement protocol

After joining the network, Patient encrypts his/her PHR data with a symmetric
key and uploads the encrypted data to off-chain database, MongoDB. In the next
protocol, patient and trusted-party must agree on a shared secret key which is
used by patient to encrypt the PHR before uploading it to the off-chain database
MongoDB. As it is depicted in Fig. [3] The protocol is based on the Diffie-Hellman
algorithm as well. We assumed that, there is a predefined prime number as modulo,
p, and the base number g, which is the primitive root modulo of p. Patient picks a
nonce Np and chooses a secret value a, then he sends his certificate, g* mod p, and
fresh randomly chosen nonce Np, along with the signature of his message to the
Trusted-party. Once receiving the message by trusted-party, it is checked for the
correspondence of the signature and certificate. After the successful check, trusted-
party picks his secret value b and picks a random nonce N7. He then uses the chosen

secret value b to calculate the shared secret key Kpr = (g“)b mod p. In the next
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Figure 3: Patient and trusted party key agreement protocol

b)a

step trusted-party responds back to the patient by sending his certificate, g® mod p,
and chosen nonce, along with the signature of his message and patient’s nonce
Np. Patient upon receiving the message checks the correspondence of the received
certificate and the provided signature, along with the returned nonce. If the check
is successfully passed, patient calculates the shared secret key, Kpr = (" mod p.
When the shared secret key is generated uses this key to encrypt his partial PHR
data that he intends to share with the trusted-party. After the encrypted partial
PHR is generated Ex pr(Partial Data), the data are uploaded to the off-chain

database (MongoDB) for future access.
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Figure 4: Partial data access protocol for emergency condition

3.2.3 Partial data access protocol for emergency condition

In this protocol we considered the emergency case where the patient or data
owner is unconscious and there is need for an intermediary (trusted-party in
SEHDaS), to issue the access permission and share the partial PHR data with the
Emergency doctor considering the privacy of the patient and security of the data to
be shared. Fig[]shows the details of this protocol, we utilized the Diffie-Hellman
algorithm to create a shared secret key between Emergency doctor and Trusted-
party. Like previous protocols, there is a predefined prime number as modulo, p,

and the primitive root modulo of p as base number. Whensoever the Emergency
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doctor (ED) demands to access the patient’s PHR data, he chooses a secret value
¢ and picks a random fresh nonce Ngp. He sends his certificate, g¢ mod p, and the
nonce along with the signature of the message to the Trusted-party. Once trusted
party receives the message he first checks the Emergency doctor’s certificate and
provided signature’s correspondence. Immediately after the check is successful,
Trusted-party chooses his secret value d and his random nonce Np. The selected
secret value is then used to generate the shared secret key Kpp = (gc)d mod p which
will be utilized to encrypt the requested data. However, before Trusted-party can
encrypt the partial data, he gets the partial data from the off-chain database, and
uses the shared secret key of Kpr, which was created in key agreement protocol
3.2.2] to decrypt the partial PHR data. Next, he uses the secret shared key Kpr
to encrypt the partial PHR data. When the data is encrypted, Trusted-party
sends back the encrypted data Ex pr(PartialData), his certificate Certr, his
fresh nonce N together with the signature of his message and nonce of Emergency
doctor and Trusted-Party. Once Emergency doctor receives the credentials, he first
passes the check procedure of provided signature and certificate correspondence and
returned nonce. If the check is successful, Emergency doctor starts to calculate the
shared secret key Kpr = (g9 mod p, and then uses this shared key to decrypt the
received encrypted partial PHR data. When this protocol terminates, a temporary
and partial access to patient’s PHR data is provided for the emergency doctor.

In SEHDaS we have defined a time threshold for data-access in emergency
conditions, based on this threshold Emergency doctor can have access to PHR
data for a limited amount of time which starts from the beginning of the access.
When the access time expires the data are no longer available to the Emergency
doctor.

A workflow of proposed protocols for SEHDaS is depicted in Fig. [5| for a secure
and private PHR data sharing among Patient, Trusted-party and Emergency doctor.
In the very first step, users (Patient and Trusted Party) join protocol by Admin

authorization and receive their sawtooth address, (protocol [3.2.1). After joining,
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Patient encrypts his/her data by a symmetric encryption algorithm and uploads
the encrypted PHR data to MongoDB. In the third step Patient and Trusted-party
agree on a secret shared key which Patient uses that key to encrypt the partial
PHR data that he/she wishes to share with the Trusted-party. Later, the encrypted
partial data are stored in MongoDB, (protocol . Whenever an emergency
case happens and Emergency doctor requests to access PHR data, Trusted party
fetches partial data from MongoDB and after decrypting and encrypting by a

shared secret key with Emergency doctor, issues access to the partial PHR data

with the protocol [3.2.3]

+
1
) L

[

6. Partial data access
Trusted-party |<€ ;[ Emergency doctor ]

Figure 5: Workflow diagram of SEHDaS protocols for secure PHR access
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CHAPTER IV

PERFORMANCE ANALYSIS AND EXPERIMENTAL
RESULTS

4.1 Ezxpertmental environment and setup

We assessed our framework by developing and implementing a hyperledger
sawtooth network customized for our system’s protocols. The back-end is created
using Golang and Hyperledger Sawtooth SDK. It is one of the top SDKs regarding
maturity level and API stability for client and transaction processor managing. For
testing the performance of SEHDaS we ran the network on a local personal computer
with Ubuntu 18.04.6 LTS, 8 GB RAM and 1.80 GHz COREIi7 8th generation CPU.
All components of the network are deployed in the Docker containers and for that
we used Docker-engine version 20.10.8 as virtualization tool, and Docker-compose
version 1.29.2 for managing the docker containers. Patient’s PHR are entered as
CSV file and after they are encrypted and uploaded in MongoDB. We performed a
benchmark testing on our implemented system, and evaluated the performance
of SEHDaS in terms of the parameters that can impact the system performance
in analysis procedure, such as latency and throughput. These parameters are
evaluated considering two scenarios, one for the case when number of clients
increase and the second one for the case when the send rate increases. We kept
the client number constant at 1 client and increased the send rate from 5 up to 50
by 5 intervals. Then we measured the above mentioned metrics over increasing
send rate. We repeated the same experiment for the 3 and 5 number of clients as
well. Furthermore, the tests are performed for the proposed protocols of SEHDaS;
User joining protocol, key agreement protocol and partial data access protocol. In
addition to these experiments, we performed a test for observing the total execution

and response time for detailed data replication and ledger update in each process,
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and the total memory usage in all protocols, and finally we compared SEHDaS

results with the similar work EACMs [43].

4.2 Performance Results

4.2.1 User joining performance results

We performed the experiments and testing through the implemented hyperledger
sawtooth for the joining process of users when they send request for entering the
permissioned blockchain. We performed these tests for two scenarios, incremental
number of clients and increasing send rate. In this experiment we analyzed the

throughput and latency for 1, 2 and 5 clients, and for each case we increased the
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Figure 6: User joining throughput for increasing number of clients, over increasing
send rate
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send rate to experiment the system’s throughput over these factors.

Figure [6] shows the plot of average throughput of transactions for varying clients
(1, 3, 5), which is run on increasing send rate of transactions starting from 5 tps
to 50 tps. As shown in the figure when the client number increase to 1 ,3 and 5,
the throughput is increasing linearly by increasing send rate. However, when the
send rate reaches 30 tps throughput of 3 and 5 clients start to degrade mildly. On
average based on results, the proposed joining protocol can satisfy 1 client scenario
almost to the fullest over increasing send rate, however regarding 3 and 5 clients
we experienced mild decrease of throughput because of the increasing send rate
and network congestion, such that the throughput of 1, 3, and 5 clients is 49.6 tps,
47.8, and 45.8 tps at send rate of 50 tps respectively. Overall joining protocol is
proved to be an efficient protocol in SEHDaS.

Latency results of joining protocol is provided in Fig. [7] as it was expected

latency in joining protocol is increasing linearly over increasing send rate. However,
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Figure 7: User joining latency for increasing number of clients, over increasing
send rate
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we experienced more stable results on one client scenario. And overall we are not
experiencing huge latency increase differences by increasing the client numbers. In
general, the latency in all cases in joining protocol is on acceptable level, such that
latency of 1, 3 and 5 clients is respectively 19.3 ms, 38.9 ms, and 48.2 ms at 5 tps,
and by increasing the send rate to 50 tps we experienced the latency increase to

49.8 ms, 87.6 ms, and 120.3 ms respectively.
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Figure 8: Key agreement throughput for increasing number of clients, over
increasing send rate
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4.2.2 Key agreement performance results

The throughput performance of proposed key agreement protocol is depicted
in Fig. [§ based on experiment results in this protocol for one client case we
experienced a complete throughput over increasing send rate. However, with
increasing client numbers to 3 and 5 over increasing send rate, throughput increased
up to 25 tps send rate, after reaching to 30 tps of send rate the throughput starts
to degrade slowly over the rate goes up, until at 50 tps the throughput for 1, 3
and 5 clients reach to 50, 48.1 and 45.7 respectively. We experienced this decrease
because of the increasing workload over increasing send rate.

Key agreement protocol latency is plotted in Fig. [0 in this protocol we
experienced a similar latency to the user joining protocol. However, in key exchange
protocol the latency is slightly higher in compared with user joining protocol, and

as depicted there is a linear increase between the client numbers increase over
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Figure 9: Key agreement latency for increasing number of clients, over increasing
send rate

38



increasing send rate and latency, such that at 50 tps send rate, the latency of 1, 3,

and 5 clients are 58 ms, 94 ms and 123 ms respectively.

4.2.3 Partial data access performance results
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Figure 10: Partial access throughput for increasing number of clients, over
increasing send rate

Once an emergency case happens the Emergency doctor requests access to the
PHR data and this request is processed by Trusted-party and then access to the
data is issued. We tested this protocol’s throughput for various number of clients
over different transaction send rate as well, Fig. [L0] shows the average transaction

throughput for partial data access. Unlike other protocols we experienced higher
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throughput decreasing in this protocol, and this is because of the slightly higher
computations in this protocol in compared with user joining protocol. The results
showed a mild drop in throughput of 5 clients starting from 25 tps which is 24.8,
and this decreasing continues over the send rate increase until we experienced 44.5
tps for throughput when the send rate reached 50 tps. For the 3 clients the results
were similar to 5 clients, but the throughput decrease started from 30 tps send rate.

However, the throughput of this protocol is almost fully satisfied in 1 client case.
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Figure 11: Partial access latency for increasing number of clients, over increasing
send rate

Figure [11] shows the transaction latency for partial data access protocol, we
observed that latency scales over increasing send rate in different number of clients.
specifically in 3 and 5 number of clients we experienced a sharp increase in compared
with one client. Although the overall latency in this protocol is almost doubled in
compared with previous protocols, but still network shows an efficient performance
for increasing the number of clients, however increasing the send rate too much may

have a significant impact on the latency increase because of the increased traffic
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load and computation in data access protocol. Possible reasons for experimenting
low latency in our system in compared with the existing research works is parallel
transaction execution and the off-chain database mechanism we employed for
SeHDaS, because it offloads the heavy lifting of huge data-sets from blockchain
nodes.

Based on experimental results provided for each protocol, the overall system
throughput is proved to be high even by increasing the number of clients over
increasing send rate. One reason for the high throughput in our system is because
of the parallel scheduling opportunity of Hyperledger Sawtooth network that we
utilized for implementing our architecture, which leads to a higher throughput and
lower latency by parallel execution of transactions regarding the data load amount
in the network. so this produces better performance results in compared with serial
executions of other blockchain networks. Another key feature in SEHDaS that
resulted on an efficient system and low latency is the off-chain database mechanism
we employed, since this approach offloads the heavy lifting of huge data-sets from

blockchain nodes.

4.2.4 Comparison of average response time and memory usage for com-
plete transactions

Finally, the average response time and memory usage are calculated precisely
for each transaction in the process of emergency PHR accessing. These transaction
functionalities involves user joining including patient, trusted-party and emergency
doctor (ED) joining to the blockchain, and finally PHR data accessing by Emergency
doctor. For computing the average values of provided data, we repeated this
experiment 100 times. In EACMs, a proposed system by [43], the average response
time from the beginning of the emergency data request process starting from
user joining until accessing PHR data takes 15 up to 18 seconds. And The
average memory usage in this process takes 750 up to 900 bytes. Whereas, in
practice for SEHDaS it takes 1.86 seconds for user joining, and for sharing the

data it takes up to 2.42 seconds. Therefore, in our proposed system the whole
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Table 4: Average latency and memory usage comparison of SeHDaS and EACMs

SEHDaS performance (avg.) EACMs performance (avg.)

Transactions Latency (msec) | Memory Usage | Latency (msec) | Memory Usage
(byte) (byte)

Patient-joining 1863 154 6002 236
Trusted-party- 1863 154 6231 236
joining
Emergency-doctor- | 1863 154 5963 236
joining
Patient-data- 2423 231 5683 568
accessing

process time from all users joining to getting data for replying to emergency data
request is completed in 8 up to 10 seconds. And the average memory usage for
completing the emergency request process for SEHDaS is around 650 up to 700
bytes. The average response time and memory usage in each step of joining and
PHR accessing process of SEHDaS and EACMs for a complete transaction is
depicted in Table 4| for comparison. Based on experimental results SEHDaS has
proved to significantly improve the response time and memory usage for PHR

accessing system in emergency conditions.

4.3 Security and Privacy Discussion

Our proposed system guarantees user privacy by controlling the access to PHR
data with pre-specified rules using transaction families and transaction processors.
Furthermore permissioned blockchain framework lets only the authorized users to
enter the blockchain and trigger transaction as a network participant. Even the
participated users can access the PHR partially or a a whole based on policies
defined by the PHR data owner. Besides, all transactions’ log are updated and
stored in the blockchain ledger by transaction processors, and later the PHR
owner can audit which user have accessed to which part of his/her data. Our
framework protects network security and data breaches such as unauthorized
access. In our proposed system all batches and transactions are signed by the client

and submitted to the validator node by using his private key, with this approach
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data confidentiality and integrity are preserved. Also, before any transaction
the metadata and parameters in the payload of blockchain are validated for
avoiding buffer overflows. Validator in transaction families ignore any unauthorized
transaction processors, hence improves the network’s security. More importantly
we utilized an off-chain storage approach for storing the encrypted PHR data which
makes the network to run faster with less latencies by avoiding unnecessary network
confirmations for personal data information. It also makes storage infrastructure
more scalable. So, we can have off-chain data to be in any size of data which is
too large to be stored efficiently on blockchain. As mentioned before, storing data
off-chain brings huge value to both privacy and security aspects of our system.
It increases the privacy of the data by not saving personal data on-chain in an
available mode for all participants, and by off-chain storing we are having a tamper-
proof storage that prevents unauthorized access and modifications. Whereas, using
on-chain storage for data rises the probability of accidental disclosure of confidential
health data. Furthermore, utilizing a time constraint in our system for data access
rises the security in the system, since after the time expiration the data will not

be accessible by the Emergency doctor anymore.
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CHAPTER V

CONCLUSION

Emergency access to PHR data has been a challenge for many years and several
system solutions have been proposed in the recent years. Blockchain technology
is a proved solution to enhance the healthcare data management and address
the potential challenges of medical data systems such as single point of failure,
patient privacy concerns, sensitive healthcare data security, authentication and
access management, and overall system efficiency that were not addressed in
previous cloud-based and central-server-based approaches. Nevertheless, most of
the research investigations are focused on public blockchain based systems, and as
we pointed out in the study this type of systems are not efficient and cannot fully
satisfy security and privacy concerns, besides they suffer from high execution time
and non-scalability issues. In the most recent years some researchers have slightly
dedicated on private blockchain solutions for medical data, yet still the proposed
systems are not fulfilling the patient health records access for emergency conditions.
Hence, there is a crucial need for a more efficient, secure and private system
to satisfy all challenges of healthcare data management especially when there is
an emergency case. For example latency factor is a vital parameter in patient
treatment process especially when facing with an emergency case, as any delay
in this process may lead to failure in treatment and end up to a life-threatening
situation.

In this paper, we proposed a new Blockchian-Based Secure Emergency Health-
care Data Sharing system called SEHDaS, which guarantees patient’s privacy
and data security in emergency conditions data access. To this end we designed
a secure and private emergency PHR data access protocol and implemented it

on hyperledger sawtooth network, a permissioned private blockchain technology.
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Utilizing hyperledger sawtooth special properties such as transaction families and
validators, we are able to manage the patient defined access rules and policies and
validate all transactions and user authentication procedure. Hence the PHR data is
only accessible by the valid members of the blockchain network which are validated
by the admin during joining process. Our architecture uses off-chain database
approach for storing healthcare records in order to enhance the scalability, reduce
the network congestion and so improve the response time by avoiding the waiting
time for network confirmation. So utilizing this approach along with parallel
transaction execution in hyperledger sawtooth network PHR access is conducted
with minimum delay and instantaneously while preserving the patient’s privacy.
We discussed the effectiveness of our proposed protocol for addressing the
private and secure emergency access to PHR data. We also implemented the
proposed architecture through the hyperledger sawtooth blockchain in order to
assess the SEHDaS efficiency and compare the performance metrics with EACMs.
We carried out performance benchmark testing on our implemented blockchain
network and analyzed the latency and throughput in different scenarios of number
of client’s increment over increasing send rate for each case. The experimental
results demonstrated that our framework guarantees a secure and private data
access in emergency conditions where patient is not conscious and cannot take part
in authentication process, by minimizing the disk usage and latency significantly,
along with increasing the network throughput, which leads to an efficient system,
and can be contemplated as a potential adoption for future healthcare systems

which are developed based on blockchain technology.
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