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ABSTRACT
OPEN-SET OBJECT RECOGNITION

Salman Mohammad
M.S. in Computer Engineering
Advisor: Shervin R. Arashloo
July 2022

Despite significant advances in object recognition and classification over the past
couple of decades, there are various situations where collecting representative
training samples from all classes in real-world scenarios is quite expensive, or the
system may be exposed to unpredictable novel samples at the test time. The
pattern classification problem is commonly referred to as an open-set recognition
task in such cases where limited and incomplete knowledge of the entire data dis-
tribution is provided to the model during the training time. During test phase,
unknown classes can be faced which requires the classifier to accurately classify
the previously seen classes while effectively rejecting unseen ones. Among others,
one-class classification serves as a plausible solution to the open-set recognition
problem. Nevertheless, current one-class classifiers have their limitations. Classi-
cal kernel-based approaches require carefully designed features to obtain reason-
able performance but rest on a solid basis in statistical learning theory, providing
good robustness against training set impurities. More recent deep learning-based
methods, on the other hand, focus on learning relevant features directly from the
data but typically rely on ad hoc one-class loss functions, which very often do
not generalize well and are not robust against the omnipresent noise and contam-
ination in the training set. In this thesis, we introduce a novel approach which
leverages the advantages of both kernel-based and deep-learning approaches by
bringing the two learning formalisms under a common umbrella. In particular, the
proposed method learns deep convolutional features to optimize a kernel Fisher
null-space loss subject to a Tikhonov regularisation on the discriminant in the
Hilbert space. As such, it can be trained in a deep end-to-end fashion while being

robust against training set contamination.

Through extensive experiments conducted on different image datasets in var-
ious evaluation settings, the proposed approach is shown to be quite robust and
more effective than the current state-of-the-art methods for anomaly detection
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in the scenario where the training set is corrupted and contains noisy samples.
At the same time, the proposed approaches can be effectively utilized in an un-
supervised scenario to rank the data points based on their conformity with the
majority of samples.

Keywords: Open-set classification, One class classification, deep end-to-end learn-
ing, reproducing kernel Hilbert space, regularization, contamination..



OZET
ACK KUME NESNESI TANMA

Salman Mohammad
Bilgisayar Miihendisligi, Yiiksek Lisans
Tez Danigmani: Shervin R. Arashloo
Temmuz 2022

Son birkag on yilda nesne tanima ve siniflandirmadaki 6nemli ilerlemelere ragmen,
gercek diinya senaryolarinda tiim siniflardan temsili egitim ¢rnekleri toplamanin
oldukca pahali oldugu veya sistemin agikta kalabilecegi cesitli durumlar vardir.
test zamaninda Ongorillemeyen yeni Orneklere. desen simiflandirma problemi
genellikle acik kiime olarak adlandirilir. Tanmima gorevi, egitim siiresi boyunca
modele tim veri dagitimina iliskin siirli ve eksik bilgi verildigi durumlarda.
Test agsamasinda, simmiflandiricinin daha 6nce goriilen siniflar1 dogru bir sekilde
siiflandirmasini ve goériinmeyenleri etkili bir gekilde reddetmesini gerektiren bil-
inmeyen siiflarla karsilagilabilir. Digerlerinin yani sira, tek siifli ssmiflandirma,
acik kiime tanima problemine makul bir ¢éziim olarak hizmet eder. Bununla bir-
likte, mevcut tek sinifli simflandiricilarin simirlamalar: vardir.  Klasik ¢ekirdek
tabanl yaklagimlar, makul performans elde etmek icin dikkatlice tasarlanmis
ozellikler gerektirir, ancak egitim kiimesi safsizliklarina karsi iyi bir saglamlik
saglayarak istatistiksel 0grenme teorisinde saglam bir temele dayanir. Diger
yandan, daha yeni derin 6grenme tabanl yontemler, ilgili 6zellikleri dogrudan
verilerden O0grenmeye odaklanir, ancak genellikle genellikle iyi genellemeyen ve
her yerde mevcut olan giirtiltiiye kargi saglam olmayan gecici tek simif kayip
islevlerine dayanir. egitim setinde kontaminasyon. Bu tezde, iki 6grenme for-
malizmini ortak bir ¢at1 altinda toplayarak hem cekirdek tabanli hem de de-
rin 6grenme yaklagimlarinin avantajlarindan yararlanan yeni bir yaklagim sunuy-
Oruz. Ozellikle, onerilen yontem, Hilbert uzayindaki diskriminant tizerinde bir
Tikhonov diizenlemesine tabi bir ¢ekirdek Fisher bog-uzay kaybini optimize et-
mek i¢in derin evrigimsel 6znitelikleri 6grenir. Bu nedenle, egitim seti kontami-

nasyonuna karsi saglam iken derin bir uctan uca sekilde egitilebilir.

Cesitli degerlendirme ayarlarinda farkli goriintii veri setleri iizerinde yapilan
kapsaml deneyler sayesinde, onerilen yaklagimin egitim setinin bozuldugu ve
icerdigi senaryoda anomali tespiti i¢in mevcut en son teknoloji yontemlerden
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oldukca saglam ve daha etkili oldugu gosterilmistir. guriiltiilic 6rnekler Ayni za-
manda, Onerilen yaklagimlar, denetimsiz bir senaryoda, veri noktalarini érneklerin

¢oguna uygunluklarina gore siralamak i¢in etkin bir sekilde kullanilabilir.

Anahtar sozciikler: Agik kiime simiflandirma, Tek siif sismflandirma, derin uctan
uca 6grenme, cekirdek Hilbert uzayimi yeniden olusturma, diizenlilegtirme, kon-

taminasyon..
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Chapter 1

Introduction

In a closed-set visual recognition task, it is assumed that the training and the
test data points are drawn from the same label, and feature space i.e. a ma-
chine learning model aims to distinguish between several classes that remain the
same during training and testing phase. Deep-learning-based algorithms have
witnessed much success in recent years, performing on par with, if not better
than, human performance in this area. The availability of large-scale annotated
datasets that enable effective learning of distinctive features has contributed to
the progress in this area to attain exceptional classification accuracy. However,
these methods do not perform well in an open-set scenario, which is more re-
alistic, where unseen class samples can emerge unexpectedly during the testing
phase. In such cases, the model has to not only distinguish between the classes
it encountered during training but also needs to reject samples from classes it
has never seen before. The problem is called Open-Set Recognition (OSR) [1]
which requires strong generalization and is a more difficult task than the conven-
tional closed-set recognition problem. There have been various studies to adapt
the current methods for OSR where the model has a reject option for unseen
class samples [2] [3] [4] [5] [6] [7]. However, they still work under a closed-set
assumption. One-class classifiers (OCC) [8] [9] [10] which are generally used for
anomaly detection, are very suitable for the task of OSR. In OCC, the model

tries to learn the distribution of the training data in such a way that it can be



separated from the space distant from known/seen samples. There are two ways
that OCC can be used in the context of OSR: 1) treating all the known classes as
a single class [11] [12]. 2) creating an OCC for each class known in the training
set [4]. Although there are other methods proposed to solve OSR [13] [14] [15]
[16], this work is focused on One-Class classifiers. OCC can be considered as an
extreme case of OSR where only samples from one class are available during the
training stage, and during the test stage, samples from unknown classes can be
fed to the model.

1.1 Motivation

One-class classifiers differ from their binary/multiclass counterparts in that they
mainly use samples corresponding to a single, very often the “normal” or “posi-
tive” class during training. OCC may be used to determine the unusual samples
in the data [17], a problem also known as anomaly, novelty, abnormality, etc.
detection [18]. In one-class classification, the objective is to learn a model which
represents the “normal” class as closely as possible, while having the capability to
keep the learned description away from any anomaly point. To be more precise,
assume Z as the space of all possible data points and X C Z as the collection of
all samples that belong to a particular class. Using a given training set X C X, a
one-class classifier must learn y(z) : Z — {0,1}, where y(z) = 1ifz € X, i.ez is
a normal sample belonging to that specific class, and y(z) = 0 otherwise, i.e z is
an anomaly. Since in a one-class setting, typically, there exists no representative
negative training set, learning effective feature representation or inferring a deci-
sion boundary is known to be more challenging than that of a binary/multi-class

classification problem.

In spite of considerable advancements in one-class learning over the last couple
of years [19, 20, 21, 22, 23, 24, 25, 26, 10, 27, 28, 29, 30, 31, 32|, the majority
of existing methods are not specifically designed to operate on contaminated
data and implicitly presume the existence of a pure and uncontaminated positive

training set. In real-life scenarios, however, the training data may be corrupted

2



and contaminated with noisy samples (labelled as positive) which may hinder
learning an effective one-class description of the data, leading to a degradation
in the performance. There are also specific applications where one is interested
in inferring the degree of normality of a sample in a given dataset, e.g. for
ranking, or fetching database items for a particular query [27]. Moreover, an
effective ranking of observations in a dataset is quite desirable since it could be
used to potentially enhance the performance of the classifier by either discarding
the noisy samples from the training set or by using them as counter-examples to
enhance the robustness of the classifier to noise. Although there are a number
of non-deep approaches [27, 19, 20] that are well-suited for such an application
scenario, they require substantial feature engineering. On the other hand, the
recent state-of-the-art deep learning based approaches [32, 26] are not specifically
equipped to provide robustness against noisy samples and may face a deterioration
in the performance when training data is contaminated with noising objects.
Among others, the work in [27] presents a non-deep method that operates in a
reproducing kernel Hilbert space and provides robustness against noise through a
Tikhonov regularisation on the discriminant in the Hilbert space. A comparison
of this method against other approaches confirms its superior performance on
contaminated datasets. Although the method is quite robust to contamination
and can also be used to perform observation ranking effectively, it has certain
limitations. In particular, as the method in [27] is unable to learn representations
directly from the data, substantial feature engineering is required to extract useful
features to effectively utilise this approach. Consequently, the results are highly
dependent on the features being fed to the one-class learner. Moreover, at its
core, the method in [27] operates on an alternating optimization approach that
requires a matrix inversion operation which not only can be computationally
expensive when the number of training observations is large but would also be
very demanding in terms of the required system memory during the training stage

which may impede its applicability to large-scale datasets.



1.2 Contributions

In this study, we present two deep one-class approaches namely - Closed-form
Deep Robust Kernel Spectral Regression (C-DRKSR) and Gradient-based Deep
Robust Kernel Regression (G-DRKSR) which are robust against contamination
and noise in the training set by utilizing the concepts from kernel machines [27]
and combining them with deep convolutional structures to enable end-to-end
learning. We address the shortcomings of the current OCC methods by combin-
ing a regularised kernel-based learning formalism with a convolutional network
learning approach in a way that it is trainable in an end-to-end fashion using a
gradient-based method. Moreover, the proposed approaches can be used to rank

samples based on how well they match the bulk of observations.

The main contributions of the proposed approaches may be summarised as:

o Combining a kernel-based learning formalism with a deep-learning-based
methodology to enable learning a one-class deep kernel-based classifier in

an end-to-end manner;

o A Tikhonov regularization of the RKHS discriminant to improve robustness

of the proposed deep kernel-based model,

o Providing the functionality to infer soft labels for objects in a dataset re-
flecting their degree of normality, thus, enabling a ranking of data items

through a robust deep one-class network.

o Learning the discriminant in the Hilbert space and the network parame-
ters jointly via a batch gradient-based approach, considering the memory

constraints;

o And the last but not the least, an experimental evaluation of the proposed
approaches on different datasets and a comparison against existing baselines

and state-of-the-art methods in different application scenarios.



1.3 Organization

In Chapter 2, we review the literature on one-class classification by categoriz-
ing these approaches into different groups. The differences between different
groups their strengths and weaknesses are discussed, along with details of various
methods in each category. Chapter 3 provides a brief overview of the null-space
one-class Fisher analysis followed by an overview of the robust kernel method
of [27] which forms the basis of our work. Chapter 4 introduces our proposed
approach, including the neural networks used, the optimization process, details
of the objective function, and handling the memory constraints. In Chapter 5,
different flavours of the proposed approach in terms of the optimisation process
are evaluated in three experimental setups: 1) with no contamination; 2) with
contamination, and 3) unsupervised observation ranking and compared to the
baseline and state-of-the-art methods on popular image datasets. Here contam-
ination only refers to label contamination i.e noisy samples were included in the
training set labelled as positive. Finally, In chapter 6, we summarize our work

and propose possible directions for future research work.



Chapter 2

Related Work

2.1 Introduction

In this chapter, we briefly review some of the most well-known and state-of-the-
art approaches for one-class classification. The methods are categorized into two
groups - generative methods and discriminative approaches which are further
categorized into deep vs. non-deep methods. As our work is focused on one-
class classification, the emphasis in this section shall be on one-class approaches.
However, for a more detailed review of generic open-set methods, the reader may

refer to [33], and [34].

2.2 Categorization

Although other categorisations exist [10, 35], OCC methods may be broadly cat-

egorized into generative methods and discriminative methods.



2.2.1 Generative Methods

Generative methods focus on modelling the underlying generative process of the
data, for example by learning the underlying distribution. Generative one-class

classifiers may be learned following either a deep or non-deep learning methodol-

ogy.

An example of the generative non-deep methods is the kernel PCA [36] ap-
proach which is a non-linear extension of PCA. It projects the training samples
into an infinite dimensional feature space also known as kernel Hilbert space and
extracts the principal components of the distribution of the data from this space.
The novelty score is then calculated using the test sample’s reconstruction error
in the considered subspace. An alternative robust PCA was introduced in [37]
that uses /1-norm which is less sensitive to outliers instead of the commonly used
lo-norm to handle anomalies in the training set. This approach is rotational-
invariant, straightforward to implement and has been proven to provide locally
maximal solution. Another efficient convex optimization-based algorithm called
Outlier Pursuit (OP) for the purpose of robust principal component analysis was
introduced under a supposition on uncorrupted data points conform to the exact
low-dimensional subspace while the corrupted data points do not, thereby iden-
tifying those points. It uses nuclear norm minimization by recovering the correct

column space from the uncorrupted matrix.

A more recent approach that can potentially tolerate outliers by up to the
square of the number of inliers is that of the Dual Principal Component Pursuit
(DPCP) [19] which solves a non-convex ¢;-norm optimization problem on the
sphere by recursively trying to learn a basis for the orthogonal complement of
the subspace. This method provides an improvement in performance compared
to some other robust PCA methods. A further improvement of DPCP was pro-
posed recently called Noisy DPCP [38] that extended the convergence behavior
and global optimality of DPCP for situations where data is corrupted by noisy

samples.

Another fast and non-convex algorithm also referred to as fast median subspace
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(FMS) was proposed in [39] that robustly determines the underlying subspace
while being computationally less complex compared to other similar methods.
It is designed such that it doesn’t get affected by contamination in the training
set and has been shown to converge near the correct vicinity in only a few it-
erations. The SRO [20], regarded to be one of the best unsupervised approach
for novelty detection, is a weighted graph-based method that defines a Markov
chain. It utilizes the property that data points can be represented as sparse linear
combinations of one another to attain an asymmetric affinity matrix among data
points. A weighted graph is obtained from the matrix and a connection between
inliers/outliers and essential /inessential states is formed via an apt Markov chain.

Outliers are then identified via random walks on the obtained graph.

Examples of the generative deep OCC methods include approaches based on
deep autoencoders [40] which aim to learn salient features from the normal class
by trying to minimize the reconstruction error. Deep autoencoders consist of an
encoder network which comprises a number of convolutional layers followed by
activation functions, followed by a decoder network which generally has a struc-
ture of an inverted encoder, comprising of transposed convolutional layers. Such
methods are used either in conjunction with classical anomaly detection methods
by providing the learned embedding as input [41, 42] to a one-class learner, or by
directly utilizing the reconstruction error as the anomaly score [43, 44]. Denois-
ing autoencoders [45] that focus on denoising a noisy version of their input, and
sparse [46] and deep convolutional autoencoders [47] which encourage sparsity

are some of the well known autoencoder-based anomaly detection methods.

Latent space Auto-regression (AND) [24] is a recently proposed approach that
uses an auto-encoder structure to learn the probability distribution of the under-
lying latent representation of the data via an autoregressive procedure. It jointly
optimizes a maximum likelihood objective, which behaves like a regularizer in
this scenario, along with the reconstruction error of normal samples. The novelty
score of a query image is obtained via a combined score of reconstruction error
and the negative log likelihood of that image. A threshold is used to determine
whether the query image is postive or not. ICS [26] which may be considered

as one of the most successful generative method in this category trains a CNN
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for one-class classification based on splitting the training data into two parts of
typical and non-typical normal subsets. Initially, an auto-encoder is trained us-
ing positively labelled data followed by identifying the non-typical data points by
using structural similarity (SSIM) as the similarity metric. After ICS, The three
sub-networks namely - feature extraction sub-network, distance sub-network and
classification sub-network are trained jointly. For a given sample, firstly, its la-
tent representation is derived via the feature extraction sub-network, followed by
classifying the sample as typical or atypical via the classification sub-network.
Finally, the distance sub-network generates a score based on the latent represen-
tation of the data points. The probability of the test sample being a typical data
point is used as at the time of inference to identify whether the given test sample
is positive or not. One of the drawbacks of autoencoder-based approaches is the
difficulty in selecting a suitable degree for compression as estimating the inherent

dimensionality of the data is typically a major challenge [30].

Some other well-known generative deep OCC approaches are based on Gener-
ative Adversarial Networks (GANs) that have shown promise for anomaly detec-
tion. AnoGAN [21] is one of the first GAN-based methods used for OCC that
learns a manifold of normal anatomical variability. For this purpose, initially, it
trains a GAN for creating samples from the training set. For a given test sample,
it then tries to map it to the latent space and find the most similar image by
iteratively applying backpropagation. Adversarially Learned One-Class Classifier
(ALOCC) [23] addressed the shortcoming of AnoGAN by using by utilizing a
conditional GAN that takes an image and a noise vector as input unlike GAN.
Old is Gold (OGN) [25] extended the work of ALOCC further by fine-tuning the
ALOCC network using both bad quality images and pseudo anomaly images. For
all three approaches, a pre-defined threshold is used to assign a test sample as

positive or not.

Among others, OCGAN [22] is a novel hybrid approach that combines deep
auto-encoders and a GAN style adversarial learning. They propose to constrain
the latent space such that it only represents the given class. For that purpose,
they utilize four sub-networks namely - a Denoising auto-encoder which is used

as the generator during the training phase; a latent discriminator which learns
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to distinguish between encoded real images and random samples drawn from the
uniform distribution of the real images subspace; a visual discriminator which
learns to discriminate between real and fake images; and a classifier which deter-
mines how well a provided image is similar to the content of the positive class. A
common difficulty regarding the GAN-based methods is a lack of knowledge with

respect to the regularisation of the generator to achieve compactness [30].

2.2.2 Discriminative Methods

Discriminative OCC methods aim to directly infer the optimal decision boundary
that separates the positive class from anomalies. Similar to generative methods,
discriminative one-class classifiers may be further categorized into deep or non-

deep baesd approaches.

One of the most prominent discriminative non-deep methods is the OCSVM
[8] that tries to learn a hyper-plane which optimizes the separation of the mapped
data from the origin. It utilizes kernel SVM and treats the origin as the negative
point. It tries to find a half-space where most data points lie and any data point
outside of this half-space are considered anomalous. Another well-known and
closely related method is that of the SVDD approach [10] where the objective is
to infer the smallest hyper-sphere surrounding the training objects. The hyper-
sphere is characterized by its centroid and radii. Any data point lying outside of
the hyper-sphere is considered anomalous. Generalized One-Class Discriminative
Sub-spaces (GODS) [28], which extends OCSVM formulation was introduced very
recently. Additional to the first hyper-plane, it learns a second hyper-plane that

aims for most of the data to lie in the negative space.

Just like OCSVM, the One Class Minimax Probability Machine (OCMPM)
48], tries to learn a hyper-plane with the aim of reaching a tight lower bound to
the data and maximizing the distance between the origin and the hyper-plane.
The only difference between OCMPM and OCSVM is that OCMPM utilizes
second-order statistics during the training phase. An extension of OCMPM called
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Dual slope Minimax Probability Machine (DS - OCMPM) [29] was recently in-
troduced which had two major differences - 1) Another hyper-plane is learnt
while training that considers the maximum data covariance; 2) The modeling of
the training data distribution could be a collection of sub-distributions which is

taken into account in this approach.

One of the more recent kernel-based approach is the one-class kernel spectral
regression method [27] that tries to infer a robust one-class description in the
presence of contamination in the training set by imposing a Tikhonov regular-
isation on the Fisher null discriminant in the Hilbert space. Determination of
the optimal regularisation parameter is realised by posing the one-class learn-
ing problem as a sensitivity analysis task. Moreover, it proposed an alternating
optimization which updates label confidences recursively and ranks the training
data points based on their fit with the model. An evaluation of this method in
the presence of noisy training data has verified its superior robustness as com-
pared with other alternatives. All the above mentioned non-deep discriminative
methods have the ability to integrate prior information about the percentage of
outliers present in the training dataset into the model which is also known as v
property. Although the non-deep discriminative methods have their own merits,
they require a careful feature engineering step to yield satisfactory performance

in real-world scenarios.

Recently, different attempts have been made to compensate for this shortcom-
ing of the discriminative methods. As an instance, deep SVDD (DSVDD) [30]
may be considered as one of the earliest discriminative deep OCC methods which
tries to combine deep learning formalism with an OCC-based objective function.
For this purpose, similar to the conventional SVDD method, it tries to learn
a minimum volume hypersphere enclosing the embeddings of the positive data.
One-Class CNN (OCCNN) [31] serves as another deep discriminative approach
that is influenced by the OCSVM method. It consists of two sub-networks serv-
ing as the classifier and the feature extractor. Inspired by the OCSVM method,
the networks are trained so that the features learned are different compared to
a zero-centered Gaussian distribution subject to a cross-entropy binary objective

function.
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ODIN [49] corresponds to another effective OCC approach that does not re-
quire any modifications to be made on a pre-trained neural network. It adds
small perturbations to input and uses temperature scaling to detect anomalies
which significantly improves the detection performance. Moreover, an analysis on
semantic and non-semantic shifts in large scale image datasets was performed to
show the circumestances when ODIN-like strategies result in improvements. One
of the successful state-of-the-art OCC methods is that of HRN [32] which uses a
classification network based on deep learning trained with log-likelihood loss in
combination with a holistic regularization, known as H-regularization, imposed
on the learned features. Furthermore, HRN proposed a new type of normaliza-
tion for One-class classification called 2-norm instance level data normalization

strategy to handle the various feature scales of images in the dataset.

Although successful OCC methods exist in the literature, the functionality of
these methods may be seriously compromised when exposed to contamination
and noise in the training set. Compared to the existing methods, the current
work, building on ideas from both kernel machines and convolutional structures,
presents a one-class learning approach that provides a high degree of robustness
against training set impurities while enabling a direct end-to-end learning from
the data.
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Chapter 3

Background

3.1 Introduction

In this chapter, the Fisher null-space concept [12] [50] [51] is briefly introduced
which is followed by a brief review on the Robust Kernel Spectral Regression

method for One-class classification [27].

3.2 Null-Space Fisher Analysis

Fisher classification criterion is one of the most popular and widely used criterion
in the area of statistical pattern classification where one attempts to find a pro-
jection function from the input space onto a subspace in such a manner that the
between-class scatter is maximized while the within-class scatter is minimized
of each classes provided in a given dataset. To be more precise, the criterion

function G(¢) can be formulated as:

TSy
arg max G(¢) = arg max
®) OO
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where the within-class scatter and between-class scatter matrices are denoted
as S, and S, respectively and 1) represents the basis defining the subspace. Since
there are no negative instances available during the training phase of OCC, the
origin could be utilized as the negative a negative example. Theoretically, a model
that results in zero withing-class scatter and positive between-class scatter (also

referred to as null projection) would be considered an optimal model i.e.

wTSww =0,
TSy >0 (3.2)

The optimal solution of G(¢) provided in Eq. 3.1 also referred to as a null
projection function results in best separability with respect to the Fisher criterion.
At max, C' — 1 null projection directions can be computed, where C' represents
the number of classes. For one-class classification, since there is only a single
class in the training set, the eigenvector with the largest eigenvalue constitutes

the optimizer which can be represented as:

Sb¢ = asww (33)

After determining the null projection direction, a sample = can be projected

onto the null-space as:

y =yl (3.4)

Since most data in real-life have a non-linear structure, extensions of this
approach are proposed [12] [50] [51] based on kernels which are non-linear. Such
methods try to make the data easily separable by projecting them into a high
dimensional space which is also called reproducing kernel Hilbert space (RKHS)

and require the eigen-decomposition of dense matrices.
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3.3 Robust One-Class Kernel Spectral Regres-

sion

The one-class kernel spectral regression method in [27] operates by tailoring the
Fisher null concept [52] to an OCC context through using the origin as a hy-
pothetical object of the non-target class and only employing target objects for
training. A maximisation of the Fisher classification criterion, in this case, en-
tails mapping all normal/target observations to nearby positions in the optimal
feature space to minimise the within-class scatter. By formulating the learning
problem as regression in the Hilbert space, the work in [27] requires the response
of all normal data items to be close to each other subject to a regularisation on

the projection function:

00D = argmin3_(0() = ) + 8100 (3.5)

where x; represents a sample from the training set and ||.||3, represents the squared
norm in the Hilbert space. The first term on the RHS of Eq. 3.5 measures the
discrepancies of object responses w.r.t. their target values while the second term
imposes a Tikhonov regularisation on function ¢(.) and controls its flexibility. ¢
is a trade-off parameter. By operating in a reproducing kernel Hilbert space, it

is shown that the projection function ¢(.) may be written as [27]

¢o—§%m@x (3.6)

where k(.,.) denotes the kernel function and «;’s are real coefficients to be learned.

Using a matrix notation, Eq. 3.6 can be equivalently written as
L(a,y) = |[Ka —y|; + da'Ka, (3.7)

where K denotes the kernel matrix, and y is a vector collection of the labels.
In the equation above, a Tikhonov regularisation on a serves to introduce addi-
tional restrictions that aid in uniquely determining the solution in the case where
there are more variables than observations. More importantly, a Tikhonov reg-

ularisation constrains the model during the training phase and is instrumental
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in enhancing the generalization ability of the method. By formulating one-class
classification subject to a noisy training set as a sensitivity analysis task, the
work in [27] derives the regularisation parameter § analytically to maximise its
robustness against noise. Learning the regularised one-class model above entails
inferring the optimal parameter av along with the labels y that minimise the loss
function L(a,y). Minimisation in « is performed by requiring the derivative of

the loss w.r.t a to vanish, yielding
Qo = (K +01,) 7'y (3.8)

where I,, represents an n x n identity matrix. For optimisation in y, one may
equate the derivative of the loss with respect to y to zero, which results in
y = Ka. The approach in [27] then iteratively updates v and y via a block co-
ordinate descent minimisation approach. Based on the available training dataset,
for initialisation of the labels y, two cases are considered in [27]: 1) if the

training set is presumed to only contain positive data points, y is initialised as
n

y =[1,1,...,1]; and 2) if the training set is known to contain both positive and
n—no no

negative labelled data points, y is initialised as y = m, 0,...,0)] where ng
represents the number of negative samples. By virtue of a Tikhonov regularisa-
tion, the method penalizes larger values of the ax coefficients resulting in a smaller
variance in the coefficients, which has been shown to be beneficial for learning
in the presence of a noisy data set. During the testing stage, Eq. 3.1 is used to
project a test observation onto the subspace. The Euclidean distance between the
positive class’s mean and the test sample’s projection is then used to calculate
the anomaly score. The method in [27] has been shown to be quite robust against

contamination in the dataset compared to several other alternatives.
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Chapter 4

Proposed Approach

4.1 Introduction

In this section, we discuss our two proposed approaches namely Gradient based
Deep Robust Kernel Spectral Regression (G-DRKSR) and Closed form Deep
Robust Kernel Spectral Regression (C-DRKSR) that both extend the method of
[27] to a deep end-to-end learning formalism while maintaining high robustness
against noise. Moreover, we discuss the details of the objective function, the

optimization and the memory constraints of both of these approaches.

4.2 Objective Function

The proposed objective function is designed to enable a joint learning of appropri-
ate representations of the data in conjunction with optimizing a Fisher null-space
one-class classification criterion subject to a Tikhonov regularisation on the dis-
criminant in the Hilbert space. For this purpose, for some input space Z C R¢

and the real output space R, let ¥U(;w;a, K) : Z — R denote a neural network
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with £ layers, the set of weights w = {w', ..., w*} where w!

are the weights as-
sociated with layer [ € {1,2,...,L}. Moreover, let K be a positive semi-definite
kernel matrix after £ hidden layers and e = [aq,...,a,]" be the coefficients
associated with the training samples in a given training data. Our goal in the
proposed approach is to find an optimal feature space such that samples from
the target/normal class are mapped onto nearby points to minimise the within-
class scatter while imposing constraints on the network parameters so that it is
able to handle noise and contamination. For this purpose, the proposed objective

function is defined as

L(a,y, w) = [Kex — y|f; + 0o " Kex + M| |3, (4.1)

where 0 is the Tikhonov regularization parameter for the RKHS discriminant
while A is the regularization coefficient for the weights of the network. In the
proposed method, the network weights w, the coefficients o associated the train-
ing samples for the kernel-space classifier, and the soft labels y are learned jointly
by optimizing the objective function defined in Eq. 4.1. In noisy datasets, the
model may face an infinite number of decision boundaries, making it an ill-posed
problem when the number of training observations are fewer than the model pa-
rameters. In such scenarios, a Tikhonov regularization is deployed to stabilize the
decision boundary and create a unique solution. In our case, the Tikhonov reg-
ularization is used to maintain a balance between data fidelity and constraining
the norm of the solution function 4.e to control its smoothness. It penalises large
magnitudes of the parameters to yield a small variance which is advantageous
for one-class learning in the presence of a contaminated dataset. These merits of
a Tikhonov regularization is instrumental in enhancing the generalization capa-
bilities of the network as will be demonstrated through experiments in different

application settings.

Note that a fundamental difference between the proposed approach in this
work and that of [27] is that the kernel matrix in this study is built on the learned
representations associated with the training samples which are iteratively updated
during each training iteration whereas in [27], raw, or handcrafted features are use

to build the kernel matrix. In Eq. 4.1, y denotes the vector of labels associated the
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training samples which is initialized as y = [1,1,...,1]" when no prior knowledge
is available with regards to the existence of negative samples. Note that, during
the training stage of the network, a soft label is inferred for each training sample
by updating y at each iteration to reflect label confidences, discussed in the next
section. A learning of the labels y allows the network to infer the degree of
normality of a training sample in terms of a soft label, thus facilitating a ranking
of training objects w.r.t. their conformity with the majority in the training set
and improves the generalization capability of the network in the presence of a

contaminated dataset.

4.3 G-DRKSR

In this section, we introduce our first approach called Gradient based Deep Ro-
bust Kernel Spectral Regression (G-DRKSR) where the updates are all based on

gradient descent.

4.3.1 Optimization

For the optimisation of the proposed objective function w.r.t. «, we follow a

gradient-based approach to infer the optimal coefficient vector a. The derivative

of the loss function w.r.t. « is
oL
o

In order to update the network weights w, since the kernel matrix K depends

2K (Ka —y) + 20Ka. (4.2)

on the most recent representations of the objects during training, in addition
to the regularization term ||w||3, the derivative of the loss function w.r.t to the
kernel matrix K needs to be computed too. As computing the gradient of ||w||3 is
straightforward, we shall focus on computing the gradient of K. For this purpose,
let O,,«.n» denote the representations associated with the penultimate layer of the
network where n denotes the number of training set samples and m stands for

the the pen-ultimate layer dimensionality. Also, let I,, stand for an identity
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matrix and 1,,.,, represent a constant n x n matrix of 1’s. Let also o stand for the
element-wise product between two matrices, and “exp” represent an exponential
function operable on a matrix in an element-wise fashion. The Gaussian (RBF)

kernel function can then be represented as
K = exp (7((1o007)1 +17 (1o 00")" —200")) (4.3)

and the derivative of the loss function with respect to K may be calculated as

oL _ T T
K 2(Ka—y)a' +daa’. (4.4)

Next, in order to update the weights, one needs to compute the gradient of the
kernel matrix K w.r.t. O where O represents the representations obtained from
the network’s penultimate layer. To this end, let L be a composition function
fed with the extracted features O as its arguments. L(O) may be expressed as a

composition function:

L(O) = L(Q) = L(W) = L3(K) , (4.5)

where Q, W, and K are defined as

Q = 00,
W = (IoQ)1l+1710Q)7 —2Q),
K = exp[-yW]. (4.6)

Following the rules of differentiation, one obtains

0Q = (900)0" +0(007),
OW = (I100Q)+1"(I00Q)" —20Q,
K = —KodW. (4.7)

Furthermore, the differentiation of a scalar-valued matrix function yields
8L3 T
oL = trace((aK) 8K>

= trace(( —vKo gf{?’)TGW)

= trace<<g‘[%2/_)T0W>. (4.8)
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Using the equation above, one obtains

OLs OLs
_ , 49
oW KooK (4.9)

dL3
0K

which is derived in Eq. 4.4. In a similar fashion, one may derive:

0Ly _ 1o <(8L2 N <6L2)T)1T> _2%

is nothing but the differential of the loss function w.r.t the kernel matrix K

2Q OW ' OW OW
oL _ (0L, 0L
90 <8Q+(8Q) )O' (4.10)

Once the derivatives are computed, one may apply a backpropagation through the
entire network to update the weights. After updating the network parameters,
similar to [27], optimisation w.r.t. y requires the gradient of the objective function
with respect to y to vanish followed by an ¢, normalisation, i.e.

r Ko
[ Kexllo

y (4.11)

4.3.2 Memory constraints

During the training phase, using a large number of training samples, manipulating
a large kernel matrix may lead to large requirements in terms of system memory.
In order to alleviate this problem, in this study, we follow a batch learning scheme
and calculate the kernel matrix separately for each batch. Let nb be the total
number of batches in the training set. In each batch b = 1,... nb, the size of
the kernel matrix K is (bs, bs) where bs stands for the number of batch samples.
We use a mini-batch gradient descent approach that allows one to benefit from
the desirable properties of both stochastic and batch gradient descent updates
to alleviate memory requirements for large training sets while minimising the
chances of a local minima. In the proposed approach, the outputs K,a, are
calculated for each batch by using the corresponding coefficients a, associated
with the samples belonging to that batch. The weights of the network and the
coefficients used are subsequently updated via a gradient descent method. After

updating the coefficients a and the weights w of the network, the features of all
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Algorithm 1: Training of the G-DRKSR approach
nb

1 Input: Training batches Xp[2,; labels of training batches y|??,

2 Output: Soft labels yb\}}il; penultimate layer features O

3 Parameters: v, 0, A\, a = [a1,..., ), w = [w1,...,w]

4 forb=1,...,nbdo // initialization

5 | ay=11,...,1]"

6 yo=[1,...,1]"

7 fort=1,...,7T do // #epochs

8 forb=1,...,nbdo // iterate over batches
Oy, = ¥ (ws, Xp)

10 K = exp |=7((10 0,0/)1+17(10 0,0/])T - 20,0])]

11 ap = oy — 7](2Kb (Kbab — )’b) + 25K(,ab)

12 wp = wp — NOL(ay, yp, w) /0wy // due to §4.3.1

13 0= [017027'--707111]

14 a=a,a,...,0n]

15 forb=1,...,nbdo // compute batch labels

16 L Yy = K(Ob, O)OL

17 | y=[y,y2,- - Yn

18 | y=y/lyl2

the training samples are extracted and stored in an array O,,«.,. The coefficients

a are then utilized to derive the soft label corresponding to each batch as
Yy = K(Ob, O)a s (412)

which are subsequently normalized as

y
y=-——, (4.13)
yll2
where y = [y1,¥2,...,¥m) - The process is repeated for a number of epochs till

convergence. The final feature matrix O,,«,, is utilized at the time of inference
on the test set. Algorithm 1 summarizes the training stage of the proposed G-
DRKSR approach.
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4.4 C-DRKSR

In this section we propose an alternative approach to G-DRKSR which uses
closed-form solution to optimize the coefficients a instead of a gradient-descent

based approach called Closed form Deep Robust Kernel Spectral Regression (C-
DRKSR).

4.4.1 Optimization

For the optimization of the proposed objective function w.r.t a using a closed-

form solution, we can set the derivative of the loss function w.r.t a to zero i.e:

oL
— =2K(Ka —-y) +2/Ka =0,

Jo
a=(K+d) 'y (4.14)

To update the weights of the network, the equations 4.4 — 4.10 hold true for
this approach as well. Once the optimal coefficients a are obtained using the
closed-form solution, subsequently normalized and the network parameters are
updated via gradient descent, the response vector y can be normalized using
equation 4.11. Similar to G-DRKSR, this approach is also based on computing
the kernel matrix for each batch due to large requirements in system’s memory.
Hence, after the update of the coefficients a and weights w of the network using
all the batches, the features stored in the array O, ., are used to derive the soft-
labels for each batch and subsequently normalized using Equations 4.12 and 4.13
respectively. At the time of inference on the test set, the feature matrix O,,y,, is

used. The approach is summarized below.
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Algorithm 2: Training of the C-DRKSR approach

1 Input: Training batches Xp[2,; labels of training batches y|??,

2 Output: Soft labels yb\}}il; penultimate layer features O

3 Parameters: v, 0, A\, a = [a1,..., ), w = [w1,...,w]

4 forb=1,...,nbdo // initialization

5 | ay=11,...,1]"

6 | yp=1[1,...,1]"

7 fort=1,...,T do // #epochs

8 forb=1,...,nbdo // iterate over batches
Oy = U(wp, Xp)

10 K = exp |=7((10 0,0/)1+17(10 0,0/])T - 20,0])]

11 ap = (Kp + 0L,) "y,

12 ay = ap/[|ow|2

13 wp = wp — NOL(a, yp, w) /0wy // due to §4.4.1

14 02[017027'-‘7Onb]

15 a=[ag,a,. .., o)

16 forb=1,...,nbdo // compute batch labels

17 L Yy = K(Ob, O)a

18 | y=I[y1,¥2, s Yn]

19 | y=y/lyll

4.5 Decision strategy

After inferring the optimal parameter o and weights w for both the approaches,
the normality score of a test sample z, i.e. y(z), is computed as below where we

use the final features obtained for each training sample, i.e. 0;’s:

n

y(z) =Y aik(z,0;) , (4.15)

i=1
where z denotes the representation derived from the penultimate layer of the
network for the test sample z. The projections of the normal class samples are
expected to be near 1 in the feature subspace, whereas the anomalous samples
are expected to be projected further away closer to the origin. A threshold 7 is

ultimately applied on y(z) to decide if the test sample z is normal, or anomalous.
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Chapter 5

Experimental Evaluation

5.1 Introduction

This section presents the details of the experiments conducted including the
databases used, the network architecture, implementation details along with
convergence characteristics and the computatiaonal complexity of both the ap-
proaches. Furthermore, the proposed approaches are compared to the baseline
and state-of-the-art methods on the databases chosen. We evaluate the proposed
approaches in three different settings: (1) one-class classification with no contami-
nations; (2) one-class classification subject to training set contamination; and (3)
unsupervised observation ranking where the dataset includes both normal and

anomalous samples.

5.2 Databases

Databases are very important for the progress of scientific research. It allows
the comparison of performance of various different methods objectively, which,

otherwise would not be possible. For this reason, plenty of different databases
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have been collected and made accessible to everyone which allows fair evaluation
and comparison of several methodologies. In the sub-sections below, two most
popular image datasets for one-class classification have been described which have

been utilized for our experimental evaluations.

5.2.1 MNIST Dataset

The MNIST dataset [53] includes images of 28 x 28-pixel handwritten digits
0 — 9. The database was created from NIST’s Special Database (SD) 3 and
Special Database (SD) 1 that contain binary images of handwritten datasets.
SD-3 dataset was collected among Census Bureau employees while SD-1 was
collected among high-school students. The digits have been size-normalized and
centered. There are 60000 images in the training set and 10000 in the test set.
In our analysis, one digit is considered as the normal class and all other digits
represent anomalous samples. Therefore, ten one-class classification tasks are
considered. There are approximately 6000 samples in the training set for each
class. We use randomly selected 10% of the data to serve as the validation set
so as to determine the (hyper)parameters of the proposed approach, leading to
approximately 600 positive and 5400 anomalous samples per each class. The test
set contains about 1000 samples of normal class and 9000 samples corresponding
to anomalies. The original test-train split provided by the MNIST dataset is

followed in our experiments. Some sample images are provided in the figure 5.1.
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AdA22Ax33d22221022222%
233333333523 333333
¥+t Y49 Y4Yye ¢ydd s \yHy
555853 S5 559558554579
bbb bbbcecedsbeol
T77777710 T2 1 2% 777
¥3 w83 P Y ERPFTT YT C B
799999%949%49944919 9

Figure 5.1: Samples from MNIST dataset
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5.2.2 CIFAR10 Dataset

The CIFARI10 dataset [54] comprises 60000 color images of 32 x 32 pixels from
10 classes of animals, birds, and vehicles. The dataset is split into a training set
comprising 50000 images in addition to a test set containing 10000 images. Each
class includes 6000 images and is divided into 5000 images for training and 1000
for testing. Similar to the MNIST dataset, ten one-class classification problems
are created for this dataset where in each round, one class is assumed as the
positive/target class while the others serve as outliers. In order to determine the
optimal parameters of the proposed approach, 10% of the training set is randomly
chosen and used as validation data, accounting for 500 normal samples and 4500
anomalous samples. The test set contains 1000 images per each class. Figure 5.2

provides a few samples from each class present in Cifar10 dataset.
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Figure 5.2: Samples from CIFAR10 dataset

5.3 Neural Network architecture

In order to facilitate a fair evaluation against the existing methods, we use LeNet-
based architectures [53] as the convolutional backbone architecture for both Ci-

far10 and MNIST datasets as it serves as a widely used baseline and was used in
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the similar studies [30]. For the MNIST dataset, a CNN architecture is employed
with two modules - 8 x (5 x 5 x 1) filters followed by 4 x (5 x 5 x 1) filters. Fi-
nally a dense layer with 32 units is utilized at the end. After each convolutional
layer, a batch-normalization layer, a leaky ReLLU layer and a max-pooling layer is
employed. The architecture used is exactly the same one used in [30]. The figure
5.3 shows the architecture used for the MNIST dataset.

(B o e [[comoutonsa

|

—_— — E—
Feature Map 28x28x8 Feature Map 14x14x8 Feature Map 14x14xd

Figure 5.3: Neural Net architecture used for MNIST dataset

Similarly, for the Cifarl0 dataset, a similar CNN architecture was used with 3
convolutional modules - 32 x (5 x 5 x 1), 64 x (5 x5 x 1) and 128 x (5 x 5 x 1)
followed by a dense layer of 128 units. Just like the previous architecture, each
convolutional layer is followed by a batch-norm layer, a leaky ReLU layer and
a max-pooling layer. The figure 5.4 shows the architecture used for CIFAR10

dataset.

Batch Norm + Leaky Batch Norm + Leaky Batch Norm + Laaky iy Connecied Fully Gonnecied
canvoon 55 [ s o [[omoumss | [t creons LS e [
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‘ Input 32x32:3 ‘ |Feamre Map szamz‘ Feature Map 16x16x32 ‘Feamre Map mmaa‘ ‘ Feature Map 348x64 ‘ ‘ Fealure Map 8x8x128 ‘ Feature Map 4x4x128 ‘ 2048

Figure 5.4: Neural Net architecture used for CIFAR10 dataset

Although our method used Le-Net based architecture, the proposed method

can be used with any arbitrary CNN structure to represent and classify images.
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5.4 Competing Methods

In the experiments to follow, we present a comparison between the proposed
approach and state-of-the-art and baseline methods. The approaches considered
in the comparative study correspond to both deep and non-deep approaches.
For these methods, we use the implementations of the corresponding algorithms
provided by the authors with the best parameters reported for all these methods
in all experiments. The methods and the corresponding implementation details

are summarised as follows.

« OCSVM [8]: we use a Gaussian kernel with the width parameter v €
{2710279 . 271} "and run all experiments with v selected from {0.01,0.1}
where v reflects one’s assumptions with respect to the train set outlier frac-
tion. The dimensionality of the data is initially reduced via PCA such that

95% of the variance is retained.

« For the baseline method of [27], designated as “Robust-kernel” in the subse-
quent sections, following the setting presented in [27], we use raw pixels as
features and normalize them by dividing each image by its f5-norm, and use
the average of the Euclidean distance between the features as the Gaussian
width of the kernel.

o For Deep SVDD [30], and DCAE [30] methods, the data is pre-processed
based on a normalization of the global contrast using an /;-norm and then

re-scaled to [0, 1] via a max-min scaling.

o For HRN [32], the data is pre-process using fy-norm instance-level data
normalization and the method is implemented using the best parameter

settings suggested in [32].

o For ICS [26], we use the min-max normalization for pre-processing and

employ the best parameter settings reported in [26].

o Regarding SRO [20], the parameter controlling the balance between sparse-
ness and connectivity, is set as A = 0.95, and the coefficient of self-

representation errors, is selected from [0, 20] for each dataset separately.

29



5.5 Implementation Details

In the experiments to follow, a Gaussian kernel is used, i.e. the (i, 7)™ element of
the kernel matrix is defined as K;; = exp(7||o; — 0;||*) where 7 controls the width
of the Gaussian kernel and o; and o; stand for the features extracted from the last
layer of the network associated with the training samples x; and x;. The kernel
width parameter v is chosen from {0.5,1,2,3}. The regularization parameter ¢
which controls the weight of the Tikhonov regularization applied to « is selected
from {0.01,0.05,0.1,0.5,1}. The regularization parameter A that weights the
regularization applied to network weights w is chosen from {107* 1073, 1072}.
We fix the batch size at 2500 samples for both datasets. The coefficients a are
initialised to 1. For learning network parameters the Adam optimizer operating
on a learning rate of 5 x 107* is used. We also tune the Adam optimizer using
one-cycle policy [55] with maximum learning rate set of 5 x 1073, Tables 5.1 -
5.4 show the best hyper-parameters that were found for each class in MNIST and

CIFARI10 dataset and used in our experiments for evaluation on the test set.

Table 5.1: Optimal hyper-parameters for G-DRKSR for MNIST Dataset

Digit 0 1 2 3 4 5 6 7 8 9
A 0.01 0.01 0.01 0.01 0.01 0.01 0.01 0.01 0.01 0.01
§ 0.01 0.01 0.1 0.05 0.01 0.1 0.05 0.005 0.01 0.05
o' 3 2 2 2 3 3 3 3 3 3

Table 5.2: Optimal hyper-parameters for C-DRKSR for MNIST Dataset

Digit 0 1 2 3 4 5 6 7 8 9
A 0.0001 0.0001 0.01 0.01 0.01 0.01 0.01 0.01 0.01 0.01
0 0.01 0.05 0.05 0.05 0.05 0.05 0.05 0.05 0.05 0.01
¥ 3 2 2 2 2 2 2 2 2 2

Table 5.3: Optimal hyper-parameters for G-DRKSR for CIFAR10 Dataset

Class Aeroplane Automobile Bird Cat Deer Dog Frog Horse  Ship  Truck

A 0.0001 0.0001 0.001  0.0001 0.0001 0.0001 0.0001 0.0001 0.001 0.001
0 0.1 0.05 0.01 0.05 0.005 0.001 0.1 0.005 0.05 0.1
¥ 3 0.5 1 2 1 1 1 1 1 2

Once the optimal parameters for each class are determined using the validation

set, for each experiment, the network is trained using all the training samples for
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Table 5.4: Optimal hyper-parameters for C-DRKSR for CIFAR10 Dataset

Class  Aeroplane Automobile Bird Cat Deer Dog Frog Horse  Ship  Truck

A 0.0001 0.0001 0.001 0.0001 0.0001 0.0001 0.0001 0.0001 0.001 0.001
0 0.1 0.1 0.5 0.05 0.05 0.1 0.1 0.1 0.05 0.1
o 2 0.5 1 2 2 2 1 1 1 2

100 epochs and then evaluated on the test set of each dataset using the best
configuration of parameters obtained during the training stage. We report the
best results obtained for all the methods. For injecting noisy samples into the
training set, we randomly select samples from the classes other than the target
class. We repeat this process five times and report the results. The data in both
datasets are pre-processed via dividing each image by its ¢5-norm followed by

removing the mean.

5.6 Convergence Characterstics

This section studies the convergence characteristics of the proposed approaches.
For this purpose, the loss function and the AUC on the validation set versus
number of epochs are recorded for all classes from the MNIST and CIFAR10

datasets.

5.6.1 MNIST Convergence

Figure 5.5 depicts the behavior of G-DRKSR appraoch in terms of the training
loss and AUC on the validation set for all the digits. As it can be observed, the
loss starts at a very high magnitude and immediately drops significantly partly

due to the fact that the labels are initialized further away from the optimal values.

As the optimization proceeds and the labels are updated, the loss function
decreases. A difference in the magnitude of the losses corresponding to different

digits can also be observed in the figure 5.5 which is due to the difference in
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Gaussian widths of the kernel function chosen for different classes. It can also
be observed that the AUC’s of the validation set for each digit in the dataset
typically converges within 40 epochs.

A similar behavior is observed for C-DRKSR approach where the loss function
decreases as the number of epochs. AUC’s of the validation set again typically

converge within 40 epochs.
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Figure 5.5: Convergence behavior of each digit in MNIST dataset for G-DRKSR
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Figure 5.6: Convergence behavior of each digit in MNIST dataset for C-DRKSR
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5.6.2 CIFARI10 Convergence

Figure 5.7 depicts the behavior of G-DRKSR appraoch in terms of the training
loss and AUC on the validation set for all the class. Here the convergence behavior

is a bit more complex than the MNIST dataset.

For half the classes, the loss starts at a high magnitude and drops significantly
immediately partly due to the fact that labels are initialized far away from the
optimal values. However, for the other half, the loss initially increases in the
first epoch and then gradually falls. It can also be observed that the AUC starts
increasing with decrease in the loss with some oscillations. However, for some
classes such as Truck, after training for some epochs, the AUC starts decreasing
which shows a sign of over-fitting. Typically, all the classes converge within 40

epochs.

For C-DRKSR approach, it can be observed in figure 5.8 that the loss drops
significantly after the first epoch for all classes. AUC’s of the validation set again
typically converge within 40 epochs. However, for some classes like Automobile,

the validation AUC starts decreasing showing the sign of over-fitting.
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Figure 5.7: Convergence behavior of each class in CIFAR10 dataset for G-DRKSR
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Figure 5.8: Convergence behavior of each class in CIFAR10 dataset for C-DRKSR
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5.7 Computational Complexity

In addition to the runtime complexity of a convolutional neural network, there
exists an additional computational overhead of O(bs?) incurred for each batch
during each iteration in the training phase, where bs is the number of batch
samples for G-DRKSR. The additional computational complexity is incurred due
to the calculation of kernel matrix during the training stage. For C-DRKSR, an
additional overhead of O(bs?®) exists due to the calculation of the inverse of the
kernel matrix during the training stage. During the testing stage of a sample, the
computational complexity overhead on top of passing the test sample through
the network for both approaches is due to the calculation of the kernel function
in O(n) time, where n corresponds to the total number of samples in the training

set.

5.8 Results

In this section, we discuss the results of our experiments for the three different
settings - (1) No contamination in training set; (2) Contamination present in the

training set; (3) Observation Ranking

5.8.1 OCC with no Contamination

Although the proposed approach is directed towards providing robustness against
contamination and noise in the training set, in the first set of experiments, we
investigate the performance of the proposed DRKSR method and other state-of-

the-art approaches in a setting where the training set contains no contamination.
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5.8.1.1 Evaluation on MNIST dataset

Table 5.5 report the results on MNIST dataset and compares our proposed ap-
proaches with other approaches from the literature. For performance reporting,
the AUC (Area under the ROC curve) is used, which is the most commonly used
evaluation metric in one-class classification and other anomaly detection tasks
that provides a performance measure of the system independent from a specific
operating threshold. Each row in the tables gives the average AUC over five runs
for all the algorithms and their standard deviations for each digit in the dataset.
The results of different methods in this set of experiments are reported from the
corresponding papers as a similar experimental set-up setup is followed.

Table 5.5: AUC’s (mean+std%) of different approaches for one-class classification
on the MNIST dataset.

Digit OC-SVM DSVDD HRN Robust-kernel DCAE ICS G-DRKSR C-DRKSR
0 98.4+0.0 98.0£0.7 99.5+0.0 96.2+0.0 97.6+£0.7 98.9+0.0 989£0.2 98.8+0.3

1 99.5+0.0 99.7+0.1 99.9+0.0 97.7£0.0 983+£0.6 99.8+0.1 99.5£0.0 98.4+04
2 82.5+0.1 91.7+0.8 96.5+0.1 88.0+£0.0 854+24 91.7+18 955+£04 93.1+038
3 88.1+0.0 91.9+1.5 974+0.1 91.2+0.0 86.7£0.9 96.6+0.2 95.0£0.6 91.8+0.9
4 949+0.0 949+08 97.2+0.0 884+0.0 86.5+£20 86.5+1.3 96.0£0.7 94.1+0.5
5 77.1£00 88.5+£09 972+0.2 753+00 782£27 88.9+£00 942+04 91.8£0.7
6 96.5+0.0 98.3+0.5 99.2+0.0 91.8+£00 946405 988402 982+0.1 97.1+0.3
7 93.7+£0.0 946+09 976+0.0 90.6+£0.0 923+£1.0 96.1+0.2 976+0.3 93.2+0.3
8 88.9+0.0 93.9+1.6 94.3+£0.1 90.2+0.0 86.5+£1.6 95.0+0.2 941£0.7 93.6+04
9 93.1+0.0 96.5+0.3 97.1+£0.0 89.7+0.0 904+1.8 90.0+04 964=£0.3 92.7+04
Average  91.27 94.80 97.59 89.91 89.65 94.23 96.54 94.46

Table 5.5 shows that the two methods with the highest average performance
in terms of AUC are HRN and G-DRKSR where both the methods perform
significantly better than other approaches. HRN performs slightly better than
the proposed approach (by ~ 1% on average). It is interesting to note that on
this method, C-DRKSR does not perform very well and is the fourth best method
overall. Note that robust kernel-based method of [27] yields a zero variance
performance on this dataset since the corresponding regularisation parameter is
determined using the analytical relation given in [27] which is only dependent on
the minimum eigenvalue of the kernel matrix which shuffling the data from each

dataset has negligible impact on.
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In general, it can be observed that the deep-approaches are performing better
than the non-deep approaches. Moreover, the deep-approaches also have a higher
standard deviation in performance compared to non-deep appraoches. This can
be attributed to the random initialisation of weights and the limited size of the
training set in these experiments. It can be seen that the DCAE and Deep SVDD

have the highest standard deviation among the non-deep methods.

5.8.1.2 Evaluation on CIFAR10 dataset

Table 5.6 report the results on CIFAR10 dataset and compares our proposed
approaches with other approaches from the literature. For performance reporting,
again, the AUC (Area under the ROC curve) is used. Each row in the tables
gives the average AUC over five runs for all the algorithms and their standard
deviations for each class in the dataset. The results of different methods in
this set of experiments are reported from the corresponding papers as a similar

experimental set-up setup is followed.

Table 5.6: AUC’s (mean+std%) of different approaches for one-class classification
on the CIFAR-10 dataset.

Class OC-SVM DSVDD HRN Robust-kernel DCAE ICS G-DRKSR C-DRKSR
Airplane 61.6+0.9 61.7+4.1 77.3+£0.2 745+00 59.1+51 76.8+3.2 789+18 80.7+1.0
Automobile 63.8+0.6 65.9+2.1 69.9+ 1.3 38.7+£0.0 574429 71.3+02 786+1.6 721+1.1
Bird 50.0£0.5 50.8 £0.8 60.6+0.3 63.6£0.0 489+24 63.0£08 67.5+1.2 66.9+0.6
Cat 55.9+1.3 59.1+£14 644+£1.3 459400 584+£12 60.1£34 64.5+09 63.2£1.0
Deer 66.0£0.7 609+1.1 71.5+1.0 654+£00 54.0+13 749+09 689+27 71.3+1.1
Dog 62.4+08 65.7+25 674+05 49.7+£00 622+18 66.0+1.1 64.3+0.8 65.1+0.8
Frog 74.7+£03 67.7+£26 774+02 584+£00 51.2+52 71.6+08 7TT5+1.6 T2.7+1.7
Horse 62.6 £0.5 67.3+£0.9 649+1.1 47.7+£00 586+29 641+16 67.4+29 657+1.3
Ship 749+04 75.9+12 825+02 709+00 76.8+14 789405 80.0£17 77.7+1.0
Truck 75.9+£03 73.1+£12 77.3+£0.9 54.2+00 67.3+£3.0 66.0+25 75.1+09 77.6+0.6

Average 64.78 64.81 71.32 56.90 59.39 69.27 72.27 71.35

Table 5.6 shows that the method with the highest average performance in terms
of AUC on the CIFARI10 dataset is the proposed G-DRKSR and C-DRKSR ap-
proaches with an average AUC of 72.27% and 71.35% respectively, followed by the
state-of-the-art method HRN with an average AUC of 71.32%. ICS is the fourth
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best performing method and provides another strong baseline. It can also be ob-
served that these best performing methods approximately perform 8 —10% better
then other methods on average while providing a huge 15 — 20% improvement for
some classes when compared to other approaches. In terms of standard deviation,
similar to the behavior on MNIST dataset, the non-deep approaches have a lower
standard deviation than the deep-approaches with DCAE and DSVDD having
the highest standard deviation. The robust kernel based method of [27] again
yields a zero variance in performance due to the determination of the hyper-
parameters using the analytical relations provided in [27] and shuffling having

negligible impact on this approach.

5.8.1.3 Summary

Table 5.7 provides average ranking of all the approaches based on performance
for both the datasets using Friedman’s test. Based on the table, for the MNIST
dataset, HRN is ranked the highest followed by G-DRKSR. However, for CI-
FAR10 dataset, G-DRKSR is ranked the best followed by HRN and C-DRKSR.

Table 5.7: Average ranking of different approaches based on Freidman’s test for
one-class classification on the CIFAR10 (p-value= 2.07e — 07 and MNIST (p-
value= 6.58¢ — 09) datasets when no contamination is present.

Method Mean Rank (Cifar10) Mean Rank (MNIST)
OC-SVM 5.7 5.7
DSVDD 5.1 3.9
HRN 2.6 1.15
Robust-kernel 6.9 7.2
DCAE 7.0 7.05
ICS 3.8 3.55
G-DRKSR (proposed approach) 2.2 2.75
C-DRKSR (proposed approach) 2.7 4.7

Summarising the evaluation results in the no contamination setting, one con-
cludes that both the proposed approaches and the HRN approach perform very

well compared to other existing approaches. Nevertheless, as will be illustrated
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in the subsequent sections, the merits of the proposed approaches in terms of ro-
bustness against contamination and noise when the training data includes noisy

objects.

5.8.2 OCC with contamination

In this section, different OCC approaches are examined for one-class classification
subject to training set contamination. Following a real-world realistic setting,
in this set of experiments it is assumed that the fraction of contamination in
the training set is not known in advance. For the purpose of this experiment,
on both the MNIST and CIFARI10 datasets, each model is trained subject to
different training set contamination levels ranging from 5% to 50% in steps of
5% and then assessed on the corresponding test set. In each experiment, the
number of training samples for each class remains the same for both datasets.
A contaminated dataset, in this case, is created by randomly removing some
positive samples from the target training set and replacing them with random
samples from other classes. The distribution of the contamination is uniform
in the sense that the same number of samples are randomly selected from each
negative class. For computational efficiency, we determine the optimal parameters
where the training set did not contain any contamination and only optimize the
Tikhonov regularization parameter 0. Nevertheless, some improvement in the
performance is expected if all the parameters are tuned for each different level of
contamination for each class separately. We compare the proposed approach to
six other methods mentioned earlier and report the best results obtained for all
the methods. For this experiment, we use sci-kit learn library to get results for
OCSVM while for the other methods, we run the code provided by the authors.

5.8.2.1 Evaluation on MNIST dataset

Table 5.8 report the results on MNIST dataset and compares our proposed ap-

proaches with other approaches from the literature. For performance reporting,
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again, the AUC (Area under the ROC curve) is used. Each row in the tables
reports the average AUC of all the classes for a particular level of contamination
in the training set along with the corresponding standard deviations.

Table 5.8: AUC’s (mean+std%) of different approaches over all classes for one-
class classification on the MNIST dataset in the presence of contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR

5 87.8+0.190.9+2.096.0+0.3 904+00 854+£2191.7+£1.6 95.7£0.5 93.7£0.6
10 85.7+0.189.5+2.3 949+04 89.94+00 83.8+£23904+1.8950+0.6 92.8+0.6
15 83.6+0.1 87.6+2.7 93.8£04 89.5£00 824+2889.1+2.094.7+0.691.7+0.77
20 81.44+0.2854+31 925+£04 89.1£00 809=£3.1882+23945+0.7 90.5£0.8
25 79.44+0.283.6+3.6 90.9+04 888+£0.0 79.3+35859+20943+0.7 89.24+0.8
30 77.3+0.281.6+4.0 89.7+£0.5 883£0.0 77.6+4.084.3+21941+0.7 88.4+0.8
35 75.6 0.2 80.24+4.2 88.1+05 879+£0.0 76.1+42834+2493.8+0.8 87.1+0.9
40 74.3+03789+44 86.3+05 87.5£00 745+4484.0+2693.6+0.8 85.8+1.0
45 72.6+0377.4+47 84.6+06 871+£0.0 725+47827+29935+0.8 85.0+1.1
50 70.8£0.3759+5.0 83.1+0.7 862+00 71.0+£5081.3£3.293.3+£09 835+1.2
Average 78.85 83.10 89.99 88.47 78.35 86.10 94.25 88.77

As it can be observed from Table 5.8, G-DRKSR, one of our proposed ap-
proach, is the best performing method on average, for all different levels of con-
tamination with an average AUC of 94.25%. The second best performing method
is that of HRN, which also seems to be robust to contamination up to a certain
extent. However, with increase in the level of contamination, one observes quite
drastic drop in performance of HRN approach whereas the performance of the
proposed G-DRKSR method does not get affected as much. The only case where
HRN performs better than G-DRKSR is when the contamination is set to 5%.
Overall, G-DRKSR performs approximately 4% better than HRN on average on
this dataset. C-DRKSR, however, does not seem to work well on this dataset
with its performance also falling with increase in contamination and is the third
best performing method. The robust kernel-based approach of [27] appears to
be quite robust, with minimal decrease in the performance when the training
set contamination is increased. The ICS, DCAE, and DSVDD approaches per-
form poorly on this dataset as their performances degrade rapidly with increased
contamination. The standard deviations of the DSVDD as well as the DCAE
methods are observed to be the highest for the MNIST dataset in this scenario

as well.
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Tables A.1 - A.10 in the appendix provide the details of the performance of
all methods for each digit for each level of contamination. It can be observed
that G-DRKSR outperforms all other methods for all the digits by a margin as
high as 8% AUC on average except digit 1 where ICS performs better than G-
DRKSR by a very small margin. HRN yields slightly better results for low levels
of contamination. However, the performances of the HRN and ICS methods
deteriorate quite drastically in the presence of high levels of contamination. C-
DRKSR performance deteriorates quite drastically on this dataset as well. Robust
kernel does seem to outperform even HRN on digits 0,2, 3 and gives consistently

good baseline results that outperform most of the deep-approaches.

5.8.2.2 Evaluation on CIFAR10 dataset

Table 5.9 summarizes the results obtained on CIFAR10 dataset and compares our
proposed approaches with other approaches from the literature. For performance
reporting, again, the AUC (Area under the ROC curve) is used. Each row in the
tables reports the average AUC of all the classes for a particular level of contam-

ination in the training set along with the corresponding standard deviations.

Table 5.9: AUC’s (mean+std%) of different approaches over all classes for one-
class classification on the CIFAR-10 dataset in the presence of contamination.

Contamination (%) OC-SVM DSVDD  HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR

5 64.1+£0.7 61.8£2.5 70.9+0.6 56,500 594+£3266.1+1.7721£1.8 71.3£1.2
10 63.6 £0.7 60.7£2.6 70.5+0.6 56200 580+£33655+1.8 71.6+1.9 71.0£1.2
15 62.7+0.8 59.2£2.8 70.3+£0.7 56.0£00 57.1+£35648+16 71.2+£1.9 70.7£1.2
20 61.9+0.9 57.5£3.0 70.1+£0.7 55.7£0.0 56.2+£3.6 644+15709£1.9 70.5£1.2
25 61.0+£0.9 56.9£3.0 69.7+0.7 554£0.0 553+£3.763.8+15 70520 70.5+1.2
30 59.8£1.0 55.8 +£3.2 69.4+08 552+0.0 544+£39631+15 70.2+20 70.3+1.2
35 589+1.0 544+33 686+09 55.0+0.0 539+£39628+15 69.7+2.1 70.0+1.2
40 57.8+ 1.1 53.5+£3.5 679£1.0 548+0.0 528440 625+1.5 69.6+2.2 69.7+1.2
45 56.9+1.2 52.7+3.6 66.8+1.3 546+0.0 51.6+42621+1.6 69.3+2.2 69.6 1.3
50 56.1+1.2 52.3+3.8 65.6£1.7 54.5+£0.0 50.7+43 61.7+£1.7 68.9+23 69.1+1.4
Average 60.28 56.48 68.98 55.39 54.94 63.68 70.39 70.27

As it can be observed from Table 5.9, both G-DRKSR and C-DRKSR, are the

best performing method on average, for all different levels of contamination with
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an average AUC of 70.39% and 70.27% respectively. The second best perform-
ing method is that of HRN, which also seems to be robust to contamination on
this dataset. However, with very high level of contamination, one observes quite
drastic drop in performance of HRN approach whereas the performance of the
proposed approaches does not get affected as much. Overall, G-DRKSR is the
best performing method followed very closesly by C-DRKSR. The robust kernel-
based approach of [27] appears to be quite robust, with minimal decrease in the
performance when the training set contamination is increased. ICS also seems to
be robust and provides another strong baseline on this dataset. It is also inter-
esting to note that OCSVM outperforms its deep conterpart DSVDD by about
4% on average on this dataset. DSVDD and DCAE approaches perform quite
poorly on this dataset where their performances degrade rapidly with increased
contamination. The standard deviations of the DSVDD as well as the DCAE
methods are observed to be the highest for the MNIST dataset in this scenario

as well.

Tables A.11 - A.20 in the appendix provide the details of the performance of
all methods for each class for each level of contamination. HRN method and our
proposed two approaches G-DRKSR and C-DRKSR outperform other methods
consistently for all the classes except for the DOG class where ICS performs
better. There is a small decrease in the performance for the HRN method for the
majority of classes with the exception of the SHIP class where HRN’s performance
drops relatively fast for high levels of contamination. The proposed approaches
outperform all other classes for the majority of classes by a margin as high as 10%
AUC on average on the Cifarl0 dataset. It is also worth noting that the Deep
SVDD and DCAE methods yield relatively unstable results with their standard

deviations generally increasing with an increase in the contamination level.
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5.8.2.3 Summary

Average AUC for various different level of contamination for MNIST Dataset Average AUC for various different level of contamination for CIFAR10 Dataset

CDRKSR

10 20 30 40 50 10 20 0 40 50
Percentage of Contamination in the training set Percentage of Contamination in the training set

Figure 5.9: Average AUC’s for all classes for the MNIST and CIFAR10 datasets
for OCC.

Figure 5.9 provides a summary of the performance in terms of average AUC for
all classes in both datasets, for all the methods used in our experiment. Moreover,
the figure 5.10 and figure 5.11 show the detailed summary of performance of all
methods used in our experiments for MNIST and CIFAR10 respectively.

Table 5.10: Average ranking of different approaches based on Freidman’s test for

one-class classification on the CIFAR10 (p-value= 6.47¢ — 12 and MNIST (p-
value= 2.14e — 11) datasets.

Method Mean Rank (Cifarl0) Mean Rank (MNIST)
OC-SVM 5.0 7.4
DSVDD 6.4 5.9
HRN 3.1 2.4
Robust-kernel 7.0 3.6
DCAE 7.6 7.6
ICS 3.9 4.8
G-DRKSR 1.55 1.1
C-DRKSR 1.45 3.2

Table 5.10 provides an average ranking of different methods based on their
performances in this set of experiments using the Friedman’s test. Inspecting
Table 5.10, one can observe that the proposed G-DRKSR is the best performing
method for MNIST dataset but is very slightly lower than C-DRKSR on Cifar10
dataset. C-DRKSR works very well on Cifarl0 dataset but works poorly on
MNIST dataset. The next best performing method corresponds to that of HRN
[32]. It is interesting to note that OC-SVM outperforms DSVDD in the presence

of contamination on MNIST dataset.
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Figure 5.10: Average AUC’s of different approaches for each class on the MNIST
dataset for one-class classification.
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Figure 5.11: Average AUC’s of different approaches for each class on the Cifarl0
dataset for one-class classification.

48



5.8.3 Observation Ranking

In this set of experiments, different methods are evaluated in an unsupervised ob-
servation ranking scenario. For this purpose, the training set is contaminated with
varied levels of contamination ranging from 5% to 50%, and the observations are
ranked based on their conformity with the learned model. The techniques used in
this setting implicitly assume that normal samples are in a majority and appear
more frequently compared to anomalies. We follow the same protocol as in the
previous experiments, ¢.e., the number of samples in the training set remains the
same and some positive samples are randomly replaced with some negative sam-
ples from the other classes which are considered as contamination/noise. In this
experiment, in addition to the approaches included in the earlier experiments,
we also include the SRO method [20] which is considered as an effective unsu-
pervised approach for observation ranking. Similar to the previous experiments,
the performance metric employed in this set of experiments is that of the AUC

measure.

5.8.3.1 Evaluation on MNIST dataset

Table 5.11 report the results on MNIST dataset and compares our proposed
approaches with other approaches from the literature. Each row in the tables
reports the average AUC of all the classes for a particular level of contamination

in the training set along with the corresponding standard deviations.

As it can be observed from Table 5.11, G-DRKSR, one of our proposed ap-
proach, is the best performing method on average, for all different levels of con-
tamination with an average AUC of 92.65%. The second best performing method
is that of HRN, which is followed very closely by C-DRKSR in terms of perfor-
mance. However, with increase in the level of contamination, one observes quite
drastic drop in performance of HRN approach whereas the performance of the
proposed G-DRKSR method does not get affected as much. HRN does perform
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Table 5.11: AUC’s (mean+std%) of different approaches over all classes for ob-
servation ranking on the MNIST dataset in the presence of contamination.

Contamination (%) OC-SVM DSVDD

HRN  Robust-kernel

DCAE 1CS SRO G-DRKSR C-DRKSR

5 87.6+0.190.2+2.0950+03 89.3+00 843£19906=+£1673.8£0.094.8+04 94.1+0.8
10 85.7+0.189.44+2394.0+04 89.0+00 83.3+£1.889.7+1872.8+0.094.3+0.4 93.4+£0.8
15 83.6+0.187.74+£2.6 929+04 88.6+00 81.7+£21882+1971.6+0.093.6+0.6 92.4+0.9
20 81.5+0.285.64+2991.6+04 883+00 804+2487.0+2170.1+£0.093.1+0.791.1+£1.0
25 79.7+0.283.9+3.2903+04 87.8+00 788+2.785.7+2.068.6+0.092.7+0.790.0+1.1
30 77.6+0.282.6+35889+04 87.3+£00 77.6+£2983.8+2166.9+0.092.3+0.7838.8+t1.2
35 75.9+0.2808=+39 87.4+05 87.1+£00 758£33834£2366.1£0091.9+0.8874+1.3
40 74.5+0.279.44+4.1856+05 86.6+00 742+£3583.2+25654+0091.5+08 859+1.5
45 72.7+0277.94+4484.0£06 86.1+00 722+£3.7823+2764.7+0.091.3+0.8 84.6+1.5
50 71.0+£0.276.5+4.7 82.1£0.7 85.6+00 70.7£3.981.4+3.063.9+0.090.8+0.7829+1.7
Average 78.98 83.39 89.18 87.55 77.90 85.53 68.48 92.65 89.10

better than G-DRKSR is when the contamination is set to 5% and 10%. Over-
all, G-DRKSR performs approximately 3% better than HRN on average on this
dataset. C-DRKSR approach is the third best approach= but doesn’t seem to be
very robust to contamination on this dataset. The robust kernel-based approach
of [27] appears to be quite robust providing a very strong baseline. It outper-
forms most of the deep-approaches with the exception of HRN. The ICS, DCAE,
and DSVDD approaches perform poorly on this dataset as their performances
degrade rapidly with increased contamination. The standard deviations of the
DSVDD as well as the DCAE methods are observed to be the highest for the
MNIST dataset in this scenario as well.

Tables A.21 - A.30 in the Appendix provide the details of the performance of
all methods for each digit for each level of contamination. It can be observed
that G-DRKSR outperforms all the other methods for almost all the digits in
this scenario as well. However, for low levels of contamination, both the HRN

and ICS approaches seem to perform better for some classes.
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5.8.3.2 Evaluation on CIFAR10 dataset

Table 5.9 summarizes the results obtained on CIFAR10 dataset and compares
our proposed approaches with other approaches from the literature. Each row in
the tables reports the average AUC of all the classes for a particular level of con-
tamination in the training set along with the corresponding standard deviations.

Table 5.12: AUC’s (mean=+std%) of different approaches over all classes for ob-
servation ranking on the CIFAR10 dataset in the presence of contamination.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel DCAE ICS SRO G-DRKSR C-DRKSR

5 63.8+0.861.5+2.771.1+0.5 57000 584+33652+16588+0.084.1+1.080.6=+1.4
10 63.3+£0.860.4+2870.8+06 56500 574+£34648+1.7583+0083.7+1.1799+15
15 62.6 +£0.959.1+3.070.5+0.6 56.24+00 56.4+3.564.5+1.357.6+0.083.4+1.279.2£1.5
20 61.7+1.057.5+£3.370.2+0.6 56.0+:00 555+3.764.1+1457.0+£0.083.0+1.278.7£1.5
25 60.7+1.056.5+3.469.8+0.7 55.8+00 549+3.863.7+1457.04+0.0823+1.3 781£1.6
30 59.6 +1.155.4+3.669.4+08 555+00 53.8£3.9634+1557.0+0081.7+1.3774£1.6
35 58.7+1.15444+3.768.7+£08 552+00 53.5+£4.063.2+1.556.7+0.081.0+1.4 77.0£1.7
40 57.7+£1253.4+£3.9681+09 548+£00 522+4262.8+1.6564+0.080.3+1.5 76317
45 56.9+1.2527+4.0674+12 54700 51.6+£44626+1.7562+£0079.7+1.6 75.8+1.8
50 56.2+1.352.04+4.366.6+1.6 545+00 50.3+4.7624+1.756.0+£0079.1+1.8752+1.9
Average 60.14 56.27 69.29 55.65 54.40 63.70 57.14 81.82 80.25

As it can be observed from Table 5.12, both G-DRKSR and C-DRKSR, are
the best performing method on average, for all different levels of contamination
with an average AUC of 81.82% and 80.25% respectively. The second best per-
forming method is that of HRN, which also seems to be robust to contamination
on this dataset. However, with very high level of contamination, one observes
quite drastic drop in performance of HRN approach whereas the performance
of the proposed approaches does not get affected as much. Overall, G-DRKSR
is the best performing method followed very closesly by C-DRKSR. The robust
kernel-based approach of [27] appears to be quite robust, with minimal decrease
in the performance when the training set contamination is increased. ICS also
seems to be robust and provides another strong baseline on this dataset. It is
also interesting to note that OCSVM outperforms its deep conterpart DSVDD
by about 4% on average on this dataset. DSVDD and DCAE approaches per-
form quite poorly on this dataset where their performances degrade rapidly with

increased contamination. The standard deviations of the DSVDD as well as the
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DCAE methods are observed to be the highest for the MNIST dataset in this

scenario as well.

Tables A.31 - A.40 in the Appendix provide the details of the performance
of all methods for each class for each level of contamination. our proposed two
approaches G-DRKSR and C-DRKSR outperform other methods consistently for
all the classes. HRN is the third best performing method on majority of classes
on average with the exception of a few classes of AUTOMOBILE, BIRD, CAT
and DOG where ICS performs better. The proposed approaches outperform all
other classes for the majority of classes by a margin as high as 15% AUC on
average on the Cifar10 dataset. It is also worth noting that the Deep SVDD and
DCAE methods yield relatively unstable results with their standard deviations

generally increasing with an increase in the contamination level.
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5.8.3.3 Summary

Average AUC for various different level of contamination for MNIST Dataset Average AUC for various different level of contamination for CIFAR10 Dataset
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Figure 5.12: Average AUCs for all classes for the MNIST and CIFAR10 datasets
for observation ranking.

Figure 5.12 provides a summary of the performance in terms of average AUC
for all classes in both datasets, for all the methods used in our experiment. More-
over, the figure 5.14 and figure 5.13 show the detailed summary of the performance
of all the methods for each class of MNIST and CIFAR10 used in our experiments

respectively.

Table 5.13: Average ranking of different approaches based on Freidman’s test
for observation ranking on the CIFAR10 (p-value= 1.79¢ — 13) and MNIST (p-
value= 4.14e — 13) datasets.

Method Mean Rank (Cifar10) Mean Rank (MNIST)
OC-SVM 5.0 7.0
DSVDD 7.1 5.8
HRN 3.0 2.5
Robust-kernel 7.8 3.8
SRO 6.4 9.0
DCAE 8.7 7.9
ICS 4.0 4.8
G-DRKSR 1.0 1.1
C-DRKSR 2.0 2.9

Table 5.13 provides an average ranking of different methods based on their
performances in this set of experiments using the Friedman’s test. Inspecting
Table 5.10, one can observe that on both datasets, the proposed G-DRKSR is the
best performing method that gives consistent results. The second best performing
method corresponds to C-DRKSR.
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Figure 5.13: Average AUC of different approaches for each class on the Cifarl0

dataset for observation ranking.
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Chapter 6

Conclusion

In this study, we addressed the open-set recognition task in terms of a novel one-
class classification approach. For this purpose, we presented a novel one-class
kernel-based deep learning approach called Deep Robust Kernel Spectral Regres-
sion (DRKSR) that is trainable in an end-to-end fashion. The proposed method
utilizes the Fisher null concept for classification and benefits from regularisation
theories in kernel-based algorithms to achieve robustness against contamination
while at the same time enjoying deep end-to-end convolutional learning. In this
context, the proposed approaches facilitated a concurred learning of a discrimina-
tive one-class representation of the data and a kernel Fisher null-space one-class
classifier subject to a Tikhonov regularisation. For the learning stage, we pre-
sented two different alternating optimisation mechanisms: one based on gradient
descent (G-DRKSR) and the other based on a closed-form solution (C-DRKSR).
Through experiments on multiple datasets, it was illustrated that the proposed
G-DRKSR approach provides close to state-of-the-art results when the datasets
are not contaminated but it yields a substantially superior performance when the
training set is contaminated with noisy observations. The C-DRKSR method, on
the other hand, gave mixed results and may not work well for a given dataset
but still yields results that are close to the state-of-the-art. Additionally, it was
illustrated that the proposed methods can provide state-of-the-art results for un-

supervised observation ranking where a performance improvement as high as 12%
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in terms of average AUC may be obtained. As potential future directions for in-
vestigation, one may consider trying to learn the hyper-parameters of the network
in an adaptive way while training. Moreover, the proposed approach can be ex-
tended into an open-set classification problem where multiple one-class classifiers

are learned concurrently.
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Appendix A

Appendix

A.1 OCC Results for each class

dataset

in MNIST

In this section, the results of One-class classification in the presence of contami-

nation are presented for each digit of MNIST dataset.

Table A.1: AUC’s (mean+std%) of different approaches for Digit 0 for one-class
classification on the MNIST dataset in the presence of various levels of contami-

nation.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS G-DRKSR C-DRKSR
5 91.7+0.0 96.2+1.4 98.3+0.3 96.2+00 943+1.6 95.0+1.6 984+04 98.4+0.2
10 88.8+0.1 946+1.8 97.3+£0.3 959+00 927£21 939£1.2 97.9+0.3 98.2+0.2
15 86.7+0.1 928 +2.1 96.4+04 95700 904+£25 93.1£1.0 97.5+0.4 97.1+0.2
20 82.8+0.1 91.0+24 95.24+04 954+00 883+3.10925+11971+04 95.8+0.3
25 81.1+0.2 88.8+3.0 93.1+04 951+00 85.1+£4.0904+£2.0 97.0+0.4 94.6+0.3
30 788+0.2 85.9+3.6 91.8+04 94.7+00 83.2+44 91.7+19 97.2+0.3 92.9+04
35 76.1+0.2 81.7+4.1 90.7+0.5 944+00 81.1+£4.6 89.8+18 974+0.3 91.7+04
40 749+03 7824+48 8.0+£05 94.0+00 773+£51943+1.7 97.5+£0.3 90.8+04
45 725+03 75.0£5.3 8.1+0.5 93.7£00 72.8+£58 904+£1.5 97.8+0.3 89.4+0.5
50 704+04 71.1+58 83.4+05 93.3+£00 704+6.3 87.3£1.6 97.7+0.3 88.7+0.5

Average 80.38 85.53 92.03 94.84 83.56 91.84 97.55 93.76
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Table A.2: AUC’s (mean+std%) of different approaches for Digit 1 for one-class
classification on the MNIST dataset in the presence of various levels of contami-

nation.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE 1CS G-DRKSR C-DRKSR
5 99.2+0.0 99.24+0.2 99.7+ 00 97.84+0.0 96.7+0.6 99.8+0.1 99.5+£0.0 98.6+0.1
10 99.0+0.0 99.14+0.2 99.74+0.0 97700 96.1+0.8 99.7+0.2 99.5+0.0 98.1+0.1
15 98.1+0.0 97.8+0.6 99.54+0.0 97.5+0.0 95.7£0.8 99.6+0.2 99.4+0.1 98.4+0.1
20 97.6+£0.0 95.94+0.9 99.6 0.0 9744+0.0 94.3£09 99.5+0.2 99.2+0.1 99.1+0.1
25 97.24+0.0 956 +1.0 99.3+0.0 97.3+0.0 93.5£1.1 99.5+0.2 99.2+0.1 98.3+0.1
30 96.2+0.0 95.84+1.0 99.1£0.0 97.24+0.0 91.7+1.2 994+0.2 99.24+0.1 98.1+£0.1
35 95.9+£0.0 93.54+1.7 99.0£+£00 97.0+£0.0 90.3+14 99.24+0.2 99.1+£0.1 979+0.1
40 95.3+0.1 91.94+2.1 99.14+0.0 96.8+0.0 87.6=£15 99.1+0.2 99.0+0.1 98.3+0.1
45 94.44+0.1 90.9+24 988+0.1 96.6+00 84.6£19 989+0.2 99.1+0.1 98.14+0.2
50 93.2+0.1 88.9+28 98.7+0.1 964+0.0 81.9+£24 989+£0.2 99.1+0.1 97.94+0.2

Average 96.61 94.86 99.25 97.17 91.24 99.36 99.23 98.23

Table A.3: AUC’s (mean+std%) of different approaches for Digit 2 for one-class
classification on the MNIST dataset in the presence of various levels of contami-

nation.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS G-DRKSR C-DRKSR
5 789+0.2 81.94+34 926+06 88.14+0.0 81.7+22 904+1.7 945+0.6 91.14+0.9
10 759402 81.6+35 909+06 874+00 809+£29 89.4+£19 93.9+0.7 90.4+0.9
15 726+0.2 79.3+38 8844+06 8.9+00 80.1£3.086.3£18 93.7+0.7 83.7+1.0
20 69.2+0.3 76.0+4.2 86.8+0.6 86.2+0.0 785+3.3 84.2+18 93.4+0.8 86.9+1.1
25 65.7+0.3 74.14+45 83.7+0.6 85.7+00 76.3+£35 799+15 93.6+0.7 85.4+1.1
30 59.5+0.3 73.5+4.6 82.1+0.7 85.0+00 753+£3.7 804+12 93.8+0.8 84.8+1.2
35 59.5+0.3 71.0+4.9 80.1+£0.7 84.34+0.0 743+38 80.3+1.8 93.6+0.9 83.7+1.2
40 585+0.3 69.5+5.1 77.8+0.7 83.8+00 73.2+4.1795+£19 93.7+1.0 83.1+1.3
45 56.1+04 67.7+56 75.3+0.8 83.0£00 71.7+£44 73.2+£24 93.1+0.9 826+1.3
50 53.4+0.5 66.3+5.7 7254+0.8 824+00 704+£49 669+£29 92.7+0.9 81.9+1.3

Average 64.93 74.09 83.05 85.28 76.24 81.05 93.60 85.86
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Table A.4: AUC’s (mean+std%) of different approaches for Digit 3 for one-class
classification on the MNIST dataset in the presence of various levels of contami-

nation.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS G-DRKSR C-DRKSR
5 85.7+£0.0 85.34+2.8 9584+0.5 91.2+00 84.6+£1.8 956+2.7 94.14+0.7 91.8+0.6
10 82.3+0.1 83.3+3.1 9424+0.6 909+00 822+£19 94.8+29 93.8+0.8 90.1+0.7
15 80.6+0.2 81.4+3.5 9274+0.6 90.5+0.0 81.1£23 923+26 93.1+£1.0 83.6+0.9
20 77.8+0.2 79.44+38 90.9+0.7 90.24+0.0 79.1£25 90.6+2.2 924+1.2 87.3+1.0
25 75.44+02 76.5+4.3 89.1+0.6 89.8+00 75.7£27 876+24 91.7+1.1 8.1+1.0
30 73.7+0.2 745+45 884+06 89.4+00 725+31 84.6+27 91.1+1.1 8.5+1.1
35 71.8+0.2 73.94+4.6 86.1£0.7 89.0+£0.0 719434 81.2+29 90.5+1.2 83.8+1.1
40 69.4+02 73.4+46 84.5+0.7 88.5+00 71.1£35 90.5+3.1 90.1+1.1 824+1.2
45 67.7+02 71.8+50 82.6+08 881+00 70.6=£38 90.3+3.3 904+1.3 81.1+1.3
50 65.2+0.2 70.3+5.3 80.9+0.8 87.7+0.0 70.1£4.1 89.7+4.0 90.2+1.5 78.6+x1.5

Average 74.96 76.98 88.52 89.53 75.89 89.72 91.74 85.53

Table A.5: AUC’s (mean+std%) of different approaches for Digit 4 for one-class
classification on the MNIST dataset in the presence of various levels of contami-

nation.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR
5 87.9+£0.0 91.94+1.4 95.74+0.2 885+0.0 85.8+£23 90.5+24 94.3+£0.8 93.9+0.7
10 86.9+0.0 90.6+1.5 93.34+0.2 8794+0.0 82.1+£25 89.1+29 93.6+0.9 93.2+0.7
15 84.5+0.0 88.4+19 91.84+0.2 8724+0.0 81.1£27 87.3+3.0 93.1+0.8 92.4+0.7
20 83.1+0.1 86.4+22 90.5+0.2 86.7+0.0 79.8+£3.1 8.2+3.1 92.8+0.9 90.6 +0.9
25 81.5+0.1 849+27 889+0.2 86.1+00 787+£32 8.4+24 93.1+0.9 89.4+1.0
30 80.7+0.2 82.24+3.0 87.6+0.3 85.5+00 77.1+3.2 84.1+26 93.0+£0.9 889=£1.0
35 78.7+0.2 81.6+3.6 85.5+£0.3 84.8+00 76.5+34831+34921+09 854+12
40 779402 80.2+3.8 83.3+0.3 84.2+00 742+£3.7 825+4091.6+1.0 831+1.3
45 76.4+02 79.6+40 81.44+03 835+00 727£39 829+4491.7+1.0 81.9+1.5
50 75.6+0.2 79.5+4.1 79.94+0.3 829+00 71.7£4.1804+£5091.1+1.0 789+1.5

Average 81.32 84.53 87.79 85.73 77.97 85.15 92.64 87.78
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Table A.6: AUC’s (mean+std%) of different approaches for Digit 5 for one-class
classification on the MNIST dataset in the presence of various levels of contami-

nation.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR
5 788+0.0 84.94+19 953+0.5 753+00 72.7+£3.18794+28 93.7£0.5 91.8+0.8
10 76.5+00 83.1+21 93.14+06 746+00 70.8+34 8.2+3.3 93.3+0.6 90.4+0.9
15 744401 80.7+£29 91.6+06 73.9+0.0 68.7£38 8.3+£3.7929+0.5 88.9+0.9
20 72.7+02 779+35 8.9+05 73.2+00 674+£42 83.6+4.1925+0.7 87.6+1.0
25 70.1+0.2 74.7+4.2 8.8+0.6 725+0.0 66.2+44 79.6+29 92.3+£0.7 85.8+1.1
30 68.7+0.2 70.4+5.1 84.9+05 71.94+00 64.7+4.7 75.3+£3.0 92.1+0.7 84.1£1.3
35 66.9+0.2 69.9+5.3 824+0.8 71.3+£00 629449 76.3+28 91.3+0.8 829+1.3
40 65.2+0.3 69.3+5.5 79.24+0.9 706+00 624£52 77.2+26 902+1.0 81.6+1.4
45 63.7+0.4 689456 76.3+1.1 70.1+£00 61.7£5.6 74.3+£29 89.7+0.9 79.8+14
50 61.5+04 682+56 742+13 694+00 603£58 75.1+3.1 89.2+1.0 76.6+1.6

Average 69.85 74.80 85.27 72.28 65.78 80.08 91.72 84.95

Table A.7: AUC’s (mean+std%) of different approaches for Digit 6 for one-class
classification on the MNIST dataset in the presence of various levels of contami-

nation.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR
5 90.4+£0.0 9344+2.6 9794+0.1 91.84+00 88.3+£219514+13 96.9+£04 951+0.3
10 88.2+0.0 91.0+3.0 971 +£0.1 91.44+00 87.7£22 94.1+15 96.24+0.5 94.4+0.3
15 85.7+0.0 91.0+3.1 95.84+0.2 91.0+0.0 854+£24 93.2+24 959+0.5 93.7+04
20 83.0+0.0 90.0+3.3 9424+0.3 90.6+0.0 83.5£27 921+3.1 95.7+0.6 93.1+0.4
25 80.5+0.1 87.1+4.2 9254+0.2 90.2+0.0 81.9£3.0 90.6+28 955+0.6 91.9+0.5
30 785+0.2 84.84+49 91.1£0.3 89.7+£0.0 79.6+3.2 89.44+26 952+0.7 91.1£0.5
35 76.6 £0.2 82.0+5.1 88.4+0.3 89.2+00 774435 875+3.2 95.5+0.6 88.4+0.7
40 74.3+02 80.0+56 8.4+0.3 888+00 756=£39 8.5+4.0 95.6+0.7 86.7+0.8
45 726+02 77.1+59 84.14+04 883+00 722+4.1 86.8+38 94.9+0.7 83.6+1.0
50 69.9+0.2 75.0+6.3 82.3+04 87700 70.7£4.2 87.7£39 94.1+0.8 81.9+1.0

Average 79.97 85.14 90.98 89.87 80.23 90.30 95.55 89.99
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Table A.8: AUC’s (mean+std%) of different approaches for Digit 7 for one-class
classification on the MNIST dataset in the presence of various levels of contami-

nation.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR
5 91.1+£0.0 91.6+2.1 96.24+0.1 90.7+0.0 78.7+£34 9424+0.6 94.7£0.6 93.9+0.5
10 89.3+0.0 90.8+24 958+0.2 90.3+00 77.1£38 93.1£06 943+0.7 924+0.5
15 87.5+0.0 87.4+29 952+0.2 899400 75.5£39 92.7£0.7 9494+0.7 91.8+0.5
20 85.2+0.0 84.7+35 943+0.2 8944+00 743£4.1925+09 94.6+0.6 90.9+0.6
25 83.3+0.0 83.7+3.6 91.6+0.2 89.0+£00 73.2+£43 90.6+1.0 94.4+0.5 83.7+0.8
30 81.5+0.0 82.8+39 90.5+0.2 885+00 724+42 881+1.1940+06 86.8+0.8
35 79.6 £0.0 83.1+3.8 89.5+0.4 88.0+£0.0 70.7+4.7 8.3+£1.6 93.7£0.7 85.4+1.1
40 783+0.1 83.2+39 886+04 875+0.0 69.8+51 844+20 93.3+£08 83.7+1.1
45 76.5+0.1 825+39 8714+04 8714+00 684££52 85.84+24 93.9+0.8 82.1+1.2
50 74.8+0.1 81.8 4.0 8.94+0.5 86.5+0.0 67.7£55 87.1+£29 93.6+0.7 80.6+1.5

Average 82.71 85.16 91.47 88.69 72.78 89.48 94.14 87.63

Table A.9: AUC’s (mean+std%) of different approaches for Digit 8 for one-class
classification on the MNIST dataset in the presence of various levels of contami-

nation.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR
5 82.7+£0.2 90.0+1.9 93.2+£0.2 90.3+£00 86.24+1.8 80.4+0.5934+0.7 91.1£0.9
10 80.4+0.2 89.6+21 927+0.2 90.0+00 8.4£19 77.1+0.8 92.34+0.8 89.9+0.9
15 782402 89.0+21 91.9+0.2 899+00 84.7£19 76.3+09 91.9+0.7 87.8+1.0
20 76.0+0.3 88.7+23 91.24+0.2 89.7+0.0 83.6£20 75.8+1.1 92.5+0.8 86.2+1.0
25 7444+03 87.9+25 90.6+0.2 89.5+0.0 828422 73.6+0.9 924+0.7 84.9+1.1
30 72.3+04 86.0+28 89.2+0.2 89.24+00 81.4+23 71.44+08 921+0.8 83.8+1.3
35 71.2+04 84.84+3.2 87.5+£0.3 89.1+£0.0 80.14+2.2 70.1+09 923+1.0 82.7+1.3
40 69.0+0.5 82.8+3.7 8.6+04 889+00 794£25 69.5+08 925+0.9 81.9+1.5
45 68.2+0.5 82.6+3.7 8.94+0.3 8387+00 779£27 68.7+18 923+1.0 80.6+1.6
50 66.6 0.5 82.0+3.7 85.54+04 885+00 76.7£29 66.5+2.2 921+1.0 79.8+1.8

Average 73.90 86.34 89.43 89.38 81.82 72.94 92.38 84.87
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Table A.10: AUC’s (mean+std%) of different approaches for Digit 9 for one-
class classification on the MNIST dataset in the presence of various levels of
contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS G-DRKSR C-DRKSR

5 91.7+0.0 9494+1.0 95.9+0.2 89.8+0.0 84.9+25 88.4+09 96.2+0.3 91.9+0.6
10 89.4+0.1 91.8+2.1 954+0.3 89.6+00 83.3+£2.7 8.6+1.2 95.7+0.4 90.6+0.6
15 87.9+0.1 87.6+3.2 946+03 89.4+00 81.8+£3.085.1+1.7 94.8+0.5 89.7+0.6
20 86.5+0.1 85.24+3.5 93.7+0.3 89.1+0.0 80.3+£3.1 83.3+21 944+04 83.1+0.7
25 84.7+0.1 824+42 93.1+£03 888+00 794+£3.181.4+£23 93.9+0.5 87.5+0.9
30 829+0.3 80.0+45 924+0.3 88.6=+£00 77.7£3.4 80.6£29 93.4+0.7 8.2+1.0
35 80.5+0.3 80.44+4.4 91.8+0.3 883+00 75.7£3.7 784+27 93.0£0.6 85.1+1.0
40 79.8+0.3 81.14+4.2 90.2+0.3 88.0+£00 74.3+£38 77.2+3.0 92.7+£0.7 84.2+1.1
45 78.6+0.3 784+49 89.0+£04 87.8+00 72.7+41 76.5+34 93.2+0.6 82.7+1.3
50 76.9+0.3 76.5+53 87.9+06 87.5+00 706+44 741+38 93.0+£0.7 81.3+1.4
Average 83.89 83.83 92.40 88.69 78.07 81.16 94.03 86.73

A.2 OCC Results for each class in CIFAR10

dataset

In this section, the results of One-class classification in the presence of contami-

nation are presented for each class of Cifar-10 dataset.

Table A.11: AUC’s (mean+std%) of different approaches for AIRPLANE class
for one-class classification on the CIFAR10 dataset in the presence of various
levels of contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS G-DRKSR C-DRKSR

5 60.9+09 60.5+4.0 77.8+0.2 743+£00 587£53 745+£11 784+1.0 81.1+0.8
10 60.4+10 60.1+4.0 774+0.2 740£00 581+£54 73.8£13 783+1.1 80.7+0.8
15 59.6+1.0 58.2+4.1 77.1£0.2 73.94+00 573+£54 73.1+1.2 782+1.1 80.4+09
20 587+ 1.2 56.7+4.2 77.6+0.2 73.6+00 553+56 72.8+14 78.1+1.0 80.2+0.8
25 57.9+1.1 542448 77.1£02 73.44+00 53.8+£59 725+15 77.8+1.2 79.9+0.9
30 56.2+1.2 52.94+45 76.6+04 73.3+00 526+6.0 72.1+15 77.6+1.1 79.5+1.0
35 559+ 1.1 51.24+46 744+£0.7 73.14+£00 514+£60 723+16 77.8+1.2 78.7+1.0
40 55.0+1.2 494+49 727+£09 729£00 506=£62 71618 77.9+1.1 781+1.0
45 546+13 45.7+5.1 67.2+21 728400 46.7+£68 71.1£20 774+11 776=+1.1
50 542412 43.5+5.5 61.1£3.7 726+00 443+71 704+21 77.1+£1.1 77.2+£1.1
Average 57.34 53.24 73.90 73.39 52.88 72.42 77.86 79.34
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Table A.12: AUC’s (meantstd%) of different approaches for AUTOMOBILE
class for one-class classification on the CIFAR10 dataset in the presence of various
levels of contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS G-DRKSR C-DRKSR
5 63.1+0.7 625+29 67.8+1.3 384+£00 587+£31679+£23769+19 71.1+1.3
10 62.7+0.7 61.9+3.0 66.1+1.2 382+00 581+£3.0675£25 75.8+2.0 70.8+1.3
15 61.9+09 59.1+3.2 65.6+1.3 380+£00 53.7£4.2 669+£26 75.5+2.0 69.9+14
20 61.0+1.0 57.84+3.5 65.1+1.3 37.8+00 53.1+£4.166.1£28 75.0+2.1 70.4+1.3
25 60.1+1.1 56.7+3.7 644+14 373+£00 539+£40649+26 74.3+23 706+1.2
30 587+ 1.1 55.44+4.0 63.8+1.7 37.3+00 523+42 63.2+25 741+23 71.3+1.0
35 571+£1.3 55.94+4.1 622+1.8 37.24+0.0 51.7+4.0 62.8+2.7 73.5+2.5 71.44+0.9
40 56.6 1.2 56.6 4.0 60.9+2.0 37.0£00 503+£4.3 625+£2.6 72.8+2.7 70.9+1.0
45 56.0+1.3 57.94+3.8 59.94+2.3 369+00 501+42 61.4+27 724+29 70.2+1.1
50 54.1+1.3 58.0+3.6 61.7+2.0 36700 498+43 60.8+28 721+3.0 71.1+1.1
Average 59.13 58.18 63.75 37.48 52.65 64.40 74.24 70.67

Table A.13: AUC’s (mean+std%) of different approaches for BIRD class for one-
class classification on the CIFAR10 dataset in the presence of various levels of

contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS G-DRKSR C-DRKSR
5 50.0£ 0.5 4994+1.0 60.7+£0.3 63.3+0.0 487+24 654+0.7 674+1.4 65.8+1.2
10 49.94+0.5 476+1.2 60.4+0.3 63.24+0.0 481+24 649+0.7 66.2+1.4 66.7+1.2
15 49.0+0.6 44.7+1.5 60.1+0.3 63.1+0.0 47.7+25 644+0.8 65.8+1.3 66.5+1.1
20 48.9+0.5 41.2+1.7 60.1+04 63.1+0.0 474425 6424+0.8 65.1+1.4 66.3+1.2
25 48.0+0.6 42.7+1.6 60.0+0.4 63.0+0.0 47.14+25 63.84+0.8 64.9+1.1 66.5+1.3
30 47.8£0.7 425+ 1.7 60.6 04 63.0£0.0 464+£2.7 63.3£0.9 65.1+14 66.7£1.0
35 47.04+0.7 41.7+2.1 60.1+£04 629+00 46.1+26 629+1.0 64.3+1.6 66.1+1.1
40 46.8 +£0.7 40.5+2.4 60.6 0.4 629+0.0 454+27 621+1.3 64.5+1.5 654+1.0
45 46.6 0.9 39.9+2.7 60.4+04 628+0.0 44.74+29 61.84+1.2 63.9+1.8 64.7+1.2
50 46.0+0.9 39.7+2.6 59.9+04 62.8+0.0 43.8+31614+12 63.3+19 63.9+14

Average 48.00 43.04 60.29 63.01 46.54 63.42 65.05 65.86

71



Table A.14: AUC’s (mean+std%) of different approaches for CAT class for one-
class classification on the CIFAR10 dataset in the presence of various levels of

contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR
5 55.6£1.2 588+1.4 63.5+0.7 457+00 56.7£1.3 63.1+0.8 63.4£1.0 62.7+0.8
10 55.0+1.3 56.7+1.9 62.4+0.9 45.5+0.0 554416 629+0.8 629+1.0 62.5+0.8
15 54.24+1.2 55.8+2.1 62.3+0.9 4544+00 53.6£19 62.7£0.7 624+1.1 61.94+0.8
20 53.7+1.3 54.14+23 626+0.9 4524+00 528+22 625+08 62.7+1.1 61.7+0.8
25 53.0+14 52.7+26 61.94+09 4514+00 51.1£25 61.9+08 62.3+1.1 61.9+0.8
30 52.1+1.2 49.84+29 61.2+1.0 4494+00 509+28 61.54+09 625+1.2 61.2+£0.8
35 51.7+£1.1 50.54+2.9 61.4+1.0 4484+0.0 51.7+25 61.8+£0.9 61.9+1.3 60.94+0.9
40 50.0+1.0 50.8+3.0 60.8+1.0 44.7+0.0 506=£29 62.1+09 624+1.2 61.1+0.9
45 492409 51.9+29 605+£1.0 446+0.0 4794+34 61.94+1.0621+1.3 61.2+0.9
50 49.0+0.9 525+2.8 59.9+1.0 445+0.0 481432 61.7+1.3 61.9£1.5 60.8+£0.9

Average 52.35 53.36 61.65 45.04 51.88 62.21 62.45 61.59

Table A.15: AUC’s (mean+std%) of different approaches for DEER class for one-
class classification on the CIFAR10 dataset in the presence of various levels of

contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR
5 66.2+0.8 588+ 1.2 71.2+£0.5 65.0£0.0 5544+14621+09 681+29 71.7+14
10 65.84+0.8 579+ 1.4 70.5+0.6 64.8+00 53.1+£14 61.2+£1.1 678+28 714+14
15 64.6+09 56.1+1.7 7044+06 646+0.0 529+16 60.1+14 67.6+29 709+1.5
20 63.84+0.9 549+20 70.5+0.5 643+00 525+£1.7 594+17 674+3.0 70.3x1.5
25 62.7+£09 55.1+19 706 £0.6 64.1+00 51.7£19 584+15 66.8+3.0 70.5+1.5
30 61.9+10 549+19 704+05 63.9+00 508+21571+16 66.4+3.1 702415
35 60.7+£1.0 52.74+2.2 70.1+0.8 63.7+0.0 504+20 56.2+1.4 66.1£3.1 69.9+1.5
40 60.0+1.1 51.84+25 69.5+09 636+00 51.1£19 548+15 65.7+3.2 69.4+1.6
45 59.1+1.1 489+29 69.1+1.1 633+00 486+£24 541+16 66.2+3.2 68.9+1.7
50 580+1.1474+33 69.2+1.3 63.3+00 45.7£29 53.7£18 654+32 68.1+1.9

Average 62.28 53.85 70.15 64.06 51.22 57.71 66.75 70.13
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Table A.16: AUC’s (mean+std%) of different approaches for DOG class for one-
class classification on the CIFAR10 dataset in the presence of various levels of

contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE 1CS G-DRKSR C-DRKSR
5 61.7+18 6294+2.6 66.8+0.1 4944+0.0 59.7+22 71.84+1.0 66.2+1.7 63.9+0.8
10 61.0+18 626+26 66.4+0.1 49.0£00 593+£23 71.6+1.2 66.1+1.7 63.1+0.8
15 60.3+1.8 61.7+28 66.1+0.2 488+0.0 582+26 721+1.2 65.84+1.7 63.4+0.7
20 59.1+19 60.9+29 66.0+0.3 484+00 576+£27 728+1.4 654+1.8 63.1+0.8
25 583 +1.0 58.7+3.2 65.3+0.3 482+00 55.7£29 71.9+1.3 65.3+1.8 63.9+0.8
30 57.6+1.0 55.8 3.5 64.8+0.3 480+£00 54.1+£3.171.4+14 65.0+1.8 64.2+0.6
35 57.0£1.2 549435 63.9+03 476+0.0 549+29 71.1+1.4 64.3+£1.8 64.0+0.5
40 55.7+1.3 55.4+34 63.6+0.3 476+00 53.8+£3.1 71.3+1.5 642+1.8 64.1+0.5
45 54.14+15 53.4+3.8 62.7+0.3 473+£00 53.3£33 70.8+1.7 646+1.8 64.3+0.5
50 52.7+1.7 51.74+4.3 620+0.3 471+00 53.1£3.2699+19 639+19 63.9+0.8

Average 57.75 57.80 64.76 48.14 55.97 71.47 65.08 63.79

Table A.17: AUC’s (meantstd%) of different approaches for FROG class for
one-class classification on the CIFAR10 dataset in the presence of various levels
of contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR
5 74.1+£04 59.54+3.8 77.5£0.2 58.0+£0.0 57.7+54 584+41 784+19 746+16
10 73.4+04 5844+39 7T76+£0.2 576+00 559££5.756.2+39 77.5+20 T45+1.6
15 72.7+0.5 57.6+39 77.5+£0.2 57.3£0.0 54.3+5.7 54.1+£2.1 77.1£21 742+1.6
20 723+05 55.7+4.2 7T74+0.2 57.0+00 528£59 522+18 77.3+2.0 73.8+1.6
25 71.44+05 55.24+4.1 77.5+£0.2 56.7+00 51.7£6.1 51.5+1.5 77.24+2.0 73.3+1.7
30 71.0+06 54.9+43 77.5+0.2 56.4+00 509+6.2 50.8+08 76.2+22 724+£1.7
35 68.9+09 52.74+4.2 7714+0.2 56.2+00 51.6+£6.2 504+0.5 75.7£2.3 71.5+1.7
40 67.2+10 51.24+45 774+03 56.0+00 507£59 50.3+£03 75.1+25 T71.8+1.7
45 66.2+1.1 53.3+4.1 77.3+£0.3 557+00 51.1£58 50.2+03 742+25 723+1.6
50 65.6+1.3 55.1+3.7 77.2+£0.3 556+00 50.0£59 50.0£0.0 73.7+£2.7 729+1.6
Average 70.28 55.36 77.40 56.65 52.67 52.41 76.24 73.13
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Table A.18: AUC’s (meantstd%) of different approaches for HORSE class for
one-class classification on the CIFAR10 dataset in the presence of various levels
of contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS G-DRKSR C-DRKSR
5 61.4+05 62.7+2.6 64.1+02 476+0.0 576+29 61.1+1.1 67.4+3.0 65.84+1.8
10 61.0+05 61.4+28 63.84+0.2 474+00 558+29 614+£12 67.1+3.2 65.1+1.8
15 60.2+0.5 60.7+3.1 63.7+0.2 472+00 54.1+3.161.8+£1.166.6+3.2 649+19
20 59.7+0.7 589 +3.2 63.94+0.2 471+00 534+£3.1623+£13 66.1+3.1 644+19
25 59.0+£0.7 58.3+3.5 63.4+0.2 47.0£00 522+£33 625+1.2 65.7+3.2 64.2+19
30 57.8+09 58.1+3.5 63.6+0.2 469+00 51.3+34 625+15649+3.1 64.1+1.9
35 56.7+£1.0 55.84+3.9 63.4+0.2 4694+0.0 506=+3.7 62.7+1.4 64.4+3.3 63.91+2.0
40 55.1+1.1 54.3+4.1 63.7+0.3 46.8+00 49.8+4.0624+12 64.6+3.3 64.0+2.0
45 54.24+1.2 53.7+4.2 63.6+0.3 46.7+00 484+4.2 623+14 64.3+3.2 63.8+2.0
50 53.2+14 529+44 63.84+0.3 464+00 49.0£4.0625+£1.3 64.4+3.1 63.4+20
Average 57.81 57.68 63.70 47.00 52.22 62.12 65.55 64.36

Table A.19: AUC’s (mean+std%) of different approaches for SHIP class for one-
class classification on the CIFAR10 dataset in the presence of various levels of

contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS  G-DRKSR C-DRKSR
5 732+04 741412 81.7+0.2 7054+00 75.8+£15 76.7+1.3 79.9+1.7 787+18
10 729+04 73.8+1.2 81.6+0.2 700+00 742+£16 763+15 79.1+1.8 781+1.9
15 7214+04 70.7+14 81.6+0.2 696+00 73.3£18 75.2+1.2 789+1.8 77.9+1.9
20 70.4+05 68.7+1.7 81.9+0.2 692+00 725+£19 741+£13 776+19 78.0x1.9
25 689+05 69.1+15 81.1+03 688+00 71.1£19 73.8+1.1 774+19 77.8+1.9
30 67.4+08 674+19 809+03 685+00 706=+£20 73.6+1.2 76.9+2.0 77.7+1.8
35 66.4+09 6494+24 79.6+0.7 679+00 688+23 73.3+13 764+21 775+£19
40 65.1+1.0 624+29 784+1.0 67.7+00 653£27 73.8+1.2 76.6+2.1 77.0+£2.0
45 644+11604+31 748+1.8 67.2+00 644+£30 735£14 76.1+20 76.8+£2.0
50 64.0+1.1 59.7+3.2 72.1+2.6 67.1+£00 624+£3173.1£15 75.8+2.1 76.3£2.0

Average 68.48 67.12 79.37 68.64 69.84 74.34 77.47 77.58
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Table A.20: AUC’s (mean+std%) of different approaches for TRUCK for one-
class classification on the CIFAR10 dataset in the presence of various levels of
contamination.

Contamination (%) OC-SVM DSVDD HRN  Robust-kernel DCAE ICS G-DRKSR C-DRKSR

5 752+04 684+19 77.1£09 53.6+00 66.8+30 59.8+1.1 75.1+09 77.8+1.1
10 73.9+0.5 67.1+£2.0 76.7£09 52.8+00 65.7+£3.1 587+13 747+£09 77.3+1.1
15 72.7+0.5 66.5+2.1 76.4+09 52.1+00 653+31581+15 744+09 771+1.1
20 71.8+0.5 66.2+2.1 75,609 51.7+00 645+33 576+16 741+1.0 76.8+1.3
25 70.7+0.7 66.4+22 746+1.0 51000 63.8£35 56.5+15 73.6+1.0 76.5+1.2
30 69.1+09 65.8+2.1 744+1.0 506+00 63.3£34558+17 73.1+1.1 76.1+1.2
35 68.3+1.0 64.14+24 745+1.0 50.0+£00 62.7+£3.7 55.1+1.6 725+1.3 76.5+1.3
40 67.0+1.1 62.7+28 744+1.0 49.6+00 61.8+4.0 54.7+18 72.1+14 76.2+1.2
45 664+1.2 622+29 743+1.0 493+00 61.1+41 541+17 71.7+1.7 75.5+1.4
50 652+ 1.1 62.6+29 745+1.1 49.0+00 61.5+4.0 53.3+19 71.1+18 748+1.6
Average 70.03 65.20 75.25 50.97 63.65 56.37 73.24 76.46

A.3 Unsupervised Observation Ranking Re-
sults for each class in MNIST dataset

In this section, the results of One-class classification for unsupervised observation

ranking are presented for each class of MNIST dataset.

Table A.21: AUC’s (mean=+std%) of different approaches for Digit 0 for one-class
classification on the MNIST dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5 92.8+0.096.4+1.597.1+0.3 96.7+00 940+£1.3952+1.085.7+0.098.4+0.4 99.1+0.2
10 90.4+0.095.1+1.696.5+03 964+00 934+1.593.8+1.384.6+0.098.1+0.3 98.6+0.2
15 87.1£0.193.0+£21956+04 96.1+£00 90.7+1.592.7+1.483.5+0.098.0+0.4 96.8+0.4
20 83.6+0.191.34+£2394.2+04 95.7+00 89.1+£1.991.84+1.38244+0.0979+04 94.1+0.5
25 81.4+0.288.94+2791.7+04 955+00 87.3+£2.389.84+1.982.0+0.097.8+0.493.0+0.5
30 79.1+0.286.8+3.389.9+04 95.3+00 86.8+£2988.7+2181.7+0.098.0+0.3 91.3+0.7
35 76.5+0.2821+£39883+£04 95.0+00 834+3.789.3+1.781.4+£0.097.8+0.3 89.9+£0.8
40 75.1+0.379.3+4.1862+05 94.8+00 779+£3.990.5+1.581.1+0.097.9+0.3 87.2+1.0
45 73.2+03764+£44844+07 944£00 749+42882+1.580.6+00981+0.3 84.7+1.0
50 71.4+04735+£4.8829+08 941£00 72.1+£4.786.1+£1.680.1£0.098.0+0.3 823+1.2
Average 81.06 86.28 90.68 95.40 84.96 90.61 82.31 98.00 91.70
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Table A.22: AUC’s (mean+std%) of different approaches for Digit 1 for one-class
classification on the MNIST dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN  Robust-kernel

DCAE 1CS SRO G-DRKSR C-DRKSR

5 99.1£0.099.0£0.199.7+0.0 97.2£00 969+£0.699.7+0.195.2+£0.099.3+0.0 99.3£0.0
10 99.1+0.098.94+0.299.7+0.0 969+00 95.8+0.899.7+£0.295.0+0.0 99.3+0.0 99.3£0.0
15 98.2+0.097.8+0.799.7+ 00 96.9+00 94.6+£0.899.7+0.294.8+0.0 99.3+0.1 99.3£0.0
20 97.3+0.097.44+0.999.6+00 96.8+00 93.9+£0.999.6+0.294.6+0.0 99.4+0.1 99.4£0.0
25 96.5+0.096.74+0.999.5+00 96.5+00 93.1+£1.199.5+0.294.5+0.099.4+0.1 99.4£0.0
30 95.8+0.096.1+0.9 99.3+£0.0 96.3+0.0 91.5+£1.299.5+0.294.54+0.0 99.2+0.1 99.2£0.1
35 95.3+£0.0943+14 99.3+£00 964+£00 89.7£1.499.5+0.294.2+0.099.2+0.1 99.1+0.1
40 94.84+£0.1928+1.7 99.1+0.0 96.4+00 86.9£1.599.4+0.294.0£0.099.1+0.1 99.1+0.1
45 94.3+0.191.6 1.9 98.9+0.1 96.24+00 84.7+£1.9994+0.193.94+0.099.1+0.1 99.1£0.1
50 93.9+0.190.3+2.3 98.7+0.1 96.0+00 821+£2499.2+0.293.74+0.099.1+0.1 99.1£0.1
Average 96.43 95.49 99.35 96.56 90.92 99.52 94.44 99.24 99.23

Table A.23: AUC’s (mean+std%) of different approaches for Digit 2 for one-class
classification on the MNIST dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

79.4+0.182.3+3.090.8+0.6
77.4+0.180.6+3.289.8+0.6
74.8+0.179.7+£3.487.7+0.6
71.1+0.27424+3.985.2+0.6
67.8+0.273.1+4.283.9+0.6
63.9+0.371.9+4481.24+0.7
61.8+£0.369.8+£4.780.6 0.7
60.1 £0.367.9+5.078.1+0.9
58.2+0.466.2+5476.5+1.0
55.9+0.564.9+5773.3+1.1

87.1+0.0
86.8+ 0.0
86.5+ 0.0
86.2+ 0.0
85.7+ 0.0
84.8 £ 0.0
84.0+£0.0
83.3+0.0
82.6+0.0
81.5+0.0

81.94+£2.289.1+1.862.6+0.092.8+0.6 91.4+0.9
81.3+2.9884+1962.34+:0.092.4+0.7 90.2£1.0
80.5+3.085.3+1.761.54+0.092.1+0.7 88.9£1.0
77.8+3.3839+1.6594+£0.091.9+0.8 87.0+£1.3
75.8+3.5822+15578+0.091.6+0.7 85.7+1.4
74.7+£3.779.5+£1.254.7+£0.091.8+0.8 84.0+ 1.6
73.5£3879.7£1953.5£0.091.0+0.9 82119
72.3+£4.1789+£20526+£0.090.6+1.0 80.3+1.9
71.84+4.4785+2451.4£0.090.7+0.9 785+2.1
69.8+4.97814+£2749.94+0.090.1+0.9 77.9£2.2

Average

67.04 73.06 82.71

84.88

75.94 82.36 56.57 91.50 84.30
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Table A.24: AUC’s (mean+std%) of different approaches for Digit 3 for one-class
classification on the MNIST dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN  Robust-kernel DCAE 1CS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

86.1 £0.085.7+2.8 92.2+0.5
83.1+0.084.44+3.2 91.6+0.6
81.9+0.082.9+ 3.4 90.8 £0.6
80.9+0.180.9+3.689.7+0.6
77.6+0.277.7+3.988.8+0.6
75.2+0.276.9+4.3 87.9+0.6
73.4+£0.274.5+4.5 85.7+0.6
71.6+0273.1+4.6 83.3+0.7
68.8+0.271.84+4.9 80.0+0.9
66.8+0.270.6 5.3 78.9+1.0

89.4£0.0
89.24+0.0
89.2+ 0.0
89.1+0.0
88.5+ 0.0
88.0+£0.0
87.6 £0.0
87.3+0.0
87.0+£0.0
86.8 0.0

81.8+1.894.8+2.667.4+0.0 90.6+0.7 90.3+0.8
81.1+1.9941+25655+0.090.4£0.8 89.1+£0.8
80.2+2.392.0+2663.7+£0.0 889£1.0 87.9+0.9
78.7+2.5 89.14+23 60.3+0.088.4+1.2 8.6£1.1
75.4+27 872424 578+0.088.7+£1.1 84.3+1.2
73.3+3.183.94+25554+00883+1.1825+14
724+£34854+£29 547+£0.0881+1.281.0+1.5
71.4+35 876+3.053.8+00874+1.179.9+1.7
70.6 +3.887.0+3.153.0£0.087.0+1.3 78.5+1.8
69.7+4.1 86.3+3.8 52.4+£0.0 86.2£1.5 77.9+£2.0

Average

76.54 77.85 83.89

88.21

75.46 88.74 58.40 88.40 83.67

Table A.25: AUC’s (mean+std%) of different approaches for Digit 4 for one-class
classification on the MNIST dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5 86.9+0.090.14+£1.693.4+0.2 882+£00 82.6+23869+2367.1+£0.093.8+0.893.8+0.9
10 85.84+0.089.74+1.791.3+0.2 88.0+0.0 81.9+2.584.9+2866.0+:0.093.6+0.9 93.1+0.9
15 83.9+0.087.44+2.090.7+0.2 869+00 80.0+£2.784.4+2864.8+0.0924+0.8 91.7+1.0
20 82.1+0.185.44+2389.6+0.2 864+00 784+£3184.3+2963.7+£0.091.9+0.9 89.6+1.2
25 81.3+0.183.6+26881+0.2 85.8+00 77.1+£3284.0+2961.84+0.091.0+0.9 87.9+1.3
30 80.1+0.281.5+3.0864+03 85.0+00 758+£3.2834+2659.6+0.090.6+0.9 86.2+1.3
35 786+02804+£34843+03 84500 74.7+£34828+£3159.1+£0089.7+0.9 84.8+1.5
40 781+0.279.7+£3.9829+03 839£00 73.9+£3.7827+£39587+£00884+1.083.1+1.6
45 76.0+0.278.84+4.281.7+£0.3 83.1+00 71.6+£3.981.9+4357.5+0.087.6+1.082.3+1.8
50 74.8+0377.94+£4379.2+£03 825+00 70.1+4.181.1+4.856.9+0.086.3+1.081.1+1.8
Average 80.76 83.45 86.76 85.43 76.61 83.64 61.52 90.53 87.36

77



Table A.26: AUC’s (mean+std%) of different approaches for Digit 5 for one-class
classification on the MNIST dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5 79.4+£0083.1+£2193.8+05 73.5£00 73.3+£3.1869+2666.0+£0.094.6+£0.5954+0.7
10 77.1+£0.08244+£22924+06 72.8+00 71.2+£3485.7+2864.7+0.094.2+0.6 95.1+0.8
15 74.9+0.180.3+2891.0£06 71.94+00 69.4+3.883.4+3.362.6+0.093.8+0.595.0+0.9
20 73.4+0277.5+£3.389.6+05 71.1+00 67.9+4.281.9+3.860.5+0.092.7+0.794.4+0.9
25 71.2+0.276.1£3.885.7+0.6 70.7+0.0 66.2+4.479.5+3.057.2+0.091.8+0.792.8+0.9
30 69.8+0.274.94+41834+05 69.5+00 64.2+4.775.2+3.253.94+0.090.6+0.791.9+0.9
35 66.8+£0.273.3+£4.481.9+08 69.1£00 63.0£49769+28525+0.089.4+0.8 89.7+0.9
40 65.1+0.371.7+4.880.1+09 687+£00 622+£52789+2651.8+£00881+1.087.2+1.0
45 63.3+0470.9+5377.6+1.1 67.6+00 60.6+£56785+2751.3+0.087.2+0.9 85.4+1.0
50 61.1+0.469.7+5673.1+13 66.7+00 59.8+5.877.6+2.950.7+0.086.0+1.082.0+1.0
Average 70.21 75.99 84.86 70.16 65.78 80.45 57.12 90.84 90.89

Table A.27: AUC’s (mean+std%) of different approaches for Digit 6 for one-class
classification on the MNIST dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN  Robust-kernel

DCAE 1CS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

89.9+0.091.3+£2.3979+£0.1
87.3+0.091.5+2.6974+0.1
85.4+0.090.7+2.895.1 +0.2
82.7+0.090.1 +3.1 93.3+0.3
80.9+0.187.5+3.3 92.8+0.2
77.9+0.285.7+3.8 91.7+0.3
76.1+£0.283.4+4.5 88.1+0.3
73.84+0.280.4+4.9 8.9+0.3
72.1+0.278.3+5.3 83.6+0.4
69.8+0.276.8+5.7 81.9+0.4

93.4£0.0
93.24+0.0
92.6 £ 0.0
91.9+0.0
91.5+0.0
91.3+0.0
92.1£0.0
90.0 £0.0
89.7+0.0
89.3+0.0

87.1£21953+£13781+£0.0 96.1+0.4 95.8+0.7
85.9+2.294.9+1.576.8+0.0 95.7+£0.5 94.9+£0.7
83.4+2493.44+24755+0.094.5+£0.6 93.4+£0.8
82.3+2.791.84+3.174.6+0.093.6+0.6 91.7£0.9
81.0+3.090.24+2.873.4+0.092.9+0.6 90.9+1.0
79.8+3.288.7+£2.672.7+0.092.4+0.7 89.8£1.0
77.7+£3.586.9+32725+£0.092.0£0.6 87.7+1.1
76.8£3.985.84+4.072.5+£0.091.6 £0.7 86.2+ 1.3
74.3+4.186.2+3.871.94+0.090.9+0.7 849+1.4
72.6 +4.286.9+3.971.4+0.090.3+0.8 83.0£1.5

Average

79.59 85.57 90.77

91.50

80.09 90.01 73.94 93.00 89.83
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Table A.28: AUC’s (mean+std%) of different approaches for Digit 7 for one-class
classification on the MNIST dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN  Robust-kernel

DCAE 1CS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

90.4+0.090.4+2.195.7+0.1
88.7+0.089.7+2.394.8 +0.2
85.8+0.086.6 +3.093.7 + 0.2
83.9+0.083.8+3.7 92.1+£0.2
82.7+0.082.94+3.9 90.9+0.2
80.4+0.081.94+4.1 89.3+0.2
78.8+£0.082.2+4.0 88.1+0.4
77.14+0.1829+3.8 86.3+0.4
75.7+0.181.44+4.1 85.4+04
73.3+0.180.6 4.3 83.6 £0.5

90.2£0.0
89.9+0.0
89.8+0.0
89.7+ 0.0
88.7+ 0.0
88.0 £ 0.0
87.5+0.0
87.2+0.0
86.9+ 0.0
86.6 = 0.0

770+£3.4 93.8+0.6 75.1+0.0 93.7+0.6 92.9+0.8
76.1+3.8 93.1+£0.6 74.8£0.0 93.1 £0.7 92.1£0.8
74.8+3.9 92.7+0.7 74.5£0.0 92.2£ 0.7 90.8+1.0
73.9+4.1922+09742+0.091.2+0.6 89.6£1.1
73.1+4.391.8+£1.073.1+0.0 90.4+0.5 89.0£1.1
71.4+4.289.24+1.172.0£0.089.7+0.6 87.5+1.3
69.3+4.7879+16 71.5+0.090.0£ 0.7 86.3+1.4
68.7+5.1 856.3+2.0 71.0+0.090.1 £ 0.8 84.8 = 1.5
66.2+5.2 83.74+2.4 70.6 £0.090.3 +0.8 84.1 £ 1.5
659+ 5.5 824429 70.1+0.089.7+0.7 82.7+1.8

Average

81.68 84.24 89.99

88.45

71.64 89.21 72.69 91.04 87.98

Table A.29: AUC’s (mean+std%) of different approaches for Digit 8 for one-class
classification on the MNIST dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN  Robust-kernel

DCAE 1CS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

82.14+£0.291.94+2.193.1+0.2
79.44+0291.44+2391.9+0.2
77.3+0.290.8 +2.5 90.9£0.2
74.9+0.390.1 £2.5 90.1 £0.2
74.0+0.389.5£2.7 89.6£0.2
71.9+0.488.7+3.2 88.7+0.2
71.1+0.486.6 3.6 86.8 0.3
70.1+0.585.3+3.8 85.1+0.4
67.9+0.584.44+3.9 84.7+0.3
65.8+0.582.9+4.2 84.2+0.4

89.0£0.0
88.7+ 0.0
88.8+0.0
89.0+£0.0
88.2+0.0
87.8+0.0
87.9+0.0
88.0£0.0
87.5+0.0
87.2+0.0

85.5+£1.877.2+0567.8+0.0 926+0.7 92.1+1.0
83.5+1.976.9+0.865.6+0.091.9+0.8 91.0£1.1
82.4+1974.84+0963.4+0.091.1+0.7 90.1 £1.2
81.6+2.072.94+1.161.1+0.090.6+0.8 89.8+1.2
80.9+2271.24+0959.4+0.089.7+0.7 89.1£1.2
80.4+2.369.94+0.857.0+0.089.9+0.8 88.6+1.3
79.0£2268.6+09554+00904+1.087.8+14
78.6+£2567.8+0.853.1£0.090.9+0.9 8.0+ 1.6
75.6 +£2.765.9+1.551.7+0.090.4+1.0 8.5+ 1.6
74.4+2963.7+£2.049.4+0.090.1+1.0 84.3+£1.8

Average

73.45 88.16 88.51

88.21

80.19 70.89 58.39 90.76 88.43

79



Table A.30: AUC’s (mean+std%) of different approaches for Digit 9 for one-class
classification on the MNIST dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN  Robust-kernel DCAE 1CS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

89.6+0.092.3+1.495.9+0.2
88.7+0.190.44+1.995.0+0.3
86.5+0.187.6 2.6 93.6 £0.3
85.4+0.185.6+2.8 92.8+0.3
83.6 +0.183.24+3.2 92.0+0.3
81.8+0.381.84+3.5 91.1+0.3
80.6 £0.381.0+3.7 90.5 £ 0.3
79.3+0.380.44+3.8 89.4+0.3
782+0.379.14+4.1 87.6+0.4
77.1+£0.377.6+4.585.4+0.6

88.4+0.0
88.1+0.0
87.6 £ 0.0
87.3+0.0
86.9+0.0
86.6 = 0.0
86.4 £ 0.0
86.3 £0.0
85.7+0.0
85.3+£0.0

83.3+£2586.7+0973.8£0.0 95.8+0.3 91.8 0.9
82.9+2.785.6+1.072.7+0.0 94.6 £0.4 90.7£0.9
81.1+3.084.0+1.271.6+0.094.1+0.5 90.1 £1.0
80.7+3.182.44+1970.5+0.093.8+0.4 89.2+1.0
78.5+3.181.64+2.169.1+0.093.4+0.5879+1.3
77.6+3479.84+2867.6+0.092.7+0.7 87.0£1.3
75.0£3.776.8£2.866.6+0.092.3+0.6 85.8+1.5
73.4+3.875.94+3.065.7+0.091.5+0.7 849+1.6
71.84+4.173.84+3.165.1+0.092.0+0.6 83.1£1.8
70.3+4.472.5+3.564.5+0.092.6+0.7 81.7£2.1

Average

83.08 83.90 91.33

86.86

77.46 79.91 68.72 93.28 87.22

A.4 Unsupervised Observation Ranking Re-
sults for each class in CIFAR10 dataset

In this section, the results of One-class classification for unsupervisesd observation

ranking are presented for each class of CIFAR-10 dataset.

Table A.31: AUC’s (mean+std%) of different approaches for AIRPLANE class
for one-class classification on the CIFAR10 dataset for Observation Ranking

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

60.8+1.060.9+4.078.8 +£0.2
59.7+1.159.7+4.078.7+0.2
589+ 1.258.0+4.278.44+0.2
58.1+1.356.3+4.477.9+0.2
57.24+1.354.7+4.776.5+0.2
55.9+1.253.1+4975.3+04
55.6 +1.351.7+4.873.7+0.6
55.1+1.350.7+4.872.8 0.7
54.5+1.448.6 £5.269.7+2.0
54.24+1.446.1£5565.8+3.4

73.5+0.0
72.9+0.0
72.0£0.0
71.4£0.0
70.9£0.0
70.4+0.0
70.6 £ 0.0
70.6 £ 0.0
70.6 £0.0
70.6 £0.0

58.5+5273.3+£1.171.5£0.0 79.3+£1.0 87.4+1.2
57.9+54728+1.171.1£0.0 79.5+1.1 86.6 +1.3
56.0+£5.572.3+1.269.8£0.0 79.1£1.1 86.2+1.3
54.7£5771.9£1.469.6+0.0 80.9+1.0 85.8+1.3
53.3£5672.0£14694+£00 79.2+12 854+1.3
52.14+58721+1469.2+£0.079.1+1.1849+14
51.24+6.071.9+1.569.0£0.0 78.7+1.2 84.3+1.4
50.0+6.171.7+1.8688=+0.0779+1.1 83.8+1.4
476+6.671.5+2.0685+0.0 77.2+1.1 83.4+1.5
459+6.971.44+2068.3+0.0 76.4+1.1 829+1.5

Average

57.00 53.98 74.77

71.35

52.72 72.09 69.52 78.81 80.59

80



Table A.32: AUC’s (meantstd%) of different approaches for AUTOMOBILE
class for one-class classification on the CIFAR10 dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD HRN Robust-kernel DCAE ICS SRO G-DRKSR C-DRKSR
5 62.7+0863.7+£23684+10 384+£00 556+3.066.5+2.062.1+0.0824+1.0859+1.0
10 62.24+096214+25674+10 381+£00 543+3.0664+2161.6+0.0826+1.0853+1.1
15 61.6+0.960.3+2966.8+1.2 385+00 53.5+£3.366.4+2161.3+0.082.1+1.085.0+1.1
20 60.7+1.056.7+3.466.1+1.4 3944+00 526+3.566.3+2261.1+0.081.8+1.184.6+1.2
25 59.4+1.055.6+3.5654+14 384+00 520+£34664+2561.2+0.081.6+1.183.7+1.3
30 581+1.1549+37649+16 37.8+00 51.8+£3.7664+2561.3+0.081.4+1.2829+1.3
35 57.3+£13540+£3.6626+1.7 376=£00 51.0£3.766.2+2561.3+£0.081.0+1.3 82.5+1.3
40 56.24+1.353.24+3.861.7+19 375+£00 50.3+4.066.1+2561.4+0.0809+13821+14
45 55.34+1.454.34+£3.761.0+21 372+£00 49.6+4.0659+2461.3+0.0804+1581.8+1.4
50 54.2+1.555.7+£3.560.5+2.2 369+00 489+4.2659+2561.3+£0.080.1+1.581.4+14
Average 58.77 57.05 64.48 37.98 51.96 66.25 61.30 81.43 83.52

Table A.33: AUC’s (mean+std%) of different approaches for BIRD class for one-
class classification on the CIFAR10 dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS

SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

50.0 £0.550.5+0.961.7+0.3
49.9+0.550.1£0.961.4+0.3
49.1+0.648.7+£1.361.1+0.3
48.0+£0.646.3+1.860.9+0.4
47.6£0.645.8+2.060.8 +0.4
47.2+£0.743.7+2.460.8+0.4
46.8 £ 0.8 42.5+2.360.5 £ 0.4
46.4 +0.841.7+2.760.3 £ 0.4
46.1£0.940.8+3.460.2+0.4
45.9+£0.939.7+3.960.1+0.4

63.8 £0.0
63.3+0.0
63.6 +0.0
64.0+ 0.0
63.8+0.0
63.7 £ 0.0
63.2+0.0
62.9 £0.0
63.1+0.0
63.3+0.0

49.6 £2.363.9+0.761.4+0.0 81.6+1.6 82.1+1.3
48.4+2.263.84+:0.760.8+0.0 80.9+1.8 81.6+1.4
47.7+£2.563.4+0.759.7+0.080.4+1.9 80.2+1.5
47.1+2.463.1+08585+0.0 79.1+2.0 79.8+1.5
46.6 £2.663.0+0.858.4+0.079.0+2.0 784+ 1.7
46.1 £2.662.7+0.858.3+0.0786+2.0 77.1+1.8
4544+£2.9626+09579+00775+£2.0 76.7£1.8
4494+3.0623+1.1574+0076.2+£2.1 75.6+1.9
43.14+3.16214+1.1570+0.075.8+2.3 74.3+2.1
422+3461.9+1.356.6+0.0749+25 73.1+2.3

Average

47.70 44.98 60.78

63.47

46.11 62.88 58.60

78.40

77.89

81



Table A.34: AUC’s (mean+std%) of different approaches for CAT class for one-
class classification on the CIFAR10 dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

55.3+1.455.6+1.963.5+0.6
54.9+1.454.7+2262.8+0.8
54.1+1.353.7+£2.162.3+0.8
53.2+1.552.94+2461.9+0.9
52.5+1.552.3+2.361.5+0.9
51.9+1.451.8+2.661.1+0.9
51.3+£1.351.6+2.761.0+0.9
50.6 £1.351.1+2.760.8 £ 0.9
49.9+1.251.7+2.860.3+1.0
49.2+1.151.8+£2.659.7+1.0

46.9 £0.0
46.5+0.0
46.1+0.0
45.6 £ 0.0
45.4+0.0
45.24+0.0
45.1+0.0
44.9 +£0.0
44.8+0.0
44.7+0.0

55.8£1.263.4£0856.7£0.0 76.1+1.0 76.9£1.3
54.7+1.663.4+0.856.0£0.075.6+£1.0 76.4+1.3
53.44+1963.4+0.8551+£0.0 748+1.175.8+1.3
52.14+1863.3+08542+0.0741+£1.1751+1.3
51.6 £2.163.3+09542+£0.0 73.3+£1.1 745+1.4
50.74+2463.2+09542+0.0 728+1.2 73.6+1.4
50.3£2.763.2£0953.9£00 722+1.2 72.7£1.6
50.0+2.962.3+0953.6+0071.5+£1.271.5+1.7
48.5+3.263.4+1.053.3+£0.070.7+1.370.7+1.7
47.7+3563.4+1.053.1+£0.0 69.9+1.3 70.1 +1.7

Average

52.29 52.72 61.49

45.52

51.48 63.33 54.43 73.10 73.73

Table A.35: AUC’s (mean+std%) of different approaches for DEER class for
one-class classification on the CIFAR10 dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

65.5+0.957.9+1.571.5+0.5
65.2+1.056.8+1.770.6 £0.8
64.7+1.055.7+1.871.1+0.7
64.1+1.054.9+2.170.8+0.5
63.3+1.054.0+2.270.8+0.6
62.3+1.153.1+2470.5+0.5
61.44+1.252.8+2.569.7+0.8
60.24+1.152.34+£2.468.9+1.0
59.1+1.251.1+2869.0+1.1
58.3+1.350.6+3.268.8+1.3

64.8 £0.0
64.4+0.0
64.3+0.0
64.5+0.0
64.8+0.0
64.6 = 0.0
64.2 +0.0
63.9 +£0.0
63.7+0.0
63.4+0.0

53.4£1.460.1£0.760.5£0.085.8+1.0 83.4+1.4
52.84+1.660.0+0.859.8+0.085.2+1.1 829+1.4
52.24+1959.9+08582+0.084.7+1.1822+1.4
51.94+19594+1.1571+£0.0843+1.181.6£1.5
51.04+£2.159.1+1.256.8+0.082.8+1.3 82.0£1.5
50.24+25588+1.2565+0.081.6+1.3 82.1+1.5
50.0£2.458.5+£1.556.0£00 80.8+1.4 81.9+1.5
49.74+1.4581+1.555.6+0.0 80.3+1.581.3+1.5
46.8+2.758.0+1.655.3+0.0 79.4+1.5 80.8+1.6
44.3+3.357.8+1.855.0+0.0 789+1.5 80.4+1.6

Average

62.41 53.92 70.27

64.26

50.23 58.97 57.08 82.38 81.86

82



Table A.36: AUC’s (mean+std%) of different approaches for DOG class for one-
class classification on the CIFAR10 dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

62.0+0.863.8+2.866.8+0.1
61.8+0.862.1+2.966.5+0.1
61.0+0.861.5+3.166.4+0.2
60.1+0.959.7+3.066.3 +0.3
58.7+0.957.6 £3.365.8+0.3
57.4+1.156.1+3.765.1+0.3
56.1£1.255.2+3.864.2+0.4
54.34+1.354.3+3.863.2+0.4
53.3+1.553.0+£4.162.9+0.4
52.2+1.651.7+4.662.5+0.4

50.1£0.0
49.6 £ 0.0
49.1+0.0
48.7+0.0
48.3+0.0
47.9+0.0
47.5+0.0
47.24+0.0
47.0+0.0
46.8+ 0.0

589+£24734£1351.8£0.084.8+1.0 76.6+1.8
58.44+26726+1351.4+£0084.2+1.0 75.8+1.8
57.56+£2772.8+12509+0.0838+1.074.6+1.9
56.8+2973.1+1.2505+0.0832+1.1740+1.9
55.14+3.271.0+1.6506+£0.0829+1.1729+2.1
53.7+£3.171.3+£1.650.8+£0.0826+1.172.3+2.1
53.3£3.270.8+£1.750.3+£0.081.9+1.2 71.1+2.2
52.8+3.069.7+1.850.4+0.081.4+1.2 70.4+2.2
52.3+3.369.0+1.750.44+0.081.0+1.4 69.7+2.3
51.94+3.968.4+2.050.5+0.0809+1.4 68.8+24

Average

57.69 57.50 64.98

48.22

55.07 71.32 50.76 82.67 72.62

Table A.37: AUC’s (meantstd%) of different approaches for FROG class for
one-class classification on the CIFAR10 dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

73.5+£0.458.7+£4.177.9+0.2
72.9+0.457.6+4.478.0+0.2
72.44+0.556.3+4.678.1+0.2
71.8+0.654.8+4.977.9+0.2
71.0+0.754.4£5.077.5£0.2
70.6 +£0.853.7+4.977.4+0.2
69.1+£0.953.2+5.077.8+0.2
68.2+1.151.7+5477.7+0.2
67.2+1.152.5+5277.14+0.2
66.4+1.2522+5377.2+0.2

58.9£0.0
58.6 £ 0.0
58.1+0.0
57.7+0.0
57.0+0.0
56.4£0.0
56.2£0.0
56.0£0.0
55.7+0.0
55.5+0.0

55.5£5.957.8+3.950.1£0.089.1+0.8 80.1+1.1
54.8+6.056.4 £4.050.0£0.088.7+0.9 79.8+1.1
53.0+5954.3+1.949.7£0.088.1+09 794+1.1
51.94+6.352.1+1.649.2+£0.0876+1.0 79.1+1.1
51.14+6.451.3+£1.249.6+0.086.4+1.1 78.6+1.2
50.24+6.450.5+0.550.3£0.085.3+1.3 78.2+1.2
50.6 £6.350.6 £0.350.0£0.084.2+1.3 779+1.3
50.4£6.250.0£0349.7£0.083.3+1.5 77.2+1.3
50.24+6.350.0+0.249.9+0.082.7+1.6 76.8+1.4
50.0+£6.250.0+0.249.9+0.081.9+1.8 76.5+1.4

Average

70.31 54.51 77.67

57.01

51.76 52.30 49.84 85.73 78.36

83



Table A.38: AUC’s (mean+std%) of different approaches for HORSE class for
one-class classification on the CIFAR10 dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

61.5+0.561.3+3.164.0+0.2
61.1+0.560.9+3.463.8+0.2
60.5+ 0.6 59.6 + 3.3 63.5 £ 0.2
59.2+0.758.1 +£3.563.1 +£0.2
58.7+0.757.7+£3.663.0 0.2
57.3+£0.956.8 +3.962.9+0.2
56.4+1.054.8+4.363.6 0.2
55.14+1.053.84+4.463.2+0.2
54.4+1.352.0+4.663.2+0.3
53.4+1.450.7+£5.063.3+0.3

49.5+0.0
49.0+0.0
48.6 £ 0.0
48.21+0.0
48.1+0.0
48.0+£0.0
48.3+0.0
48.1+0.0
48.24+0.0
48.2+0.0

56.8£3.164.5+£1.054.3£0.088.7+1.2 79.5+1.8
55.84+3.464.1+1.153.5£0.088.2+1.2 78.7+1.8
54.14+3.663.8+1.1526+0.0876+1.3 77.3+£1.8
52.94+3963.6+1.251.8+0.087.1+1.3 76.6+1.9
52.24+3.863.1+1.351.5£0.086.2+1.5 749+2.1
51.14+4.062.8+1.551.2+£0.085.1+1.7 73.7+2.2
50.2+£4.1624+1450.6+0083.7+2.0 73.9+2.1
489+4.661.84+1.449.84+0.082.3+2.1 73.0+£2.1
49.7+4.461.5+1.44954+0.081.4+24 726 £2.2
49.1+4.661.3+1.549.24+0.080.1+2.6 71.5+2.4

Average

57.76 56.57 63.36

48.42

52.08 62.89 51.40 85.04 75.17

Table A.39: AUC’s (mean+std%) of different approaches for SHIP class for one-
class classification on the CIFAR10 dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

73.0+£04734+£1.281.7+0.2
7244+04726+1.281.5+0.2
71.2+0.670.6 £2.381.14+0.2
70.1+0.668.9+2.981.3+0.2
68.6 +0.767.5+3.180.6 +0.3
66.9 +0.866.3 +3.380.1+0.3
65.7+0.964.8+3.779.0£0.7
64.6+0.962.7+4.177.9+1.0
64.1+1.161.0+4.375.8+1.9
63.9+1.359.9+46742+24

71.9£0.0
71.24+0.0
70.7+0.0
70.1+£0.0
70.0+£0.0
69.9 £0.0
69.6 £ 0.0
69.1 £0.0
68.8+0.0
68.4+0.0

73.9+£1975.6+£1.168.1£0.090.4+0.9 81.6+1.9
72.84+20753+1.167.6+£0.090.2+0.9 81.1+1.9
72.14+20751+1.267.8+0.090.1+0.9 80.7+1.9
71.44+£23749+1367.7£0.089.9+0.9 80.0+£1.9
70.4+2574.6+1.367.8+0.089.4+1.0 79.5+2.0
69.8+26744+1.267.94+0.089.1+1.0 79.1£2.0
67.3+£29742+1267.7+£0.088.9+1.1 78.8+2.0
64.4+36740+£12674+0.0886=+1.178.6+2.1
62.8+4.1741+1267.54+0.0881+1.3 79.0£1.9
61.9+4273.8+1.367.6+0.087.8+1.579.2+1.9

Average

68.05 66.77 79.32

69.97

68.68 74.60 67.71 89.25 79.76

84



Table A.40: AUC’s (mean+std%) of different approaches for TRUCK for one-
class classification on the CIFAR10 dataset for Observation Ranking.

Contamination (%) OC-SVM DSVDD

HRN  Robust-kernel

DCAE ICS SRO G-DRKSR C-DRKSR

5
10
15
20
25
30
35
40
45
50

73.9+0.468.9+2.777.1+0.9
73.1+£0.567.6 £2.776.9+0.9
72.5+0.566.5+2.976.7+0.9
71.7+0.665.9+3.076.4+0.9
70.3+0.665.0+3.175.9+1.0
68.9+0.964.1+3.375.5+1.0
67.6+1.2629+3.875.3+1.0
66.84+1.162.1+3.775.1+1.0
65.5+1.262.3+3.674.7+1.0
64.6+1.361.8+3.974.3+1.0

52.3£0.0
51.7+0.0
51.4+0.0
51.24+0.0
51.0+0.0
50.9£0.0
50.0£0.0
48.5+0.0
48.2+0.0
48.0+0.0

65.9+3.359.8+1.051.7+0.082.8+1.0 72.4+1.3
64.44+34587+125144+00824+1.271.1+14
64.1+£3.3581+1451.3+£0.0822+1.2709+1.4
63.9+3557.6+1551.1+0.0821+1.2704+14
63.3+3.656.5+1.550.9+0.081.8+1.2 70.7+1.3
62.9+3855.8+1.750.5+0.081.6+1.4 70.1£1.3
62.44+4.0551+£19506+0.081.0+1.469.8+1.4
61.14+4.254.74+2.050.24+0.080.7+1.6 69.4+1.4
60.3+4.554.14+1.949.74+0.080.1+1.6 68.9=£1.5
59.74+4.853.3+£2349.3£0.079.5+1.8 68.3+£1.5

Average

69.49 64.71 75.79

50.32

62.80 52.41 50.67 81.42 70.2

85



