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ABSTRACT

INTELLIGENT IDENTIFICATION SYSTEM BASED ON IRIS PATTERN
RECOGNITION

ABDULAZEEZ, Khalid Mansur
M. Sc., Information Technologies, Altinbas University
Supervisor: Asst. Prof. Dr. Sefer KURNAZ
Date: 05/2021

Pages: 49

The identification process is one of the important processes to achieve safety, which is used daily
in many areas such as the attendance system, various Internet or social sites, personal accounts
inside banks and other important areas. In this article, the model is a genuine model mode as a
marker of the character of the individual suggested on the SIFT technique. To tackle identity theft,
poor picture quality, noise and volatility of the ambient world, we have defined the iris patterns
and features for each person. The Hamming distance algorithm was used on a dataset of 50
individuals to figure out how close new entrants to the dataset ought to be to a current person's
entry. 98% of'the value, the bogus assent rate, and the refusal pace of0.15% and 0.25%, separately,

yielded the aftereffects of the application strategy.

KEYWORDS: Iris Identification System, Computer vision, Pattern Recognition, SIFT, Multi-

model Bio Centric System.
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1. INTRODUCTION
1.1 OVERVIEW

Now, security plays an essential role in any company to avoid bad practices such as information
theft, replacement of real data, unauthorized entry of a restricted area, etc. To defeat such types of
misconduct, they resort to strict security measures using authentication and delegation. There are
many kinds of authentication technologies, classified into three principal sections:

e Something you remember (e.g. a password)

e Something you own (like an ATM card)

e Something that you are (known as biometrics)

Human physiological or behavioral features can be used to verify the biometrics. There are many
circumstances to consider when determining the right biometrics for an application like Global.
That means that every user can add their parties to the system. The uniqueness, which indicates
that this trait is there to differentiate between people, means that this function does not change over

time. Scalability implies an accessible collection and measurement of this trait.

The data must be such that the processing and removal of relevant function sets and the consequent
achievement are possible. Means accuracy, speed, technological durability, and acceptance; That
is, how individuals accept this technology (they are ready to capture and evaluate their biometrics),

bypassing; It refers to the ease with which any imaginary (artificial) property can be negated.

Biometric methods have been used in forensic abilities. Nowadays, it is used for civil applications,
e.g., B. control of physical access to installations, control of logical access to programs, and voters'

monitoring during elections.

Iris identification is a biometric authentication system that works profiling procedures on images
of the eye's iris to identify a person. The iris symbol has been issued in commercial iris
identification operations for various security applications. Over 50 million people have registered

with the Iris Code.

The iris recognition system, due to its stability, uniqueness and non-invasive properties, is the most
reliable system in high security environments compared to other biometric technologies such as
(palm veins, fingerprint, signature, handprint, iris, etc.). The iris symbol is a group of bits. Both
indicate whether a tape-traced fabric filter applied to a specific point in the iris image gave a non-

negative or negative result.



The iris features, unlike facial and fingerprint features, are derived from dispersed features that
range from individual to person. Individual irises and identical twins can be entirely different in

their shapes, yet on the opposite side of the body, you can see the same human.

Another characteristic that cannot be faked is its responsiveness. The modern cameras for
capturing the iris are less invasive than previous iris scanners. Iris recognition is a powerful and

safe system. Iris has unique personalities with little variation over the course of her life.

Iris contains different unique patterns that remain fixed throughout a person's life. The iris pattern
can be extracted from the eye photo template. This biometric template includes illustrative
information on individual irises for matching with other models. Image processing techniques are
used to change the characteristics of the iris into a unique code that is recorded in the database for
comparison with other templates. Iris functions are managed and stored using iris images as

follows: [8]:

1. Take the photo: Take a picture of the iris with reasonable accuracy and
eminence.

2. Separation: The procedure of mining the iris from an image of the eye.

3. Normalization: The characteristic of extraction and coding.

4. Save the mined symbols in the DB and associate them with the iris

images.



Figure 1.1: Iris Samples

The iris identification system is used to avoid illegitimate access and to identify users who are
using the facility. During installation, users straightened their irises through the system. For each
recorded iris image, a different iris symbol is generated and stored in the system. As soon as the
user has registered the iris in the system, it will be recognized. Iris recognition offers precise
uniqueness verification without the use of PINs, cards or passwords. The registration procedure
takes less than 3 minutes and the verification procedure takes about 2 seconds.

Biometrics identification systems depend on individual physical characteristics. The registration
and recognition procedures are the core operations of the structures above. The four sub-processes
of admission or registration are as follows. This example is likewise like the finger or iris. The
definition segment is the second sub-segment, including displaying test quality and commotion
handling issues.

The third step-deduction is the extraction and determination of genuine human models utilizing
deduction and flagging calculations like Scale Invariant Feature Transform (SIFT), Power
Surveillance Machine (SURF). If this stage is complete, features that have been chosen will be
placed in the database as seen in fig 1. Furthermore, the detection process, which involves sub-

processes such as sampling and matching samples, may be interpreted as an iterative process. Like



the sample registration method seen in Figure 1.2: this operation includes holding and matching

the sample instead of logging it.

Biometric Feature
Sensor extractor

User interface

Figure 1.2: Enrollment Operation for single biometric system

Biometric Feature
> - ———
Sensor extractor
User interface User’s identity or Feature
“user unidentified” maicher | N templates

Figure 1.3: Identification Operation for single biometric system

1.2 PROBLEM DEFINITION (OR MOTIVATION)

Presently there are new strategies for human science and science that cannot be hoodwinked, taken
or failed to remember. There are a wide range of ways and methods to separate between various
individuals like language, iris, eye detail, DNA, fingerprints, finger muscles, and other
comparative attributes of every individual. Biometrics systems were used in forensic science
previously, but now their applications have expanded to include many different civil fields. In this
type of measurements, there are also many challenges such as noise in the surrounding

environment during enrolling sample, or poor quality of the sample or image [1].



1.3 THESIS OBJECTIVES

This essay groups the submissions into four major sections which can be outlined as follows:

The intelligent single-modal iris identifying device in different conditions is proposed and
evaluated.

Efficient pre- and segmentation methods are employed to resolve the noise and weak
photos.

Intelligent and quick extraction and selection of features (SIFT) algorithms are used to
choose different features between samples.

In the final step, the hammer distance is used as the algorithm for models that fit the SVM

to approve or deny the consumer in the recognition process.

1.4 THESIS SCOPE

The suggested system is biometric system using iris patterns. There are three related stages in the

proposed method. The first step is the iris registration phase, which involves three phases such as

pre-processing, removing functionality and the data base storage template. The second step is

defining, checking and mixing. The purpose of the suggested model is to improve the precision of

a single biometric device by another model. The third last stage is the score-level fusion process.

1.5 DOCUMENT STRUCTURE

This work consists of six parts. These parts are prepared to imitate the technical steps towards our

main goal. A brief explanation of the content of each part can be found in the following:

In the first chapter, the thesis goals, the motivation behind the thesis, the approach used in
the thesis, the thesis contribution, the scope of work, and the thesis planning are presented.
Part II gives the reader an overview of the literature review.

Part III provides an analysis of the system and user requirements.

Part V introduces system design and UML diagrams.

Part IV introduces the system implementation and screenshots of system icons and system

results.

Finally, the conclusions and future work are presented in Chapter 6.



2. LITERATURE REVIEW
2.1 INTRODUCTION

The basic biological characteristic features of any individual are saved in a template in any
biological scheme, particularly biometrics, and then compared to the template before it is presented
in the identification method.

Therefore, not all biological measurements are biometric whether they include such essential
characteristics like universality (UV), distinctive characteristics, permanence (PM) and weakness.
This biometrics form can be generalized to all users with the Universality factor (UV). Unique
factor (UQ) implies that for these biometric measurements every two individual cannot and does
not have equivalent patterns.

Permanence Factor (PM) ensures that trends or biometrics of this sort cannot alter with time.
Exhibits of biological measurements are hair color or body weight, but alter with time, and we
cannot deem them accepted biometric measures.

The compression by some important features across various types of biometrics is performed in
Table 1. Table 1 shows we had very trained features of Iris and Finger vein which were to be

incorporated into a multimodal framework.



Table 1.1: Compression by usability factors between various forms of biometrics

Factors Fingerprint Face Iris Finger Vein Voice
Universality 2 2 2 1
Distinctiveness 2 2 2 2
Permanence 2 0 2 2
Performance or 0 1 2 1
Accuracy
Vulnerability 2 1 0 0
(Spoofing)
Security 0 1 2 2
2 — high
1 — Medium
0 —Low

After biometric methods, implications, and relevance to security, many researchers make it
challenging to develop a robust, secure, and compliant method in an environment of limited

discoveries.

2.2 BACKGROUND

You should provide a brief section giving background information on the materials needed to
follow your project because the information and experience of the readers with the subject and

materials involved may vary.

2.2.1 Color Histogram as (feature-based algorithm)

They share a pixel value-based signature for each picture which set the foundation for comparison.
However, only the color signature for photo recuperation is included. General image color
recovery systems, as used in the extraction process, can be categorized into three categories:
histogram, color mapping and area-based scan. Two color spaces analyze graph-based analysis

methods.



A color space is described in the form of intensity values as a model to show a color. A color space
usually describes a spectrum between one and four measurements. Just two 3D color spaces, rot,

green and blue, and HSV, are screened (hue, saturation and value).

The histogram scan differentiates a picture by its color or histogram distribution. The similarity of
the color graph representations was calculated by varying histogram spacing. The most widely
employed is the Euclidean interval and its variants. A strong connection with the semantics of the
picture occurs in the process for indexing color cards. However, restored photos might not be
semantic with the same color distribution, but with a common color scheme.

To use a good color space for a specific application, a color shift between color spaces is
appropriate. Because of its strength and the separate color detail, HSV is sufficient color space
than RGB. The perceived color shifts should be retained in decent color space for the photo
recovery method. In other terms, the variations in figures must be around the disparity that an
individual perceives. Then it is more difficult to change from the HSV region to the RGB than
the equations (1), (2), (3). We have a separate equation for and sector of the color triangle owing

to the color knowledge existence.
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Where H is hue, S is saturation, B is blue, R is red and G is green.

The disadvantage of displaying a general histogram is that it ignores information about its position,

shape, and texture. The color diagram is irregularities with rotation, scaling, lighting differences,

and image noise without any sense of human perception. Therefore, new algorithms are introduced

to overcome this limitation.

2.2.2 Corner and Edge Detectors

The corner angle indicator must match the following criteria:

e Consistency: The identified positions must be insensitive to noise diversity and, above all,

must not move when several images are taken from the same scene.

e Accuracy, angles should be detected as close as possible to the correct positions.

e Speed - Even the best angle detector is useless if it's not fast enough.

The Harris corner detector is a popular point-of-interest detector due to its strong stability towards

rotation, scaling, and image noise are all determined by the autocorrelation function in eq (4).



Harris managed to discover the powerful features in a given image that meet the requirements that

meet the first two criteria above.

Cey) = ) N6 v) — 105+ &, it )P (@)

Where I denote the image function and (xi, yi) are the points in the window W (Gaussianl)

centered on (X, y) and matrix C (X, y) captures the intensity structure of the local neighborhood.

2.2.3 SIFT

SIFT (Fixed Scale Feature Transformation) was first proposed by Lowe to perform better object
recognition performance. Due to its benefits in terms of stability in terms of size, rotation, and
affine transformation, SIFT is rapidly being used in many application areas, individually in
biometrics. The main criterion for SIFT is to find sharp points in the scale space, filter them to get
stable points, and then extract local features of the images around these fixed points so that local

descriptors for matching are generated from these local features.

SIFT is divided into four principal forms: a) detection of the measurement room, b) location of the
main point, ¢) routing assignment, and d) primary point descriptor. In the first stage, a Gaussian
difference function (DOG) was used to identify potential interest points consistent in both

measurement and orientation. DOG was used instead of Gauss to improve the calculation speed.

Main point localization step, points with low contrast are ignored, and the edge response is
canceled. A Hessian matrix was used to calculate major bends and reduce key points whose ratio
between major curves is greater than the ratio. The trend graph was formed from gradient
directions of sampling points within an area around the main point to have a guiding task.
According to experiments, the best results were obtained using four x four sets of graphs with

eight direction fields. The SIFT descriptor used is therefore 4 x 4 x 8 = 128 dimensions.

10



2.3 REVIEW OF RELATED WORK

2.3.1 Single-Modal Fingerprint Identification System

Hoyle et al. [9] The proposed methods use patterns based on triple details in a hierarchical order,
using not only detailed conditions but also applying mountain data to keep up the association

between certain data.

[10] Kumar et al. He communicated an insubordinate demeanor towards oppressing the individuals
who utilize outside advanced pictures. This paper incorporated the shortfall of a picture of the
photo. To limit size contrasts, pivot, and acknowledgment of associated pictures, fingers are

changed. The consequences of the test brought about 1.39% blunder.

2.3.2 Face Recognition Single Modal Solutions

There are numerous wide outcomes for top caliber from face acknowledgment model. [11]
Jimenez et al. Advanced function architecture suggested for delivery of face contouring artificial
prejudice. The mixture of self-configured vectors and location factors dependent on thin layer
distortion is achieved with.

A groundbreaking provocation for face recognition in 2017 was launched by Apple [12]. The face
recognition technology utilizes deep learning to boost identity precision continuously. The [Phone

X brand has utilized this methodology and its clients think it is intense.

2.3.3 Iris Recognition Devices Single Modal

A combined framework dependent on spontaneous projecting and sporadic definitions was
proposed by Pillay et al. [13]. His approach will cope with simple distortions to produce an
impression of an iris. This method will result in over 96 percent production. This paper does not
demonstrate machine output.

[14] Thafalingen et al. It dealt with conditions, such as image quality and iris scale, which are
critical in operation. They offered unlimited registration framework requirements in smart devices.
They got numerous proposals for construction. The high performance of two of these prototypes

was over 97 percent. They also deliver moderate ease of use and protection.
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Regas et al. [15] used an eye movement identification tool to resolve the danger presented by a
falsification iris as a separation between an artificial iris and the real iris. The test findings, focused
on a data collection of 200 participants, revealed that the device was able to obtain a normal
ranking from 96.5% with FAR 3.4% and FRR 3.5%.

[16] Bodied et al. a method focused on the variability of the pupil size to restrict the internal feature
of the iris. The pupil size changes with the strength of the light, so the vitality of the iris can be
calculated on the basis of its variety. The samples were taken of 380 photos of 64 individuals in

experimental experiments. The iris position efficacy of the eye samples was 98.48 per cent.

2.3.4 Modal single finger recognition system

K.R Park et al. [17] It was presented as a way of recognizing three-dimensional finger muscles
with a different dimension to previous exercises. First, the localized knowledge was collected
without separation of the finger muscles based on the localized double model (LBP). Finger
muscles were removed on the second method of feeding. The third component is the SVM system
that connects the LBP accounting values.

N. Miura et al. [18] He presented a strong procedure for eliminating the muscles of the finger. A
human examination strategy that centers around the unique finger impression markers executed.
Some of the time the white infrared example humiliates the abundance bone of the fingers, tissue,
and muscles.

Jadhav et al. [19] It has been shown that biodegradable unique finger impression is more effective
with lower creation cost, more productive than other organic structures. A best in class handling
framework was utilized, which incorporated a Multi-Purpose Modeling Tool (FPGA) to work with
tile models. The test outcomes were acquired by 96% and 4% FRR.
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2.4 SUMMARY

Table 1.2: Comparison Overview of various forms of biometric systems by different

functionality [5].
Ref. System Type - Applied Accuracy (3) Usability (5) Support
Biometric FAR | FER | FER | UV UQ PM EE Security
SCOre | SCOre | sScOre | score | score | score | score (5)
[#] Single modal - Finger print 1 1 1 2 2 1 2 0
[10] Single modal - Finger knuckle 3 3 3 2 3 3 3 0
[11] Single modal - Face 1 1 1 3 1 1 3 1
[12] Single modal - Face 2 2 2 3 1 1 3 3
[13] Single modal - Iris 3 3 3 2 3 3 1 2
[14] Single modal - Iris 3 3 3 2 3 3 1 2
[15] Single modal - Iris 2 2 2 2 3 3 1 2
[16] Single modal - Iris 3 3 3 2 3 3 1 2
[17] Single modal - Finger Vein 2 2 2 2 3 3 3 3
[18] Single modal - Finger Vein 3 1 2 3 2 2 2 2
[19] Single modal - Finger Vein 3 2 2 2 3 3 3 3
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3. METHODOLOGY

3.1 ANALYSIS OF EXISTING SYSTEMS

Iris CASIA-V1 to approximate the performance, data sets are used. The set of data comprises fifty

individuals and five samples are taken in two sessions by each participant. For each module, we

use four samples and a reference sample. Both samples are held in 320*280 JPG format.

3.2 REQUIREMENTS OF THE PROPOSED SYSTEM

3.2.1

3.2.2

Functional Requirements

Supported Web Servers:
» Apache server
Processing Program:
» MATLAB
PHP Compatibility:
» PHP
Storage:

» SQL 4.1.20 or newer

Non-Functional Requirements

System Component: Back-end Server is based on a combination of system architecture and
performance. We use MVC (Model, View and Controller) design pattern.
Storage space (Database) is based on the number and capacity of the hard drives or
databases built into the system. It is used to store user information such as location, personal
information and product information.
Web Service is an important part of the system design. We need API to connect to

MATLAB to segment iris image and extract iris features.
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Enrollment Stage
+

Username

3.3 PROPOSED SYSTEM ARCHITECTURE

Testing Stage

Identification

I B Usernamse
i
x L Password
Row Sample [
I
Verification
- Teamplate
Localized P
Pupil Database Perform
P Localization
and Feature
Segment — extraction on

Tested Image

Evelashes

Template

Feature
Extraction

Feature
Selection

Figure 3.1: System Diagram

3.4 DEVELOPMENT METHODOLOGY

Either UML or DFD is recommended for this purpose. If you use the DFD, then use the

corresponding diagrams (instead of use case and sequence diagram).
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3.4.1 Use Case Diagrams

Advanced
search

Control
Panel

/
include

Add Post
/ ~ include ~__— .
’."/ include
/ include
/ —
/ include
/ S
fr . .
/ Delete Post
/
f!
/
.'j .
/ |
o~ / (
Admin

/
_fl. ~
. B — include \

+— include
. Control Panel
User include
Log out
Upload image extend
Manage DB
i include
Segmentation i
include Preprocessing
extend

include

extend

Locating Iris
Show Identification

include
Feature extraction

Normalization

extend

Feature selection

Figure 3.2: System Use case
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3.4.2 Sequence Diagram

Admin System Database

Request to Login

Notification/Access

wilte
Request to upload image Validate and
Upload Image
Valid/not valid |

Confirmation Message

Itera#lons Write

¢

Request to
Performlris

Preprocessing Add Normalized Iris

Iteraltions
Request to | Wiite
Perform Iris
Feture Selection Add Features
and Extraction
|
]

Figure 3.3: Sequence Chart
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3.4.3 Activity Diagram

) Show Identification
Upload image Manage DB Score

Feature

Feature Selection

Preprocessing

Extraction

Figure 3.4: Admin Activity Chart
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4. SIMULATIONS RESULTS
4.1 OVERVIEW

A single bio-model with an iris is the suggested framework as seen in Fig 3.1. There are two
distinct steps in the current method. The first step is to define the iris (record) stage that consists
of three steps, such as B. Pretreatment, practical method extraction and database prototype storage.

The second stage is the level of contrast, which is based on the score level.

Enrollment Stage Testing Stage

Identification

Username
and
Password

Werification

La:rcah_zed —

Pupil Localization
and Feature

Segment extraction on
Evelashes Tested Image

Feature
Extraction

Make
Feature Decision

Selection

Figure 4.1: System Phases
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4.1.1 Step of preprocessing

The iris recognition model at this level has two major methods, for example position and

segmentation. The effects of each method are seen in fig.4.2 in the iris recognition system.

a) Sample of originalrow  b) Image located

c¢) Image segmented

Figure 4.2: The results of Iris preprocessing
4.1.2 Processing of Features

Now, there are two primary territories, for example, recruiting and determination alternatives that
are additionally accessible. Figure 3.3 shows the arrangement of extraction and choice of normal
irises. The outcome is appeared in Figure.3.3 from each progression. We utilize distinctive
extraction calculations, like SIFT, SURF, PCA, sharp point, and fast SIFT calculation.

This algorithm addresses the following noise problems in the sampling image, for example:

a) Size Challenge: Photographed or saw for size.

b) Challenge of orientation: the picture reported or checked is rotated towards each other.

c) Challenge for occlusion: incomplete coverage or interferences with another item in the
recorded or checked picture.
d) Translation challenge: In a new space, like a huge or dim light volume, the speculate picture

is caught or shown.
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The Gaussian scale space L(x,y,¢) of an image 1s represented as the convolution
method G(x, y, ¢) of varying widths % with the input image I(x, v):

L(x,y,0) = G(x,y,0) * I(x,y) (1)

D(x,y,0) = L(x,v,ko) — L(x,y,0) (2)

where k 15 a fixed multiplicative parameter i range space. The DoG are utilized for
various purposes. Initially, 1t 1s an effective function that requires minimum
calculation power to measure: The smoothed images L(x,v,0) require to be
calculated for scale space pattern description and therefore, D can be calculated by
simple subtraction. Every image sample within a 16x16 window around each key
point, the gradient magnitude, m, and its orientation, #, are computed using pixel
differences:

Lixy+1)— L{xy-1)

8(x,y) = arctan

(3)

Lix+1Ly)— L{x—-1y)

Figure 4.3: Effects of iris normalization function

4.1.3 Step of matching

200 iris samples were selected from 50 individuals during the matching process; each participant
has four photos during the training phase. Fifty iris samples were used by 50 individuals during
the research stage. These models are gotten from the CASIA-v1 arrangement. Hamming, cosine
and Euclidean are the detoxification strategies that are utilized when they are utilized. Allot the
littlest space of a similar rating class on the off chance that it is underneath the limit prerequisite.
Something else, there is an imprint in the diverse rating class on the off chance that it is over the

base. The techniques utilized for distance are:

a) Method Euclidean Equation
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d(x,y) = X (o — y)? “)

b) Equation of Cosine Distance

d(x,y) = 1— _ Ziza(ey) (5)
1’2?;1952*2?:1372

c) Equation of Hamming Distance

d(x,y) = X1 6(xi,¥:) (6)

Figure 4.4: Iris matching process example Iris
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4.2 INTERFACE DESIGN
4.2.1 Admin Pages

4.2.1.1 Enrolment Pages

— Original Image Localized Image
o)
No photo selected /\/\
No Image
— Segmented Image Normalized Image
XN N
No Image No Image

Log

Please Select Image First

— Options —

Choose File Mo ...sen

Remove D3

Figure 4.5: (a) Enrollment System
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—— Options

—— Original Image Localized Image
7 [ Choose File | o ...sen
N
& ¢ ———
; Y &
\_':L. ... Name
- |
PROCESSING DB#
Segmented Image Normalized Image _
features#
. - I
o & Time#
. @ . L ]
PROCESSING PROCESSING
Removs DS
Log
File is being Processed..
Figure 4.5: (b)Enrollment System
—— Options

——  Original Image

Localized Image

—— _Segmented Image

Log

Processing Complete

Choose File |No ...sen

Name |[S1001R01 jpg

DB«

I

features#

30
Times  |0.07

| I

Remove DB

Figure 4.5: (c)Enrollment System
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4.2.1.2 Testing Pages

Testing Image

Processed Image ——

PROCESSING

—— Options —

Log

Testing image is being Processed..

Choose File |No __sen

Name |S1001ROS jpg

DB#

featuress
Times#

Matching

I

Remove DB

Figure 4.6: (a)Testing System

——  TestingImage

Processed Image

Log

Processing Testing image Completed

—— Options

Choose File |No .._sen

Name |S1001R05 jpg

DB+

features#
7

Times 0.

i

Matching

Remove DR

Figure 4.6: (b)Testing System
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4.2.1.3 Matching Pages

——  TestingImage

——  S1001R05,jpg $1001RO01.jpg 51001 Roz.i'pg

—— Matching=089 — Matching=0.04517 Back Home

{ « '.__J\ i N PR
—— SI001RO3jpg —— 51002R01pg

Figure 4.7: Matching System
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4.2.2 User Pages

4.2.2.1 Registeration

Iris Sample 1
| Choose File | No file chosen

Iris Sample 2
Choose File | No file chosen

Iris Sample 3
| Choose File | No file chosen

| agree with terms and conditions

Already have an account? Sign In

Figure 4.8: User registration System
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4.2.2.2 Login

| Choose File | No file chosen

Sign In

Figure 4.9: User login System

4.2.2.3 Profile Page

A Hi, sara
Q -

=
-«

sara khaled

Hi every body !

Figure 4.10: User profile System
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5. SYSTEM IMPLEMENTATION
5.1 INTRODUCTION

Tests will be run on Windows 10, 17 processors, and 8GB of RAM to guarantee ideal execution
and execution. To perform the tests, we use MATLAB and Apache servers. For proficient
machines, MATLAB is an elite language. MATLAB is utilized to discover, benchmark, and
separate Iris capacities and label them. To store the model in a data set and use synchronization
strategies, the Apache supplier is utilized. FREE Iris CASIA-V1 is utilized for recognition. The
set of data comprises fifty individuals and five samples are taken in two sessions by each
participant. For each module, we use four samples and a reference sample. Per sample is processed

in a 320*280 JPG file. Table 1 describes the data collection and the system specification.

Table 1.3: Specification of data and machine

Microprocessor Intel core-i7

Dataset CASIA-V1 for IRIS

File format Image JPG

Platform Windows 10

Main Memory 8GB

Dimensions 320*280

Data size 5 images for each person
We have 50 Persons

29



5.2 SAMPLE APPLICATION CODES

funetion [gradient, or] = canny(im, sigma, scaling, vert, horz)

¥scaling = vert;
yscaling = horz;

hsize = [C*sigma+!, C*sigma+.]; % The filter size.

gaussian = fspecial('gaussian' hsize, sigma);
im = filterZ2(gaussian,im); % Smoothed image.

im = imresize(im, scaling);
[rows, cols] = size(im);

h= [ im(:,2:cols) zeros(rows,.) ] - [ zeros(rows,!) im({:, :cols-1) 1;
v= [ im(Z:rows,:); zeros(l.,cols) ] - [ zeros({l.,cols); im(l:rows-.,:) 1;
dl = [ im(Z:rows,”:cols) zeros(rows-.,l); zeros{l.,cols) 1 - ...
[ zeros({l,cols); zeros{rows-1,1) im({l:rows-1,l:cols-1) 1:
d2 = [ =zeros(l.,cols); im(l:rows-.,Z2:cols) zeros(rows-1,1); 1 - ...
[ zeros({rows-.,.) im(Z:rows,!:cols-1); zeros(l,cols) 1:;

X
¥

(h+ (dl +d2)/2.0 ) * xscaling;
( v+ (dl - d2)/2.0 ) * yscaling;

gradient = sgrt(X.*X + ¥.*Y);
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function [circleiris, circlepupil, imagewithnoise] = segmentiris {eyeimage)

SCASTA

lpupilradius = 28;
upupilradius = 75;
lirisradius = 50;
uirisradius = 150;

SLIONS

lpupilradius = 3Z2;
upupilradius = 85;
lirisradius = 145;
uirisradius = 1€95;

d? o of of of

% define scaling factor to speed up Hough transform
scaling = 0.4;

reflecthres = 2410;
% find the iris boundary

[row, col, r] = findcircle(eyveimage, lirisradius, uirisradius, scaling, 2,

function hd = gethammingdistance (templ, mkl, tempZ, mk2, scales)
templatel = importdata(fullfile (templ))

maskl = importdata(fullfile (mkl)) ;

template? = importdata(fullfile (temp2)) :

maskZ = importdata(fullfile (mk2)) ;

templatel = logical {(templatel) ;
maskl = logical (maskl) :;

template? = logical (templateZ) ;
maskZ = logical (maskZ) ;

hd = NaN;

% shift template left and right, use the lowest Hamming distance
Elfor shifts=-5:8

templatels = shiftbits(templatel, shifts,scales);
maskls = shiftbits(maskl, shifts,scales)

mask = maskls | maskZ;

nummaskbits = sum({sum{mask =— 1}) ;

totalbits = (size(templatels, ) *size(templatels,®)) — nummaskbit:
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function im = nommaxsup (inimage, orient, radius)

if size(inimage) ~= size(orient)
errcr {'image and orilentation 1mage are of different sizes');
end

%if radius < 1
error {'radius must be >= 1');
end
[rows,cols] = size(inimage) ;
im = zeros(rows,cols); % Preallocate memory for output image for speed

iradius = ceil (radius) ;

% Precalculate % and y offsets relative to centre pixel for each orientation angle

angle = [0:180] .%pi/f 50; % Array of angles in 1 degree increments (but in radians)
xoff = radius*cos(angle) ; % x and v offset of points at specified radius and angle
yoff = radius¥*sin{angle); % from each reference position.
hfrac = xoff - floor(xoff); % Fractional offset of xoff relative to integer location
virac = yoff - floor(yoff); % Fractional offset of yvoff relative to integer location
%orient = fix{orient)+.; % Orientations start at 0 degrees but arrays start
% with index 1.

% Now run through the image interpolating grev values on sach side

5.3 SYSTEM TESTING

e FAR: The chance to perceive a phony enrollment as a substantial enlistment.

Number of Falsely accepted images
Yaep 2% ¥ 100%

Total number of imposter (1)

FAR =

e FRR: A chance to get to know a certified recorder as another option.

Number of Falsely reject images
FRR = Yy : * 100%

Total number of genuine 2)

e EER: Enter the sign when the FAR line meets the FRR line.
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5.4 RESULTS

Subjection research is directed utilizing various deduction procedures, including straightforward
mark discovering, PCA, SURF, SIFT, FSIFT. We used separate algorithms for each experiment.
The measurement findings are presented in Table 5 for each trial. The FAR and FRR charts are
presented in Figures 1,2 and 3 for each distance match algorithm. For each experiment, the time

consuming map as shown in Figure 4.

Table 1.4: Precision and protection effects as various role extraction techniques are implemented

using different algorithms.

Methods Distance Required
Measure FRR % FAR % Time Accuracy %
(sec)
Canny Euclidean 0.0813 0.069 180 91
Edge Cosine 0.533 0.339 192 89
detection Hamming 0.132 0.039 176 92
Euclidean 0.036 0.0039 228 96
SIFT Cosine 0.434 0.0244 280 94
Hamming 0.031 0.0019 216 97
Euclidean | 0.093 0.0052 178 95
SURF Cosine 0.152 0.0113 202 93
Hamming 0.044 0.0022 158 96
Euclidean | 0.081 0.0071 188 94
PCA Cosine 0.362 0.0250 212 90
Hamming 0.088 0.0058 195 92
Euclidean | 0.032 0.0042 118 97
Fast SIFT | Cosine 0.073 0.0093 130 95
Hamming 0.025 0.0015 103 98
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FAR and FRR Chart when
using Euclidean Distance

0.1
0.09
0.08
0.07
0.06
0.05
0.04
0.03
0.02
0.01
0
Canny SIFT SURF F-SIFT
OFAR OFRR

Figure 5.1: FAR and FRR assessment results dependent on Euclidean algorithm for each
extraction function.

FAR and FRR Chart when
using Cosine Distance

0.6
0.5
0.4
03
0.2
0.1
0 — 1
Canny SIFT SURF F-SIFT
OFAR DFRR

Figure 5.2: FAR and FRR evaluation outcomes dependent on a Cosine algorithm for each
function extraction algorithm
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FAR and FRR Chart when
using Euclidean Distance
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Figure 5.3: Evaluation FAR and FRR outcomes dependent on the Hamming algorithm for each
extraction function
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Figure 5.4: Results of time consumption for each extraction algorithm
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6. CONCLUSIONS AND FUTURE WORK
6.1 CONCLUSIONS

A clever, single mode pattern recognition framework is proposed with different characteristic
extraction and distance match algorithms to classify a person's identities. In this project. This
innovation learns the exceptional iris examples and attributes of every person to manage an
assortment of deterrents, like false ID, helpless picture quality, clamor, and climate stuns. Various
expertise was conducted using the Hamming distance algorithm to evaluate the comparison of the
individual to the previously entered data in a data collection comprising 50 individuals. With a
false acceptability and false rejection rate of 0.0015% and 0.025%, the findings of the suggested

method were 98% more accurate.

6.2 FUTURE WORK

This should encompass two fields: firstly, emerging research and development areas guided by the

initiative and secondly, works that have not been finished owing to time limits and/or difficulties.
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