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ANOMALY DETECTION IN INTERNET OF MEDICAL THINGS USING
DEEP LEARNING

SUMMARY

The increasing adoption of the Internet of Medical Things (IoMT) in healthcare
systems offers transformative benefits in patient monitoring, real-time diagnostics and
automated medical services. However, this growing integration of interconnected
medical devices into healthcare infrastructures simultaneously opens up critical
cybersecurity vulnerabilities. [oMT environments are particularly vulnerable due to
their device heterogeneity, constrained computational capabilities and the high-stakes
nature of patient data and services. Traditional signature-based intrusion detection
systems (IDS) fall short in handling modern and evolving network threats, particularly
zero-day attacks and subtle anomalous behavior that may not match known malicious
patterns. Consequently, there is a pressing need for intelligent anomaly detection
solutions that are capable of learning complex attack patterns from network data in
[IoMT contexts.

This thesis presents a comprehensive investigation into machine learning (ML) and
deep learning (DL) approaches for network-based anomaly detection using the
CICIoMT2024 dataset, one of the most comprehensive benchmark datasets in this
field. The goal is to evaluate and compare the effectiveness of different algorithms in
classifying network traffic into normal and various anomalous categories, thereby
providing a strong baseline for future [oMT security frameworks. The dataset includes
traffic from diverse IoMT devices and comprises 18 distinct attack classes in addition
to benign data. Our experiments are structured around three classification tasks: binary
classification (benign vs. anomalous), 6-class classification (aggregated attack
categories) and 19-class classification (fine-grained attacks).

In the baseline evaluation, traditional machine learning models such as Logistic
Regression, Random Forest and AdaBoost were trained using standard pipeline
techniques involving data cleaning, class balancing, and performance metrics
evaluation. For the binary classification task, Random Forest performed exceptionally
well, achieving an accuracy of 0.98 along with high precision and recall,
demonstrating that classical models are still highly effective for simple anomaly
detection tasks where the decision boundaries are more clearly separable.

To address more complex classification tasks, deep learning architectures were
introduced. These included Dense Neural Networks (DNN), 1D Convolutional Neural
Networks (Conv1D), Recurrent Neural Networks (RNN), Long Short-Term Memory
(LSTM) networks and Attention mechanisms. Furthermore, we proposed hybrid deep
learning models that combine RNN layers with LSTM units and Attention
mechanisms. The hybrid model architecture, specifically the RNN + LSTM +
Attention stack, demonstrated superior performance in handling multivariate time
series data with spatial and temporal dependencies. This model achieved an accuracy
of 0.99 in binary class task, 0.82 in the 6-class task and 0.66 in the 19-class task,
significantly outperforming the standalone models.
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The attention mechanism enhanced the model's capacity to focus on the most
informative time steps, particularly in sequences where anomalous behavior manifests
intermittently or subtly. This capacity to dynamically prioritize relevant temporal
features proved crucial in distinguishing between closely related attack types, such as
DoS vs. DDoS or Spoofing vs. Benign traffic. Additionally, the inclusion of stacked
layers in the hybrid models allowed for multi-level abstraction, enabling the model to
learn both short-term patterns (through RNN layers) and long-term dependencies
(through LSTM layers).

Despite these promising results, the research identified several limitations. First, the
reliance on a single dataset, albeit comprehensive, may limit generalizability. Second,
deep models entail considerable computational overhead, rendering them less feasible
for real-time or edge deployment without optimization. Lastly, class imbalance, even
after downsampling, remains a challenge in training fair and unbiased models,
especially when detecting underrepresented attack types.

To overcome these limitations and further advance the field, several recommendations
for future work are proposed. One major direction involves optimizing models for real-
time deployment on edge devices using model compression techniques like weight
sparsification, reduced-precision formats and teacher-student training frameworks.
Another crucial area is explainability—employing tools like SHAP, LIME, or
attention heatmaps can help visualize decision-making processes and provide insights
into model behavior, thereby increasing trust in Al-powered intrusion detection
systems. Moreover, expanding the dataset to include traffic from newer IoMT devices
and communication protocols would enhance generalization and adaptability to real-
world conditions.

Feature engineering is another avenue for improvement. Re-extracting and enriching
feature sets from raw pcap files could uncover new, more discriminative patterns—
especially those that are currently indistinguishable using the existing features. This
could also improve classification performance for subtle or overlapping attack types.
Furthermore, adaptability to dynamic conditions in [oMT networks, which frequently
experience changes in traffic volumes, device states, and operational contexts, is
critical. Online learning, domain adaptation, and continual training approaches could
help ensure models remain effective over time.

Lastly, cross-dataset generalization and benchmarking are necessary to test the
robustness and transferability of proposed models across different network
environments. Evaluating the trained models on other benchmark datasets or real-
world IoMT traffic can reveal the degree to which these systems can handle diverse
operational scenarios and novel attack strategies.

In conclusion, this thesis provides a thorough and structured comparison of various
machine learning and deep learning methods for anomaly detection in [oMT networks
using a large, realistic dataset. The findings underscore the potential of hybrid deep
learning models with attention mechanisms to outperform traditional techniques in
complex classification tasks. Nevertheless, realizing practical and generalizable
solutions requires further efforts in dataset diversification, model explainability,
optimization for edge devices, and adaptive learning strategies. As healthcare
continues to evolve into a more connected and data-driven domain, robust and
intelligent anomaly detection systems will play a crucial role in protecting patient data
and ensuring the continuity and security of critical medical services.
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DERIN OGRENME KULLANARAK MEDIKAL NESNELERIN
INTERNETI'NDE ANOMALI TESPITI

OZET

Saglik hizmetlerinin dijital doniisiimii, dzellikle Tibbi Nesnelerin Interneti (IoMT)
teknolojilerinin yayginlasmasiyla birlikte Onemli bir ivme kazanmistir. IoMT,
sensorler, giyilebilir cihazlar, implantlar, akilli monitorler ve hasta takibi yapan tibbi
sistemlerin internete baglanarak veri toplamasi, islemesi ve paylasmasini miimkiin
kilan bir altyapidir. Bu sistemler; uzaktan teshis, gergek zamanl hasta izleme, ilag
takibi, acil miidahale sistemleri ve ameliyat sonras1 bakim siire¢lerinde kullanilmakta,
hasta giivenligini ve saglik hizmetlerinin verimliligini artirmaktadir. [oMT sayesinde
doktorlar, hastalarla fiziksel temasa gerek kalmadan siirekli veri akis1 saglayabilirken,
erken teshis ve hizli miidahale olanagi da saglanmaktadir.

Ancak bu dijitallesme siireci, beraberinde ciddi giivenlik aciklarini ve siber tehditleri
de getirmektedir. IoMT sistemleri, hem bireysel hem kurumsal diizeyde biiyiik
miktarda hassas veriyi isler. Bu veriler; hastanin kimlik bilgileri, tibbi ge¢misi, anlik
saglik durumu ve tedavi siireci gibi kritik igerikler barindirir. Bu tiir bilgiler siber
saldirganlar i¢in olduk¢a degerli olup, fidye yazilimlari, veri sizintilar1 ve kimlik
hirsizlig1 gibi saldirilara davetiye c¢ikarmaktadir. Ayrica, IoMT cihazlarinin ¢ogu
siirli islem giicline ve enerji kapasitesine sahip oldugundan, geleneksel gilivenlik
protokollerini uygulamakta zorlanmakta ve bu durum onlar1 daha savunmasiz hale
getirmektedir.

IoMT sistemlerinde karsilagilan baslica tehditler arasinda veri gizliligi ihlalleri, hizmet
kesintileri, yetkisiz erisim, cihaz sahteciligi, yazilim acgikliklarinin kotiiye
kullanilmast, kotii amagli kod enjeksiyonu, fiziksel giivenlik aciklari ve tedarik zinciri
saldirilart yer almaktadir. Ayrica, bu cihazlarin bircok farkli iretici tarafindan
gelistirilmesi ve genellikle merkezi olmayan yapilara sahip olmasi, gilivenlik
yonetimini daha karmasik hale getirmektedir.

Tibbi Nesnelerin Interneti (IoMT) aglarinda, trafik hem iyi huylu (benign) hem de kotii
niyetli (malicous) faaliyetlerden olusabilir. Iyi huylu trafik, herhangi bir zararli amag
olmaksizin rutin veri toplama ve iletimi gibi cihazlar arasindaki normal iletigimi ifade
eder. Ancak, cesitli siber saldir tiirleri bu aglar1 bozabilir. Bir Hizmet Reddi (DoS)
saldirisi, kaynaklarini tiikketmek ve kullanilamaz hale getirmek i¢in ¢ok sayida istekle
tek bir cthazi veya sunucuyu hedef alir. Bunun daha ciddi bir versiyonu, birden fazla
tehlikeye atilmis cihazin ayn1 anda hedef sistemi sular altinda birakarak kurtarmay1
daha da zorlagtirdigi Dagitilmis Hizmet Reddi (DDoS) saldirisidir. Sahtecilik, bir
saldirganin yetkisiz erisim elde etmek veya iletisimi engellemek icin IP veya MAC
adresleri gibi verileri tahrif ederek kendisini giivenilir bir cihaz gibi gizlemesini igerir.
Kesif (Recon) saldirilari, agda giivenlik agiklarini aragtirmak, hassas bilgileri toplamak
ve gelecekteki istismar i¢in sistemin mimarisini haritalamak i¢in kullanilir. MQTT gibi
hafif iletisim protokollerinin yaygin oldugu loMT'de saldirganlar, kotli amacl yiikler
enjekte etmek, veri akislarin1 ele gecirmek veya cihazlar ile sunucular arasindaki
mesajlasmay1 bozmak i¢in MQTT tabanli giivenlik agiklarindan yararlanabilir. Bu

XXxi



cesitli tehditleri anlamak ve tespit etmek, IoMT sistemlerinin biitiinliigiinii, gizliligini
ve kullanilabilirligini korumak i¢in 6nemlidir.

IoMT sistemlerinin sundugu avantajlardan en iist diizeyde yararlanabilmek i¢in, bu
sistemlerin karsi karsiya oldugu siber giivenlik tehditlerine karsi gelismis koruma
stratejilerinin gelistirilmesi ve uygulanmasi biiyiik 6nem tagimaktadir. Bu yiiksek
lisans tezinde, IoMT aglarinda ortaya ¢ikan siber glivenlik agiklarinin tespiti amaciyla
gelismis anomali tespit yaklagimlari arastirilmis ve derinlemesine incelenmistir.
Aragtirmanin temel amaci, modern ag trafigi i¢inde normal ve anormal davraniglari
ayirt edebilen, 6grenme yetenegine sahip makine 6grenmesi (ML) ve derin 6grenme
(DL) tabanh ¢oztimler gelistirmek ve degerlendirmektir. Bu dogrultuda, giinlimiiziin
en kapsamli ve gergek¢i veri kiimelerinden biri olan CICIoMT2024 veri kiimesi
kullanilmistir. Bu veri kiimesi, ¢esitli [oMT cihazlarindan toplanan ag trafigi verilerini
icermekte olup 18 farkli saldir1 tiirinlin yani sira normal (benign) trafigi de
kapsamaktadir.

Tez calismasi ii¢ temel siniflandirma gorevi iizerine yapilandirilmistir: ikili
siiflandirma (zararsiz vs. saldir1), 6 smifli siniflandirma (saldir tiirlerinin kategori
bazinda gruplanmasi) ve 19 sinifli ayrintili saldir1 siiflandirmasi. ilk asamada, temel
makine 6grenmesi modelleri olan Lojistik Regresyon, Rastgele Orman (Random
Forest) ve AdaBoost algoritmalari uygulanmistir. Bu algoritmalar, standart 6n isleme
adimlarindan gecirilen veri iizerinde egitilmis; veri temizleme, smif dengesizliginin
giderilmesi ve temel basari metriklerinin (dogruluk, kesinlik, duyarlilik, F1 skoru)
hesaplanmas: siirecleri takip edilmistir. Ikili smniflandirma gérevinde Random Forest
modeli %98 dogruluk orani ile olduk¢a basarili sonuglar vermistir. Bu durum, karar
sinirlarinin belirgin oldugu basit gorevlerde klasik modellerin hala etkili oldugunu
gostermektedir.

Daha karmagik siniflandirma gorevleri i¢in derin 6grenme modelleri tercih edilmistir.
Bu kapsamda, Derin Sinir Aglar1 (DNN), 1-Boyutlu Konvoliisyonel Sinir Aglar
(Conv1D), Yinelemeli Sinir Aglar1 (RNN) ve Uzun-Kisa Siireli Bellek (LSTM) gibi
farkli DL mimarileri denenmistir. Bu modellere ek olarak, hibrid yapida olan ve RNN
ile LSTM katmanlarinin iizerine Dikkat Mekanizmasi (Attention) entegre edilen 6zel
mimariler tasarlanmistir. Bu hibrid model, zaman serisi tabanli ve ¢ok degiskenli
verileri isleyebilme kabiliyeti sayesinde daha karmagsik gorevlerde yiiksek basari
saglamistir. Ozellikle Yinelemeli Sinir Aglari, Uzun-Kisa Siireli Bellek ve Dikkat
Mekanizmasi ile olusturulan mimari, 2 sinifli gérevde %99, 6 sinifli gérevde %82 ve
19 sinifli gérevde %66 dogruluk orani elde etmistir. Bu oranlar, tek bagina kullanilan
DL mimarilerine kiyasla 6nemli bir gelisme ortaya koymustur.

Dikkat Mekanizmas1 (attention), modelin giris verilerindeki en anlamli zaman
adimlarina odaklanmasini saglayarak, 6zellikle saldirt davranislarinin aralikli veya
gizli bigimde ortaya ¢iktig1 durumlarda énemli bir avantaj saglamistir. Bu sayede,
normal trafik ile benzer 6zellikler tasiyan DoS ve DDoS gibi saldir tiirlerinin ayrimi
daha basaril1 bir sekilde gergeklestirilmistir. Ayrica, hibrid modellerin katmanli yapasi,
verideki hem kisa vadeli (RNN katmanlar1 ile) hem de uzun vadeli bagimliliklar:
(LSTM katmanlari ile) yakalayabilme imkani sunmustur.

Bu basarili sonuglara ragmen c¢alismada bazi kisitlar da tespit edilmistir. Oncelikle,
calismanin tek bir veri kiimesi ile sinirli olmas1 modelin genellenebilirligi agisindan
kisitlayicidir.  Ayrica, derin 6grenme modelleri yiiksek hesaplama maliyeti
gerektirdiginden, gergek zamanli veya u¢ nokta (edge) cihazlarda uygulanabilirlik
acisindan dezavantaj olusturabilmektedir. Sinif dengesizligi, her ne kadar 6rnekleme
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teknikleri ile azaltilmis olsa da, az temsil edilen saldir tiirlerinde model basarisinda
diisiis yasanmasina neden olmustur.

Bu kisitlarin iistesinden gelmek ve alana katki saglamak amaciyla tezde cesitli gelecek
calismalara ydnelik 6nerilerde bulunulmustur. Oncelikli olarak, gelistirilen modellerin
kenar cihazlarda (edge devices) c¢alistirilabilmesi i¢in model kiigiiltme yontemleri
(6rnegin pruning, quantization ve bilgi damitma - knowledge distillation) ile optimize
edilmesi Onerilmektedir. Bununla birlikte, modelin karar mekanizmasinin
anlagilabilirligini artirmak adina agiklanabilir yapay zeka (XAI) yaklagimlarina da yer
verilmelidir. SHAP, LIME veya dikkat 1s1 haritalar1 gibi araglarla modelin hangi
Ozelliklere gore karar verdigi gorsellestirilebilir ve kullanici giiveni artirilabilir.

Ayrica, veri kiimesinin zenginlestirilmesi ve farkli kaynaklardan gelen IoMT trafiginin
modele dahil edilmesi, genellenebilirligi artiracaktir. Ozellikle farkli protokoller, cihaz
tirleri ve kullanim senaryolari igeren yeni veriler, modelin daha genis kullanim
alanlarinda uygulanmasini saglayacaktir. Oznitelik miihendisligi (feature engineering)
alaninda yapilacak gelistirmeler, modelin daha ayrintili saldir1 tiirlerini ayirt
edebilmesini  kolaylastirabilir. Ozellikle mevcut 6zniteliklerin yetersiz kaldig
durumlarda, pcap dosyalarindan yeniden ve daha ayrintili 6znitelikler ¢ikarilmasi
model basarisini artiracaktir.

Modelin degisen trafik kosullarina ve gevresel degiskenlere uyum saglayabilmesi i¢in
cevrim i¢i 0grenme (online learning), siirekli 6grenme (continual learning) ve alan
uyumlamasi (domain adaptation) gibi teknikler de onerilmektedir. [oMT sistemleri
dinamik yapilara sahip oldugu i¢in bu tiir teknikler modelin zamana bagh
degisikliklere kars1 dayanikli kalmasini saglayacaktir. Bununla birlikte, gelistirilen
modellerin diger veri kiimeleri lizerinde test edilmesi, ¢apraz veri kiimesi genelleme
(cross-dataset generalization) konusunda Onemli bilgiler sunacaktir. Bdylelikle,
modellerin farkli sistemlerdeki saldirilara karsti ne derece etkili oldugu
degerlendirilebilecektir.

Sonug olarak, bu tez caligsmasi, [oMT aglarinda anomali tespiti igin gelistirilen klasik
makine 6grenmesi ve modern derin 6grenme tabanli yaklagimlarin kapsamli bir
karsilastirmasin1 sunmaktadir. CICIoMT2024 veri kiimesi iizerinde gergeklestirilen
deneyler sonucunda, 6zellikle hibrid DL modellerin ¢ok sinifli gérevlerde 6ne ¢iktigi
gozlemlenmistir. Dikkat mekanizmasi, zamana duyarli ve degisken yapili trafiklerde
karar verme siirecini 6nemli Olgiide iyilestirmistir. Ancak bu basariy1 ger¢ek diinya
kosullarina tasiyabilmek i¢in agiklanabilirlik, model kiiciiltme, veri kiimesi
cesitlendirme ve adaptif 6grenme alanlarinda yapilacak caligmalar gerekmektedir.
Saglik hizmetlerinin daha fazla dijitallestigi bu cagda, giivenli, 6lgeklenebilir ve akilli
saldir1 tespit sistemlerinin 6nemi her gecen giin artmaktadir. Bu calisma, gelecekte
gelistirilecek glivenlik altyapilar1 i¢in 6nemli bir temel teskil etmektedir.

xxiii






1. INTRODUCTION

Recent years have witnessed significant advances in the Internet of Things (IoT) with
increasingly larger quantities of Internet of Things devices. One of the most useful
applications of such an influence may be health, where Internet of Medical Things
(IoMT) is quick to become the new norm. IoMT devices make remote diagnosis,
chronic disease care and real-time monitoring of health possible in healthcare settings
as well as at home in patients [1, 2]. They can also possibly decrease the healthcare
network's workload and increase patient care [3]. But since most of the [oMT devices
work in unforgiving environments and are susceptible to handling sensitive patient

data, this increased connectivity also presents critical security and privacy concerns.

Unlike traditional IT systems, IoMT systems consist of a wide range of devices,
protocols and vendors. The systems are not necessarily configured with cybersecurity
capabilities and may be difficult to harden or lock down once deployed. Owing to this
reality, they become viewed as vulnerabilities in a network [4][5]. They are often
targeted by attackers for the intent of interfering with the provision of healthcare or
stealing personal information [6]. Security threats like denial-of-service attacks (DoS
and DDoS), spoofing, reconnaissance and protocol abuse have been on the rise in [oT-

based systems and the healthcare sector is no exception [7].

As the complexity of such systems increases, traditional rule-based security products
such as firewalls or signature-based intrusion detection systems are no longer
adequate. They lag behind new and unexpected attacks and can produce an
overwhelming rate of false alarms [8]. For these limitations, researchers have
increasingly resorted to using machine learning (ML) and deep learning (DL) to create
more intelligent, adaptive detection systems. These models can learn about real
network traffic and identify patterns that suggest unusual activity, even if there has not

been a previous incident of this kind of attack [9, 10].

Though the promise of ML and DL is great, they are contingent upon high-quality,
realistic data. Most that presently exist for IoT security research are stale, targeted, or

unrepresentative of the activity of actual medical devices. The CICIoMT2024 dataset



was created to help address that issue. It contains traffic from 40 devices (25 real and
15 simulated) and combines regular traffic with traffic belonging to 18 different
attacks. The attacks range across several categories, including MQTT-based, spoofing,
scanning attacks, DoS and DDoS. It was created using a controlled testbed that tried
to emulate real-world environments. For example, the researchers used traffic
collectors and Faraday cages in order to preserve data integrity [7]. This makes

CICIoMT2024 a good platform to test various cybersecurity solutions in medical IoT.

In this paper, we use CICIoMT2024 to explore how well different machine learning
and deep learning models can detect and classify attacks on IoMT devices. We
compare several well-known models, including Logistic Regression (LR), Random
Forest (RF), AdaBoost (AdaBoost) and Deep Neural Network (DNN), alongside more
complex deep learning models like 1D Convolutional Neural Networks (Conv1D),
Recurrent Neural Networks (RNNs), Long Short-Term Memory networks (LSTM)
and Attention mechanisms. Along with these advanced algorithms, hybrid model
architectures designed and tested These hybrid models are built to recognize spatial
and temporal patterns in network traffic, with the goal of improving the detection of

both common and subtle threats.

The dataset supports multiple classification options which range from binary (attack
vs. benign) to more detailed schemes such as six main attack classes or up to nineteen
sub-classes. Experiments focus on all of the 3 class groups indicating that some forms
of attacks are harder to differentiate from one another than others. For example, DoS
and DDoS traffic are often almost inseparable from one another, even to advanced
models and are regularly mislabeled. Likewise, spoofing and normal traffic can share
characteristics in common which confound the classifier. These challenges highlight
the need for more targeted experiments in future studies, maybe on individual pairs of

attack classes.

To help improve model performance, several data preparation strategies were applied.
These included removing duplicate entries and applying sampling techniques to reduce
class imbalance. Because some attack types had millions of entries while others had
only a few thousand, models tended to overfit to the dominant classes. Balancing the
dataset helped reduce this issue and made the results more stable. Layered model
architectures combined with thoughtful preprocessing led to better results, especially

when backed by clear sampling strategies and class balancing. Model performance was
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evaluated using standard metrics such as Accuracy, Precision, Recall and F1-score.
The initial dataset was split into 80% training and 20% test sets. 10% of the training
set is used for validation. This made the models get tested in a fair and sound way. The

major contributions of this research are:

» A detailed comparison of conventional machine learning algorithms and deep
learning models using a real-world Internet of Medical Things (IoMT) dataset.

» The development and experimental testing of a range of model architectures.

» An examination of problems in IoMT anomaly detection, such as

distinguishing between similar types of attacks.

The structure of this paper is as follows: Section 2 provides an overview of relevant
work and practices of IoT and IoMT anomaly detection. Section 3 introduces the
CICIoMT2024 dataset and explains preprocessing steps. Section 4 introduces the
models and methods of experiments. Section 5 explains experiments and proposes a
model architecture. Section 6 reports results and evaluation from experiments. Lastly,

Section 7 concludes the paper and proposes potential avenues of future work.






2. LITERATURE REVIEW

In this section, the existing literature on anomaly detection in the Internet of Medical
Things domain will be reviewed. In particular, the scope of network-based
cybersecurity risks and datasets generated in Internet of Medical Devices domain will

be evaluated.

2.1. Internet of Things (IoT) in Healthcare

The Internet of Things (IoT) has significantly changed many industries and healthcare
is one of the most impacted. The growing use of connected devices has led to the
development of the Internet of Medical Things (IoMT), which refers to medical
devices and systems that are connected through the internet or local networks [11].
Figure 2.1 represents the journey of sensor data within [oMT. These machines are
employed to collect information on health, support medical choice and increase the

standard of care especially in remote or ongoing patient monitoring [12].
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Figure 2.1. Internet of medical things (IoMT) representation.

IoMT includes a wide range of technologies from wearable fitness trackers to hospital-
based monitoring systems. Some examples of such devices are smart watches, smart
inhalers, pulse oximeters, sensors for blood pressure, heart rate and glucose levels.
Such devices can potentially monitor patients' conditions in real-time and notify
medical professionals allowing them to respond faster and create more individualized

treatment plans [13].

The CICIoMT2024 dataset, which we use in this study, includes network traftic from
40 different [oMT devices—25 real and 15 simulated. These devices represent typical

smart healthcare technologies used in hospitals and at home. Among the real devices



in the dataset are the iHealth Smart Gluco-Monitoring System, the EMAY portable
ECG monitor and the iHealth Blood Pressure Monitor, which help patients and doctors
manage conditions like diabetes, cardiovascular diseases and hypertension [7].
Additionally, they have featured smart home assistants for general health, such as
Google Home and Amazon Echo, which are occasionally included in health
monitoring systems. The collection contains high-risk, high-value target smart beds
for cyberattack in a hospital setting, as well as virtual insulin pumps and ECG

monitors.

These networked appliances bring considerable advantages: they reduce the necessity
for hospitalization, allow permanent monitoring of one's condition and even make it
possible to forecast upcoming significant medical events. For example, an ECG
monitor can detect abnormal rhythms beforehand, while a smart blood sugar monitor
can alert the patient in case of dangerous levels of blood sugar. During the COVID-19
pandemic era, remote health monitoring usage increased very rapidly, showing the

potential for such IoMT devices to deliver care outside of hospitals [14].

Most IoMT devices are low in computational resources and memory, also many are
not security design-based. They have outdated software, no encryption, or poor
passwords [15]. Once these devices become part of the overall hospital or home
network, they are vulnerable to being compromised by attackers. The data they handle,
e.g., medical history, vital signs, or personal identity, are highly sensitive and any

breach can have serious consequences to the patients as well as providers [16].

In this context, ensuring the security and reliability of IoMT systems is just as
important as their medical accuracy. It is no longer enough to rely only on firewalls or
basic authentication. As threats become more advanced, healthcare networks must
adopt intelligent and adaptive defense systems. This includes anomaly detection
models that can spot suspicious activity in real time and flag potential attacks before

they cause harm [17].

Overall, IoMT is transforming healthcare delivery by becoming patient-focused,
evidence-based and anticipatory. But where there is such revolution, there also arises
a growing need to secure the devices and information that make it possible. As the

number and variety of [oMT devices grow, future research must focus on formulating



intelligent, dynamic and scalable solutions that can make their use secure in both

clinical and home environments [18].

2.2, Security Challenges and Network Threats in [loMT Systems

2.2.1. Security challenges in iomt environment

IoMT systems will consist of highly heterogeneous devices that utilize lightweight
communication protocols such as MQTT and CoAP. These protocols are optimized
for low power usage and efficiency, occasionally at the expense of built-in security
features such as encryption or strong authentication. This implies that a wide range of
field-deployed IoMT platforms are relatively easy targets for attackers looking to take

advantage of unsecured ports, default passwords or firmware vulnerabilities. [19].

Patient Data Breaches

Data Integrity Compromise Network Vulnerabilities

Insecure Firmware and

Lack of Encryption Software Updates
Insufficient Authentlc.atlon Device Hijacking
Mechanisms

Unauthorized Remote Access

Figure 2.2. Security challenges in [oMT environment.

In hospitals, where device availability is a top priority, even routine security patches
are deferred to avoid service downtime. This leaves [oMT devices vulnerable to zero-
day attacks and focused exploitation. In addition, vendors' non-standardized security
policies render centralized monitoring and patching useless, leading to broken defense
profiles [20]. Figure 2.2 indicates comprehensive security challenges in IoMT

environment.



2.2.2. Network-based cyber threats in IoMT traffic

Communication within [oT ecosystems typically occurs between devices, edge
gateways and cloud platforms. This communication follows regular patterns and if
these patterns change, it could be a sign of suspicious activity. For example, unusual
frequency of heartbeat packet sends or greater-than-average payloads which could

indicate malicious activity.
There are several types of cyber threats specifically target [oMT network traffic:

» Denial of Service (DoS) and Distributed Denial of Service (DDoS): These
include attacks where the target server or device is flooded with unwanted
requests which causes denial of real access. In health scenarios, this can disrupt
life-critical services [21].

» Spoofing and Replay Attacks: Adversaries impersonate trusted nodes or resend
previously captured packets to mislead systems, for example, altering patient
monitoring results or issuing false commands [22].

» Port Scanning and Reconnaissance: Attackers perform scans to identify open
ports and services running on medical devices. These activities often precede
targeted intrusions or malware delivery [19].

» Protocol Abuses and Payload Manipulations: Flaws specific to a protocol are
typically exploited. For example, MQTT's lightweight authentication can be
circumvented to inject harmful publish-subscribe payloads, which congest the

network or lead device states astray [22].

Detecting such threats is difficult using only traditional rule-based security systems,
which often fail to identify unknown or subtle threats. As highlighted in recent studies,
anomaly detection based on traffic features, such as packet size distribution, inter-
arrival time and connection patterns, has become an essential technique for uncovering

deviations in network behavior that could point to cyber attacks [23].

2.3. Deep Learning for Anomaly Detection in IoMT Network Traffic

Anomaly detection is the method of identifying abnormal data patterns that are not the
same as the normal. In IoMT network traffic, abnormalities can indicate security

incidents such as unauthorized access, denial-of-service attacks or exfiltration of data



[24]. Anomaly detection methods are capable of identifying unknown or novel threats
in contrast to traditional rule-based intrusion detection systems since they have the

capability to learn and identify network behavior patterns over time [25].

Recent advances in deep learning have significantly enhanced the performance of
anomaly detection systems in IoMT settings. These models are able to learn to extract
hierarchical features from raw data automatically and this enables more accurate and

scalable detection of network intrusions [26, 27].

Some of the most common deep learning architectures being exploited for IoMT

anomaly detection are as follows:

» Convolutional Neural Networks (CNNs) are generally used to learn spatial
relationships among traffic matrices [28].

» Recurrent Neural Networks (RNNs) and LSTM networks are generally used to
learn sequential dependencies in traffic flows [29].

» Autoencoders are utilized for learning compressed representations of normal
traffic and identifying deviations from these through reconstruction error [8].

» Transformers are utilized to learn multi-scale and long-range dependencies in

network pattern tendencies [30].

For instance, [31] introduced FusionNet, an ensemble model combining Random
Forest, K-Nearest Neighbors, Support Vector Machine, and Multi-Layer Perceptron.
The study found that FusionNet outperformed traditional single-model approaches,
achieving up to 99.5% accuracy, demonstrating how combining diverse ML

algorithms enhances anomaly detection in IoT environments.

Similarly, [32] proposed a multi-model autoencoder + sequence-based residual
learning framework to detect anomalies in IoMT-blockchain environments. This
hybrid approach demonstrated strong performance in identifying complex abnormal

traffic in secure medical [oT systems.

In one of their recent studies, [33] applied attention-driven deep learning model
combining CNNs with self-attention to improve anomaly detection in IoT network
traffic. This approach effectively captures important features and dependencies,

resulting in more accurate identification of anomalies compared to traditional methods.

Furthermore, [34] proposed a hybrid swarm-neural architecture for healthcare [oMT

intrusion detection. In integrating swarm intelligence with deep learning, where PSO
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is utilized in feature selection and autoencoders for representation, the system achieved
competitive accuracy, demonstrating the potential of hybrid Al approaches in securing

low-resources medical networks.

Lastly, [35] introduced HIDS-IoMT, a Host-based Intrusion Detection System tailored
for medical IoT environments. A hybrid CNN-LSTM model for edge-level intrusion
detection in IoMT environments. Deployed on Raspberry Pi within a fog architecture
and tested on IoTID20 and Edge-lloTset datasets, the system achieved 99.92%
accuracy, 99.91% precision, 99.99% recall and 99.95% F1-score, demonstrating great

performance in detecting DDoS and other attacks.

These developments highlight the growing reliability of deep learning as a foundation
technology for securing IoMT infrastructures. With the rising threats and rising
complexity in data, research demands the maximization of interpretability of models,
reducing computational loads and making the architectures compatible with the

constraints of actual healthcare systems.

2.3.1. Dataset challenges and benchmarking standards

A persistent bottleneck in the advancement of deep learning models for [oMT anomaly
detection is the availability and adequacy of benchmark datasets. [oMT traffic datasets
must not only reflect the real-world behavior of medical devices but also include a
variety of attack types, device categories and communication protocols. However,
most available datasets fail to meet all these criteria simultaneously. They are either
generated in controlled environments or lack detailed attack labels, leading to models

that perform well in theory but underperform in clinical settings.

One of the principal limitations in current datasets is the lack of heterogeneity. Most
IoMT environments involve a mix of devices from wearables and bedside monitors to
smart beds, each with its own traffic signatures. Datasets that only cover a small subset
of this range lack the diversity to support training generalizable models. This was
discussed critically in [7], where it was mentioned that some existing datasets, such as
[0T-23 and Bot-IoT, are not suitable for multi-protocol analysis or healthcare-specific

network behavior.

Furthermore, protocol diversity and data realism are essential. IoT healthcare
ecosystems utilize protocols such as MQTT, CoAP, HTTP and proprietary formats,

even simultaneously. A dataset with poor protocol diversity can train a model to detect
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anomalies in MQTT traffic but make it blind to threats sent over HTTP or BLE. The
CICIoMT2024 dataset directly addresses this challenge with multi-protocol traffic
from 40 real and emulated [oMT devices, including high-target-value hospital devices

such as insulin pumps and ECG monitors.

A second root challenge is data annotation and labeling. Manual labeling is time-
consuming and can be error-prone, especially for stealthy or subtle attacks such as
spoofing or low-rate DDoS. Mislabeling will distort a model's performance or cause
overfitting. The majority of public datasets also involve binary labeling (attack or
normal), a reduction of heterogeneity in threat behavior. [36] bypass this limitation in
their publication of [oMT traffic data where multi-class labeling was employed to more

readily support heterogeneous attack vectors.

Benchmarking conventions are also shattered and non-uniform. No standard test
procedure exists for testing intrusion detection systems on [oMT datasets. Different
train-test splits, feature engineering processes and preprocessing pipelines employed
by researchers make it difficult to compare studies. Some use exclusively synthetic
traffic, while others employ real patient data, which has privacy and model
performance implications. [37] affirm that there is an urgent need for standard
evaluation measures (e.g., F1-score, AUC, latency) and benchmarking platforms that

will enable reproducible and comparable studies.

2.3.1.1. Comparative overview of prominent iomt datasets

The following is a compiled comparison table (Table 2.1) of some of the most well-
known and applicable IoMT traffic datasets, with relevant attributes for anomaly

detection research highlighted.
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Table 2.1. Recent datasets of internet of medical devices (IoMT).

Name of Dataset Year Attack Types

ARP spoofing,
Ping Sweep,
Recon VulScan,
OS Scan,
Port Scan,

MQTT Malformed Data,
MQTT DoS Connect flood,
MQTT DoS Publish flood,

MQTT DDoS Connect flood,
MQTT DDoS Publish flood,
DoS TCP, DoS ICMP,
DoS SYN, DoS UDP,
DDoS TCP, DDoS ICMP,
DDoS SYN, DDoS UDP

CICIoMT2024 [7] 2024

DDoS, DoS, Bluesmack
and MITM

Traffic Sniffing,
IEC [39] 2021 DoS, Unauthorized Access
and MITM

BlueTack [38] 2022

DDoS MQTT,
ICU [40] 2021 MQTT Publish Flood, SlowITE and
Brute Force

Script Injection, ARP Spoofing,

ECU-IoHT [41] 2021 Smurf, DoS
and Network Scan

WUSTL EHMS [42] 2020 Spoofing and Data Alteration
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3. DATASET DESCRIPTION

To support anomaly detection in healthcare-focused Internet of Things (IoT)
environments, this study utilizes the CICIoMT2024 dataset—one of the most recent
and comprehensive public benchmarks tailored to the Internet of Medical Things
(IoMT) domain. Developed by the Canadian Institute for Cybersecurity at the
University of New Brunswick, this dataset is specifically designed to emulate the
network behavior of diverse medical IoT devices under both normal and adversarial

conditions.

3.1. CICIoMT2024 Dataset Overview

The CICIoMT2024 dataset supports three levels of granularity to classify in order to
quantify the performance of anomaly detection systems: binary classification, 6-class
classification and 19-class fine-grained classification. The multi-level structure allows
researchers to design general-purpose detectors as well as very domain-specific
classifiers for [oMT security. The distribution of each class group is illustrated in

Table 3.1.

CICIoMT2024 dataset is provided as a training set (80%) and a test set (20%), each
comprising both packet capture (PCAP) files and pre-processed CSV files. Both the
PCAP and CSV files are organized according to network protocols (e.g., TCP, UDP,
MQTT), packet-level flags (e.g., SYN) and specific attack types (e.g., DDoS, spoofing,

reconnaissance).

Even though the CICIoMT2024 dataset provides rich coverage to a wide range of
attacks across a wide range of classification levels, it does have some inherent class
distribution imbalance-related issues. In the case of binary classification, attack
samples are far more in number compared to benign samples and may potentially
induce model bias toward the majority class when model training occurs. This pattern
continues in the 6-class classification also where DoS and DDoS classes constitute the
majority of the dataset and classes such as MQTT-based attacks, reconnaissance, and

spoofing attacks appear with comparatively lower frequency.



The detailed attributes and their corresponding descriptions used in this study are
presented in Table 3.2, which outlines the features extracted from the CICIoMT2024

dataset.

Table 3.1. Structure of CICIoMT2024 dataset according to classes.

Binary Classification 6 Class Classification 19 Class Classfication

Benign Benign Benign
SYN
TCP
DDoS
ICMP
UDP
SYN
TCP
DoS
ICMP
UDP
DDoS Connect Flood
Attack
DDoS Publish Flood
MQTT DoS Connect Flood
DDoS Publish Flood
Malformed Data
OS Scan
Ping Sweep
Recon
Port Scan
VulScan

Spoofing ARP

This gets even more pronounced in the 19-class fine-grained classification where some
high-frequency attack types are strongly represented, but others are comparatively
underrepresented. These inherent variations in data distribution present the importance
of adopting mitigation strategies such as class weighting, resampling or synthetic data
augmentation. Addressing these issues with caution can help in improving model

generalization and efficient detection of common as well as rare threats in [oMT
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environments. Figure 3.1, Figure 3.2 and Figure 3.3 are show class distributions for

the 2-class, 6-class, and 19-class classification tasks, respectively.

166 Class Distribution (2-Class Aggregation)

Count

Attack
Benign
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Figure 3.1. Class distribution (2-class aggregation).

166 Class Distribution (6-Class Aggregation)

Count

5 2 2 = = o
£ a 8 & g £
&4 A = S
%3]

Class

Figure 3.2. Class distribution (6-class aggregation).
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Table 3.2. Features of CICIoMT2024 dataset.

Index Feature Description

1 Header Length Mean of the header lengths

2 Protocol Type Indicates the type of network protocol

3 Duration Time duration of a network connection or flow
4 Rate Overall data transfer rate within a connection
5 Srate Packet sending rate from the source host

6 Drate Packet receiving rate at the destination host

7 FIN Flag Number Number of packets with the FIN flag set

8 SYN Flag Number Number of packets with the SYN flag set

9 RST Flag Number Number of packets with the RST flag set

10 PSH Flag Number Number of packets with the PSH flag set

11 ACK Flag Number Number of packets with the ACK flag set

12 ECE Flag Number Number of packets with the ECE flag set

13 CWR Flag Number Number of packets with the CWR flag set

14 ACK Count Total count of acknowledgment packets

15 SYN Count Total count of packets initiating connections
16 FIN Count Total count of packets terminating connections
17 RST Count Total count of connection reset packets

18 HTTP Indicator or count of HTTP protocol packets
19 HTTPS Indicator or count of HTTPS protocol packets
20 DNS Indicator or count of DNS traffic

21 Telnet Indicator or count of Telnet protocol packets
22 SMTP Indicator or count of SMTP protocol packets
23 SSH Indicator or count of SSH protocol packets

24 IRC Indicator or count of IRC protocol packets

25 TCP Indicator or count of TCP protocol traffic

26 UDP Indicator or count of UDP protocol traffic

27 DHCP Indicator or count of DHCP protocol packets
28 ARP Indicator or count of ARP protocol packets

29 ICMP Indicator or count of ICMP protocol packets
30 IGMP Indicator or count of IGMP protocol packets
31 IPv Indicator or count of IP versioned traffic

32 LLC Indicator or count of LLC protocol frames

33 Total Sum Sum of packet sizes in a connection

34 Min Minimum packet size observed in the flow

35 Max Maximum packet size observed in the flow

36 Average Average packet size in the connection

37 Standard Deviation Standard deviation of packet sizes

38 Total Size Aggregate size of all packets in a flow

39 IAT Inter-arrival time between packets

40 Number Total number of packets or frames

41 Magnitude Computed measure representing packet strength or impact
42 Radius Statistical radius from a central feature metric
43 Covariance Measure of how two flow features vary together
44 Variance Dispersion of a feature around the mean

45 Weight Weight score, possibly derived from traffic intensity or frequency

17



3.2, Preprocessing

Since each file is linked with a specific type of attack or benign traffic, this structure
was leveraged to label samples into three schemes of classification: binary (attack or
benign), 6-class (e.g., DDoS, DoS, MQTT) and 19-class (fine-grained attack types).
Following labeling, the individual files were concatenated to form two large datasets,

one for training and another for testing.

Before feeding the data into the machine learning algorithms, several preprocessing
steps were applied. Initial experiments included the use of the SMOTE (Synthetic
Minority Over-sampling Technique) algorithm. However, SMOTE did not lead to
significant improvements in classification performance as it did not improve the
metrics, and therefore, undersampling was retained as the primary balancing method.
Class imbalance was addressed by controlled downsampling of the too dominant
classes, thus ensuring higher balanced exposure in training without losing
representational diversity. After downsampling, train-test ratios varied between 76%-
85% and 15%-24% respectively. Exact number of samples per class can be seen in

Table 3.3.

Secondly, feature value scaling was done by utilizing standard normalization
techniques so that equal uniformity to the input space is provided, which is a major

concern for gradient-based learning algorithms.

Additionally, feature reduction was employed to eliminate irrelevant or redundant
input features that tend to hinder learning. The variance threshold method was
employed to eliminate features with variance lower than a specified threshold. The
idea behind this is that features having very small variance are nearly always constant
across samples and hence offer little discrimination capability [43]. Mathematically,

the variance of a feature X across n samples is given by

1 n
Var(n) == (- w)? (3.1)
i=1

where pu is the mean of feature X and xi represents each sample value. Features with

variance below the threshold (empirically determined and set to 0.01) were discarded.
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As a result, the feature set was reduced from 45 to 30 dimensions, significantly

improving model efficiency without sacrificing performance.

Table 3.3. Number of data samples after downsampling.

Number of Samples

Class Name Train Test
5 Class Benign 192732 37697
Attack 300000 60000
Total 492732 97697
Benign 27000 5000
DDoS 27000 5000
DoS 27000 5000
6 Class
MQTT 27000 5000
Recon 27000 5000
Spoofing 16047 1744
Total 151047 26744
Benign 10000 3200
DDoS ICMP 10000 3200
DDoS SYN 10000 3200
DDoS TCP 10000 3200
DDoS UDP 10000 3200
DoS ICMP 10000 3200
DoS SYN 10000 3200
DoS TCP 10000 3200
DoS UDP 10000 3200
19 Class MQTT DDoS Connect Flood 10000 3200
MQTT DDoS Publish Flood 10000 3200
MQTT DoS Publish Flood 10000 3200
Recon OS Scan 10000 3200
Recon Port Scan 10000 3200
MQTT DoS Connect Flood 10000 3131
Spoofing ARP 10000 1744
MQTT Malformed Data 5130 1747
Recon VulScan 2173 1034
Recon Ping Sweep 740 186
Total 168043 52642
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4. METHODOLOGY

This section describes the modelling methodologies used to identify IoMT traffic
anomalies using the CICIoMT2024 dataset. Our approach is structured in three tiers:
standard machine learning classifiers, deep models and presented hybrid models
integrating convolutional, recurrent and attention-based layers. This three-tier
evolution facilitates us to contrast performance, efficacy and genericity among
different model classes and levels of complexity. Both model types are trained on the
same preprocessed data and evaluated on the same metrics to ensure fairness. We also
employ well-defined classification metrics such as accuracy, precision, recall and F1-
score to extensively measure the effectiveness of each approach to detect frequent as

well as rare network threats.

4.1. Baseline Machine Learning Models

In order to establish baseline reference points for IoMT network traffic anomaly
detection, we employed a set of conventional machine learning algorithms known to
do well on structured tabular data. The models are interpretable, lightweight references
for quantifying the performance improvements delivered by deep and hybrid
architectures. Each algorithm was implemented using consistent feature
preprocessing, class encoding and evaluation protocols across binary, 6-class and 19-

class classification tasks.

4.1.1. Logistic regression (LR)

Logistic Regression (LR) is a linear classifier and can be used for both binary and
multiclass problems, particularly when the input feature-target relationship is almost
linear. Its architecture is illustrated in Figure 4.1. As it is simple, interpretable and has
less computation involved, it is a great candidate to attempt for the first time in security
datasets [44] [45]. However, it may not perform well with non-linear decision

boundaries and complex feature interactions common in network intrusion data [46].
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Figure 4.1. Architecture of logistic regression [47].
4.1.2. Random forest

Random Forest (RF) is a type of ensemble learning method that builds a large number
of decision trees, as shown in Figure 4.2, and aggregates their predictions for
improved generalization and stability. RF 1is particularly well-prepared for high-
dimensional and imbalanced settings since it is able to detect non-linear feature
interactions and overfitting-free [48]. It has been extensively used in intrusion
detection systems (IDS) due to its great performance in various types of network

attacks [49].
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Figure 4.2. Architecture of random forest [50].
4.1.3. Adaptive boosting (AdaBoost)

Adaptive Boosting (AdaBoost) is another ensemble method that iteratively combines
weak learners, typically decision stumps, to build a strong classifier by giving more
importance to misclassified points in each round. AdaBoost has been found effective

to detect subtle anomalies and minority class patterns, which are crucial in the IoMT
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domain [51]. But it is likely to be sensitive to outliers and noise, which is one such

factor in real network traffic data.

4.1.4. Fully connected dense network

A fully connected dense network is a feedforward neural model where a neuron from
one layer is connected to all neurons of a subsequent layer. These architectures can
model rich non-linear interactions among input features using layered transformations
by using non-linear activation functions. Dense networks perform extremely well in
high-dimensional tabular data environments where feature interdependencies matter

and are difficult to model using linear methods [52].

4.2, Deep Learning Models

We explored a suite of deep learning architectures to effectively model the dataset's
nature and feature correlations of IoMT network traffic data. These models are
particularly adept at learning complex temporal dependencies and latent

representations, which are critical for detecting subtle and evolving attack patterns.

4.2.1. 1D convolutional neural networks (1D-CNN)

One-dimensional convolutional neural networks (1D-CNNs) are designed to learn
local feature patterns in sequential data with sliding filters. An example of CNN
mechanism is illustrated in Figure 4.3. 1D-CNNs are effective discriminative spatial
representation learners for time-ordered input and are particularly suited for traffic-
based intrusion detection use cases. Earlier research demonstrated 1D-CNNs are

effective for classifying encrypted or obfuscated traffic [53].

|
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>
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D

Figure 4.3. Representation of 1D-CNN [54].
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4.2.2. Recurrent neural networks (RNN)

RNNS are a category of neural networks that operate on input sequences sequentially
with the capability of remembering previous information in their hidden state. Each
RNN cell gets an input at the current time step along with previous step's hidden state,
which allows it to remember contextual information over time, such a recurrent setup
is shown in Figure 4.4. RNNs are applied particularly to modeling time-varying
relations but regular RNNs in general fail to handle long dependencies due to
vanishing gradients [55]. To address this, modifications like LSTM and GRU came
into being that incorporate the mechanisms of gates to retain and forget information

longer across longer sequences.

Figure 4.4. Representation of RNN [56].

RNNs have been applied in sequence modeling of behavior and identification of
differences across time, notably in system logs and traffic streams in anomaly
detection. They are a potential pick for identifying minor changes in sequential data
patterns correlated with malicious activity because they support temporal

dependencies.

4.2.3. Long short-term memory networks (LSTM)

LSTMs are a highly advanced type of RNN architecture with gated structures for
regulating information flow. The general structure of an LSTM cell contains three
gates (input gate, forget gate and output gate) that regulate how information is added
to, removed from, or permitted to flow out of the cell; Figure 4.5 illustrates this design.
This allows them to recall important information in long sequences and forget less

important parts which cancels out the vanilla RNN disadvantages [57]. With a more
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long-term memory state across time steps, LSTMs can learn to capture longer-term

dependencies in sequence data.

LSTM networks are optimally used in problems with multiple temporal evolution
understanding tasks, such as differentiating between bursty normal traffic and
persistent anomalous activity [58]. Their capacity to capture both short- and long-term
patterns makes them particularly effective in detecting complex behaviors in

cybersecurity scenarios.
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Figure 4.5. Representation of LSTM [59].
4.2.4. Self-attention mechanism

The self-attention mechanism, first introduced by Vaswani et al. in 2017 [60], is the
core of the Transformer model, revolutionizing deep learning for computer vision and
natural language processing. The mechanism enables models to give relative
importance to elements within a sequence of inputs, enabling a richer contextual

understanding.

Self-attention brings direct interaction between all elements in a sequence, unlike
standard recurrent or convolutional networks. The internal mechanism of self-attention
is illustrated in Figure 4.6. This inherent parallelizability significantly improves
training and inference time computational efficiency, together with consistently
capturing long-range dependencies, which is a persistent deficiency of past models.
With dynamic token influence weighting based on semantic relations, self-attention
generates extremely expressive, context-aware representations with state-of-the-art

performance on a variety of tasks.
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Attention mechanism

Figure 4.6. Structure of self-attention mechanism [61].

At its core, self-attention computes Query (Q), Key (K), and Value (V) matrices from

Rnxdmodel

an input embedding sequence X€ , where n is sequence length and dyoder 1S

embedding dimension. These are derived via linear transformations:

Q = XW@ (4.1)
K = XWK (4.2)
v =XwY (4.3)

Here, WY, WX, and W" are learned weight matrices. Specifically, WC and WX have
dimensions dmoder*dr, while W has dimensions dmoder<dy. Attention scores are then
computed as the scaled dot product between Q and K, normalized by softmax to yield

attention weights:

KT
Attention(Q,K,V) = softmax (?/d—> vV (4.4)
K
The scaling factor di (dimension of key vectors) stabilizes gradients. This process
produces an output that is a weighted sum of Value vectors, with weights reflecting
semantic similarity, enabling each element to attend to relevant information across the

sequence.
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4.3, Evaluation Metrics

Evaluating the performance of anomaly detection models, especially when handling
highly imbalanced datasets like CICIoMT2024, requires more than the simple
accuracy measure. In this research work, we adhere to four widely used classification
performance measures: Accuracy, Precision, Recall and F1-Score, each providing

distinct insights into model performance under different error conditions

4.3.1. Accuracy

One definition of accuracy is the ratio of accurately predicted samples to all samples:
TP+ TN

A = 4.5
CCUracy = Tp ¥ TN + FP + FN (4.5)

While commonly used, accuracy can be misleading in imbalanced datasets because it
may reflect a high value even if the model performs poorly on minority classes [62].
4.3.2. Precision

The percentage of genuine positives among all predicted positives is known as

precision. It reflects how many selected items are relevant:

TP
Precision = —— 4.6
recision TP+ FP (4.6)

High precision is crucial in intrusion detection tasks to minimize false alarms, which

can lead to alert fatigue in operational systems [63].

4.3.3. Recall

The percentage of true positives that the model accurately detects is measured by

recall:

Recall = — % (4.7)
R '

High recall is particularly important in security scenarios to ensure that malicious

behaviors are not overlooked [64].
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4.3.4. F1-score

A single metric that balances the trade-off between precision and recall is the F1-score,

which is the harmonic mean of the two:

Fl—s _ Precision x Recall @.8)
COTe = & X precision + Recall '

This metric is highly informative when dealing with uneven class distributions, as it

penalizes extreme imbalances between precision and recall [65].
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5. EXPERIMENTAL SETUP
5.1. Hyperparameter Tuning

Several hybrid deep learning models were created to increase detection capacity and
take the advantage of both local and temporal patterns in IoMT traffic. The models
were designed to capitalize on the strengths of convolutional, recurrent and attention-

based models to offer robust and scalable anomaly detection.

To optimize these hybrid models, multiple hyperparameter configurations were
systematically explored and evaluated during the experimental phase to determine the

best configuration for identifying anomalous activity in [oMT network traffic.

The development of the models was carried out incrementally and to determine the
depth of best models, one to four stacked layers were experimented with in control.
The isolated 1-D CNN and RNN models were initially tested with variable numbers
of hidden units (32 to 512). They were followed by adding a single LSTM layer with
32 to 128 units for long temporal dependency capturing. Attention mechanism was

eventually introduced to the hybrid models.

All the models were trained using the Adam optimizer with the learning rate from
0.001 to 0.01. All configurations of the models were trained for a maximum of 200
epochs with early stopping used to prevent overfitting. Batch sizes between 32 and
512 and dropout rates between 0.3 and 0.5 were tested. To calculate loss, Sparse

Categorical Crossentropy and Sparse Categorical Focal Loss functions tested.

Among those models that were experimented with, one hybrid model using a Simple
Recurrent Neural Network (SimpleRNN) layer incorporating Long Short-Term
Memory (LSTM) units with an Attention mechanism consistently outperformed
hybrid alternatives and it is followed by another hybrid model consisting of a 1-D
Convolutional Neural Network (1-D CNN) layer, Long Short-Term Memory (LSTM)
units and a Simple Recurrent Neural Network (SimpleRNN) layer. After experiments,
selected hyperparameters for these two models can be seen in Table 5.1 and Table 5.2

respectively.



Table 5.1. Hyperparameters of RNN + LSTM + Self-Attention model.

Hyperparameters SimpleRNN LSTM Self-Attention
Units 64 64 Uses LSTM output shape
Activation Default (tanh) Default (tanh) N/ﬁlég}?;llzzcrf)ua
Dropout Rate 0.3 0.3 0.3

Optimizer Adam

Learning Rate 0.001

Batch Size 128

Epochs 50

Loss Function

Sparse Categorical Crossentropy

Table 5.2. Hyperparameters of 1-D CNN + LSTM + RNN model.

Hyperparameter ConvlD LSTM SimpleRNN
Units / Filters 64 filters 64 units 32 units
Kernel Size 3 N/A N/A
Activation ReLU Default (tanh) Default (tanh)
Padding Same N/A N/A
Dropout Rate 0.3 0.3 0.3
Optimizer Adam

Learning Rate 0.001

Batch Size 64

Epochs 50

Loss Function

Sparse Categorical Crossentropy

5.2. Proposed Model Architecture

To effectively capture both the temporal dependencies and contextual patterns in

sequential IoT traffic data, we propose a hybrid deep learning model combining a

Simple Recurrent Neural Network (SimpleRNN), Long Short-Term Memory (LSTM)
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units and a self-attention mechanism, which illustrated in Figure 5.1. The difficulties
of conventional RNNs in learning long-term dependencies are addressed by this
architecture, which also incorporates selective attention to temporal patterns of

significance.

The input is first passed through a SimpleRNN with 64 hidden units. SimpleRNN units
are capable of learning short-term dependencies by maintaining a hidden state across
time steps, which allows them to handle sequential temporal signals. Because they do
not retain long-range information very well, they are typically used for light feature

extraction or as the first temporal encoders.

The second layer, a 64-unit Long Short-Term Memory (LSTM) layer, gets around this
restriction and makes it possible to learn long-term dependencies. With the
employment of memory cells and gate units (input, forget and output gates) LSTM
design improves the network's capacity for learning. These gates control the
information flow such that the network can recall or forget internal states between time
steps, making it ideal for intricate time-series modelling. The dropout after the

recurrent layers is used as a regularizer to combat overfitting.

A self-attention mechanism is included through the Attention layer following the
LSTM layer, which calculates attention scores between each time step in the LSTM
output sequence. By learning a weighted sum of features, this method enables the
model to give distinct time steps in the series varied levels of priority, which improves
the model's capacity to concentrate on important temporal periods rather than treating
all prior data equally. This attention matrix is applied symmetrically (i.e., attention

over itself), a technique known as self-attention.

Raw LSTM output and attention-enhanced representation are concatenated, enriching
the feature space with both learned temporal dynamics and selectively emphasized
signal segments. To reduce the dimension and pool information across time steps, we
employ a GlobalAveragePoolinglD layer, which computes the mean over all time
steps for every feature, generating a fixed-size vector. This pooled representation is
then Layer Normalized to improve training stability and convergence by reducing
internal covariate shift. A dropout layer is used afterwards to regularize the
representation, followed by a Dense output layer with softmax activation, which

outputs class probabilities over the number of output categories specified.

31



LSTM ’ Dropout

$

Self-Attention » Concatenate

Dropout Global Average Layer
P Pooling Normalization
Output « Dense

Figure 5.1. Proposed model architecture.

This architecture of the model, suggested herein, not only learns the hierarchical
temporal pattern in input sequences but also dynamically pays attention to relevant
information, thereby being very much suitable for anomaly detection tasks in noisy

and complex IoMT environments.

5.3. Hardware and Frameworks

The experiments of this study were performed on the basis of cloud computing
platforms, that is, Google Colab and Kaggle Kernels. Both these platforms provide
access to GPU resources that are required to train deep learning models efficiently.
Google Colab gave access to NVIDIA Tesla T4 and P100 GPUs, whereas Kaggle
provided access to NVIDIA Tesla P100 GPUs. Both the platforms provided the
possibility of running large-sized datasets and complex model structures without any

need for local specific hardware.

On the software end, the project utilized the TensorFlow 2.x library, which used its
Keras API to facilitate quick development and experimentation with neural network

models. Traditional machine learning algorithms and data preprocessing were
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implemented using popular Python libraries such as Pandas, NumPy and scikit-learn.

This ensured effective data management and stable model testing.

Use of these cloud systems allowed flexible, scalable experimentation over
homogeneous environments, allowing reproducibility while minimizing hardware

constraints normally encountered in local environments.
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6. RESULTS AND DISCUSSION

This section presents the performance of various baseline and proposed models across
three classification settings: binary (2-class), medium-granularity (6-class) and fine-
grained (19-class) target scenarios. The evaluation metrics used include accuracy,
recall, precision and F1-score. Table 6.1 presents the evaluation metrics for both the

baseline and deep models.

6.1. Baseline Model Performance

Among the classical machine learning models, Random Forest (RF) consistently
performed better than Logistic Regression (LR) and AdaBoost for all classification
levels. In binary classification, RF yielded a great accuracy of 98.00%, which was
considerably greater than LR (95.45% accuracy) and AdaBoost (97.63% accuracy).
This pattern was even stronger for the 6-class and 19-class tasks, where RF scored
97.43% accuracy (6-class) and 93.38% accuracy (19-class), significantly

outperforming the other classical methods.

In contrast, AdaBoost performed well on the 6-class scenario (72.60% accuracy) but

was not stable for the 19-class task, where its accuracy dropped to 26.64%.

6.2. Deep Model Comparison

Deep learning models demonstrated more stable performance across tasks, with
increasing benefits observed in higher-class scenarios. The simple deep neural network
(DNN) and ConvlD + Dense models yielded moderate results in the 6-class task
(75.80% and 78.35% accuracy, respectively) but lagged behind more complex

architectures in the 19-class setting.

Notably, the hybrid model of Conv1D + LSTM + RNN outperformed all others in the
binary case with a perfect accuracy of 99.74% and remained strong in the 6-class
(80.50% accuracy) and 19-class (63.84% accuracy) cases. And the RNN + LSTM +

Attention model was the most stable performer on all the tasks and had the highest



accuracy for the deep models in the 19-class task (66.40% accuracy) and had fairly
balanced performance in 6-class (82.01% accuracy) and binary classification (99.23%
accuracy). This indicates that attention improved the ability of the model to

differentiate between fine-grained patterns in multi-class tasks.
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Table 6.1. Comparison of model evaluation scores of baseline and deep models.

Baseline Models Deep Models
o S et oW CRIPT O DNT BN S
RNN Attention
Accuracy  0.9545 0.9800 0.9767 0.9564 0.9555 0.9481 0.9509 0.9974 0.9923
b Recall  0.9545 0.9800 0.9767 0.9564 0.9555 0.9481 0.9509 0.9974 0.9923
Classes  presicion  0.9538 0.9800 0.9766 0.9563 0.9548 0.9496 0.9514 0.9974 0.9923
F1-Score  0.9538 0.9798 0.9763 0.9549 0.9546 0.9452 0.9486 0.9974 0.9923
Accuracy  0.7705 0.9736 0.7260 0.7580 0.7835 0.7718 0.7872 0.8050 0.8201
6 Recall  0.7705 0.9736 0.7260 0.7580 0.7835 0.7718 0.7872 0.8050 0.8201
Classes  pregicion  0.7782 0.9761 0.7910 0.8122 0.8310 0.7846 0.8105 0.8127 0.8469
F1-Score  0.7686 0.9743 0.7299 0.7139 0.7566 0.7659 0.7929 0.8074 0.8140
Accuracy  0.7289 0.9398 0.2664 0.5707 0.5779 0.6243 0.6304 0.6384 0.6640
19 Recall  0.7289 0.9398 0.2664 0.5707 0.5779 0.6243 0.6304 0.6384 0.6640
Classes  pregicion  0.7332 0.9514 0.2462 0.6070 0.5724 0.6905 0.7078 0.6924 0.7030
F1-Score  0.6749 0.9330 0.1564 0.4623 0.4694 0.5717 0.5822 0.5709 0.6219




6.2.1. Confusion matrix and error analysis

A detailed error analysis revealed that most misclassifications in the 6-class and 19-
class tasks occurred between conceptually similar or temporally overlapping attack
types, particularly DoS vs. DDoS and Benign vs. Spoofing. These types often share
overlapping features in short-term sequence windows, which challenges even deep
models without attention mechanisms. The integration of self-attention in the RNN +
LSTM + Attention model appeared to mitigate some of this confusion which enables
the model to focus more effectively on distinguishing temporal nuances in network

behavior.

6.2.1.1. Binary classification

In the binary classification task, the model performs well overall, with strong
discriminative capability between attack and benign traffic. It correctly labels a huge
majority of attack samples and benign samples, with hardly any misclassifications
either way. As shown in Table 6.2, the Attack class had a precision of 0.9915 and
recall of 0.9960, which translated to an F1-score of 0.9937, i.e., the model precisely
classified the majority of attacks with barely any false positives. The Benign class also
fared well, with 0.9935 precision and 0.9863 recall, showing barely more false
negatives but again superb overall performance. These figures indicate the model is

radically effective at distinguishing normal traffic from malicious traffic.

Table 6.2. Classification metrics for binary classification attack categories.

Attack Categories  Precision Recall Fl-score Number of
Test Samples

Attack 0.9915 0.9960 0.9937 60000

Benign 0.9935 0.9863 0.9899 37607

In Figure 6.1, it can be observed that false negatives (attacks classified as benign) and
the false positives (benign classified as attack) are relatively low compared to the true
positives and true negatives. This suggests that the model is good and well-

proportioned for general anomaly detection tasks.

38



Confusion Matrix

Attack -

True label

Benign

S
&
F

e
&
%,

Predicted label

Figure 6.1. Confusion matrix of binary classification.

6.2.1.2. 6-class classification

In the 6-class classification task, the performance varied between classes. It can be
observed in Table 6.3 that MQTT and Recon classes were classified very well,
achieving F1-scores of 0.9900 and 0.9593, respectively. Benign traffic also achieved
good performance with Fl-score of 0.8735. On the other hand, DDoS and Spoofing
had unbalanced performance. DDoS achieved good recall score but its precision was

lower, which indicates it has more false positives.

Table 6.3. Classification metrics for 6-class attack categories.

Attack Categories  Precision Recall F1-score leslinslzzpis
Benign 0.8813 0.8658 0.8735 5000
DDoS 0.6118 0.9162 0.7337 5000
DoS 0.8338 0.4174 0.5563 5000
MQTT 0.9970 0.9832 0.9900 5000
Recon 0.9902 0.9302 0.9593 5000
Spoofing 0.6186 0.7850 0.6919 1744

In contrast, DoS had high precision but low recall, which means many attacks were
not detected. This shows the model has difficulty in consistently distinguishing

between overlapping or similar traffic patterns in DDoS-DoS and Spoofing-Benign
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classes. This challenge often arises due to shared protocol behaviors and similar packet

structures which makes it harder for the model to extract discriminative features.

As demonstrated in Figure 6.2, MQTT and Benign samples are well-separated,
whereas DoS and DDoS attacks are confused with each other to some degree.
However, Spoofing class show more noticeable misclassifications. Nevertheless, the
model maintains reasonable class separation and correctly classifies the majority of

samples in each category.

Confusion Matrix

Benign
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DDoS

3000

True label

MQTT 2000

Recon
1000

Spoofing

i =] &
& 8 & \@4&

Predicted label
Figure 6.2. Confusion matrix of 6-class classification.

6.2.1.3. 19-class classification

In the 19-class task, the model faced greater complexity and for many subclasses the
performance decreased. As Table 6.4 indicates, classes like MQTT DDoS Connect
Flood and MQTT DoS Connect Flood registered precise and accurate detection
performances with Fl-scores of around 0.9896 and 0.9894. Others like DDoS TCP
and Recon VulScan were poorly detected while Spoofing ARP was moderately

successful with a scope for improvement.

As in the 6-class classification, DoS and DDoS attacks are confused with each other
mostly. It is observed in Figure 6.3, that this confusion increases with the separation

of the MQTT main class into DoS and DDoS subclasses. These observations are a
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representation of the problem of imbalanced data and the learning difficulty of

identifying subtle differences in traffic at a fine-grained level.

Table 6.4. Classification metrics for 19-class attack categories.

Attack Categories Precision Recall F1-score Number of
Test Samples
Benign 0.8690 0.7897 0.8274 3200
DDoS ICMP 0.6598 0.3200 0.4310 3200
DDoS SYN 0.7779 0.4991 0.6080 3200
DDoS TCP 0.6085 0.1928 0.2928 3200
DDoS UDP 0.5745 0.5603 0.5673 3200
DoS ICMP 0.5507 0.8334 0.6632 3200
DoS SYN 0.6323 0.8556 0.7272 3200
DoS TCP 0.5203 0.8756 0.6528 3200
DoS UDP 0.5706 0.5850 0.5777 3200
MQTT DDoS Connect Flood  0.9848 0.9944 0.9896 3200
MQTT DDoS Publish Flood 0.9792 0.1175 0.2098 3200
MQTT DoS Connect Flood 0.9932 0.9856 0.9894 3131
MQTT DoS Publish Flood 0.5335 0.9984 0.6954 3200
MQTT Malformed Data 0.7680 0.8867 0.8231 1747
Recon OS Scan 0.5673 0.3475 0.4310 3200
Recon Ping Sweep 0.8742 0.7097 0.7834 186
Recon Port Scan 0.5763 0.7884 0.6659 3200
Recon VulScan 0.3257 0.1654 0.2194 1034
Spoofing ARP 0.5342 0.7391 0.6202 1744

In conclusion, this study contrasts and compares classic machine learning algorithms
with a number of deep learning models on the CICIoMT2024 dataset. A range of
model architectures were developed and experimentally tested with consideration
placed on the trade-off between performance and computational complexity. For this,
feature selection through variance thresholding was used, reducing input features and

enhancing training efficiency without loss of classification quality.

41



True label

MQTT DDoS_connect_flood

MQTT DDoS_publish_flood

MQTT DoS_connect_flood

MQTT DoS_publish_fiood

MQTT Malformed_data

Confusion Matrix

Benign Benign

DDoS ICMP

DDoS SYN

DDoS TCP

DDo5 UDP

DoS ICMP

Dos SYN

Dos TCP

DoS UDP

Recon 0S_scan

Recon Ping_sweep

Recon Port_scan

Recon vulScan

Spoofing ARP

o ‘5‘5 <

Predicted label

Figure 6.3. Confusion matrix of 19-class classification.

and efficient anomaly detection systems for medical IoT networks.

6.3. Runtime Efficiency Comparison Between Hybrid Architectures

especially in edge devices.
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The research also investigated fundamental challenges in IoMT anomaly detection,
e.g., the inappropriateness of discrimination between highly similar attack types like
DoS and DDoS. Finally, a number of hybrid architectures were tried out and the best-
performing model (combining RNN, LSTM and self-attention layers) achieved
improved detection capability through the ability to capture temporal relationships as

well as subtle patterns in traffic data. These studies aim at designing more accurate

In addition to evaluating classification performance, this study also examined the
computational efficiency of the proposed deep learning model along with the second
best model. Runtime efficiency is particularly significant in [oMT contexts where real-

time anomaly detection is desired and computational resources may be constrained,



To assess this, training and prediction times were recorded for two of the most complex
hybrid architectures: ConvlD + LSTM + RNN (shown as 1 in Model column in Table
6.5) and RNN + LSTM + Attention (shown as 2 in Model column in Table 6.5). These
measurements were taken for both 6-class and 19-class classification tasks using

feature sets of 30 and 45 dimensions. The results are summarized in Table 6.5.

Table 6.5. Runtime efficiency comparison.

Classification  Feature Model Training Time (s) Prediction Time (s)

Task Count

30 1 680,3628 9,1652
2 606,6737 9,7036

6-class
45 1 983,3850 12,6763
2 812,5085 12,7913
b 1 823,4000 17,6594
2 1.202,6254 23,7467

19-class
A 1 1.126,7298 24,2481
2 1.828.,0146 36,4287

Reducing the feature set from 45 to 30 significantly improved runtime efficiency
across both hybrid architectures, especially for the more complex RNN + LSTM +
Attention model. In 19-class classification, for example, the training time dropped
from approximately 1828 seconds to 1202 seconds and prediction time dropped from
36.43 seconds to 23.75 seconds when using 30 features instead of 45. This
demonstrates that feature reduction not only simplifies the model input but also
reduces the computational load, which is crucial in time-sensitive [oMT environments.
While the attention-based architecture inherently demands more computation due to
its internal operations, the impact of feature size remains a major factor in optimizing

model performance and efficiency.
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7. CONCLUSION

Growing utilization of Internet of Medical Things (IoMT) devices in healthcare
systems comes with advantages as well as significant cybersecurity threats. As these
networked medical devices are becoming integral to patient care, security and integrity
of the network infrastructure are paramount. Anomaly detection is especially
important in this context when traditional signature-based intrusion detection systems

cannot keep up with new and unknown threats.

In this paper, we proposed and compared a range of machine learning and deep
learning models for network-based anomaly detection using the CICIoMT2024
dataset. The CICIoMT2024 dataset is a realistic [oMT traffic in different devices and
attack scenarios and can be utilized for comparing the effectiveness of different

detection techniques.

7.1. Evaluation Across Models

Experiments were conducted with both traditional machine learning algorithms
(Logistic Regression, Random Forest and AdaBoost) and also deep learning models
such as Dense Neural Networks (DNN), RNNs, LSTMs, 1D Convolutional layers and
hybrid models with attention mechanisms. The models were tested on three
classification setups: binary classification (normal vs. anomalous), 6-class

classification (big attack categories) and 19-class fine-grained attack detection.

The findings were clear performance variation with the model type based on the
complexity of the tasks. In the binary scenario, the traditional models performed well
with Random Forest at 0.98 accuracy level and comparable scores on precision, recall
and Fl-score. This indicates that for less complex detection tasks where feature

boundaries are clearer, traditional tree-based models are still a good option.

7.1.1. Role of hybrid deep learning

As the classification complexity increased to 6 and 19 classes, deep learning models—
especially those capturing temporal and sequential relationships—became

increasingly dominant. The RNN + LSTM + Attention model consistently



outperformed others, achieving an accuracy of 0.99 in binary class task, 0.82 in the 6-
class task and 0.66 in the 19-class task. These results validate the hypothesis that
temporal attention can significantly enhance the model’s capacity to distinguish
nuanced attack patterns, which are often difficult to capture using static feature sets

alone.

Interestingly, while DNNs and standalone ConvlD models showed moderate
performance, stacking architectures such as ConvlD + LSTM + RNN vyielded better
generalization, likely due to their layered ability to extract both spatial and temporal
dependencies. Attention mechanisms further improved model discrimination by
allowing the network to dynamically focus on the most essential time steps, which is

particularly valuable in complex traffic patterns typical of [oMT environments.

7.2. Limitations of the Study

Despite these promising outcomes, the current work has some limitations. First, all
experiments were conducted on a single dataset. While CICIoMT2024 is
comprehensive, future studies should validate the model's generalizability across other
datasets and real-world deployments. Second, the models, particularly the deep
architectures, require substantial computational resources and hyperparameter tuning,
which may hinder their immediate deployment on edge devices with constrained
processing power. Additionally, the class distribution in the dataset remains skewed,
even after downsampling techniques, which may bias some performance metrics,

particularly in underrepresented classes.

7.3. Future Work Recommendations

Future work can explore real-time anomaly detection frameworks that enable on-
device processing in edge environments. This would involve lightweight and
optimized models that can operate under strict latency and energy constraints. Model
compression techniques like weight sparsification, reduced-precision formats, and

teacher-student training frameworks could help in this transition.

Also interpretability is crucial, particularly in healthcare-related systems where
security decisions must be transparent and explainable. Future efforts should

incorporate explainable Al (XAI) techniques such as SHAP values or LIME to
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visualize model decisions. This could enhance trust and allow system administrators

or healthcare professionals to make informed judgments based on Al predictions.

IoMT environments are inherently dynamic, with frequent changes in traffic volume,
device roles, and contextual network behavior. Therefore, future research should
explore adaptive learning mechanisms capable of responding to real-time distribution
shifts and concept drift. Online learning, continual training, and domain adaptation
methods may help models remain effective even when faced with evolving usage

patterns or novel attack vectors.
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