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ABSTRACT

Answering Spatial Density Queries Under Local Differential Privacy
Ekin Tire
Master of Science in Computer Science and Engineering
September 7, 2022

Spatial density queries are fundamental in many geospatial data analysis tasks and
have numerous applications in the real world, such as determining crowded areas,
estimating traffic density, navigation, passenger demand analysis, and so forth. How-
ever, answering spatial density queries based on users’ data may violate users’ pri-
vacy by exposing their true locations to an untrusted third party (e.g., a server
acting as the service provider or data collector).

In this thesis, we propose a solution for answering spatial density queries while
preserving Local Differential Privacy (LDP), a state-of-the-art privacy protection
standard. Our solution consists of four main steps: partitioning, finding sensitiv-
ity, user-side noisy response computation, and server-side estimation. For the first
step, we initially propose three basic partitioning strategies: Singleton Partitioning,
Holistic Partitioning and Random Partitioning. Based on our qualitative and em-
pirical analysis of the three basic strategies, we design and implement an improved
strategy called Advanced Partitioning. For the second step, we adapt graph-based
modeling of query sets from the centralized DP literature. Advanced Partitioning
also leverages and extends this technique by formulating the partitioning problem
as a vertex coloring problem on the graph representation of a query set.

For the third and fourth steps, in addition to adapting two popular LDP protocols
(GRR and RAPPOR) to our solution, we propose an extension for the Optimized
Unary Encoding (OUE) protocol so that it can be employed in our solution. We
call the extended protocol Optimized Bitvector Encoding (OBE). OBE is applicable
to not only the problem of answering spatial density queries, but also in arbitrary
LDP problems with bitvector encodings. We formally prove that the user-side per-
turbation step of our OBE protocol satisfies LDP and its server-side estimation step
produces unbiased estimates.

Combining the different partitioning strategies and LDP protocols, we obtain a
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total of 8 different approaches for answering spatial density queries under LDP, all
of which can be parsed as instances of our four-step solution with different choices in
the individual steps. We perform an extensive experimental evaluation of these ap-
proaches using 4 real-world datasets, varying number of queries, varying query sizes,
varying degrees of privacy, and multiple error metrics. Results show that Advanced
Partitioning and OBE protocol typically yield the lowest error, demonstrating the

superiority of our proposed methods.



OZETCE

Konumsal Yogunluk Sorgularinin Lokal Diferansiyel Mahremiyet
Korumali Cevaplanmasi
Ekin Tire
Bilgisayar Miithendisligi, Yiiksek Lisans
7 Eylil 2022

Konumsal yogunluk sorgulari, birgok cografi veri analizi iginde temel bir yapitast
olmakla birlikte, kalabalik alanlarin belirlenmesi, trafik yogunlugunun tahmini, nav-
igasyon, yolcu talep analizi gibi gergek hayatta ¢ok sayida uygulama alanina sahiptir.
Ote yandan, konumsal yogunluk sorgularmin kullanme: verileri kullanilarak cevaplan-
masi, kullanicilarin gergek konumlarini giivenilir olmayan tiglincii kigilere (6rnegin,
servis saglayic1 veya veri toplayici gorevi goren bir sunucuya) ifsa ederek kullanici
mahremiyetini ihlal edebilir.

Bu tezde, konumsal yogunluk sorgularinin modern bir mahremiyet koruma stan-
dardi olan Lokal Diferansiyel Mahremiyet (LDP) korumali cevaplanmasi igin bir
¢Oziim oneriyoruz. Coziimiimiiz dort ana adimdan olugmaktadir: boliimleme, has-
sasiyet bulma, kullanici tarafi giiriilltiilii cevap hesaplamasi ve sunucu tarafi tah-
minleme. Ik adim icin, oncelikle {i¢ temel boliimleme stratejisi éneriyoruz: Tekil
Béliimleme, Biitiinsel Boliimleme ve Rastgele Boliimleme. Uc temel béliimleme
stratejisi lizerinde yaptigimiz nitel ve deneysel analizlere dayanarak, Gelismis Bolim-
leme adli iyilestirilmis bir strateji éneriyor ve gelistiriyoruz. Ikinci adim icin, merkezi
DP literatiiriinden sorgu kiimelerinin ¢izge-tabanlh modellemesi teknigini kullaniyoruz.
Geligmis Boliimleme yontemi de ¢izge-tabanli modelleme teknigini kullanmakta ve
boliimleme problemini sorgu kiimesinin ¢izge modeli iizerinde diigim renklendirme
problemi olarak c¢oziimleyerek geligtirmektedir.

Uciineii ve dordiineii adimlar icin, ¢oziimiimiize iki popiiler LDP protokoliinii
(GRR ve RAPPOR) uyarlamaya ek olarak, ¢dziimiimiize uygulanabilir hale gelmesi
i¢cin Optimized Unary Encoding (OUE) protokoliine bir genigletme éneriyoruz. Genis-
letilmig protokoliimiiziin ismi Optimized Bitvector Encoding (OBE)’dir. OBE sadece
konumsal sorgularin cevaplanmasi problemiyle sinirli olmayip, bitvektor kodlamasi

iceren herhangi bir LDP probleminde de kullanima uygundur. OBE’nin kullanici
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tarafi giirtiltili cevap hesaplamasinin LDP’yi sagladigini ve sunucu tarafi tahmin-
lemesinin tarafsiz oldugunu matematiksel olarak kanitliyoruz.

Farkl boliimleme stratejileri ve LDP protokollerinin kombinasyonlar1 kullanilarak,
konumsal sorgularin LDP ile cevaplanmasi i¢in 8 farkli yaklagim elde edilmistir; bu
yaklagimlarin hepsi dort-adimh ¢oziimiimiiziin adimlarinda farkh segimler yapilarak
elde edilen ornekleri olarak incelenebilir. Elde edilen yaklagimlarin kapsamli deney-
sel degerlendirmesini, ger¢ek diinyadan alinmig 4 veri seti, degisen sayida sorgu,
degisen sayida sorgu boyutu, degisen mahremiyet dereceleri ve birden fazla hata
metrigi kullanarak yapiyoruz. Sonuclar, Geligmig Boliimleme stratejisi ve OBE pro-
tokoliiniin genelde en diigiik hatay1 verdigini gostermekte, bu durum da 6nerdigimiz

yontemlerin tistiinliiglinii gozler oniine sermektedir.
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Chapter 1

INTRODUCTION

Local Differential Privacy (LDP) has recently emerged as a popular standard for
privacy protection in distributed multi-user environments with an untrusted data
collector [Cormode et al., 2018a, Thakurta et al., 2017, Ding et al., 2017, Erlingsson
et al., 2014, Wang et al., 2017]. In LDP, each user perturbs their data on their local
device before sending the perturbed output to the data collector. The data collector
cannot infer the true value of a user from their perturbed output; however, after
receiving perturbed outputs from many users, the data collector can make aggre-
gate inferences pertaining to the general user population. In addition to receiving
attention from the research community, LDP has also been deployed in products of
large tech companies, including Google’s RAPPOR for analyzing Chrome browser
settings [Erlingsson et al., 2014], Apple iOS to collect popular emojis and trending
words [app, 2020, Thakurta et al., 2017], and Microsoft Windows 10 for collecting
application telemetry [Ding et al., 2017].

One domain that would highly benefit from adopting LDP is geospatial data, i.e.,
data relating to users’ locations. Location data is inherently sensitive and collect-
ing users’ location data raises a multitude of privacy concerns [De Montjoye et al.,
2013, Ma et al., 2013, Fiore et al., 2020]. Yet, geospatial statistics are useful for many
purposes such as measurement of crowdedness for points-of-interest (shops, restau-
rants, museums), traffic density estimation, traffic navigation, passenger demand
analysis, and so forth. Interest in geospatial density and mobility statistics have

especially increased during the COVID-19 pandemic, with companies like Google!,

1Google COVID-19 Community Mobility Reports — https://www.google.com/covid19/
mobility/
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Apple? and Uber? sharing mobility-related statistics to provide insights about the
pandemic. Consequently, there is an active and growing need for novel methods to
collect geospatial statistics while ensuring users’ privacy using LDP.

Towards addressing this need, this thesis studies the problem of answering spatial
density queries under LDP, which is a fundamental primitive for many downstream
data analysis tasks. A spatial density query is a query of the form: “How many
users are located in the geographical area bounded by latitudes (X,Y) and longitudes
(Z,T)?” or “How many users are traveling on road X?”. Many of the aforementioned
tasks such as measurement of crowdedness, estimation of traffic density, passenger
demand analysis, etc. fundamentally rely on spatial density queries.

Our solution for answering spatial density queries under LDP consists of four
main steps. The first step is partitioning a large query set and user population into
smaller subsets, in order to reduce sensitivity and to benefit from LDP’s principle
of dividing users. We propose three basic partitioning strategies (Singleton, Holistic
and Random), and analyze their advantages and disadvantages in terms of sampling
error and noise error. Based on our analysis, we propose an improved partitioning
strategy called Advanced Partitioning, whose superior accuracy is shown also exper-
imentally. The second step is finding the sensitivity of a query set (or partition).
For this purpose, we adapt graph-based modeling of query sets from the centralized
differential privacy literature [Inan et al., 2016, Inan et al., 2020] to our setting.
Our proposed Advanced Partitioning strategy also leverages this graph-based model
by formulating the ideal partitioning problem as a vertex coloring problem, which
constitutes another extension of the work in [Inan et al., 2016, Inan et al., 2020].

The third and fourth steps of our solution are noisy response computation on the
user-side and estimation of query answers on the server-side. For these purposes,
we initially adapt and use two LDP protocols: a binary version of Generalized
Randomized Response and a modified version of Basic RAPPOR [Erlingsson et al.,

2014, Wang et al., 2017]. However, in order to improve estimation accuracy, we

2Apple COVID-19 Mobility Trends Reports — https://covid19.apple.com/mobilit
pp y P p pp y

3Uber Movement — https://movement .uber.com/?lang=en-US
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incorporate a third protocol into our solution by proposing an extension for one
of the existing LDP protocols: Optimized Unary Encoding (OUE) [Wang et al.,
2017]. Although OUE achieves highly accurate results in frequency estimation, the
fact that it uses unary encoding is a limitation that prevents it from being directly
employed in our solution. To overcome this limitation, we extend OUE to support
arbitrary bitvector encodings, and call the resulting protocol Optimized Bitvector
Encoding (OBE). We incorporate the extended user-side noisy response computation
and server-side estimation procedures of OBE into our solution. Note that while
OBE is a component of our solution, it is actually a generic LDP protocol that can
be used independently in other LDP problems as well.

Combining the different partitioning strategies and LDP protocols, we obtain a
total of 8 different approaches, all of which can be parsed as instances of our general
four-step solution with different choices in the individual steps. We experimentally
compare these 8 approaches using 4 real-world location datasets, two error metrics,
varying sizes of query sets, and varying query characteristics. Experiment results
demonstrate the superiority of our proposed approaches — in a large majority of
the experiments, lowest error is obtained when our proposed Advanced Partitioning

strategy is used together with the OBE protocol (OBE-ADV).

1.1 Contributions

In this thesis, we design and develop a solution for answering spatial density queries
under LDP, consisting of four steps: partitioning, finding sensitivity, user-side noisy
response computation, and server-side estimation. We consider four different strate-
gies for partitioning, and three different LDP protocols for user-side noisy response
computation and server-side estimation.

Additionally, for finding sensitivity, we adapt the technique of graph-based mod-
eling of query sets [Inan et al., 2020] to our setting. We further extend this technique
by proposing Advanced Partitioning, which formulates the partitioning problem as
a vertex coloring problem on the graph model.

Furthermore, we propose a new protocol called OBE, which is an extension of an
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existing protocol (OUE) in Chapter 4. In addition to reducing error in our solution,
OBE can be used outside of our solution in other LDP problems as well.

Finally, we perform an extensive experimental evaluation of various combinations
of partitioning strategies and LDP protocols using real-world datasets in Chapter
6. Results show the superiority of our proposed Advanced Partitioning strategy and

OBE protocol.

1.2 Thesis Organization

The rest of the thesis is organized as follows. In Chapter 2, we present and discuss
related work. In Chapter 3, we give preliminaries for the rest of the sections, such as
the formal definitions of spatial density queries, LDP, and graph-based modeling of
query sets. In Chapter 4, we describe the OBE protocol in detail, providing formal
proofs for the privacy of its user-side perturbation and unbiasedness of its server-
side estimation. In Chapter 5, we explain our solution for answering spatial density
queries under LDP. We provide experimental analysis and comparison in Chapter

6. Chapter 7 concludes this thesis.
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Chapter 2

RELATED WORK

2.1 Differential Privacy

Differential Privacy (DP) is the centralized privacy notion that precedes LDP where
privacy protection mechanisms are applied at the database level [Dwork, 2006a].
Several works have studied the protection of geolocation datasets using DP. For an-
swering count queries on two-dimensional geospatial datasets, [Qardaji et al., 2013]
proposed a grid-based approach where the dataset is adaptively partitioned into
several grids. [Ho and Ruan, 2011] studied the usage of differentially private region
quadtrees for location databases that allows pattern mining. [Cormode et al., 2012]
developed private versions of popular spatial indexing methods such as quadtrees,
kd-trees and Hilbert R-trees. [Zhang et al., 2016] proposed PrivTree, a hierarchi-
cal method for releasing spatial distributions. A benchmark study by [Hay et al.,
2016] provides a comparison of different DP query answering and histogram release
algorithms. [Mir et al., 2013] and [Acs and Castelluccia, 2014] studied the release
of spatio-temporal densities of urban areas using call data records.

Instead of spatio-temporal statistics, it is also possible to publish synthetic loca-
tion trace (trajectory) datasets while satisfying DP. Then, desired statistics and/or
query answers can be derived from the synthetic datasets. [Shao et al., 2013] pub-
lish trajectories using a weaker application of DP by injecting noise to locations.
[Chen et al., 2012a] and [Chen et al., 2012b] publish sequential datasets using the
prefix tree and ngram data models, respectively. [He et al., 2015] developed DPT
for trajectory synthesis with the novelty of hierarchical reference systems. DP-Star
and AdaTrace systems were developed in [Gursoy et al., 2018a] and [Gursoy et al.,
2018b], which were empirically shown to provide higher utility compared to prior

works. An optimized version of AdaTrace, called OptaTrace, was developed in [Gur-



Chapter 2: Related Work 6

soy et al., 2020].

Although the works surveyed in this section are at the intersection of DP and
location data, they have a different privacy assumption (DP) compared to the pri-
vacy goal in this thesis (LDP), therefore they are not comparable to the solution
developed in this thesis. An important distinction between DP and LDP is that DP
requires all data to be located in a centralized database, whereas LDP allows users’
data to remain on their personal devices. Consequently, LDP is more suitable and

desirable for the setting considered in our work.

2.2 Local Differential Privacy

LDP has been receiving increasing attention from the industry and academia in
recent years. In [app, 2020], Apple developed client-side and server-side LDP al-
gorithms for collecting user data to determine several different statistics such as
popular emojis, memory usage, word discovery and typing history. Mechanisms
proposed in [Ding et al., 2017] are used by Microsoft to collect application telemetry
data. Google also [Erlingsson et al., 2014] proposed RAPPOR protocol for collecting
user statistics in Chrome. [Cormode et al., 2018a] analyzed large-scale adoptions of
LDP in leading technology companies including Apple, Microsoft and Google.

One of the most fundamental tasks in LDP has been frequency estimation, and
several protocols were developed towards this task. One of the first protocols under
LDP is proposed in [Kairouz et al., 2014], which are called staircase mechanisms
aimed for extremal privatization of collective personal data. [Bassily and Smith,
2015] studied efficient 1-bit protocols under the local setting that produce succinct
histograms. [Wang et al., 2016] developed a high utility protocol specifically for
statistical learning under local e-LDP. Google’s RAPPOR [Erlingsson et al., 2014] is
one of the first LDP protocols that is used in mass data collection in commercial use
for collecting anonymous usage statistics for Google Chrome. In [Wang et al., 2017]
several optimized LDP protocols are introduced for private frequency estimation
under different encoding mechanisms such as histogram encoding, unary encoding

and local hashing. Among these protocols, we adapted and used the GRR and
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RAPPOR protocols in our solution; in addition, we proposed an extension to the
OUE protocol called OBE.

LDP has been used in several other domains and tasks that are orthogonal to the
setting considered in this thesis, such as heavy hitter and frequent term discovery
[Bassily et al., 2017, Wang et al., 2019¢, Wang et al., 2018a, Fanti et al., 2016],
frequent item and itemset mining from set-valued data [Qin et al., 2016, Wang
et al., 2018b], key-value store analysis [Ye et al., 2021, Gu et al., 2020], mean and
numerical distribution estimation [Duchi et al., 2018, Wang et al., 2019a, Li et al.,
2020], marginal release from high-dimensional datasets [Cormode et al., 2018b, Ren
et al., 2018, Zhang et al., 2018], and deep learning [Arachchige et al., 2019, Truex
et al., 2020].

Work that is more closely related to this thesis’ setting can be studied under
two categories. First category is answering range and/or analytical queries under
LDP. For answering 1-D range queries on a single attribute, [Cormode et al., 2019]
proposed the use of Haar wavelet transforms under LDP. [Wang et al., 2019b]
developed HIO for answering multi-dimensional analytical SQL-like queries on fact
tables under LDP. [Yang et al., 2020] developed HDG for answering multi-attribute
range queries on tabular data, leveraging the idea of combining low-dimensional grids
to answer higher-dimensional queries. There have also been studies on answering
linear and range queries with relaxations of LDP, such as metric-based LDP or local
d-privacy [Xiang et al., 2020, Gu et al., 2019]. However, works in this category are
not comparable to ours, since they are either not considering geolocation data (and
the rich set of arbitrary-shaped density queries that may exist in geolocation space)
or they assume privacy definitions that are different from LDP.

The second category is applications of LDP to geolocation data. Under this
category, [Chen et al., 2016] studied spatial data aggregation through user clus-
tering and user-side local randomizers. Their approach satisfies a privacy notion
called (7,¢)-PLDP, where each user’s privacy specification is personalized by differ-
ent spatial region 7 and different privacy level €. [Kim et al., 2018] applied LDP to
collect indoor positioning data of users, and proposed a statistic-based method and

an Expectation-Maximization method for estimation. [Zhao et al., 2020] provide a
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targeted survey of DP/LDP literature with the goal of identifying future research
directions at the intersection of Internet of Vehicles (IoV) and LDP; but this is a sur-
vey /vision paper without novel algorithms or protocols. The recent work of [Hong
et al., 2021] proposes a square mechanism for collecting geospatial data under LDP
while reducing the MSE between actual and collected locations, for improved per-
sonalized services. This is an orthogonal problem to ours since their solution aims
to improve utility for each particular user, whereas our solution aims to maximize
utility of aggregate statistics across the population.

In short, existing work under the first category (query answering under LDP)
does not consider geolocation data or assume privacy definitions that are different
than LDP. Existing work under the second category (applications of LDP to geolo-
cation data) does not address answering spatial density queries. Our work in this

thesis fills this gap.
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Chapter 3

BACKGROUND

3.1 Problem Setting and Notation

Consider a two-dimensional geolocation space £ and user population P. For user u €
P, at any given time, the user’s true location ¢, € L is a tuple consisting of (latitude,
longitude) coordinates. A spatial density query ¢ is defined by a geographical area
A, C L and aims to estimate the number of users in that area.

We say that a user w answers query ¢ positively if and only if £, € A,. We denote

this by an indicator function ¢:

1 if ¢, € A,
o(u,q) = (3.1)
0 otherwise

Then, the true answer of a spatial density query g is:

ans, = Z o(u,q) (3.2)

ueP
A collection of several spatial density queries is called a query set, denoted by:

Q={q,q,qs,-..}. We denote by ansg the answers to all queries in Q, i.e.:
ansg = {ansy ,ansg,, ans,,, ...} (3.3)

The problem we study in this thesis can be stated as follows. Consider a server
who holds a query set Q and wants to compute ansg. Computing ansg may be
desired for a number of reasons, e.g., learning the crowdedness of points-of-interest
(shops, restaurants), providing traffic navigation service by measuring traffic density
on roads of interest, adaptively improving service quality via resource allocation to
dense regions, and so forth. However, computing ansg requires either collecting

each user’s location ¢, or asking each user to answer Q according to his/her true
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l,, both of which violates the privacy of the users by exposing their true location.
Thus, the goal of our work is to design and implement a solution such that ansg
can be computed while the privacy each user’s location remains protected via local

differential privacy.

3.2 Local Differential Privacy

Local Differential Privacy (LDP) is a popular privacy notion that has been receiving
increasing attention in recent years. It has also been deployed in consumer-facing
products of companies such as Apple, Google and Microsoft [Ding et al., 2017,
Erlingsson et al., 2014, app, 2020]. Its main difference compared to the previous,
centralized version of differential privacy [Dwork, 2006b] is that it enables users’
data to be perturbed before they are collected. That is, under LDP, each user
locally perturbs their true data on their own device using a randomized algorithm
W, and the perturbed output is sent to the server. Since only the perturbed outputs
are observed by the server and not the users’ true data, LDP can be used in scenarios
where the users do not trust the server. LDP fits our problem setting nicely: While
the query set Q is being answered, users will not have to share their true locations or
true query responses with the server; only their perturbed responses will be observed

by the server. Hence, their privacy remains protected by LDP.

Definition 1 (e-LDP). A randomized algorithm V¥ satisfies e-local differential pri-
vacy (e-LDP), where ¢ > 0, if and only if for any two inputs vy, ve in universe U, it

holds that:

Pr{W(v) =

U1 Z/] e
PrU () —y] = ¢ (3:4)

where Range(¥) denotes the set of all possible outputs of W.

Yy € Range(V) :

Intuitively, e-LDP ensures that given the perturbed output y, it is not possible
for the server or for an adversary to distinguish whether the original true value was
vy or vy beyond the ratio e®*. Here, € controls the privacy level. Lower ¢ yields

stronger privacy.
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The concept of sensitivity will be important in determining the amount of per-
turbation necessary to achieve LDP. Sensitivity measures the maximum number of
queries in a query set Q that could be simultaneously impacted by one user, i.e.,
how many queries a single user u can simultaneously answer positively, considering
the user is located in a particular location ¢,,. Intuitively, if sensitivity is high, higher

magnitude of perturbation is necessary to achieve LDP.

Definition 2 (Sensitivity). Let Q denote a set of queries. We say that the sensitivity
of @, denoted Ag, is the maximum number of queries ¢ that could be answered
positively by any one plausible user u with location £,,:

Ao = max (Z o(u, q)) (3.5)
q€Q

LyeL
When clear in the context, we drop the subscript in Ag and simply write A.

Principle of Dividing Users: In LDP, several previous works [Wang et al.,
2017, Yang et al., 2020, Zhang et al., 2018, Cormode et al., 2019] point out that
when multiple pieces of information are to be collected from a user population, it is
better to divide (partition) users into multiple groups and collect different pieces of
information from each group. This way, each user spends their full € budget on one
piece of information. In contrast, dividing the privacy budget ¢ into several pieces
via sequential composition was shown to yield lower accuracy. Thus, our solution

takes advantage of the principle of dividing users.

3.3 Graph-Based Modeling of Query Sets

Modeling query sets via graphs was proposed in [Inan et al., 2020] and used in
[Esmerdag et al., 2016, Inan et al., 2016, Gursoy et al., 2017] under centralized
differential privacy (DP). Modeling a query set as a graph enables efficient compu-
tation of its sensitivity via graph algorithms (such as maximum clique problem),
and by knowing the sensitivity of a query set, appropriate amount of noise can be
added to query answers so that DP is satisfied. In this thesis, we adapt some of

these findings to the context of LDP and spatial queries. Furthermore, we extend
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Ouery set to graph conversion -

Je°

Figure 3.1: Query set to graph conversion

the state-of-the-art by showing how wvertex coloring, another graph algorithm, can

be applied to divide a large query set into smaller subsets, each with A = 1.

Definition 3 (Graph model of Q). Let Q = {q1,¢2,¢s, ...} be a query set. The
graph model of Q is an undirected graph G = (V, E') with vertex set V' and edge set
E, such that:

e Each query g € Q is represented as a vertex in V.

e There exists an edge between two vertices if and only if the geographical regions

of the corresponding two queries intersect with each other, i.e.:

E= {(Qi7Qj) | qu‘ ﬂqu 7é ®a v(Qi:Qj) € QX Q}

An example conversion of a query set Q to its graph model G(V, E) is shown
in Figure 3.1. The query set consists of four queries: Q = {q1, ¢, 43,4}, e.g., @1
estimates density in a neighborhood, ¢, estimates traffic on the bridge, g3 and ¢4
estimate number of visitors in the museum and the park, respectively. For user Alice
with location €., w(Alice,q1) = 1 and p(Alice, q3) = 0. The graph model of Q is
shown in Figure 3.1. In the graph, there is only one edge (between ¢; and ¢2) since
q1 and @9 are the only two pairwise intersecting queries. For this Q, according to

Definition 2, we have: Ag = 2.
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Chapter 4

OPTIMIZED BITVECTOR ENCODING (OBE)

Before describing our solution for answering spatial density queries under LDP,
we propose an extension to an existing LDP protocol called Optimized Unary En-
coding (OUE). The extended protocol, called Optimized Bitvector Encoding (OBE),
is used in our spatial query answering solution.

OUE is an LDP protocol that was proposed in [Wang et al., 2017]. It uses unary
encoding in which user u’s true response is encoded into a unary bitvector B, such
that only one position in B, contains a 1 bit and remaining positions contain 0
bits. The OUE protocol is suitable for the frequency estimation task which was
the main goal of [Wang et al., 2017], and it was shown to provide highly accurate
results. However, since OUE only supports unary encoding, it is not suitable for
LDP tasks which require more general bitvector encoding with potentially many 1s
in B,, such as our query answering task in which a user’s true answers could be
encoded into a bitvector such that B,[i] = 1 iff p(u, ¢;) = 1, and there exist multiple
queries ¢; € Q for which p(u, g;) = 1. To address this shortcoming, we extend OUE
such that arbitrary number of 1s can be supported in B,,. We denote the maximum
number of 1s that can exist in B, by A, since A corresponds to the sensitivity of Q,
i.e., maximum number of positive bit responses that may exist in B,. We call the
extended protocol Optimized Bitvector Encoding (OBE).

Note that similar to many other LDP protocols, our OBE protocol can be used
in arbitrary LDP tasks — while we leverage it in solving the spatial query answering

problem, the protocol itself is generic and it is not limited to this task.
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4.1 Existing OUE Protocol

First, we give the technical details of the existing version of the OUE protocol from
[Wang et al., 2017]. As in many other LDP protocols, OUE consists of two main
components: (i) user-side perturbation to satisfy LDP on users’ devices, and (ii)
server-side estimation after collecting perturbed data from the user population.
User-Side Perturbation in OUE. Let B, denote user u’s bitvector. Recall
that B, is unary, i.e., only one position in B, contains a 1 bit and all remaining
positions are 0. The perturbation mechanism ¥ of OUE takes B, as input and
outputs perturbed bitvector B! as follows:
if B,li] =1

Pr[B;[i] —W(B]) =1]| = . (4.1)
L if B,Ji] =0

ef+1

N[ =

That is, each position ¢ € [1,|B,|] is considered one-by-one, and the existing bit
is either kept or flipped with different probabilities. The perturbation probabilities
are chosen in a way that minimizes the variance of server-side estimation, so that
the protocol’s accuracy remains high when |B| is large [Wang et al., 2017]. The
perturbed bitvector B, is sent to the server.

Server-Side Estimation in OUE. The server collects perturbed bitvectors

B! from users u € P. Then, the server computes the reported count of position i,
denoted a(z), as:
0li) = Y Bl (4.2
ue’P
The server’s estimate of how any users have B,[i] = 1 in their original bitvectors,

denoted C(i), is computed as:

o) = & (e +1)-C() = IPI) (4.3)

ef —1

By computing C(i) independently for each i € [1,|B,]], the server is able to estimate

the frequency of each index.
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4.2 User-side Perturbation in OBE

Our extension of OUE to OBE requires modification of both the user-side pertur-
bation and server-side estimation. In this section, we describe the user-side pertur-
bation in OBE and prove that it satisfies e-LDP. In the next section, we describe
the server-side estimation in OBE and prove that it provides an unbiased estimate.
Let B, denote user u’s bitvector. Different from OUE, here, we allow arbitrary
number of 1s in B,, where A is the maximum number of 1s allowed. The perturba-
tion mechanism ¥ of OBE takes B, as input and outputs perturbed bitvector B,
as follows:
‘ ‘ : if B,[i] =1
Pr [B;[z] = U(B,[]) =1| = (4.4)
m if B,li] =0

User u sends perturbed bitvector B, to the server.
Theorem 1. User-side perturbation of OBE satisfies e-LDP.

Proof. Let B,,, B,, denote two input bitvectors to be perturbed, and let B’ denote
a perturbed bitvector (output produced by OBE). Since ¥ of OBE does not change
the length of the bitvectors, we have |B,,| = |By,| = |B’|. By definition of LDP, we

need to show that:

VB’ € Range(V) : <ef (4.5)

We define two probabilities P,,uz, Phin:
Praz = max (Pr[¥(B,,) = B)
Pyin = min (Pr[\Il(Bu2 ) = B’])

Hence, if Pmaz/p,,,, < e, then Equation 4.5 is satisfied. Next, notice that P, is
achieved when all bits of B,, are the same as the bits of B', i.e. B, [i| = B'[i], Vi €
[1,|B'|]. Similarly, P, is achieved when all bits of B,,, are different from the bits
of B',i.e. Byli] # B'[i], Viel[l,|B]].

Let n denote the number of 1 bits in B’. In the remainder of the proof, we

consider 4 different cases depending on: (i) whether n < A or not, (ii) whether
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|B'| > n+ A or not. We compute Pmaz/p,,;,, under each of the 4 cases and show that
Pmaz [p,,;, < € holds under each case.

Case 1. Assume n < A and |B'| > n+ A. We have:

oo (L) (el i

2 es/A +1
P, 1O\ [\ s\
() () ()

Consequently,
Pmax E/A 1 s

The last step follows from the fact that, for all possible values of € and A, ¢/a > 0

e/A /A1
2

> 1. The quantity

and thus e is therefore greater than 1, but since n < A,

it is raised to a non-positive power, leading to the final result.

Case 2. Assume n < A and |B'| < n+ A. We have:

(LY (e N
2 es/A +1

b B 1 norq |B'|—n
min = \ e/A 1 9

Consequently,
2n—|B’ B’|-2n
Pz _ 1 P (ee/A)\B'\—n 1 ‘I (47)
Pmin 2 ea/A + 1

We observe that Equation 4.7 is monotonically increasing with respect to |B’|. This
is because after removing all multipliers in Equation 4.7 that do not depend on |B’|,

we obtain:

9¢s/8 \ 1P
(es/A + 1)

For all possible values of ¢ and A, which satisfy ¢ > 0 and A > 0, it holds that:
2¢5/A > e5/A 4+ 1. Thus, the fraction is > 1, and the fraction raised to |B’| is

monotonically increasing with respect to |B’|.
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In order to compute the maximum value of Equation 4.7, we must therefore plug

|B'| = n + A into it, since this is the maximum value |B’| can take under Case 2.
Then:
Pmax E/A 1 s
e (551) e o
Case 3. Assume n > A and |B’| > n+ A. We have:
b (DN (L TR e 1B'|=n
S ) es/A 1 es/A 41
. 1 A 1 n GE/A |B'|—n—A
w=(a) (zwr) ()
Consequently,
()
Pmcm: es/A
P 1+1 =€ (4.9)
mwn <65/A+1>
Case 4. Assume n > A and |B'| < n+ A. We have:
b 1\ 2 1 n—A /A |B'|—n
= (3) () (F)
P B 1 |B'|—n 1 n
min — 9 oe/A 1
Consequently,
P 1 n+A—|B'| 1 |B'|—n—A )
maz _ (1 /AN|B|-n
=) () @™ (4.10)

We observe that Equation 4.10 is monotonically increasing with respect to |B’|. The
derivation of this is identical to that under Case 2, therefore we omit it here. In order
to compute the maximum possible value of Equation 4.10, we plug |B’| = n+ A

into it, which is the maximum value | B’| can take under Case 4. Then, we obtain:

Pma:v

5= (e/2)A = ¢f (4.11)

The proof is complete, since we showed in Equations 4.6, 4.8, 4.9, 4.11 that under

each of the 4 cases, Pmaz/p,,,, < € holds. O
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4.3 Server-side Estimation in OBE

After the server receives perturbed bitvectors B! from users u € P, in order to
recover how many users’ true bitvectors B, contain B,[i] = 1, the server needs to
perform estimation Vi € [1,|B,|]. First, the reported count of position i is computed:

C(i)=>_B,[i] (4.12)

ueP

Then, the server computes the estimate C(i) as:

_ ((ef/A O —
o) = 2 (( :E/lA) _Cl( ) —|P])

(4.13)

A desirable property of estimation is being unbiased. That is, in expectation, the
estimate C(i) is equal to the true number of users whose bitvectors contain B,[i] = 1.

Theorem 2 proves that the above estimation for OBE is indeed unbiased.

Theorem 2. Let v denote the fraction of users in P whose true bitvectors contain
B,[i] = 1. Then, C(i) is an unbiased estimator of |P| - 5.

Proof. We need to show: E [C_’ ['LH = |P| - . First, observe from Equation 4.13 that:
2+ (> +1)-E [C(0)| - PI)

es/d —1

E[Cli]] = (4.14)

We can compute E [6 (z)] using the perturbation probabilities defined in Equation
4.4:

~

E[O]] = 5-1Pl- 7+ Pl (1) (1.15)

/A
Plugging E [6 [z}] from Equation 4.15 into Equation 4.14, we obtain:

Pl (P 1) [+ ] - 2P

E [C1i] L L
[Pl-y - (e/* +1) +2[P|- (1 =) = 2[P|
N es/A — 1
Py (e +1) = 2[P| -y (4.16)
B es/A —1
Pl =)
N es/A — 1
=[P|-v
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Chapter 5

ANSWERING SPATIAL QUERIES UNDER LDP

In this chapter, we describe our solution for answering spatial density queries
under LDP. We start with a general overview of our solution in Section 5.1, and

then explain each step in more detail in the next sections.

5.1 Solution Overview

The overview of our solution is provided in Algorithm 1. Given query set Q, user
population P and privacy level €, our solution computes the answers to the queries
in @ while satisfying e-LDP for each user. The algorithm consists of four main
steps. First, on the server-side, @ and P are PARTITIONed into n pairs of subsets.
There are multiple partitioning strategies; these are presented in Sections 5.2 and
5.3. All of the partitioning strategies satisfy Q@ = U ,Q; and P = U, F,. The
result of partitioning is n pairs of (Q);, P;) such that user subset P; is responsible for
answering the query subset @);. Then, for each (Q;, P;) pair, the server sends ; to
users u € P; and awaits their responses. Each user locally computes a noisy LDP
response on his/her device and sends it to the server in steps 2 and 3. The sensitivity
of @); is computed by the FIND_SENSITIVITY function, and the perturbed LDP
response is computed by the COMPUTE_RESPONSE function, taking into account
sensitivity, ); and €. The details of FIND_SENSITIVITY are presented in Section
5.4 and the details of COMPUTE_RESPONSE are presented in Section 5.5. After
the server collects perturbed responses from the users, it estimates ansg, using the
ESTIMATE function. The details of estimation are presented in Section 5.6. Finally,
on line 13 of Algorithm 1, the estimated answers ansg, of each partition (); are

combined to obtain ansg.
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Algorithm 1: Overview of our solution
Input : Query set @, user population P,

privacy budget ¢

Output: Query answers ansg

(Q1, P1), (Q2, P), .., (Qn, P,) < PARTITION(Q, P)
foreach (Q;, P;) do

fuy

N

3 Server sends (); to users u € P,

4 | responses < {}

/* Each user computes noisy LDP response and sends to server
*/

5 foreach u € P, do

6 Ag, < FIND_SENSITIVITY(Q;)
7 resp <~ COMPUTE_RESPONSE(Q);, €, Ag,)
8 User u sends resp to server
9 Server adds resp to responses
10 end
/* Server-side estimation from users’ noisy responses */

11 ansg, < ESTIMATE(responses)

12 end

n
13 ansg < | ansg,
i=1

14 return anso

5.2 Basic Partitioning Strategies

The aim of the partitioning step is to divide Q and P into several (Q;, P;) pairs
to determine which subset of the population P; will answer which query subset ;.
The rationale behind partitioning is to reduce A (thereby reducing the perturbation
necessary to satisfy LDP) while leveraging LDP’s principle of dividing users (recall
from Section 3.2). To that end, we present 3 basic partitioning strategies: Single-
ton Partitioning, Holistic Partitioning, Random Partitioning. The advantages and

disadvantages of these basic strategies inspire our Advanced Partitioning strategy.
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Singleton Partitioning: The number of partitions n is set to n = |Q| and each
query in @ becomes a partition @); on its own. That is, for @ = {q1, g2, ..., ¢ }, there
are n partitions such that Q; = {¢;}. Population P is divided into n mutually disjoint
groups, each containing |P;| = % users. Hence, under singleton partitioning, each
user answers exactly one query, and each query is answered by % users.

Holistic Partitioning: The number of partitions n is set to n = 1 and the
whole query set Q is treated as one partition. The result of holistic partitioning is
a single partition (P, Q1) = (P, Q). Hence, under holistic partitioning, each user
answers the whole query set Q, and each query is answered by P users.

Random Partitioning: As opposed to n = |Q| in singleton partitioning and
n = 1 in holistic partitioning, under random partitioning n is a variable parameter:
1 <n < |Q|. Q israndomly divided into n query subsets denoted @1, Qs, ..., Qpn,
cach containing |Q;| = Q/n queries. Population P is also divided into n mutually
disjoint groups denoted Pi, P, ..., P,. Pairs (Q;, P;) are matched and provided as
the partitioning result. Hence, under random partitioning, each user answers |Q|/n

queries, and each query is answered by |P|/n users, where 1 < n < |Q].

Analysis and Discussion: When answering spatial density queries with LDP,

there will naturally be some error in ansg due to perturbation performed to satisfy
LDP. In particular, we observe that there are two main sources of error under our

framework:

e Sampling error: Consider a query ¢ € Q. Since P is partitioned, q is
typically not answered by the whole population P, but rather a subset of the
population P;. Then, its answer must be generalized to P by multiplying it
with %. This introduces sampling error since the sample P; may not perfectly
represent the whole population P, and any imperfection is aggravated by the
il

2] multiplication.

e Noise error: At first sight, one can propose to minimize sampling error by
enforcing many users to answer each query ¢. However, for each u € P,
this increases the number of queries u needs to answer, which causes increased

sensitivity A. Unfortunately, increased A yields higher noise error due to LDP
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perturbation, see for example Equation 4.4. Higher the LDP perturbation,

higher the noise error in ansg.

As explained above, sampling error and noise error have a natural trade-off between
them. Indeed, among our 3 basic partitioning strategies, singleton partitioning
minimizes noise error (since |@Q;|=1, it is guaranteed that A=1) but incurs heaviest
sampling error. Holistic partitioning minimizes sampling error since each query is
answered by whole P, but incurs heaviest noise error. Random partitioning provides
a trade-off between these two ends: by increasing n one gets closer to singleton
partitioning and by decreasing n one gets closer to holistic partitioning.

After experimentally analyzing the 3 basic partitioning strategies, we observed
that noise error is typically much more dominant than sampling error. That is, for
the goal of minimizing total error in ansg, we should first and foremost minimize
noise error. This is achieved by enforcing A=1. Second, we observed with random
partitioning that some randomly built query subsets @; can have Ag,=1 and |Q;]
> 1. Such @); achieve lowest noise error possible while simultaneously incurring
lower sampling error compared to singleton partitioning since the queries are being

answered by more users: |P|/n users rather than |P|/|Q|, where n < |Q)|.

5.3 Advanced Partitioning

The above observations motivate our Advanced Partitioning approach. Given O,
the goal of advanced partitioning is to systematically find query subsets Q1, ..., @,
such that: (i) each @); has Ag,=1 so that noise error is minimized, and (ii) n is kept
as small as possible so that each query is answered by more users (|P|/n), thereby
sampling error is reduced simultaneously.

In order to solve this problem, advanced partitioning makes use of the graph
modeling of query sets explained in Section 3.3. First, query set Q is converted to
its graph model G = (V, E). Then, observe that if two vertices g;, ¢; are not adjacent
in G, their geographical regions Ay, 4, do not intersect. Hence, if we construct a
query subset () such that all queries in (), are pairwise not adjacent, then Ag, is 1.

As a result, to achieve the first goal of advanced partitioning, we should partition Q
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into @1, ..., @, such that each )} consists of queries that are not adjacent. In graph

theory, this is known as proper vertex coloring.

Definition 4 (Proper Vertex Coloring). Given an undirected graph G, assign a color
to each vertex of GG such that two adjacent vertices cannot have the same color. A
coloring of G using at most n colors is called an n-coloring. The smallest number of

colors needed to color a graph is called its chromatic number.

B e EOMOBOMNO
a2 e e Partitions:
Q1 = {41, 93, 95}

- Q: = {4294}

- N
T e e

e

Figure 5.1: Sample execution of Advanced Partitioning with vertex coloring

The two goals of advanced partitioning stated at the beginning of this section
can therefore be equivalently stated as: finding an n-coloring of G where n is G’s
chromatic number.

Unfortunately, vertex coloring is computationally hard. It is NP-complete to
decide if a graph allows a k-coloring (except & = 1 or 2) and it is NP-hard to even
compute the chromatic number of a graph [Garey et al., 1974, Johnson, 1985, Leven
and Galil, 1983]. Therefore, we utilize a greedy coloring algorithm. Greedy coloring
arranges vertices V' and colors C as two separate ordered lists. Then, it iterates over
the list of vertices, and for each vertex, it assigns to that vertex the first color that is
available, i.e., the color which is at the lowest index of C but not already used by one
of the neighbors of the vertex. The ordering of C is arbitrary and has no impact, but
the ordering of V' is important. We use the Largest-First method to order V', which
is an effective strategy that was first put forward by Welsh and Powell [Welsh and
Powell, 1967]. The Largest-First method utilizes the observation that vertices of low
degree allow for a more flexible choice of color, whereas vertices with high degree are

more difficult to color. Thus, it orders V' in non-increasing order of degree, so that
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Algorithm 2: Advanced Partitioning
Input : Query set @, user population P

Output: Partitions (Q1, P1), (Qa, P»), .., (Qn, P,)

1 G <~ GRAPH_MODEL(Q)
2 GREEDY_VERTEX_COLORING(G)
3 n < number of colors in G

P, P, ..., P, + uniformly divide P into n mutually disjoint subsets

I

partitions < {}

[S)}

6 for color ¢; where i € [1,n] do

7 (Q); < vertices in G that were colored ¢;
8 partitions.add(Q;,P;)

9 end

10 return partitions

the more difficult vertices are colored first. Overall, the computational complexity
of greedy coloring with the Largest-First method is linear time O(|V| + |E).
Putting everything together, advanced partitioning works as shown in Algo-
rithm 2. First, Q is converted to its graph model G using the procedure in Section
3.3. Then, the greedy vertex coloring algorithm is applied to G which assigns a
color to each vertex in GG. Let n be the total number of distinct colors in the
graph after all vertices have been colored. For each color ¢;, a query subset @); is
created which includes all vertices in G that were assigned color ¢;. This yields
Q1,Qs, ..., Q, query subsets. User population P is uniformly randomly divided into
n mutually disjoint subsets Py, P, ..., P,. Collectively, advanced partitioning returns
(Q1, P1), (Q2, Ps), ..., (Qn, P,). The theorem below proves that advanced partition-

ing achieves its design goal, i.e., Ag, = 1 for each query subset Q);.

Theorem 3. Consider partitioning of Q into (@1, Qs, ..., @) by Algorithm 2. Then,
the following properties hold:

1. No query is dropped, i.e., @ = Q1 U QU ... UQ,.
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2. Each query appears in at most one partition, i.e., for ¢);, @Q; such that i # j,
QiNQ;=10.

3. For each @);, we have: Ag, = 1.

Proof. Vertex coloring assigns a color to every vertex and no vertex is left uncolored,
thus Property 1 holds. Also, vertex coloring assigns exactly one color to each vertex
and a single vertex cannot have multiple colors, thus Property 2 holds.

We prove Property 3 by contradiction. Suppose that there is a violation of
Property 3, i.e., Ag, > 2 for some ;. Algorithm 2 constructs one ); per different
color; let ¢; be the color corresponding to ();. For Ag, > 2 to hold, there must
be two queries q,,q, € (; which have intersecting regions A, ,A,. In that case,
q. and @, are adjacent in GG due to the graph modeling procedure from Section 3.3.
However, by Definition 4, two adjacent vertices cannot have the same color in vertex
coloring, thus their colors must be different, in which case they cannot both be in

the same ();. This is a contradiction. O

A sample execution of Algorithm 2 is illustrated in Figure 5.1. After the graph
model is obtained, one can observe that 3 colors are needed for vertex coloring
(red, green, blue). Since there are 3 colors, we obtain 3 partitions: (); consists of
blue-colored vertices, (5 consists of red-colored vertices, Q3 consists of green-colored
vertices. One can also verify that Ay, is 1 for each partition, e.g., for @1, queries

q1, q3, g5 have no geographic intersection.

5.4 Finding Sensitivity

Before @), is answered by a user, its sensitivity Ag, must be computed by FIND_SENSITIVITY
since Ag, is used in determining the perturbation amount in LDP protocols. While
singleton partitioning and advanced partitioning specifically satisfy Ag, = 1, our so-
lution should support finding A, for arbitrary (); constructed by any partitioning
strategy.

Fortunately, the graph model of ); provides the ability to find Ag, efficiently. In

particular, Lemma 1 shows that subsets of queries that have common intersections
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in the location space £ form a clique in the graph model. A clique w is a subset
of vertices w C V such that every two vertex in w are adjacent, i.e., for Va,b € w,
(a,b) € E. Using Lemma 1, we can derive Theorem 4 in which Ay, can be upper
bounded by the mazimum clique size (MCS) of the graph, which is equal to the
number of vertices in the largest clique of the graph. Thus, by computing the MCS
of the graph model of @);, we can find Ag,.

Lemma 1. Consider query set @; and its graph model G(V, E). Let Q** C Q; be
a query subset such that all queries in Q$“’ have a joint common intersection, i.e.:
(N A) # 0 (5.1)
qufub

Then, the vertices representing Q5** form a clique in G, with clique size |Q$"0|.

Proof. For a common intersection to exist and therefore Equation 5.1 to hold, for
all pairs ¢;, g € Q5**, it must hold that Ay NAg # 0. In that case, according to the
graph constructed by Def. 3, there exists an edge between all pairs ¢; and ¢z, i.e.,
Va;, qx € Q5 (qj,qx) € E. By definition of a clique, this corresponds to a clique in

G, which contains the vertices of Q3%. n

Theorem 4. Consider query set @); and its graph model G(V, E). Let MCS(G)

denote the maximum clique size of G. It holds that:
Ag, < MCS(G) (5.2)

Proof. We prove by contradiction. Assume that Ag, = MCS(G) + B, where [ is
a positive integer. Then, by Definition 2, there must exist a location ¢, € L such
that user v with location ¢, answers positively to MCS(G) + f queries. If such
?, exists, then by Equation 3.1 there exist M CS(G) + f many queries whose A,
contain /,, meaning that they have a non-empty common intersection encompassing
l,. However, according to Lemma 1, if these queries have a non-empty common
intersection, then the vertices representing these queries must form a clique with
size [MCS(G) + B|. Yet, by definition this is impossible because there cannot
exist a clique with size greater than the maximum clique size MCS(G). Hence,

contradiction. ]
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Algorithm 3: Find Sensitivity
Input : Query set Q;

Output: Sensitivity Ag,

1 G < GRAPH_MODEL(Q);)
2 mcs < CALC_MAX_CLIQUE_SIZE(G)

3 return mcs

Leveraging Theorem 4, we construct our FIND_SENSITIVITY function as shown
in Algorithm 3. Given a query set @); for which sensitivity must be computed, the
algorithm first converts (); to its graph model G. Then, the maximum clique size of
GG is computed and returned as output.

We can exemplify this approach using Figure 5.1. Assume that the leftmost set
of 6 queries is given as input to Algorithm 3. For the graph model of this query set,
its maximum clique consists of {qu, g5, ¢} and therefore M CS(G)=3. Indeed, Ay,
is also 3 since the joint common intersection with maximum cardinality is the joint

intersection of {q4, ¢s, s}, as can be seen from the leftmost portion of Figure 5.1.

5.5 User-Side Noisy Response Computation

With knowledge of ); and A,, each user u is now ready to locally compute their
noisy response satisfying e-LDP and send it to the server. This is indeed the goal of
the COMPUTE_RESPONSE function, which we describe in this section. We provide
three options to choose from: (i) adapted version of Basic RAPPOR, (ii) OBE from
Chapter 4, and (iii) binary version of Randomized Response. Next, we explain how

each of these 3 options are used in our setting.

Basic RAPPOR: Randomized Aggregatable Privacy-Preserving Ordinal Re-
sponse (RAPPOR) is a protocol developed by Google in order to retrieve user
statistics from Chrome [Erlingsson et al., 2014]. In the basic version of RAPPOR
without the Bloom filter, each user u’s true value is assumed to be encoded into a
bitvector B,. Then, a perturbation mechanism ¥ takes B, as input and outputs a

perturbed bitvector B;,. The perturbed bitvector is sent to the server as the user’s
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noisy response.

We use Basic RAPPOR for answering spatial density queries as follows. Let
Q: ={q1,q2, -, ¢} With sensitivity A be the query set that needs to be answered
by user u with location £,. Note that m = |Q;|. Let € be the privacy parameter.
User w initializes bitvector B, with length m, as:

1 if Uu, q; =1
jellml:  Bujl= ol ) (5.3)

0 if p(u,q;) =0
Afterwards, perturbation mechanism ¥ takes B, as input and outputs a per-

turbed bitvector B!, with probabilities:

/2

Pe[ Bl = w(Bu) =1] = { ﬂ (5.4)
m 1fBuj:0

User u sends perturbed bitvector BJ, to the server.

Optimized Bitvector Encoding (OBE): OBE is an extended version of the
OUE protocol [Wang et al., 2017], which we proposed in Chapter 4. Similar to
RAPPOR, it also uses bitvector encoding and bit-by-bit perturbation. However,
the perturbation mechanism ¥ is designed differently in OBE, to improve estimation
accuracy (while still satisfying e-LDP).

We use OBE for answering spatial density queries as follows. Similar to RAP-
POR, user w initializes bitvector B, with length m the same way as in Equation
5.3. Afterwards, perturbation mechanism W of OBE takes B, as input and outputs
a perturbed bitvector B] with probabilities:

‘ ‘ % if B,[j] =1
Pr[B,lj] = W(B.lj) = 1] = (5.5)
=g i Bulj] =0

User u sends perturbed bitvector B;, to the server.

Binary Randomized Response (BRR) is the binary version of the General-
ized Randomized Response protocol [Wang et al., 2017, Gursoy et al., 2019]. It is
suitable when the user’s true response can be encoded into one bit, i.e., v € {0, 1}.

Because of this property, in the context of answering spatial density queries, BRR
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can be used when |@Q;| = 1, e.g., in singleton partitioning. Indeed, it provides high
server-side estimation accuracy when |Q;| = 1.

Let Q; = {q:1} be the query set that needs to be answered by user u with location
l,, and let € be the privacy parameter. User’s true response v is a single bit that is

determined as:

1 ifp(u,q) =1
v = (1) (5.6)

The perturbation mechanism ¥ of BRR takes v as input and produces a 0 or 1
bit as output, with probability:

€

efﬂ ifo=1
Pr[¥(v) =1] = (5.7)
ﬁ ifo=20

The output bit is sent to the server.

Example: To demonstrate user-side noisy response computation, we give a vi-
sual example in Figure 5.2. Since BRR is simpler, our example is with bitvector en-
coding (applicable to RAPPOR or OBE). Consider the query set Q; = {q1, ¢2, ¢3, @4, @5, @6 }
given in Figure 5.2 and two users’ locations: Bob and Charlie. Bp,, has the first two
bits set to 1 while the rest are 0, since p(Bob, q;) = 1 and p(Bob, ¢3) = 1, but for the
rest of the positions, p(Bob, ¢;) = 0. Then, Bob’s bitvector is perturbed bit-by-bit

on Bob’s device to obtain B, ,, which is sent to the server (data collector).

Q1 qa

N ) T ol A=3

Bob L 46

qs
° Bp,p erturh . Bpop
‘ertur i
- 110000 —_— : 101100
Bob i -
! —_—
B B —t
Charlie b b : Charlie -—
ertur '
ooo111 ————— i |010110 Data Collector
Charlie N

Figure 5.2: Sample user-side noisy response computation for two users: Bob and
Charlie
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5.6 Server-Side Estimation

After each user computes and sends their response to the server using LDP, the
server collects these responses and performs estimation in two steps. The first step
depends on which protocol is being used (RAPPOR, OBE or BRR). The second
step is applied the same way regardless of the protocol.

Consider query set Q; = {q1, 42, .-, gm} Where m = |@Q;|. LDP responses from
population P; are available at the time of estimation. The goal is to estimate ansg, =
{ansg,, ansy,, ..., ans,, }, that is, ans,, for all j € [1,m]. To achieve this goal, in the
first step, we derive an initial estimate C(j) which depends on the protocol. In the

second step, we derive ans,, from C(j) in a protocol-agnostic manner.

Estimation of C(j) for RAPPOR: When estimating C(3), the server makes
use of how many users in P; sent a positive bit (1 bit) in the corresponding position

of their perturbed bitvector B.[j]. Then, the initial estimate C(j) is computed as:

(= Bilil) o IR,
oY= —==—~ (5.8)

where « is the bit flipping probability: a = Following [Erlingsson et al.,

2014, Wang et al., 2017], it is straightforward to show C(j) is an unbiased estimate.

Estimation of C(j) for OBE: Similar to RAPPOR, the responses that are
collected from users are bitvectors. Again, using how many users in P; sent a positive
bit in the corresponding position of their B/ [j], the server initially estimates C(5)

as:

2 [+ (3 Bilil) - 1]

C@y) = v (5.9)

Following Theorem 2, C(j) provides an unbiased estimate.

Estimation of C(j) for BRR: In BRR, the LDP responses that the server
collects from users are single bits as opposed to bitvectors. Let b, denote the bit

that was collected from user u. The server computes C(j) as:

(5 0) @ +n=Ipi

C(j) = (5.10)

et —1
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Derivation of ans,; from C(5): This step applies the same way to all protocols

(RAPPOR, OBE, BRR). It converts the initial estimates C(j) to ans,, as follows:

C(j)- 2t it C(j) >0
ans,, = ) 17l ) (5.11)

0 otherwise

There are two main reasons why this conversion is used. First reason is to enforce
non-negativity. Due to the randomized perturbation of LDP, some estimates may
turn out to be negative (below 0). However, in truth, spatial densities are always
non-negative. Thus, we post-process negative densities to 0. Second reason is due
to partitioning. By nature of partitioning, the server asks g; to a subset of the
population P; C P. Thus, although the initial estimate C(j) is computed with
respect to P, we need to amplify the result to P so that the server estimates ans,,

for the whole population P. We achieve this by multiplying C'(j) with %
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Chapter 6

EXPERIMENTAL EVALUATION

We implemented our solution in Python, including all partitioning strategies
and protocols. For graph modeling and graph-related computations (e.g., finding
max clique), the networkz library is used. In this chapter, we evaluate our solution

experimentally and compare the utility of the partitioning strategies and protocols.

6.1 Experiment Setup

Datasets: In our experiments, we used 4 independent, publicly available, real-
world location datasets: Kaggle, Foursquare, Brightkite, Gowalla. Each dataset
was processed so that each user has one location ¢, consisting of latitude (lat) and
longitude (lon) coordinates.

Kaggle is a taxi trajectory dataset which was originally made public for the taxi
service prediction competition in ECML-PKDD 2015. We obtained the dataset from
Kaggle [ECML/PKDD, 2015]. It contains taxis’ trajectories in the span of a year in
Porto, separated into trips. We processed the data so that each trajectory is reduced
into the starting point of the trip, i.e., each user u’s location ¢, corresponds to the
location from which they started their taxi trip. At the end of the processing, our
dataset contained 1,303,485 users with their corresponding locations. The minimum
latitude was 41.13, maximum latitude was 41.19, minimum longitude was -8.63, and
maximum longitude was -8.57.

Foursquare contains location check-ins of users in the span of 10 months from
the city of Tokyo [Yang et al., 2015]. We used this dataset as is. It contains data
of 573,703 users. The minimum latitude was 35.51, maximum latitude was 35.87,
minimum longitude was 139.47, and maximum longitude was 139.91.

Brightkite dataset contains users’ location check-ins from an old location-based
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social network service provider called Brightkite [Cho et al., 2011]. Although the
dataset contains check-ins from users worldwide, we found that the majority of
the world contains sparse check-ins, whereas the north-eastern portion of the USA
contained higher number of check-ins. Thus, we reduced the original dataset into the
north-eastern portion of the USA. At the end of this reduction, our dataset contained
151,139 users and their locations. The minimum latitude was 40.58, maximum
latitude was 40.85, minimum longitude was -74.51, and maximum longitude was
-72.93.

Gowalla was also a location-based social networking site where users shared
their locations via check-ins [Cho et al., 2011]. Similar to Brightkite, we reduced the
original Gowalla dataset using the same min/max latitude and longitude coordinates
in order to focus on the denser north-eastern portion of the USA. At the end, our

dataset contained 146,012 users and their locations.

Compared Approaches: Our solution can work with multiple protocols (OBE,
RAPPOR, BRR) and partitioning strategies (Singleton, Holistic, Random, Ad-
vanced) apart from special cases, e.g., BRR requires |Q;| = 1 and therefore it is only
usable with Singleton partitioning. We abbreviate the four partitioning strategies
as: SING for Singleton, HOL for Holistic, RAND for Random, ADV for Advanced.
Considering their possible combinations with the protocols, we have a total of 8
approaches that we compare experimentally: OBE-SING, OBE-HOL, OBE-RAND,
OBE-ADV, RAPPOR-HOL, RAPPOR-RAND, RAPPOR-ADV, BRR-SING. We
note that for RAND, since the number of partitions n is variable, we repeat the
experiments by varying n and report the best results in our graphs and tables. This
serves to show that when our proposed ADV strategy is better than RAND, it is
indeed better for all possible n. Additionally, since all of the protocols perturb
reported bitvectors probabilistically, we repeat each experiment 10 times and com-
pare the average errors of these experiments. This provides a better representation
of the actual performance of each setting. We also note that the HOL approach
corresponds to straightforward application of [Inan et al., 2020] to LDP, and the
fact that ADV outperforms HOL shows the benefit in partitioning.
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Query Sets: In order to perform experiments with varying query set sizes and
characteristics, we implemented a query generation algorithm. Our algorithm con-
structs query set Q by generating rectangular-shaped queries in randomized fashion.
For each query ¢, first the midpoint of A, is decided by selecting its latitude and
longitude uniformly at random from £. Then, we use a parameter u to control the
expected size of A,, i.e., if yu = 4, the size of A, is 4% x |£|]. To add randomness
to query sizes, instead of directly constructing A, with size p x |£] around the mid-
point; we draw a random sample between (u — 1%) x |£| and (u + 1%) x |L£|, and
make the size of A, equal to this sample. Following this approach, we generate Q
for various |Q| such as |Q| = 200, 400, ..., 1000.

Error Metrics: For query set Q, let ansg = {ans,,, ansq,, ans,,, ..., ans|g} de-

note the ground truth answers to queries in Q and let ansg = {ans,,, ansy,, anNs,,,
...,ans|g} denote the answers estimated at the end of an LDP approach. We measure
the error in ansg using three error metrics: Absolute error, RMSE and Kendall-tau.
While absolute error and RMSE measures error by directly comparing ans,, and

ans,,, Kendall-tau measures how well the relative rankings of query answers are

preserved, e.g., if ans, > ans,;, does it hold that ans, > ans,? Such relative
rankings would be important to preserve for applications such as restaurant popu-
larity (e.g., preserving the fact that restaurant X is more crowded than restaurant
Y) or traffic navigation (e.g., preserving the fact that road X is more crowded than
road Y).

Mean Absolute Error (MAE) calculates the average absolute difference between

the estimated and the ground truth answers:

Q|
Z |an8qi - ansqi|

MAE = =1 6.1
0 (6.1)

Root Mean Squared Error (RMSE) is a popular error measurement metric, for-

mally defined as follows:

Q)
>_(ansg, —ans,,)?
RMSE =\| =2 5] (6.2)
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Kendall-tau (KT) measures how well the relative rankings of top-k query answers
are preserved. Consider k queries from Q whose ground truth answers are highest.
Among them, a pair of queries ¢;, ¢; are said to be concordant if either of the

following holds. Otherwise, ¢;, ¢; are said to be discordant.

ansqg, > ansg /N aNSg > ansg,

ansg < ansg N ansg < ansg,

The total number of concordant pairs and discordant pairs can be calculated across
all pairs of queries ¢;, ¢; among the top-k. Then, the KT metric is defined as:

(# of concordant pairs) — (# of discordant pairs)

g k(k—1)/2

(6.3)

By default, we use k£ = 200 in our experiments.

6.2 Comparison Between Different Protocols and Partitioning Strate-

gies

In Tables 6.1, 6.2 and 6.3, we compare all 8 approaches side-by-side. The compar-
isons are done with all 4 datasets and with ¢ varying between 0.1 and 2.0. Table 6.1
uses the RMSE metric, Table 6.2 uses the MAE metric and Table 6.3 uses the KT
metric. As expected, when ¢ increases, generally RMSE and MAE decreases (lower
RMSE and MAE are better) and KT increases (higher KT is better).

There are two main highlights according to these results. First is the superiority
of our proposed Advanced Partitioning strategy over other partitioning strategies.
According to Table 6.1, out of 16 total comparison settings, OBE-ADV performs
best in 9 of them and RAPPOR-ADV performs best in 4 of them, both of which use
Advanced Partitioning. They are only beaten by BRR-SING when ¢ is relatively
high (such as ¢ = 1 or 2) and on the two smaller datasets (Brightkite and Gowalla).
Furthermore, Table 6.2 shows that out of 16 total comparison settings, OBE-ADV
performs best in 11 of them, RAPPOR-ADV performs best in 3 of them, and for 1
setting (Gowalla database, ¢ = 1.0) OBE-ADV and RAPPOR-ADV both perform
best. Similarly, according to Table 6.3, out of 16 total comparison settings, OBE-
ADV performs best in 11 of them and RAPPOR-ADV performs best in 3 of them.



Chapter 6: Experimental Evaluation 36

As a whole, these results show that our proposed Advanced Partitioning strategy
is indeed the best-performing option among all partitioning strategies. The second
highlight is the comparison between OBE-ADV and RAPPOR-ADV. While both of
them use Advanced Partitioning, in most cases OBE-ADV is more likely to yield
lower error compared to RAPPOR-ADV, demonstrating the benefit of OBE.

It is also worth noting that the Holistic Partitioning approaches (RAPPOR-
HOL and OBE-HOL) are typically the worst performers, having higher error than
Singleton Partitioning and Random Partitioning. This supports our earlier analysis
from Section 5.2 that noise error is more dominant than sampling error, since Holistic
Partitioning is the strategy that incurs heaviest noise error (it has largest A among
all). The results clearly demonstrate that using some type of partitioning is better
than the Holistic approach, which justifies our overall design decision to partition
the query and user population into subsets rather than requiring all users to answer

all queries.

Table 6.1: RMSE results under 4 different ¢ values and 4 datasets. |Q| = 600 and
p = 4. Lowest RMSE in each row (best result) is marked in bold. Results show
that Advanced Partitioning (RAPPOR-ADV and OBE-ADV) yields best results in
13 out of 16 cases. 9 of them are with the proposed protocol OBE.

BRR-SING | RAPPOR-HOL | RAPPOR-RAND | RAPPOR-ADV | OBE-SING | OBE-HOL | OBE-RAND | OBE-ADV
e=0.1 2.03 x 10° 6.53 x 10° 2.81 x 10° 1.10 x 10° 3.98 x 10° 6.54 x 10° 3.27 x 10° 1.08 x 10°
K . e=0.5 4.63 x 10* 1.35 x 10° 6.32 x 10* 2.71 x 104 8.58 x 10* 1.38 x 10° 7.02 x 104 2.57 x 104
aggle
e=1.0 2.38 x 10* 7.07 x 10* 3.38 x 10* 1.57 x 10* 4.43 x 10* 7.20 x 10* 3.75 x 10* 1.54 x 10*
e=20] 1.22x10* 3.82 x 10* 1.71 x 10* 1.16 x 10* 2.28 x 10* 3.71 x 10* 1.88 x 10* 1.09 x 10*
e=0.1 1.33 x 10° 4.48 x 10° 1.86 x 10° 7.01 x 10* 2.62 x 10° 4.45 x 10° 2.32 x 10° 7.30 x 10*
e=05] 273x10! 9.36 x 10* 3.98 x 101 1.63 x 10* 5.43 x 101 9.29 x 101 4.61 x 10 1.61 x 10*
Foursquare
e=1.0 1.47 x 10* 4.67 x 10* 2.08 x 10* 8.78 x 103 2.80 x 10* 4.74 x 10* 2.41 x 104 8.57 x 103
=20 7.80 x 103 2.44 x 10* 1.07 x 10* 5.40 x 103 1.34 x 10* 2.45 x 10* 1.20 x 10* 4.78 x 10°
e=0.1 6.55 x 104 2.13 x 10° 9.51 x 10* 3.52 x 10* 1.33 x 10° 2.15 x 10° 1.10 x 10° 3.60 x 10*
e=0.5 1.41 x 10* 4.37 x 10* 1.98 x 10* 1.05 x 10* 1.34 x 10* 2.21 x 10* 1.14 x 10* 9.36 x 103
Brightkite . . .
e=1.0 6.95 x 10° 2.22 x 10* 9.86 x 10° 8.29 x 10° 1.34 x 10* 2.21 x 10* 1.14 x 10* 7.72 x 10°
=20 3.40 x 10° 1.14 x 10* 4.97 x 10° 7.51 x 103 6.52 x 10° 1.14 x 10* 5.67 x 103 7.82 x 103
e=01] 6.58x10° 2.10 x 10° 9.28 x 10* 3.47 x 104 1.31 x 10° 2.09 x 10° 1.15 x 10° 3.40 x 10*
e=05] 1.37x10* 4.21 x 10* 1.94 x 10 7.58 x 10% 278 x 10 | 4.18 x 10 2.24 x 10* 7.70 x 10%
Gowalla . .
e=1.0 6.74 x 103 2.09 x 10* 9.52 x 10° 4.87 x 10° 1.32 x 10* 2.08 x 10* 1.11 x 10* 4.97 x 10°
=20 3.31 x 10° 1.03 x 10* 4.88 x 103 4.02 x 103 6.42 x 103 1.07 x 10* 5.53 x 103 3.64 x 10°
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Table 6.2: MAE results under 4 different ¢ values and 4 datasets. |Q| = 600 and
= 4. Lowest MAE in each row (best result) is marked in bold. Results show that
Advanced Partitioning (RAPPOR-ADV and OBE-ADV) yields best results in 15
out of 16 cases. 12 of them are with the proposed protocol OBE.

BRR-SING | RAPPOR-HOL | RAPPOR-RAND | RAPPOR-ADV | OBE-SING | OBE-HOL | OBE-RAND | OBE-ADV

e=0.1 1.32 x 10° 3.93 x 10° 1.78 x 10° 7.60 x 104 2.47 x 10° 3.95 x 10° 1.98 x 10° 7.42 x 104

Kagel e=05] 342x10* 9.17 x 10° 4.56 x 10* 2.03 x 10* 6.11 x 10* 9.31 x 10° 4.89 x 10* 1.92 x 10*

aggle

e=10] 1.81x10* 5.11 x 10* 2.49 x 10* 1.16 x 10* 3.24 x 10* 5.12 x 10* 2.68 x 10* 1.13 x 10*

e=20] 9.29x10° 2.83 x 10* 1.31 x 10 7.43 x 103 1.71 x 10* 2.75 x 10* 1.36 x 10* 6.97 x 10°

e=0.1 8.21 x 10* 2.63 x 10° 1.14 x 10° 4.57 x 10* 1.58 x 10° 2.61 x 10° 1.30 x 10° 4.71 x 10*

e=0.5 1.93 x 10* 5.97 x 10* 2.72 x 10* 1.19 x 10* 3.60 x 10* 5.96 x 10* 2.99 x 104 1.18 x 10*

Foursquare .

e=1.0 1.07 x 10* 3.11 x 10* 1.50 x 10* 6.65 x 103 1.97 x 10* 3.17 x 10* 1.64 x 10* 6.46 x 103

=20 5.85 x 103 1.74 x 10* 8.06 x 10° 3.93 x 103 1.00 x 10* 1.75 x 10* 8.55 x 103 3.56 x 103

e=0.1 3.81 x 10* 1.23 x 10° 5.55 x 10* 2.14 x 10* 7.64 x 10* 1.24 x 10° 6.25 x 10? 2.20 x 10*

e=05| 887x10° 2.61 x 10* 1.24 x 10* 6.02 x 10% 1.67 x 10* | 2.65 x 10* 1.33 x 10* 5.62 x 10%

Brightkite . . . . .

e=10] 4.56x 10° 1.35 x 10* 6.40 x 10° 4.11 x 10° 8.41 x 10° 1.36 x 10* 6.89 x 10° 3.96 x 10°

e=20 2.36 x 10° 7.32 x 10% 3.37 x 10° 3.20 x 103 4.27 x 10° 7.15 x 10° 3.59 x 103 3.17 x 10°

e=0.1 3.85 x 101 1.21 x 10° 5.38 x 101 2.08 x 101 7.63 x 10 1.20 x 10° 6.31 x 101 2.05 x 101

e=0.5 8.53 x 103 2.52 x 10* 1.18 x 10* 4.76 x 10° 1.61 x 10* 2.50 x 10* 1.30 x 10* 4.90 x 10°

Gowalla i .

e=1.0 4.34 x 103 1.27 x 10* 6.02 x 103 2.88 x 10° 8.17 x 103 1.26 x 10* 6.68 x 103 2.88 x 103

=20 2.22 x 103 6.44 x 103 3.25 x 103 2.01 x 103 4.12 x 103 6.74 x 103 3.43 x 103 1.86 x 10%

Table 6.3: KT results under 4 different € values and 4 datasets. |Q| = 600, p = 4
and k& = 200. Highest KT in each row (best result) is marked in bold. Results show
that OBE-ADV yields best results in 11 out of 16 cases.

BRR-SING | RAPPOR-HOL | RAPPOR-RAND | RAPPOR-ADV | OBE-SING | OBE-HOL | OBE-RAND | OBE-ADV

e=0.1 0.449 0.200 0.333 0.575 0.265 0.126 0.335 0.655

e=05 0.911 0.581 0.836 0.950 0.739 0.585 0.812 0.952
Kaggle

e=10 0.957 0.833 0.943 0.962 0.907 0.801 0.925 0.967

e=20 0.970 0.936 0.972 0.969 0.958 0.943 0.973 0.970

e=0.1 0.232 0.136 0.227 0.463 0.217 0.119 0.177 0.515

=05 0.713 0.413 0.622 0.871 0.566 0.404 0.542 0.886
Foursquare

e=10 0.895 0.557 0.839 0.936 0.741 0.578 0.741 0.944

=20 0.939 0.764 0.937 0.960 0.898 0.787 0.913 0.955

e=0.1 0.214 0.027 0.142 0.261 0.114 0.046 0.159 0.280

e=05 0.423 0.254 0.391 0.495 0.348 0.252 0.375 0.423
Brightkite

e=10 0.553 0.320 0.545 0.574 0.361 0.332 0.467 0.577

e=20 0.754 0.507 0.643 0.665 0.575 0.485 0.663 0.667

e=0.1 0.162 0.066 0.156 0.278 0.084 0.053 0.138 0.253

=05 0.386 0.268 0.357 0.521 0.315 0.186 0.325 0.539
Gowalla

e=10 0.555 0.314 0.447 0.645 0.369 0.350 0.402 0.595

=20 0.722 0.399 0.614 0.743 0.540 0.384 0.600 0.766

6.3 Impact of |Q|

In the next set of experiments, we analyze the impact of query set size |Q| on RMSE

and KT. For this purpose, we fix ¢ = 1 and p = 4, and vary the query set size |Q)|.
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Figure 6.2: KT results with e = 1, u = 4, k = 200, and varying |Q|.

RMSE results are reported in Figure 6.1 and KT results are reported in Figure 6.2.
Overall, results show that OBE-ADV and RAPPOR-ADYV remain as the best choices
(lowest RMSE and highest KT), followed oftentimes by BRR-SING, then the two
Random Partitioning approaches (RAPPOR-RAND and OBE-RAND). The Holistic
Partitioning approaches are once again the least desired.

In Figure 6.1, we observe that as |Q| increases, RMSE values of all approaches
tend to increase. The reason behind this observation is different from approach
to approach. In case of RAPPOR-HOL and OBE-HOL, increased |Q| means that
A will be higher; thus, the perturbation probabilities and consequently the RMSE
values also increase. In case of the Singleton Partitioning approaches (BRR-SING
and OBE-SING), since the number of partitions is equal to |Q|, increased |Q| im-
plies higher number of partitions and therefore there are fewer users per partition
to answer the queries. As a result, the sampling error (as discussed in Section
5.2) increases. In case of the Advanced Partitioning approaches (OBE-ADV and
RAPPOR-ADV), increased |Q| causes larger number of overlaps and intersecting
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vertices; thus, Algorithm 2 typically produces a higher number of partitions. Simi-
lar to earlier, this causes sampling error to increase.

In Figure 6.2, we observe that as |Q| increases, KT values also tend to increase,
but not as smoothly as RMSE. There are two conflicting factors at play here. On
one hand, as shown by RMSE results, queries’ errors generally increase when |Q|
increases, therefore we would expect KT to become lower. On the other hand, since
the KT metric measures rankings of top k£ = 200, as |Q| increases, the queries that
are being measured by the KT metric become the topmost popular queries among
a larger |Q|. For example, when |Q| = 200, the KT metric is measured over 100%
of the queries, but when |Q| = 1000, the KT metric is measured over the 20%
most popular queries with highest ans,. Since popular queries have high answers
by definition, despite the increased errors, they remain more likely to preserve their
relative rankings. Combining these two factors, we arrive at the non-smooth trends
observed in Figure 6.2. It should be noted that despite the non-smooth trends,
the proposed OBE-ADV approach still seems to be the best among all approaches,
followed by RAPPOR-ADV. As one exception, on the Brightkite dataset we obtain
BRR-SING performing very close to, or slightly better than, RAPPOR-ADV and
OBE-ADYV in Figures 6.1 and 6.2.

6.4 Impact of u

Finally, we conduct a set of experiments to analyze the impact of queries’ geograph-
ical region sizes (1) on RMSE and KT. For this purpose, we fix ¢ = 1 and |Q] = 600,
and change p. The different p values we use include 1, 2, 4, 6, 8 and 10; ranging
from small queries in which A, is 1% x |L|, to relatively large queries in which A,
is 10% x |£]. RMSE results are reported in Figure 6.3 and KT results are reported
in Figure 6.4.

Overall, results show that OBE-ADV and RAPPOR-ADYV remain as the top-2
best performing approaches. The reasons for the positive correlations between p and
RMSE, as observed in Figure 6.3, are similar to the previous section. For Holistic

Partitioning and Random Partitioning approaches, increased p has a direct impact
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Figure 6.3: RMSE results with ¢ = 1, |Q| = 600, and varying p.

Foursquare

1.0

0.9

e
o

= Zo8] [

Zos 30714/

5 5
<05 *061{J/
/
0.4
0.5 (5

2 4 6 8 10 2 4 6 8 10
H u
RAPPOR-RAND OBE-RAND -~ BRR-SING OBE-HOL

-©~ RAPPOR-ADV 7~ OBE-ADV —¥~ RAPPOR-HOL  —{— OBE-SING

Figure 6.4: KT results with e = 1, |Q| = 600, and varying p.

on increased A, since larger A, have higher likelihood of intersecting. Thus, with
increased p, we see a clear increase in the RMSE of Holistic Partitioning and Random
Partitioning approaches. In case of Advanced Partitioning, more intersections causes
Algorithm 2 to produce a larger number of partitions. Therefore, due to sampling
error, RAPPOR-ADV and OBE-ADV’s RMSE values increase with pu.

Figure 6.4 shows that across all of the approaches, there are positive correlations
between KT and p. This is because with increased p, larger A, causes ans, to
typically become larger, and therefore the magnitude of the differences between
ansg and ansg, become larger. As a result, despite the noise caused by LDP, it
is easier to preserve the fact that ans,, is relatively larger (or smaller) than ans,,.
This causes a positive impact on KT. However, if one focuses on the differences

between the approaches (e.g., RAPPOR-HOL vs BRR-SING vs OBE-ADV), these
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Figure 6.5: Corresponding query subsets for 7 =1, 7 =2 and 7 = 3

differences are more visible when g is small. This is because with large p, KT values
of all approaches start converging to 1 (perfect KT score), due to the relative ease of
preserving rankings for higher p. Thus, when p is small like 2 or 4, the superiority
of Advanced Partitioning is clear; but as p approaches 10, many of the approaches

converge to each other in terms of KT results.

6.5 Comparison of Noise Error and Sampling Error

In this section, we extend the existing Advanced Partitioning method by introducing
an additional parameter called sensitivity threshold 7. The rationale behind our
extension is to demonstrate the relative impact of noise error versus sampling error,
thereby exemplifying the discussion in Section 5.2 empirically.

Recall from Section 5.3 that Advanced Partitioning guarantees Ay, = 1 for
each query subset ();. This way, Advanced Partitioning minimizes the noise error
by minimizing the sensitivity of query subsets. However, it is also possible to give
Advanced Partitioning more flexibility by limiting sensitivity to a higher value A, <
7. We achieve this by iteratively merging query subsets which are outputs of the
original Advanced Partitioning method. Figure 6.5 illustrates the idea behind our
merging process: When 7 = 1, the output of standard Advanced Partitioning is 6
query partitions @1, Qs, ..., Qs. When 7 = 2, these query partitions are merged in
pairs such that Q) = Q1 U Qq, Q) = Q3 U Q4 and Q5 = Q5 U Qg. When 7 = 3,

1T=0Q1UQUQs3 and Q) = Q4 U Q5 U Q.
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Table 6.4: Evaluating the extension to Advanced Partitioning. OBE protocol, MAE
results with e = 1, |Q| = 600, p = 4, and varying 7.

r=1|113x 104
Kaggle | 7 = 2 | 1.51 x 10*

T = 1.73 x 104
T = 6.46 x 10°
Foursquare | 7 = 8.70 x 103
T =311.05 x 10*

7=1]396x 103
Brightkite | 7 = 2 | 4.47 x 10?
T=23|491x103

T=1|288x103
Gowalla | 7 = 3.61 x 10°
T=314.17 x 103

Overall, this extension increases noise error since sensitivity increases. However,
the total number of query subsets n decreases, resulting in each query being answered
by more users (|P|/n). Therefore, sampling error is reduced.

After implementing the extension described above, we performed a set of ex-
periments to analyze the impact of 7 on MAE. For this purpose, we fix ¢ = 1,
1w =4, =600 and change 7. In Table 6.4, we compare different 7 values with all
4 datasets for the OBE protocol. The results show that for each of the datasets,
as 7 increases, MAE also increases. Since increasing 7 results in higher noise error
but lower sampling error, we observe that noise error is indeed more dominant than
sampling error. Therefore, it is shown that the decision of setting A = 1 in the

original Advanced Partitioning is justified.
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Chapter 7

CONCLUSION

In this thesis, we developed methods for answering spatial density queries while
preserving LDP. Our solution consists of four main steps: partitioning, finding sen-
sitivity, user-side noisy response computation, and server-side estimation. We pro-
posed three basic partitioning strategies (Singleton, Holistic, Random), and based
on their analysis, we developed the Advanced Partitioning strategy which uses ver-
tex coloring on the graph model of a query set to construct more desirable parti-
tions. We then leveraged the graph model of each partition (); to find its sensitivity
Ag, using maximum clique size. Afterwards, we ensured that each user computes
their noisy response using Ag, to satisfy LDP. We developed the user-side noisy
response computation and corresponding server-side estimation procedures using
three LDP protocols: Basic RAPPOR, BRR and OBE, where OBE is our pro-
posed extension for OUE. Finally, we experimentally demonstrated the benefits of
our proposed techniques by showing that Advanced Partitioning (RAPPOR-ADV
and OBE-ADV) performs best in the majority of the experiments, with OBE-ADV
performing slightly better than RAPPOR-ADV.
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