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ABSTRACT

BYZANTINE ATTACK ROBUST FEDERATED LEARNING

Işık Polat, Ece

M.S., Department of Information Systems

Supervisor: Assoc. Prof. Dr. Altan Koçyiğit

September 2021, 90 pages

In federated learning (FL), collaborators train a global model collectively without
sharing their local data. The local model parameters of the collaborators obtained
from their local training process are collected on a trusted server to form the global
model. In order to preserve privacy, the server has no authority over the local training
procedure. Therefore, the global model is vulnerable to attacks such as data poisoning
and model poisoning. Even though many defense strategies have been proposed against
these attacks, they often make strong assumptions that are not compatible with the
characteristics of FL. Moreover, these proposals have not been analyzed thoroughly. In
this thesis, I propose an assumption-free defense mechanism called Byzantine Attack
Robust Federated Learning (BARFED). BARFED does not make assumption about
federated learning setting such as malicious collaborator ratio, the data distributions
of the collaborators, and gradient update similarity. BARFED examines the distance
between the global model and the local models of the collaborators on a layer basis
and decides whether the collaborators will participate in the aggregation rule step
phase based on the status of being an outlier. In other words, only the collaborators
that are not labeled as outliers in any layer of the model architecture can participate in
the aggregation step. I have shown that BARFED provides a robust defense against
different attacks by performing comprehensive experiments that cover many aspects
such as data distribution and whether attackers are organized or not.

Keywords: Federated Learning, Byzantine Attacks, Label Flipping Attacks
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ÖZ

BİZANS SALDIRISINA DAYANIKLI FEDERE ÖĞRENME

Işık Polat, Ece

Yüksek Lisans, Bilişim Sistemleri Bölümü

Tez Yöneticisi: Doç. Dr. Altan Koçyiğit

Eylül 2021, 90 sayfa

Federe öğrenmede, katılımcılar yerel verilerini paylaşmadan, toplu olarak, küresel
bir modeli eğitirler. Katılımcıların yerel eğitim süreçlerinden elde edilen yerel model
parametreleri, global modeli oluşturmak üzere güvenilir bir sunucuda toplanır. Gizliliği
korumak adına, güvenilir sunucunun eğitim prosedürü üzerinde hiçbir yetkisi yoktur.
Bu nedenle, küresel model, veri zehirlenmesi ve model zehirlenmesi gibi saldırılara
karşı savunmasızdır. Bu saldırılara karşı birçok savunma stratejisi önerilmiş olsa da
bu stratejiler çoğu zaman federe öğrenmenin karakteristiğiyle uyumlu olmayan güçlü
varsayımlarda bulunurlar. Bu çalışmalar çoğunlukla kapsamlı deneysel analizler de
yapmamışlardır. Bu tezde, BARFED (Bizans Saldırısına Dayanıklı Federe Öğrenim)
adı verilen varsayımdan bağımsız bir savunma mekanizması öneriyorum. BARFED,
kötü niyetli katılımcı oranı, katılımcıların verilerinin dağılımları ve gradyan güncel-
leme benzerliği gibi federe öğrenme ortamı hakkında varsayımda bulunmaz. BARFED,
küresel model ile katılımcıların yerel modelleri arasındaki mesafeyi katman bazında
inceler ve katılımcıların aykırı değer olması durumuna göre ana model toplama kuralı
adımına katılıp katılmayacağına karar verir. Başka bir deyişle, yalnızca model mimari-
sinin herhangi bir katmanında aykırı değer olarak etiketlenmeyen katılımcılar toplama
adımına katılabilir. Data dağılımı, saldırganların organize olup olmadığı gibi birçok
yönü kapsayan kapsamlı deneyler yaparak BARFED’in farklı saldırılara karşı güçlü
bir savunma sağladığını gösteriyorum.

Anahtar Kelimeler: Federe Öğrenim, Bizans Saldırıları, Etiket Çevirme Saldırıları
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CHAPTER 1

INTRODUCTION

1.1 Motivation and Problem Definition

In federated learning (FL), a group of collaborators, usually working under the supervi-
sion of a trusted server, collectively train a global model without disclosing their local
data. Generally, an iterative learning approach is employed. In each round, the trusted
server sends the global model parameters to the collaborators. Then the collaborators
perform local training processes with their local data and send back parameters of their
locally trained models to the server. Lastly, the server aggregates the parameters of the
local models to form the global model. These steps are repeated until stopping criteria
such as convergence, or adequate performance is met [2, 3].

How to assemble locally trained parameters to form a global model is a well-studied
topic in the literature, and several aggregation methods and optimization algorithms
that mainly incorporate adaptations of Stochastic Gradient Descent (SGD) have been
proposed [2, 4, 5, 6, 7, 8, 9]. These methods most commonly assume that all collabo-
rators in the system are trusted. However, it has been shown that, in the presence of
malicious collaborators and attacks, the learning performances of such algorithms may
significantly deteriorate.

One of the primary motivations of federated learning is privacy. For this reason,
the trusted server is designed in such a way that it has no view and control over
the local data and the training processes of the collaborators [10]. However, such
a structure built for privacy makes FL systems vulnerable to data poisoning, model
poisoning, and backdoor attacks. Malicious collaborators can alter or manipulate their
local data to corrupt the global model in the data poisoning attacks. Adding noise
to the training data or label flipping attacks are examples of data poisoning attacks
[10, 11, 12, 13]. In model poisoning attacks, malicious collaborators modify their
model updates. Byzantine attacks, in which malicious collaborators send arbitrary
updates, are one of the most well-known model poisoning attacks [10, 12, 14, 15, 16].
The purpose of the backdoor attacks is to affect and disrupt the global model on a
specific sub-task. To illustrate, some visual artifacts are added to the training set in
order to classify "motorcycles" as "cars" on the global model [3, 11, 12, 17, 18].

In the literature, many studies propose defense approaches suggesting aggregation
rules to mitigate the performance loss caused by these attacks [14, 17, 19, 20, 21, 22].
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However, these studies usually make assumptions that are not very compatible with
practical FL settings [3, 16, 23, 24]. Indeed, an experimental setup where data is
not independent and identically distributed (IID) or the malicious collaborators are
organized can invalidate the assumptions of such studies and suffers from performance
problems. Given that the main motivation of FL is privacy, partial or full knowledge
defense strategies that are based on examining local datasets and local training pro-
cesses, e.g., defense methodologies that are using data sanitization against backdoor
attacks) are not very realistic. Therefore, analyzing and developing defense methods
for realistic FL environments is an important area of research.

1.2 Objectives and Scope

In this thesis, I propose a defense mechanism called Byzantine Attack Robust Federated
Learning (BARFED) that does not make any unrealistic assumptions about FL settings.
BARFED is applicable for training multi-layer neural networks (NNs) by using FL.
BARFED extends FederatedAveraging (FedAvg) [2] algorithm to consider which
collaborators are eligible to participate in an aggregation step. BARFED is primarily
designed against Byzantine attacks, but the algorithm’s performance is also tested
against label flipping attacks.

My proposed method (BARFED) adopts the boxplot elimination method and performs
a distance-based layer-wise outlier detection approach to detect unreliable collaborators
in the FL system. If a collaborator is labeled as an outlier in any layer of the model
architecture, even if other layers are in the safe range, the collaborator is discarded from
the aggregation rule calculation. The primary motivation here is that if a collaborator is
considered malicious, other updates from the same collaborator should not be trusted.

BARFED does not need to know the ratio of malicious collaborators or even if there is
an attack on the FL system or not. Yet, it does not make any assumption on whether
the collaborators’ data are IID or non-IID.

1.3 Contributions and Novelties

The main contributions of this thesis are as follows:

• I propose an assumption-free Byzantine attack-resistant federated averaging
method called BARFED. BARFED does not make any unrealistic assumptions
that contradict the FL nature, such as a certain data distribution, update similari-
ties of collaborators, or knowledge about the malicious collaborator ratio in the
system.

• I conduct extensive experiments to investigate the performance of the BARFED.
In these experiments, I investigate factors such as different types of attacks,
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organized/independent attacks, and IID/non-IID data distributions on three
different datasets.

• I show that the other defense algorithms that I evaluated could resist attacks
in IID cases, while they perform only a little improvement or worsens the
performance degradation in Non-IID settings. Contrary to other methods, my
proposed method performs well in both IID and non-IID situations and defends
the global model from various attacks under any experimental setting.

1.4 Thesis Outline

The rest of the thesis is organized as below.

The background information about federated learning is presented in Chapter 2. The
related work in the literature is reviewed in Chapter 3. The detailed methodology
of the proposed approach is presented in Chapter 4. The details of the experimental
design are given in Chapter 5. The results of the experiments and effectiveness of the
proposed method are discussed in Chapter 6. The conclusion of this thesis and future
work are given in Chapter 7.
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CHAPTER 2

BACKGROUND

In this chapter, an overview of the federated learning concept is presented. In the first
section, the basics of federated learning are introduced, and the difference between the
distributed learning and FL is explained. In the second section, the types of federated
learning are summarized. Then, prominent aggregation methods and optimization
algorithms are given. Lastly, open-source frameworks for federated learning are
summarized.

2.1 Federated Learning with Basics

Smart devices such as phones, tablets, and smartwatches have become an integral part
of many people’s lives. These devices are capable of generating large amounts of
useful data thanks to their powerful sensors and rich user interactions. Such data may
be turned into value by using machine learning techniques. Conventional techniques
that may be employed for this purpose require collecting data from these sources and
processing them in a central place. However, the sensitive nature of this data comes
with some risks and responsibilities in terms of privacy and data security [2, 5]. Indeed,
data security and privacy concerns have been an arising topic recently. Therefore,
some regulations and legislation have been proposed by policymakers. For example,
the General Data Protection Regulation (GDPR) [25, 26] has been presented in Europe.
In addition, a White House report [27] and Consumer Privacy Bill of Rights [28] that
focused on the privacy of consumers have been proposed [2, 29].

The concept of FL was first introduced in 2016 to answer these privacy and security
concerns. Basically, collaborators train a global model collectively without disclosing
their local data, and learning is essentially performed in a decentralized manner [2].
Figure 1 illustrates the main workflow of a sample FL application. Usually, FL employs
an iterative approach. In each iteration, the trusted server broadcasts the current version
of the model (step 1), the collaborators use their local data to improve the model (step
2) and send the updated model to the server (step 3) which aggregates the updated
models to form the next version of the global model (step 4).

Federated learning employs the participants’ processing, storage and communication
resources in the learning process. Therefore, the learning process is executed in
a distributed manner. However, federated learning should not be confused with

5



Trusted Server

The trusted server sends
the global model parameters
to the collaborators.

The server aggregates
the parameters of the
local models to form the
global model.

The collaborators  send back
parameters of their locally
trained models to the server.

The collaborators perform local training
processes with their local data.

2 2 2 2

11 1 1

4

Collaborator Collaborator Collaborator Collaborator

3333

Figure 1: FL architecture.

distributed learning. One of the main motivations of distributed learning is taking
advantage of rich computational resources with the increasing availability of grid
computing technology and multiprocessors [30]. In this context, to take advantage of
computational resources, the central server can access all training data and divide the
data into subsets that have similar data distributions, typically in an IID fashion. Then,
these subsets are sent to nodes for parallel training. In other words, the server decides
how to divide the training data and which collaborator nodes train these data subsets
[29, 31]. On the other hand, the main motivation of FL is privacy, and the trusted
server has no access to the training data. Therefore, in FL, the server cannot decide
how data division will be applied, and the data distribution across the collaborators is
naturally non-independent and identically distributed (non-IID) as the collaborators
have different data distributions and data amounts based on differences in their user
information, time window, device capabilities, or geographic location [31, 3].

There are two federated settings proposed in [3]: cross-silo and cross-device. The
collaborators are from different organizations or institutions such as hospitals, banks,
or e-commerce firms in the cross-silo setting. In cross-silo settings, the number of
collaborators is much smaller than that of the cross-device settings. Moreover, the
identities of the participants are usually known by all entities in the setting, collabora-
tors usually have rich resources, and learning iterations can be done synchronously
as all collaborators are almost always available [3]. On the other hand, collaborators
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are probably mobile devices, smartphones, or IoT devices in the cross-device setting.
The identities of the collaborators are not known by other entities taking part in the
learning process. Participants have limited resources; hence their collaboration can
only be feasible when they are online, they have a free network connection (e.g., WiFi),
and are plugged in. Therefore, updates generally cannot be done synchronously since
only a portion of all collaborators is available simultaneously [3].

The defense method I propose in Chapter 4 can be applied in both cross-silo and
cross-device settings.

2.2 Federated Learning Types

The FL concept is categorized into three types. These are Horizontal FL, Vertical FL,
and Federated Transfer Learning [32].

In Horizontal FL, datasets share the same feature space over different sample spaces.
For example, the users served by the two job search platforms may be very different
due to geographic separation, or the intersection set of these users may be very small.
But basically, because the work done by these two platforms is very similar to each
other, the feature space of their data sets may be considered the same [32].

In Vertical FL, datasets share the same sample space over different feature spaces. For
example, considering an online job search platform and an online education platform
serving in the same country, the people in their datasets are likely to cover most of the
users in the region, and the intersection set of these users is probably large. While the
online job search platform has information such as most wanted qualifications, the
most commonly searched keyword, trends in business, the online education platform
has information about the area and the people they serve [32].

In Federated Transfer Learning, datasets differ in terms of both samples and feature
spaces. For example, consider an online education platform operating in China and an
online job search platform company operating in the United States. The intersection
of the user groups of the two institutions is tiny due to possible geographic constraints.
Likewise, a small part of the attribute area of the data sets overlaps due to different
business strategies. In this style, federated transfer-learning techniques can be applied
when solutions need to be produced for all sample and attribute areas [32].

The defense method that I propose in Chapter4 is applicable only for horizontal
federated learning types.

2.3 Application Areas of Federated Learning

The sectors and domains where data ownership, data security, privacy, and intellectual
property rights are a concern are promising areas of application for federated learning
[32]. For instance, in the healthcare domain, data is located in different places such as
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hospitals, private clinics, or smart devices. Due to the scalability and privacy concerns,
it is not possible to collect and process all these data in a single database. Therefore,
FL has an important application area in the healthcare and medical domain [33, 34].
Recently, FL applications in the healthcare and medical domain attracted researchers,
and several studies have been presented [35, 36, 37, 38, 39, 40, 41, 42].

Recommendation systems ([43, 44, 45]), transportation ([46, 47, 48, 49, 50]), finance
([51, 52]), speech recognition ([53, 54, 55, 56]), computer vision ([57, 58]) and natural
language processing ([59, 60, 61, 62]) are other areas federated learning approaches
are studied.

2.4 Algorithms and Methods

Several methods and optimization algorithms have been proposed for the global model
aggregation. Some of them are introduced below.

FederatedAveraging (FedAvg): FedAvg is one of the most widely used methods [63].
Hence, I base my model on FedAvg. This method is mainly used for training a neural
network, but it can be adapted to other parameterized models. As demonstrated in
the Algorithm 1, in this method, collaborators train their local models in parallel with
a given number of epochs and send only the parameters of their local models to the
trusted server. Then the weighted average of local model parameters of collaborators
is calculated on the trusted server, and this calculation is used as new parameters of
the global model for the next FL round [2].

Algorithm 1 FedAvg. T is the number of rounds, P is the number of collaborators, sp
is the relative sample size for collaborator p, J is the number of local epochs, η is the
learning rate, ` is the cost function, x is the training data, and y is the target.

1: procedure SERVERUPDATE
2: initialize weights, w1

3: for each round t = 1, 2, ...T do
4: send wt (main model weights) to the collaborators
5: for each collaborator p = 1, 2, ...P do in parallel
6: wp

t+1 ← COLLABORATORUPDATE(p, wt) . Local Training
7: end for
8:

9: wt+1 ←
∑P

p=1 sp × w
p
t+1 . aggregation via averaging

10:

11: procedure COLLABORATORUPDATE(p, w)
12: for each step j = 1, 2, ...J do
13: wt+1 ← wt − η∇`(xp, yp;w)

14: return w to the server

Federated Stochastic Variance Reduced Gradient(FSVRG): The loss function of
Stochastic Gradient Descent (SGD) has a slow convergence rate due to variance
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in its nature. The Stochastic Variance Reduced Gradient (SVRG) method aims to
increase the convergence speed by decreasing this variance [64]. Federated Stochastic
Variance Reduced Gradient is the version of this method adapted to federated learning
applications. FSVRG trains the local models by repeating the data in the devices with
permutation and adjusts the learning rate inversely proportional to the data size [5].

FedProx: This method modifies FedAvg by adding a proximal term to the loss
function for more stable convergence in cases of statistical heterogeneity. FedAvg
can be seen as a special case of FedProx in which the proximal term µ is set to zero.
FedProx encourages collaborators to behave better by restricting the local updates of
collaborators to be closer to the current global model. It is independent of assumptions
such as IID data distribution, and all devices are active (i.e., synchronous case) [65].

Federated Learning with Personalization Layers (FedPer): In this method, base
layers are trained locally in the collaborators by using their own data. The successive
layers, namely personalization layers, are trained collaboratively on the trusted server
according to the outputs of the base layers and the target labels for training examples.
FedPer provides base + personalization deep learning architecture to get rid of the
effects of statistical heterogeneity and provide the possibility of customizing the
federated learning concept [1]. Figure 2 demonstrates the architecture of FedPer
method.

Figure 2: The architecture of FedPer (adapted from [1]).

Federated Learning method with Periodic Averaging and Quantization (Fed-
Paq): This method provides an asynchronous approach such that only some of the
collaborators participate in the local model training step. Since the communication
bandwidth between the collaborators and trusted server is limited, quantization oper-
ators are used for reducing the size of the parameters sent, and these parameters are
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averaged on the server periodically, i.e., collaborators sent local model parameters
after a number of local updates for global model aggregation [66].

Astraea: In this method, except for collaborators and the trusted server, a third identity
called a mediator is introduced to the system. Unbalanced data distribution causes
degradation in the performance of federated models. Therefore, collaborators send
data distributions to the server before the training process starts. Then collaborators
are organized for data balancing and rescheduling operations by mediators. Moreover,
collaborators perform data augmentation methods such as random rotation and shifting
to minority classes in order to increase performance [4, 29].

Loss-based Adaptive Boosting Federated Averaging (LoAdaBoost FedAvg): In
this method, the collaborators train their local model in parallel, but before sending
their parameters to the trusted server, the current loss is compared with the previous
round’s median loss. If there is no improvement in loss, these collaborators are seen as
weak learners and are made to repeat the local training process [38].

Edge Stochastic Gradient Descent (eSGD): This method aims to significantly reduce
communication costs by sending only the important gradients to the trusted server,
based on the observation that most of the parameters are sparse and close to zero in an
artificial neural network model. The eSGD method determines important gradients by
examining parameters that have large weights or improves the loss function compared
to the previous FL round and only sends these gradients to the central server for global
model aggregation [67, 68].

2.5 Open Source Frameworks for Federated Learning

There are several open-source frameworks and libraries for federated learning. Some
of them are listed below.

TensorFlow Federated (TFF): TFF[69] is a TensorFlow [70] based open source
framework developed by Google. It enables machine learning and other computations
on decentralized data.

PySyft: PySyft is a privacy-preserving Python library compatible with TensorFlow and
PyTorch. Techniques related to federated learning, differential privacy, cryptographic
computing, and homomorphic encryption can be implemented with PySyft [71, 72].

Clara Training Framework: Clara Training Framework is developed by NVIDIA
specifically for the medical imaging field and provides solutions for cross-silo federated
learning where collaborators are from different organizations and institutions [73].

OpenFL: OpenFL is a Python library for federated learning applications and devel-
oped by Intel Labs. OpenFL is framework agnostic, i.e., it is compatible with both
TensorFlow and PyTorch [74].
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LEAF: LEAF is an open-source benchmark for federated settings. LEAF provides
facilities such as data sets, statistical and systemic metric settings, and reference
applications that can be used for federated learning [75].

Flower: Flower is a federated learning framework with customizable configurations,
and it is designed for advance FL research. Flower also aims to reduce the gap between
production and research [76].

Federated AI Technology Enabler (FATE): Federated AI Technology Enabler is
an open-source project for secure computing that is initiated by the Webank. FATE
provides a modular, scalable modeling line, clear visual interface, flexible timing
system, and operational performance [77].

PaddleFL: PaddleFL is an open-source framework that enables the application of
federated learning in many areas such as recommendation systems, natıral language
processing, and computer vision [78, 79].

In this thesis, as I need some flexibility to implement certain types of attacks in various
scenarios, experiments have been carried out on my own code base built on PyTorch
[80] platform.
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CHAPTER 3

RELATED WORK

The defense strategies against attacks in FL is a heavily studied research topic recently.

In this chapter, the potential attacks and defense against such attacks suggested in
the literature are reviewed. Defense against attacks in FL is an important and heavily
studied research topic. Although these mechanisms have some commonalities, I group
them according to the main idea employed, such as outlier elimination, distance-based,
and similarity-based approaches.

3.1 Security Problems and Attacks in FL

FL suffers from privacy and security issues. The malicious collaborators can cause
serious privacy and security issues in FL. For example, the malicious collaborators
may violate privacy by exploiting sensitive information from the global model updates.
Moreover, the malicious collaborators can obtain the global model even if they do
not participate in the local training process. Also, they can disrupt the performance
of the global model thanks to poisoning or backdoor attacks. The attack types in FL
can be grouped according to the purpose and working mechanism of the malicious
collaborators. The main types of attacks are listed below.

Data Poisoning Attacks: In data poisoning attacks, malicious collaborators alter or
modify the training data. In this attack type, malicious collaborators may choose to
modify all or only a portion of the training data. Label flipping attacks where the
actual label values are replaced with other target values are one of the data poisoning
attacks. Another example of data poisoning attacks is adding noise to the data, i.e.,
before the local training process, the malicious collaborators add noise to their local
data, and then they start the training [10, 11, 12, 13].

Model Poisoning Attacks: The model parameters are manipulated by the malicious
collaborators in the model poisoning attacks. The malicious collaborators can decide
the proportion of parameter updates to be changed. Byzantine attacks and adaptive
attacks are examples of model poisoning attacks. In Byzantine attacks, malicious
collaborators send arbitrary random model parameters to the server for corrupting
global model [10, 12, 14, 15]. Adaptive attacks are advanced variations of Byzantine
attacks. Generally, in adaptive attacks, malicious collaborators perform local training
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steps and learn parameters. Then they use these parameters for well-tuned attacks
instead of sending random updates [16, 23].

Backdoor Attacks: Backdoor attacks aim to corrupt the global model on a specific
sub-task; that is, the malicious collaborators add some visual artifacts to the training
data and deceive global model to classify motorcycles as cars. Since backdoor attacks
focused on a specific subtask, they are known as targeted attacks, while data poisoning
attacks and model poisoning attacks are untargeted attacks [17, 11, 3, 12, 18].

Inference Attacks: At the beginning of each FL round, the trusted server sends the
global model parameters to the collaborators who will participate in the training step.
In inference attacks, malicious collaborators aim to exploit the sensitive information of
the other collaborators by examining differences and the changes in the global model
parameters. In other words, the malicious collaborators may recover the original data
set and class labels by performing reverse engineering to the shared parameters and
gradients [81, 82].

3.2 Distance Based and Outlier Elimination Based Approaches

In [22], instead of taking the average of the gradients directly in FedAvg, two alternative
aggregation methods are proposed to avoid Byzantine attacks. They are namely
trimmed mean and coordinate wise median. In the trimmed mean method, β, the
ratio of malicious collaborators in each FL round must be known. Thus, the local
model parameters from each collaborator are ordered from smallest to largest. Then,
the smallest and highest β fraction of values are trimmed and averaged. In other
words, beta smallest and beta largest parameters are discarded from the global model
aggregation calculation. On the other hand, global model parameters are set as the
median of the local models’ parameters in the coordinate-wise median. The MNIST
data set was used in this study, and data were distributed to the collaborators in an
IID fashion. Byzantine attacks were designed to send moderate values to the trusted
server instead of adding extreme values to the gradients. Therefore, the actual label
y has been replaced by 9-y, i.e., 2 has been replaced with 7. However, this attack
scenario designed for the Byzantine attack simply coincides with the label flipping
attack. Yet, both the trimmed mean and the coordinate-wise median were able to
provide improvement in accuracy compared to vanilla FedAvg.

In [14], a method called KRUM is proposed. KRUM combines the majority-based and
square-distance methods. In each round, KRUM chooses one of the local models that
is closest to the other models. Then, it sets the parameters of the chosen local model
as the global model. KRUM needs to know the malicious collaborator ratio in the
system. Let n be the total number of collaborators and m be the number of malicious
collaborators; for each local model parameter, KRUM calculates n−m− 2 closest
models based on the Euclidean distance between each model parameter. Later, based
on the sum of squares of these distances, a score is generated for each local model,
and the local model with the smallest score is selected as the global model. Even if
the local model chosen might be received from a malicious collaborator, it is believed

14



that its impact will be limited since it is close to the trusted collaborators. For the
experiments, MNIST, SpamBase datasets were distributed IID to the collaborators, and
disrupted gradient updates were generated from Normal distribution with mean=0 and
standard deviation=200. Krum could tolerate Byzantine attacks up to 33% malicious
collaborator ratio; however, when there is no malicious collaborator in the system,
vanilla FedAvg(No defense case) results in better performance.

In [15], a method called Bulyan is proposed. Bulyan is a Byzantine resilient aggrega-
tion method and is an adaptation of KRUM. A single model parameter can seriously
affect the Euclidean distance between two models. For this reason, some extreme and
abnormal model parameters may cause performance degradation for KRUM. Conse-
quently, Bulyan combines KRUM and trimmed mean approaches against Byzantine
attacks. Similar to KRUM, this method also requires information about the number of
malicious collaborators in the system. In KRUM, the local model that is closest to the
others is chosen as the new global model. In Bulyan, for each local model parameter,
pi, KRUM is executed and at most n − 2m local models are chosen. Then, for the
pi parameter of the global model in the new round, the pi parameters of these local
models are averaged. Since Bulyan applies KRUM for many times for each model
parameter separately, it is considered as not scalable [16]. The experiments show that
Bulyan achieved higher accuracy and lower test error than the KRUM. Bulyan could
get performance similar to no attack case in terms of accuracy and error rate.

3.3 Similarity Based Defense Approaches

In [83], two-dimensional visualization is performed by applying Principal Component
Analysis (PCA) to the parameters in the last layer of the model. Then, through
this visualization, a distinction is made between reliable and attacker collaborators.
This defense mechanism is based on the assumption that updates from malicious
collaborators have unique characteristics, while updates from trusted collaborators are
similar to each other. For this reason, the experiments were carried out with IID data
distribution, and hence suspicious behaviors could be detected easily. Even if it is not
explicitly stated in this study, the decision of attacker collaborators requires human
intervention. There is no automated process after the visualization step. It cannot be
said that this is a very realistic case in the FL setting. In the experiments, CIFAR10
and Fashion MNIST datasets were used and the performance of the defense strategy
was evaluated against label flipping attacks. It has shown that the proposed attack
could identify malicious collaborators.

The method proposed in [12] adopts regular Clustered Federated Learning (CFL)
against Byzantine attacks. The method clusters the collaborators based on the pairwise
cosine similarities of gradient updates. Before the aggregation step, the trusted server
performs clustering based on the computed cosine similarities. Then cross similarity
between cluster candidates is calculated. When the cross similarity between the cluster
candidates is lower than a certain threshold, i.e., clusters candidates are dissimilar
enough, the main cluster is divided into the sub-clusters. In regular CFL, the model
aggregation step is executed separately for each cluster. However, in byzantine robust
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CFL, the collaborators that are in the largest clusters are labeled as trusted, and the
rest of the collaborators are labeled as malicious. Hence, only elements of a benign
cluster participate in the aggregation rule. In order to evaluate the method, three
different attack types are examined: label flipping attacks, noisy data, and Byzantine
attacks. The proposed method provided significant improvement in accuracy scores.
The accuracy scores obtained in Byzantine attacks are lower than the accuracy scores
obtained in noisy data and label flipping attacks.

In [84], a defense method called FLTrust has been proposed against Byzantine attacks.
In Byzantine attacks, the attackers can reverse the direction of the updates and increase
the magnitude of the updates to increase the effect of the attack. This method aims
to avoid these two possibilities. Therefore, the trusted server collects a root dataset
for itself and assumes that there is no data poisoning in this root dataset. While the
collaborators train their local models with their own local datasets, the trusted server
trains its own model on the root dataset. In the aggregation step, the server checks how
the directions of the updates from the collaborators differ from the direction of the
model it trains with its own data and assigns a trust score to each collaborator in direct
proportion to this similarity. Then, the trusted server normalizes the magnitudes of
the updates from collaborators and scales them to have the same magnitude of its own
update. Finally, it takes the weighted average of local model parameters according to
their trust score. The proposed method could tolerate adaptive attacks even if with a
large malicious collaborator ratio and provided an error rate like FedAvg when there is
no attack case.

In [11], the proposed method FoolsGold makes an assumption on the gradient up-
date similarity. The fundamental assumption behind the FoolsGold is that the data
distribution of trusted collaborators is unique; hence, the gradient updates of trusted
collaborators vary. On the other hand, it assumes that malicious collaborators share a
common purpose, and because of this reason, their gradient updates are more similar.
Accordingly, the method behaves collaborators that have similar updates as malicious
and decrease their learning rate to reduce their effect on the global model. MNIST,
VGGFace2, Cup99, and Amazon Reviews datasets were used in the experiments to
test label flipping and backdoor attacks scenarios. The experiments were performed in
the non-IID data distribution so that malicious collaborators could be detected easily.

Although FoolsGold ([11]) offers a defense strategy against Byzantine attacks, Fools-
Gold works only where only trusted participants have unique updates and malicious
participants have similar updates, and FLTrust expects similar updates from trusted col-
laborators. Therefore, it can be said that the similarity-based methods can only cover a
part of the experimental space. For example, FoolsGold cannot perform adequately in
the IID setting where trusted participants will also make similar updates. Similarly, for
both IID and non-IID cases, FoolsGold is not able to distinguish trusted and malicious
collaborators when malicious collaborators send different arbitrary updates. On the
other hand, the methods proposed in [83] and byzantine robust CFL [12] assume that
trusted collaborators have similar updates performed experiments in the IID setting to
identify malicious collaborators quickly.
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There are many proposed defense strategies against Byzantine attacks, but they mainly
made some unrealistic assumptions. Most of the methodologies assume that the
data distribution of collaborators is IID ([14, 15, 12, 83, 22]). However, Non-IID
data distribution of collaborators is one of the main characteristics of FL ([3, 2]),
the existing defense strategies against Byzantine attacks are not able to perform as
well as in the Non-IID cases [17]. Moreover, some of the methods ([22, 14, 15]
make another unrealistic assumption about knowing malicious collaborator ratio that
is not compatible with FL nature. Considering all these factors, I have proposed a
method that does not make assumptions about data distribution, update similarity, and
malicious collaborator information.
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CHAPTER 4

METHODOLOGY

My proposed method is a variation of Federated Averaging(FedAvg) [2] which is
one of the most widely used and adopted algorithms in FL [63, 3]. In FedAvg, the
trusted server sends the global model to the collaborators at the beginning of each
FL round. Collaborators train and update the model with their local data. During the
local training phase, collaborators do not share any data with each other and the server.
Only the parameters of locally trained models are sent to the server. Finally, the trusted
server aggregates these local models to form a potentially improved version of the
global model by averaging the parameters(weights) received from the collaborators. In
other words, the collaborators train a global model under the orchestration and control
of the trusted server without sharing their local data [2, 3].

If the global model converges and there are no attacks in a standard FL setting, the
local models of the collaborators are unlikely to drift apart from the global model. On
the contrary, the local models of malicious collaborators are likely to move far away
from the trusted ones, and the global model in the presence of attacks [10]. From this
point of view, I incorporate my proposed method just before the aggregation step of
FedAvg to decide which collaborators should be considered in the aggregation step.
The main idea of my method is to discriminate reliable collaborators and outliers by
evaluating layerwise distances to the respective layers of the latest global model. In
this way, the collaborators marked as reliable could participate in the aggregation step,
while the other collaborators marked as outliers are discarded from the calculation.

I use the boxplot outlier elimination method [85] to detect outliers. In the boxplot
outlier elimination method, for each layer, the distances between the global model and
participants’ updates are sorted in ascending order, and Q1 (1st quartile) and Q3 (3rd

quartile) are determined. Q1 is equivalent to the 25th percentile, i.e, represents the point
at which 25% of the data falls below this value. In a similar way, theQ3 is equivalent to
the 75th percentile. Then, Inter Quartile Range (IQR) is calculated by subtracting Q1

fromQ3 (i.e., IQR = Q3−Q1). Later, as shown in Figure 3, the minimum threshold is
determined by subtracting 1.5×IQR fromQ1 (i.e.,Q1−1.5×IQR) and the maximum
threshold is determined by adding 1.5× IQR to the Q3 (i.e., Q3 + 1.5× IQR).

In order to illustrate the rationale and the motivation behind the use of an outlier
detection mechanism in defense against attacks, I carried out a simple experiment.
In this experiment, a label flipping attack is performed on MNIST-2NN architecture
when there are 100 collaborators with malicious collaborator ratio is 20% and the
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Figure 3: Box plot elimination.

data distribution of collaborators is IID. Figure 4 shows the layerwise distances of a
randomly selected normal collaborator and a randomly selected malicious collaborator
to the global model for each communication round. As it can be seen from the
figure, in all rounds, the distances of the trusted collaborator to the global model
for each layer remain inside the aggregation interval (highlighted for each layer,
[Q1 − 1.5 × IQR,Q3 + 1.5 × IQR]). In contrast, the distances of the malicious
collaborator are in the outlier region. BARFED is mainly based on making this
discrimination based on distances. The circles demonstrate the distance between the
randomly selected collaborator and the global model for each layer of the model
architecture. The shaded areas are determined according to the updated models
returned by the collaborators, and they indicate the upper and the lower bounds, i.e.,
safety region, that are used to determine outliers. Moreover, the further experiments
(see Figure 28 and Figure 27) have shown that the rate of collaborators labeled as
unreliable by BARFED is very close to the rate of actual malicious collaborators.

Algorithm 2 gives the details of my proposed defense method BARFED. This algorithm
assumes that the global model consists of multiple NN layers. Figure 5 represents an
exemplary model architecture. Here, each colored rectangle represents the weights
of the respective layer. Weights of each layer are converted into 1D vectors, and
layerwise distances to the global model are calculated in the proposed method. The
algorithm determines the outlier status of a collaborator by considering outlier statuses
of each of the layers returned by the collaborator. If a layer is determined as an outlier,
the collaborator is determined as malicious, and its model is discarded from model
aggregation.

In procedure COLLABORATORUPDATE, the collaborators receive global model pa-
rameters and set them as their local model parameters. After that, the collaborators
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Figure 4: Distances of a randomly selected normal collaborator (upper row) and a
randomly selected malicious collaborator to the global model under label flipping
attack on MNIST dataset.

Figure 5: An exemplary model architecture.

update their models by performing a local training process with their local data and
then send their updated model parameters to the server for the aggregation step.

In procedure SERVERUPDATE, the server receives updates wp1
t+1, w

p2
t+1, ..., w

pn
t+1 from

collaborators at the server at any round t. The L2 norm distances 1 between parameters
of each collaborator and global model parameters are calculated layer by layer. In other
words, the Euclidean distance of each collaborator’s ith layer to the global model’s ith

layer, dip = ‖wi
t − w

ip
t+1‖ is calculated as in line 10. To calculate L2 norm distances,

weight matrices are converted 1D vectors.

The lower thresholds and the upper thresholds for the safety region, [Qi
1 − 1.5 ×

IQRi, Qi
3 + 1.5 × IQRi] are calculated for each layer based on the boxplot outlier

1 Unless otherwise stated, all distances in this study refer to the Euclidean distance.
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elimination method as in lines 11 & 12. The RS(dip) shows the Realibility Status
of the distance of ith layer of a collaborator p. Suppose a collaborator stays in the
safety region and is not an outlier for any layer of the model architecture. In that case,
the collaborator is labeled as reliable and is eligible to participate in global model
aggregation. In other words, if RS(d1p) ∧ RS(d2p) ∧ ... ∧ RS(dIp) = 1 (is True),
the collaborator is labeled as reliable wprel

t+1 through lines 14-16. Finally, the weighted
average of reliable collaborators’ parameters are calculated as the new parameters of
the global for the next FL round based on their relative sample size in line 18.

Algorithm 2 BARFED. T is the number of communication rounds, P is the number
of collaborators, s is the relative sample size, i is used to index layers where I is the
total number of layers, and J is the number of local epochs. Qi

1, Q
i
3, and IQRi are

first quartile, third quartile and interquartile range for the layer i, respectively.
1: procedure SERVERUPDATE
2: Server initializes weights
3: for each round t = 1, 2, ...T do
4: send wt (main model weights) to the collaborators
5: for each collaborator p = 1, 2, ...P do in parallel
6: wp

t+1 ← COLLABORATORUPDATE(p, wt) . Local Training
7: end for
8: for each layer of the model i = 1, 2, ...I do
9: for each collaborator p = 1, 2, ...P do

10: dip ← ‖wi
t − w

ip
t+1‖ . Calculate the distance of each collaborator

11: lowerithr ← Qi
1 − (1.5× IQRi) . the lower bound for each layer

12: upperithr ← Qi
3 + (1.5× IQRi) . the upper bound for each layer

13:

14: for each collaborator p = 1, 2, ...P do
15: if lowerithr < dip < upperith,∀i then
16: mark collaborator p as reliable, prel
17:

18: wt+1 ←
∑nrel

n=1 sprel × w
prel
t+1 . FedAvg with reliable collaborators

19:

20: procedure COLLABORATORUPDATE(p, w)
21: for each step j = 1, 2, ...J do
22: wp

t+1 ← wp
t − η∇`(xp, yp;w)

23: return w to the server

In my proposed method, even when a collaborator is an outlier according to a single
layer, the collaborator is labeled as malicious and removed from the aggregation
calculation. This approach is one of the main differences between BARFED and
other distance-based defense strategies. Most of the defense strategies reviewed in
the literature partially incorporate local model parameters to the aggregation rule by
evaluating each parameter in the model separately. For this reason, some parameters
of a collaborator can be excluded from the aggregation, while other parameters of the
same collaborator can be considered in the updated global model. My method evaluates
each collaborator holistically with an all-or-nothing approach. Since model parameters
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are highly dependent on each other in neural network architectures, evaluating them
independently from each other can lead to faulty inferences. If a collaborator is
thought to be malicious in any layer, it indicates that the collaborator is malicious,
and the reliability of its entire model is questionable. For this reason, the collaborator
completely discarded from the aggregation. In other words, consensus should be
ensured among all layers of a collaborator’s model to determine that the collaborator
is a reliable one and its model is credible.

Lemma 1. The expected time complexity of the BARFED(V1, V2, ..., Vn) is O(l · n ·
(d+ log n)) where V1, V2, ..., Vn has l layer and each layer is d-dimensional vector.

Proof. For each layer in Vi, server computes n distances for d-dimensional vectors
(O(nd)). Then, server finds the outliers by sorting the distances of each collaborator,
(O(n log n)). Finally, each layer is checked if it is outlier or not (O(n)). As a result, a
time complexity of O(l · (nd+ n log n+ n)) is obtained. Hence, the time complexity
can be reduced to O(l · n log n).

The computational complexity of the BARFED is much more efficient than Krum
and its variant Bulyan (see Section 3.2), which are quadratic (O(d · n2)). BARFED
is slightly more efficient than the coordinate-wise median and trimmed mean as they
require sorting of all individual parameters (BARFED only makes sorting as many as
the number of layers).
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CHAPTER 5

EXPERIMENTAL DESIGN

In order to evaluate the defense performance of BARFED and compare it with the per-
formances of other methods in the literature, I have carried out extensive experiments.
The experimental design details are given in this chapter, and the results are presented
in the next chapter. The datasets used in the experiments are introduced in Section 5.1.
The details of FL settings are explained in Section 5.2. The types of attacks considered
are given in Section 5.3. The attacker types are explained in Section 5.4. The baseline
methods to compare with BARFED are introduced in Section 5.5. Lastly, the model
architecture and hyperparameters used in the experiments are given in Section 5.6.

5.1 Datasets

The experiments have been conducted on three different data sets: MNIST [86],
CIFAR10 [87], and Fashion-MNIST [88] datasets.

MNIST dataset contains 28×28 grayscale handwritten digit images as exemplified
in Figure 6. The MNIST data set consists of 50.000 training, 10.000 validation, and
10.000 testing images. For MNIST, the number of images with distinct labels are given
in Table 1

Table 1: The number of each label in each sets.

Label Train Valid Test Total
0 4932 991 980 6903
1 5678 1064 1135 7877
2 4968 990 1032 6990
3 5101 1030 1010 7141
4 4859 983 982 6824
5 4506 915 892 6313
6 4951 967 958 6876
7 5175 1090 1028 7293
8 4842 1009 974 6825
9 4988 961 1009 6958

Total 50000 10000 10000 70000
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Figure 6: MNIST dataset .

CIFAR10 is an image dataset containing 32×32 color images of 10 different classes:
plane, car, bird, cat, deer, dog, frog, horse, ship, and truck. CIFAR10 consists of
50.000 training and 10.000 testing images with an equal number of images for each
class. Sample images from the data can be seen in Figure 7.

cat truck deer dog car truck

bird car frog plane plane plane

plane deer ship truck ship ship

bird cat horse plane car bird

Figure 7: Example demonstration of CIFAR10 dataset .

26



The fashion-MNIST dataset contains 28×28 grayscale images of 10 classes with
60,000 training images and 10,000 testing images. The image classes are T-shirt/Top,
Trouser, Pullover, Dress, Coat, Sandal, Shirt, Sneaker, Bag, and Ankle Boot (See
Figure 8).

Coat Sneaker Dress Sandal

Bag Ankle Boot Dress Ankle Boot

Bag Sneaker Pullover T-shirt/Top

Shirt T-shirt/Top Coat Ankle Boot

Figure 8: A sample from Fashion MNIST dataset.

5.2 FL Settings

In an FL setting, two issues are important: collaborators and the distribution of the
collaborators’ data. There are two possible data distribution cases: IID (indepen-
dent identically distributed) or Non-IID. In the experiments, I mainly consider the
distribution of label classes over collaborators.

In the IID setting, data is randomly and uniformly distributed to the collaborators. That
is, each collaborator has an equal number of examples of each class. In CIFAR 10
and Fashion MNIST cases, each collaborator has each class equally (See Table 1). A
small adjustment was made for the MNIST dataset, and an equal number of images
from each class were included in the MNIST experiments by preserving the maximum
number of data. For example, to see the performance of the global model on each class
equally, 890 images are sampled from each class for the test set (see Table 1). The
selection was made randomly after shuffling the data.
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In the non-IID setting, each participant has examples of two randomly selected classes
for MNIST and Fashion-MNIST cases and examples of five randomly selected classes
for CIFAR 10 cases.

5.3 Attack Types

In the experiments, I evaluated the performances of several FL defense algorithms
in no attack case and under label flipping and Byzantine attack cases with various
malicious collaborator ratios.

Label flipping attacks are examples of data poisoning. Malicious collaborators replace
the ground-truth label of the training data with a target class label in the label flipping
attacks. For example, a malicious collaborator with label 7 in the dataset replaces the
label with 1 and then performs local training to mislead the FL process.

Byzantine attacks are examples of model poisoning. In Byzantine attacks, arbitrary
parameter updates are sent from malicious collaborators. In the experiments, malicious
collaborators send random weight updates drawn from the standard normal distribution
with zero mean and unit standard deviation.

5.4 Attacker Types

In the experiments, I have considered two kinds of attackers: Independent and Orga-
nized.

Independent attackers are malicious collaborators who cannot coordinate with each
other, act individually, and send distorted information to the server in a disengaged
manner. On the other hand, organized attackers are capable of coordinating their
activities with the other attackers, and they usually send the same or similar updates.
Therefore, organized attackers can also be called coordinated attackers.

To illustrate, in independent label flipping attacks, malicious collaborators replace
their ground truth labels with arbitrary target labels. Considering the two malicious
collaborators with label 7 in their dataset, one replaces its ground truth label with label
1 while the other malicious collaborator replaces with label 4. This is an example of an
independent attack. On the other hand, all malicious collaborators replace their ground
labels with consistent target labels in organized label flipping attacks. Considering the
previous example, all malicious collaborators may replace label 7 with label 1.

In a similar way, malicious collaborators send different random weight updates in
independent Byzantine attacks while they send the same random weights in the
organized Byzantine attacks.

In the experiments, my aim was to make the attacks more successful, reduce the
likelihood of malicious collaborators being detected, and finally affect the performance
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of the main model more severely. Hence, in label flipping attacks, the replaced classes
are chosen as semantically similar as possible. The replaced classes in the organized
setting for each data set are presented in Table 2.

Table 2: Replaced classes for organized label flipping attack.

MNIST Fashion-MNIST CIFAR10
Original Replaced Original Replaced Original Replaced

0 9 T-shirt/Top Shirt Plane Bird
1 7 Trouser Dress Car Truck
2 5 Pullover Coat Bird Plane
3 8 Dress Trouser Cat Dog
4 6 Coat Pullover Deer Horse
5 2 Sandal Sneaker Dog Cat
6 4 Shirt T-shirt/Top Frog Ship
7 1 Sneaker Ankle Boot Horse Deer
8 3 Bag Sandal Ship Frog
9 0 Ankle Boot Sneaker Truck Car

5.5 Baseline Method Selection

In order to compare the performance of BARFED with other defense mechanisms, I
have chosen a set of baseline algorithms that are compatible with my FL settings.

The first baseline algorithm that I evaluate is "NoDefense" which is identical to the
vanilla FedAvg algorithm. I included this algorithm because I want to gauge the
impacts of various attacks on the learning performance and to evaluate the defense
provided by BARFED and other baseline defense mechanisms.

The second baseline algorithm is "Coordinate-Wise Median" [22], or simply "CwMe-
dian", which can be seen as the simplest variant of the FedAvg learning algorithm.
Basically, instead of the weighted mean operator used in FedAvg, this algorithm uses
the median operator to aggregate the updates received from collaborators. Therefore,
this algorithm can also be regarded as a defense mechanism as it tends to discard the
updates received from malicious collaborators that are usually far away from the other
collaborators’ updates. Like BARFED, this algorithm is an assumption-free algorithm.

The third baseline algorithm employed is "TrimmedMean" [22] that discards the
updates with extreme values before applying the weighted mean operator in the
aggregation step of FedAvg. In this method, it is necessary to determine a parameter
that defines the fraction of extreme values that will be discarded. Ideally, the value
of this parameter should be set to the malicious collaborator ratio in the system.
Obviously, it is unrealistic to know this ratio in a practical FL setting.
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5.6 Model Architectures and Hyper-parameters

This section introduces used model architectures and hyperparameters for each dataset.

5.6.1 Model Architectures

The model architectures used for each datasets are shown in Table 3 (MNIST-2NN [2]),
Table 4 (MNIST-CNN [2]), Table 5 (CIFAR10 [83]) and Table 6 (Fashion-MNIST). I
used ReLU activation function in all models.

Table 3: Model architecture of MNIST-2NN.

Layer Size
Fully Connected (784, 200)
Fully Connected (200, 200)
Fully Connected (200, 10)

Table 4: Model architecture of MNIST-CNN.

Layer Size
Conv 32@5×5

Max Pooling 2×2
Conv 64@5×5

Max Pooling 2×2
Fully Connected (1024, 512)
Fully Connected (512, 10)

Table 5: Model architecture of CIFAR10.

Layer Size
Conv 32@3×3, pad=1
Conv 32@3×3, pad=1

Max Pooling 2×2
Conv 64@3×3, pad=1
Conv 64@3×3, pad=1

Max Pooling 2×2
Conv 128@3×3, pad=1
Conv 128@3×3, pad=1

Max Pooling 2×2
Fully Connected (2048, 128)
Fully Connected (128, 10)
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Table 6: Model architecture of Fashion-MNIST.

Layer Size
Conv 32@5×5, pad=2

Max Pooling 2×2
Conv 64@5×5, pad=2

Max Pooling 2×2
Fully Connected (3136, 500)
Fully Connected (500, 10)

5.6.2 Hyperparameters

The FL setting parameters used for each dataset are shown in Table 7. Learning
rate scheduling, gradient clipping and data augmentation techniques such as random
horizontal flip and random clipping have only been applied for the CIFAR10 dataset.
Therefore, related parameters are marked with N/A (Not Applicable) for MNIST and
Fashion-MNIST.

Table 7: FL setting parameters used in experiments.

Parameters MNIST-2NN MNIST-CNN Fashion MNIST CIFAR10
number of collaborators (n) 100 100 100 100
communication round (t) 200 200 200 500
number of label in each 2 2 2 5collaborator in IID setting
number of label in each 10 10 10 10collaborator in Non-IID setting
batch size 32 32 25 100
number of epoch 10 10 10 10
momentum 0.9 0.9 0.9 0.9
learning rate 0.01 0.01 0.002 0.0015
minimum learning rate (min_lr) N/A N/A N/A 0.000010
lr scheduler factor N/A N/A N/A 0.2
best threshold N/A N/A N/A 0.0001
clipping threshold N/A N/A N/A 10
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CHAPTER 6

EXPERIMENTAL RESULTS AND DISCUSSION

In this chapter, the performance of BARFED is evaluated and compared with the
performances of prominent defense mechanisms that I call baseline methods proposed
in the literature. Any defense mechanism should not deteriorate the performance of a
learning algorithm under no attack cases, as well as mitigating the performance loss
caused by attacks. Hence, first of all, I evaluate the no attack case in Section 6.1.
Then, the performances of BARFED and the selected baseline algorithms are evaluated
with MNIST, Fashion-MNIST, and CIFAR10 datasets in the subsequent Section 6.2,
Section 6.3, and Section 6.4. Lastly, a general discussion is presented in Section 6.5.

In this chapter, I evaluate four different classification models trained on three different
datasets. The performance metric that I consider in performance evaluations is classi-
fication accuracy which is equal to the rate of correct classifications on independent
test sets. The attacks aim to compromise both the performance and convergence of
the models, thereby causing oscillations in accuracy scores. Due to such oscillations,
it would be misleading to report only the accuracy obtained at the last FL round.
Moreover, as the highest or the lowest points of oscillations may occur randomly,
it is also challenging to compare different algorithms objectively. Therefore, in the
experiment results, I report both the lowest and highest scores of the last ten FL rounds
to reveal the algorithm performance and also the severity of such oscillations.

The experiments carried out are essentially multi-class classification tasks. Hence,
f-macro and f-micro metrics could also be used to evaluate results. However, in
the experimental setup, the test sets contain each label equally (i.e., the classes are
balanced). For this reason, I preferred to use accuracy in comparisons.

6.1 No Attack

It is usual to test the performance of a defense methodology on different attack
scenarios. However, in a practical setting, I cannot know when the attack will occur.
Hence, defense mechanisms are always actively used regardless of whether there is an
attack or not. For this reason, the defense mechanism integrated into the FL system
should not cause non-negligible performance loss also in the absence of an attack. In
other words, ideally, the defense to be integrated into the system should work well
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even when there is no attack. In such cases, the method can be called a solid defensive
strategy.

Table 8 and Figure 9 show the results of experiments in IID case without any attack,
i.e., all collaborators are trusted and there is no malicious collaborator.

It is important to note that when there is no attack in the system, the TrimmedMean
method gives the same result as the NoDefense case because no collaborator updates
are discarded from the weighted mean calculation.

BARFED, TrimmedMean, and the CwMedian show similar performances in the
IID setting and do not cause any significant performance degradation. Although
the accuracy scores on the test sets obtained from Fashion MNIST and CIFAR for
CwMedian are marginally worse, the difference can be seen as negligible if I consider
practical FL characteristics and settings.
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Figure 9: Accuracy curves of different strategies when all collaborators are trusted
(i.e., m = 0%) in the IID case.

On the other hand, my proposed method outperforms the others in the Non-IID
experimental setting. Table 9 and Figure 10 show the results of experiments when
all collaborators are trusted in the non-IID case. As it can be seen from the results,
CwMedian is the worst algorithm in all cases. This is mainly due to the non-IID
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Table 8: Accuracy scores on test sets when all collaborators are trusted (i.e., m = 0%)
in the IID case. The best results are bold.

MNIST-2NN MNIST-CNN Fashion MNIST CIFAR10
min max min max min max min max

NoDefense 97.7 97.7 98.9 98.9 90.4 90.5 78.9 79.0
TrimmedMean1 97.7 97.7 98.9 98.9 90.4 90.5 78.9 79.0

CwMedian 97.6 97.6 98.9 98.9 90.1 90.2 76.7 76.8
BARFED 97.6 97.6 98.9 98.9 90.4 90.5 78.4 78.4

1 The same results as NoDefense

training data employed in these experiments. That is, the median operator, which
returns one of the participants’ model parameters as the global model’s parameter,
seems not to produce a representative model. Except for the Fashion-MNIST case,
BARFED and FedAvg (NoDefense and TrimmedMean are equivalent to FedAvg in no
attack case) perform similarly. In Fashion-MNIST, the collaborator models are likely
to be very different due to the non-IID training data in collaborators. Hence, BARFED
potentially discards many participants in the aggregation step.

Table 9: Accuracy scores on test sets when all collaborators are trusted (i.e., m = 0%)
in Non-IID case. The worst results are bold.

MNIST-2NN MNIST-CNN Fashion MNIST CIFAR10
min max min max min max min max

NoDefense 96.4 96.6 98.8 98.8 86.8 87.4 77.5 77.6
TrimmedMean1 96.4 96.6 98.8 98.8 86.8 87.4 77.5 77.6

CwMedian 80.7 85.3 96.9 97.1 79.1 80.0 64.3 64.6
BARFED 96.2 96.4 98.7 98.8 82.4 84.3 77.8 77.9

1 The same results as NoDefense

As these experiments show, BARFED and other evaluated approaches do not introduce
a significant performance penalty in no attack case for IID training data in collaborators.
On the other hand, non-IID training data is challenging for all defense methods
considered. Nevertheless, the performance loss caused by BARFED is plausible and
marginal in the majority of cases evaluated.
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Figure 10: Accuracy curves of different strategies when all collaborators are trusted
(i.e., m = 0%) in the Non-IID case.
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6.2 MNIST

For MNIST dataset, I have trained two kinds of models: 2NN (see Table 3) and CNN
(see Table 4). In this section, the performances of the defense mechanisms applied
to these models are evaluated for various kinds of attacks with various malicious
collaborator ratios.

6.2.1 MNIST 2NN

6.2.1.1 Label Flipping Attacks

Table 10 and Figure 11 present the results of the experiments carried out for label
flipping attack on MNIST dataset with 2NN model when the collaborators’ data are
IID.

The maximum performance under no attack case for this model is 97.7 (see Table 8).
When the malicious collaborator ratio (m) is 10% or 20%, neither organized nor
independent attacks cause significant performance losses as all methods including
NoDefense, achieve maximum accuracy values that are close to the maximum accuracy
of FedAvg in no attack case. Nevertheless, a small performance loss can be observed
when the malicious collaborator ratio increases. Although the differences are marginal,
BARFED has provided the best performance in all these cases.

Another important point to note is that for m = 10%, attacks do not even have a
significant effect on the evolution of the algorithms across FL rounds, as evidenced by
very close minimum and maximum accuracies obtained with all algorithms. Therefore,
I can say that an attack is ineffective when attackers are independent, and m is small.
On the other hand, organized attacks cause large oscillations in accuracy values,
and the gap between the minimum and maximum accuracies obtained gets larger
in the NoDefense case. When m = 20%, even independent attacks can cause such
oscillations. According to these results, I can say that BARFED and other defense
algorithms considered are capable of mitigating label flipping attacks successfully in
all evaluated IID cases. The detailed performance comparisons of methods can be
found in the Appendix A.

Table 11 and Figure 12 present the results of the experiments carried out for label
flipping attack on MNIST dataset with 2NN model when the collaborators’ data are
non-IID.

Similar to the IID case, as the malicious collaborator ratio increases, the performance
loss increases, and organized attacks become more effective than independent attacks.
If two data distribution settings are compared, the performance loss caused by attacks
in the non-IID case is greater than that of the IID case. In the non-IID setting, there are
significant differences between the minimum and the maximum accuracies achieved
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Table 10: Accuracy scores obtained under label flipping attacks with different mali-
cious collaborator ratios in IID setting for MNIST-2NN architecture. The best results
are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 92.9 97.6 72.4 97.3 97.0 97.2 91.3 97.1
CwMedian 97.4 97.4 97.2 97.3 97.4 97.5 97.0 97.1

TrimmedMean 97.5 97.5 96.9 97.0 97.5 97.5 97.1 97.1
BARFED 97.6 97.7 97.4 97.5 97.6 97.6 97.4 97.5
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Figure 11: Accuracy curves for MNIST-2NN under label flipping attacks at different
attacker ratios for the IID case.

by NoDefense regardless of attack types and malicious collaborator ratios. Hence, it is
possible to say that the non-IID case is worse than the IID case for all attack scenarios.

As it can be seen from Table 11 and Figure 12, CwMedian could not cope with
the attack and worsened the situation for all attack scenarios in the non-IID case.
The maximum accuracy drops down to 75.0% when attackers are organized and
m = 20%. Moreover, the accuracies provided by CwMedian are even worse than
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the accuracies obtained by NoDefense. TrimmedMean can recover the performance
loss when m = 10%, however it gets worse scores than FedAvg when m = 20%, i.e.,
the performance score drops down to 79.9%. BARFED is able to defend against the
harmful effects of the attack successfully and gives the highest accuracy scores among
all defense methods. Moreover, its accuracy is close to the case in which there are no
malicious collaborators (i.e., no attack case).

Table 11: Accuracy scores obtained under label flipping attacks with different mali-
cious collaborator ratios in the non-IID setting for MNIST-2NN architecture. The best
results are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 92.4 95.8 83.8 88.3 93.7 95.3 89.3 94.0
CwMedian 75.1 83.8 67.7 75.0 80.8 83.3 67.8 75.9

TrimmedMean 94.6 95.5 79.9 87.7 95.1 95.4 80.9 89.7
BARFED 96.1 96.3 95.6 96.1 96.0 96.3 95.5 96.1
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Figure 12: Accuracy curves for MNIST-2NN under label flipping attacks at different
attacker ratios in the non-IID case.
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6.2.1.2 Byzantine Attacks

Table 12 and Figure 13 show the results of the Byzantine attack scenarios for MNIST
2NN architecture when the collaborators’ data are IID.

Similar to label flipping attacks, organized attackers cause more performance degra-
dation. The worst accuracy score is recorded when the attackers are organized and
m = 20. In this case, test accuracies in the last 10 FL rounds oscillate between 31.9%
and 43.9%. It can be said that, without any defense mechanism, Byzantine attacks
result in more performance loss compared to label flipping attacks. On the other
hand, all defense methods considered perform well in IID cases with independent or
organized Byzantine attacks. Although the performances of all defense methods are
very close to each other, BARFED provides the best resistance among all methods.
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Figure 13: Accuracy curves of MNIST-2NN under Byzantine attacks at different
attacker ratios for the IID case.
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Table 12: Accuracy scores obtained under Byzantine attacks with different malicious
collaborator ratios in the IID setting for MNIST-2NN architecture. The best results are
bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 57.0 68.9 31.9 43.9 86.0 90.7 76.2 86.1
CwMedian 97.2 97.2 97.3 97.4 97.2 97.3 97.3 97.3

TrimmedMean 97.4 97.5 97.4 97.5 97.5 97.5 97.4 97.4
BARFED 97.5 97.5 97.5 97.6 97.5 97.5 97.5 97.6

Table 13 and Figure 14 show the results of the Byzantine attack scenarios for MNIST
2NN architecture when the collaborators’ data are non-IID.

As the results indicate, Byzantine attacks in non-IID settings are more dangerous
than such attacks in IID settings. The largest performance degradation occurs when
attackers are organized and m = 20%. In this case, the accuracy oscillates between
14.9% and 26.6%. In this case, CwMedian is able to recover the harmful effects of
the attack up to a point, but it cannot achieve a successful defense as TrimmedMean
and BARFED do. For example, CwMedian can increase the accuracy up to 89.5%,
while TrimmedMean achieves 96.1% and BARFED achieves 96.2% against organized
attacks with m = 20%. BARFED provides the highest scores among all methods in
all cases, but the differences are insignificant.

Table 13: Accuracy scores obtained under Byzantine attacks with different malicious
collaborator ratios in the non-IID setting for MNIST-2NN architecture. The best results
are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 26.1 36.0 14.9 26.6 45.6 61.6 16.5 34.1
CwMedian 85.6 89.5 90.3 92.7 83.4 88.8 89.3 90.9

TrimmedMean 95.8 96.1 95.4 95.6 95.9 96.1 94.8 95.0
BARFED 96.1 96.2 95.9 96.1 96.1 96.2 95.9 96.1

Another important observation is that TrimmedMean performs better against Byzan-
tine attacks than label flipping attacks. This can be explained by the fact that the
parameter updates sent in Byzantine attacks are extreme and take place in the tails of
the distribution. Therefore malicious collaborators are more easily detected as they are
usually outliers. On the other hand, TrimmedMean cannot recover all the performance
degradation in label flipping attacks, as changes in the update are more likely to be
moderate.
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Figure 14: Accuracy curves of MNIST-2NN under Byzantine attacks at different
attacker ratios for the IID case.
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6.2.2 MNIST CNN

6.2.2.1 Label Flipping Attacks

Table 14 and Figure 15 present the results of the experiments carried out for label
flipping attack scenarios for MNIST CNN architecture when the collaborators’ data
are IID.

Table 15 and Figure 16 present the results of the experiments carried out for label
flipping attack scenarios for MNIST CNN architecture when the collaborators’ data
are non-IID.

For MNIST, the results with the CNN model are very similar to the results with the 2NN
model. However, accuracy losses caused by attacks on the CNN model are smaller
than that of 2NN models. So, it can be said that the MNIST-CNN model architecture
is less vulnerable to label flipping attacks compared to the MNIST-2NN architecture.
As the ratio of malicious collaborators increases, the severity of the oscillations and
the performance degradation increase for both independent and organized attacks in
both IID and Non-IID settings. As the results show, all evaluated defense methods are
able to improve the performance in both IID and Non-IID cases. BARFED provides
the highest accuracies when the collaborators’ data are non-IID. Still, the differences
between the performances of TrimmedMean and BARFED are not significant.

Table 14: Accuracy scores obtained under label flipping attacks with different mali-
cious collaborator ratios in the IID setting for MNIST-CNN architecture. The best
results are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 94.2 99.0 75.4 99.0 97.8 99.0 96.2 98.9
CwMedian 98.9 98.9 98.8 98.8 98.9 98.9 98.9 98.9

TrimmedMean 98.9 98.9 98.8 98.9 99.0 99.0 98.9 99.0
BARFED 98.9 98.9 98.9 98.9 98.9 98.9 98.9 98.9

Table 15: Accuracy scores obtained under label flipping attacks with different mali-
cious collaborator ratios in the non-IID setting for MNIST-CNN architecture. The best
results are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 95.5 98.0 83.4 91.6 97.0 98.3 95.3 96.6
CwMedian 96.4 96.7 91.4 93.1 95.4 95.9 93.5 94.2

TrimmedMean 98.5 98.6 97.3 97.6 98.6 98.6 97.2 97.6
BARFED 98.6 98.7 98.5 98.6 98.7 98.8 98.6 98.7
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Figure 15: Accuracy curves for MNIST-CNN under label flipping attacks at different
attacker ratios in the IID case.
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Figure 16: Accuracy curves for MNIST-CNN under label flipping attacks at different
attacker ratios in the non-IID case.
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6.2.2.2 Byzantine Attacks

Table 16 and Figure 17 show the results of the Byzantine attack scenarios for MNIST
CNN architecture when the collaborators’ data are IID.

Table 17 and Figure 18 show the results of the Byzantine attack scenarios for MNIST
CNN architecture when the collaborators’ data are non-IID.

If I consider CNN architecture, the performance loss is higher than 2NN architecture
for Byzantine attacks. The accuracy oscillates between 10.0% and 17.0% in the IID
case, while it oscillates between 9.00% and 15.7% in the non-IID case. Although
the performance loss is higher for CNN architecture compared to 2NN architecture,
the CwMedian was able to catch BARFED and the TrimmedMean both for IID and
Non-IID cases. All methods could reverse the harmful effects of the Byzantine attacks
and achieve scores as if all collaborators are trusted(no attack case).

Table 16: Accuracy scores obtained under Byzantine attacks with different malicious
collaborator ratios in the IID setting for MNIST-CNN architecture. The best results
are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 54.1 79.3 10.0 17.0 91.9 95.0 70.8 87.2
CwMedian 98.9 98.9 98.9 98.9 98.9 98.9 98.8 98.8

TrimmedMean 99.0 99.0 98.9 99.0 98.9 99.0 98.9 98.9
BARFED 98.9 98.9 98.8 98.8 98.9 99.0 98.8 98.8

Table 17: Accuracy scores obtained under Byzantine attacks with different malicious
collaborator ratios in the non-IID setting for MNIST-CNN architecture. The best
results are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 15.6 33.5 9.00 15.7 46.1 72.4 17.4 40.2
CwMedian 97.4 97.5 97.6 97.7 97.0 97.2 96.8 97.1

TrimmedMean 98.8 98.8 98.6 98.7 98.8 98.8 98.5 98.6
BARFED 98.7 98.8 98.6 98.7 98.7 98.8 98.6 98.7
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Figure 17: Accuracy curves for MNIST-CNN under Byzantine attacks at different
attacker ratios in the IID case.
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Figure 18: Accuracy curves for MNIST-CNN under Byzantine attacks at different
attacker ratios in the IID case.
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6.3 Fashion MNIST

6.3.1 Label Flipping Attacks

Table 18 and Figure 19 present the results of the experiments carried out for label
flipping attack on Fashion-MNIST when the collaborators’ data are IID.

Table 19 and Figure 20 present the results of the experiments carried out for label
flipping attack on Fashion-MNIST when the collaborators’ data are non-IID.

In parallel with previous experiments, organized attacks are more severe and when the
collaborators’ data are non-IID, the performance deteriorates. For IID experimental
settings of the Fashion MNIST dataset, the attack causes extreme accuracy degradation
when malicious collaborators are organized and m% = 20. The accuracy degradation
reaches up to 68.6% (No defense case). Recall when all collaborators are trusted, the
accuracy in the IID setting is 90.4 while it is 87.4 in the non-IID setting (see Table 8,
Table 9). In the same scenario for the non-IID setting, the accuracy degradation reaches
up to 73.7. Interestingly, in the IID setting, the minimum accuracy obtained in the last
ten FL rounds is smaller than in the Non-IID setting. On the other hand, the maximum
accuracy obtained in the ten FL rounds for the non-IID setting is smaller than the IID
setting. For both IID and non-IID experimental settings, BARFED outperforms and
recovers the performance degradation.

Table 18: Accuracy scores obtained under label flipping attacks with different ma-
licious collaborator ratios in IID setting for Fashion-MNIST. The best results are
bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 87.8 89.3 68.6 88.9 89.2 89.5 83.7 89.0
CwMedian 89.8 89.9 88.6 88.7 89.6 89.7 89.2 89.3

TrimmedMean 90.0 90.1 88.8 88.9 89.9 90.0 89.0 89.2
BARFED 90.5 90.7 90.3 90.4 90.2 90.3 90.2 90.3

Table 19: Accuracy scores obtained under label flipping attacks with different mali-
cious collaborator ratios in non-IID setting for Fashion-MNIST. The best results are
bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 83.0 85.7 73.7 79.2 84.3 86.7 81.5 84.6
CwMedian 79.9 80.6 76.0 76.7 78.7 79.6 77.4 78.5

TrimmedMean 86.7 87.5 82.7 83.4 85.8 86.7 83.8 84.3
BARFED 87.7 88.8 84.2 87.6 87.5 88.5 85.1 87.6
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Figure 19: Accuracy curves for Fashion-MNIST under label flipping attacks at different
attacker ratios in the IID case.
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Figure 20: Accuracy curves for Fashion-MNIST under label flipping attacks at different
attacker ratios in the non-IID case.

51



6.3.2 Byzantine Attacks

Table 20 and Figure 21 present the results of the experiments carried out for Byzantine
attack on Fashion-MNIST when the collaborators’ data are IID.

Table 21 and Figure 22 present the results of the experiments carried out for Byzantine
attack on Fashion-MNIST when the collaborators’ data are non-IID.

The effects of the attacks on the model performance are similar to the cases covered so
far. Byzantine attacks cause much more performance degradation than label flipping
attacks. The worst-case scenario occurs when attackers are organized and m = 20%
and the accuracy scores oscillate between 9.80=% and 21.1=%. All methods are able
to recover some negative affect of the attack and increase the score for the IID case.
BARFED can increase the accuracy up to 90.5%. TrimmedMean performs very similar
to the BARFED, but CwMedian differs slightly in a negative direction.

Table 20: Accuracy scores obtained under Byzantine attacks with different malicious
collaborator ratios in IID setting for Fashion-MNIST. The best results are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 15.3 48.2 9.80 21.1 65.0 79.2 36.8 60.2
CwMedian 89.9 90.1 90.1 90.2 90.0 90.2 90.0 90.1

TrimmedMean 90.2 90.3 90.2 90.3 90.4 90.4 90.2 90.3
BARFED 90.2 90.3 90.4 90.5 90.2 90.3 90.3 90.4

For Non-IID experiments with Byzantine attacks, without any defense, accuracies
oscillate between 8.60% and 18.0%. CwMedian is able to eliminate the harmful effects
of the attacks up to a certain point and achieve 79.6% accuracy. BARFED outperforms
CwMedian and achieves an accuracy up to 86.5%. Yet, TrimmedMean gets slightly
better scores than BARFED in the non-IID experimental setting.

Table 21: Accuracy scores obtained under Byzantine attacks with different malicious
collaborator ratios in non-IID setting for Fashion-MNIST. The best results are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 5.70 23.6 8.60 18.0 19.7 39.6 10.0 22.2
CwMedian 79.4 80.8 78.4 79.6 79.7 80.8 77.7 78.3

TrimmedMean 84.9 86.2 85.9 86.6 84.2 86.0 83.2 84.3
BARFED 82.3 85.6 85.3 86.5 80.8 83.8 84.5 86.3
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Figure 21: Accuracy curves for Fashion-MNIST under Byzantine attacks at different
attacker ratios in the IID case.
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Figure 22: Accuracy curves for Fashion-MNIST under Byzantine attacks at different
attacker ratios in the non-IID case.

54



6.4 CIFAR10

6.4.1 Label Flipping Attacks

Table 22 and Figure 23 present the results of the experiments carried out for label
flipping attack on CIFAR10 when the collaborators’ data are IID.

Table 23 and Figure 24 present the results of the experiments carried out for label
flipping attack on CIFAR10 when the collaborators’ data are non-IID.

Recall that, for the CIFAR10 data set, when all collaborators are trusted, the accuracy
in the IID setting is 79.0% while it is 77.9% in the non-IID setting (see Table 8,
Table 9).

The below comments are for the worst-case scenario where collaborators are organized
and m = 20%, unless otherwise stated.

For IID experiments, under label flipping attacks, accuracy degradation reaches up
to 65.8%. CwMedian and TrimmedMean are able to recover some negative affect of
the attack, and they can increase the accuracy to 73.4%. BARFED achieves a better
accuracy of 77.2%.

For Non-IID experiments under label flipping attacks, the accuracies oscillate between
70.8% and 70.9%. CwMedian worsens the accuracy degradation. The accuracy score
even decreases down to 54.5% (oscillates between 54.5% and 54.9%). TrimmedMean
can increase the accuracy score up to 72.7%. BARFED outperforms the others in the
non-IID case and increases the accuracies up to 76.9%.

Table 22: Accuracy scores obtained under label flipping attacks with different mali-
cious collaborator ratios in IID setting for CIFAR10. The best results are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 72.7 72.7 65.8 65.9 72.8 72.8 69.7 69.8
CwMedian 75.6 75.7 73.3 73.4 73.8 73.8 73.5 73.6

TrimmedMean 75.6 75.7 73.3 73.4 73.8 73.8 73.5 73.6
BARFED 76.2 76.2 77.0 77.2 77.7 77.8 75.6 75.7
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Table 23: Accuracy scores obtained under label flipping attacks with different mali-
cious collaborator ratios in non-IID setting for CIFAR10. The best results are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 75.2 75.3 70.8 70.9 74.4 74.4 70.2 70.3
CwMedian 55.0 55.9 54.5 54.9 56.7 57.2 52.0 52.7

TrimmedMean 76.0 76.0 72.6 72.7 75.4 75.4 74.0 74.1
BARFED 78.0 78.1 76.8 76.9 77.3 77.4 76.2 76.3
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Figure 23: Accuracy curves for CIFAR10 under label flipping attacks at different
attacker ratios in the IID case.
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Figure 24: Accuracy curves for CIFAR10 under label flipping attacks at different
attacker ratios in the non-IID case.
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6.4.2 Byzantine Attacks

Table 24 and Figure 25 show the results of the Byzantine attack scenarios for CIFAR10
when the collaborators’ data are IID.

Table 25 and Figure 26 show the results of the Byzantine attack scenarios for Fashion-
MNIST when the collaborators’ data are non-IID.

Regardless of the data distribution, the malicious collaborator ratio, and whether the
attackers are organized, the Byzantine attacks cause huge performance losses for
CIFAR10 experiments. The accuracy score drops down to 8.3%. For the IID cases, all
methods can manage the reverse the attack and increase the accuracy scores. However,
it cannot be said that one method outperforms the others. Nevertheless, BARFED
achieves the highest scores when m = 20%.

Table 24: Accuracy scores obtained under Byzantine attacks with different malicious
collaborator ratios in IID setting for CIFAR10. The best results are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 8.7 12.2 8.3 11.3 8.9 13.2 8.9 11.1
CwMedian 75.7 75.8 75.0 75.0 77.6 77.7 75.1 75.1

TrimmedMean 78.8 78.9 75.6 75.7 76.8 76.9 77.0 77.1
BARFED 77.8 77.9 77.4 77.5 77.1 77.2 77.3 77.3

For the non-IID cases, the accuracy drop reaches 7.9%. Although CwMedian recovers
the negative effects of the attack up to a point, its success is limited. Contrary to other
experiments, an unexpected situation developed for the non-IID cases of the CIFAR10
dataset. For other datasets, the scores of CwMedian when attackers are organized and
m = 10% is better than when m = 20%. However, the situation is the opposite of
CIFAR10 experiments. CwMedian can increase the score to 72.0% when m = 20%
while it can achieve only 59.0% accuracy when m = 10%. CwMedian performs worse
than TrimmedMean and BARFED significantly. BARFED provides the highest scores
most of the time; however, TrimmedMean also can improve the accuracies as much as
BARFED.

Table 25: Accuracy scores obtained under Byzantine attacks with different malicious
collaborator ratios in non-IID setting for CIFAR10. The best results are bold.

Organized Independent

m=10% m=20% m=10% m=20%
min max min max min max min max

NoDefense 8.9 11.4 8.2 11.5 7.9 10.3 8.7 13.4
CwMedian 57.7 59.0 71.8 72.0 62.0 62.3 58.0 61.2

TrimmedMean 76.4 76.5 76.3 76.4 76.6 76.6 75.5 75.6
BARFED 77.6 77.6 77.5 77.6 75.2 75.3 77.2 77.2
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Figure 25: Accuracy curves for CIFAR10 under Byzantine attacks at different attacker
ratios in the IID case.
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Figure 26: Accuracy curves for CIFAR10 under Byzantine attacks at different attacker
ratios for the non-IID case.
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6.4.3 Further Analysis

BARFED decides which collaborators are eligible to participate in the aggregation step
by focusing on staying within the safe range for each layer of the model architecture.
If a collaborator stays within the safe range calculated for all layers of the model
architecture, it is marked as reliable by BARFED. If a collaborator falls outside this
range at any layer, it will be excluded from the aggregation step.

The working mechanism of BARFED may raise concerns that too many collaborators
may be discarded, and too much valuable knowledge related to these collaborators
may be lost through the layers. However, if a collaborator is trusted, it generally tends
to stay within the safe range in all their layers, while if a collaborator is malicious, it
probably falls outside of this range in all or almost all layers.

Recall the distances of a randomly selected trusted participant to the global model are
shown in the upper row of Figure 4 in Chapter 4. Here, the distance of the trusted
participant to the main model remained within the safe range in all rounds. On the
other hand, the lower row of the same figure shows that the distances of a malicious
collaborator to the global model are out of the safe range for all layers and rounds.

Moreover, suppose there is "AND" operation effect on losing too many collaborators.
In that case, it is expected to be observed on CIFAR10 experiments more obviously
because CIFAR10 model architecture 5 has more layers than the models that are
used for other datasets. However, the experiments show that the number of discarded
collaborators is in line with the malicious collaborator ratio in the experiments.

Figure 27 illustrates the number of collaborators marked as reliable and included
aggregation step versus the number of collaborators marked as outliers and discarded
from aggregation in label flipping attacks for the CIFAR10 dataset with different sce-
narios. The number of discarded collaborators is in line with the malicious collaborator
ratio.

Figure 28 illustrates the number of collaborators marked as reliable and included
aggregation step versus the number of collaborators marked as outliers and discarded
from aggregation in Byzantine attacks for the CIFAR10 dataset with different scenarios.
The number of discarded collaborators is in line with the malicious collaborator ratio.

Figure 29 illustrates the average confusion matrix in CIFAR10 label flipping attacks
throughout the communication rounds. Recall that, in the experiments there are 100
collaborators. Accordingly, BARFED is able to detect all collaborators in all scenarios
except when attackers are organized and m = 20% in the non-IID setting.

Figure 30 illustrates the average confusion matrix in CIFAR10 Byzantine attacks. In
Byzantine attacks, BARFED is able to detect all malicious collaborators and exclude
them from the aggregation. In other words, no malicious collaborator is able to bypass
BARFED. The number of trusted collaborators is excluded from the aggregation
is reasonable in the IID setting and when attackers are independent in the non-IID
setting. On the other hand, the number of trusted collaborators is excluded from
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Figure 27: Number of collaborators marked as reliable and outlier in CIFAR10 label
flipping attacks.
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Figure 28: Number of collaborators marked as reliable and outlier in CIFAR10
Byzantine attacks.

the aggregation increases up to approximately 5 when attackers are organized in the
non-IID setting. Still, considering the negative effects of malicious collaborators on
the model performance, losing information about these collaborators is acceptable.
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Figure 29: Average confusion matrix in CIFAR10 label flipping attacks.
63



M T
Predicted label

M

T

Tr
ue

 la
be

l

10.00 0.00

2.89 87.11

CIFAR-10 Byzantine,
IID Independent, m=10%

M T
Predicted label

M

T

Tr
ue

 la
be

l

20.00 0.00

0.14 79.86

CIFAR-10 Byzantine,
IID Independent, m=20%

M T
Predicted label

M

T

Tr
ue

 la
be

l

10.00 0.00

3.34 86.66

CIFAR-10 Byzantine,
IID Organized, m=10%

M T
Predicted label

M

T

Tr
ue

 la
be

l

20.00 0.00

0.22 79.78

CIFAR-10 Byzantine,
IID Organized, m=20%

M T
Predicted label

M

T

Tr
ue

 la
be

l

10.00 0.00

2.45 87.55

CIFAR-10 Byzantine,
Non-IID Independent, m=10%

M T
Predicted label

M

T

Tr
ue

 la
be

l

20.00 0.00

0.25 79.75

CIFAR-10 Byzantine,
Non-IID Independent, m=20%

M T
Predicted label

M

T

Tr
ue

 la
be

l

10.00 0.00

5.21 84.79

CIFAR-10 Byzantine,
Non-IID Organized, m=10%

M T
Predicted label

M

T

Tr
ue

 la
be

l

20.00 0.00

0.18 79.82

CIFAR-10 Byzantine,
Non-IID Organized, m=20%

Figure 30: Average confusion matrix in CIFAR10 label flipping attacks.
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6.5 Discussion

To sum up, non-IID attacks are more severe than IID attacks. For both IID and Non-IID
cases, as the ratio of the malicious collaborator increases, the accuracy score of the
FedAvg (NoDefense) degrades more. When malicious collaborators are organized, the
degradation in performance becomes more severe.

Some recent studies ([16, 17, 12]) show that Byzantine attacks negatively affect model
performances more than data poisoning attacks. The experiments showed that the
model performances decreased dramatically under the Byzantine attack, which is in
line with previous studies.

Most of the time, BARFED gets marginally better scores than CwMedian and Trimmed-
Mean in the IID experiments of the MNIST-2NN, MNIST-CNN, and Fashion-MNIST
for label flipping attacks. Still, the difference can be considered insignificant. However,
BARFED achieves distinctively better accuracies in the IID cases of CIFAR10.

On the other hand, when the collaborators’ data are non-IID, the accuracies that are
achieved by CwMedian are worse than BARFED and even FedAvg (no defense case)
in MNIST-2NN and Fashion MNIST for label flipping attack experiments. BARFED
is able to defend against the harmful effects of the attack successfully and achieves
accuracy scores close to when all collaborators are trusted cases (no attack case).
BARFED is generally better than TrimmedMean in label flipping attacks, but they get
similar scores in Byzantine attacks.

However, it is worth remembering that TrimmedMean requires information of the
malicious collaborator ratio in the system while BARFED does not make such an
assumption.
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CHAPTER 7

CONCLUSIONS

In this thesis, I propose an assumption-free defense strategy against Byzantine attacks.
I have evaluated the performance of my method against Byzantine attacks as well as
other attack types in various scenarios. I have also compared my method with baseline
methods.

The primary contributions of this thesis are listed below.

• I propose a method called BARFED that is resistant to Byzantine attacks.
BARFED does not make any assumptions inconsistent with the characteris-
tics of federated learning. In particular, BARFED does not need to know the
malicious collaborator ratio in the system. Moreover, BARFED can eliminate
the harmful effects of the attacks in both IID and Non-IID cases. BARFED is
independent of the gradient update similarity of the collaborators.

• For the performance evaluation of BARFED, extensive experiments have been
carried out. These experiments cover many scenarios. The effects of the distri-
bution of data, whether the attackers are organized, and different types of attacks
have been investigated on different datasets with different model architectures.

• I show that Byzantine attacks are generally more severe than label flipping
attacks. The performance degradation caused by such attacks gets worse when
the collaborators’ data are non-IID, which is common in most of the FL settings.

• I show that BARFED can successfully eliminate harmful effects of attacks and
stabilizes the convergence of attacks both for IID and Non-IID data distribution
while the CwMedian cannot handle the attacks in the Non-IID setting. CwMe-
dian could resist the attack in only IID cases. For non-IID cases, it could show
only a slight improvement or worsen the performance degradation.

Despite all the contributions listed above, there are aspects of this study that need
further research and development.

BARFED is mainly based on the elimination of outliers. I used box plot outlier elimi-
nation technique but there are some other techniques such as z-score [89], isolation
forests [90], local outlier factor (LOF) [91] or DBSCAN [92] for outlier detection.
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The integration and performance analysis of these outlier detection methods should be
examined.

In this thesis, IID and non-IID discrimination is made based on whether the label
distributions in collaborators are balanced or imbalanced. For example, for the MNIST
dataset, the collaborators have only two classes in their local datasets. However,
different approaches that are based on features can also be applied for non-IID and
IID definitions. For example, a distinction can be made for MNIST on the basis of
writing style or the person who wrote the number. This type of FL setting definition
needs further work.

In the current version of BARFED, a collaborator is included in the aggregation step
of the FL round if the collaborator is in the safe range at all layers. If the collaborator
is labeled as an outlier in any layer, I exclude it from the calculation step. A few
collaborators may be marked as outliers for each layer, but due to the "and" operation
that I use in the algorithm, too many collaborators may be excluded in the aggregation
step. The experiments have shown that if a collaborator is malicious, it is usually an
outlier at all or almost all layers. However, with more complex model architectures
including a large number of layers, this may be an important issue to deal with.
Therefore, the approach should be reconsidered and redesigned for the more complex
model architectures such as VGG[93], ResNet [94], DenseNet[95], MobileNet[96]
and EfficientNet[97].

Another issue that needs to be examined is the effect of the number of collaborators
in the system. Since collaborator elimination is performed on specific statistics such
as Q1 and Q3, if there are few participants in the system, these values may vary,
which may adversely affect the performance of the method in distinguishing malicious
collaborators. However, as the number of collaborators increases, I expect performance
consistency to increase as the values obtained for these statistics will be more unbiased.

Moreover, adversarial attacks can be a problem in federated settings. Adversarial
attacks can be seen as a mix of label flipping attacks and adding noise to the training
data. Since they aim to change predicted class by manipulating training data for
example adding noise to the pixels of the image. I think that BARFED can recover
these types of attacks in the federated setting but it needs further investigation.

Since BARFED is based on the elimination of outliers, it can only resist attacks involv-
ing a certain percentage of malicious collaborators. If there are too many malicious
collaborators in the system, they might no longer be perceived as outliers. Therefore,
BARFED will not be able to eliminate them in the aggregation step. Similarly, in
other outlier-based methods, increasing the ratio of malicious collaborators that can be
tolerated is an issue that needs to be developed for BARFED too.
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APPENDIX A

PERFORMANCE COMPARISONS OF BARFED WITH OTHER BASELINE
METHODS

This chapter presents the performance comparison of BARFED, TrimmedMean, and
CwMedian under different attack scenarios. For the comparison, hypothesis testing
is performed. The obtained accuracies are recorded for each data set, each defense
mechanism, and each attack scenario. Since the recorded data is paired, the Friedman
Chi-Square Test [98, 99] is used to compare all methods. If there is a statistically
significant difference between these methods, the Nemenyi Friedman Test [100, 101]
is performed for posthoc analysis and pairwise comparison. α = 0.05

A.1 MNIST 2NN

A.1.1 Label Flipping Attacks

A.1.1.1 IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [97.4, 97.4, 97.2, 97.3, 97.4, 97.5, 97.0, 97.1]
TrimmedMean = [97.5, 97.5, 96.9, 97.0, 97.5, 97.5, 97.1, 97.1]
BARFED = [97.6, 97.7, 97.4, 97.5, 97.6, 97.6, 97.4, 97.5]

x̄CwMedian = 97.29, x̄TrimmedMean = 97.26, x̄BARFED = 97.54

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0015 < 0.05).

The posthoc analysis shows that there is no statistically significant difference be-
tween TrimmedMean and CwMedian (pval = 0.8575 > 0.05) but BARFED out-
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Table 26: The pairwise p-values that are obtained from posthoc analysis for label
flipping attacks in IID setting of MNIST-2NN architecture.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.8575 0.0033
TrimmedMean 0.8575 1.0000 0.0164
BARFED 0.0033 0.0164 1.0000

performs CwMedian (pone−tailed−val = (0.0033/2) < 0.05) and TrimmedMean
(pone−tailed−val = (0.0164/2) < 0.05).

A.1.1.2 Non-IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [75.1, 83.8, 67.7, 75.0, 80.8, 83.3, 67.8, 75.9]
TrimmedMean = [94.6, 95.5, 79.9, 87.7, 95.1, 95.4, 80.9, 89.7]
BARFED = [96.1, 96.3, 95.6, 96.1, 96.0, 96.3, 95.5, 96.1]

x̄CwMedian = 76.17, x̄TrimmedMean = 89.85, x̄BARFED = 96.00

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0003 < 0.05).

Table 27: The pairwise p-values that are obtained from posthoc analysis for label
flipping attacks in non-IID setting of MNIST-2NN architecture.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.1123 0.0010
TrimmedMean 0.1123 1.0000 0.1123
BARFED 0.0010 0.1123 1.0000

The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and BARFED (pval = 0.1123 > 0.05) but BARFED outperforms
CwMedian (pone−tailed−val = (0.0010/2) < 0.05).
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A.1.2 Byzantine Attacks

A.1.2.1 IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [97.2, 97.2, 97.3, 97.4, 97.2, 97.3, 97.3, 97.3]
TrimmedMean = [97.4, 97.5, 97.4, 97.5, 97.5, 97.5, 97.4, 97.4]
BARFED = [97.5, 97.5, 97.5, 97.6, 97.5, 97.5, 97.5, 97.6]

x̄CwMedian = 97.28, x̄TrimmedMean = 97.45, x̄BARFED = 97.52

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0006 < 0.05).

Table 28: The pairwise p-values that are obtained from posthoc analysis for Byzantine
attacks in IID setting of MNIST-2NN architecture.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.0462 0.0010
TrimmedMean 0.0462 1.0000 0.4256
BARFED 0.0010 0.4256 1.0000

The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and BARFED (pval = 0.4256 > 0.05) and they both outperform
CwMedian (pone−tailed−val = (0.0462/2) < 0.05, pone−tailed−val = (0.0010/2) <
0.05).

A.1.2.2 Non-IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [85.6, 89.5, 90.3, 92.7, 83.4, 88.8, 89.3, 90.9]
TrimmedMean = [95.8, 96.1, 95.4, 95.6, 95.9, 96.1, 94.8, 95.0]
BARFED = [96.1, 96.2, 95.9, 96.1, 96.1, 96.2, 95.9, 96.1]

x̄CwMedian = 88.81, x̄TrimmedMean = 95.59, x̄BARFED = 96.08

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.
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The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0003 < 0.05).

Table 29: The pairwise p-values that are obtained from posthoc analysis for Byzantine
attacks in non-IID setting of MNIST-2NN architecture.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.1123 0.0010
TrimmedMean 0.1123 1.0000 0.1123
BARFED 0.0010 0.1123 1.0000

The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and BARFED (pval = 0.1123 > 0.05) but BARFED outperforms
CwMedian (pone−tailed−val = (0.0010/2) < 0.05).

A.2 MNIST CNN

A.2.1 Label Flipping Attacks

A.2.1.1 IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [98.9, 98.9, 98.8, 98.8, 98.9, 98.9, 98.9, 98.9]
TrimmedMean = [98.9, 98.9, 98.8, 98.9, 99.0, 99.0, 98.9, 99.0]
BARFED = [98.9, 98.9, 98.9, 98.9, 98.9, 98.9, 98.9, 98.9]

x̄CwMedian = 98.88, x̄TrimmedMean = 98.92, x̄BARFED = 98.90

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

There is no statistically significant difference between CwMedian, TrimmedMean and
BARFED according to the result of the the Friedman Chi-Square test (pval = 0.0907 >
0.05).

A.2.1.2 Non-IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.
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CwMedian = [96.4, 96.7, 91.4, 93.1, 95.4, 95.9, 93.5, 94.2]
TrimmedMean = [98.5, 98.6, 97.3, 97.6, 98.6, 98.6, 97.2, 97.6]
BARFED = [98.6, 98.7, 98.5, 98.6, 98.7, 98.8, 98.6, 98.7]

x̄CwMedian = 94.58, x̄TrimmedMean = 98.00, x̄BARFED = 98.65

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0003 < 0.05).

Table 30: The pairwise p-values that are obtained from posthoc analysis for label
flipping attacks in non-IID setting of MNIST-CNN architecture.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.1123 0.0010
TrimmedMean 0.1123 1.0000 0.1123
BARFED 0.0010 0.1123 1.0000

The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and BARFED (pval = 0.1123 > 0.05) but BARFED outperforms
CwMedian (pone−tailed−val = (0.0010/2) < 0.05).

A.2.2 Byzantine Attacks

A.2.2.1 IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [98.9, 98.9, 98.9, 98.9, 98.9, 98.9, 98.8, 98.8]
TrimmedMean = [99.0, 99.0, 98.9, 99.0, 98.9, 99.0, 98.9, 98.9]
BARFED = [98.9, 98.9, 98.8, 98.8, 98.9, 99.0, 98.8, 98.8]

x̄CwMedian = 98.88, x̄TrimmedMean = 98.95, x̄BARFED = 98.86

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0071 < 0.05).

The posthoc analysis shows that there is no statistically significant difference between
CwMedian and BARFED (pval = 0.9000 > 0.05) and TrimmedMean outperforms
BARFED (pone−tailed−val = (0.0462/2) < 0.05).
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Table 31: The pairwise p-values that are obtained from posthoc analysis for Byzantine
attacks in IID setting of MNIST-CNN architecture.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.0849 0.9000
TrimmedMean 0.0849 1.0000 0.0462
BARFED 0.9000 0.0462 1.0000

A.2.2.2 Non-IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [97.4, 97.5, 97.6, 97.7, 97.0, 97.2, 96.8, 97.1]
TrimmedMean = [98.8, 98.8, 98.6, 98.7, 98.8, 98.8, 98.5, 98.6]
BARFED = [98.7, 98.8, 98.6, 98.7, 98.7, 98.8, 98.6, 98.7]

x̄CwMedian = 97.29, x̄TrimmedMean = 98.70, x̄BARFED = 98.70

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0011 < 0.05).

Table 32: The pairwise p-values that are obtained from posthoc analysis for Byzantine
attacks in non-IID setting of MNIST-CNN architecture.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.0076 0.0076
TrimmedMean 0.0076 1.0000 0.9000
BARFED 0.0076 0.9000 1.0000

The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and BARFED (pval = 0.9000 > 0.05) and BARFED outperforms
CwMedian (pone−tailed−val = (0.0076/2) < 0.05).
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A.3 Fashion MNIST

A.3.1 Label Flipping Attacks

A.3.1.1 IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [89.8, 89.9, 88.6, 88.7, 89.6, 89.7, 89.2, 89.3]
TrimmedMean = [90.0, 90.1, 88.8, 88.9, 89.9, 90.0, 89.0, 89.2]
BARFED = [90.5, 90.7, 90.3, 90.4, 90.2, 90.3, 90.2, 90.3]

x̄CwMedian = 89.35, x̄TrimmedMean = 89.49, x̄BARFED = 90.36

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.00015 < 0.05).

Table 33: The pairwise p-values that are obtained from posthoc analysis for label
flipping attacks in IID setting of Fashion MNIST.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.5715 0.0014
TrimmedMean 0.5715 1.0000 0.0333
BARFED 0.0014 0.0333 1.0000

The posthoc analysis shows that there is no statistically significant difference be-
tween CwMedian and TrimmedMean (pval = 0.5715 > 0.05) and BARFED out-
performs CwMedian (pone−tailed−val = (0.0014/2) < 0.05) and TrimmedMean
(pone−tailed−val = (0.0333/2) < 0.05).

A.3.1.2 Non-IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [79.9, 80.6, 76.0, 76.7, 78.7, 79.6, 77.4, 78.5]
TrimmedMean = [86.7, 87.5, 82.7, 83.4, 85.8, 86.7, 83.8, 84.3]
BARFED = [87.7, 88.8, 84.2, 87.6, 87.5, 88.5, 85.1, 87.6]

x̄CwMedian = 78.43, x̄TrimmedMean = 85.11, x̄BARFED = 87.12
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H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0003 < 0.05).

Table 34: The pairwise p-values that are obtained from posthoc analysis for label
flipping attacks in non-IID setting of Fashion MNIST.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.1123 0.0010
TrimmedMean 0.1123 1.0000 0.1123
BARFED 0.0010 0.1123 1.0000

The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and BARFED (pval = 0.1123 > 0.05) and BARFED outperforms
CwMedian (pone−tailed−val = (0.0010/2) < 0.05).

A.3.2 Byzantine Attacks

A.3.2.1 IID Cases

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [89.9, 90.1, 90.1, 90.2, 90.0, 90.2, 90.0, 90.1]
TrimmedMean = [90.2, 90.3, 90.2, 90.3, 90.4, 90.4, 90.2, 90.3]
BARFED = [90.2, 90.3, 90.4, 90.5, 90.2, 90.3, 90.3, 90.4]

x̄CwMedian = 90.07, x̄TrimmedMean = 90.29, x̄BARFED = 90.32

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0015 < 0.05).

Table 35: The pairwise p-values that are obtained from posthoc analysis for Byzantine
attacks in IID setting of Fashion MNIST.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.0164 0.0033
TrimmedMean 0.0164 1.0000 0.8575
BARFED 0.0033 0.8575 1.0000
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The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and BARFED (pval = 0.8575 > 0.05) and they both outperform
CwMedian (ponetailedval = (0.0164/2) < 0.05, pone−tailed−val = (0.0033/2) < 0.05).

A.3.2.2 Non-IID Cases

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [79.4, 80.8, 78.4, 79.6, 79.7, 80.8, 77.7, 78.3]
TrimmedMean = [84.9, 86.2, 85.9, 86.6, 84.2, 86.0, 83.2, 84.3]
BARFED = [82.3, 85.6, 85.3, 86.5, 80.8, 83.8, 84.5, 86.3]

x̄CwMedian = 79.34, x̄TrimmedMean = 85.16, x̄BARFED = 84.39

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0015 < 0.05).

Table 36: The pairwise p-values that are obtained from posthoc analysis for Byzantine
attacks in non-IID setting of Fashion MNIST.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.0014 0.0333
TrimmedMean 0.0014 1.0000 0.5715
BARFED 0.0333 0.5715 1.0000

The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and BARFED (pval = 0.5715 > 0.05) they both outperform CwMedian
(ponetailedval = (0.0014/2) < 0.05, pone−tailed−val = (0.0033/2) < 0.05)

A.4 CIFAR10

A.4.1 Label Flipping Attacks

A.4.1.1 IID Case

The accuracy scores are obtained for each method and the sample mean are presented
below.
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CwMedian = [75.6, 75.7, 73.3, 73.4, 73.8, 73.8, 73.5, 73.6]
TrimmedMean = [75.6, 75.7, 73.3, 73.4, 73.8, 73.8, 73.5, 73.6]
BARFED = [76.2, 76.2, 77.0, 77.2, 77.7, 77.8, 75.6, 75.7]

x̄CwMedian = 74.09, x̄TrimmedMean = 74.09, x̄BARFED = 76.68

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0003 < 0.05).

Table 37: The pairwise p-values that are obtained from posthoc analysis for label
flipping attacks in IID setting of CIFAR10.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.9000 0.0076
TrimmedMean 0.9000 1.0000 0.0076
BARFED 0.0076 0.0076 1.0000

The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and CwMedian (pval = 0.9000 > 0.05) but BARFED outperforms
CwMedian (ponetailedval = (0.0076/2) < 0.05) and TrimmedMean (ponetailedval =
(0.0076/2) < 0.05).

A.4.1.2 Non-IID Cases

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [55.0, 55.9, 54.5, 54.9, 56.7, 57.2, 52.0, 52.7]
TrimmedMean = [76.0, 76.0, 72.6, 72.7, 75.4, 75.4, 74.0, 74.1]
BARFED = [78.0, 78.1, 76.8, 76.9, 77.3, 77.4, 76.2, 76.3]

x̄CwMedian = 54.86, x̄TrimmedMean = 74.53, x̄BARFED = 77.12

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0003 < 0.05).

The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and BARFED (pval = 0.1123 > 0.05) but BARFED outperforms
CwMedian (pone−tailed−val = (0.0010/2) < 0.05).
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Table 38: The pairwise p-values that are obtained from posthoc analysis for label
flipping attacks in non-IID setting of CIFAR10.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.1123 0.0010
TrimmedMean 0.1123 1.0000 0.1123
BARFED 0.0010 0.1123 1.0000

A.4.2 Byzantine Attacks

A.4.2.1 IID Cases

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [75.7, 75.8, 75.0, 75.0, 77.6, 77.7, 75.1, 75.1]
TrimmedMean = [78.8, 78.9, 75.6, 75.7, 76.8, 76.9, 77.0, 77.1]
BARFED = [77.8, 77.9, 77.4, 77.5, 77.1, 77.2, 77.3, 77.3]

x̄CwMedian = 75.88, x̄TrimmedMean = 77.10, x̄BARFED = 77.44

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

There is no statistically significant difference between performances of CwMedian,
TrimmedMean and BARFED according to the result of the the Friedman Chi-Square
test (pval = 0.1353 > 0.05).

A.4.2.2 Non-IID Cases

The accuracy scores are obtained for each method and the sample mean are presented
below.

CwMedian = [57.7, 59.0, 71.8, 72.0, 62.0, 62.3, 58.0, 61.2]
TrimmedMean = [76.4, 76.5, 76.3, 76.4, 76.6, 76.6, 75.5, 75.6]
BARFED = [77.6, 77.6, 77.5, 77.6, 75.2, 75.3, 77.2, 77.2]

x̄CwMedian = 63.00, x̄TrimmedMean = 76.24, x̄BARFED = 76.90

H0: The performance of CwMedian, TrimmedMean and BARFED are same.
(µCwMedian = µTrimmedMean = µBARFED)
H1: At least one of them is different.

The result of the Friedman Chi-Square indicates that the performance of at least one
of the methods is statistically different from the others (pval = 0.0015 < 0.05).
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Table 39: The pairwise p-values that are obtained from posthoc analysis for Byzantine
attacks in non-IID setting of CIFAR10.

CwMedian TrimmedMean BARFED
CwMedian 1.0000 0.0333 0.0014
TrimmedMean 0.0333 1.0000 0.5715
BARFED 0.0014 0.5715 1.0000

The posthoc analysis shows that there is no statistically significant difference between
TrimmedMean and BARFED (pval = 0.5715 > 0.05) and they both outperforms
CwMedian (pone−tailed−val = (0.0333/2) < 0.05, pone−tailed−val = (0.0014/2) <
0.05).
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