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A BLOCKCHAIN-BASED ENHANCED SECURITY SYSTEM FOR 10T
PLATFORMS

SUMMARY

With technology advancing at an unprecedented pace, the world is currently
experiencing a profound transformation driven by the rapid growth of the Internet of
Things and the emergence of blockchain technology. The Internet of Things has
emerged as a powerful force, connecting numerous devices and sensors to collect and
exchange vast amounts of data. However, effectively managing and securing this
sensor data presents significant challenges. Concurrently, blockchain technology has
gained considerable attention for its potential to revolutionize data management and
ensure trust and transparency across various domains. The convergence of IoT and
blockchain holds immense promise for addressing the limitations of traditional data
management systems.

This study aims to address the challenges associated with efficient sensor data
management. [t proposes the integration of blockchain technology with a user-friendly
web-based interface to enhance data management, security, and reliability. To achieve
this, by building a local blockchain network using ganache, smart contract writen in
solidity language, a user-friendly web interface was developed utilizing HTML, CSS,
and JavaScript, and connect them with virtual sensors. The virtual sensor send reading
to the web interface. This interface collect the reading from differante sensor and send
it to the smart contract. The system leverages smart contracts on the Ethereum
blockchain to ensure data integrity, automate processes, and enhance security.

The integration of blockchain technology offers significant benefits for sensor data
management. By utilizing the decentralized nature of the blockchain, the system
provides a robust infrastructure for storing and retrieving sensor readings. Smart
contracts enable tamper-proof data transactions, ensuring transparency and
immutability of the data stored on the blockchain.

The implementation of the proposed system has yielded promising results. The web
interface facilitates seamless interaction with sensor data, improving user experience
and accessibility. The integration of smart contracts ensures secure and verifiable data
transactions, reducing the risk of data manipulation, and enhancing trust in the system.
The integration of blockchain technology in sensor data management has proven to be
effective in improving data security, reliability, and accessibility. The developed web
interface and smart contract integration provide a solid foundation for future
advancements in the field. Future work could involve deploying the system on a real
blockchain network and connecting it to real sensors through oracles, further
enhancing its practicality and real-world applicability.

xviii



This thesis contributes to the advancement of sensor data management systems,
offering potential applications in various domains that require reliable and secure data
handling. By combining blockchain technology, a user-friendly web interface, and
smart contracts, the thesis provides a comprehensive solution for enhanced sensor data
management.
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I0T PLATFORMLARI ICIN BLOCKCHAIN TABANLI GELISMIS
GUVENLIK SISTEMI

OZET

Internet of Things (IoT), birbirine baglh olan robotlar, akilli telefonlar, otomobiller,
insansiz hava araglari, endiistriyel kontrol sistemleri ve diger elektronik cihazlar gibi
fiziksel cihazlarin birbirine baglanmasiyla olusan ve ulasim, enerji, saglik, endiistri,
ticaret ve finans gibi alanlarda is ve gorev siire¢lerinin doniisiimiinii destekleyen bir
dizi teknolojidir. 10T, bu bilesenlerin veri aligverisine imkan taniyan tanimlanmis bir
ag lizerinden baglant1 kurulan bir yapidir.

Herhangi bir IoT sistemi {i¢ ana katmandan olusur: algilama, ag ve uygulama katmana.
Bu katman, ¢evreleyen ortamdan veri toplar ve yararli ve anlaml bilgiler saglar. Bu
katmandaki cihazlar dogrudan bagl degildir, ancak merkezi bir ag gecidi araciligiyla
baglanirlar. Ag katman, tiim IoT bilesenlerini Internet'e baglar. Bu katmanda, dnceki
bahsedilen ag ge¢idine ara katman rolii oynayan farkli iletisim teknolojileri araciligryla
algilama katmani ile ag katmani arasinda iletisim olasiligin1 saglar. Uygulama
katmani, akilli sehir, saglik, otomobiller, akilli telefonlar ve digerleri gibi sensdrler
tarafindan alinan verilerden faydalanmak i¢in ¢esitli IoT uygulamalarini igerir.

IoT'deki temel siireg, farkli cihazlarin ilgili verileri bagimsiz olarak takas etmesidir ve
veri akislarina odaklanarak dijital ve fiziksel alanlar arasindaki sinirlar1 daha da
bulaniklagtirir. Bununla birlikte, IoT gilivenlik ve verimlilik konularinda ciddi
siirlamalarla kars1 karstyadir.

Blok zinciri teknolojisi veya dagitik defter teknolojisi, stirekli olarak artan bir veri
kiimesini kontrol etmek i¢in kullanilan dagitik ve merkezi olmayan bir islem defteridir.
Bir islemi deftere kaydetmek icin blok zinciri agindaki ilgili digtimler anlasmali ve
anlagmalarini imzalamalidir. Bir dizi iglem bir bloga gruplandirilir ve bu blok
zincirindeki her bir bloga onceki bloga bir zaman damgasi ve karma fonksiyonu
eklenir.

Karma fonksiyonu blogun verilerinin biitiinliglinii ve inkar edilemezligini dogrular.
Ayrica, tiim katilan diigiimlerin giincel kalmasi i¢in her kullanicinin orijinal defterin
bir kopyast vardir ve tim diiglimler yeni degisikliklerle senkronize edilir ve
giincellenir. Blok zinciri, islem yapan tiim diigiimler arasinda islemlerin ayrintilarini
paylastig1 i¢in daha yiiksek bir seffaflik seviyesi sunar. Blok zinciri gergevesinde
giivenilir iglemlerin yapilmasi igin iiglincli bir tarafa ihtiya¢ yoktur. Ayrica, blok
zinciri, kotii niyetli eylemlere karsi sistemleri korumak icin genel anahtar altyapisini
kullanarak daha iyi bir giivenlik saglar.

Teknolojinin hizli ilerlemesi, 6zellikle nesnelerin interneti ve blok zinciri alanlarinda,
cesitli endiistrilerde yeni bir olasilik ve potansiyel ¢agini baslatmistir. Bu doniistiirticii
degisim, IoT'nin dikkate deger yetenekleri tarafindan desteklenir ve biiyiiyen cihaz ve
sensOr sayisini sorunsuz bir sekilde birlestirerek veri iiretiminde muazzam bir artisa
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yol agar. Bu cihazlarin birbirine baglanmasi, veri toplama, aligveris ve analizi i¢in
sonsuz olanaklar sunar. Ancak, sensor verilerinin hacmi ve karmasiklig1 arttik¢a, bu
degerli kaynagin etkili bir sekilde yonetilmesi ve giivence altina alinmasi giderek
zorlasmaktadir.

Ayn1  zamanda, blok zinciri teknolojisi, veri yOnetimi uygulamalarimi
devrimlestirebilecek potansiyeli nedeniyle genis capta ilgi gérmektedir. Blok zinciri,
merkezi olmayan ve degistirilemez bir defter olarak islem kaydedip dogrulama
konusunda giivenli bir platform saglar. Blok zincirini Nesnelerin Interneti ile entegre
etmek, geleneksel veri yonetim sistemlerinin dogasinda bulunan sinirlamalar1 ele
alarak gii¢lii bir sinerji ortaya ¢ikarir. Blok zinciri teknolojisinin entegrasyonu, sensor
verilerinin yOnetimi i¢in ¢esitli cazip avantajlar sunar. Blok zincirinin merkezi
olmayan dogasini kullanarak sistem, sensor okumalarmi sorunsuz bir sekilde
depolamak ve almak i¢cin dayamikli ve saglam bir altyapt olusturur. Akilli
sozlesmelerin giiciinden yararlanmak, degismez veri iglemlerine imkan tanir ve blok
zincirinde depolanan tiim veriler i¢in benzersiz bir seffaflik ve degismezlik seviyesi
saglar. Bu doniistiiriicli degisim, veri giivenligini artirmakla kalmaz, ayni1 zamanda her
islemin kaydedildigi ve denetlenebilir oldugu bir giiven ve giivenilirlik ortami
olusturarak sistemin biitiinliigline iliskin tartismasiz bir kayit olusturur.

Bu calisma, verimli sensor verisi yonetimi ile ilgili zorluklar1 ele almaya yonelik
hedefler tagimaktadir. Veri yonetimi, giivenlik ve giivenilirligi artirmak i¢in blok
zinciri teknolojisinin kullanict dostu bir web tabanli arayiizle entegrasyonunu
onermektedir. Bu amaca ulagmak i¢in Ganache kullanilarak yerel bir blok zinciri ag1
olusturuldu, Solidity dilini kullanarak akilli bir s6zlesme gelistirildi ve HTML, CSS
ve JavaScript kullanilarak kullanici dostu bir web arayiizii olusturuldu. Bu sistem, web
arayiiziine okumalar gonderen sanal sensorlerle baglanti kurularak uygulandi. Arayiiz,
farkli sensorlerden okumalar1 toplar ve bunlart akilli sdzlesmeye gonderir. Sistem,
Ethereum blok zincirindeki akilli s6zlesmeleri kullanarak veri biitiinliiglinii saglar,
stirecleri otomatiklestirir ve giivenligi artirir.

Onerilen sistemin uygulanmas1 énemli ve umut verici sonuglar vermistir. Kullanici
dostu web arayiizii, sensor verileriyle etkilesimi tesvik eden sezgisel ve sorunsuz bir
deneyim sunar. Artan erisilebilirlik ve gelistirilmis kullanici deneyimi, sensor verisi
yOnetiminin tam potansiyelinin gerceklestirilmesi i¢in temel unsurlardir. Akilli
sOzlesmelerin sorunsuz entegrasyonuyla, sistem veri islemleri i¢in giivenli ve
dogrulanabilir bir ortam saglar, veri manipiilasyonuyla iliskili riskleri etkili bir sekilde
azaltir ve sistem i¢inde genel bir giiven hissi olusturur. Blok zinciri teknolojisinin
sensOr verisi yonetiminde sunulan somut faydalar, veri glivenligini, giivenilirligini ve
erigilebilirligini 6nemli dl¢lide artirir.

Ayrica, web arayiiziinliin gelistirilmesi ve akilli sézlesmelerin basarili bir sekilde
entegrasyonu, alanda gelecekteki ilerlemeler icin saglam bir temel olusturur. Bu
arastirmanin evrimsel yolculugunun bir sonraki mantikli adimi, sistemin gercek bir
blok zinciri ag1 lizerinde dagitilmasidir.

Gercek diinya sensorlerine baglanarak, sistemin pratiklik ve gercek diinya
uygulanabilirligi daha da artirilabilir. Bu heyecan verici ilerleme, farkli alanlarda ve
endiistrilerde sensor verilerinin yOnetiminde blok zinciri teknolojisinin tam
potansiyelini agma yolunu agar.
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Sonug olarak, nesnelerin interneti ve blok zincirinin birlesimi, sensor verisi yonetimi
alaninda biiyiik umut vaat etmektedir. Blok zinciri teknolojisinin kullanict dostu bir
web arayiizii ve akilli sozlesmelerle entegrasyonu, verimli veri yonetimi, glivenlik ve
giivenilirlik konularindaki zorluklara etkili bir ¢6ziim sunar. Bu devrim niteligindeki
sistemin uygulanmasi, veri giivenligini, erisilebilirligini ve giivenilirligini énemli
Olclide artirma yetene8ini gostermektedir. Daha ileri gelismeler ve gergcek diinya
uygulamalar1 ortaya g¢iktikga, nesnelerin interneti ve blok zinciri birlikteligi, daha
stirdiiriilebilir ve akilli bir gelecek i¢in bilylik bir potansiyele sahip olmaya devam
edecektir.
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1. INTRODUCTION

With the increasing adoption of IoT devices and the rapid advancements in blockchain
technology, exploring their integration is vital for creating secure, scalable, and
trustworthy IoT ecosystems that can drive innovation and create new business

opportunities.

1.1. Overview

The rapid proliferation of Internet of Things (IoT) devices has led to an exponential
growth in data generation, revolutionizing industries and transforming our daily lives.
These devices, equipped with various sensors, gather vast amounts of real-time data
from the physical world, providing valuable insights and enabling innovative
applications across sectors such as healthcare, transportation, agriculture, and smart
cities[1, 2]. For instance, IoT devices in healthcare can monitor patients' vital signs
and transmit the data to healthcare providers in real-time, facilitating remote patient
monitoring and early detection of health issues. Similarly, in transportation, IoT
sensors in vehicles can collect data on traffic conditions, enabling efficient traffic
management and improving overall transportation systems' performance. However,
the increasing volume and sensitivity of IoT sensor readings pose significant

challenges in terms of data security, privacy, and integrity.

Traditional centralized storage solutions often struggle to address these concerns
effectively, leaving the IoT ecosystem vulnerable to cyber threats and data
manipulation [3, 4]. With centralized storage, data is stored in a single location,
making it a prime target for hackers and unauthorized access. Furthermore, the
centralized nature makes it difficult to ensure data integrity and prevent tampering.
Blockchain technology offers a potential solution to address these challenges by
providing a decentralized and tamper-proof framework for storing IoT sensor data. By
leveraging cryptographic techniques and distributed consensus mechanisms,
blockchain can offer a robust and transparent system for securing and maintaining the

integrity of IoT data [5, 6]. The integration of blockchain technology with IoT devices



has the potential to enhance data security, privacy, and immutability, thus ensuring the

reliability and trustworthiness of IoT systems.

1.2. Problem Statement

The integration of IoT devices and the secure storage of their sensor readings is a
critical issue in the IoT landscape. Existing centralized storage solutions face
limitations in terms of scalability, security, and trust, hindering their ability to handle
the vast and sensitive data generated by IoT devices [6, 7]. Scalability is a significant
concern because the number of IoT devices and the data they generate continue to
increase rapidly. Centralized systems struggle to scale effectively to handle this influx
of data, leading to performance issues and potential data loss. Additionally, the
centralized nature of these systems raises security and trust issues. A single point of
failure in the centralized architecture makes the entire system vulnerable to attacks,

compromising the confidentiality and integrity of [oT data.

Ensuring the security, privacy, and integrity of IoT sensor readings is crucial for
maintaining the reliability and trustworthiness of IoT systems. Without robust security
measures, [oT data becomes susceptible to unauthorized access, tampering, and
malicious attacks, potentially leading to severe consequences such as privacy
breaches, data manipulation, and compromised system functionality [8, 9] . For
example, unauthorized access to medical IoT devices could result in the exposure of
sensitive patient information, leading to privacy violations and identity theft.
Similarly, tampering with sensor readings in critical infrastructure systems, such as

transportation or energy, can disrupt operations and pose risks to public safety.

To address these challenges, the integration of blockchain technology with IoT devices
offers a promising solution. Blockchain's decentralized and tamper-proof nature
provides a more secure and reliable alternative to traditional centralized storage
systems. By distributing data across a network of nodes and employing consensus
mechanisms, blockchain ensures that data remains secure and cannot be easily altered
without detection. Moreover, the transparent nature of blockchain allows for auditing

and traceability of data, enhancing data integrity and trust [5, 6].



However, to effectively leverage blockchain for IoT data storage, several research
questions need to be addressed, including the integration mechanisms, potential
benefits, and limitations, as well as the design considerations and challenges involved
in implementing blockchain-based [oT data storage systems. These research questions
are critical in determining the feasibility and practicality of utilizing blockchain
technology for securing IoT sensor readings and establishing a foundation for

developing robust and reliable [oT systems.

1.3. Objective

The primary objective of this study is to explore the integration of blockchain
technology and the Ethereum network with IoT devices to harness the combined
benefits of enhanced security and integrity for sensor readings. This research aims to
develop a comprehensive understanding of how these two technologies can be
effectively utilized to create a robust and reliable system for storing IoT sensor data.

Specifically, the objectives include:

= examining the integration mechanisms and design considerations involved in
developing a smart contract on the Ethereum network for secure storage of [oT
sensor readings.

= creating a web interface that seamlessly communicates with the smart contract,
enabling convenient interaction with the stored sensor readings.

= evaluating the benefits and limitations of integrating blockchain technology

with IoT devices for storing sensor reading.

By achieving these objectives, this research aims to contribute to the advancement of
[oT systems by leveraging the security and integrity features provided by the

integration of blockchain technology and the Ethereum network.

1.4. Research Questions

To guide the research process, the following research questions will be addressed:

= How can the integration of blockchain technology and the Ethereum network

enhance the security and integrity of [oT sensor readings?
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= How can a web interface be effectively implemented to facilitate
communication with the smart contract and enable convenient interaction with
the stored sensor readings?

=  What are the benefits and limitations of integrating blockchain technology with
IoT devices for storing sensor reading?

= In which domains and industries can this integrated system be applied
effectively to improve IoT data security and integrity?

= How does the integrated system perform in terms of security, integrity,

efficiency, and usability?

By addressing these research questions, this study aims to provide insights into the
effective integration of blockchain technology and the Ethereum network with IoT
devices, assess the advantages and limitations of this approach, explore potential
application domains, and contribute to the understanding and application of secure [oT

data storage solutions.

1.5. Literature Review

The following literature review examines a collection of research papers that delve
into the integration of blockchain and IoT. These papers explore the diverse
applications, benefits, and challenges of employing blockchain-based solutions in the
realm of IoT. By analyzing these studies, we gain valuable insights into the current

state of blockchain-based solutions for [oT:
"A Survey on Blockchain-Based Solutions for the Internet of Things":

This survey paper provides a comprehensive overview of blockchain-based solutions
for the Internet of Things (IoT). It explores various applications and use cases where
blockchain technology can enhance the security, privacy, and reliability of IoT
systems. Specifically, it discusses the storage of sensor data on the blockchain as one
of the potential applications. The paper highlights the benefits of using blockchain,
such as immutability, decentralized consensus, and tamper resistance, to ensure the
integrity and authenticity of IoT sensor data. It also examines the challenges and open

research issues in integrating blockchain and IoT [7].



"Securing the Internet of Things Using Blockchain Technology":

This paper focuses on the security aspects of IoT and proposes a framework that
utilizes blockchain technology to enhance data storage and access control in IoT
systems. It discusses the vulnerabilities of traditional centralized architectures used in
IoT and presents blockchain as a solution to address those vulnerabilities. The paper
explains how sensor data can be stored on the blockchain to ensure its integrity and
prevent unauthorized tampering. It also discusses the concept of smart contracts and

their role in enabling secure interactions and data exchange in loT networks [8].
"Blockchain-Enabled Fog Nodes for Secure loT Applications":

This article introduces a framework that combines blockchain and fog computing to
enhance the security and privacy of IoT applications. It explores the use of blockchain
for secure data storage, retrieval, and sharing in [oT systems. The paper highlights the
benefits of using fog nodes, which act as intermediary entities between IoT devices
and the blockchain network, to enable efficient and secure data management. It
discusses the architecture, protocols, and mechanisms involved in leveraging
blockchain and fog computing for IoT security, with a focus on the storage and

management of sensor data [9].
"A Blockchain-Based Data Integrity Protection Mechanism for [oT Data":

This paper presents a specific mechanism for ensuring the integrity of IoT data using
blockchain technology. It proposes a distributed ledger system that employs
blockchain to protect the integrity of sensor data generated by loT devices. The paper
explains how the data is hashed, signed, and stored on the blockchain to prevent
tampering and provide a verifiable record of data integrity. It discusses the design and
implementation details of the proposed mechanism, emphasizing the use of blockchain

for data protection in IoT environments [10].
"Blockchain Solutions for [oT Security: A Review":

This review paper provides a comprehensive overview of blockchain solutions for [oT
security. It covers various aspects, including data storage, access control,

authentication, and privacy preservation. The paper explores different approaches and



techniques used to leverage blockchain in IoT systems, highlighting their benefits,
challenges, and potential applications. It provides insights into how blockchain can
enhance the security and trustworthiness of [oT sensor data by ensuring data integrity,

enabling secure access control, and facilitating secure interactions among IoT devices
[11].
"Blockchains and Smart Contracts for the Internet of Things":

This paper explores the use of blockchain and smart contracts for securing IoT
systems. It discusses how blockchain technology can provide a decentralized and
trusted infrastructure for IoT data storage and management. It examines the benefits
of using smart contracts to automate interactions and enforce security policies in [oT
networks. The paper also discusses various blockchain architectures and their
applicability to IoT, highlighting the potential advantages and challenges of integrating
blockchain with the Internet of Things [12].

"A Taxonomy of Blockchain-Based Systems for Architecture Design":

This paper presents a taxonomy of blockchain-based systems and their applications.
It categorizes different types of blockchain architectures, such as public, private, and
consortium blockchains, and discusses their suitability for various domains, including
the Internet of Things. The paper explores the architecture design considerations when
integrating blockchain with IoT systems, focusing on data storage, security, and
privacy aspects. It provides insights into the different blockchain-based approaches

that can be used to store and secure IoT sensor data [13].
"Blockchain in Internet of Things: Challenges and Solutions":

This article addresses the challenges and solutions related to applying blockchain in
[oT systems. It discusses the integration of blockchain with IoT for secure data storage,
privacy preservation, and data integrity. The paper examines the scalability,
performance, interoperability, and energy efficiency challenges associated with
blockchain and proposes potential solutions to overcome these challenges in the
context of IoT applications. It also discusses the considerations for selecting
appropriate consensus mechanisms and smart contract platforms for IoT and

blockchain integration [14].



"Blockchain-based Dynamic Key Management for Heterogeneous Intelligent

Transportation Systems in Smart Cities":

This paper focuses on the application of blockchain for secure and dynamic key
management in intelligent transportation systems (ITS) within smart cities. It
addresses the challenges in key management for heterogeneous ITS and proposes a
blockchain-based solution. The paper discusses how blockchain can enhance security,
privacy, and data integrity in IoT-enabled transportation systems. It highlights the
relevance of blockchain in securely storing and managing IoT sensor data in the

context of intelligent transportation systems [15].
"Toward Blockchain-Based Intelligent Transportation Systems":

This article explores the potential of blockchain-based intelligent transportation
systems (ITS). It discusses the benefits of using blockchain for secure data sharing,
transaction verification, and privacy protection in loT-enabled transportation systems.
The paper examines how blockchain technology can improve the efficiency and
security of transportation systems within smart cities. It emphasizes the role of
blockchain in storing and securing loT sensor data in the context of intelligent

transportation applications [16].

Table 1.1. Literature Review.

Study Title Benefits Challenges Focus Areas

"A Survey on Overview of Integration Applications,

Blockchain- diverse App challenges. security, privacy,

Based Solutions challenges.

for IoT"

"Securing the Enhancing data Scalability Security,

IoT Using BC" storage and concerns. vulnerabilities,
access control. blockchain role.




Table 1.2. (Continued) Literature Review.

Study Title Benefits Challenges Focus Areas
"Blockchain- Security Protocol Security, fog
Enabled Fog enhancement complexities. computing, data
Nodes for through fog storage.

Secure IoT computing.

Applications"

"A Blockchain-  Specific Implementation  Data integrity,
Based Data mechanism for details. blockchain
Integrity data integrity. mechanism.
Mechanism for

[oT"

"Blockchain Comprehensive Implementation  Security,
Solutions for review of [oT complexities. authentication,
IoT Security: A security. privacy.
Review"

"Blockchains Decentralization =~ Smart contract Decentralization,
and Smart for secure loT. complexity. smart contracts.
Contracts for

loT"

"A Taxonomy of Taxonomy of Design Architecture
Blockchain- blockchain considerations. design, suitability.
Based Systems architectures.

for Architecture"

"Blockchain in Addressing Scalability, Challenges,

IoT: Challenges  challenges of BC interoperability.  scalability, energy
and Solutions" in [oT. efficiency.




Table 1.3. (Continued) Literature Review.

Study Title Benefits Challenges Focus Areas
"Blockchain- Key management Heterogeneity Key management,
Based Key in intelligent challenges. transportation
Management for transportation. systems.
Intelligent

Transport"

"Toward Potential of Integration Transportation
Blockchain- blockchain in challenges. systems, security,
Based Intelligent transportation privacy.
Transportation"  systems.

1.6. Organization

This document is organized into several sections to provide a clear and coherent

presentation of the research conducted. The following sections outline the structure

and content of each chapter:

1.

Introduction: This chapter provides an overview of the research project,

including the problem statement, objectives, research questions, and a review

of the relevant literature.

Theoretical Background: In this chapter, the theoretical foundations of the
study are discussed. It covers an introduction to blockchain technology,
including its characteristics, basic elements, types, and an overview of
Ethereum. Additionally, it explores the concept of the Internet of Things (IoT),

its importance, architecture, and challenges. The chapter concludes by

examining the impact of blockchain technology on IoT.



3. Tools and Libraries: This chapter focuses on the tools and libraries used in the
implementation of the research project. It provides an overview of NPM and
Node.js, Ganache, Truffle, Ethers.js, as well as HTML, CSS, and JavaScript.

4. Implementation: This chapter delves into the implementation details of the
research project. It discusses the development of the smart contract, the
creation of the web interface, and the implementation of JavaScript functions.

5. Results and Discussion: This chapter presents the results obtained from the
research project and provides a comprehensive analysis and discussion of those
results. It explores the findings in relation to the research objectives and
research questions.

6. Conclusion and Recommendations: This chapter summarizes the main findings
of the study and draws conclusions based on the results. It also offers

recommendations for future work and further research in the field.

The document concludes with a References section that lists all the sources cited

throughout the document
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2. THEORETICAL BACKGROUND
2.1. Blockchain Technology

2.1.1. Overview of blockchain

Blockchain technology is a distributed ledger system that enables secure and
transparent record-keeping of transactions across multiple parties. It gained
prominence with the advent of Bitcoin in 2009, introduced by the pseudonymous
individual or group known as Satoshi Nakamoto [20]. Since then, blockchain has

evolved beyond cryptocurrencies and found applications in various industries.

At its core, a blockchain is a chain of blocks, with each block containing a list of
transactions. These transactions are verified, recorded, and linked together using
cryptographic algorithms, ensuring their immutability and integrity [21]. Blockchain
operates on a decentralized network, where multiple participants, known as nodes,

collectively maintain and validate the ledger [22].

One of the key features of blockchain is its decentralized consensus mechanism.
Instead of relying on a central authority, blockchain achieves consensus through
consensus protocols like Proof-of-Work (PoW) or Proof-of-Stake (PoS). PoW,
introduced in the Bitcoin blockchain, involves miners competing to solve complex
mathematical puzzles to validate transactions and add them to the blockchain [23].
PoS, on the other hand, selects validators based on their stake in the network, reducing

the energy consumption associated with PoW [24].

Blockchain technology offers several advantages. Its transparency allows participants
to view all transactions stored on the ledger, fostering trust and accountability [22] .
The immutability of blockchain ensures that once a transaction is recorded, it cannot
be altered without the consensus of the network [21]. This feature enhances data
integrity and can be particularly useful in applications where tamper-proof records are

critical.

The structure of a blockchain ensures robust transaction security by incorporating key

elements. Each block within the blockchain possesses its own distinct identification,



originality, and includes a cryptographic hash of the preceding block [25]. This
arrangement guarantees the integrity of transactions. Furthermore, network
participants verify each transaction, leading to its inclusion and subsequent logging in
the blockchain. The chronological order of transactions, along with their
accompanying timestamps, enhances the reliability of the system. Importantly, the
immutability of recorded transactions stems from their direct linkage to the preceding
block, rendering any modifications practically impossible. the use of this structured
approach underscores the blockchain's reputation as a reliable and secure

technology[26].

Moreover, blockchain technology enables programmable contracts known as smart
contracts. Smart contracts are self-executing agreements with the terms of the contract
directly written into the code [27]. They automate the execution and enforcement of

agreements, eliminating the need for intermediaries and reducing costs [22].

While blockchain technology has gained significant attention, it also faces challenges
such as scalability, privacy, and regulatory considerations [28]. However, ongoing
research and development aim to address these issues and unlock the full potential of

blockchain in various sectors.

Basically, blockchain technology provides a decentralized and secure framework for
recording and validating transactions. With its transparent and immutable nature, it has
the potential to revolutionize industries beyond finance. As the technology continues
to evolve, further exploration and adoption of blockchain are expected to reshape how

we interact and transact in the digital world.

2.1.2. Blockchain characteristics

Blockchain technology is characterized by several key features that contribute to its

unique properties and functionalities:

Decentralization: One of the fundamental characteristics of blockchain is its
decentralized nature. Instead of relying on a central authority or intermediary,
blockchain operates through a distributed network of nodes. This decentralized
architecture ensures that no single entity has control over the entire system, promoting

transparency, resilience, and reducing the risk of single points of failure [20].
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Transparency and Immutability: Blockchain offers transparency by providing a public
ledger that records all transactions and data exchanges. Once recorded, the data is
nearly impossible to alter or tamper with, thanks to cryptographic hashing and the
consensus mechanism used to validate and confirm transactions. This immutability

enhances trust, accountability, and auditability within the blockchain network [20, 24].

Security: Blockchain leverages cryptographic techniques to ensure the security of data
and transactions. Each transaction is digitally signed, and the decentralized consensus
mechanism verifies and validates the integrity of the transactions. Additionally, the
distributed nature of blockchain and its consensus protocols make it highly resilient to

malicious attacks [20, 24].

Trust and Verifiability: Blockchain technology enables trust among participants by
eliminating the need for intermediaries and relying on transparent, verifiable
transactions. The decentralized consensus mechanism ensures that all participants
reach a shared agreement on the validity of transactions, removing the need for trust

in a centralized authority [20, 24].

Tamper Resistance: Once a transaction is recorded on the blockchain, it becomes
extremely difficult to alter or delete. The immutability of the blockchain prevents
unauthorized modifications, providing a tamper-resistant and reliable record of

transactions and data [20].

Smart Contracts: Smart contracts are self-executing contracts with predefined rules
and conditions written into the blockchain. They automate and enforce the execution
of agreements, eliminating the need for intermediaries and enhancing the efficiency of
transactions. Smart contracts enable trustless and autonomous interactions between
parties, ensuring that the agreed-upon conditions are met before any actions are

executed [24].

Privacy: While blockchain is often associated with transparency, there are also
mechanisms for preserving privacy. Techniques such as encryption and zero-
knowledge proofs can be employed to protect sensitive information while still

maintaining the integrity and security of the blockchain [24].

Interoperability: Blockchain technology has the potential to enable interoperability
between different systems and platforms. By establishing common standards and

protocols, blockchain networks can facilitate seamless data exchange and
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collaboration across disparate systems, enhancing efficiency and reducing friction in

various industries [25].

2.1.3. Blockchain basic elements

The blockchain basic elements are showen in Figure 2.

Immutable
Ledger

Consensus

. Transactions
Mechanism

Cryptography

Decentralized
Network

Figure 2.1. Blockchain Elements.

Blocks: Each block contains a collection of transactions. It serves as a unit of data
storage and has a unique identifier and linked together in a specific order to form a
chain. Each block contains the hash of the previous block, creating a chronological

sequence of blocks.

Transactions: Transactions represent the exchange of data or assets between

participants in the blockchain network. They are recorded and stored in blocks.

Hashes: Each block contains a cryptographic hash, which is a unique alphanumeric
string generated by applying a hash function to the data within the block. The hash

ensures the integrity and security of the block.

Decentralized Network: Blockchain operates on a decentralized network of nodes,
where multiple participants maintain copies of the blockchain and validate

transactions. This decentralized structure ensures trust and security.
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Immutable Ledger: Once a block is added to the blockchain, its contents cannot be
altered or deleted. This immutability ensures the integrity and reliability of the

recorded data.

Cryptography: Blockchain relies on cryptographic algorithms to secure and
authenticate transactions and participants' identities. Public-private key pairs and

digital signatures are commonly used cryptographic techniques in blockchain systems

Consensus Mechanism: Consensus mechanisms establish agreement among
participants on the validity and order of transactions. There are Different consensus

listed as follows:

=  Proof of Work (PoW) is a consensus mechanism used by Bitcoin and Ethereum
1.0. It involves a competition among all nodes to construct blocks by solving
mathematical puzzles known as mining. Transaction fees in PoW are
determined based on the supply and demand of transactions, with miners
prioritizing those with higher fees. However, PoW has the drawback of being
expensive in terms of computational power, which can be a disincentive for
miners if the value of awarded coins drops below the energy costs. This
mechanism is widely known but costly[29].

=  Proof of Stake (PoS), on the other hand, does not require high computational
power. In PoS, validators' mining rewards and influence over the network are
proportional to the number of coins they hold and lock. This mechanism is
significantly cheaper than PoW, resulting in lower transaction fees[29].
Examples of blockchains utilizing PoS include Ethereum 2.0, Cardano, Solana,

and Polkadot.

Other consensus mechanisms such as Delegated Proof of Stake (DPoS), Practical
Byzantine Fault Tolerance (PBFT), Proof of Elapsed Time, Proof of Weight, Proof of
Burn, Proof of Capacity, and Proof of Space also exist, but they are not as widely
adopted as PoW and PoS.

2.1.4. Blockchain types

There are 4 types of blockchains available :

1. Public Blockchain: This type is open to anyone and allows anyone to

participate in the network, validate transactions, and create new blocks.
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Examples include Bitcoin and Ethereum. These blockchains are decentralized
and provide a high level of transparency and security [20].

2. Private Blockchain: this type is restricted to a specific group of participants
who are given permission to access and validate transactions. These
blockchains are often used by organizations to maintain control over the
network and keep sensitive data private [24].

3. Consortium Blockchain: This type is governed by a consortium or group of
organizations that collectively make decisions about the network. These
blockchains offer a balance between the openness of public blockchains and
the control of private blockchains. Consortium members validate transactions
and maintain the network's integrity [29].

4. Hybrid Blockchain: this type combines elements of both public and private
blockchains. They allow for a public-facing layer where certain transactions
and data can be shared openly, while also maintaining a private layer for
sensitive or confidential information. Hybrid blockchains provide flexibility

and can be tailored to specific use cases [22].

2.1.5. Ethereum

Ethereum is a decentralized, open source blockchain platform that enables the creation
and execution of smart contracts and decentralized applications (DApps) [25].
Proposed by Vitalik Buterin in 2013 and launched in 2015, Ethereum aims to provide
a platform for developers to build and deploy smart contracts, which are self-executing

contracts with predefined rules and conditions [25, 30].

One of the key features of Ethereum is its ability to execute Turing-complete code,
allowing for complex computational tasks [22]. This feature sets Ethereum apart from
Bitcoin, which primarily serves as a digital currency with limited scripting capabilities
[22]. Ethereum operates through a decentralized network of nodes that collectively

validate and record transactions [31].

Ethereum has its native cryptocurrency called Ether (ETH), which serves as both a
medium of exchange and an incentive for participants in the network [4]. Ether is used
as "gas" to pay for computational resources required to execute smart contracts on the
Ethereum Virtual Machine (EVM), the runtime environment for smart contracts on the

Ethereum network [25].
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Developers can build decentralized applications on the Ethereum platform using
programming languages like Solidity. Solidity is specifically designed for writing
smart contracts and is the primary language used in Ethereum development. DApps
built on Ethereum can range from financial applications like decentralized exchanges

and lending platforms to gaming, decentralized governance systems, and more [25].

Ethereum's vision extends beyond financial applications, aiming to provide a
decentralized infrastructure for various industries [25]. It enables secure and
transparent interactions, eliminates the need for intermediaries, and fosters innovation

using smart contracts and blockchain technology [25].

In summary, Ethereum is a decentralized blockchain platform that enables the creation
and execution of smart contracts and DApps [25]. With its ability to execute Turing-
complete code, Ether cryptocurrency, and support for various programming languages,

Ethereum provides a flexible and robust platform for decentralized innovation [25].

2.2. Internet of Things

2.2.1. Overview about internet of things

The Internet of Things (I10T) refers to a vast network of interconnected physical objects
or "things" that are embedded with sensors, software, and connectivity capabilities,
enabling them to collect and exchange data over the internet [32]. These objects can
range from everyday devices such as smartphones, wearables, and home appliances to
more complex systems like industrial machinery, transportation systems, and smart

cities.

The IoT ecosystem consists of several key components. First, there are the physical
objects themselves, which are equipped with sensors and actuators to capture data from
the surrounding environment and interact with it. Next, there is the connectivity layer
that enables these objects to communicate with each other and with cloud-based
platforms or other computing systems [33]. This connectivity can be achieved through
various means, including Wi-Fi, Bluetooth, cellular networks, or specialized IoT

protocols.

The collected data from IoT devices is transmitted to cloud-based platforms or edge
computing systems, where it is stored, processed, and analyzed [34]. Advanced

analytics techniques, such as machine learning and artificial intelligence, can be
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applied to derive valuable insights from the data, enabling informed decision-making

and automation.

The applications of IoT span across various domains and industries. In the healthcare
sector, IoT devices can be used for remote patient monitoring, medication adherence
tracking, and emergency response systems [35]. In agriculture, IoT sensors can
monitor soil moisture levels, weather conditions, and crop health, enabling optimized
irrigation and resource management [37]. Smart homes leverage IoT devices to
automate lighting, temperature control, and security systems, enhancing convenience

and energy efficiency [32].

Industrial applications of IoT, often referred to as Industrial Internet of Things (IIoT)
or Industry 4.0, include predictive maintenance, asset tracking, supply chain
optimization, and real-time monitoring of manufacturing processes [38]. Smart cities
utilize 10T technologies to enhance urban services, including smart transportation

systems, waste management, and energy optimization [33].

Despite its vast potential, the IoT faces several challenges. Security and privacy
concerns are major considerations due to the sheer volume of data generated and
exchanged by IoT devices [39]. Interoperability and standardization issues arise from
the multitude of devices and communication protocols used in the IoT ecosystem [40].
Scalability and managing the massive influx of data from billions of connected devices

pose additional challenges [36].

Looking ahead, the future of IoT holds immense possibilities. As advancements in
technology continue, we can expect increased connectivity, improved data analytics
capabilities, and more sophisticated IoT applications. The integration of 5G networks
will provide higher bandwidth and lower latency, enabling real-time communication
and supporting applications that demand instant responsiveness [34]. Edge computing
will become more prevalent, allowing data processing and analysis to occur closer to

the source, reducing latency and improving efficiency [34].

Basically, the Internet of Things (IoT) represents a transformative technology that
connects physical objects to the digital world, enabling data-driven insights,
automation, and innovation across various industries. It offers a plethora of

applications, ranging from healthcare and agriculture to smart homes and industrial
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automation. However, challenges related to security, interoperability, and scalability

need to be addressed to fully unlock the potential of IoT.

2.2.2. Importance of internet of things

The Internet of Things (IoT) holds significant importance in today's world due to its

transformative impact on various aspects of our lives. Here are some key reasons

highlighting the importance of IoT:

Enhanced Efficiency and Automation: [oT enables the seamless integration of
physical devices with digital systems, allowing for automation and improved
efficiency across industries. Connected devices gather and transmit data,
enabling real-time monitoring, predictive analytics, and intelligent decision-
making [32]. This leads to streamlined processes, reduced manual intervention,
and optimized resource utilization.

Improved Quality of Life: IoT technology brings convenience and improved
quality of life to individuals. Smart homes equipped with IoT devices allow for
remote control of appliances, lighting, security systems, and temperature,
enhancing comfort and energy efficiency [33]. Wearable [oT devices enable
personalized health monitoring, fitness tracking, and timely medical
interventions [34]. IoT-based assistive technologies also benefit people with
disabilities, providing them with greater independence and accessibility [37].
Advanced Healthcare and Well-being: IoT has the potential to revolutionize
the healthcare industry. Connected medical devices and wearables enable
remote patient monitoring, early detection of health issues, and personalized
treatment plans [34]. IoT-enabled systems facilitate telemedicine, connecting
patients with healthcare professionals regardless of geographic location [39].
This technology also supports efficient management of healthcare facilities and
inventory, enhancing patient care and reducing costs [40].

Smart Cities and Sustainable Development: IoT plays a crucial role in the
development of smart cities, where connected devices and sensors enhance the
efficiency of urban services. loT-based solutions enable smart transportation
systems, efficient energy management, optimized waste management, and

intelligent infrastructure [41]. By monitoring and analyzing data from various
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sources, cities can make informed decisions to improve sustainability, reduce
traffic congestion, and enhance public safety [36].

Industrial Transformation: The Industrial Internet of Things (IIoT) drives
digital transformation in industries by connecting machines, equipment, and
systems. IloT enables predictive maintenance, real-time monitoring of
production processes, and optimized supply chain management [35]. This
technology increases productivity, minimizes downtime, and improves overall
operational efficiency, leading to cost savings and better competitiveness [36].
Environmental Sustainability: IoT contributes to environmental sustainability
by enabling smart energy management, efficient resource utilization, and
environmental monitoring. Connected sensors can monitor air and water
quality, detect environmental hazards, and facilitate early warning systems for
natural disasters [38]. IoT-based solutions promote smart agriculture,
optimizing water usage, crop monitoring, and reducing wastage, contributing
to sustainable farming practices [37].

Data-driven Insights and Innovation: IoT generates massive amounts of data
from connected devices, which, when properly analyzed, provide valuable
insights for businesses, policymakers, and researchers. The analysis of IoT data
using advanced analytics techniques such as machine learning and artificial
intelligence can uncover patterns, trends, and correlations, driving innovation

and informed decision-making in various domains [33].

The Internet of Things holds immense importance as it revolutionizes industries,

improves efficiency, enhances quality of life, and promotes sustainability. However,

addressing challenges related to security, privacy, interoperability, and scalability is

crucial to fully harness the potential of IoT and ensure its responsible and ethical

deployment.

2.2.3. Architecture of internet of things

The architecture of the Internet of Things (IoT) consists of several layers and

components that work together to enable connectivity, data exchange, and

functionality.

The Internet of Things (IoT) architecture consists of five essential layers, as the

following[42]:
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Perception Layer: This layer involves the use of sensors at the physical level
to detect and gather data about the surrounding environment [43]. Various
types of sensors, such as temperature and motion sensors, capture real-world
data and convert it into digital signals for further processing.

Data Link Layer: The data link layer employs different protocols, including
Bluetooth, ZigBee, Wi-Fi, and others, to establish communication between
devices and facilitate data transmission to the network layer [44]. These
protocols ensure efficient and reliable data transfer within the [oT ecosystem.

Network Layer: Responsible for assigning data pathways for transmission
across the network, the network layer incorporates switches, routers, firewalls,
and other networking equipment [45]. These components enable proper
connectivity and communication among loT devices.

Transport Layer: The transport layer provides crucial functions such as packet
delivery, multiplexing, congestion avoidance, and data integrity. It ensures that
data packets are effectively delivered to their intended destinations and that the
transmitted data remains reliable [45].

Application Layer: Serving as the front end of the IoT architecture, the
application layer offers interfaces, platforms, and tools for developers to create
various [oT applications, such as smart cities, smart health systems, intelligent
transportation, and smart homes [45]. This layer enables data processing,

analytics, and the development of innovative IoT services.

2.2.4. Challenges for internet of things

Internet of Things (IoT) systems face several challenges related to data integrity,

security, immutability, and privacy by understanding these challenges we can design

an efficient and robust blockchain-based solutions for IoT. Let's discuss each of these

challenges in more detail:

Data integrity is crucial in IoT systems to ensure the accuracy and consistency
of data. Data corruption, loss during transmission, and unauthorized
modifications are key challenges in maintaining data integrity. Techniques
such as checksums and digital signatures have been proposed to address these
challenges and ensure data integrity [46, 47]. By adding IoT data to a

blockchain, each data transaction is recorded as an immutable and time-
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stamped block [48]. The decentralized nature of the blockchain ensures that
data cannot be altered or tampered with without detection. Thus, integrating
IoT data into a blockchain enhances data integrity by providing a transparent
and verifiable record of all data transactions.

Security is a major concern in IoT due to the interconnected nature of devices
and potential vulnerabilities. Unauthorized access, data breaches, and
malicious attacks pose significant threats to IoT systems [49, 50]. Integration
with Blockchain technology offers inherent security features that can benefit
IoT systems. The use of cryptographic algorithms and consensus mechanisms
ensures that the data stored in the blockchain is protected from unauthorized
access and manipulation [51]. Moreover, the decentralized nature of the
blockchain reduces the risk of a single point of failure and enhances overall
system security.

Immutability of IoT data is essential for maintaining its integrity and
trustworthiness. Immutable data prevents unauthorized modifications and
provides a reliable audit trail. Blockchain technology has been explored as a
solution to create tamper-proof and immutable records, adding an additional
layer of trust to [oT data [52, 53].this done by creating a chain of blocks, where
each block contains a cryptographic hash of the previous block [48]. Any
attempt to modify the data in a block would require recalculating the hash of
subsequent blocks, which would be computationally infeasible.

Privacy challenges arise due to the vast amount of personal and sensitive data
generated by IoT systems. Protecting user privacy, controlling data collection
and sharing, and complying with regulations like the General Data Protection
Regulation (GDPR) are critical [54, 55]. Integrating [oT data with blockchain
can address privacy concerns by allowing for secure and decentralized data
sharing [52]. Blockchain-based smart contracts can enforce data access
controls and privacy settings, ensuring that only authorized entities can access
specific data. Additionally, privacy-enhancing techniques like zero-knowledge
proofs or private transactions can be implemented to protect sensitive
information.

Tamper protection is important to safeguard IoT devices against physical
tampering, which can compromise their functionality and security.

Unauthorized access, sensor tampering, and data manipulation are potential
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risks [56, 57]. Blockchain technology can provide tamper protection by
leveraging its decentralized consensus mechanism [51]. Any attempt to tamper
with data recorded on the blockchain would require controlling a majority of
the network's computing power, making it highly difficult and economically
infeasible. This distributed consensus ensures the integrity and security of [oT

data, even in the presence of malicious actors.

2.3. Exploring the Impact of Blockchain Technology on IoT

This section investigates the diverse range of applications and use cases where the

combination of blockchain and IoT can yield significant benefits.

Supply Chain Management: Blockchain can provide transparency and traceability in
supply chain management by securely recording and tracking the movement of goods
from the source to the end consumer [58]. It enables real-time visibility, reduces
counterfeiting and fraud, and enhances trust among participants in the supply chain

ecosystem.

The figure 2.2 shows BIOT Architecture in Supply Chain Management [59].
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Figure 2.2. BIOT Architecture in Supply Chain Managment [59].

Smart Energy Grids: Blockchain can facilitate peer-to-peer energy transactions and
enable the decentralized exchange of energy between producers and consumers in
smart grids [60]. It enables secure and transparent energy trading, optimizes energy

distribution, and incentivizes the adoption of renewable energy sources.
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The figure 2.3 shows BIOT Architecture in Smart Energy grid [61].
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Figure 2.3. BIOT Architecture in Smart Energy grid [61].

Healthcare Data Management: Blockchain can improve the management and sharing
of sensitive healthcare data while ensuring privacy and security [62]. It enables
patients to have control over their medical records, facilitates secure data sharing

between healthcare providers, and enhances interoperability in healthcare systems.

The figure 2.4 shows BIOT Architecture in Healthcare [63].
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Figure 2.4. BIOT Architecture in Healthcare [63].

Smart Home Automation: Blockchain can enhance security and privacy in smart home

automation by providing a decentralized and tamper-resistant platform [64]. It enables
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secure control and management of IoT devices, protects user data, and facilitates

trusted interactions between devices and service providers.

The figure 2.5 shows BIOT Architecture in Smart Home [65].

"""" Application Layer

! Homecare Control : 3
! Utility
Payments

Figure 2.5. BIOT Architecture in Smart Home [65].

Autonomous Vehicles: Blockchain can support the secure and decentralized exchange
of data in autonomous vehicle networks [66]. It enables secure vehicle-to-vehicle
(V2V) and vehicle-to-infrastructure (V2I) communication, enhances data integrity and
trust, and facilitates the development of new mobility and transportation models. The

figure 2.6 shows BIOT Architecture in Autonomous Vehicles [67].
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Agriculture and Food Traceability: Blockchain can improve transparency and
traceability in the agricultural and food industry by recording and verifying the origin,
quality, and safety of products [68]. It enables consumers to verify the authenticity of
food products, reduces food fraud, and promotes sustainable and ethical practices in

the supply chain. The figure 2.7 shows BIOT Architecture in Food Traceability [69].
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Figure 2.7. BIOT Architecture in Food Traceability [69].

Smart City Management: Blockchain technology can be leveraged to enhance the

management and efficiency of smart cities. By integrating blockchain with IoT devices
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and systems, cities can create decentralized and secure platforms for data exchange,
citizen engagement, and service delivery [70]. Blockchain can enable secure and
transparent transactions for services such as transportation, energy management, waste
management, and more. It facilitates the development of decentralized identity
systems, improves data privacy, and fosters citizen empowerment in shaping the future
of their cities. Additionally, blockchain can be utilized for storing sensor data
generated by IoT devices in a secure and immutable manner, ensuring data integrity
and enabling trusted analysis and decision-making processes. The figure 2.8 shows

BIOT Architecture in Smart city [71].
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Figure 2.8. BIOT Architecture in Smart City [71].

Waste Management and Recycling: Blockchain can streamline waste management
processes by creating a transparent and auditable system for tracking waste disposal,
recycling, and waste-to-energy processes [72]. It enables the verification of waste
origins, ensures proper waste treatment, and incentivizes recycling efforts.
Blockchain-based platforms can also encourage participation from citizens and
businesses by providing rewards for responsible waste management practices. The

figure 2.9 shows BIOT Architecture in Waste Management [73].
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Citizen Identity and Services: Blockchain technology can offer secure and

decentralized identity management systems for citizens in smart cities. By storing

citizen identity information on the blockchain, individuals can have control over their

personal data and selectively grant access to various services [74]. Blockchain-based

identity systems enhance data privacy, reduce identity theft risks, and enable seamless

access to smart city services. The figure 2.10 shows BIOT Architecture in Citizen

Identity [75].
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Figure 2.10. BIOT Architecture in Citizen Identity [75].

Urban Planning and Governance: Blockchain can support transparent and participatory
urban planning processes by providing immutable records of land ownership, property
transactions, and development permits [76]. It facilitates trust and transparency
between various stakeholders, including governments, urban planners, developers, and
citizens. Blockchain can also enable decentralized governance models, allowing for

more inclusive decision-making and accountability in the development and

management of smart cities.
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3. TOOLS AND LIBRARIES

The setup of a virtual Ethereum network for running smart contracts involves the
utilization of various software and libraries to create a simulated environment that
mimics the Ethereum blockchain. This chapter focuses on exploring the essential tools
and libraries used in this process. By setting up a virtual Ethereum network, developers
can test and deploy smart contracts in a controlled and isolated environment, enabling
them to experiment, debug, and ensure the stability and functionality of their contracts

before deploying them to the live Ethereum network.

3.1. NPM & Node.js

NPM and Node.js play a crucial role in the development and integration of blockchain-
related functionalities and applications. They provide the necessary tools, libraries, and

frameworks for working with blockchains.

NPM stands for "Node Package Manager." It is a package manager for the JavaScript
programming language, primarily used in the Node.js runtime environment. NPM
allows developers to easily manage and install reusable code modules, known as
packages or libraries, which can be integrated into their Node.js projects. NPM
provides a command-line interface that allows developers to search for packages,
install them, and manage their dependencies. It also facilitates version control and

allows developers to publish their own packages to the NPM registry for others to use.

On the other hand, Node.js is an open-source, server-side JavaScript runtime
environment that allows developers to run JavaScript code outside of a web browser.
It's built on the V8 JavaScript engine, making it efficient and scalable for building
applications like web servers, APIs, and real-time services. Node.js uses an event-
driven, non-blocking I/O model, enabling it to handle concurrent connections with low
overhead. With its extensive library ecosystem and the ability to share code between
server and client-side, Node.js is widely used for building efficient and versatile

applications [77, 78].



3.2. Ganache

Ganache is a local development blockchain that allows you to create a personal
Ethereum network for testing and development purposes. It provides a user-friendly
interface and generates test accounts with pre-funded Ether. Ganache is available as a

desktop application and a command-line tool [79].

Main interface : upon creating a workspace, users are provided with server details and
a list of accounts (see figure 3.1), each equipped with 100 ethers. This pre-allocated
ether in all accounts allows developers to focus on application development without
the concern of initial funding. It streamlines the process, enabling seamless testing and

deployment of smart contracts within the workspace environment.

MNEMONIC HO PATH
ab SEeoEt od n44 6 ndex
ADORESS BALANCE T CouT moex
OxEAD2b4fAC246aeF2803C945704fOC8f90921F2F5 99.97 ETH s 0 &
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ADORESS BALANCE T COuNT woex
0x71622e195Bc7e4f1FcFD96739CC76025B4ca7383 160.00 ETH [} 2 4
ADORESS BALANCE TX CouNT woe &
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ADORESS BALANCE X ComT NoE &
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ADGRESS BALANCE TX CouNT oex &
0x92984746d6a3f0e2fbofb6784f151432328CFA72  100.00 ETH [} 6

Figure 3.1. Ganache Main Screen.
The figure 3.1 shows six tabs available:

e Accounts shows each account generated with the address and the balance of it.

e Blocks shows each block mined on the blockchain, with the gas used and
transactions.

e Transactions shows all transactions run against the blockchain.

e Contracts shows the contracts contained in Truffle projects workspace.

e Events shows all events that have been triggered since this workspace's
creation.

e Logs shows the logs for the server, which it uses for debugging.
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3.3. Truffle

Truffle is a development framework and tool suite for Ethereum-based smart contract
development. It simplifies the process of building, deploying, and testing smart
contracts by providing utilities, libraries, and command-line tools. With Truffle,
developers can compile and migrate contracts, write automated tests, manage
networks, interact with contracts using a JavaScript API, handle asset management,
and integrate with other Ethereum tools. It streamlines the development workflow and

enhances productivity for decentralized application (dApp) development [80].

3.4. Ethers.js

Ethers.js is a popular JavaScript library that provides a comprehensive set of tools and
utilities for interacting with the Ethereum blockchain. It is designed to simplify
Ethereum development and decentralized application (dApp) development by

providing a high-level and user-friendly interface.
Ethers.js offers a wide range of functionalities, including [81]:

e Web3 Provider Management: Ethers.js allows developers to connect to various
Ethereum networks using different providers, such as MetaMask, Infura, or a
local node.

e Wallet Management: With Ethers.js, you can generate Ethereum wallets,
manage accounts, sign, and send transactions, and interact securely with the
blockchain.

e Contract Interactions: Ethers.js facilitates the interaction with Ethereum smart
contracts, enabling developers to deploy, read, and write data to smart contracts
in a straightforward manner. It abstracts away the complexities of interacting
with the low-level Ethereum Virtual Machine (EVM) bytecode.

e Transaction Handling: Ethers.js provides utilities for creating, signing, and
broadcasting transactions on the Ethereum network. It offers flexibility in
setting gas prices, estimating transaction costs, and handling transaction
lifecycle events.

e Event Monitoring: The library allows you to subscribe to and listen for events
emitted by Ethereum smart contracts, enabling efficient tracking and

processing of blockchain events.
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e Ethereum Name Service (ENS) Support: Ethers.js includes built-in support for
the Ethereum Name Service (ENS), simplifying the resolution and

management of human-readable names for Ethereum addresses.

Ethers.js is widely used in Ethereum development, including dApp development,
blockchain integration, and smart contract interactions. It is actively maintained and
regularly updated to incorporate the latest features and improvements in the Ethereum

ecosystem.

3.5. HTML, CSS & JavaScript

HTML (Hypertext Markup Language) is the standard markup language for creating
the structure and content of web pages. It provides a set of tags and elements that define
the different parts of a webpage, such as headings, paragraphs, links, images, and

more[82].

CSS (Cascading Style Sheets) is a style sheet language that controls the presentation
and layout of HTML elements. With CSS, you can define colors, fonts, sizes, margins,
and other visual properties to enhance the appearance and aesthetics of the web page

[83].

JavaScript is a versatile scripting language that adds interactivity and dynamic
behavior to web pages. It allows you to create responsive elements, handle user
interactions, manipulate HTML content, make API calls, and implement complex

functionality in the web application [84].

By leveraging HTML, CSS, and JavaScript, along with Ethers.js library, we can design
an intuitive and functional interface for interacting with smart contracts. This interface
empowers users to seamlessly interact with the contract's functionalities, input data,
and receive real-time feedback, ultimately enhancing the overall user experience of the

smart contract application.
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4. IMPLEMENTATION

The implementation of the proposed solution consists of a smart contract written in
Solidity (see Figure 4.2) and a web interface developed using HTML, CSS, and
JavaScript (see Figure 4.4). The smart contract, named "SensorData," is responsible
for storing and managing sensor readings on the blockchain. It utilizes the
AccessControl contract from the OpenZeppelin library to manage role-based access

control. The implementation step is:

e Setup the blockchain network locally

e Write the smart contract solidity and compile it then deploy it on the local
network.

e Design the web interface using HTML/CSS.

e Write the backend function to contact our smart contract using JavaScript.

e Connect the smart contract with our interface using Web3 API.

e Publish the web interface locally using Node.js.

4.1. System Diagram

In the following Figure 4.1, we have a block diagram that represents our solution. we
have a smart contract deployed on a local blockchain network and connected to a web
interface. In this web interface, we have N virtual [oT sensor that generates reading
and sends it, the backend( represented by Web3 API & Javascript) receives this reading

and adds them to the smart contract to keep them secure, immutable, and decentralized.



loT
sensor 2

Web interface with HTML/CSS
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Ethereum Blockchain Network

Figure 4.1. System Diagram

4.2. Smart Contract

pragma solidity %0.8.0;
import "Qopenzeppelin/contracts/access/AccessControl.sol";

contract SensorData is AccessControl {
bytes32 public constant SENSOR_ROLE = keccak256("SENSOR_ROLE");

struct Reading {
uint256 timestamp;
uint256 sensorRead
string sensorName;
uint256 sensorID

}

mapping(address => Reading[]) private readings;
event ReadingAdded(address indexed sender, uint256 indexed readingIndex);
constructor() {

_setupRole(DEFAULT_ADMIN_ROLE, msg.sender);
}

function addReading(uint256 _sensorReading, string memory _sensorName, uint256 _sensorID) public onlyRole(DEFAULT_ADMIN_ROLE) {
require(bytes(_sensorName).length > @, "Sensor name cannot be empty");
require(_sensorID > @, "Sensor ID must be greater than @");
readings[msg.sender].push(Reading(block.timestamp, _sensorReading, _sensorName, _sensorID));
uint256 readingIndex = readings[msg.sender].length - 1;
emit ReadingAdded(msg.sender, readingIndex);

}

function getReadings(address user) public view returns (Reading[] memory) {
return readings[user];
}

Figure 4.2. Smart Contract Code.

The smart contract implements the following functionalities:

e Access Control: The contract extends the AccessControl contract from the

OpenZeppelin library. It defines a constant “SENSOR_ROLE” and grants it to
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the contract deployer (admin) using the “ setupRole” function in the
constructor.

e Reading Struct: The contract defines a struct named “Reading” to represent a
sensor reading. It includes the following fields:

=  “timestamp”: The timestamp of the reading.

= “sensorReading”: The value of the sensor reading.
= “sensorName”: The name of the sensor.

» “sensorID”: The unique identifier of the sensor.

e Mapping: The contract includes a private mapping named “readings” that maps
an address (sensor) to an array of “Reading” objects. Each sensor can store
multiple readings.

e Event: The contract emits the “ReadingAdded” event whenever a new reading
is added to the “readings” mapping. The event includes the address of the
sender (sensor) and the index of the reading in the array.

e Constructor: The contract's constructor is responsible for setting up the default

(13

admin role by calling the “ setupRole” function from the AccessControl
contract. The contract deployer (msg.sender) is granted the
DEFAULT ADMIN ROLE.

e addReading Function: The “addReading” function allows the admin (contract

deployer) to add a new sensor reading. It takes three parameters:

(13 9% ¢

~sensorReading”, ““ sensorName”, and “ sensorID”. The function checks that
the sensor name is not empty, and the sensor ID is greater than zero. If the
conditions are met, the function adds the reading to the “readings” mapping for
the calling address (sensor). It also emits the “ReadingAdded” event with the
sender's address and the index of the added reading.

e getReadings Function: The “getReadings” function allows any user to retrieve
the array of readings associated with a specific address (sensor). It takes the

“user” parameter and returns an array of “Reading” objects associated with that

address.
To compile this smart contract and deploy it locally we need to do the following :

1. Make sure Ganache is running.
2. Save the smart contract to this path “~/contracts” with extension (.sol).

3. Open the terminal and navigate to this path “~/contracts”.

37



4. Compile the Solidity contract using Truffle by running this command
“truffle compile”

5. After the compilation is successful, we need to migrate the contract to the
Ganache network using the following command “truffle migrate”

6. After the migrations is done we need the contract address to interact with
our contract (see figure 4.3).

abdullah@Abdullahs-MacBook-Pro ~ % truffle migrat

C ili t t
>

Everything is up to date, there is nothing to compile.

Starting migrations

> Network name: ‘ganache’
> Network id: 65777
> Block gas limit: 6721975 (8x6691b7)

1_deploy_sensor_data.js

Replacing 'SensorData’

transaction hash: 0x0e984f0749bbb72406e7774da7cBafb6420e57be711453c3cab51d4bsb1d2e9b
Blocks: @ Seconds: @

contract address: 8xDC792081c3A486393eeCd3119db737d57cFaBAS4
block number: 5

block timestamp: 1685389964

account: @x4784A385a74AFCBC27949eb291F011b8d0O7b6856
balance: 99.989173064364582747

gas used: 1512265 (@x171349)

gas price: 3.053523813 gwei

value sent: @ ETH

total cost: 0.004617737189066445 ETH

Saving artifacts

Total cost: 0.004617737189066445 ETH

> Total deployments: 1
> Final cost: 0.004617737189066445 ETH

Figure 4.3. Smart Contract Migrations Result.

4.3. Web Interface

The web interface provides a user-friendly way to interact with the smart contract and
display sensor readings. It is built using HTML, CSS, and JavaScript and

communicates with the smart contract using ethers.js library.
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Figure 4.4. Smart Contract Web Interface.

The web interface (see Figure 4.4) consists of the following components:

e 3 text boxes for entering the reading manually.
e 7 checkboxes to act as virtual IoT sensors for sending readings automatically
like real IoT sensors.

e Table to show the reading that is stored on the blockchain.
The web interface allows users to perform the following actions:

e Connect to the Ethereum network and select an account for interaction.

e Addanew sensor reading by entering the required information (sensor reading,
sensor name, and sensor ID) and invoking the appropriate smart contract
function.

e Retrieve and display sensor readings associated with a specific address (sensor)
by calling the “getReadings” function and dynamically updating the web

interface with the retrieved data.
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To run the web interface, we need a web server so the following Figure 4.5 shows a

script that will run as a web server :

const express = uire('express');
const app = express();
const port = 3000; // Choose any available port number

// Serve static files from the "public" directory
app- (express.st ('public'));

// Start the server
app. | (port, () => {

- (*Server is running on http://localhost:${port} );
});

Figure 4.5. Web Server Script.

After saving the script we need to put the HTML, CSS, JavaScript, and the smart
contract abi in the public directory and run the following command “node server.js”

Then the web interface will be accessed by this link™ http://localhost:3000/ .

4.4. JavaScript Functions

JavaScript code provides the necessary functionality to interact with the Sensor Data
Interface web application, including adding readings, retrieving readings, generating

random readings, and continuously fetching the most recent readings.
The script contains the following function:

e connectToContract() function establishes a connection to the local blockchain
network by creating a provider with the specified URL(ganache network
URL). It retrieves the user's account address and fetches the ABI (Application
Binary Interface) file from the sensorData.json file. It then creates an instance
of the contract using the contract address and ABI.

e addReading() function is responsible for adding a new sensor reading to the
contract. It retrieves the values from the input fields, connects to the contract,
and calls the “addReading()” function of the deployed contract with the
provided parameters. After the transaction is successful, it clears the form and

retrieves the most recent readings.
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getReadings() function retrieves the readings from the contract by connecting
to the contract and calling the “getReadings()” function of the deployed
contract. It then calls the “displayReadings()” function to show the readings in
the interface.

displayReadings() function takes an array of readings as input and dynamically
generates a table to display the readings in the web interface. If no readings are
available, it shows a message indicating so.

generateReadingTemp(), generateReadingHumidity() generateReadingLight()
generateReadingPressure() generateReadingSound() generateReadingCO2()
generateReadingOxygen(): these functions generate random sensor readings
(as virtual sensors). Then call the “sendReading()” function with the generated
values.

sendReading() function sends a sensor reading to the contract. It connects to
the contract and calls the “addReading()” function of the deployed contract

with the provided parameters. It also logs the transaction hash to the console.
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5. RESULTS AND DISCUSSION

5.1. Results

This chapter presents the results and discussion of implementing the Sensor Data

Interface web application with blockchain technology.The integration of blockchain

technology in the Sensor Data Interface has yielded significant results in various

aspects of sensor data management. The key outcomes achieved include:

1.

Data integrity and immutability: By recording sensor readings as transactions
on the blockchain, the integrity and immutability of the data are ensured. Each
reading becomes tamper-proof, providing a trustworthy and auditable record
of the collected data.

Transparency and auditable data: Blockchain promote transparency by
allowing public visibility of sensor readings. Stakeholders can independently
verify the authenticity and accuracy of the data, facilitating collaboration and
data analysis processes.

Decentralization and reducing single points of failure: The decentralized nature
of the blockchain network eliminates the need for a central authority and
reduces the risk of a single point of failure. This enhances the system's
resilience, reliability, and fault tolerance.

Enhanced data security: Blockchain employs robust security mechanisms,
including digital signatures and cryptography, to protect the privacy,
confidentiality, and integrity of the sensor data. The decentralized nature of the
network further mitigates the risk of data breaches.

Improved data traceability: Each sensor reading is associated with a timestamp
and the identity of the sensor owner, enabling comprehensive traceability. This
enhances data quality control, accountability, and reliability.

Efficient data exchange and collaboration: Blockchain facilitates secure and
efficient data exchange among authorized users, eliminating the need for
intermediaries. Real-time collaboration and decision-making are enabled,

leading to better utilization of the collected sensor data.



7. Scalability and interoperability: The blockchain framework offer scalability to
accommodate an increasing number of sensors and large data volumes. It also
promotes interoperability, allowing seamless integration with other systems

and applications.

5.2. Discussion

The results of integrating blockchain technology in the Sensor Data Interface provide
valuable insights into the enhancements brought by blockchain in the management and
utilization of sensor data. These outcomes have implications for various stakeholders

and domains, including:

e Research and Development: The use of blockchain ensures the integrity,
transparency, and auditable nature of sensor data, enhancing the reliability and
trustworthiness of research findings. Researchers can access authentic and
unaltered data for analysis, fostering scientific advancements.

e Regulatory Compliance: Blockchain's immutability and traceability features
contribute to compliance with data regulations and standards. Regulators can
easily verify the authenticity and integrity of sensor data, ensuring compliance
and promoting trust.

e Industrial Applications: Blockchain technology provides a secure and
transparent platform for industrial applications that rely on accurate and
trustworthy sensor data. Industries such as supply chain management, logistics,
and environmental monitoring can leverage blockchain to enhance data
reliability and streamline processes.

e (ollaborative Data Analysis: The transparency and efficient data exchange
facilitated by blockchain enable collaborative data analysis -efforts.
Researchers, organizations, and data analysts can access and share sensor data
seamlessly, accelerating insights generation and decision-making.

e Data Monetization: The integration of blockchain enhances the value of sensor
data for monetization purposes. The immutable and auditable nature of the data
increases its marketability and enables new business models based on data
monetization.

e Future Development: The potential for smart contracts and automation opens

up possibilities for further advancements in sensor data management. Smart
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contracts can automate data validation, trigger actions, and streamline data

operations, leading to increased efficiency and reduced manual intervention.
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6. CONCLUSION AND RECOMMENDATIONS
6.1. Conclusion

In conclusion, the integration of blockchain technology in the Sensor Data Interface
has proven to be a transformative solution for sensor data management. The
implementation and evaluation of the system have demonstrated the significant
enhancements offered by blockchain in terms of data integrity, security, transparency,
and efficiency. Through the utilization of blockchain's inherent features, such as
immutability and decentralized consensus, the Sensor Data Interface ensures the
authenticity and immutability of sensor data. The transparency provided by the
blockchain allows stakeholders to verify the origin, modification history, and integrity
of the data, fostering trust and confidence in its accuracy. The decentralized nature of
the blockchain eliminates the need for intermediaries or centralized authorities,
enabling direct and efficient data exchange among multiple parties. This promotes data
interoperability, collaboration, and innovation in sensor-based applications. The
integration of smart contracts further enhances the Sensor Data Interface by enabling
automation and self-executing agreements. Smart contracts facilitate predefined
actions based on predefined conditions, reducing manual intervention, and
streamlining data processing workflows. The adoption of blockchain technology in the
Sensor Data Interface offers a secure, transparent, and efficient ecosystem for
managing sensor data. It empowers stakeholders with greater control and confidence

in the accuracy, integrity, and availability of the data they rely on for decision-making.

The findings of this research highlight the significant potential of blockchain
technology in transforming sensor data management across various industries. By
addressing the challenges of data integrity, security, transparency, and collaboration,
blockchain provides a solid foundation for enhancing sensor data management

practices.



6.2. Future Work

In the pursuit of further enhancing the Sensor Data Interface, several avenues for future
work can be explored. The primary focus will be on deploying the system on a real

blockchain network and connecting it to real sensors.

Deploying on a Real Blockchain: One crucial aspect of future work is the deployment
of the Sensor Data Interface on a production-ready blockchain network. This involves
selecting a suitable blockchain platform and setting up the necessary infrastructure. It
is essential to ensure scalability, performance, and cost-effectiveness to handle a

significant volume of sensor data and transactions in real-world scenarios.

Connecting to Real IOT Sensors: Integrating the Sensor Data Interface with real
sensors is another vital aspect of future work. By connecting the interface to actual
sensors, the system can obtain real-time data for analysis and decision-making. This
integration can be achieved using oracles, which act as bridges between the blockchain
and external data sources. By leveraging oracles, the Sensor Data Interface can provide

accurate and up-to-date sensor readings.

Real-World Testing and Validation: Conducting extensive real-world testing and
validation is essential to assess the effectiveness and practicality of the Sensor Data
Interface. Collaborating with industry partners and stakeholders will provide valuable
insights into the system's performance, usability, and limitations. By deploying the
system in operational environments and gathering feedback from users, improvements

can be made based on real-world experiences and requirements.
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