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ABSTRACT 

 

DESIGN A TRACING SYSTEM FOR SEED SUPPLY CHAIN BASED ON 

BLOCKCHAIN 
 

ABDULHUSSEIN, Ayat Bahaa Abdulhussein, 

 M.Sc., Information Technologies, Altınbaş University, 

Supervisor: Asst. Prof. Dr. Muhammad Ilyas 

Co-Supervisor: Asst. Prof. Dr. Ameer Kadhim Hadi 

Date:  Jan/2021 

Pages: 88 

 

Blockchain technology performs a process of storing inside a record, and this ledger is raised on 

a large number of parties (computers, servers). Records are encrypted and cannot be tampered 

with, as happens in centralized systems. In order to solve the problem of manipulating or 

modifying information and knowledge of the origin of the product and increasing the consumer’s 

transparency of the product coming from a series of the supply chain, this research suggests 

building a system to tracing the product. All product information is stored in serial blockchain 

through an algorithm that organizes the work of each part of the supply chain and the 

information it stores. Also, an algorithm to retrieve product information by searching for 

Blockchain. The results are expected to be important in terms of increased food security and 

increased competition between distributors. The entire purpose behind supply chain the 

management and coordination are to give customers the level and nature of administration that 
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they require and to do as such at less expense to the complete supply chain. Traceability is a big 

necessity in supply chain ventures, particularly for the agri-food industry. Building a product 

tracking system in a supply chain to enable the consumer and government agencies to track and 

know the source and origin of the product in an easy, safe and reliable way from tampering and 

provide the fixed system the just manager can approve accepted users that be trusted people 

because will add data that all world will see it for that in the system we build an algorithm to 

generate the activation key for adding a client. 

Keywords: Blockchain, supply chain, Traceability, cloud computing, computers network. 
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1. INTRODUCTION 

1.1 OVERVIEW 

 

Food safety has become the central point of the general public where become gradually worried 

about what they eat and where to find the orıginal product. Many individuals no longer satisfied 

to the food items and their data offered at the markets. It became the focus of the food security 

attention in what is the purchase originate either from reliable resource or if there is a mistake in 

altering the item. After it has become a worldwide issue, constructing a food traceability 

framework is to be increasingly critical [1]. Effective seed germination is significant for 

agriculture [2] using data and information that is necessary to make better output and 

sustainability [3]. The goal of food Security is to expand understanding of food insecurity and 

process of causing drivers starvation. 

A possible solution for mitigating the issues and concerns is the utilization of blockchain 

technology, which is another advanced mechanical methodology supported by guaranteeing 

information integrity and prevent the editing and any failure [4]. 

Food Systems is the aggregate of actors that start from input supply and output of harvests, 

animals, fish, and other agrarian items to transportation, handling, retailing, wholesaling, and 

planning of food to utilization and removal. 

Transparency is the point of trust in blockchain and simultaneously a controlling element for 

applications that require total or even some level of security (e.g., social insurance, banking, and 

supply chain) [5]. 

The excursion experienced by the food business and buyers in the course of the most recent one 

hundred years, since it identifies with food safety and quality, was difficult. At the beginning of 

the 20th -century, along with development in science and technology, the food business, just 

because, started to know the procedures of food made progress which increasingly available to 

general society. Through the development of fast international delivery, enhanced conservation 

strategies and the capacity of media and, by expansion, publicizing and showcasing efforts, to 

arrive at an expanding number of purchasers, the food business immediately altered. Food 
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processor could quickly transport for and deal anyplace in the country an expanding exhibit of 

perishable items [6]. 

Traceability was initially characterized in ISO 8402 as: "The capacity to trace the location, 

history and application location of the element using methods for recorded identify". A definition 

illustrates what ought to exist followed (zone, application and history) also how the following 

ought to be finished (by methods for registered IDs). According to the description at ISO 9000 

detectability characterized as "Capacity on follow the area or application and history of which is 

getting looked at it [7]. 

Despite the fact that there are numerous meaning of traceability, with regards to understanding 

the way subsequently the food and its components, the proper description reaches on a similar 

general summary. Traceability and item tracking are used to illustrate the development of food 

items all through a supply chain, include of developing, collecting, repacking, fabricating, store, 

distribute, and deal with the buyer so the traceability is the capacity to trace items exactly. In the 

past, the information identifies to item development. Responsibility for creating, saving, and 

getting to traceability linked data from farm to client lies with numerous jobs inside an 

organization, and numerous organizations in a supply chain. The food safety issue incorporates 

food industry it discusses traceability. For the general health, food safety, particularly during 

pollution examinations, is an essential in order to enhance traceability. Although the food 

business state food safety as the main priority, the source is, for the most part, assign toward 

keeping pollution occasions from happening, traceability is being suitable to food safety 

procedures [8]. So the official traceability definition can be: “The ability to access any or all 

information relating to that throughout its entire life cycle, by means of recorded identifications” 

[9]. 

Trackback of foods in light of foodborne disease episodes or food tainting occasions is definitely 

not a new idea. Agents connected to number of diseases such as tuberculosis and streptococcus 

episodes for crude milk utilization in the end of 1800s and mid-1900s. Also, Typhoid fever 

episodes was connected for the utilization of crude molluscan shellfish, especially clams, in the 

midmost-1900s. These discoveries were a piece of the driving force behind a portion of the main 

food safety and the ability to trace administrative necessities in the United States. As a result of 

that, they have prerequisite food bundle marks to incorporate the label and heading of a maker, 
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packer or wholesaler. Food bundles plus holders frequently likewise include a ton code and 

additionally fabricating date that can additionally encourage an item to follow [10]. 

Codex additionally recognizes that traceability does not enhance the safety of food results itself 

[11] .This is on the grounds that traceability doesn't keep food from pollution. Be that as it may, 

fast and dependable traceability frameworks can't permit the additional divide with utilization of 

pollution food, which is gainful to general health. A food office certification to a GFSI-

benchmarked review system is counted by various individuals to be the "best quality level" in 

food safety [12]. 

Organizations try to apply the path of food items associated with causing food disease together 

with general public health official’s data. There are a few parts of inward traceability and outside 

that obstruct a quick and well-organized following of food items even after the dangerous item 

has been distinguished. 

There are many utilizations of traceability such as: required a safety of food, Enhance the 

efficiency of operational, Permit the user to impart the requested data, Helped in trusting claims. 

[11] 

The tracing of the food that makes road tables has critically been to American buyers. In spite of 

the fact that, from numerous points of view, the level of interested has developed and changed 

throughout the years, what has stayed steady is the safety and basic quality and security of food 

[6].The aims of a traceback implementation are to recognize a common element in the pollution 

of food. 

The industry cooperation with the government, free watchdogs, and buyer association interceded 

to empower better transparency of data and make trust among partners in agri-food supply chains 

[13]. 

In [14] the food Safety renewal FDA to investigation of approaches to advance traceability in the 

food supply chain utilizing incorporated information frameworks and indicated extra record-

keeping prerequisites for food organizations. Quicker traceback examination depends on the food 

business gathering and keeping up more data in an organization that is effectively open and can 

be quickly broken down by agents. As a result of this experimental study proposed a procedure 
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depend on the way to deal with detectability, like the Hazard Analysis Critical Control Points 

process previously utilized by the food business, called Critical Tracking Events (CTEs) and Key 

Data Elements (KDEs). This adaptable traceability pattern permits food organizations to 

recognize key focuses in the gathering, making and distribution process were key information 

reliably caught and put away for the timeframe of realistic usability of the item. This increasingly 

efficient way to deal with information assortment which make directing traceback examinations 

quicker and progressively precise, in this way assisting with mitigating a segment of the "quick 

and right" problem. 

Supply chain vision operation, similar to traceability, are cooperative attempt between 

exchanging accomplices that depend on the supply-chain guidelines. As it deals with supply 

chain members, trade association and administrative offices over various industry divisions, GS1 

US1 has an interesting point of view and level of skill on supply chain vision, just as the 

advantages that it offers [15]. 

In [16] the traceability of bulk food items, both in backward or forward, represent a novel test 

inside the food business. Regardless of whether in dry or fluid-structure, mass items will, in 

general, be dealt with comparably to liquids when followed all through the food framework in 

view of the idea of the items. The bulk food items supply chains are all the more precisely 

depicted as a food framework in light of the complicated web that is made by mass items. Their 

way from the provider, right to their endpoint is definitely not a straightway. The item is 

frequently mixed with similar items from various parcels or clusters, (for example, in 

storehouses or big haulers), or with different items completely, (for example, in the assembling 

of prepared nourishments). 

For a traceability framework to be practical and work effectively, it must be all in all 

comprehensive and without any breaks. Framework of food must include all sources of info and 

yields followed. Mass equalization should be kept up where whose it come into the framework 

must come out at a negligible safety buffer. For mass items to be totally followed through the 

food framework, at each purpose of the gathering, fabricating, assortment focuses and 

transportation process. There should be an entry of all the pertinent data containing, however not 

restricted to the clump or parcel number (which might be reap or creation date), loads, taking 

care of conditions, and handling data [16]. 
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1.2 LITERATURE REVIEW 

 

Newly years, traceability of food scientists have extended their concentration past the safety of 

food to incorporate the efficiencies operational– item newness, stock accessibility and waste 

decrease, for instance. Allowing technologies for quicker, increasingly exact and more affordable 

item ID of mass food items incorporate RFID tools, organize allow sensors, straight and two-

dimensional scanner tags and advance diagnostics frameworks. These devices combined with 

web-associated versatile figuring tools can help rapidly recognize, catch and offer data about 

item parts and groups (though for careful measures of the item). For instance, Internet-associated 

sensors are currently broadly utilized as a portion of incorporated wet observing and traceability 

frameworks for mass powder and ware food items [17]. Their system take in account the well the 

safety of food and the control of quality and, it can have advantages for improving the 

traceability of the whole framework. Additionally, the challenges despite everything occur 

between what data is gathered and shared all through the framework. Regularly farming items 

have long, compound supply chains that length big geographic regions cross many fringes and 

range organizations of different sizes and technologies modernity. The result makes a difficult 

for keeping up mass food traceability. 

In [18] the seafood traceability is evaluated as aware below the multi-organization guideline. At 

2002 the Bioterrorism act as the primary demonstration of parliament to involve records of the 

prior and followed by foundation of food. Seafood is ready to be on the route in traceability since 

it globally traded product sold, frozen, and fresh. 

The seafood business traceability it has been practiced over an assortment of strategies which 

differ in multifaceted nature and fee and have been commonly actualized to meet a specific 

commerce requirement for the customer. Traceability is a system that support business 

improvement and particularly in observing the safety of the food to follow-back. The safety of 

food in seafood is commercially critical. There are different uses of recognizability that 

assistance impact the expense of following procedures [19]. The shellfish tracing is done through 

tag sorting (one of the primary implementations of traceability). In like manner, processor have 

discovered that using written by hand labels, cards or records give the capacity to catch and hold 

significant follow the information which is then connected with the "part" or "group" of 

procedure yield, for example, completed items or work-in-process (WIP). 
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The historical style for keeping up follow the information in writing by hand records make huge 

hindrances to successful and efficient trace the movement. Conducting trace forward and trace 

backward reverse activities are inalienably moderate and subject to blunder, particularly in 

bigger, compound supply chains. Manually written records make it considerably harder to lead 

examination to help business enlargement and to proactively recognize issues or patterns [18]. 

Database programs such as Excel, Access, and others are being used viably. Lately, there hosts 

been a multiplication of 3rd -party technology suppliers providing start to finish follow 

apparatuses to the fish business. The coding symbology integration, RIFD labels, GPS gadgets 

and broad utilization of the web is empowering dynamic fish organizations to impact 

detectability continuously and to give a degree of straightforwardness in item information to give 

significant purposes of separation in the commercial center. Some fish organizations are 

providing instruments to shoppers which permit them to insert coded data, check the code lines 

or take pictures of items and promptly get point by point item data, remembering it’s sourcing 

for their PC or cell phone. 

In 2016 reaction to food pollution around the world, Treatment Walmart is a food safety system 

that utilized blockchain technology in the supply chain [20]. Walmart established in the same 

year of food safety association center in Beijing. Furthermore, it got to contribute $25 million 

more than 5 years to investigate worldwide food safety [20]. Applying IBM’s blockchain solve 

depending on “Hyperledger Fabric”, Walmart efficiently complete two of blockchain guide: the 

pork in a China and the mangoes in the Americas [21]. Along with from a farm to customer 

method, Walmart's blockchain solve diminished interval to following mango sources from 

seven-days to 2.2s and advanced extra prominent straightness through food supply chain of 

Walmart's [21].This IBM called it " traceability for complete from start to finish " [22]. The case 

study focuses on features of actualizing a blockchain technology in the food supply chain and the 

open doors to sending blockchain to solve all through the worldwide food environment to expand 

safety and diminish waste.  

Around 48 million individuals in the United States contract foodborne illnesses consistently that 

is according to the centers of disease control also prevention (2011). According to evaluated by 

the World Health Organization that one from 10 individuals experiences food contamination 

around of the world, with 420,000 death, every year (2017) [20] .  
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In July 2017, papayas in the US advertise were connected to a multi-state outbreak of 

Salmonella. By mid-August 2017, the CDC reported 173 instances of salmonellosis, 58 

hospitalizations, and one demise across 21 states (2017). Heath authorities prompted customers 

to abstain from eating papayas and retailers not to sell them. Indeed, even by duplicating 

measures in the spinach flare-up, health authorities took very nearly three weeks to follow the 

source to a solitary homestead in Mexico. Papaya ranchers from unaffected regions endured 

financial misfortunes on account of the failure to quickly track and follow food items [23]. In 

suspected pollution, specialists audit paper documentation stage by stage. Wrong or fragmented 

information can additionally postpone their investigation. Multi-fixing nourishments may 

incorporate components from an assortment of various sources and multiple countries and 

traceability gets to make more complicated [24]. 

In 2011, China saw huge pork mislabeling debacle, alongside a tainting trick in which donkey 

meat items were reviewed on the grounds that they were found to incorporate fox meat as stated 

in [25]. Extra pollution, for instance, Sudan red, melamine, Sanlu poisonous milk powder, 

channel oil and clenbuterol. All of which had penetrated the food supply chain—further 

disintegrated Chinese trust in food markets [26]. In 2013, the lawbreaker people in the Europe 

supply chain swapped sheep meat by horsemeat. The unlawful replacement influenced more than 

4.5 million handled items speaking to in as minimum to 1,000 tons of food [25]. This fraud made 

permeant distraction to and trade notorieties. China is both a main merchant of pork and a maker 

of about portion of the world's pork; enormous, industrialized pork creation frameworks like 

those in the United States have been uprooting small-scale “backyard” pork producers [27]. 

American buyers quit eating spinach out and out, whereas restaurateurs and supermarkets take 

spinach off their racks and menus. Health authorities took right around fourteen days to 

distinguish the contamination source: one provider, one day's creation, and one parcel number. 

The powerlessness to quickly trace and follow the polluted spinach source in order to bring the 

noteworthy and enduring monetary mischief to spinach ranchers and disintegration of trusted 

buyer [10]. 

Walmart operated with IBM to create and perform its food source pilots utilizing blockchain 

technology [28]. As indicated by [23] "Blockchain takes care of business issues where trust is a 

piece of the arrangement" by giving what conventional databases can't: information permanence 



 8 

just as speed and security. IBM's blockchain depends on Hyperledger Fabric, which underpins 

measured design and attachment and-play parts, for example, agreement and participation 

administrations. It permits both productive information catch and information control. Most 

importantly, clients have a common point on reality anytime just as ownership and authority over 

their own data. [29]. Walmart built the Food Safety Collaboration Center in the middle to study 

the foodborne contaminants and creates risk evaluation models that different enterprises and 

associations will have the option to utilize. 

The process for pork starts where each pig is brilliantly labelled associated with bar code 

followed by packaged of pork. Despite the fact that using radio frequency (RF) identification and 

cameras, and the staff document the pig's motion too, and cameras hosted in slaughterhouses 

catch the full process. These processes protect pigs and modify the temperature even stay fix 

[30]. In pork production, dispatching trucks have sent temperature and dampness sensors, 

alongside worldwide situating and geographic data frameworks, to guarantee the meat shows up 

at retailers under safe conditions; Walmart can track the locations of trucks and screen 

monitoring in each refrigerated compartment and, if the environment conditions exceed built-up 

limitation, will alarmed to prompt corrective action [27]. 

In 2014 Walmart has do his experimental using IBM’s Hyperledger based on blockchain on 

sliced mangoes starting from south and central America to it north. Where mangoes are shipped 

worldwide that will become susceptible to pollution. Blockchain traceability will enhance trust 

between the public in the information. For mangoes, Walmart examines organic product quality 

all through the supply chain on the tree, at collect, at markets and at retail outlets to decide the 

quality and marketing able at each step. Such an examination could assist with foreseeing 

possible losses [31]. All the information is saved and tracked on the blockchain. In the 

distribution stage, blockchain linked number of devices and sensors in order to be able to register 

harvest damage due to temperature and humidity condition [32]. 

In 2016 the researcher [33] propose the blockchain technology that applied on some of the 

application that supporting supply chain in industry field. They demonstrate the favorable impact 

on the quality of supply chain for products using blockchain technology. 
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In [34] a method has been designed to merge radio frequency (RF) identification with blockchain 

technology to enhance agri-food quality by constricting on Chinese agri market because they 

have a complex supply chain system. 

Table 1-1: some related work 

#ref #Year #idea 

[18] 2019 The seafood business traceability it has been applied over a set of 

strategies which differ in multifaceted nature and fee and have been 

commonly actualized to meet a specific trade requirement for the 

customer. 

 [19] 2012 The shellfish tracing is done through adding a tag, the processor has 

done using written by hand labels, cards or records which is then 

connected with the "part" or "group" of procedure product. 

 [24] 2017 Foods may include components from a set of various sources and 

multiple countries and traceability get to make more complicated. 

 [25] 2014 China found set of mislabeling wrong on the pork this causes 

damaging all pork. 

 [25] 2014 Donkey meat items as assumed, were found to contain fox meat. 

 

1.3 PROBLEM STATES 

 

 Lack of knowledge of the origin of the product and the inability to track its source in the 

supply chain. Which leads to damaging the product fully in the case of injury part of it. 

 The fake product information that leads to the consumer safety threat. For example, food 

information is inaccurately affected by allergy and diabetic patients. As well as, it could be 

incorrect information about halal food in non-Islamic countries, or the validity date does not 

match between the packaging and the case. 

 Uncertainty that the fair trade principle supports workers giving low wages and violating 

their rights. 
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 Lack in central product tracking which caused the exposed to deliberate and unintentional 

change, leading to the inaccuracy of the information. 

So it can understand the traceability along with confidentiality in the whole data of agri-food 

supply chain, which ensure the food safety, by a collecting, moving and participating the genuine 

information of agri-food handling, warehousing, conveyance and marketing. 

1.4 CHALLENGES 

 

The fundamental challenge to keeping up the trustworthiness of a system is interferences by 

vindictive customers who attempt to control the system for their own benefits. Where Bad nodes 

try to send infection records to different nodes to manipulate with exchange data compromising 

trust in the system. This issue prevents the execution of a helpful distributed system. Conversely, 

blockchain technology has a solved this issue. Blockchain technology makes sure about the 

respectability of a distributed system through an agreement algorithm, which advantages to 

constant transparency as will discuss in chapter 2. This technology provides solutions to matter 

of food quality and safety, which are highly conceder by consumers, government, etc. 

1.5 OBJECTIVE 

 

The purpose of the thesis is to explain current effect of blockchain technology on the supply 

chain management of food safety to know the manner of the system.  

Building a product tracking system using supply chain leadto enable the consumer, government 

agencies to track and know the source and origin of the product in an easy, safe and reliable way 

from tampering. 

The system will provide high transparency in the topics of product quality and integrity of the 

working conditions to increase competition companies. 

The elimination of fraud occurs on large packages and cans especially dangerous stuff like 

medicine. 

Using the distributed system (blockchain) prefers on the centralized system as a result of their 

quicker computation, diminished upkeep costs, more noteworthy dependability, and simpler 

overhauls. 
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1.6 OUTLINE 

 

This thesis reviews one of the blockchain technology application in the agriculture and food. 

Chapter one consider the examples of organizations that have implemented this technology. 

Chapter two study the basic concepts, metrics and techniques of blockchain technology as a 

theoretical part will be based on a document examination that incorporates getting data from 

different kinds of archives: books, articles, diaries, logical reports and others. Additionally, it 

will explain the advantages and disadvantages of blockchain technology in terms of its adoption.  

Chapter three will have the system design, system functionality, technologies used in application, 

the application building and the implementation. 

Chapter four will demonstrate the testing along with strategies and the result and discussion. 

Chapter five will be contain the conclusion and the future recommendations. 
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2. THEORETICAL PART 

In the previous chapter explained the problem that needed to solve it and described the challenge 

that met. In this chapter, focused on systematic writing intending to describe applications that 

applied using blockchain technology. Will explain current or future usage that wrote at the 

papers and examine the effect of a blockchain that have a various enterprises. Additionally, 

describing about potential worries that emerge from the adding an application of blockchain to 

different sectors. 

2.1 BLOCKCHAIN TECNOLOGY  

 

It is a way for record digital data utilizing a ledger approach. 

The following basic attributes:  

 organized ledger,  

 automatically Increment of records when added data , 

 Encrypted and  

 Digital.  

Different attributes, for example, distributed and immutable. [35]. A blockchain is made out of a 

group of blocks that connected cryptographically. Blocks connected in a series utilizing hashes 

cryptographic. Hash is a specific-length num that get a given message or report. 

Blocks are consist of three major parts: 

 Data of block: it is a collection of dealings and/or messages. 

 Hash of previous block: it is value of hash for previous block.  

 Hash block: A hash block value for data and/or transaction in addition to that the chaining 

hash value [36] as see in figure. 
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Figure 2.1: Parts of blockchain  [36] 

Around 2008, an anonymous called Nakamoto wrote a paper around achieving transaction and 

money such as transaction with not needing the association from any person at an outsider. This 

was blockchain first utilize, the technology after Bitcoin digital money, an idea was very clear. 

Assume that client called X needs to transfer money or information to client called Y, while 

transaction occur, it working to as a block who is communicated to node /client on the system. 

At that point, the clients need to confirm if a transaction is legitimate. [37]. A puzzle requests 

utilization proven computationally. A riddle tackling strategy is mining classified, where the top 

miner that discover an arrangement obtain reward that is a bitcoin, so that miners are contending 

to be quickest to resolve puzzle-game. A transactions finished when fifty-one percentage of a 

client’s endorse on given solution. At that point, block of transactions is inserted to a blockchain. 

A blockchain a leger and keeping records as blocks incorporates every transaction [38] [39]. 

Despite blocks available to each clients, they can't be altered. A blockchain is getting 

progressively well-known and appear to utilize at a huge assortment of enterprises. A European 

Commission introduced an article at Apr 2016 [40], explaining that blockchain can ability 

essentially repair business models that exist. At a similar article, it was evaluated savvy 

contracts, in light of blockchain technology, could reduce foundation expenses of banks yearly 

by 2022. 

Consider blockchain a working framework like as Microsoft Windows or macOS, and Bitcoin is 

just one of the numerous applications that can run on that working framework. Blockchain gives 

the way to recording Bitcoin exchanges the mutual record however, this common record can be 

utilized to record any exchange and track the development of any benefit whether unmistakable, 

immaterial, or digital. For instance, blockchain allows protections in minutes rather than days 
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also used to assist organizations to dealing with the progression of merchandise that related 

instalments, enable makers to share supportive of diction logs with unique hardware makers 

(OEMs) and controllers to diminish item reviews. The blockchain architecture permits members 

to share a records that is refreshed through distributed repetition each time an exchange occur 

[41]. A blockchain is working as a ledger which workers record data for production, 

implementing and consumption an item for consumption or service. A ledger administering is by 

the parties that share usually through a network type peer-to-peer usually over a peer-to-peer 

network. A network verified from a new register before joining it to the blockchain, edit a data 

registered should follow up agreement protocol for decision-making, this meaning the lump of 

the parties contributory must approve about edit. Furthermore, edit to one of the registers leads to 

the edit of all the next registers thus, it is impossible to modulation the data registered in a 

blockchain [42]. Peer-to-peer repetition indicates that every member (also called a node) in the 

system works as both a distributor and a subscriber. [41] 

History of technologies recommends that two-factor influence on a central technology and how 

its business advance. Firstly is modernism ıt descrıbe how much an application is modern to the 

world, the more modern it is mean will be needed to exertion will be guarantee clients 

comprehend what issues it process. Secondly is complexity, expressed to by the degree of 

environment management included the number and variety of parties that require work together 

to deliver an incentive using the technology [42]. 

Blockchain is a distributed system that operational using the internet. It was presented at Oct 

2008 a major aspect of proposition for bitcoin, which is virtual money framework which avoided 

for giving cash, moving proprietorship, and affirming transaction. It is well-defined as “an open 

distributed ledger that can record transactions between two parties efficiently and in a verifiable 

and permanent way” [42]. It allows deal with transparently without the need for an intermediate 

like a bank or an intermediate in the agriculture section. The technologies change where a 

method for confidence is granted, confidence in a peer-to-peer architecture, this assistances 

return a confidence between provider and customers, which be able to minimize the deal costs 

[43]. Blockchain technology displays a trustworthy process of tracking transactions among 

unknown participants. Fake and crash be able to detect speedy. Moreover, troubles could be 

notified in actual by mix smart contracts [44]. Transparency is given by blockchain technology, 
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it gives for all participatory and eases a gathering of credible data. Blockchain able to register 

each step at the chain of a product’s value started with a product’s establishment and ended with 

its expired. 

From of makers' vıewpoint, utilization of blockchain technology aid set up a confidence 

connection with purchasers and planning the vogue of their items, by given transparently about 

item data in the blockchain. This make it hard for providers of fake or items that have low quality 

to remain at business sectors, it also gives to providers for enhance the nature of items in the 

entire agrarian and food parts. A consumers’ viewpoint, a blockchain consider reliable plus truth 

data of how food is created and deal with it. It helps customers' to process worry about security, 

environmental and quality of food [45]. The utilization of blockchain gives the potential to 

clients to act together with makers since buyers able to know a process of food creation more 

helpful and more detail. It backing the buyer through taking out hindrances that is found in a 

trading to fix a relationship plus subsequently fortify buyer trust in safety of food. From the 

viewpoint offices' of regulatory, blockchain makes dependable and exact data accessible for 

them to complete educated and productive guidelines [46].  

Blockchain is able to record the data of an item from its provenance to the retail location. It gives 

a protected and static method of putting away information gathered toward the beginning of the 

supply chain. Such as able to check and confirmed of data via any party associated with the 

supply chain of item. Also gathering information about all items may be expensive. In 

additionally, the transparency of such data help the control of disasters of horse’s meat that 

occurred in the 2013 in Europe [47] [48]. Many organizations have focused on search the 

utilization blockchain technology in a field safety of food management and effectively 

completing. For instance, JD.com , Wal-Mart and Alibaba are effectively applying traceability of 

food utilizing blockchain technology to follow a whole procedure of food creation, sales and 

preparing [43].  

A blockchain is essentially an appropriated database or open record for all digital transactions 

that been achieved then common among an interested parties. A transactions in the record are 

checked and agree on it from a big number of members in this a framework. Note if the data 

inserted, it never be deleted. Blockchain comprises a certain plus clear records of each 

transaction. [49]. 
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Blockchain is a method of placing digital info in records, this information can be anything the 

client want to save it. First applying of blockchain it was Bitcoin, it is an exchanges of money 

transaction. A transaction is putting as blocks, whose are connected (or fastened) together using 

cryptographic with hashes functions, then called "blockchain" [50]. 

2.1.1 Characterizes of blockchain 

 

The blockchain has numerous highlights that make it extremely appealing to explain it. As 

shown in Fig.2. According to [51]. 

Immutability: Permanent records is one of the primary keys of blockchain, when nodes 

approved into transaction after that logged it, it impossible to be changed. 

Privacy: Secrecy gives effective method to concealing of character to the clients and it keeps the 

personalities private. 

Decentralization: Absence a controller centralize it guarantees strength plus scalability by 

utilizing assets, Which thusly diminishes inertness and take care of the issue of the single 

purpose of failure of point that be present at centralized model. 

Better Security: A blockchain gives well security on the grounds that there is no single point of 

ability to close down the whole system. 

Increased Capacity: Blockchain able to build a whole system, this system has a large number of 

PCs cooperating all in all can have more prominent force than a couple of brought together. 

 

Figure 2.2 : characterizes of blockchain   
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2.1.2 The blockchain advantages and disadvantages 

 

2.1.2.1 Blockchain advantages  

 
Blockchain technology is a decentralized approach and this consider fundamental feature, it 

means not required to work along with the administrator central implies working without 

mediator ad the a members in blockchain make a decision. Procedure of security to central 

database may take a big time and may be spend a lot of money. Instead of utilize it, the 

Blockchain technology that have verification from the transaction, and then approval to add. 

Also, the transaction has the ability to be checked and exchanged independency [52]. Each 

activity in blockchain is recorded and the members has accessible for records  but this records 

and can't be edited or deleted. The positive effect is give to blockchain trusty, transparency, and 

immutability [53]. 

Blockchain trusty depends on the truth that is at least 2 participants that don't have contact 

previous with another. The base thought is the real not useless transaction between these no-

known persons. It can expand this trust further, in light of the reality that there may be more 

mutual logs and procedures. [54]. 

Immutable is mean the approved on a transaction over the blockchain. At the point when the 

transaction is associated with blockchain, unable to change or delete it. In additionally, this is 

depend on the system's type where it is a centralized system, will be tends to be changed or 

delete it, on grounds the option left to one individual (administer). Also, if system is 

decentralized like as, blockchain, the procedure of transaction as following, transaction will be 

duplicated in each PC for blockchain chain. This feature makes blockchain is strong plus 

everlasting. The members on a blockchain have ability to regulator of data equally. To alteration 

or delete data from the blockchain is possible when an intruder has the fabulous capacity to 

access for all PCs, which combine into blockchain before block recorded to it. If blockchain 

consists of small number of the PCs, blockchain will be more offered to attack, if it consists of 

ton of PCs in the blockchain framework will become more secure and more clear. [55]. 

Transparency to blockchain is accomplished when introducing fake transaction. As each 

transaction duplicated into another PC in blockchain series. Every member in blockchain able to 
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view the transaction, likewise, it means every activity appears to members of the blockchain. 

[54]. 

Structures of blockchain able to view issues and fix them fundamental. This advantage makes the 

blockchain able to tracking. High level of security in blockchain technology is accomplished on 

the individual login to system. Where each member who goes in the blockchain will be become 

member whose is connected to his record. Different explanation of security of blockchain is the 

reliable using cryptographic hash. At the point, if building a new block, it's important to compute 

hash to a new block. The new hash is dependent on the previous hashes worth. A hash function 

comprises of the block, previous hash value for block and ID num for block. This hash is created 

naturally by using node key. This mean, the data will be difficult to change [56]. 

The last advantage of blockchain is the quicker of processing for transaction. Generally, in 

banking organization the transactions take a lot of time to handling and initialing. Utilizing 

blockchain will assist in reducing the time of processing from around 3 days to a few second or 

even min. [56]. 

2.1.2.2 Blockchain disadvantages 

 

Primary disadvantage of blockchain is it using high-level of energy. Using energy required for 

saving a record. Each time when a new node is made, in a similar period, it views every and 

another node, so at this process transparency is building. The miners in the system are try for 

understand a lot of solution in each second in endeavors for approve on the transaction. Miners 

using PC that hold high-power. Where it try to stay node working in all time to guarantees that 

information putting on a blockchain is monitoring and safe from changing, these activities 

consuming power and time. [56]. The signature is a challenge of blockchain, in light of fact that 

each transaction must marked using a cryptographic function. It consider reason for the power 

consumption utilization. Another problems of blockchain is split the chain, this mean it node 

doesn't know the next chain in blockchain [57]. 

Another issue of blockchain is great cost for clients and nodes. Currently, there needed to 

working on a node that is effectively in blockchain. In this situation, the cost will be high, 

consider that the node got the higher award when solve the puzzle. [55]. 
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The significant cost is a major detriment of the Blockchain. The range of cost to transaction is 75 

and 160 dollars and a large amount of this cost using for energy [56]. 

2.1.3 How blockchain work 

 

Information keeping as a block then added to a series of blocks called blockchain, as a name 

recommends, it comprises of numerous blocks linked together. To adding blocks to the 

blockchain, number of stages must be happen: [58] 

 Must a transaction happen. 

 Must verified from transaction. 

 A transaction should kept in a block. 

 Each block must have a hash key. 

2.1.4 Types of blockchain 

 

In general, there are various kinds of blockchains relying upon the managed information, the 

accessibility of information and on activities that able to perform by users include:  

 Permissionless 

 Public permission and, 

 Private. 

Each info put on the blockchain it considers permissionless, it is available plus obvious for 

people in general but, some parts of it could be encrypted to protect a member's identifier. [59]. 

Blockchain permissionless, it means anybody can join to it without authorization and could work 

as a basic node or as a miner (node) [60]. 

The second type of blockchain called public permission is given permission just for a selected 

group of nodes that contribute agreement process [59]. This type considers it very well may be 

utilized inside one or over a few enterprises. At the point when a public type of blockchain is set 

up inside the industry sector (e.g., monetary segment), it will be used for restricted record and 

mostly unified. 
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The third type of blockchain is private, it just enables picked nodes to enter the system. [59]. 

This type consider permissioned systems so, it will be controlled the nodes that perform a 

transaction and execute smart agreements or working as miners. It managed by association 

authenticated party, as a result this type using for purpose that consider private or personal. 

Ripple and Hyperledger Fabric are consider examples platforms of blockchain that support only 

private networks of blockchain [61]. 

2.1.5 Applications of blockchain 

 

In this thesis, concentrated on six sectors for apply blockchain technology were discovered 

started with cryptocurrencies, electronic-Government, social insurance, supply chain, energy, 

and banking, which will broadly explain it. 

2.1.5.1 Cryptocurrencies 

 

Cryptographic consider on of significant application for the blockchain technology. Principally 

centered on using of cryptographic forms of money as a solution for payment. In [37], an 

author’s investigate about most cryptographic forms of money such as Ethereum, Litecoin and 

Bitcoin. In additionally, introduced an examination among these digital monetary standards, with 

respect to limitation of coin, algorithm, and reward for block. 

In [39], it analyzed boundary of computational cost (gas) and propose technique for lessening 

cost of gas while doing business using Ethereum blockchain. Digital currencies could likewise be 

utilized as a motivation component for proposing thoughts in useful ventures. In [62], the authors 

exhibit Open Bazaar, it is decentralized commercial, and it based on bitcoin multi-signature 

ensured which empowers free internet business transaction with not required any fees. In [63], 

IOT is foreseen to incorporate number of sensor that will be associated to the Internet, plus this 

sensor are anticipated to take place and produce an enormous data. By this path, data will 

producers make a smart contract that acknowledge as info of virtual and will yield a payment 

reception. 

A researchers of [64] focus utilize a protocol of blockchain technology for bitcoin to payment, 

furthermore utilize direct regression for probability of bitcoin and the of bitcoin proprietorship. 

An execution to network digital currency based on bitcoin is explained in [65] . Proposed model 
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incorporates network support and individuals and ability to take loans that are affirmed via vote 

individuals of the network. 

2.1.5.2 Electronic-government 

 

As of late, there are a huge development of electronic government supported organizations 

citizen, organizations and public groups. A Blockchain technology able to work like a platform 

that encourage technology applications to included exchanges of data where are included digital 

data of asset (e.g. stocks, cash, and ground properties rights) and decentralized trade (distributed 

trade). In [66] propose electronic voting based on blockchain frameworks, it describe how votes 

directly, securely and transparently as method that ensure the governments can't control polling 

where everybody is able to peruse and check the polling.  

In [67] the authors analyze framework of blockchain that checks validity of information in the 

electronic-government when transmission it to open administrations, executed in China. A 

Blockchain uses structure of protected information which able to distinguish, following 

transaction carefully and in the final stage sharing this data across systems of PC. In [38], the 

utilization blockchain technology as assistance bolster framework in public sector systems, for 

example, Digital ID management and secure report. The authors of [68] propose development of 

system for identity management based Ethereum and bitcoin equally. The writes suggest 

framework to technology blockchain to outdo on case of fraud tax by expanding transparency. 

Specifically, another protocol of blockchain is made called Pajakoin, it is basic, simple and 

securing for added tax [69]. In [70] presented a database potential for blockchain, for controlling 

profit streams for reduce it, however to reduce problem of double-spending at public tax 

department. Another utilization for blockchain technology where academic certificates are put 

away in a safe manner is broke down in [71], a methodology that may be extremely helpful in 

the public division. In [72], a framework  proposed that enable private information to be 

participate with numerous associations according to request of client Clients of framework have 

fully control in their information and data is consequently refreshed at each organization so, 

access to information. Finally, blockchain is referenced in [73] where this technology using to 

follow government officials' actions and put in as a direct to residents' hands. 
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2.1.5.3 Healthcare 

 

Another area of blockchain technology successful is healthcare. Utilizing blockchain, 

associations of healthcare can achieve high level of information and high-level preparing 

throughput for transaction. In [37] focus on case Estonia where using blockchain for sharing 

medical documents. Where using blockchain as a method to putting and getting of medical items 

during coordination’s procedure at medicine supply chain [66]. In spite of, blockchain it using 

for sharing and managing data about health in safety and secretly method, guaranteeing 

namelessness also trustworthiness via suppliers during patient life [74]. 

The authors of [75] give an answer by means of blockchain to control Electronic Medical 

Records so that information treatment of the patients turns out to be safer, private and not 

complex. All the more explicitly, MedRec (model that give patients permits to access for their 

own data about medical to specialists and medicinal services suppliers), ARIA (is a stage that 

integrate medical ray, oncology data and help medical to oversee various types of medical 

information, create oncology-explicit consideration plans, and screen radiation portion got by 

patients). 

Authors in [73] an exhibit of a checking framework is presented where the assortment of 

individual medical information and the warning of the patient (if there should be an occurrence 

of emergency) occur in actual. 

2.1.5.4 Energy 

 

Authors in [76] using blockchain technology for execute transparent of transaction in the energy 

sector among buyers and consumers at local networks comprising that have ability to be renew 

power source assets. Specifically in [77] suggest decentralized framework for exchange a token-

based energy, where participants negotiate about energy costs and can safely perform a 

transaction. In [37] some of features for blockchain technology that using in local power network 

it permits the conveyance, measure and charging of the power that regulated by the network 

itself without needed to a dependent outsider interference.  
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2.1.5.5 Supply Chain 

 

A blockchain technology guarantees recognizable proof for item origin [78] it also encourages 

the tracing process [79]. Moreover, in [78] item ownership the management system is described 

to not able fakes once the items arrive at the end of supply chain. Along with that, tracing of 

source item could be by executed subsequently buying as well as securing. In [62] Authors 

contended blockchain technology its gives security for supply chain, it mean ability to determine 

the risky section and ability to guarantee the reliability among supply chain accomplices. [71]. 

Everledger utilizes blockchain which establishes an overall record of precious stones (diamonds) 

in the extravagance merchandise showcase and guarantees their possession. 

The authors in [73] notice blockchain able to improve the food supply chain. In briefly, it exhibit 

Eaterra, which is consider a decentralized shop interfaces makers with customers by 

guaranteeing food traceability. 

2.1.5.6 Banking 

 

Various money related establishments are at present testing transaction on a blockchain platform. 

Some of authors established financial business man labs own of their working together with 

blockchain. One of standards that using for execute first transactions called “Ripple" [80]. It take 

10 second to finish a procedure, but in normal framework it take 2 day to finish transaction. 

Additionally provides an exhaustive study of how can blockchain accomplish resource 

digitization, highlight fact esteem move, subsequently remaking the monetary framework. This 

plainly expands the proficiency of clearing and settlement of money related resources after the 

transaction. There was some of estimating, the expense of transaction in organizations can be 

much diminished by use blockchain. All the more explicitly, in [79], a framework of blockchain 

that based on outskirt payment actualized using in blockchain for banking. Notwithstanding that, 

blockchain application could assist saves money with encouraging foreign exchange trades and 

continuous payment by social affair hubs in a blockchain, as opposed to having a national bank 

to manage payments [81]. 
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2.1.5.7 Other Business Sectors 

 

Aside from outcomes, blockchain could be assume a significant job at different sectors of 

business that not broadly dissected in researches. It very well may be an answer for protection of 

cars application by a pay-as-you-go.  In more explicitly, all information spilt from vehicle 

observing motor is put away in the blockchain database, which ensures that the information is 

carefully designed and discernible giving a snappier and  better client experience and less 

working expense just as maintaining an operating from frauds [82]. Besides, by exploitation for 

smart contracts, blockchain able to be utilized in seeding protection by social occasion climate 

information, where ranchers need protection security against the results of awful climate. 

Despite the possibilities for blockchain technology for using construction management. It able to 

give a solid setup for  construction management data, legitimate contentions plus will be  secure 

storing of sensor information during life-cycle stages with not needed to utilizing a central 

structure data typical maintaining and not needed to third part trusted [83]. 

2.2 SUPPLY CHAIN TECHNOLOGY  

 

It explains an improvement in the flows of items and/or services and data during the network of 

the supply chain. Recently, concept of a supply chain technology has been increasingly discussed 

in both practice and academic circles [84]. The idea of SCM (supply chain management) started 

at last part of the 1980s and got well known during the 1990s. Before the appearance of this idea, 

the organizations were using terms operations management and logistics. According to [85] the 

definition of a supply chain is a sequence of organizations and actions executed during a move 

this material from major provider to end consumer. 

It is a collections of providers which mostly contribute to creation, storing, steering, and lastly 

conveying a particular item to end clients. The chain is comprised of links between such 

providers to empower customers to have a sequentially requested history of what they are 

buying. Each link carries data with respect to time, cost, stockpiling conditions, and so on. Every 

one of these links is put away in the supply chain the management system which are halfway 

controlled stores that outfit such history to buyers. All providers are approved by a focal 

substance that controls a given flexibly chain the executives framework. Instances of the retail 

supply chain the board frameworks incorporate Coca-Cola, Amazon, and so forth. Furthermore, 
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such frameworks have a supply chain for each line of items, along these lines, for instance, 

Amazon's framework has many supply chains for various items [86]. 

The idea of the chain is significant on the grounds that it implies then the following link can't be 

reached without experiencing the past one which consummately reverberates with blockchains. 

In like manner, planning supply chain elements to our framework imply that all providers are 

"owners" partnered with hierarchical gatherings in Mesh where their wallet accounts get 

approved by Mesh worker, Mam [86]. 

Features of a supply chain it focuses on the make and transfer of merchandise from the stage of 

obtaining on it to receive by the consumers. Nowadays, the supply chain have ability to consist 

of in stages and areas various. Thusly, it has gotten harder to keep track of activities in the entire 

chain. In addition, if the transparency is absences in the supply chain, buyer and consumers don't 

have the ability to know the true value of the products or services. In the supply chain, there are 

some of the components that don't have the ability to follow it such as the natural occurrences. 

[87]. 

For most big associations, supply chain consider feature of a business, it enabling advance 

management for cost and flexibility. However, the term of fraud is found inside business 

department and it spreading in worldwide and is getting all the expensive associations 

consistently advancement. [88]. 

By the way, intricacy and length of supply framework makes it easy to impostors to abuse supply 

chain. In a specific area of food frauds, the supply chain of the food business is distinguished to 

become modern and so mind-boggling in worldwide. It frequently harder to checks what goes in 

an item or where from have been obtained on it. It is on the grounds that as organizations 

progressively redistribute assembling, coordination and different jobs, they have less 

permeability and control of key procedures. The issue has been exacerbated by the way that food 

costs are ascending amidst a profound financial downturn, a circumstance that has squeezed 

providers to scour the world so as to discover less expensive fixings. The outcome of this has 

been the rising fraud saw over the most recent couple of years. [89]. 

Food fraud occurs when providing food intended aiming to monetary profit and forwarded in 

mistake forms [90]. Supply chain procedures need a complete outlook to system on link in a 
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chain that cooperate productively to make consumer content satisfy at the sending to the 

purchaser. Frauds in the supply chain are various and are done by providers, merchants, workers 

or the board among others at any stage of the chain. Subsequently, it isn't generally an instance 

of willful blindness impairment with respect to a portion of the players associated with the 

supply chain. Regardless of whether these impostors do everything possible to monitor every 

single connection in the supply chains intricate, it almost doesn't to forestall a lot of deceitful 

activities, for example, scandal about the horsemeat [91]. 

2.2.1  Supply Chain Management 

 

It considers a method to plan and keeping up the activity to materials and items between various 

organizations to supply merchandise and enterprises to final purchasers [85]. For instance, 

assume needed to purchase another vehicle on the grounds that your present model has 

exhausted. Required the vehicle be a four-cylinder with automatic gear, cooling and 4 doors. To 

make this vehicle needs to 8,000 pieces from 300 providers’ worldwide. In actuality, 

organizations don't work in isolation, when goes a customer to purchases material from having 

providers, it goes as a supplier when conveys materials to buyers. For example, a distributor goes 

as a buyer if want to purchase products of makers, afterwards as a dealer when offering 

merchandise to shops. Purchaser able to take crude materials from providers, gathering it and 

sales it to different makers. Most items in a chain of the organization's transport among an 

essential providers and terminus clients. For example, Milk transfer from a farm, dairy, 

packaging plant, wholesaler, and grocery store before we buy it.  
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In the following figure 2.4. Explain the supply chain to piece of paper travels through various 

organization before you put it your work desk  

Every item select own supply chain for it and ability to broadened of supply chains. The supply 

chain describes the whole excursion of materials utilized 'from earth to soil'. During the 

transporting steps, resources move from crude materials providers, completing activities, 

producers, coordination focuses, outsider administrators, distribution centers, transport 

organizations, wholesalers, retailers, and a whole scope of different tasks. From time to time, 

supply chain skip end client for include reuse of materials. 

2.2.2 Benefits of Supply Chains 

 

Authors in [92] illustration the benefit of supply chain as following: 

 Preserving on the competitive features  

 The percentage of transparency big 

 It is considered a better for making-Decision. 

 It reduced from the level of merchandise that are stored. 

Figure 2.3 : Map of paper supply chain [85] 
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 It helping in raise sales and profit. 

 It make on reduce the time of delivery. 

 It assist in understanding of requirement of customers in better form. 
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3. DESIGN AND IMPLEMENTATION 

3.1 INTRODUCTION  

 

In previous chapter explained everything about the theoretical part of blockchain, type of 

blockchain, application of blockchain, supply chain . . . etc. This chapter will describe the 

practical part which contain the system design and the implementation in order to keep the data 

on a cloud to be seen all over the world. This data will be implementing some recent 

programming languages and advance platforms. The purpose of building this application is to 

permit the trusted clients that have the permission from the ministry to share these records by 

posting them. Since the content will be put on the blockchain that work as decentralized ledger, it 

will be changeless and permanent. A clients will be interact with the application through a direct 

web GUI. 

3.2 DESIGN OF PROPOSE SYSTEM 

 

Firstly, the purpose system design covers the stages starting from inserting the data to the web 

application for the trusted user, adding new records to blockchain ledger (which means entering 

the data to chains that web application contained), this data will be saved in the blockchain 

ledger after validating them. This chain has a field contains the serial number of the product, this 

field will be used to search about particular product. In other word, when a user would like to 

search a product in search site must enter its serial number or the QR if the product has it. This 

process can be done by using the camera of the device and in order to read the QR, the user must 

put the QR on a camera head as to shown in figure.3.1. 
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Chart 3.1: flow chart of design 

3.3 MODEL ARCHITECTURE 

 

This structure helps in tracking products by using the supply chain because of it provide the 

transparency and security that needed it in the agri-food system. The total of the work will 

consume this information in the manner of adding them to the blockchain. A blockchain is 

essentially a distributed ledger that include requested information, with a number of limitations, 

for example: 

 Blocks can't be altered or edited after adding them. 

 Clear principles for adding information to it.  

 Its structural design is distributed. 
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 Implementing these requirements give the following advantages: 

 Information immutability  

 No single point of control or failure. 

 A clear check path of the request in which information was included. 

The procedure of work explains the method that the system will work on it, firstly the user must 

be trusted which means taking the permission for the user and the application. After taking a 

permission the trusted user can add a transaction to one peer (node) and this peer will publish the 

transaction to all the peers that participate in the system thus mean this transaction all peers can 

see it and this will be done by validating procedure using the blockchain, and finally this 

transaction will go to ledger as summarized in the figure.3.2. 

 

Figure 3.1 : Procedure of work for the system 

3.4 IMPLEMENTATION  

 

In the novel various world of programming, there are various approaches to plan and execute an 

application. There are virtually endless possibilities and choices to browse, starting from the 

choice of the application type, followed by the choice of environment, programming language, 

technologies, and systems. This section will describe these decisions. Besides, this part contains 

a section about information base structure. 
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The best option that must be made is sort of application that suitable on particular conditions. 

Thinking about the domain of the applications, the expected clients, and use instances of the 

application, there are two primary methodologies which would be conceivable – either 

actualizing local applications both for PCs (for the chairmen) and cell phones or making a web 

application – or, obviously, consolidating the two methodologies. 

Obviously, web applications do have their drawbacks – it is hard to ensure acceptable client 

experience for clients of all web programs and devices of every different size, and they will, in 

general, they tend to be slow adjusted than their local partners. Nonetheless, in this situation, the 

favorable circumstances appear to exceed the weaknesses, so it was decided to build up a web 

application, with a likelihood to change it to progressive Web App, or developing native mobile 

applications as a future recommendations. 

3.5 APPLICATION REQUIREMENT  

 

In this section, two kinds of requirements will be introduced – functional requirements, summing 

up what tasks should the client of the application have the option to do, and non-functional 

requirements, summing up the rest of the application however the usefulness – for instance, 

reliability or ease of use. 

3.5.1 Functional Requirements 

 

The functional requirement are logically separated into bunches by their relation to a similar kind 

of subject. Additionally, there are three approval levels in the application: client, staff and 

Superuser manager. Since a Superuser can do everything a user ready to do, staff can do 

everything manager is ready to do. The functional requirements of these users start from a client 

along to the higher approved job – this applies to every requirement gathering. Exemptions to 

this standard are unauthorized users and Superuser, which both have unique requirements. 

Account management 

Unauthorized User is able to: 

 Register into the application 

 Log in to the application. 
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User is able to: 

 Adding data to application. 

 Leave comment including his contact information. 

Superuser is able to:  

 Control the application by get every user authorization that needed. 

3.5.2 Non-Functional Requirements 

 

This part will comprise of a brief of non-practical requirements, except the choice of 

programming language, stage, and structures – these significant aspects will be discussed in 

details next section. 

 Accessibility: application is available through all normal internet programs on stable URL to 

everybody with web access. 

 Adaptability: the framework can be utilized for a wide assortment of utilization cases, and 

subsequently is genuinely adaptable. 

 Integrability: system currently provides several API endpoints, because we used python 

language enabling usage by third-party applications with proper authorization. 

 Security: core usefulness is accessible just too approved users, moreover isolated by client 

jobs. 

 Usability: this application is easy to use for individuals of any age and education levels. 

3.6 USED TECHNOLOGIES 

 

While picking the creation environment and programming language, a few factors must be taken 

into consideration – initially, the choice made about the kind of the application must be 

considered which makes the list of technologies possible to utilize significantly smaller. Another 

viewpoints worth considering is the ubiquity of a language and environment, as more famous 

languages have greater communication and hence it is a lot easier to find a solution for problem 

which will without a doubt happen. Considering all the previous points. 
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3.6.1 Django  

 

Django is a framework for web development dependent on python. It was initially evolved to 

avoid setting up new applications web completely without any preparation. Django was brought 

into the world in 2003 at Lawrence Kansas. The online world group was responsible for a few 

nearness news websites maintenance and creation. Moreover, in 2005 when Django turned into 

open-source programming. These days several thousand clients are utilizing this established 

project open source. 

There are two key feature of Django. It is an open source platform, well focused on managing 

everyday issues in the web programming that Django developers are confronting or have 

confronted And, it contains number of helpful highlights for example, an administrator page as 

shown in figure.3.3. 

 

Figure 3.2 : Classic defaulting Django admin site 

Despite the fact that Django is well for this type of sites, it is additionally a viable tool in 

building such a unique web sites.  Django began as an inside project in 2003. Django was created 

to comply with the quick time constraints, while simultaneously keeping the development 

procedure clear and viable. By the mid-year of 2005, it gets develop enough to deal with 

destinations, and the engineers choose to deliver it to people in general as an open source 

venture. The project was called jazziest Django Reinhart [93]. 

Django is a group of segments that are designed to work together, and they cover a significant 

number of regular parts of web improvement. At the point when a user peruses the web, 

experience a wide range of sites that, on the exterior look as different, but in the real it contains 
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the same pattern [94]. Each web site serves HTML that is the language that includes the content 

of the site, CSS is responsible for explains how the content is showing, pictures, etc. Most sites 

take the ability to sign in to the personal zone, where you can see a dedicated region for the client 

and information that may not be open for entirely clients. Django provides this with their 

components [94]. A significant side of Django is that a number of its segments are autonomous 

and, accordingly, can be utilized separately with no needing to gather every one of them. In the 

past, The designers of Django Framework perhaps focusing on solving the problems specific for 

newspaper , nowadays the Django framework is fit to process any domain [95]. 

Django is a structure that follows the model-template-view pattern, whose is fundamentally the 

same as the model-view-controller pattern design whose numerous different systems have. The 

model layer describes the database layer, utilized for data keeping. Django redeems the user from 

composing SQL inquiries. Rather than the SQL, a user can utilize Python objects, and the 

load/save activity is taken care of user. The template layer is in charge of making the HTML 

responses. It permits the users to separate the HTML into segments, merge these segments in 

numerous sites, do fasting changes, creating of information, and numerous different activities. 

The view layer is consider as a bridge layer between the database and HTML, and ordinarily is 

the greatest layer in an application. It is the place most business rationale is found. It is in charge 

of for telling the template layer what yield to produce, to pass the information that should 

become back to the client, to deal with structure entries, and to interact with the model layer for 

persisting information [94]. Figure.3.4 explains the home page of Django. 
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Figure 3.3 : Home page of Django 

3.6.2 Python  

 

A python is a well-known significant grade powerful language programming. It is modern and 

quick. Python libraries spreading everything from synchronous handling to compress documents. 

It has many features that make it more powerful than the other programming languages, for 

example, Java, Ruby, Perl and others. Proposals highlights are: 

 python language is an object orientation program  

 understandable and clear syntax 

 perfect quality, supportive various packages  

 broad libraries standard and outsider modules for each conceivable undertaking  

 high-level powerful information kinds 

 additions and modules are easily written in C++, C(or Java for Pythons, or .NET dialects for 

Iron Python)  

 enable embedded application inside as scripting interface 

A python is additionally utilized in different applications, for example, Internet and web 

development, Desktop graphic user interfaces, Education and in other applications. Besides, 
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python coordinates well with different articles such as .NET. Python runs on most working 

frameworks like Linux/Unix, Windows, and Mac [96].It is easy to understand, so that’s it has 

been chosen for this project. Since there are many programming languages accessible today, 

Python is a broadly useful programming language. Despite the fact that it is utilized for a wide 

difference of application, Python is entirely appropriate for creating applications web. It has 

perfect and sophisticated syntax, and is upheld by a huge library of standard and contributed 

modules, which covers everything from multi-threading to the files zipping. Also given that there 

are about 1 million Python clients out there at the moment, the decision of advancement 

apparatuses is at times dependent on novel imperatives or individual inclination [96]. 

Python is totally free to utilize and distribute. Similarly, as with other open-source software, such 

as Tcl, Perl, Linux, and Apache, you can bring the whole Python framework's source code for 

nothing on the Internet. There are no limitations on duplicating it, implanting it in your 

frameworks, or transportation it with your items. Truth be told, the user can even sell Python’s 

source code, in the event that so disposed. However, don't misunderstand the thought: "free" 

doesn't signify “unsupported” [96] .Moreover, it is not difficult to learn in view of the fully 

written documentation composed, availability of the books, wiki pages. At long last, Python is an 

open-source license and implies that it is uninhibitedly distributable and usable in any event, [97] 

as shown in figure3.5. 

 

Figure 3.4 : Default Python interpreter 
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3.6.3 Database 

 

While Django doesn't require a database for it to work, Django is capable to utilize SQLite, 

which is an inserted database engine, but it is not propose for preparation environments because 

that is not its aim. So in the last version of programming establishment, the project need to 

ensure that it has a database framework for handling the information. The project has some of the 

choices accessible with regards to databases. The most ordinarily utilized ones are both open-

source: PostgreSQL and MySQL [93]. 

3.6.4 PyCharm  

 

PyCharm is an Integrated Development Environment (IDE), it was created by Jet Brains 

software organization. It is strong and devices arrive at program which makes Python 

programming fast and productive. PyCharm is also a strong tool for creating Django applications 

[95]. It gives number of features, for example,  

 Navigation Project  

 Assistance Coding  

 Analysis Coding  

 Debugger Graphical  

 Refactoring Python 

 Integration version Control 

A default IDE of PyCharm can see in figure3.6.  
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Figure 3.5 : IDE PyCharm  

3.6.5 SERVER 

 

In this project Window PowerShell is use in order to run application with some command of 

PYTHON as see in figure3.7. 

 

Figure 3.6 : window for PowerShell 

3.7 BUILD APPLICATION 

 

In this part the building of the seed web application will be explained along with its features. The 

primary layout of the application is shown in figure3.8. 
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Figure 3.7 : The main interface of seed application 

3.7.1 Getting Permission 

 

Firstly of all, user (end user) must take a permission to add a transaction or information for the 

system. Django framework provide some permission that user can using it as see in figure3.9. 

 

Figure 3.8 : Permission provided by Django Framework 

1) Active: This mean that the user is registered in the system and waiting the manager to accept 

after confirm from his information. This user can just see the data the display in the system. 

That’s mean the user can’t add any information or data or add any new product to the system. 

 

2) Staff status: This type of users can add and view products information which can’t control 

the admin page such as accept new users or edit permission of users. 
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3) Superuser status: This permission makes the users as a manger. Users can control 

everything at both client side and server side of the system. Furthermore, in this type can add 

a specific permission for users which can be done by Superuser only and Django framework 

provides some of these permissions for any users as shown in figure.3.10. 

 

Figure 3.9 : Specific permission that provided by Django framework for users 

Django prepares a client system authentication. It treats client accounts, groups, and 

authorizations and treats session’s cookie-based user. 

In order to explain the implementation works of authentication system, it is necessary to know 

what extend suitable for customers and the project's requirements. The system authentication of 

Django treads both authentication and authorization. The authentication checks a clients is which 

they right to be, and authorization set whatever an authentication user is permitted to do. The 

authentication system is a common method of executing labels and permissions to one or more 

than one user as shown in figure3.11. 

 

Figure 3.10 :  Authentication and authorization system in Django 
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It contains the following features:  

 Permissions: flags determine whether a user may execute a specific task. 

 A password depend on hashing system. 

 Apparatuses for logging in users, or restricting content. 

 A pluggable backend system. 

In Django the authentication of the system intends to be extremely nonexclusive and does not 

give a few highlights generally found in web authentication frameworks like:  

 The strength checking of Secret key (password)  

 login attempts choking   

 third-parties authentication for instance (OAuth)  

 a permissions of object- level  

Django accompanies a built-in permissions system. It gives an approach to appoint 

authorizations to explicit clients and group of clients. It's utilized by the Django administrator 

site. For users that accepted in the system, every user will have a generated activation key.  

3.7.2 Store transactions into Ledger 

 

The public term “Data” is switched at the blockchain applications by the term "transaction." So, 

just to bypass the confusion and maintain consistency, the system will be utilizing the expression 

"transaction" to point an information in the system model. In the conventional client-server 

design, the system store transactions records in a database, in a centralized area. The keeping the 

system information in a central area has the following disadvantages: 

 Possibility for losing this information.  

 Threats for information integrity. 

There are number of features for the transitions that have been kept in the blockchain ledger. The 

first point can mitigate and explains the duplicating of information in various areas (known as 
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backup). The second point is guarantee the integrity of the information that have put on the 

server. The unified way to deal with information storage is not generally ideal. The 

decentralization of data storage, commonly known as a distributed ledger. Since the transaction 

are reproduced on various PCs, Putting the same transaction on numerous PCs guarantees that no 

single PC can do any modifying process without any permission in ledger. If a user would like to 

edit a transaction, it need to make the modifying on all PCs. The more PCs taking an interest in 

the system, the more PCs needs to edit as seen in figure 3.12. 

 

 

Figure 3.11 : Blocks that saved 

The transactions are placed into blocks. A block can include one or numerous transaction. The 

blocks will consist of the transaction that are generated and added to the blockchain. Since there 

can be different blocks, each square ought to have a remarkable ID.  

3.7.3 Add digital fingerprints 

 

The system prefers to deny any type of altering in the information inside a blocks, and make a 

discovery from the initial steps. To recognize if the information in the block has been altered, the 

user can utilize cryptographic has function. 
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A hash function is a function that takes an information of any size and makes them a fixed size, it 

is commonly utilizing to recognize the information. The attributes of hash function are:  

 Easy to compute. 

 Deterministic (similar information will bring a similar hash consistently).  

 Irregular consistent (randomly), which means a small change in an information is essential to 

change the hash. 

In Django when user register it take a activation key this is based on the base64 function that 

consider type of hash. Base64 is an algorithm that utilizing an idea of recent encryption 

algorithm [98]. At the point when a client signs up, the activation work process makes a new 

user instance to the account and sets the is_active field to False. It then managers (Superuser 

staff) can accept this client by make field is_active is true as seen in figure.3.14. 

 

Figure 3.12 : Activation Key process 

3.7.4 Server and client in progress 

 

a) From the client side: In first step after turn on the system, users must enter data to system. 

This step can explain in number of stages: 

1. Input supply chain process stage. 
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 It contain five stage (chain) every chain need to insert information about product. 

 Only users that registers in the system and take permissions as Superuser or staff status can 

add information to this chain and only this users can see this stage. As can see in figure.3.14, 

figure.3.15. 

 

Figure 3.13 : Chains for product before register users 

 

Figure 3.14 : Chains for product after register users 
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2. Save information in blockchain 

 After write information in the previous step, it necessary to save data in ledger to enable all 

world to see it. 

 Each chain in the system contain some information about product need to filled by users, as 

presented in figures (3.16 – 3.20). The system consist of five chain, every chain contain some 

information, this can consider as stages for seed. 

 

Figure 3.15 :  Information that needed product in chain1 

 

Figure 3.16 :  Information the needed product in chain 2 
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Figure 3.17 : Information that needed product in chain3 

 

Figure 3.18 : Information that needed product in chain 4 
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Figure 3.19 : Information that needed product in chain 5 

3. Searching a product depends on two methods:  

 Enter serial number that inserted to the blockchain as seen in figure.3.21. 

 After entered the serial number and click on search button, it will display information about 

product. 

 Using the QR that can be found on the product label as seen in figure.3.21. 

 When click on QR Search, the camera will turn on and read the QR sticker of a product. 

 

 

Figure 3.20 : Ways for search 
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After select the way to search, if the product is registered, the basic information about this 

product will display if not it will display empty. 

a) In server side : 

1. Register users : 

 To register user will click on the button on the home page as shown in figure.3.22 

 

Figure 3.21 : Home page with Register Button 

 When click on Register Here, This mean register a new user that the system will accepted 

by the manager to become a trusted user. 

 The information that the system requested as shown in Figure.3.23. 

 

Figure 3.22 : Register page 
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2. Django depends on a MVC (model-view-controller) pattern. So it is essential to create data 

models (or tables) along with view and controller. The advantage of MVC are:  

 

 Numerous developers can work instantaneously on the model, controller and views.  

 Logically MVC gathers the related actions on a controller as well as the views for a certain 

model which are grouped together.  

 Models can have numerous views. 

 After creating the data models, the changes need to be reflected in the database to do this run 

the following command: 

python manange.py makemigrations 

 If it didn’t find any errors then, it creates a file in the migration folder. Later run the 

command given below to finally reflect the changes saved onto the migration file onto the 

database. 

python manage.py migrate 

 The user need to take consideration the validation process such as strong password, email, 

valid user name which will help to make system strongly and secretly. 

3.   When a user enters the data, the data will entered to server and needed to get permission from 

the managers to be accepted. 

4. The data models and the Form class are created. In order to run the web application, it is 

essential to run the server as the follow :  

 First, run on localhost through this command: 

   python manage.py runserver 

 

 In the server, as mentioned previously Django framework is used as a server and as ledger. 

So every user when registered, the system will generate an activation key. Django framework 

contain algorithm to generate activation key for each user added to system as shown in 

figure.3.24 
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Figure 3.23 : client and server mechanism 

3.7.5 Contact page 

 

This page used when someone have a problem and want to contact a manager. The user can write 

what is the problem as a message along with the email and the user name to the manger email as 

shown in figure.3.25. 

 

Figure 3.24 : Contact interface 
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Figure.3.26 explain how the message arrive to manager when a client click on the submit button. 

 

Figure 3.25 :  Message from web page for contact form 

3.7.6 Login 

 

When the Login activity is called, it is checked that the client name and password are valid and 

the client can be signed in. After the client is signed in, the function adding chain is called, and 

the function logout will called as shown in figure.3.27 and 3.28. 

 

Figure 3.26 :  login Button 
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Figure 3.27 : Logout button 

If it does not exist it will be directed through return function. 

3.7.7 Restore page  

 

If client forget password or user name the function reset is called, this done by click on reset as 

shown in figure.3.29. 

 

Figure 3.28 :  Reset Button 
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By clicking on reset it, the redirection will be to the reset page as shown in figure.3.30. By 

entering email and hit the button “reset password”, it will send information for creating a new 

password. 

 

Figure 3.29 : Reset page 
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4. TESTING & DISCUSSION 

4.1 TESTING  

 

The Test is a fundamental piece of programming improvement – it intends to discover 

imperfections of the application, watch that the application meets business prerequisites and can 

even in as a to discover new necessities. Whenever directed effectively, it is an integral asset 

which can be utilized to improve the application gigantically. In this part, testing of the 

application usefulness is depicted. 

4.2 USABILITY TESTING 

  

As the name recommends, the essential objective of ease of use testing is to improve the 

usability of the application. The premise is clear and direct – members who represent to expected 

clients of the product are picked and are allocated a series of the tasks which would be ordinarily 

executed in the application. Members are noticed while finishing the tasks and are gotten some 

information about their choices all through the process, recording everything any of them says. 

Next, the entirety of the notes are analyzed and utilized for making a list of issues which should 

be fixed and a list of necessities which may serve for actualizing new highlights later on. 

4.2.1 Chosen tasks 

 

The tasks are isolated into groups which relate with client jobs accessible in the application. The 

groups are rearranged from the least confined activities to the most limited – implying that the 

tasks recorded for the basic client are first and task for directors are recorded last. The 

explanation for this is direct – while the administration will be entrusted with all tasks clients and 

directors will be entrusted with (in light of the fact that executives will need to utilize the 

application for getting messages about their inclinations too), that isn't correct the opposite way 

around. 

4.2.1.1 User 

 

 Account management – registration. 

 Interest area – showing the data for every chain for product. 
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 Contact message – leave a message for manager. 

4.2.1.2 User Staff 

 

 Account management – signing in, logging off, etc. 

 Interest area – showing and adding data for every chain for product. 

 Contact message – leave a message for manager. 

4.2.1.3 Manager staff 

 

 Account manager - grant permission for every user and control in the admin page, setting up 

user staff. 

 General interest area management – listing, creating, deactivating, editing. 

 Interest area – showing, adding, editing and delete data for every chain for product. 

 Contact message - leave a message for manager. 

Table 4-1: Permission of staff in system 

Permission Guest (user) User staff Manager staff 

View Data available available available 

Add chain unavailable available available 

contact available available available 
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Register available available available 

 

4.3 EVALUATION  

 

In this section, the final result of the development process in a type of screen captures appear, 

downsides of the application are referenced and comparing answers for them inspected and new 

technique proposed. The application is currently deployed to company testing server and 

accessible from the internet on http://seedchain.com and is already fully functional with all the 

functional requirements (as described in the Analysis chapter) met. Figures 4.1, 4.2 and 4.3 on 

next pages show screenshots of the currently deployed application. 

 

Figure 4.1   : Home page 
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Figure 4.2 :  Showing Data 

 

Figure 4.3 :  Adding Data for every chain 
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Figure 4.4: SearchPage 

 

Figure 4.5 :  RegisterPage 
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Figure 4.6 : Contact Page 

Despite of the application being already deployed and completely utilitarian, there is still a ton of 

work to be finished. This comprises of fixing the issues found while directing client testing, 

discovering solution downsides of the application and proposing new usefulness. 

Figure 4.1 illustrates the web application, starting at the Home page, users immediately facing 

button for registering in the web application which can interact and discover pages.  After 

clicking on a Register here a Register page pops up with fields that must be filled by users and 

after filling the field must click on the button called Submit to send data to save in register 

ledger. 

After the user took permission from manger web, he can log.in to the application , If client has 

already logged to the application, then a click to log out will appear. If the logged-in user by 

clicks the button  he or she will be taken to a page that can add information form to add real data 

about seed just from a trusted user.  

Based on the login status of the ckient , the seed page in the application will change from having 

button adding information or not found. The Home page, and the Login page, the seed page and 
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search page, the contact page, the  and the Logout page. The Contact page (Figure 2:8) has 

fielded that if the user wants to leave command about the project or leave command to the 

managers to ask about something. 

As mention previous, the web application has been based on a reacting format, thus it very well 

may be seen on both conventional and portable screens with the same use. Therefore, the site is 

comparatively directly, simple utilizing similar colour and Times New Roman font is used so as 

to supply design continuity anywhere the site. Arial is utilized for the content and other littler 

estimated text. Each page depends on a comparative layout which has at its base top route bar 

and a basic footer. The substance between those two components changes relying upon the page. 

4.4 DISCUSSION  

 

This section is shown the pros and cons of the web application. This discussion will demonstrate 

the whole stages that lead to find the strengths and shortcomings points by assessment the web 

application. 

4.4.1 Application Strengths 

 

The evaluation offer that the application satisfied the base prerequisites that were resolved. This 

part will additionally plot the web application strengths, and furthermore, talk about the strengths 

of the subsequent web application model. 

In this manner, the web application’s strengths are:  

(1) Adding real data about the seeds by only a trusted person which have got a permission from 

the ministry and has a knowledge about them. 

 (2) Inviting people across the world to add their real data which they have the accepting letter 

signed from the ministry of their country in order to get involved and contribute in the system. 

(3) The application is easy to use and friendly which can be accessed using any computer or 

device that has an internet access. 

(4) The system can be access all over the world 
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As mention, part of the purpose of this thesis is to build up the web application in such a way 

that it can be served as a web application model for other people. Considering, the web 

application model's qualities are:  

(1) It doesn't need advanced information base administration setup and maintenance abilities;  

(2) The code is open source and can see it by using PyCharm, the code can be modified and 

stretched out to all the more likely suit a venture's prerequisites; 

 (3) The application's apparatuses are free and reasonable compared to setting up similar services 

hosted on one’s own servers. 

4.4.2 Application Weaknesses 

 

The web application shortcomings originate from the execution of a portion of its advantages. 

For instance, theoretically, anybody access the application, one significant obstacle to overcome 

is the local language. The official language in Iraq is Arabic, and keeping in mind that English is 

getting more mainstream as a second language for the more youthful age, most of the public 

communities in Arabic. Therefore, the web application is adequately unavailable to a large 

portion of the local network, a considerable lot of whom may have pertinent data to contribute. 

Thus, translation of the web application into Arabic is included for the applications for future 

recommendation. 

The application currently limits the ability of adding profile photo, which would facilitate the 

authorization of user. In this manner the gather data will be limited.  

Likewise, with respect to recording extra data, the application doesn't have an approach to record 

a user's area on the guide utilizing versatile tracking or geolocation. The application is not 

responsive and thusly, is streamlined to be perceptible on a tablet or cell phone. 

On the Superuser staff side, the application interface exists to manage, vet, and control 

commitments to the fundamental record. At present, the head should play out that examination 

through a correlation of the record. This doesn't consider the veracity or precision of the 

commitments, and maybe an open reviewing process is. 
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Concerning utilizing the web application as an advancement model for comparative 

undertakings, aside from the as of now referenced shortcoming of the application itself, 

execution will involve some specialized aptitude and programming experience, regardless of 

whole try to make the application as simple to actualize as could reasonably be expected, with 

the utilization of a few diverse easy to use web administrations. So as to balance this, the 

storehouse won't be made open until great documentation for the establishment and use is 

incorporated. 

During the development process, it turned out to be evident that there were a few highlights that 

would enhance the web application in spite of they aren’t being inside the extent of the 

underlying prerequisites or maybe being excessively troublesome at this phase to program or 

actualize. These, alongside different activities, have been remembered for the web application's 

guide for future development, which has been arranged by level of significance as see in Table 1  

Table 4-2 : Roadmap of Web Application 

Feature or 

Activity  of the future 

web application 

Importance Notes 

Translating into 

Arabic 
High 

This would extend the conceivable 

patron pool for the project zone. 

The ability of 

adding new records 
High 

This would permit contributors the 

capacity to include records from outside the pilot 

overview region. 

Refine 

navigation 
Low 

When the site has more records and data, 

this would assist clients with finding what they 

are searching for. 

Integrated 

interface to manage 
Medium 

This would give the application 

administrator and/or users the ability to monitor 

the contributions and push changes to the main 
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record. 

Ability to 

upload images for users 

register 

High 

This would enable clients to incorporate 

a picture with a commitment without facilitating 

the picture on the web. 

Add geo 

tracking ability to map 
High 

This would enable clients to see and 

record their genuine area corresponding to the 

structure records while seeing as well as a 

commitment to the application. 

 

The significance of every item on the roadmap is dictated by taking the thing's capacity to 

enhance the project as the simplicity of execution and amount of exertion. For instance, the 

capacity to include new records is an element that doesn't as of now exist for contributors and 

would extend the measure of information gathered Whereas, refining the route just hardly 

improves the client's understanding and may require a considerable amount of programming to 

execute. 

4.5 CHALLENGE WITH AWS  

 

We try to using the AWS service to execute this project but we have some problem that will 

explain it now. 

Amazon site and shortcut to Amazon Web Services provides many services, including service 

for blockchain managed that it managed blockchain, which is a fully managed through the 

amazon site in order to create and manage blockchain networks using its open source 

frameworks. Currently, the framework supported on the Amazon platform is of the type 

Hyperledger Fabric open-source framework. Blockchain allows building applications where 

multiple parties can operate transactions safely and transparently and share data without the need 

for a reliable central authority. Anyone can use this service to create a fast and efficient 

blockchain network in three ways: 

1- Via AWS Managed console  
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2- Via AWS CLI  

3- Via AWS Managed Blockchain SDK 

Blockchain works to meet the requirements of millions of transactions that belongs to thousands 

of applications. 

After turning on the blockchain network, it also works managed blockchain to simplify network 

management task. 

Role managed blockchain: Manages your certificates, allows you to easily create a proposal and 

vote on it through network members and tracks operating metrics such as computing, storage and 

memory resources. The problem with hyperledeger fabric is so expensive , the time for free is 

720 hours just and need to make this service working along time and the billing it shock !! 1340 

$ as see in figure4.7. 

 

Figure 4.7 : First bill from AWS 

and every month I recived bill with 300$ fee And I meet many problem with command that I 

follow it from AWS documantation. For that I go to use sawtooth hyperledger and I used same 

steps but I found also it expensive and not free for that I building this project by using 

programming language.some screenshot from AWS blockchain. 
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Figure 4.8 :  Home page for AWS Blockchain 

 

Figure 4.9 :  Selecting Fabric Hyperledger 
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Figure 4.10 : Sawtooth Hyperledger home page 
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5. CONCLUSION AND FUTURE WORK 

5.1 CONCUSION  

 

In this work, a blockchain and supply chain technologies introduced that integrated with web 

application, which is used to solve some of the problems that appear is a management system of 

product that can illustration in a first problem is lack of knowledge around a source of products, 

especially seed item in this research. In this problem it inability to track the item to save health 

safety. It leads to damage the item fully in the case of injury part of it. Also, minimize or 

eliminate of fraud where an only trusted person from the ministry will use this application and all 

information will be checked from truth that entered to the system. Data save using blockchain 

technology this is helping to protect data from hacking, as well as the data in blockchain save on 

all computers that participated in the system, so if any hacker wants to crash the system, the 

hacker must hacking all the computers in the series of blockchain computers. Whenever the 

serıous harder and longer make it harder to crash.  Blockchain technology able to adapt to build 

advanced economy using in digital trade. The system proposed with technologies that utilizing 

(blockchain and supply chain) provide solution to issue of food quality and safety which are take 

a highly place by consumers and government. 

5.2 FUTURE WORK 

 

As a future work, the researchers can using sensor in the stage of cultivation, when cultivation 

the seed can put sensor to calculate the size of the seed in this stage, this information will saved 

as data sending to blockchain but not publishing for each participate before take permission from 

member of ministry in the system. 
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