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Scalability of a cloud application is the ability of an application that handles the service
level agreement (SLA) requirements for all customers. In a non-isolated SaaS system,
the different clients of a SaaS can freely use the resources of the SaaS. Hereby,
disruptive tenants who exceed their limits can easily cause degradation of performance
of the provided services for other tenants. To ensure performance demands of the
multiple tenants usually elasticity of the SaaS is needed, which supports changing the
hardware resources. In case the users’ demand change, the system can scale itself up or
down according to the minimum necessary computational power to handle all the
requests within the minimum requirements of SLA. The main goal of elasticity,
however, is not directly to support performance isolation but scalability of the SaaS in
general. As such, relying only on elasticity does not explicitly solve the problem of
performance isolation.

Performance isolated systems aim to ensure the minimum requirements of the SLA to
all of the customers. Ensuring the fair behavior with respect to customers is a need for
building a performance isolated system. Various performance isolation approaches have
been introduced including artificial delay, round robin, blacklist, and thread pool.
However, these approaches assume a SaaS system with thin clients whereby all the tasks
are handled by the SaaS.

This thesis introduces the “Tork Framework™, for developing scalable and performance
isolated enterprise SaaS applications. Tork Framework provides a new way for
developing a cloud application from scratch or converts existing software applications to
scalable cloud applications. Tork Framework introduces built-in features applicable for
the application layer, database layer and client layer. These features include techniques
for security controls, logging, and multi-tenancy on relational database management
systems (RDMS). Built-in server components of Tork Framework provide service
oriented architecture for all business objects in the RDMS, and client components make
the application work on different platforms. Also, this framework provides a cloud based
IDE for configuring parameters and writing custom codes without the need of any other
individual tool via online graphical user interface (GUI).



The framework as such provides an approach for supporting the design and realization
of performance isolated cloud system by also considering the usage of resources of thick
clients. To illustrate the framework and validate our approach we have adopted a real
SaaS environment in which a case study is implemented using the Tork framework.
Different Implemented performance isolation techniques are tested in this case study
using both thin and thick client types.

Keywords: SaaS framework, performance isolated SaaS architecture, multi-tenant cloud
application, performance isolation, tork framework, tork application development.



BULUT MIMARILI VE PERFORMANS YALITIMI
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Bir bulut yazilimmin 6l¢eklenebilir olmasi i¢in, herhangi bir miisterisinden herhangi bir
zamanda gelen isteklere verecegi cevabi servis sozlesmesinde belirtilen kriterler
icerisinde yapabilmesi gerekir. izole olmamis bir servis yaziliminda farkli miisteriler
yazilim araciligtyla sunucuya istek yollayarak, sunucunun donanimsal giiciinii mesgul
edebilirler. Donanimsal giicin asir1 istek gonderen kullanicilar tarafindan mesgul
edilmesi sistem performansinin diigmesine sebep olur ve diisen bu performanstan diger
kullanicilar da olumsuz olarak etkilenirler. Miisterilerden gelebilecek yogunluklara karsi
sistem performansini iyi durumda tutabilmek igin genellikle bulut yazilimlarinda
esneklik kavrami kullanilir. Ancak esneklik kavrami sistemin daha fazla donanimla
birlesmesini saglayarak performansin arttirilmasi veya daha az donanimin kullanilarak
performansin azaltilmasi olarak kullanilabilir. Gereken donanim miktarin1 miisteriyle
yapilan servis anlagmasi belirleyebilir, ancak bu durum yine de performansin yalitimini
saglayan bir ¢ozlim degildir.

Performans yaliimiyapilmis olan sistemlerde amag, miisterilerle yapilan servis
anlagmalarindaki  minimum  gereksinimlerin  miisteriye mevcut donanimlarla
saglanabilmesidir. Bir sisteme performans yalitimiuygulayabilmek igin oOncelikle bu
sistemdeki kullanicilarin adil kullanim ilkelerine uymasini saglamak gerekir. Bu ilkelere
bagli olarak farkli performans yalitimuygulayan yontemler gelistirilmistir. Bu
yontemler sanal bekletme, sirasi gelene cevaplama, kara listeye alma ve islem havuzu
yontemleridir. Ancak bu yontemler hizmet yazilimlarinda bulunan miisterilerin zayif
donanima sahip oldugu varsayimiyla gelistirilmiglerdir.

Bu tez Tork Yazilm Gelistirme Platformu’nu tanitmaktadir. Bu platform ile
Olceklenebilir ve performans yalittmisaglayan hizmet yazilimlar gelistirebilmek
miimkiin olmaktadir. Bu platform yeni bir yontem ile en basindan bir bulut tabanh
yazilim gelistirebilmeyi veya mevcutta olan bir yazilimi bulut tabanli 6l¢eklenebilir bir
yazilma doniistiirebilmeyi saglar. Platform ayni1 zamanda veri tabani, uygulama havuzu
ve istemci taraflart i¢cin yazilim gelistirme kiitliphanesi saglamaktadir. Bu kiitiiphane
sayesinde diizenlenen yazilimin glivenlik, islem ge¢misi tutma, veri tabanlari igin ¢oklu-
kirac1 altyapis1 kullanabilme gibi 6zellikleri otomatik olarak saglanabilmektedir. Bu
Ozellikler nesne tabanli bir mimaride gelistirilmis ve istemci tarafinin da farkli
platformlarda da calisabilecek bir yapida calisabilmesi saglanmistir. Ayni zamanda
platformda bulunan biitiinlesmis yazilim gelistirme ortami sayesinde yazilimin
\'



ayarlamalar1 ve yazilim mantiginda degisecek yerler i¢in kod yazabilmek miimkiindiir.
Dolayisiyla yazilimi gelistirmek icin saglanan ¢evrimici, grafiksel kullanici ara yiizi,
gelistiricileri baska bir yazilim gelistirme aracina ihtiya¢ duymadan yazilimlar
gelistirebilmelerini saglar.

Bu platform yazilim tasarimini ve performans yaliimigergeklestirebilen; ayn1 zamanda
giicli donanimsal istemcilerle c¢alisirken gereken isgiliciini bu donanimlara
yiikleyebilmeye olanak saglayan bir aractir. Bu platform anlatmak ve kullanilan
yontemleri de onaylamak amaciyla 6rnek bir bulut yaziliminin test edilmesi olay1 ele
alinmistir. Bu yazilimin kullandig: farkli yalitim teknikleri bu 6rnek olay iizerinde zayif
ve giiclii istemci senaryolariyla test edilip degerlendirilmistir.

AnahtarSézciikler:Performansyalitimi, performansizolasyonu, bulutyazilim,
bulutyazilimgelistirme, bulutyazilimgelistirme platform, torkplatformu,
torkyazilimgelistirme, buluthizmetyazilimi.
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1. Introduction

When we compare the legacy software architectures, such as a single client
desktop software to web based SaaS (Software as a Service) architectures and
cloud based SaaS architectures, the development style shows that the frequency
of users does not seem to increase in the host application resource pool [1,2]. On
desktop software, one user hosts its application; whereas web based SaaS
applications may use internet and service for an entire enterprise company,
enabling multiple users to use one host resource in this case. Cloud based SaaS
architectures on the other hand are capable of servicing to thousands of users and
companies [3]. This trend shows how the computational resource pool is shared
via a cost-effective manner. Computational resource pool requirements such as
RAM and CPU power for the application host are dependent on the demand of
the application user requests. Computational power of the host nodes can be used
to satisfy all requests from users, whereas clients only demand for functionality,
and compute minimally for the process. These types of clients are called thin
clients and they heavily depend on another computer to fulfill their computation
roles. On the other hand, clients can also fulfill their own requests and send the
minimal data transfer to the host node for a consistent cloud application. These
types of clients are called the thick clients. The decision of the user’s role as thin
or thick clientaffects the architecture of the application. This decision is also
influenced by the desired revenue model of the application. Some popular cloud
applications give both free service and paid service. Paid users can benefit from
more resources and functionalities, whereas free users are only able to use
standard functionalities (such as Dropbox [4], iCloud [5]).

In one case, an application may consider a single baseline requirement for all
customers. In this case, hardware resources have to be shared equally to each
client for consistent performance among users. In a second case, an application
has to adjust its performance according to the demand coming from the clients.
Some clients may require a higher level of performance, whereas some clients
may require more functional software modules. Both of these different
requirements influence the general performance of the application.

To get a cloud optimized application for both cases, scalability has to be
addressed during designing decisions. Trusting to share only a single resource of
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hardware may lead to a system crash, especially when providing some free
services to clients; the number of the concurrent customers is a critical parameter
for system crashes. Therefore, scalability of the cloud application should
consider the computational power of the resources.

Novel cloud applications predict the system load on the runtime and serve the
clients by scaling the system upward or downward [6]. This approach changes
the computational power of the application in a cost-effective manner. In order
to optimize this approach reducing each node’s workload is an important factor.
For instance, using one host per 1000 clients is a 10 times better design decision
than using one host node for 1000 clients within the same response time.
Because it means that the quality of service (QoS) stays same as the workload of
the application is increased to 10 times more. One way to achieve this
performance is to utilize computational power of the client nodes [7].

Utilizing the computational power of client nodes reduces the load per host,and
thus contributes to scalability. Some novel mobile applications use this approach
especially for caching purposes [8] (such as Facebook [9]). By doing this, cloud
operations as well as network traffic is reduced - which is also profitable for the
mobile carrier who is charged for data traffic. A crucial point of this approach is
to consider the computational capacity of clients. Some bad implementations
may result in a larger battery usage, or in preventing the client to run other
applications. Thus, application developers consider their implementation
requirements according to general client distribution. Sometimes applications
stop giving service to existing clients because of the new features implemented
in the application which requires more computational power than the current
client.

Cost-effective price of the cloud requires clients to update their system in the
future. Hardware development in general, effects the general client distribution
of applications and existing clients will have to adjust their systems to get
support from more computational power; if not, developers will stop providing
support for the new versions on old hardware systems due to the changing
implementation requirements regarding new client distribution [13].



2. Background

In this section a literature background about cloud computing models is provided
with a focus on SaaS architectures, approaches to derive SaaS application
architectures, and performance monitoring principles on SaaS applications.

2.1. Software as a Service Architectures (SaaS)

In general, three types of cloud computing models are defined [14, 15, 16].
These are Infrastructure as a Service (laaS), Platform as a Service (PaaS) and
Software as a Service (SaaS). The laaS model shares hardware resources among
the users. Cloud providers typically bill laaS services according to the utilization
of resources by the users. The PaaS model is thebasis for the computing platform
based upon hardware resources. It is typically an application engine similar to an
operating system or a database engine which binds the hardware resources (laaS
layer) to the software (SaaS layer). The SaaS model is the software layer which
contains the business model. In the SaaS layer, clients are not allowed to modify
the lower levels such as hardware resources and application platform. Clients are
typically the end-users, and they use this kind of software at an on-demand basis.
Cloud clients are devices which use a network to connect cloud computing.
Some of them are especially designed to depend on the computational power of
the cloud. These kinds of clients are called thin clients. Generally, browser-based
devices tend to be thin clients, since the computing and HTML rendering is done
by the cloud servers and the browser displays the rendered content. By using
novel technologies such as Ajax and HTMLD5, designed web user interfaces can
achieve similar, and may have even better results than the native applications.
However, utilizing these technologies also means utilizing client computation
power, instead of cloud computational power.Therefore, SaaS providers
generally provide their services with a subscription fee and service level
agreements according to the application requirements.

In this thesis we will focus on SaaS context [17, 18, 19]. SaaS context is widely
discussed in the literature and different definitions for SaaS architectures are
proposed. However, there is not a specific SaaS architecture, rather general
components and modules for the SaaS structures are defined. Based on literature
reviews [20,21,36], Figure 1 shows one of the generic reference architecture for
a SaaS system. This architecture is a three-tiered architecture with multiple



clientand host nodes. Usersbelong in the client tier, whereas the application is
generally run on the application tier and communicates with the DB tier.

Client Tier

1

*n

Request Manager

1}

[y
=

Application Tier Database Tier

@ Node

L Connections for requests

- Multiple nodes can be deployed

Figure 1 Generic SaaS Deployment Diagram

In this reference diagram three tiers are defined as client tier, application tier and
database tier. Generally, for thin clients, the client tier depends on the application
tier for running the processes. Therefore modules for user interactions and
capturing the events usually contains in the thin clients. On the other hand,
dataset modules are containedin thick clients. These modules are used to receive
and send data requests to the application tier forprocessing the request. For some
cases; business objects modules may be used for caching or running the
processes inside the client tier.

Insidethe application tier, the request manager layer is responsible for the
distribution of incoming requests. It may be used for caching or load balancing
to perform a better service according to application needs. A Meta-Data manager
layer may exist on the application tier and, it has a similar behavior as a cached-
database inside the application layer for shortening the processing time on
frequently incoming requests. Some of the frequently used services such as
identity management can be serviced through this layer for better performance
considerations. Application threads are the layer inside the application tier which
are responsible for processing the requests by communicating with the DB tier
and calculate the response.

The Database tier generally uses two general layers, the meta-data layer and the
data storage layer. The Meta-data layer is used for cache operations for different
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tenants or frequently using operations and the data storage layer is the layer
which stores the data of the general application.

Figure 2 shows the basic cloud SaaS decomposition models regarding the
deployment diagram. These composite modules described above can belong to
different nodes for deployment. For instance, the thin client based cloud
applications may use the visualization modules into the application tier,
computes the visualized content, and migrates to the client tier. On the other
hand, thick client applications may only fetch the raw data from the application
tier and use their client device for rendering computation and visualize the

content.
Visualization Modules Caching Dataset Modules
Application Data Request Manager Bussiness Object Modules
Meta Data Application Threads Load Balancer

Figure 2 Basic SaaS Decomposition Layers for the Deployment

In literature, Koziolek [20] examined the current multi-tenant architectures, and
regarding on thatwork he represented a reference software architecture model
that can be used for running multi-tenant applications similar to deployment
diagram in Figure 1 and decomposition layers in Figure 2. A later study in [21]
analyzed this model to describe the possible performance changing points. These
points are as follows:

1. Request control: By controlling incoming requests, it is possible to
distinguish among tenants. Preventing disruptive customers may be one
way to increase the performance of the overall system.

2. Caching: Some systems may use caching by sharing the same resource
pool to different tenants’ data. Isolation or limitation of this cache
resource pool for active tenants may positively impact the overall system.

3. Load Balance Control: It is possible to redirect requests coming from
different tenants. Therefore, disruptive and abiding customers can be
separated by service over different application layers.

4. Thread Priorities: By determining the tenant utilization, it is possible to
reduce the thread priorities which are serving for highlyutilized
customers or disruptive customers.



5. Thread Pools: Similar to item 4, highly utilized requests may be
forwarded to lower prioritized thread pools for a more reasonable
resource distribution.

6. Database requests: Controlling the requests from the database layer may
be another approach for controlling the resource utilized by the given
tenant. Customers given higher quality of service (QoS) may utilize more
resources from the database cache and other resources with regards to the
database.

Based on these points, section 2.2 gives background information related to the
performance monitoring in the SaaS architectures. Section 2.2.1 defines the
general concepts related with performance isolation. Section 2.2.2 introduces the
existing approaches, and finally section 2.2.3 shows the scientific methods on
how to measure the performance isolation in multi-tenant SaaS architectures.

2.2. Performance Monitoring in SaaS

Scalability of a cloud application is the ability of an application that handles the
SLA requirements forall customers. As long as the minimum requirements of
SLA are maintained for all users, that application can be considered as a scalable
cloud application. Since the user size is a variable in cloud SaaS applications,
performance isolation among the users is an important factor for maintaining
scalability of the application.

Lower levels of the cloud systems such as laaS and PaaSlayers handle
performance isolation by handling the hardware resource allocation. Since there
is not any physical resource allocation in the SaaS layer, it causes a bigger
challenge to ensure performance isolation. With respect to performance isolation
we can distinguish between non-isolated systems and performance isolated
systems.

In a non-isolated system, an action of one user can cause a performance
difference and it affects all other users. Thus, all users may observe performance
degradation due to a lack of resources reserving to them. Non-isolation may be a
good application for the users belonging to the same customer, because reserved
resources for a customer can be utilized with non-uniform distribution on
different users of the same customer group. In a perfect scalable system, we
assume defined limits for customers are sufficient to service with the minimum
requirements of SLA. Therefore, the non-isolation state is expected when a client
exceeds its defined limits and causes performance degradation to others.
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However, in the practical use of SaaS applications, the actions of users are not
perfectly isolated, and therefore disruptive customers who exceed its limits may
cause suffering to the regular users who demand the service within their limits.

Performance isolated systems aim to ensure the minimum requirements of the
SLA to all of the customers. Sometimes it is possible to increase or decrease the
performance for some customers, as long as this will not violate other customer’s
minimum SLA requirements. Isolation of computational resources is one way to
achieve performance isolated systems since it is guaranteed that different users
do not interfere with each other due to resource sharing. However, it is not a
cost-optimized solution due to misusing of idle resources, and it is not a practical
solution for SaaS since it requires the solution to be handled on lower layers
(Paas, laaS).

To ensure performance demands of the multiple tenants usually elasticity of the
SaaS is needed, which supports changing the hardware resources. In case the
users’ demand change, the system can scale itself up or down according to the
minimum necessary computational power to handle all the requests within the
minimum requirements of SLA. From a general perspective both performance
isolation and elasticity support the realization of SLA, but their objectives are
different. The main goal of elasticity, however, is not directly to support
performance isolation but scalability of the SaaS in general. As such, relying
only onelasticity does not explicitly solve the problem of performance isolation.

2.2.1. SystemFairness

Ensuring the fair behavior with respect to customers is a need for building a
performance isolated system. Unfair behavior may be caused by the minority of
users who may utilize the system. Since they allocate the resource of other users,
the system becomes trustless for a majority of the users. To build a fair system,
the following conditions must be satisfied:

1. Customers working within their defined limits should not be affected by
other customers exceeding their limits.

2. Customers exceeding their limits and causing a negative impact of others
should be reduced by performance degradation. This eventually makes the
system light and responsive toevery customer.

3. Customersthat havebetter limits should have a better performance compared
to customers with lower limits.Performance here can be defined as input/output
related parameters such as response time, request rate, etc.

7



The term limit here is referred to as the workload size a tenant is agreed to run on
cloud server.Workload can be considered as amount of requests, given a time
period. The concept of performance isolation is based on the fairness concept
given in the first condition.

2.2.2.Performance Isolation Approaches

There are four different architectural solutions proposed for the performance
isolation [21] (Figure 3). The assumed application for the performance isolation
is an interactive web application which receives a frequent number of requests
from customers and is supposed to send responses within a small amount of time
as an output. Requests coming from the customers do not intend to utilize
computational power after the response, thus they do not tend to compute batch
processes. They also assume to have similar workload behavior among other
tenants.

In these proposals,response times are considered the primary parameter for the
QoS. Therefore, to justify all customers’ SLA requirements, comparing average
response time with respect to request rates will be used to identify QoS for each
customer. On each proposal there are two layers of components, which can be
labeled as the request manager and the application server. These layers are used
in order to enhance the request control and thread pools structure in the multi-
tenant system. The request manager handles incoming requests firstly and
redirects them to the application server which is responsible for processing the
requests. For the first three approaches (Figure 3.1, 3.2 and 3.3), it is assumed
the application server has only one thread pool to process all incoming requests.
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Artificial Delay

This approach generates artificial delay on tenant requests by considering the
tenant limitations and its corresponding request rate. The reason for this delay is
due to generating backpressure to the tenant, which is disruptive. This method
expects increased response times for the disruptive tenants. Delay time for
responses can be calculated dynamically considering the limitations of tenant, or
it may be a constant value for all disruptive tenants. However, experiments show
that the constant amount of artificial delay cannot maintain performance
isolation since it does not prioritize the disruptive requests compared to abiding
requests. Thus, the same workload coming from the disruptive requests is
handled by the system in a delayed manner.

Round Robin

This approach creates FIFO-queues for each tenant and provides the requests
first coming out by the queue in each turn. Since these queues are handled by the
request manager layer, the application server does not need to consider
prioritizing the requests or tenants. The application layer only takes the incoming
request from the next request provider. The expected outcome of this technique
is to distribute utilization of the system among the waiting tenants. When some
queues are empty, and there are only few active tenants on the system, the empty
queues are skippedand therefore the active tenants served as much workload
capacity of thatthe system allows. Moreover, they use the workload capacity of
the offline tenants, which provides a cost-optimized solution while distributing
the workload.

Black List

The black list approach uses two FIFO queues for processing the incoming
requests. Normally, the first queue is used to fetch the requests and send to the
application server. The second queue is the black list queue and is only served in
two cases:

1. When there are no incoming requests from the first queue.
2. Every n" request is fetched from the first queue, where n is some large
number to process the blacklist queue slowly.

When some tenants exceed the request limits, their requests will be redirected to
the black list queue to push the distribute tenant back and process them slowly.
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Thread Pool

This approach separates the workload resource pool reserved for each tenant by
separating each tenants thread pools. Incoming requests first queued in the
request manager layer, are to be ordered in a FIFO basis. Then thread pools in
the application server processes the next incoming requests according to its
available workload capacity.

2.2.3. Performance Isolation Metrics

Most of the isolation metrics in the literature with regards to shared
environments are based on single aspects. These aspects include databases [22],
cloud features like elasticity, [23] and traditional throughput metrics in a
virtualized environment [24]. One of the recent studies presents a different kind
of metrics to measure the performance isolation capability of a system.
Feasibility of these metrics is discussed in detail [21] and case studyis further
discussed in this thesis. To compare the isolation results according to the metrics
given, in [21] it is necessary to consider the workload scenarios of the overall
system. Isolation of system is a variable, and basic measurable variables are
related with system workload and response time. For instance, only the response
time does not supply enough information without considering the workload of
the overall system. Similarly, only the workload of the system — number of
requests - does not provide any information about isolation of a system without
considering further aspects like number of customers with exceeding limits. In
our case study, we consider further aspects to such customers with exceeding
limits and how they change the performance results of the framework. By
selecting the appropriate parameters for the workload and quality of service
(QoS), defined metrics can also measure any measurable QoS related system for
shared resource environments [21]. To evaluate the results of the case
studyaccording to these metrics, we propose specific work load groups to
distinguish the groups of disruptive and abiding customers. In traditional
performance measurements there is only one group defined to show performance
change according to the changing on the group size of customers. However, the
major difference of the measurement used in this thesis is that we
examinechanging onperformance inone groupwhile changing the workload of
the other group.Theset of symbols defined in [21] are used in Table 1.
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Table 1.0verview of variables and symbols

Symbol Meaning

t A customer in the system

D Set of disruptive customers exceeding their request rate limits (e.g. defined
in the SLA)|D|>0

A Set of abiding customers not exceeding their request rate limits (e.g.
defined in the SLA) |A|>0

W, Workload of the customer t. we W, W = ¥ tcaup Wt

W Total system workload. It can be found by the addition of disruptive and
abiding customer workloads.

(W) Reflects the QoS provided to customer t, represented as real number. QoS
observation of the individual customer, which is the function of overall
system workload. Lower values correspond to better qualities (low latency
response time).

I Isolation degree of the system. Index is used to separate different isolation
values.

These metrics are dependent on at least two measurements. The first
measurement is the reference point whereas;the second measurement is the
disruptive case point. In the reference point, the quality of service results for all
users in the system (t e A) is measured as Wrr. Thena subset of abiding
customers challenges the system isolation by increasing their workload, which
this point is called the disruptive case point and is measured as Wy;s;. During the
measurements of these points, the overall customer set does not change, and the
union of A and D stays same. Relative differences of these two measurements
are defined as QoS of Az,, and this is also defined as the reference quality of
service compared to the disruptive quality of service.

_ ZtEA[Zt(WdiST) - Zt(Wref)] 1
ZtEAZt(WTef) ( )
In addition to QoS, relative difference of the workload is calculated as follows:

Az,

Zwtewdm We — Zwtewref Wt

Sveerr We )
Relative change in the service quality and workload gives a basis for how QoSis
influenced with respect to work load:

AW =

I Az,

QoS = AW ©)
This metric provides a basic overview for the system isolation. As it represents a
high value, this metric shows bad isolation due to how low change of workload

and affects QoStoo much. When it represents thelower value, it shows good
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isolation since a change in the workload does not change the given QoS for all
customers.

These metrics defined above may not be sufficient to define the overall isolation
for a system since they derived from only two reference points (W, Wiis) t0
calculate system isolation indices. Therefore,the selection of these two reference
points is crucial to make theexperiment, more than one reference point tuples
may be necessary to give better results. For this purpose these metrics are
enhanced with arithmetic means of lqes results for m different Wisr workload.

Z?ll [QoSm

favg = = (4)
These changes in the reference and disruptive workloads are given lower and
upper bounds as seen in Figure 4.l,4defines a value for the system isolation
considered by the set of customers and m variations of different workload cases.
It is possible for a developer to focus only on the measurement of isolation under
specific circumstances. Therefore, lower and upper bounds of the metrics will be
determined by the provider who guarantees the SLA requirements under these
circumstances.

Real System
— N on-lsolated

= = |golated

Abiding Workload

L 2

ref

Disruptive Workload

Figure 4lsolation curve with respect to workload bounds given in [21]

Workload Ratios
The key idea of these metrics is to keep constant QoS for abiding customers as
the disruptive workload increases. However, supporting only for abiding
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customers is not enough for a productive system. In a non-isolated system, one
can measure the disruptive workload by increasing the disruptive customers and
expect to observe that QoS is decreased for all customers. However,QoS for the
abiding customers would remain the same since the workload of the abiding
customers is also decreased, and is compensated on the increase of the disruptive
workload. Therefore, function of W,resulting fromWy provides a Pareto
Optimum point for the sum of all workload for stablequality of service for the
system.

Figure 4 shows how systems maintain the abiding workload given disruptive
workload. In a non-isolated system,QoS for abiding workload does not change at
the beginning due to sufficient amount of workspace provided by the system.
However, after a point, Wy, Workload for abiding customers is linearly
decreased to compensate the total workload. Linearity inthe non-isolated
systemis due to abiding customers that are also using the same workspace with
disruptive customers. For an isolated system,the increase of disruptive workload
does not affect the abiding QoS because their workspace is completely isolated.
Given these baseline rules, some critical points in the figure for measuring the
isolation are defined below.

Significant Points
Table 2.Significant points marked in Figure 4

Symbol Meaning

Wy Total work induced by disruptive tenants.

W gbase Disruptive workload as the abiding workload in the non-isolated
environmentreducesto none.

Woend Disruptive workload that the abiding workload in the real system is
reduces to none during the test.

Wores Disruptive workload point that the abiding workload just starts to decrease
in the non-isolated system.

W, Total workload generated by the abiding tenants

Weret Abiding workload when W occurs.

W pase Abiding workload when W, OCCUTS.

Points marked in figure 4 and the definitions above provide several new ways to
define new measurement metrics. In the non-isolated system we know that after
point Wyrer, W, and Wyare linear inverse proportional. Therefore, we can derive
the condition of Wyt = Wapase — Warer. TO find the point where the abiding
customer workload decreased to 0 for compensating the disruptive workload leng
can be defined as follows:
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L = Waena = Wapase
end Waref (5)
Similarly, referencing the Wapase and the relation of W results another isolation

metric with a lyas; it has a value between [0,1]:

dpase

Ipase = w. (6)

QAref
Disadvantages of these metrics are that they assume the linearity and do not take
the curve progression. This case causesthe following problems:

1. The system behaves lineardirection before it comes to a short distance
from Wypase, but afterinstantlydecrease to W, = 0;lpase Would equal to leng
which is unfair for the non-isolated system.

2. For an isolated system dropping W, = 0 may require very high disruptive
workload, thus experimenting this case is hard to settle.

3. lpase ONly represents the isolation of the environment between the value of
Wirer and Wynase that may lead to a misinterpretation of the results, since
after Wpase t0 Weeng points may result in differently.

Integral Metrics

To solve the problems caused by the metrics defined above, [21] defines the
integral metrics that is calculated by the area under the curve (real system
workload) subtracted by the area under the triangle (non-isolated environment
workload).

w
(s W W) = W, /2

lintBase =
Wa2 /2
ref

(7)

lintease, represents the ratio of the isolated area and non-isolated area. When the
value is 0, the system is considered to be completely non-isolated, and when it is
1,the system is considered to be completely isolated. One disadvantage of this
metric is that it only considers the isolation within the workload limits of Wt
and Wypase. TO extend this metric further, the following metric which determines
the real-world system isolation can be used.

(fmt. nWyaWe) = W, /2

Waref (pend - Wdref) - Wazref/z

(8)

Lintrree =
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In this metric, peng represents the maximum artificial limit of the injected
disruptive workload. For feasible measurement of isolation, injected disruptive
workload can be changed according to the case scenario. By using lintgree it iS
possible to determine the isolation degrees of the system under the maximum
workload of peng.When the result is 1, it represents for the perfect isolation,
whereas, 0 for the non-isolation.
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3. Problem Statement

In this section we describe the problem statement regarding the design of SaaS
systems with performance isolation support. Section 3.1 describes the problems
related to deriving application architectures from the earlier defined SaaS
reference architecture. Section 3.2 identifies the problems of current
performance isolation approaches in SaaS.

3.1. Deriving Application Architectures

Recent studies show that SaaS based applications have common architectural
patterns [31,48], and require high re-usability [49, 50] during the domain
analysis and implementation stages of the projects. This commonality causes
efforts forsimilar patterns to test, code, and analyze each functional requirement
of the application to implement them in a performance optimized and errorless
way.

A sample SaaS architecture pattern is provided in section 2.1,however it does not
specify any application architecture. The number of tiers, allocation of layers
given nodes, and data storage nodes can be changed from application to
application. On the other hand by using this pattern, it is possible to generate
multiple SaaS application architectures. Each application architecture design
differs for different requirements and constraints, thus alternatives of such
application architectures affect the performance isolation and algorithm of the
application. Currently, the design of the SaaS architecture is largely defined
manually, and is applied on the system according to the application logic.
However, for an application, manually configuring the SaaS architecture is not a
feasible process for two reasons. First, developers have to choose answers for
optimizing their application architecture; such questions include, “How many
tiers should be used?”,“What kind of logging and security mechanism will be
selected?”, and “Which protocols should be used for data migration for each
layer?”. Second, to validate the optimality of these answers,performance
isolation has to be measured under different circumstances. These circumstances
may consist of different layers of the application tiers as well as on existing
approaches for performance isolation techniques.

Consequently, for both developing and validating of the application architecture
from reference architecture, manual implementation of these circumstances may

cause implementation faults and may require additional development time for
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customization of each different application. Therefore, an automated support for
guiding the SaaS applications is necessary to build the application architecture
from the reference architecture. In addition to this, measuring the performance
and scalability effects of the given applicationis necessary for validating
purposes.

Figure 1 is one of the reference SaaS architectures; however, for a feasible
implementation of the SaaS application, the application architecture has to be
changed from the reference architecture. Figure 5 shows alternative application
architecture derived from the reference architecture in Figure 1. This type of
application architecture may be needed for low database;and high compute
utilized applications for load balancing the tenants to separate application tiers,
whereas they may use the same database for consistency.

Client Tier

n

1

Request Manager : Application Tier

1

Application Tier Database Tier

' || Layer / Tier

—— Connections for requests

Figure 5 Alternative SaasS architecture with multiple application tiers

Similarly, Figure 6 shows other alternative application architecture derived from
reference architecture. In this case, the application may use high database related
operations, and utilize a database greater than the computational operations done
in the application tier. Therefore, separate database tiers may be suitable for
separate tenants for a consistent database application, or the application may
divide the overall data into separate database tiers and may not need to
consistently store the data according to the needs of the application.
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Application Tier Request Manager

Database Tier

Layer / Tier

—— (Connections for requests

Figure 6Alternative SaaS architecture with multiple DB tiers

3.2. Architecture Design for Performance
Monitoring

In section 2 we have provided the background on performance isolation
approaches in SaaS. An important concern in performance isolation approaches
is to meet the fairness requirements. To supply fairness criteria, workloads of the
different tenants should not violate other tenants’ limits. In SaaS architecture, to
ensure workload limitation for a tenant, the required workload size for a given
request has to be known. Since there are multiple different requested actions in
one application, the actions required for these workload sizes are also different.
This comparison of the workload size is not feasible in real world applications.
Furthermore, the existing approaches assume that the server tasks are executed
atomically;however, this is not the case especially for thin clients that depend on
the cloud server resource pool. Because thin clients execute all the actions
directly on the cloud resource pool it causes different amounts of workloads on
the same resource pool, which is not a feasible case for performance measuring.
In alignment with the main application and expectations for cloud computing,
existing performance isolation approaches assume these kinds of thin clients.

As such, for achieving the fairness criteria, the performance isolation approaches
tend to focus on controlling the cloud resource pool only, whereby it is assumed
that the client cannot take over some of the required total workload. This

assumption causes the following problems on the existing approaches:
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Approach 1 — Artificial delay

In the artificial delay approach, a tenant that has exceeded the assigned resource
quota is deliberately delayed to meet the overall fairness criteria. This situation is
based on the assumption that the client cannot take over its own workload. In the
case where the tenant is able to handle some actions on its own workload, the
tenant will not be unnecessarily delayed. Furthermore, since this knowledge is
based on similar workloads for different tenants; in the case when different
tenants request different actions, performance isolation will be violated by the
tenants who send less request rates with high workloads. The application layer of
the SaaS architecture is only able to evaluate the request rates and not evaluate
the required physical workload for a given process.

Approach 2-Round Robin

The round robin approach is considered fair since it processes the action of the
next tenant one by one,at a time. However, this condition is based on the
assumption that the tenants may have similar workload sizes. In the case when
some tenants require actions which need high utilization of workload, request
weight will not equal with other tenants, therefore, the one-by-one at a time
approach is not considered fair anymore. Furthermore, when using this approach
on a thin client that uses the cloud server resource pool to execute requested
actions, workload space cannot be divided on the client side. This generates
incomparable workloads by requesting big and small actions for tenants which
indirectly violates the fairness criteria. On the other hand, by using the client
resource pool efficiently,the workload divide may provide similar workload size
to justify fairness criteria.

Approach 3 — Black List

Blacklisting the disruptive tenants is another approach to justify the performance
isolation. However, disruptive tenants are considered on request rates, and thus
this approach may cause problems by blacklisting the abiding tenants which
sends high request rates with low workload need, instead of tenants that utilize
high amount of computational power of the server. Another problem of this
approach is that by assuming the tenants as they are thin client who use the cloud
server resource pool only. When the tenant exceeds its quota and is therefore put
in the blacklist, it is blocked even in case it could use its own resources to
continue the required tasks.

Approach 4 — Thread Pools
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First step of this approach is same as the round robin approach. First, it orders
the requests by using FIFO queues for each tenant, and then makes these

requests available to the process by application threads instead of single

application process in the round robin approach. Therefore the main work of

choosing the correct tenant’s request is done by the application threads.

However, application threads handled by the request workloads from lower

levels than the SaaS because it depends on the operating system, which makes

this approach out of the scope of the SaaS based performance isolation approach.

Table 3. The basic performance isolation approaches and the related problems

Performance Isolation Approach

Problems

Acrtificial Delay

Variation of workloads is not considered, thus
tenants request rate statistics violates fairness
criteria.
In case of thick clients unnecessary delay of the
tenant.

Round Robin e Variation of workloads is not considered, thus
equal turns violates fairness criteria.
Black List e Variation of workloads is not considered, thus

tenants request rate statistics violates fairness
criteria.
In case of thick clients unnecessary delay of the
tenant.

Thread Pools

Applied for PaaS.
Not suitable for SaaS
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4. TorkApplication Framework

In the previous chapter we have identified two important problems related to the
design and development of SaaS application architectures. First, it is not easy to
derive the SaaS application architecture from the SaaS reference architecture
based on the scalability requirements. Second, existing performance isolation
approaches seem to have primarily focused on thin clients with similar workload
requests and do not explicitly consider the computing power of the clients and
various workload requests.

In this chapter, we provide an application framework [27]to support the
derivation of the SaaS application architecture and for performance isolation.
The application framework implements several modules for developing SaaS
systems. Within the framework, we provide modules for supporting performance
monitoring and performance isolation.

The chapter is organized as follows. In section 4.1, we first describe the
requirements for the application framework. Section 4.2 describes the overall
design of the application framework. Section 4.3 focuses on the performance
isolation using the framework modules.

4.1. Requirements for the Framework

The following criteria are not only, but also include some of the necessary steps
for satisfying the framework that provides easily deriving new applications and
supports performance isolation.

This first criterion set is to provide easily deriving new applications:

1. To support multiple deployments, framework should support models for
multiple nodes per tier.

2. To support easy initialization of re-usable SaaS level components, the
framework should provide core components for visualization, dataset,
forms, grids, logging, security etc.

3. To support easy development cycle and customizations, the framework
should provide an integrated development environment for writing the
code or changing the parameters.

4. To support different decompositions of the applications, the framework
should support changing of component belongings to other tiers. This
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will provide services for the thin client based applications and thick client
based applications.

The first criteria focused on the elasticity of the cloud application. By supporting
the multiple nodes per tier in the framework, framework eventually provides
elasticity solutions.

The second criteria focused on the reduction time of the initialization of the
application; for an existing system it is possible to initialize the done work via
re-usable components rather implement from the stretch.

The third criteria focused on the reduction of the development time after
initialization. In the framework environment, after initialization, most of the time
the developer may only need to adjust parameters of the existing components, or
may need to write their custom codes. To enhance this, an IDE may provide
solutions for versioning the code files and provide environments for writing code
online.

The fourth criteria focused on support for the algorithmic details of the cloud
application. Some applications or some actions inside the application may
consider thin clients and compute the process at the cloud. On the other hand for
some applications or actions, it is possible to compute at the client side, which
provides scalability and performance isolated solutions. The framework should
consider these different implementation styles and be able to support both of
these scenarios.

This second criterion set is to support performance isolation at the SaaS level:

1. To separate the resource pool as much as possible, application logic has
to be run on the client side as much as possible.

2. To assume similar workload capacities requested by the application
tenants, requests have to be as atomic as possible.

The first consideration pushes SaaS applications to support thick clients. Since
each tenant uses the different resource pool, different hardware is easier to
perform performance isolation. Minimum hardware requirements can help
determine different client types, specifically to satisfy SLA requirements.

The second consideration pushes SaaS functionalities to divide smaller
functions. By dividing one request to smaller atomic requests, the application
provides a better quantification method for workloads on different functional use

23



cases. For instance, F; is a functional use case in the application and T; is the
tenant requiring the F;. In a situation, F; requires n atomic operations to complete
and F, requires m atomic operations to complete. It is possible to compare
workload of tenants by T, requested n units of workload whereas T,requested m
unit of workload with the assumption of atomic requests cause the same
workload. These atomic requests can be done in parallel as well as in serial,
based according to the functionality. For serial cases, constant network delays
may affect the performance; however, in parallel cases, functionalities are done
in one unit of time if the given limit to the specified tenant does not exceed.
Therefore, this design approach is beneficial to measure performance isolation
and find the isolation degree of the application by reducing the workload
difference in different use cases in the application.

4.2. Framework Architecture

The most basic architecture of the Cloud based SaaS enterprise applications use
client—server architecture [12], where the server serves the application layer and
the database layer if any database is available for the application. On the other
hand, client/s would request functional operations to the server. They can be
separate nodes, and may use different platforms, hardware, etc. For example, it is
also possible to use a server as a client node for executing the scheduled jobs.

In theTork Framework, the main goal is to maintain scalability for one server
and the multi-client environment first, then scale out the node-pairs horizontally
to keep scalability proportional to the customer size. Therefore, the key idea is
that 