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ABSTRACT
COMPARATIVE STUDY OF LSB BASED VIDEO STEGANOGRAPHY
TECHNIQUES

AL-SALIHI, Ivin Adnan
M.Sc. Thesis in Electrical and Electronic Engineering
Supervisor: Assoc. Prof. Dr. Sema KOC KAYHAN
October 2017
66 Pages

Video Steganography is one of the crucial strategies for concealing user information
in secure way. Nowadays, the use of video files and their transmission on internet
has increased tremendously. There exist many methods for information hiding in
video. Video Steganography is a method to hide different file types into a video file.
The steganography algorithm consists of mainly two parts: message embedding
process in the video sequence and the second part is the extraction of message from
the stego video. It is essential to develop an effective embedding procedure to select
suitable pixels in the video outlines to store the hide information. In this thesis, a
brief analysis of two different methodologies for information embedding and for
extracting embedded information in a video files having an outstanding quality is
presented. In these methods, information encryption processes are based on least
significant bit (LSB) procedure. The first improved LSB image steganography
approach utilizes Bit-Inverse in 24 Bit color image, and the second LSB image
steganography procedure utilizes RGB color components and image patterns are
compacted using weighted principal elements. The efficiency and comparison of
these two methods are realized using Peak-to-Signal Noise Ratio (PSNR), Mean
Square Error (MSE) metrics and also histogram examination demonstrates the
frequency distribution on the color videos. Our proposed steganography procedure
tries to enhance payload capacity of image steganography and give greater security

to the stego video through utilizing the RGB pixel element.

Key Words: Data hiding, Video steganography, LSB Insertion.



OZET
LSB TABANLI VIDEO STEGANOGRAFi TEKNIKLERIYLE
KARSILASTIRMALI BiR CALISMA

AL_SALIHI, Ivin Adnan
M.Sc. Thesis in Electrical and Electronic Engineering
Supervisor: Assoc. Prof. Dr. Sema KOC KAYHAN
October 2017
66 Pages
Video Steganografi, kullanici bilgilerini gizlemek i¢in 6nemli stratejilerden biridir.
Gilinlimiizde, video dosyalarinin kullanim1 ve internet iizerinden iletimi ¢ok biiyiik
Olciide bir artis gostermistir. Video bilgi gizleme i¢in pek ¢cok yontem bulunmaktadir.
Video Steganografi, farkli dosya tiirlerini, video igerisine gizlemek icin kullanilan bir
yontemdir. Steganografi algoritmasi baglica iki bolimden olusmaktadir: video
dosyalarina mesaj gomme silireci ve ikinci kisim, stego videodan mesaj
¢ikarilmasidir. Gizlenecek bilgiyi saklamak i¢in video dosyalarinda uygun pikselleri
se¢cmek i¢in etkili bir gdmme islemi gelistirmek onem tasir. Bu tezde, yiliksek kaliteli
bir video dosyasina bilgi gdbmme ve gOmiilii bilginin ¢ikarilmasi i¢in iki farkl
metodolojinin kisa bir analizi sunulmustur. Bu yontemlerde bilgi sifreleme siireci En
Diisiik Anlamli Bit (LSB) islemine dayalidir. Birinci method; gelismis LSB goriintii
steganografi yaklasimi, 24 Bit renkli goriintiide Bit-Tersi kullanmaktadir ve ikinci
LSB goriintii steganografi yaklasimi RGB renk bilesenlerini kullanmaktadirve
gorintii unsurlart agirlikli ana unsurlar kullanmilarak sikistirilmaktadir. Bu  iki
yontemin etkinligi ve karsilastirilmasi, Tepe-Sinyal Giiriiltii Oran1 (PSNR), Ortalama
Kare Hata (MSE) ol¢limleri ve ayrica renk videolarindaki frekans dagilimini
gosteren histogram incelemesi kullanilarak gerceklestirilmektedir. Onerilen
steganografi prosediirii, goriintii steganografisinin yiik tasima kapasitesini artirmay1
ve RGB piksel unsurunu kullanarak stego videosunu daha giivenli hale getirmeyi

amaclamaktadir.

Anahtar Kelimeler: Veri gizleme, Video steganografisi, Diisiik Anlaml1 Bit (LSB)

yerlestirme.
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CHAPTER 1
INTRODUCTION

1.1 General Introduction

Information transmission security has turned into a crucial field of research, because
of the fast rise in cybercrime, data theft, industrial espionage and assaults on private
people’s information. Even business documents that are not sent over the web can be
at a risk, by insider’s assault. One essential defense against such assaults is a
procedure to conceal the presence of private documents from un-authorized people
Steganography is to conceal secret data in carriers (media) such as text files, images,
audio files, videos and information transmission channels [1, 2].

Steganography literally implies covered writing which derived from two Greek
words "steganos”, signifying “covered,” and "graphein”, signifying “to write.
Steganography is concealing data through a secret channel with the goal that it will
not be detected; so that only the proposed receiver or the sender understands that
there is a concealed message [3]. The aim of Steganography is sending a message
through network to a proposed recipient and anticipating any other person to know
whether the message is being delivered [1]. Steganography is the science and art of
encoding confidential message into an existing communication channel or into a
payload (information unit) such that the sender and proposed recipient are aware of
its reality [4]. The fundamental goal of Steganography is to communicate securely
and to prevent drawing doubt to transmission of a concealed information [5].
Steganography is the procedure that takes some data and conceals them within other
data. Computer documents such as audio, images and videos comprise unutilized or
unimportant areas of information. Steganography takes the data that we need to
conceal, and displacing them with these areas. At that point the communication
parties can exchange data without knowing of the third party what truly lies within

them [1].



A large number of strategies for steganography have been utilized all through
history, the first utilized of steganography back to 440 BC [6]. There are numerous
Methods utilized such as; the physical techniques by utilizing the body and the
material items, digital procedures, network techniques, and digital text strategy.
Throughout history, there are a significant number of the stories about the utilization
of steganography in a few strategies and procedures; the most prominent was the
utilization of physical specialized. There is a story about king of Sparta "Demaratus".
(from 515 until 491 BC) when he needed to inform Sparta that "Xerxes" is planning
to attack Greece. To avoid being arrest, he scratched the wax off of the slabs then
composed a message on the basic wood. Subsequently, he protected the slabs with a
new layer of wax. This has helped him to keep the tablets look like new, and they can
easily pass the inspection by sentries. Alternatively, the massage was recalled on a
messenger head, which was shaved for this purpose. Subsequent hair growing will
cover the message. The messenger’s hair was shaved once again at the final
destination for the message [4]. The use of current steganography started in 1985 [7]
in the presence of devices being connected to conventional steganography issues.

Below are some examples of these methods:

1. Concealing data inside the lowest bits of sound or images files.

2. Concealing data inside random data or encrypted data.

3. Including information in ignored sections of a file such as concealing information
in altered executable files.

4. Hiding pictures in a video file.

5. Adjusting the echo of a sound file (Echo Steganography).

6. Making content the same color as the background in discussion posts, word
processor documents and e-mails. .

Network steganography is an universal term of all data concealing methods that may
be utilized for data exchange in tele-communication networks. "Krzysztof
Szczypiorski" was presented this term in 2003 [8]. Network steganography utilize the
communication methods control components and their fundamental intrinsic
functionality, unlike the typical steganography techniques which apply digital media
such as images, audio and video files as a cover for concealing information [9].
Typical network steganography strategies include change of the characteristic of the

network procedure. Such alteration can be connected to the PDU (Protocol Data

2



Unit). [10, 11] said that "Unicode steganography utilizes twin characters of the
typical ASCII set to look usual, while truly carrying additional bits of data. If the
content is shown correctly, there should be no visual contrast from normal content.
Some frameworks, however, may show the fonts differently, and the additional data
would be effectively spotted".

At the present time because of the enormous amounts of sensitive and crucial
information that is stored on computers and transmitted by the Internet, there is an
critical need to guarantee security and safety of this data. Steganography and
cryptography are strategies to guarantee security and safety of data.

Encryption is a science concerned with changing data into a form that is
immeasurable to the reader; this data may be stored in the storage media or
transported by means of communication systems [12]. The distinction between
Steganography and cryptography is that Steganography conceals the existence of a
message, whereas cryptography is making a message indiscernible even when the
message is found by unauthorized parties [13]. Figure 1.1 demonstrates the

encryption and decryption in cryptography.

key key

Plain text
original data

Inscrutable
data

Plain text
original data

Figure 1.1: Cryptography Processes
From [14].

In cryptography distinctive operations may be utilized according to the purpose of
cryptography, for example, key generation, message authentication, secrecy or
privacy, cryptography, and no repudiation; No repudiation is an approach to
guarantee that a message has been delivered and received by the parties of
communication, which imply that the sender of a message cannot later deny send the

message and that the receiver cannot deny obtain the message [14].



Video Steganography is a method to conceal different sort of documents into a
carrying video file. Depending on their size and their memory requirements, video
Steganography can be significantly qualified than usual multimedia files. It is crucial
for proper and operative embedding process to choose effective pixels in the file
outlines, which are utilized to store the secret information. The least significant bit
(LSB) insertion is a crucial approach for embedding data in a carrier file. Least
significant bit (LSB) insertion strategy works on LSB bit of the media file to conceal
the data bit. In this thesis, an information concealing scheme will be created to hide
the data in particular frames of the video and in particular area of the frame by LSB

alteration utilizing two different methodologies [15, 16].

1.2 Objective of the thesis

The main aim of this thesis is to improve data concealing of content documents in
digital video file. In addition give an effective, high capacity and a protected strategy
for video steganography, utilizing two different methodologies based on LSB

approach.

1.3 Overview of the Chapters
This thesis is organized into six chapters:

Chapter One: The current chapter is the introduction to the general aspect of

steganography and, objectives of the thesis, and the organization of the project.
Chapter Two: This chapter presents the terms and basic concept of steganography.
Chapter Three: This Chapter consists of the literature survey and the related works.

Chapter four: This chapter demonstrates the methodology of the proposed

approaches.
Chapter five: This chapter shows the experimental work and discussion of results.

Chapter six: This chapter including the conclusions and the Suggestion for future
work



CHAPTER 2
Terms & Basic Concepts of Steganography

2.1 Introduction

The appearance and the generally usage of the internet is thought to be one of the
primary events of the most recent years, information become noticeably accessible
on-line, all users who have a personal computer can without much of a stretch
connect to the internet and search for the data they want to discover. The outcome is
that everybody can read the most recent news on-line and furthermore consult
computerized libraries; read about firms, colleges, cultural occasions, exhibitions,
etc. but also the companies can offer their items through the Internet, using electronic
trade [17].

In the last couple of years, there was a rapidly developing interest in ways to conceal
data in other data. The fact that a boundless number of excellent copies can be
illegally delivered driven people to study methods for embedding hidden copyright
data and serial numbers in audio and video information; therefore individuals
inspired to study and discover techniques for communicating secretly [18].
Information concealing science considers a wide research field, which includes
numerous applications, for example, copyright security for digital media,

steganography, watermarking and fingerprinting [19].

1. Watermarking applications normally applied for copyright security. In this
application the message contains data, for instance, owner ID and a digital time
symbol.

2. Fingerprint, in this technique, the owner hides a sequential digital which
specifically recognizes the user of the information set. This information adds to
copyright data enabling the follow up of any unapproved utilization of the data
set back to the user.

3. Steganography hides the secret message inside another informational collection,

which means conceal the presence of the message.



2.2 The Steganography

Steganography can be defined as a kind of concealed transmission process that
basically signifies “covered writing” (as indicated by the Greek, the word stegano or
“covered” and graphs or “to write”). The objective of this tool, is to conceal a data
message inside unapparent cover medium, in order to keep these messages
unrecognized. [20]. Although, some of these coded messages have been caught, it
was not possible to decode them. While this secures the data hidden in the cipher, the
arrest of the message can be

Similarly as harming because it informs the enemy that somebody is collaborating
with an opponent. Steganography adopts the inverse strategy and try to cover all
evidence that could refer to the communication process [21]. Basically, the data-
hiding procedure in a Steganographic framework starts with recognizing a cover
medium’s excess bits (those that would be changed without ruining that medium’s
quality or the origin information values). The embedding procedure makes a stego
medium through changing these excessive bits with data from the hidden message.
Contemporary steganography will likely keep its simple existence untraceable.
However, the steganographic frameworks, due to their diffusion nature, it leaves
behind measurable follows in their cover media through adjusting its statistical sets.
Along these lines, eavesdroppers can distinguish the distortions in the subsequent
stego medium’s statistical properties. The way toward discovering these alterations is

called Statistical Steganalysis calculations [22].

2.3 Steganography Categories According Carrier Types

There are many sorts of cover in which data are implanted. Some of which are
public, another are not. Continuously, steganography users find new types of cover,
in this way, types of cover cannot be counted. In every day we expect another kind
of cover. Figure (2-1) demonstrates the main classifications of file formats that could

be utilized in steganography.



Steganography Carrier

AT

Figure 2.1: Steganography Categories According Carrier Types

From [22].

2.3.1 The Hiding in Text

Since everybody able to read, converted content in impartial information is
doubtfully compelling. Yet, considering the start of each word of the earlier sentence,
you will able to see that it is conceivable and it is not extremely difficult. Concealing
data in simple content can be achieved in several ways [22]. Some methods include
the alteration of the outline of a script, guidelines like utilizing each character or the
modifying of the quantity of clear space after rows or within words [23].

Invisible inks turn to be a prominent medium. Computers convey greater capacity to
information hiding. The layout of a document may likewise uncover information.
Documents may be checked recognized by modulations in the places of lines and
words. Including spaces and "invisible" characters to content gives a method to pass
concealed information. An Interesting approach to see this is to include spaces and
additional line breaks in an HTML file. Web browsers overlook these "additional”
spaces and lines, however, uncovering the source of the web page shows the
additional characters. For an extra text-based concealing strategies and an algorithm
for mimicking the statistical distribution of content to pass data [22].

The last technique was effectively utilized as a part of training, after content has been
written and derivative on sheet for several times, the confidential message can be
recovered. Other likely method for putting away a confidential data inside a content
is utilizing a freely accessible protection source, such as a newspaper or a book, and

utilizing a code which comprises for instance of a mix of a character, line and page



number. In this way, no data put away into the cover template will prompt to the
concealed text. Discovering these codes are exclusively depends on the background

of these secret keys [24].

2.3.2 The Hiding in Image

Image is considered as an excellent media used to hold data by utilizing
steganography strategies huge data contained in images give a decent range to
conceal data in it. Image view may remove the detector attention from the hidden

data, which give another reason to conceal data in image.

2.3.3 The Hiding in Audio

In the presence of computer-based audio steganography system, confidential
messages can be hidden in digital sound. The confidential message can be combined
by cautiously adjusting the binary arrangement of a sound file. Current audial
steganography programming embeds messages in AU, WAV in addition to MP3
sound files [24]. Hiding confidential messages in digital sound is generally more
problematic process than hiding information into other media, for instance, digital
images. Keeping in mind the end goal to conceal confidential messages effectively,
divers’ strategies for hiding data in digital audio have been presented. This kind of
methods run from rather straightforward algorithms that embed data in the type of
signal noise to all capable techniques that can exploit sophisticated signal processing
techniques to conceal data. The strategies that can be utilized for audio

steganography are explained below [24].

1- LSB coding
2- Phase coding
3- Parity coding
4- Echo hiding

5- Spread spectrum



2.3.4 The Hiding in video

Video files are for the most part assembly of images and sounds, therefore, most of
the accessible methods on images and sound can be functional for video files too.
The great benefits of videos are the extensive quantity of information which could be
concealed inside and the way that it is a stirring stream of images and sounds.
Accordingly, any small, however generally visible alterations might go by
overlooked by people due to the constant flow of data [25]. This method of
steganography is the predetermined approach of this thesis; therefor it is going to be

clarified in some details.

2.3.5 The Hiding in Protocol

The term protocol steganography implies to the procedure of embedding data inside
messages and system control tools utilized in network communications [25]. In the
pieces of the OSI network template there exist hidden channels where steganography
can be utilized. A case of where data can be embedded is in the heading of a
Transmission Control Protocol /Internet Protocol (TCP/IP) packet in a few areas

which are either discretionary or are never been utilized [26].

2.4 Steganography Process
Steganography process has the following components (Figure 2.2):

1. Secret message: The information to be hidden which can be in the format of text,
audio, video, or image.

2. Cover — Media: It assigns to the item used as a transporter to hide the secret
message inside it.

3. Embedding Algorithm: Known as hiding message procedure.

4. Extracting Algorithm: Known as unhide/uncover the message procedure.

5. Stego-media: is usually refers to the generated object that can carry a hidden text.



Information To s
Embed
Stego Original
Information
Cover Media |[—

Figure 2.2: The Steganography Process

From [22].

2.5 Uses of Steganography

Steganography is used by the two sides of society, great individuals and terrible
individuals. It is known that criminals of utilization a few of sorts steganography to
smuggle files and instructions to their partners, hoping to keep away from the law.
Dueling with this unlawful utilization of steganography is the examination center of
Steganalysis. The good individuals Steganalysis to protect secrets and confidential
files for instance it is utilized by government departments, banks, commercial entities

in addition people who want to ensure their information.

2.6 Steganography algorithms
1. Spatial domain
In this algorithm the videos format can be described as a rectangular grid of

pixels. The human visual system (eye), does not see an video as a grid [26].

2. Transform domain
This algorithm concentrates on representing videos that are anything but difficult to
compress. Such methods are normally loss and subsequently form an approximation

of the initial video with some loss of detail [26].

2.7 Security services offered by Steganography
Steganography guarantees the security of sensitive data by hiding information in

other data, in this way confidentiality is offered. Identification and confirmation must
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be offered if a steganographic key is utilized, since knowledge of the key can
recognize a person to be who he says he is. Nonetheless, the way in which the data is
hidden and the methods utilized could likewise serve as proof of identity. The
strategy used to embed the data thus turns into the shared secret, and when accurately
inserted and extracted provides a means of distinguishing proof and authentication by

Steganography.

2.8 Steganography problems

Steganography is misused by keeping secrets that could be unsafe to innocent
individuals. The greatest concern in the field of steganography is the rapid
progression of research in Steganalysis, the counter-innovation of Steganography
[27]. Because of the increase importance of copyright assurance; the watermarking
procedure has numerous researchers consideration. The computer specialists and
security analysts have perceived that the Illegal utilization of steganography may turn
to a risk to the safety of the worldwide. Steganography could enable terrorists to
impart in secret without law authorization knowing about this communication. Due
to this threat, specialists have been succeeding to discover imperfections in existing
steganography frameworks. These flaws are misused for the detection of concealed
data, and also include the extraction and destruction of the concealed information

[28].

2.9 Types of Steganography

As indicated by the embedding procedure, steganography can be classified into three
main types. The main objective of them is to implant a secrete message in a
computerized protection by utilizing a private procedure for each of them. They
attempt to make stego-project and innocent cover perceptually comparable [29] they

are:

2.9.1 The Pure Steganography
Pure steganography algorithms conceal data in a computerized cover without
utilizing any sorts of key [29]. This strategy of Steganography is the minimum

protected means through which impart cautiously in light of the fact that the source
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and receiver can depend just upon the assumption that no different gatherings know
about this secret message, [30]. In this technique stego-object contains the cover and

the concealed message only [31]. The embedding procedure can be defined as a

mapping:

Where;
C is the set of possible covers,
M is the set of possible messages.

The extraction process includes the mapping.

And extracting the secret message out of a cover [32].

2.9.2 The Secret Key Steganography

This procedure utilizes a type of concealing key, which is known the secret key [29].
The stego-object contains the cover, concealed message and the secret key.
Individual members who know the undisclosed key can turn around the method and
realize the secret information. In contrast to Pure Steganography where an apparent
unseen transmission channel is available, Secret Key Steganography swaps a stego-
key, which makes it more vulnerable to interruption. The advantage to Secret Key
Steganography is regardless of the possibility that it can be blocked; only individual

who knows the secret key can solve the hidden information [30, 31].

The mapping procedure could be written as follows:

Ex:CxMxK—>C....23
And
Di:CxK—>M....24
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With the property that
Dk (Ek (C, m, k) =m...... 2.5

For all c € C and k € K, is known as a secret key steganography system [32]

2.9.3 The Public key Steganography

This strategy utilizes two types of key to implant the secret message into the cover.
The initial key is known as the private key, and the second key is called open key.
The stego-object encompasses the cover, concealed message, private key, and the
public key [29]. The correspondent will utilize the communal key amid the
programming procedure and only the specific key, which has a direct numerical
association with the public key, can analyze the secret message. Public Key
Steganography gives a more powerful method of implementing a steganography
framework since it can utilize plenty of robust and explored technology in Public

Key Cryptography [30, 31].

2.10 Steganographic techniques for embedding data in digital Covers

Currently there exist a few methods of concealing secret data in a digital cover
medium. All these procedure have different degree of achievement [33]. As indicated
by [34], the following are the three essential information embedding techniques as

utilized in digital steganography.

2.10.1 Substitution

The substitution procedure replaces the desired Least Significant Bits of the original
image file with the bits of the secret data in a way that does not reveal any alteration
to the original file. Substitution procedure is utilized as a part of the conventional

Least Significant Bit algorithm.

2.10.2 Injection

This procedure adds bits to unused areas of digital files to conceal the secret
message. This way, file bits related to an end-user are not changed sendoff the cover
document perfectly functioning. The end-user sometimes cannot recognize that the

file encompasses extra concealed data.
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2.10.3 Generation
In contrast to substitution and injection, this strategy does not involve a standing
cover file. This procedure produces a cover document for the sole purpose of

concealing the message.

2.11 Famous Types of Steganography Methods

There are several sorts of image steganography, [29]. The common strategies are:

2.11.1 Least Significant Bit (LSB) insertion

Least significant bits (LSB) insertion is a straightforward procedure to hidden data in
an image file. The easiest steganographic systems hide the bits of the message
specifically into least important bit plane of the cover-video in a deterministic
arrangement. Regulating the least significant bit cannot bring about human-
perceptible distinction due to the sufficiency of the modification is minor [35]. For
instance, if we analyze video steganography, then the letter A can be concealed in
three pixels (accepting no compression). The unique raster information for 3 pixels

(9 bytes) might be;

(00100111 11101001 11001000)
(00100111 11001000 11101001)
(11001000 00100111 11101001)

The binary value for A is 10000001. Inserting the binary value for A in the three

pixels would generate

(00100111 11101000 11001000)
(00100110 11001000 11101000)
(11001000 00100110 11101001)

The underlined bits are the main three actually changed in the 8 bytes utilized.

Typically, LSB involves that only half the bits in a video been altered. We can
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conceal information at all and second minimum substantial bits and still the naked

eye would not have the capacity to observe it [24].

2.11.2 Masking and filtering

Masking and filtering procedures, normally limited to 24 bits and gray scale videos,
cover data by denoting a video, in a way like paper watermarks. These methods
perform investigation of the video; consequently hide the data in significant areas so
that the concealed message is more necessary to the cover video than simply

concealing it in the noise level [35].

2.11.3 Transform techniques

Transform tools hide the message by modifying coefficients in a change area, for
example, the Discrete Cosine Transform (DCT) utilized in JPEG compression,
Discrete Fourier Transform, or Wavelet Transform. These techniques conceal
messages in important areas of the cover-frame, making them more powerful to
attack. Transformations can be connected over the whole frame, to obstruct all

though the frame or other alternates [35].
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CHAPTER 3
Literature Survey
3.1 Introduction

Recently, video steganography has turned out to be exceptionally well-known
research area for concealing vast amount information behind video without being
seen by the human eye and exchange it over the system with high security and
without any deterioration in the quality of the video. Steganography is a data
concealing method, which is utilized since the ancient times to assure the
confidential data from the hackers attacks utilizing different sort of computerized
media like text, image, audio, protocol based and so on, and video steganography is
one of the essential parts of steganography concept [36]. The key motive of video
steganography is to conceal the secret data within the cover video. So it is a
nontangible masking of confidential data. Steganography concept is unique in
relation to the cryptography and computerized watermarking. As cryptography is a
procedure of encrypting or alter the concealed message in an unreadable configure. It
just scrambles the secret message bits and steganography is a procedure of
concealing the presence of secret message by hiding it inside the video from
intruders. It indeed ensures the confidential information. Digital watermarking is also
information concealing method but, it saves the media file from being pirated and
gives copyright insurance for authentication by implanting logos, captions and so on

[37].

3.2 Digital video basics

Depending on the video standards, a set of frames that encompasses digital video can
be played constantly at steady frame rates.. Number of pixels, frames per second
(fps) as well as frame size are the parameters for computerized video quality.. As the
fps value ranges from 24 to 30, it considered one of universal video formats.
However, the other two standards represent the differences between videos.. Each

video image named a frame that encompasses several pixels containing a set of
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Colors (three or four) such as Red, Green and Blue (RGB), or CMYK Cyan,
Magenta, Yellow and Black (CMYK). The remaining mediator colors are made from
a collection of these basic colors [27, 38]. Generally, human eyes are sensible to
green color, therefore, the number of bits of each color mixture can differ. Figure2
describes 16-bit color from which red and blue are comprising 5 bits while the green
color having 6 bits. In the 24-bit RGB standard, each color contains 8 bits length and
has 256 options in color intensity. Whereas, the 32-bit CMYK standard is needed,

and this parameter is mainly utilized contemporary computer displays [39].

30
25
20
15
10

16-bit(RGB) 24-bit(RGB) 32-bit(CMYK)

Figure 3.1: Overview of bit distribution of digital image of 16-bit (RGB), 24-bit
(RGB), 32-bit (CMYK)
From [27].

3.3 Video steganography properties

A good quality video steganography should have three properties [40], which are
clarified as follows:

1 .Capacity

It implies the total amount of information or number of bits that can be concealed
inside carrier video. It characterizes the maximum size of the secret message or its

length.
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2. Perceptual Transparency (Perceptibility)

The information should be concealed in such a way that it should not be noticeable to
the human visual framework. So it should be transparent. If we increment the limit of
information then its transparency will be influenced. Perceptual transparency is of
two sorts: Quality and fidelity.

3. Security

Attackers can extract the important data by applying different attacks. So security of
video steganography should be high utilizing different encryption and security

algorithms.

3.4 Video Steganography Benefits
Video steganography is the field of computerized steganography that is less

investigated than image steganography, yet it gives a set of advantages [41]:

1. The changes are less detectable for the human visual framework as frames are
noticeable only for a short length of time;
2. Frames individually can be less clear and focused, small colour changes are not as

visible contrasted with photography.

3.5 Video steganography methods

Video steganography techniques can arrange in different ways [41]:

1. By compression:
¢ Methods for compressed video files;

¢ Methods for uncompressed (raw) video files.

2. By embedding domain:
¢ Spatial domain;
+ Transform domain (discrete wavelet transform — DWT, discrete cosine

transform — DCT, etc.).

3. By embedding method:

¢ Embedding into still images;
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¢ Embedding based on the video codec;
+ Embedding based on the video format.
As most of the videos on the World Wide Web are compressed video files and a raw

video file alone can raise doubt [42].

3.6 Techniques of video steganography

Video steganography can be utilized in different strategies. The most suitable one is
to conceal the confidential information in which the quality of the cover video is not
affected, so that it might not be recognized within human vision. The concealed
video is distinguished as the “stego” video which is reached to the recipient side via
the sender [43]. Different type of video steganography procedures is utilized for the
time being, to protect essential data. Some investigated techniques are briefly

clarified in the following sections, and their comparisons are explained in table 3.1.

3.6.1 LSB method

This procedure is popular standout amongst the most prominent methods for the
security of information due to its ease and as often as possible utilized approach. For
embedding the information, it is the least complex and effective approach. In this
procedure, the pixel values (bytes) of cover videos are eliminated, and then its least
significant bits are substituted by the secret bits that we will be embedded. The
virtual look of the actual host video will not be distorted if we only change its LSB

bits [44].

3.6.2 Non-uniform rectangular partition

This procedure is utilized steganography for unpacked domain; by concealing an
uncompressed confidential video document in the host video file we can conceal the
information. But we need to guarantee that both the confidential and the cover file
must be of the equivalent dimensions. The secret video will be hided in the leftmost

4 LSB bits of all frames of the source video [44].
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3.6.3 Compressed video steganography
This procedure is for the packed videos only, where information can be hidden in
block of frame with extreme part modification and in P and B block with extreme

enormousness of signal directions [45].

3.6.4 Anti-forensics technique

These methods are the exercises which are involved to damage, hide and operate the
information to attack the computer legal sciences. It offers security for shielding
from unofficial people. Steganography resembles anti-forensic where we attempt to
hide information under host file. Steganography and anti-forensics at the same time

makes the system more secured from unauthorized access [44].

3.6.5 Masking and filtering

This approach is taken a shot at 24 bits/pixel images and is appropriated for both
gray and colored scale images. It looks alike as watermarking overlapping an image
and doesn’t altering the perfection of the image. Comparing to other methods, in data
covering the confidential message is very processed so that it would appear as
multimedia document. Information masking cannot easily be disclosed by predefined

steganalysis [44].
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Table (3.1): Comparison of Video Steganography Techniques.

Video
Steganography Descriptions Advantage Limitations
Techniques
The cover video’s pixel
values are e).<tracted (in Easy tg embed the Easy to embed the data
bytes), then its LSB are data & implement & ’ .
LSB method . & implement & high
replaced by the secret high message message pavload
message bits that we will payload. sage pay ’
embed.
Non uniform Hiding an upcompres.sed Cpncea} a source Confidential and cover
confidential video file in the video without any ' )
rectangular . . Lo files must be in the
artition source video stream with alteration in source same size
P most similar size. video. -
Compressed Data hiding operations are Extraction of data
. . . . . Useful only for
video executed entirely in the without requiring .
. . . compressed videos.
steganography compressed domain. original video.
Anti-forensics Hide data under some host Prevent data from Mainly used to attack
. . the computer
Technique file. unauthorized access. :
forensics.
Can’t easily detected, It sciamnpliz (site;teizzi?ﬂb y
Masking &filtering Hide a sagqal by different useable for both gray analysis and tools &
signal and colored scale apnly only to ora
images, more robust PPy . ytogray
scale images.

3.7 Image processing

Image processing is a procedure to improve original images captured by cameras
(sensors) attached to satellites, aircrafts and space probes. in addition to pictures
collected from daily life for different applications. Different methods have been
investigated in image processing in the last five decades. The majority of the
methods are produced for improving images acquired from military reconnaissance
flights, remote-controlled spacecraft and space probes. Image processing frameworks
become noticeable due to easy acquiring of effective devices, for example, personnel
computers, graphics software's and large size memory devices.

Image processing is utilized as a part of different applications, for example:

(Remote sensing, medical imaging and film industry). The regular steps in image
processing are image scanning, storing, enhancing and interpretation. There are two
procedures accessible in Image Processing:

Analog image processing assigns to the modification of image through electrical
means. The most widely recognized example is the television image[46]. Digital

image processing in this case, digital computers are utilized to handle the image. The

21




image will be transformed to digital form utilizing a scanner — digitizer and then
prepare it. It is characterized as the subjecting numerical representations of objects to
a set of operations to achieve a desired result. It begins with one image and creates a
changed form of the same. It is hence a procedure that takes an image into another.
The process of a two-dimensional picture acquires by a digital computer is known as
digital image processing. In a more extensive context, it means computerized
processing of any two-dimensional information. A computerized image is an array of
real numbers represented by a limited number of bits, the main characteristic of
digital image processing techniques is its repeatability, flexibility and the

preservation of unique information precision [47].

3.8 Digital Image

A digital frame is a two — dimensional matrix of the intensity values, every
component in this matrix is assigned as pixel. Pixel values (intensities) specify image
colors in the pixel. Images can be categorized based on the color of the image, or on
the bits needed to represent a pixel (depth). In addition, there are other different

orders of images as indicated by other features, which can be found in [29].

3.8.1 Types of Digital Image

There are four main sorts of images as per the scope of the image colors, some of the
them has an inner categorization, these types are:

3.8.1.1 Gray — Scale Image

Gray scale image 1s also known as gray level image. It is an array of single class
(uint8) or double class (uint16) whose pixel values determine intensity values [48].
The pixel values of paired image can be extended to (0-256) range, in which there
are 256 color accessible, White, Black, and 254 levels of gray color. This image may
provide a good quality view when color details are not required, or less capacity
region are accessible, see figure (2-4). If the color levels are of another color (Red,
Green, or Blue), then the image is known as a Monochrome image [29]. Paired
image can be obtained from gray scale image, by specifying a threshold and setting

any value greater than threshold to (255) and the other to (0).
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Figure (3.2): The Gray scale image

3.8.1.2 Binary Image

In this sorts of images, there are only two colors white and black, every pixel value is
either (1) for white, or (0) for black. Paired image demonstrates the boundaries of the
objects in the image, with on inner detail see figure (2-5). Paired images can be
utilized in screen controlling of industrial production lines, edge identification in

image enhancement applications, and numerous different applications [29].

Figure (3.3): The Binary image
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3.8.1.3 The Color Image

It can be recognized as an RGB image, each pixel in a true color image is determined
by three values; one for each component (red, blue, and green) of the pixel scalar
[48]. There are three basic colors Red (R), Green (G) and Blue (B), i.e. any color can
be created by mixing them Instead of storing massive number of colors, computers
store three values for every pixel R, G, and B respectively and produce colors by
showing these values on the screen at the same time, see figure (2-6). This system is

called RGB framework [29].

Figure 3.4: The color image

3.8.1.4 Multi-spectral Image

This type of image commonly contains data outside the normal human perceptual
range. This may encompass infrared, ultraviolet, acoustic, or radar images are not
images in the typical sense since data represented is not specifically visible by the
human visual system. It can be shown as a visual mode by mapping the diverse

spectral bands to RGB system [29].
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Figure (3.5): The RGB System of Color Image

3.8.2 Types of Image Depths
There are various types of Image as indicated by the depth bit per pixel (BPP), [29],
and for each BPP there are (2 Bpp) colors range in the frame. The most utilized

structures in windows applications are:

1. Binary frame (1BPP)

2. Gray scale frame (§BPP)
3. 16 Colors frame (4BPP)
4. 256 Colors frame (§BPP)

5. True colors (24BPP)

3.9 Related Work

The first introduction of video steganography framework in light of non-uniform
rectangular partition was by ShengDun Hu, KinTak U in 2011. This method is
utilized in unpacked videos. Video steganography is used to conceal a confidential

video in a cover video and both should be in similar size. In order to conceal the
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video stream, a mechanism should be connected to each frame of the both videos.
Each frame of confidential video is divided into non-uniform rectangular part which
is encoded. T furthest four least significant bits of each frame of the host video
stream is the place where the confidential video stream is concealed in. By utilizing
this method, changes cannot be observed; therefore, no one will consider the sort of
information that has been concealed in the frames. It is worth mentioning that all the
PSNR values of the frames that have been used were larger than 28db [49].

The application of LSB matching revisited algorithm has been investigated on Video
Steganography by R. Shanthakumari and Dr.S. Malliga in 2014, where the video
stream of AVI was the format. . In their paper they have divided the cover video into
frames. Nowadays, the size of the message does not make any difference in video
steganography technique, because the message can be embedded in multiple frames.
To form the stego video, all embedded multiple frames of the cover video must be
grouped together. This video will then be divided again into frames and the
information will be removed from the receiver side. The proposed technique in this
paper was found to have two issues which were low inserting rate and lack of
security. LSBMR algorithm has a low replacement rate and thus the Mean Square
Error (MSE) is low, because of which LSBMR is more secured than the LSB
algorithm for information concealing. The PSNR value decreases on increase of the
inserting unit [50].

An improvement on LSB based Video Steganographic System for Secure and
Efficient Data Transmission has been investigated by. In this work, the researchers
have spitted the host video into frames, and to embed the file, they compacted it
utilizing the ZIP compressor. The main purpose of compressing information before
loading them over the network is to minimize additional burden of the network. Also,
the color can be computed in RGB 24 bit format for each color pixel. The removed
bytes of the confidential message are used to generate chunks of bits which then are
embedded in the video frames. Before sending the video files, text files are merged
with them. Although the suggested method is basically designed for MPEG file
format, it can also be used for other type of video file format such as 3GP and AVI.
In their calculation, they found that the Mean Squared Error(MSE) and Peak Signal
to noise ratio(PSNR) was sufficiently low, that it cannot be seen easily in the

Steganalysis procedure. Then they have additionally contrasted their procedure with
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LSB technique and they discovered that the proposed method presents better MSE
and PSNR values than the LSB technique [51].

A LSB based hybrid method has been used to demonstrate a video steganography by
Hemant Gupta, Dr. Setu Chaturvedi in 2013, and this approach is utilized in AVI
videos. This video is transformed into 20 equivalent gray scale images. Information
concealing is complete in the host video by utilizing Single, two and three bit LSB
substitution and after that Advanced Encryption Standard Algorithm is connected.
The information concealing methods are used to process the source video and the
encrypted AVI video is then sent to be decrypted by the recipient. They also
discovered the PSNR and correlation factor between Original and embedded image
for one, two and three bit LSB substitution and AES approach. They also noticed that
with the increase of LSB substitution bit, PSNR value decreases and security
increases. In addition to that, they discovered no correlation between encrypted
image and original image for various frames [52].

A framework based on least significant bit procedure was applied by Eltahir, L. M.
Kiah, and B. B. Zaidan to introduce a high rate video streaming steganography [22].
When this method applied on instant images, it can save up to 33.3% of the image
for information concealing, and enhancement of LSB accordingly. The idea of the
proposed technique is by utilizing 3-3-2 method, which utilizes the LSB of RGB
(red, blue, green) colors in 24 bits image. In this procedure, the least 3 bits of red, 3
bits of green and only 2 bits from blue color are taken. This is because human vision
framework is more sensitive to blue than green and red, to think of 1 byte which is
utilized for information concealing. This method (3-3-2) is very efficient to generate
high resolution image. The size of the obtained information was significant (33.3%),
as the human vision system particularly was not able to distinction between the two
frames and their histograms [53].

A video steganography with encryption and LSB substitution approach was
presented by Pooja Yadav, Nischol Mishra and Sanjeev Sarma in 2013. They had
two video streams; host and the secret video. Those videos had the same number of
frames and equivalent frames per second (12 frames and 15 fps). A header of 8 bits
was attached in the beginning of each frame, to show the frame size of the concealed
video.. After this, a symmetric encryption was utilized to encrypt the attached header
and the secret frames. By applying sequential encoding, secret videos are encoded to

the host videos, subsequently, secret videos are created. In order to recover the

27



original data, they utilized XOR transformation through which secret keys were used
to encrypt and decrypt the secret message. Message encoding in the LSB, was
successful via utilizing a pattern of BGRRGBGR (Blue (B), green (G) and red (R)).
2 AVI video files were used and similar PSNR values (35 dB) were observed for
both stego video and host video. To evaluate the result, they calculated the PSNR
value, frame by frame, ultimate, least and average PSNR value of total frames. No
distortion was observed between the stego and the host video when a frame by frame
comparison was applied. This has indicated the similarity between the host and the
embedded video. The host video was observed to be less altered and furthermore the

recovered video stream had additionally a reliable quality [54].
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CHAPTER 4
Proposed Methodology
4.1 Introduction

All the communicating bodies need the privacy, integrity and authenticity of secret
data. Different methodologies are utilized to adapt to these security issues like
computerized certificate, digital signature and cryptography however these
techniques alone cannot be compromised. Steganography is the best solution to
these problems as it conceals the presence of secret information. This proposed
method presents video steganography for information embedding and extracting
embedded data in video files by utilizing LSB insertion approach. The technique
implements two methodologies for hiding data [15, 16]. The following section

outlines these two methods in details.
4.2 Video Steganography Approach

The designed and implemented framework works in two segments; Embedding and

extraction procedure, Figure (4.1):

"

Figure 4.1: Process of Video Steganography.

From [26].
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In embedding procedure, we essentially conceal the secret information inside video
utilizing the proposed inserting algorithms and this process is performed at the
sender side. while; extraction process is completed at the receiver side and only
approved users can extract secret message utilizing Stego key, which is recognized
by sender and receiver only to increase the security of concealing information from
intruders. It is the reverse procedure of embedding segment. These two functions

included several sub functions to finish the job, which can be illustrated as figures

Cover Video :
(AVI file)

Steganography using
proposed L5B technique

below:

w

Figure 4.2: Block Diagram of Embedding Process for Video Steganography
From [26].

A Video stream (AVI) comprises of collection of frames and the secret information
is embedded in these outlines as payload. The cover video is then separated into
outlines. Presently the proposed algorithm is performed to hide the data in the carrier
outlines. The size of the massage does not matter in video steganography as the

massage can be embedded in multiple outlines. After hiding information in multiple



frames of the carrier video, frames are then organized together to design a stego

video, which is presently an embedded video.

Steganalysis of the
proposed LSB

Figure 4.3: Block Diagram of Extracting process for video steganography.

From [26].

In the receiver side, the reverse steps are utilized to translate the secret information,
the stego video and cover video file is read and collected frames information then
extract those frames on which information is concealed. Then extracting algorithm is
performed utilizing secret key on chosen frame to obtain the initial message from
frame.

To assess the efficiency of the proposed method different parameters are utilized
MSE, PSNR and Histogram analysis for every video after concealing a secret
message in the videos to investigate the effect of quality.

The embedding algorithms are classified into two essential domains i.e. spatial
domain and transform domain. Spatial domain manages a video file as it by

exchanging the secret bits with video frame‘s pixels directly. It is also called as time
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domain. The most fundamental spatial technique is least significant bits (LSB). Our
proposed approach is depend on the (LSB) method, two algorithms for hiding

information in cover video are implemented in this thesis, sorted as follows:

4.3 Least Significant Bit (LSB)

Least Significant Bit is the oldest and simplest technique that have been used for
steganography. Secret information is hidden into least significant bits of a byte
representing an intensity value of a pixel [55]. The criterion of using only LSB or last
two, three or four LSBs are based on the amount of data to be hidden and the
importance of the secret data and also the type of cover video and frequency of the
pixels used in a video. Therefore, best LSB steganography algorithm can be designed
on the basis of the above parameters of a cover video and secret information that
have to be hidden. The stego-video is the result after the secret message is
embedding. The binary code below represents the process of message embedding in

cover video.

Cover video Pixels:
00110011 11101001 01101010 10101001
11011000 10001101 10001100 01101101

Secret Message:

10001110

Result (Stego-video):
00110011 11101000 01101010 10101000
11011001 10001101 10001101 01101100

For RGB, a technique from [56] alternates the least significant bits of each pixel of
Red, Green or Blue with the secret message bits. The result of the LSBs alternation
causes minor changes in the RGB colors and therefore, it is difficult to be noticed by

the human eye.
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Secret | ASCll to
Message | Binary
Stego Key LSB Encoder

Cover video
File

Stego
video

Figure 4.4: LSB insertion mechanism

From [26].

4.4 Improved LSB technique for video steganography (First Approach)

An improved method of LSB technique has been developed. According to this
method, all three colors are required for embedding the secret code. As only
manipulating of the least significant bit of the pixel is not enough for information
hiding.

Therefore, the data is hidden in all three color component i.e. red, green and blue of
the host frame by EX-oring of the data bit and pixel bit. The confidential message is
transformed into binary sequence and each bit is Xored with R-component pixel
value of host frame. The resultant XOR value is utilized to manipulate the R-, G- and
B-component frames for binary sequence insertion to generate the stego video. A
reversed process can be applied to extract the inserted code from the stego video.
Three parameters (i.e. MSE, PSNR and histogram analysis) for host and stego videos

are used to assess the functionality of the algorithm. Using the three color component
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can improve the embedding area for the host video three folds. These method allows

three folds space in host video to hide as many textual information.

4.5 The Proposed video Steganography Algorithm

The proposed algorithm for hiding secret message in an input video (AVI format) is

implemented as follows:

Embedding Algorithm

Input: Cover Color Video, Secret Massage.

Output: Stego Video.

X/
L X4

Load cover video file.

Read cover video data.

Calculate the Embedding Capacity of the cover video.

Extract cover video file to separate frames.

Select frame to embed secret message randomly.

Decomposition of input frame into red, green and blue color component
images.

Conversion of secret message into binary form.

Sequencing each character (binary form) of message in single column matrix
(array).

Get the length of the binary array (character) or no. of bits to be embedded in
Host frame.

Generate the random locations in host random equal in no. of bits to be
embedded.

Generate the two LSBs of first location pixel from red component frame and
XOR with first bit of frame to be embedded.

If the XOR result is ‘00’ or ‘11°, then exchange the red component pixel with
bits to be embedded. If XOR (RLSB, MB) = 00. OR If XOR (RLSB, MB) =
11. Then, RLSB = MB

Where, MB = Message Bit.

If the XOR result is ‘01°, then exchange the green component pixel with bits
to be embedded. If XOR (RLSB, MB) = 01. Then, GLSB = MB. Where, MB
= Message Bit.
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If the XOR result is ‘10°, then exchange the blue component pixel with bits to
be embedded. If XOR (RLSB, MB) = 10. Then, BLSB = MB. Where, MB =
Message Bit.

Concatenate the R-, G- and B-component frames to get stego frame.
Generate the stegno video file by compose the stegno frame with rest frames .
Evaluate the performance indices mean square error, peak signal to noise
ratio, Histogram analysis.

End Of Embed Algorithm.

Extraction Algorithm
Input: Stego Video.
Output: Secret Massage.
Load stegno video file.
Read stegno video data and information.
Extract stegno video to separate frames.
Get stegno frame.
Decomposition of stegno frame into red, green and blue color component
frame.
The key file is used to get the stego coordinates.
The stego coordinates and XOR value are used to get the R-, G- and B-
constituents color information. XOR to get LSB bits values.
get back the Least Significant Bit (LSB) in order to convert the binary
sequence into ASCII code.

This is the message that was embedded using Least Significant Bit.

End of Extract Algorithm.
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4.6: The proposed Bit Inversion Technique (Second Approach)

Least significant bit (LSB) inversion method is a process that inverses the bit of each

pixel within the cover-video based on the values of the secret video. This standard

LSB method can be completed when all secret messages’ bits are embedded or

hidden in the cover-video. The proposed inversion technique based on the

comparison between the cover-video (i.e., 2nd last and 3rd last bit) and the bits
from the stego video, which can be obtained from applying the standard LSB
method.

The step-by-step process of the proposed method is as follows:

1. Calculate the pattern occurrences of these two bits on the cover-video, which are
either 00, 10, 10, or 11. Classify the cover video according to these four patterns.

2. Apply the standard LSB method to obtain the stego-video.

3. from the stego-video, once again, calculate the pattern occurrences in the 2nd last
and 3rd last bit of the stego-video. From these patterns, we use them as a guide for
the inversion steps.

4. Compare between each pattern from cover video with the same pattern in the
stego-video.

Step five: Inverse the LSB bits if the number of pixels that have been changed is
greater than the number of pixel that has not change.

5. Store the status of the patterns that inverse its pixel in specific location.

In order to recover the secret message from the stego-video, we need to save these

patterns for which the corresponding LSB bit is inverted. Since we have checked all

possible combinations of the 2nd and the 3rd bit of all pixels, we may need to store
maximum of 4 patterns information in the stego video. Secret message that are
exhibited in the stego-video can be recovered by storing these patterns for which the
corresponding LSB bit is inverted. Therefore, in de-steganography, the information
that guides us to the pixels patterns that has been inversed is to firstly read from the
stego-video to be able to identify the inversed and non-inversed patterns. After that,
the stego-video is classified according to the four patterns and then re-inversing the

bits to extract the massage bits.
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4.7 The proposed Bit Inversion Technique Algorithm
Embedding Algorithm
Input: Cover Color Video, Secret Massage.

Output: Stego Video.

¢ Load cover video file.

¢ Read cover video data and info.

¢ Calculate the Embedding Capacity of the cover video.

«» Extract the cover video to separate frames.

¢ By using encryption key Select frame to embed secret message inside it .

s Decomposition of stegno frame into red, green and blue color component
frame.

«» Decomposition of stegno frame pixels into red, green and blue component.

«» Convert secret message to ASSCII code characters.

Fori=1 ton Get char from msg

For each 2 bits Get pixel from frame For each colour from green and blue Get colour
value Cover value = value Identify the pattern of 2nd and 3rd bits of the Cover value
which are either (00, 01, 10, or 11) If msg bit = 1 Insert a 1 in the lest significant bit
of the pixel value Else Insert a O in the lest significant bit of the pixel value Replace
the value in the frame stego value = value Identify the pattern of 2nd and 3rd bits of

the stego value (00, 01, 10, or 11)

End for
End for
End for
Fori=1ton

% Compare between cover value and stego value to count how many pixel are
changed and how many are not If number of changed pixels in any pattern of
frame was more than pixels that not changed in alternative pattern in the
stego Get pixel from frame For each colour from green and blue Get colour
value

If the last significant bit of the value = 1 Insert O in the last significant bit of

pixel value Else Insert 1 in the last significant bit of the pixel value Replace
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the value in the frame Store the status of pattern that inversed his pixels as a
map in specific location End for End for.

¢ Compose the stegno frame with rest frames and create stegno video file.

¢ Evaluate the performance indices mean square error, peak signal to noise
ratio and Histogram analysis.

End Of Embed Algorithm

Extraction Algorithm
Input: Stego Video.
Output: Secret Massage.
¢ Load stegno video file.
** Read stegno video data and info.
«» Extract stegno video to separate frames.
¢ By using number of frame get stegno frame.
¢ Decomposition of stegno frame into red, green and blue color component
frame.
*+ The key file or encryption key is used to get the stego coordinates.
s The stego coordinates and XOR value are used to get the R-, G- and B-
constituents color information. XOR to get LSB bits values.
% Get back the Least Significant Bit (LSB) in order to convert the binary
sequence into ASCII code.

«» This is the message that was embedded using Least Significant Bit.

End of Extract Algorithm
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CHAPTERS
Simulation Studies and Results
5.1 General Introduction

Any steganography system is characterized generally by two properties,
imperceptibility and capacity. Imperceptibility means the embedded information
must be imperceptible to the eyewitness (perceptual invisibility) and computer
examination (statistical invisibility). The efficiency of the proposed method is
assessed utilizing three different videos (Cat.avi, Road.avi and Train.avi) and one
secret information (message). The perceptual imperceptibility of the embedded
information is shown by comparing the initial video to its stego counterpart so that
their visual differences, assuming any, can be resolved. Moreover, as a goal measure,
the Mean Squared Error (MSE) and Peak Signal to Noise Ratio (PSNR) between the
stego frame and its relating cover frame are examined. Histograms demonstrate the
frequency distribution on the color videos. Contrasting histograms of two same
looking videos can give a thought if there is any alteration on videos. The quantities

are given as below.
5.1.1 Mean Squared Error (MSE)

MSE is the ratio of sum of the square of the differences in the pixel values between
the comparing pixels of the two videos over total pixel number. MSE can be
calculated if two videos dimensions are equal. If two videos are identical MSE value

is 0. Formula (5-1) illustrates how to calculate MSE value [57].

1 M-1 N-1 X
MSE:—Z z Ui i — [B; ;)% eeeeeeens 5—-1
MN i=0 j=0( LJ ﬁl,]) ( )

M: numbers of rows of cover video
N: number of column of Cover video
a;j: Pixel value from cover video

Bij: Pixel value from Stego video
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Higher value of MSE indicates dissimilarity between Cover video and Stego video.

5.1.2 Peak Signal-to-Noise Ratio (PSNR):

PSNR is the standard estimation utilizes to examine the quality of the stego videos.
PSNR describes ratio lies between the maximum possible power of a signal and the
power of corrupting noise that influences the fidelity of its demonstration [58]. In
this situation, the signal is the cover video, and the noise is the error that is presented
by the bits of the secret information. Higher value of PSNR implies higher quality of
the stego video. To demonstrate that, consider a cover video C of size M x M and the
stego-video S of size N x N. Then, each cover-video C and stego-video S will have

pixel values of (x, y) from 0 to M-1, and O to N-1 respectively [59].

PSNR =101 Mil 5-2
= 0810 MSE ( )

Where MAX is maximum possible pixel value of video a (i,j). MSE is the mean

square error.

A large PSNR value brings up that the difference between cover video and stego

video is significantly considered unobserved to the individual eye.

5.1.3 Histogram Analysis

In steganography, mainly, histogram analysis is utilized to compare video pixels
between the cover video and the stego video. Histograms show the number of pixels
that have colors in each fixed list of color ranges and span the video's color space. It

encompasses a group of every single possible colors in a video.

k
n; = zmi ceoveeeen (5= 3)
i=1

k is the maximum pixel value in an video, m is the pixel value, and n is total

repetition of n in video [60].
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5.2 Embedding Capacity Calculation of the cover Video

Embedding capacity is considered as an important characteristic term for video

steganography. Embedding capacity is calculated by using the following formula;

Ecziin(i’j) ......... (5 —4)

i=1 j=1

ifX(i,j) > Threshold

X(i, ) is a quantized wavelet coefficient matrix,

m is a number of rows and n is number of columns,

Then (i,j) is the adaptive embedding depth for each quantized wavelet

coefficientX(i, j).

5.3 Software's used for Algorithm Implementation

The practical platform was programmed in MATLAB Version 8.6 R 2015b,
MATLAB is a fourth-generation programming language and numerical analysis
environment (Figure 5.1). The main functions of MATLAB are: matrix calculations,
developing and running algorithms, creating user interfaces (UI) as well as
information visualization. Programming developers were able to interface with
programs created in various languages due to use of multi-paradigm numerical
calculating environment. This makes it possible to harness the unique advantages of
each language for different purposes. MATLAB is can be utilized by engineers and
researches in many fields, for example, communications, image and signal
processing, smart grid design, control systems for industry, robotics as well as

computational finance [61].
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R2015b (8.6.0.267246)
64-bit (win64)

August 20, 2015
License Number: 838860

o
MATLAB

Professional License

L MathWorks:

Figure 5.1: MATLAB version

5.4 Input (AVI) Video File Data

The proposed specified methodologies is based on the examination to conceal
message into video (AVI) file format which gives a robust and secure approach of
information transmission. The proposed inserted video steganography has many
strengths like ease of use, straightforward and successful process of implanting secret
message with greater security. Three different video files that carry out as a cover for
encrypted secret information are utilized; properties of the test videos are

characterized in table 5.1.
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Table (5.1): Properties of the Tested Videos.

Cover Video File Information
Embeddin
S. No. Name of Resolutio No. of ;
Size Frame/Sec. g capacity
video file n (W*H) Frames

1 Cat.avi 292 MB | 240*176 24 241 126720

2 Road.avi 193 MB | 360*180 30 297 194400

3 Train.avi 10.0 MB | 360*240 30 626 259200

5.5 Original/Secret Message

The following text message assimilate one paragraph includes 352 characters or
(2880) bits. This text has been selected to test the proposed methods, "Video
steganography has become very popular research area for concealing large amount
data behind video without being noticed by the human eye and transfer it over the
network with high security and without any degradation in the quality of the video,

also can be more eligible than other multimedia files, because of its size and memory

requirements."

43




5.6 Simulation Studies

Implementation of the proposed Algorithms consist of two phases, Embedding and

Extraction process, figure(5.2); which are explained as follows:

r 3
4 Video Steganography LE_‘_M

"AN IMPROVED LSB VIDEO STEGANOGRAPHY
TECHNIQUE USING BIT-INVERSE"

Embedding

Figure 5.2: Video Steganography user interface system (GUI).
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5.6.1 Embedding phase
In embedding processes the inputs are color (AVI) video file, and a secret message

(text file). The output is Stego with hidden data, this process consist of the following

steps:

Stepl: Load the color AVI video file as a cover, figure (5.3).

& Select Video File —

) [5» 2nd code v 145 | [ Seorch 2nd code )

Organize ¥ New folder =y 0 @ 1

-

W Favorites
Bl Desktop
# Downloads
1, Recent Places

m

4 Libraries
¥ Documents
o Music

| Pictures vipbarcode A L
B Videos

™ Computer
ﬁ Local Disk (C)
ca Local Disk (D) ~

File name: v [Al Audio Video-Files (av) v
Open |v _Comd ]

J

Figure 5.3: Load cover video.
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Step2: Load Text Massage, as secret massage, figure (5.4).

r.'.-E- Select File to Open

| [l 2ndcode

w | by ['.c'ft.:r:ls' tode

=)

el

Mew folder

-

Organize =

“f Favonfes
B Desitop
|6 Downloads
&, Recent Places

~a Libraries
['# Documents
o Mutic
e Pictures
B videss =

& Computer
& Local Disk )
s Local Disk (D) =

Secrete Teat

Fibe nanes * secret teil

secret bed]

=

Secrete Text

8|

W
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Step3: Save stego video after embedding the text massage, figure (5.5).

R I PR )
.b |l » 2ndcode v by Search dnd code
Organze v [(JPuy v  Playal  Shawewthw  Bun  Newfolder 2 0 ® l
N ‘ 2 & \ N \\ » \ N
| o ]| . | 4 4
# Downicads baby bindstr ot embedl etract Maingui  Mangui  Main_gul
3 Recent Places N N » \ \ A\ N
44 44 m e 4
| Wihie Mingul Mingsd Mengud  pv  Recovsed RunThs  Run This
+ Documents Secrete
o Music & Tet
e Pictures ™\ % Y R 1 Ry
H Videos “ ‘y | ‘l ] & ‘]
—_— ——
rund nnl secretted]l  secret key_ Secret stego sti2bin test.asy
1% Computer qu\e'r:ion_ Test
& Local Disk () )
cn Local Disk (D) ) - {
o Local Disk (€) | ] ‘J [ ‘] ﬂ
. Local Dusk (F:) test tnan trurgh vipbarcode
[ ST =
' stego  Length: 000008 Frame widkh: 240 Rating
Video Chp  Sue 158 M8 Frame height: 176 Date modified: T )W/ o¥/1% 5 AT

Figure 5.5: Saving stego video.

5.6.2 Extraction phase
In extracting processes the inputs is stego video. The output is text file contain the

secret message, which described as follow:
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Stepl: Load stego video
Figure (5.6) shows the window of loading the stego video that contains the secret

message.

[Focisorc m -
4 G\'—J !,- » 2nd code 'x‘? Search 2nd code R

i Organize v New folder = [l ®

-

W Favorites
B Desktop
# Downloads
. Recent Places

o4 Libeanes
* Documents
J\ Music
= Pictures
B videos

N
4| ™ Computer

: & Local Disk (C)

i ca Local Disk (D) =

File name: stego v | Al Audio Video-Files (i)~

| Open |v] | Conce

Figure 5.6: Chossing stego video.
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Step2: Save extracted message

Figure (5.7) shows the window of text file after extracting the information, were the

text file will be saved in the directory named output.

o W N O -ame
(File Ede Format View Help
Video steganography has become very popular
research area for concealing large amount data
behind video without being noticed by the human eye
and transfer it over the network with high security and
without any degradation in the quality of the video,
also can be more eligible than other multimedia files,
because of its size and memory requirements.

Figure 5.7: Extracted information

5.7 Results and Discussion

The original videos are selected frames from above mentioned video files, used for
hiding secret data and after hiding the data resultant videos is known as stego videos,
(Figures 5-8, 5-9 and 5-10) shows cover videos and their stego videos of Video

steganography proposed approach. (Figures 5.11, 5.12 and 5.13) Shows cover videos

and their stego videos of Bit inversion technique approach.
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Cover Video Stego Video

Figure 5-8: Cat.avi, Cover and Stego video based on video steganography proposed

approach.

Cover Video Stego Video

Figure 5-9: Road.avi, Cover and Stego video based on video steganography proposed

approach.
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Cover Video Stego Video

Figure 5-10:Train.avi, Cover and Stego video based on video steganography

proposed approach.

Cover Video Stego Video

Figure 5-11:Cat.avi, Cover and Stego Video Based on Bit Inversion Technique

Approach.
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Cover Video Stego Video

Figure 5-12:Road.avi, Cover and Stego Video Based on Bit Inversion Technique

Approach.

Cover Video Stego Video

Figure 5-13:Train.avi, Cover and Stego Video Based on Bit Inversion Technique

Approach.
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For result analysis MSE (Mean Square Error) and PSNR (Peak Signal to Noise
Ratio) are measured for original video and stego video. Table 5.2 and 5.3 shows the

MSE and PSNR values of mentioned test videos for each approach:

Table 5.2: MSE and PSNR Values of the First Approach.

Proposed Video Steganography Approach
Cover Video Name MSE PSNR
Cat.avi 0.0339962 60.4864
Road.avi 0.0227006 64.5704
Train.avi 0.0171065 65.7992

Table 5.3: MSE and PSNR Values of the Second Approach

Bit Inversion Technique Approach
Cover Video Name MSE PSNR
Cat.avi 0.0336411 60.3064
Road.avi 0.0205556 65.0015
Train.avi 0.0166088 65.9274

A large PSNR value points out that the variation between cover video and stego

video is significantly considered unnoticed to the human being eye.

5.8 Histograms for Frame

Histogram represents the tonal distribution of digital video. These figures show the
histogram of frame before steganography and after steganography with used
techniques. (Figures 5.14, 5.15 and 5.16) shows histogram analysis of video
steganography proposed approach and (Figures 5.17, 5.18 and 5.19) shows Bit

Inversion Technique approach.
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Figure 5.14: Cat.avi, Histogram analysis of Video Steganography Proposed

Approach
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Figure 5.15: Road.avi, Histogram analysis of Video Steganography Proposed
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Cover Video

Stego Video
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Figure 5.16: Train.avi, Histogram analysis of Video Steganography Proposed
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Figure 5.17:Cat.avi, Histogram Analysis of Bit Inversion Technique approach.
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Stego Video
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Figure 5.18:Road.avi, Histogram Analysis of Bit Inversion Technique approach
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Figure 5.19:Train.avi, Histogram Analysis of Bit Inversion Technique approach.



In figures above, the distinction in the histogram results of the cover-video and
stego-video frames obviously demonstrate that the algorithms effectively hides the
information into the video having valuable results to the HVS.

The benefit of the proposed algorithms is that it gives high security as the
information is hidden in RGB color component. This framework gives good quality
resulting videos. Hence the proposed video steganography techniques is
demonstrated to be clear to transfer highly confidential information like medical

reports, banking details, military information and other crucial information.
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CHAPTER 6
Conclusion and Suggestions for Future Work
6.1 Conclusion

A video steganography algorithm for secured data transmission using two different
techniques have been proposed with imperceptible distortions in the resulting AVI
videos. We embedded secret data bits in RGB color components of the cover video.
Also, the proposed method extracts the data without any loss in size of the original

video files. The overall process is performed with less computational complexity.

Both techniques have been implemented using least significant bit (LSB) insertion
technique, for hiding a particular text message in the host video, hide it securely with
minimum mean square error and as a result gives maximum PSNR. This will assist
the transmittance of the data securely by embedding it in a video file and without

disclosing to the unintended receiver and any alternation in secret message.

In addition, using video files as a cover object increasing the payload capacity with
minimal distortions in the host video. The tested results indicate that the considered
hiding techniques have an acceptable performance, and the produced stego-videos

are not extremely different from the original video to the human eye.

Therefore, these techniques have good quality of invisibility and detect ability for the
host video. Worth to mention that the goal of the techniques are not just to increase
the capacity of the message but making it difficult to any unauthorized party to

determine the presence of a secret message.
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6.2

Suggestions for Future Work

. Further improvement on the video steganography technique is required in

order to hide multiple data as well as different types of confidential messages
using various types of video file format without affecting the quality of the
video files.

Also, the data to be hidden and the secret key is encrypted before embedding,

which can enhance further security.

. Likewise, the processing of binary transformations can be adaptive in many

ways in order to increase the security of data transfer.

Using another technique of steganography in order to decrease the amount of
resulting hidden data.

In addition to, employ added items of quality parameter to indicate the

efficacy of the approaches.
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