(X X3 4XX3
iSTANBUL

0

REPUBLIC OF TURKEY
ALTINBAS UNIVERSITY

Institute of Graduate Studies

Information Technology

COMPUTER NETWORK TRAFIC CLASSIFICATION
BASED Al TECHNIQUES

Mohammed Akram ALI

Master’s Thesis

Supervisor
Asst. Prof. Dr. Ayca KURNAZ TURKBEN

Istanbul, 2022




COMPUTER NETWORK TRAFIC CLASSIFICATION BASED Al
TECHNIQUES

Mohammed Akram ALI

Information Technology

Master’s Thesis

ALTINBAS UNIVERSITY

2022



The thesis titled “COMPUTER NETWORK TRAFIC CLASSIFICATION BASED Al TECHNIQUES”
prepared by “MOHAMMED AKRAM ALI ALI” and submitted on 20/05/2022 has been accepted
unanimously for the degree of Master of Science in Information Technologies.

Asst. Prof. Dr. Ayc¢a Kurnaz Tiirkben
Supervisor
Thesis Defense Jury Members:

Asst. Prof. Dr. Ayga Kurnaz Tiirkben Faculty of Engineering and
Natural Sciences,

Altinbas University

Asst. Prof. Dr Abdullah Abdu IBRAHIM
Faculty of Engineering and

Natural Sciences,

Altinbas University

Asst. Prof. Dr. Serdar KARGIN Faculty of Engineering and
Natural Sciences,

Beykent University

| hereby declare that this thesis/dissertation meets all format and submission requirements of a Master’s

thesis.

Submission date of the thesis to Institute of Graduate Studiees: __ / /



I hereby declare that all information/data presented in this graduation project has been obtained
in full accordance with academic rules and ethical conduct. | also declare all unoriginal
materials and conclusions have been cited in the text and all references mentioned in the
Reference List have been cited in the text, and vice versa as required by the abovementioned

rules and conduct.

Mohammed Akram ALI



DEDICATION

First and foremost, | want to express my gratitude to Allah Almighty for providing me with the
mental acuity, health, and stamina necessary to finish this course of study.

My parents are the true inspirations behind my dissertation. It's impossible for me to put into
words how much you mean to me; | can never repay you. Please know that I'll do all in my

power to meet your expectations.

Finally, I'd want to thank everyone who has supported and encouraged me during this research

process, especially my family and close friends.



ABSTRACT

COMPUTER NETWORK TRAFIC CLASSIFICATION BASED Al

TECHNIQUES
ALI, Mohammed

M.Sc, Information Technology, Altinbas University,

Supervisor:Asst Prof. Dr. Ay¢a Kurnaz Tiirkben
Date: 20/05/ 2022
Pages: 60

Identifying and categorizing network traffic is the initial step in determining what sorts of
applications are traveling via the network. An internet service provider or network operator may
better control a network's overall performance by using this method. For the classification of
network traffic data, new Al methods based on methods are provided in this thesis.

The data obtained from Kaggle was used to train the KNN to classify the dataset into normal and
abnormal. The aim of KNN is to learn the features of the normal and abnormal cases of traffic and
try to classify them. Then a search algorithm is applied to obtain the best parameters for the KNN.
The grid search algorithm was applied to optimize the performance of the KNN and presented

remarkable results when compared with previous research.

Keywords: K-Nearest Neighbor, Grid Search, Artificial Intelligence, Network Traffic.
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1. INTRODUCTION

Today's world is very rich in terms of "Information” and computers in every field have become
indispensable tools for processing, transmitting, and storing information. These capabilities of
computers are supported by computer networks that allow them to exchange data between them.
A computer network is a system in which multiple computers are interconnected to share software
and hardware resources, including information. The concept of computer networking can be
explained by the combination of more than one layer, from the physical connections of computers
to the communication channels of the applications running on them. Each layer has a specific task
and although they are independent of all other layers, they work as a whole. Incoming and outgoing
data between the computer network and the computer are transmitted through each layer,
respectively. More than one model has been introduced and applied to the informatics world to
create a layered communication architecture. Among the important ones are the 7-layer OSI [1]
model used for general communication and the 4-layer Internet Model, which is customized for
internet communication. The Internet Model consists of Connection, Internet, Transport, and

Application (Link, Internet, Transport, and Application) layers, respectively.

With the widespread use of the Internet, the number of cyberattacks is increasing rapidly. The
importance of data protection when using the Internet is closely related to the importance of
information security. Personal, business, and military information is exchanged between
individuals or institutions over the Internet. Cryptographic techniques and protocols are used to
keep this shared information confidential. The use of Secure Hypertext Transfer Protocol (HTTPS)
traffic on the Internet exceeds 95% and continues to grow. Without encryption, cybercriminals can

capture sensitive data and use it for malicious purposes [2].

It is popular to utilize Virtual Private Networks (VPNs) and SSL to encrypt network traffic and
offer secure communication. [3] (SSL). Secure communication between a web browser and a
server is made possible using the SSL protocol, which was created by Netscape. When it comes to
secure communication, both VPN and SSL protocols are used, but there is a distinction between
the two. In contrast to SSL encryption, which only encrypts a subset of data in each packet, VPN
encryption encrypts the whole of each transmission. The Open Systems Interconnection (OSI)

model's third layer, the network, is where VPN encryption takes place. Unlike SSL, which operates



at the OSI presentation layer, SSL functions at layer 6. VPNSs, on the other hand, are often used to

encrypt all communication between two destinations.

Encryption allows network and cybersecurity experts to decrease their capacity to examine
network data and conceal cyber attackers. Hackers may conceal and attack security measures like
antivirus and intrusion detection systems by encrypting the communications they send and receive.
Open data may be analyzed with this present approach. Without decrypting the encrypted packet,
it is not possible to do deep packet analysis and look at the data moving through the network, so it

is not possible.

Data may be stolen, encrypted, and sent to command and control centers, as well as malware and
other forms of cybercrime can be downloaded. According to the study, encrypted communication
is frequently used by attackers. Preventative measures include scanning and decrypting encrypted
transmissions. Due to the enormous volume of communication and the length of time necessary
for decryption, analysis, and encryption, this solution's efficacy is diminished. It's also against the

law to decode encrypted user communications [5], which is why it's not recommended.

Identifying and categorizing unknown network classes begins with the categorization of network
traffic. In network administration and security, traffic categorization plays a key role. With this
technique, network professionals can block traffic that they do not allow or want on the network.
Also, which application can also do network resource management by detecting how much

bandwidth it is using on it.

Since the early 1990s, unencrypted packets have been classified using certain signatures and
patterns. In order to perform deep packet analysis, the contents of unencrypted packets are needed.
Because it is necessary to compare the known signature patterns with the signature patterns in the
captured packets. In cases where the package content is encrypted, the package content contains

meaningless characters, and the signature

Due to the fact that it does not fit the pattern, this approach cannot be employed. These instances
were classified using a flow-based approach. Statistics, rather than packet contents, are employed
in a flow-based and time-based system, where packet length, packet count, packet size, and packet

start and finish timings are all used instead. A package's encrypted communication is not classified



based on its Internet Protocol (IP) or port number. There is a lower chance that the Al-based

method will work because encrypted traffic may be set up on different ports.

The application areas of Internet technology in the last few years have been banking transactions,
online auctions, electronic commerce applications, social networks, etc. expanded to cover many
different areas. The security of computer systems is frequently threatened by attackers (hackers).
The use of firewalls and some access control mechanisms are among the most preferred Intrusion
Detection Systems. However, such systems will fail if the attacker is within the network or if an
unknown attack is encountered. Systems have been developed to protect against known external
attacks such as viruses and worms. However, none of these systems is sufficient in today's

possibilities.

The link layer is responsible for carrying the data from the network card to the internet layer
according to certain protocols (Ethernet, ARP, etc.). Incoming packets at the internet layer have
IP addresses. At the same time, ICMP packets used to control the internet connection are also
found in this layer. Packets routed by IP address are sent to the Transport layer. Here, each packet
is separated once again according to the protocol they belong to (TCP, UDP, etc.). Packets
separated according to the relevant protocol reach the Application layer, which is the last layer,
and are transferred to the applications they will be used according to their port numbers (80: HTTP,
21: FTP, etc. [6].

Network security is becoming more and more important due to the enormous development of
computer networks and the rapid increase in the number of applications that use them. Moreover,
nearly all computer systems have security vulnerabilities that are technically difficult to detect and

costly to prevent. Internet included in the model the fact that protocols such as IP, TCP, etc.

Therefore, Intrusion Detection Systems (IDS), the most important network security element
designed to detect anomalies and attacks in a network, become even more important. One of the
main approaches in network traffic analysis applied by these systems is to detect suspicious traffic
and separate it from normal traffic. In order to do this, various methods have been developed based
on signature-based, knowledge-based, and machine learning. In today's internet environment, there

are numerous devices with different processing power and portable computer features. It is clear



that anomaly detection solutions that restrict high processing power and performance will be much

less preferred, especially when the subject is portable.

IDSs are designed to detect previously undetected attacks they should be developed. After an
attack is detected, necessary measures must be taken. Therefore, detection and prevention systems
should be considered together. Detection and detection system can be developed independently of
the prevention system or they can be developed together. Such solutions are called Intrusion
Detection and Prevention System (IDPS). IDSs can be broadly classified into two main groups.
The first group is software-based systems (host-based) installed on user or server computers. The
second group is designed as network-based. Network-based systems operate on their own special
hardware or on separate computers allocated to them they work. A software-based IDS monitors
the network card, the system calls of the operating system, and the behavior of the programs
running on the computer on which it is installed. On the other hand, a network-based IDS, simply
put, analyzes data traffic to and from the local network by tracking any events and communications

between computers.

In short, traffic volume, Internet Protocol (IP) addresses, service ports, protocol usage, etc. all
network-related criteria are taken into account. In this context, IDS makes important contributions
to the overall network security by trying to identify attacks with their capabilities. Once an IDS
detects a new type of attack on the network, it can record the signature of the attack in its database,
making it better prepared for similar or identical attacks in the future. However, at the same time,
a different, IDS running on the network may not have encountered such an attack before, and
worse, it may fail to detect it when it does. As a solution for this purpose, it is thought that the
findings that are considered important among the IDSs can be shared. Thus, an IDS with this
capability can prevent other IDSs from making the same mistake. As a result, the importance of
using a standard data exchange format becomes apparent in order to share data between IDSs from

different manufacturers [7].

When working on IDSs, making comparisons in terms of their performance is a very important
skill. False Alarm Rate and Detection Rate are two key performance measures that are often used.
In computing, the Detection Rate is defined as the proportion of all threats that are properly
detected (and so create an alert). The False Alert Rate is the ratio of cases where a normal event is

assumed to be an attack to the total number of normal events. In these two cases, it is aimed to
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measure the performance of the IDS when it gives an alarm. In some cases, IDSs do not generate
any alarms. In other words, an undelivered alarm in the event of a real attack means poor
performance again, while the IDS not generating an alarm during normal network activities also

means good performance [8].
1.1. ATTACK TYPES

Due to the latest developments in technology, all communication and coordination such as
electronic communication, e-mails, internet banking, and online records are shifting to the internet
world. The attack can be defined as influencing communication, interfering with personal space /
information without the permission of others (this can be behavior or property). With the increase
in the use of the Internet, the incidence of cyber-attacks is also increasing. Bullying in the real
world may be compared to cyber-attacks. Harassment, threats, and blackmail are all possibilities
in this kind of assault. The attacks threaten the efficient operation of companies/individuals' online
systems and valuable information. While firewalls, authentication systems, and encryption are
often used to protect information and networks from cyberattacks, these techniques are rarely
sufficient since attackers constantly create new detection and prevention mechanisms. They desire
more dynamic and robust detection systems in their workplaces. As a result, networks and data are

under risk from a wide variety of assaults. Attack types;
I.  Active Attack
ii. Passive Attack
iii.  Distributed Attack
iv.  Insider Attack
v.  External Attack
vi.  Fraud Attack
vii.  Password Attacks
viii.  Close-in Attack

iX. Reconnaissance Attacks



There are also more diversified forms of these attacks. The most common attack types in the
datasets examined in this thesis are DoS, Probe, U2R, R2L, Brute Force, Infiltration, SQL
Injection, and Bot attacks.

a) DoS Attacks; Active attacks. These attacks are generally used to prevent users from getting
service by sending multiple connection requests to a server over the security in the TCP / IP
protocol structure.

b) Probe Attacks; these attacks are made to learn certain information about a server or any
machine. For example, the current IP address or active port it's using, the operating system it's

running on.

C) R2L Attacks; Attacks for unauthorized access as a guest or another user, even without user

rights.

d) U2R Attacks; are internal attacks. These are the attacks in which a non-administrator user
who has permission to enter the system pretends to be an administrator and performs unauthorized

actions.

e) Brute Force Attacks; Password attacks. It basically aims to access the server by applying
the simplest method. It aims to enter the system by repeatedly trying new user names and
passwords that it has developed by considering the estimated user names and passwords.

f) Infiltration Attacks; It can be accomplished by directly breaching a network or by infecting
a host that subsequently joins a private network. The attacker can exploit the application
vulnerability by sending a malicious file to the victim in a simple way, such as via e-mail, and then

open a backdoor and use it to exploit the computer and network.

Q) Data-driven applications may be exploited by tampering with SQL statements, which is a
code injection approach.

h) Bot / Botnet Attacks; Active attacks. Harmful by attackers. The virus aims to infect
computers with software and to have the authority there. After the bot virus infects your system,
the computer turns into a "zombie" and performs all the operations requested by the attacker. It is

very difficult to be noticed by the user.



1.2. METHODS USED IN INTRUSION DETECTION SYSTEMS

Techniques have been developed for modelling damodeling, classifying the modeled data, and

creating tables. The most common of these techniques are; Data Mining, Rule-Based / Expert

Systems, Statistical, Pattern Processing. Artificial Intelligence techniques have been developed for

the problems that are difficult to solve with the developed techniques. These techniques are; it is

classified as Fuzzy Logic, Genetic Algorithms, Artificial Neural Networks (ANN), Artificial
Immune systems (AIS), Support Vector Machines (SVM) [10].

a)

b)

d)

Data mining; as accessing information from large-scale data is definable. Extraction of rules
from data is made possible by establishing a connection among data and users. Some of the
work done in data mining is related to intrusion detection as it is related to the detection of
abnormal conditions. Data mining techniques can be used to detect anomalies. Real-time attack
detection is possible thanks to the hashing and data reduction available in data mining. Normal
traffic information obtained from network traffic is kept in databases and attack detection is

made by comparing normal traffic with new login requests.

Rule-Based / Expert Systems; by experts in a particular field developed. Rules are created by
examining system traffic, rules or signatures, which are definitions of known attack methods,
are used to create these rules. The signatures used should be kept up-to-date to include new
attacks. And this is how to attack detection is done. The request in the computer network and
the predetermined attack rules are compared and the similarity of the request and the signature

/ rule is checked. If the incoming request conforms to the rule, the attack.

Genetic Algorithms: Genetic algorithms are used in STSs to apply simple rules to network
traffic data. These simple rules must be defined to separate normal data from abnormal traffic
data. It blends Darwin's theory of evolution by natural with problem-solving. Small-scale
genetic algorithms are the norm. The game begins with a random set of rules, which are
gradually elaborated upon. In order to use this approach in detecting attacks, researchers have

created and processed hypothetical vectors showing or not attacking.

It's one of the cleverest approaches. Neural networks (artificial): Artificial neural networks
(ANNS) are computer systems that process information in a manner similar to the brains but

which use weighted connections and processing units with their own internal memory. They
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f)

produce new data by creating links between input-output vectors and then using their own
algorithms. It's a method for seeing and learning from the actions of the system's users.
Generally speaking, STSs use multi-layer perceptron Artificial Neural Networks (ANN).
When it comes to figuring out and categorizing training functions, multilayer artificial neural

networks are very good at it.

AIS is considering the human immune system has been developed. Coordinated attacks and
internet wolves detect attacks by observing anomalies in network traffic patterns. The artificial
immunity model was designed to distinguish normal network activities from abnormal network

activities.

SVM is a high-performing learning algorithm created with a very simple idea and frequently
preferred in IDS. They are generally used for the selection of the feature vector. It is based on
the logic of finding the support vectors that linearly best separate the samples belonging to the
two classes. There may be an infinite number of lines separating two classes, but Support
Vector Machines must be used to find the line that best separates them. Support Vector
Machines created using this idea are extremely successful classifiers. Along with the use of

Support Vector Machines in many fields, they are used as classifiers in IDS [11].

1.3. RESEARCH QUESTIONS

In this study, several questions are presented to estimate the concrete compressive strength which

is a very important factor in producing a robust system.

What is the computer network?

How present t new method for network traffic classification?

What is the machine learning technigues that can be applied to network traffic
classification?

How can we optimize machine learning techniques using effective techniques?



2. RELATED WORKS
2.1. CLASSIFICATION METHODS AND LITERATURE REVIEW

The classification of traffic is very important for network experts and cyber security experts to
analyze the network. For this reason, traffic classification studies have been carried out since the
beginning of the use of the internet. While port-based classification was made at the beginning,
traffic classification was made by examining the contents of unencrypted packets using certain
signatures and patterns [12]. Flow-based classification methods are used in cases where the
contents of the packets are encrypted. In flow and time-based systems, features such as packet
length, acknowledge packet number, and packet departure and arrival times are used instead of
packet content [13].

2.2. PORT BASED CLASSIFICATION METHOD

Port-based classification is the most intensive and oldest method used to classify traffic using
Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) port numbers [12]. In
this method, classification is done by looking at the port number information in the packet header.
The classifier classifies the port number as HTTP when it sees 80, Secure Shell (SSH) when it sees
22, or Telnet when it sees 23. Port numbers for applications are given by the Internet Assigned
Numbers Authority (IANA) [14].

Plonka [15] developed a tool called Flows can that reports and visualizes network traffic. This tool
is capable of collecting and processing raw traffic data. After capturing the traffic, it can separate
the Internet Control Message Protocol over IP (Internet Control Message Protocol, ICMP), TCP,
and UDP. However, by looking at the known port numbers, it can divide the traffic into categories
such as File Transfer Protocol (FTP), Simple Mail Transfer Protocol (SMTP), and HTTP. In
addition, it can understand whether it is a local IP by looking at the IP information. However, since
the vehicle cannot capture the content of the traffic, it can only classify by looking at the port

number. This reduces the classification reliability.

Moore [16] and colleagues created a tool called Coral Reef for network professionals to monitor
the network and solve problems. This tool listens to the outgoing traffic over the network and

provides the classification of the real traffic passing over the network and the hardware
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performance information of the network devices to be seen by the network experts. The coral reef
has a library called App-Ports to map protocol and port information. It receives port information

from the traffic it captures and performs classification through this library.

Fraleigh [17] et al. classified the applications by looking at the port numbers in their study to be
able to calculate the traffic on the Sprint IP backbone. In this study, similar applications were
classified according to categories such as web, mail, file transfer, Peer to Peer, P2P, and Streaming.
Web connections can be sub-categorized as HTTP or HTTPS, mail as SMTP or Post Office
Protocol (POP3), and file transfer as Secure Copy (SCP) or FTP, depending on the port. Since P2P
connections use different ports, they could not be classified and a class named alias was created

and put here.

The Other category includes applications using unknown ports. The computational cost is very
low, as the classification is made only by looking at the port number. However, since it is only
used for port numbers, its reliability is also very low. Because most applications can use non-

standard port numbers or run applications different from known port numbers [18].

2.2.1. Content Based Classification Method

Although the classification process is easy by only looking at the port information, its reliability
is very low. For this, studies are carried out to classify the traffic by examining the contents of
network packets. The process of analyzing the package content by examining it is called Deep
Packet Inspection (DPI) [12]. Although the classification method by examining the package
content is a costly solution compared to the port-based classification method, its reliability is much
higher. Analysis and classification are performed by comparing the package contents with known
patterns or signatures. This method is the most widely used in today's cyber security solutions.
Intrusion detection systems perform malware detection and application classification by
comparing their signature databases with package contents. However, artificial intelligence
algorithms are also used extensively for deep packet analysis. Because signature-based systems
use only known patterns, they are weak against unknown situations. For P2P applications that port-

based systems cannot classify,

10



Sen [19] et al. carried out application classification using packet content analysis and specific
signature patterns. Signatures were created by analyzing documents and captured packets. The
created structure was tested on high-bandwidth networks and the false positive rate was below 5%.
When the structure created is compared with port-based studies, quite successful results have been
obtained. Kazaa P2P application has been classified 3 times more successfully than port-based

systems.

Moore [20] et al. carried out a study to eliminate the disadvantages of port-based systems by using
the packet contents of the traffic they collected over the internet. The data set is prepared by
capturing the internet traffic of 1000 researchers from the university campus network. 94.81% of
the generated dataset is TCP, 3.58% ICMP, and 1.57% UDP. With the created structure, close to

100% accuracy was achieved, but no analysis was performed on live traffic.

Fennimore [21] and colleagues developed a tool called KISS for the classification of UDP-based
Voice over Internet Protocol (VolP) and P2P applications. Compared to normal content review
tools, KISS has the advantages of faster updating, easy applicability, and less resource
consumption. Performance measurement was carried out using the KISS tool on the test dataset
and live traffic. SVM based decision mechanism is used for feature extraction. In the study, the

true positive rate was 99.6% and the false-positive rate was less than 1%.

Although content-based classification is a very reliable method, it has some fundamental
weaknesses and shortcomings. It cannot primarily analyze encrypted or scrambled data, and
therefore cannot analyze most of today's traffic. In addition, since content analysis is performed,
it may be contrary to the privacy policy and laws. In addition, it is very difficult to analyze high-

speed traffic because it requires a lot of computational power and time [22].
2.2.2. Flow Based Classification Method

Detailed parsing of packets requires the unencrypted content of the package, and the parsing
process itself takes a lot of time and computing power. These methods are not available if the
package contents are encrypted. In these cases, flow-based statistical methods are used. In
streaming systems, classification is done by examining the statistics of packets on the network,

rather than information about the ports or the contents of the packets. This method does not use
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the IP address and port information as a function. Traffic can be generated on several ports, which

reduces the success rate of Al-based methods [23].

Al-Shammari [24] and others conducted a survey to classify SSH and Skype traffic. As part of our
research, we are developing binary classification applications for SSH, No-SSH, Skype, and No-
Skype. Five different ANN algorithms were used to solve this problem and the C4.5 algorithm
was found to provide the best results. Algorithm C4.5: Worst Case Detection Probability 83.7%,
False Positive Rate 1.5%, Best Case Detection Rate 97%, False Positive Rate 1.5%, 0.8%. Price

list.

It is the work of Dimauro et al. The ability to communicate in real-time (WebRTC)
Communication in real-time (WebRTC) Communication in real-time (Real-time communication)
the ranking of online apps was investigated. The dataset was developed by the author using Tshark,
MySQL, and Weka programs. The author of this work does binary classification using four distinct
machine learning techniques. According to research, using the Random Forest method yields the
greatest outcomes. Adjusted for this method, the F1 response rate was 96.4 percent and the
Random Forest response rate was 96.4%.

Data on time flow were collected by Draper-Gile [26] and colleagues in 2016. These two situations
are included in this dataset. For our research, we categorized both encrypted and unencrypted VPN
traffic. All in all, there are a total of 14 distinct tags. The C4.5 and K-Nearest Neighbor (KNN)
algorithms were used by the author in this work. The first and second scenarios' success indicators
are described in great depth. According to research, the C4.5 algorithm outperforms the KNN
algorithm. Using the C4.5 method, only 90.6 percent and 80.9 percent were found to be at their
optimum sharpness using the C4.5 method, respectively. Seddig and colleagues [27] Studying the
categorization of encrypted packets in high-speed networks as the goal of the researchers. From
the campus network, the data set was gathered. Despite the fact that there are more than 200
options, we picked this one because of the significant volume of traffic. There are six different
types of properties in this dataset. The Machine Learning Traffic Analysis Tool (MLTAT) is a
platform built using six distinct machine learning methods (MLTAT). Vinyl and other categories
were also used in the selection of hyper parameters. All of our assessments had an accuracy rate

of above 88 percent, but the web surfing class was far below average.
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As of 2018, Caicedo-Munoz [28] et al. VPN and non-VVPN traffic were categorized based on their
Quality of Service (QoS) in research. Draper-Gil [26] generated a non-VPN ISCX VPN dataset
for this investigation. Five different ML algorithms have been used in this investigation, and the
results are interesting. There was no discernible difference between the first and second scenarios
in terms of compression and expansion performance. 92.82 percent of VPN traffic is correctly
routed, whereas 94.42 percent of non-VPN traffic is correctly routed in Scenario 1. The second

scenario had an accuracy of 86.94 percent.

Saqib and colleagues categorize VoIP data, the author uses static analysis techniques, rather than
packet content. Applications, security protocols, and cryptographic techniques are not used to
identify speech traffic in the network in this investigation. | searched the internet to find the most
popular programs, such as Skype and Yahoo. In order to categorize the packets based on their
nature and relationship, we utilized the packet size as a guide. Low diversity and high throughput
are the characteristics of voice traffic that have been discovered. In order to classify VolP
communication that has been encrypted, more information must be taken into account, such as the
number of packets, the total amount of time it took to send, the arithmetic mean, the standard
deviation, and the number of packets. Offline traffic: 93.6 percent of it, 100 percent of VVolP traffic
that was intercepted by attackers, and 95 percent of online traffic were found thanks to the frames

that were made.

In the [30] passage, Stereo Transformation Neural Networks (STNN) was developed by Zhang et
al. to categorize data that is protected using Transport Layer Security (TLS) or SSL. For the
creation of STNNs, an approach combining LSTM and CNN techniques is used. In all, 17
applications were used to get the data. They were able to obtain an accuracy rate of more than
98%.

There is Chari [31] as well as [48]. An algorithm for encrypting traffic categorization.
ISCXTor2016 data was utilized as the dataset for this study, and packet length was employed to

select characteristics for analysis. Ninety percent of the students in all six courses passed the exam.

[32] Pradaneta. The author investigates the network's ability to identify and classify encrypted SSH
traffic. In our research, we employed a hybrid radial basis function (RBFN) network-based

machine learning technique. Gradient descent and K-means pooling are used in the RBFN
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feedforward neural network. Ada boost, Decision Tree, Naive Bayes, and Random Forest
algorithms were tested against RBFN's findings. For certain data sets, RBFNs are very accurate

over 99 percent of the time.

[33] Researchers from Yang et al. deep learning neural networks and CNN algorithms are used to
encrypt traffic using TLS or SSL. Let's take a deeper look at the auto-encoder and CNN settings.
The TLS/SSL traffic from the top 500 Alexa-served pages was used to construct two datasets
(pages 10 and 50) for deep learning. There were five machine learning algorithms compared to the
Auto-encoder and CNN algorithms that performed the best. The accuracy of CNN's 10 online
entries was 96.46 percent, while the accuracy of its 50 web entries was 85 percent.

Using a machine learning method, Al-Obeidi and his colleagues were able to identify and detect
programs like Skype and WhatsApp that interact via encrypted channels. SVM, MLP, Naive
Bayes, and C4.5 machine learning techniques were all used in this work. Wireshark was used to
capture the data from the end user's machine. There are 14 items in the produced dataset. It used
the C4.5 classification algorithm for the first tests, and it was able to classify Skype, WhatsApp,
Facebook, and YouTube 88% of the time. The Netflix app was introduced to these four other
applications and was evaluated in five more. The C4.5 algorithm was found to be the most

accurate, scoring 86.33 percent of the time, making it the most efficient.

Research done by Khatuni [36] and colleagues evaluated encrypted traffic in audio, video, and
social networking apps. They used the application's features to visit the website automatically and
construct a dataset using Firefox and Chrome browsers. A total of thirteen machine learning
algorithms were used in this investigation. Even while it enhances the random forest method's
performance, the decision tree approach uses more resources. The random forest approach was
seven times slower than the decision tree technique. According to research, the decision-tree
algorithm is the most effective method for addressing problems. The true-positive rate is 85%,

whereas the false-positive rate is 5%.
2.2.3. Other Techniques Used in Network Security

A detailed packet analysis requires the unencrypted content of the packet, and the analysis itself
takes a lot of time and computing power. These methods are not available when the package

content is encrypted. In these cases, statistical flow methods are used. In streaming systems,
14



classification is done by looking at packet statistics on the network rather than port information or
packet content. This method does not use IP address and port information as a function. Traffic

can be generated on multiple ports, which reduces the success rate of Al-based methods [23].

SSH and Skype traffic were studied by Al-Shammari [24] et al. SSH, No-SSH, Skype, and No-
Skype are all part of our study, and all have binary classification applications. The C4.5 approach
was determined to be the best of the five machine learning algorithms employed to handle this
issue. Best-case detection rate is 97%, with a worst-case detection probability of 83.77%. The false

positive rate is 1.5 percent, and the detection rate is 97% for the algorithm C4.5. A list of prices.

It is the work of Dimauro, et al. Communication in real time (WebRTC) The ability to
communicate in real time (WebRTC) Communication in real time (Real-time communication)
there are a number of web apps on this page. The author used Tshark, MySQL, and Weka to build
the data collection. Four distinct machine learning methods are used in this work to achieve binary
classification. The random forest method has been shown to be the most effective. The adjusted

F1 response rate is 96.4 percent, whereas the baseline F1 response rate is also 96.4 percent.

Several years ago, Draper-Gile [26] and colleagues built a time-based dataset. There are two
separate situations represented by the data in this collection. Encrypted and unencrypted VPN
traffic were categorized as part of our research project. There are a total of 14 category tags. The
author employed the C4.5 and K-Nearest Neighbour (KNN) algorithms in this work. Details of
how the first and second situations will go down are given in great detail. According to recent
studies, the C4.5 method outperforms the KNN algorithm. In the first and second scenario testing,
only 90.6 percent and 80.9 percent of the C4.5 algorithm's maximum sharpness values were found,

respectively.

It is an extension of the classic color pattern with an element called "cleanliness" used to describe
hygiene. Based on the new model, the authors propose a static method for analyzing previous
drawing data to identify weaknesses in the drawing style. The four key phases of this strategy are
as follows: Gathering groups to form context, dragging variables through a block's base block, and
lastly finding variables that function calls will travel through are all steps in this process. Test
findings suggest that POSE, a tool that implements this strategy, is effective at discovering web

application security holes. Outbound vulnerabilities are a special class of vulnerabilities in web
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applications, and research focuses on how to detect them. Extend the traditional blot-style
vulnerability model with an element called clean-up, which is used to specify the clean-up
procedure. Based on the extended model, reverse static data analysis methods have been proposed
to detect web application security vulnerabilities in PHP code. This method consists of four main
steps, the first step is to collect groups and create a context and the second step is to go back.
Monitoring of data transmitted during data collection. The base block is the third block that looks
for variables between blocks, and the last block looks for variables that pass function calls. A tool
called POSE implements this method and test results show that this method is suitable for finding
vulnerabilities in web applications. There are still many false positives regarding the use of static
methods to detect web application vulnerabilities and could suggest artificial intelligence solutions

to counter this situation [39].

An essential consideration in the software development lifecycle is ensuring the security of web
applications. Simple attacks from application vulnerabilities may harm an organization's
reputation, abuse sensitive information of application users, steal money, or render resources
unavailable. CVE estimates that there have been 86,879 vulnerabilities discovered since 1999.
There were 14,518 new flaws found in 2017 alone. For a particular year, this surpasses the known
vulnerabilities. Consequently, it is critical that developers who are well-versed in web application
security be able to patch any flaws that may exist. This article compares and contrasts the OWASP
WAP and RIPS source code web application vulnerability scanners. In one experiment, WAPO
outperformed WASP RIPS in terms of performance. But it should be noted that no browser is
completely secure, particularly when many flaws have been found. Improved performance is
available in the commercial version of RIPS. There was no commercial version. Furthermore, I'm
only interested in technologies that are accessible as open-source. Our web application’s source
code must be tested in order to acquire outcomes in real-world circumstances, the writers
discovered. Commercial static vulnerability assessment tools will be evaluated using current open-
source tools (if feasible) and open-source static analysis will be used to establish the applicability

of commercial techniques when prices are minimal [40].

With the development of the Internet and networking technologies, a distributed system structure
based on the network environment has emerged. Web services, on the other hand, have become

popular recently, with efficient functionality and increased interoperability to handle cross-
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platform heterogeneity. Service-Oriented Computing (SOC) and Service-Oriented Architecture
(SOA) have become one of the dominant research areas in academia and industry. SOA can be
seen as a kind of software architecture that calculates the resources of each service and takes into
account the implicit services. It is a conceptual model that leaves decisions such as networks,
transport protocols, and security to specific applications. However, Web Services Architecture is
a business model designed for technical managers. Indeed, it can be seen as a concrete
implementation of SOA. Configuring Web Services helps solve complex Web applications,
increases the reusability and efficiency of primitive services and components, and reduces system
build costs. Web services include features and make them available to network users. A service is
an entity consisting of a set of interfaces and functions. The authors developed a DSA-based
configuration architecture model to enable Web services to adapt to ever-changing conditions and
requirements. Therefore, Web services configurations can be analyzed at the level of architecture
that supports dynamic development. This enables DSA-based service configuration using the
software architecture description language (XYZ / ADL). In the future, we plan to use XYZ/ ADL
[41] to check that the web service configuration description is valid.

One-size-fits-all approaches to reverse engineering online apps no longer cut it in today's world of
complex web applications. Generic extractors may be challenging to create because of the growth
of client and server technologies. Due to visual code, it is difficult to interpret actions based on
information retrieved from the source code of most modern online apps. Modern Web applications,
both server-side and client-side, make extensive use of frameworks and libraries, making it hard
to fully analyze the source code. Co-application tools assist reverse engineering and re-use
according to systematic ad hoc offerings as they are increasingly incorporated into web application
development structures and processes. Mobile apps have lately been shown to benefit from many
of the same static and dynamic analysis approaches that were initially designed for web
applications. Both contexts depend heavily on synchronous and asynchronous client/server
interactions, as well as on events and graphical user interfaces. The authors, for example,
recommend using dynamic analysis to reverse engineer Android-based mobile apps. The purpose
is to construct a thorough UML model of a mobile application's user interface and interactions

between its components [42].
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Static API analysis approaches that promote modularity are the focus of this work, which tries to
solve these concerns. Using an object-oriented paradigm, the word "object” is represented by the
phrase "legal entity" in the technique provided here. Analyze interfaces in a systematic approach
to gather data on business entities and characteristics, discover the sequence in which calls are
made between various business entities, and investigate new ways of invoking APIs to access
services. Since it's an open-source tool, this method may be used for a broad range of commercially
available verification services. You'll learn a lot about API structure and behavior from this
research. As a result of this, service users will be able to more easily comprehend and apply
complicated and perplexing interfaces. Services are seamlessly integrated. Service variables may
now be recovered with the use of a Monte Carlo sampling approach. The fundamental advantage
of this strategy is that it may be used to conduct trials across wide areas of study and yet get decent
results. Brute force approaches like this can't create choices when the search space is really vast.
Using this strategy also has the advantage of requiring minimum human interaction, preserving
only well-known routes (i.e., service alternatives that are accepted), and providing more acceptable
service options It is meant to be automatically picked. Only significant sampling is presently
available for distributed optimization in Monte Carlo simulations [43].

To detect and repair online application vulnerabilities, this article offers a PHP programming
technique and tools that implement input validation bugs. Three host machine learning classifiers
are employed to detect false alarms, and an inductive rule classifier is used to validate their
existence. All classifiers were selected after a thorough evaluation of the various alternatives. To
be clear, this combination of detecting techniques does not provide totally accurate findings. It's
impossible to solve the static analysis issue with merely probabilistic outcomes from data mining.
Clean-up functions and h-checks are among the fixes added by this utility. To guarantee that the
patch resolves the vulnerability and does not damage (fix) the application, tests are conducted.
Throughout the early 1990s, the World Wide Web has grown from a platform for viewing text and
other multimedia information to a platform for executing web applications. Many open-source
PHP implementations and susceptible synthetic programs have been evaluated with this tool. It
was also compared to Pixy and PhpMiner |1, two other tools for analyzing PHP source code. Shows
that scheduled sessions can be protected against vulnerabilities by the tool. A total of 388 flaws
were discovered in 1.4 million lines of code by the researchers. About 5 percent more precise and

accurate than PhpMiner 11 and 45 percent more accurate than Pixy.
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In this article, the author proposed a static analysis approach to create automated tests for web
applications. Compared to dynamic analysis methods, the static analysis approach can have the
following advantages: A more detailed web application interface that cannot be identified by
browsers. Improve input parameter values in web forms. Improve targeting during testing by using
field information for inputs to provide goods or bad values for inputs. However, there are some
limitations to the analysis. First, web applications can be implemented using a variety of rapidly
evolving techniques and programming languages. However, as an approach to static analysis, our
focus should be on a specific source language. For now, our discussion has only focused on web
applications implemented as JSP methods. Second, if your web application is complex, the web
navigation scheme can be large. Our approach uses the slice method to simplify analysis. However,
even with this simplification, the navigation map can still be large. In the future, a hierarchical
approach to serving web applications will be considered to avoid further state-space explosions.
In this post, | proposed an automated static analysis approach. Create a test case for your web
application. This approach parses the application source code and extracts the interface from the
web application source code. It consists of a custom navigation map and input parameters for all
possible URLs and information fields and uses a navigation graph to determine the order.
Examples and test cases are created for each route. This approach is demonstrated by a simplified

analysis of the JSP access validation page of the student information management system [45].

Smart technology, industries, and applications have advanced greatly thanks to the internet.
Networking technologies are essential because they allow the cyber intelligence world to
disseminate information and answer a high number of online enquiries. Networks are becoming
more significant in terms of security and service quality as they proliferate in contemporary society
(QoE). Security services providers are increasingly relying on efficient and trustworthy networks.
Optimizing machine learning algorithms has a beneficial impact on the performance of all three
datasets, according to this research. The ADFA-IDS 2017 dataset, in particular, exhibited the most
significant changes. Traditional machine learning approaches used in the decision tree algorithm
produced the best results across all three datasets, regardless of optimization. Even after
optimization, the K-means clustering algorithm still performed poorly. RNNs outperformed the
rest of the NNs in all three datasets, according to the results. Training and testing indicators are
not widely varied, but the findings reveal that the best training/testing ratio is 80% training/20%
testing, 90% training/10% testing. You're welcome to join. DDoS assaults will become more lethal
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as more gadgets connect to 5G cellular networks. It is possible that DDoS assaults are more
damaging than other types of cyberattacks. The majority of network traffic is generated by mobile
devices. The new DDoS assaults are significantly smaller and harder to detect. The empirical
assessment of machine learning in 5G-enabled mobile networks against security assaults, in

particular DDoS [46], will be an important focus of future study.

This article describes how to find bug-like vulnerabilities in PHP code. The classic stain pattern is
complemented by an element called “cleaning", used to represent hygienic procedures. Based on
the new model, the authors propose a retrospective analysis method of static data transmission to
identify transmission vulnerabilities. This method consists of four main steps. The first step is to
create a group of contexts, the second is to map the variables to the base block, the third is to find
the variables between the blocks, and the last is to find the variables. Submit a function call. A tool
called POSE implements this method, and test results show that this method is suitable for finding
vulnerabilities in web applications. Transmission vulnerabilities are a special class of
vulnerabilities in web applications, and how they are detected is of particular interest to
researchers. We've extended the traditional blot-style vulnerability model to include the clean-up
element, which is used to specify the clean-up procedure. Based on the extended model, the authors
propose a promising method for analyzing static data to discover vulnerabilities in web
applications in PHP code. This process includes four main steps. The first step is to create the pool
and the context, the second step is data within data. Recreation. The base block looks for variables
between the third blocks and the last block looks for variables that pass function calls. A tool called
POSE implements this method, and test results show that this method is suitable for finding
vulnerabilities in web applications. So far, there have been many false positives regarding the use
of static methods to detect web application vulnerabilities, and the authors can offer artificial

intelligence solutions to solve this situation [47].

In recent years, many types of web applications have grown rapidly around the world.
Unfortunately, attacks against these apps are on the rise. Therefore, you need to protect your web
application against vulnerabilities, but finding all web vulnerabilities manually is tedious and
requires a lot of effort and skill. Therefore, it is imperative to use a vulnerability scanner for your
web application. There are many commercial and open-source tools to assess static and dynamic

vulnerabilities. This article has described two web application vulnerability detection tools, the
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OWASP WAP and RIPS source code analysis tools. In the OWASP experimental scenario, WAP
was found to be superior to RIPS. However, keep in mind that no browser is perfect, especially
when it comes to detecting attachment vulnerabilities. The commercial version of RIPS may work
better because it comes with a newer version. The commercial version was not available. Also, I'm
only interested in the open-source tools available. | also realized that to get results in a real-world
scenario, | needed to test the source code of a non-vulnerable web application. Enough to compare
commercial static vulnerability scanner tools (if possible) with existing open-source tools and use
open source static scanner tools in the absence of commercial tools for future work. I want to
determine if this is the case. They are informative. Vulnerable web applications have been
intentionally exploited to easily scan detected vulnerabilities to identify true or false positives. In
experimental scenarios, OWASP is superior to WAP RIPS [48].

It is now common practice to use a web application firewall (WAF) to protect online applications
against attacks that exploit vulnerabilities. Web Application Firewall (WAF) system discovery is
examined in this research using sophisticated learning approaches. For the purpose of detecting
and blocking attacks, Waf examines HTTP requests sent back and forth between the client and the
server. Deep learning approaches may be used to generate a function extractor for a single class.
Transcoding architecture and a self-monitoring neural network are used to develop a deep language
model for HTTP queries. For NLP activities, learning may be easily transferred and improved by
employing an out-of-the-box language model. To convert an HTTP request into a function vector,
use the pre-trained model as a function extractor. The class classifier is trained using these vectors.
Performance measurements are also used for the purpose of calculating the optimal operating point
for a single-class model. The suggested technique outperforms typical rule-based Mod Security
equipped with vanilla Owasp Crs in experiments and does not need the participation of security

professionals in the definition of functionality [49].

Because to advances in machine learning, MOD SECURITY has been able to enhance its detection
skills by decreasing false positives and boosting the number of accurate discoveries. It also
describes the issue by describing several possible outcomes based on the accessibility of relevant
training materials. Real application traffic logs are ideal in the rarest of circumstances, but they are
not required in the majority of instances. When doing functional testing, for example. According

to this research, the strategy employed to enhance MOD SECURITY performance has been found
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to be effective by the writers. Machine learning algorithms can rapidly define decision limits based
on training data but constructing intrusion detection rules is a challenging effort for human
specialists. Findings from sc2 show the necessity of having a representative attack learning
example, as shown in the prior results. Despite the low false positive rate, intrusion detection is
ineffective. The authors plan to use automated methods to develop synthetic assaults in the future.
Final scenario (sc3) results demonstrate the single class solution yields many processing points in
excess of Mod Security, even when only legitimate requests are considered. They will discuss how
to automatically identify trigger sites using selective or synthetic attacks in the following tasks, as

in the sc2 scenario.

According to the authors, the outcomes of the three situations presented here prove that machine
learning can be used to develop WAFs. Single-class algorithms like SVM will be used instead of
distances to investigate particular single-class situations that solely include attack requests. The
absence of publicly available logs including entire HT TP requests was one of the greatest problems
we encountered. In all, only three datasets could be located. A third dataset (1998 DARPA
Intrusion Detection Evaluation Dataset) was created by network traffic and hence just removed
web application traffic, which I did. Two of these datasets were utilized in the experiment. The
datasets are also almost a decade old. These datasets, according to the authors, are no longer
representative of contemporary technological developments. In the future, more datasets will be

created by the authors.

This white paper describes an architecture that implements an end-to-end unsupervised deep
learning approach to automatically detect web application attacks and their consequences. Use and
analyze your web application with a powerful software modeling tool (RSMT) that automatically
tracks and characterizes the behavior of your web application at runtime. Next, | used the automatic
noise reduction encoder to show a detailed view of the call trace captured when launching the app.
To test the intrusion detection system, the authors created several test applications and synthetic
monitoring datasets to evaluate the effectiveness of unsupervised learning for these datasets.
Cross-validation is commonly used in traditional machine learning but is not commonly used to
evaluate deep learning models due to high computational costs. The authors needed to compare
our automated coding approach to other machine learning methods. No cross-validation was used

in our experiments to ensure a fair comparison. In the future, the authors plan to consider more
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complex network structures like LSTM auto-encoder and CNN auto-encoder. The authors wanted
to see if these releases could improve the accuracy of web attack detection activity. The results
show that auto-encoders are superior to other approaches, but there is still work to be done to prove
their effectiveness against zero-day attacks. This result hopes that automated cryptosystems can
detect zero-day attacks, but more research is needed in this area. The main purpose of this study is
to evaluate the effectiveness of automated cryptosystems against unknown attacks. Determining
the frequency of remodeling is also an open question that needs to be explored in future research.
After training online with real usage data, the potential for integrating attack data into regular
behavioral datasets increases. Excessive use of the app can resolve this issue and lead to accurate
detection, but this hypothesis requires further investigation. There are also plans to distribute the
machine learning analysis workload to remote machines and to develop mechanisms to support

coordinated distributed discovery between hosts [51].

Detection and categorization methods for web application assaults are presented in this work.
Rather of using signature-based security techniques, we've developed a system based on
ontologies. Semantic rules, result context, and application logging may be used to identify online
application assaults. It is possible for the system to identify more sophisticated assaults by carefully
examining the request of a compromised user. Application context, possible threats, and protocols
utilized may all be captured using semantic rules. Complex polymorphic versions of web
application assaults may also be detected using these rules, which can be developed from the
ontology model. The Web Ontology Language (WOL) was used to construct the ontology model
(OWL). The Apache JENA framework is used to build inference rules, which are time-based.
Because of this, the system is platform and technology agnostic. Make sure the ontology concept
specifications are error-free and consistent before testing the system using Onto Clean. Our
technologies outperform current state-of-the-art solutions in terms of detecting capabilities and
performance. Web application assaults are properly detected, however a small number of false
positives are generated as a result of the approach. A semantic method can efficiently identify

zero-day and more sophisticated assaults in a real setting, as shown in the examples given.

Application layer detection may be improved by using an attack taxonomy and communication
protocols. A prototype web application firewall is used to test different attack methods and

associated vulnerabilities. For the first time, semantic technology may be used for online
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application security. Use web semantics with information security to create synergy. As a result,
web application security research has reached a new level of sophistication. The system uses the
HTTP protocol ontology model to interpret and evaluate incoming HTTP requests. After verifying
the request is legitimate, the program goes on to its next component. The parser uses the rules and
ontologies contained in the knowledge base to contextually analyze and identify attacks on the
extracted material. The test system surpassed current systems like Mod Security in test protocols
and intrusion detection for the top ten OWSAP threats, using an ontological approach to testing.
On the other hand, the ontological model may be expanded and enhanced as required. Attack
scenarios for web applications and HTTP communication protocols are defined in this model. It
focuses on the weak points in the HTTP paradigm that might be exploited by new attack methods.
As increasingly sophisticated assaults on web applications are discovered, models with inference
skills are able to draw conclusions on many claims. Models that rely on semantic rules may process

more data more quickly. An increase in speed and a large decrease in the area of search.

One of the most prevalent online application vulnerabilities is cross-site scripting (XSS). A user's
or a website's security may be jeopardized if this flaw is exploited. This vulnerability is found in
the PHP source code using a variety of tools and methodologies. Even yet, XSS detection in PHP
online applications remains a concern for the time being. For the most part, static analysis has been
utilized to discover XSS vulnerabilities. As a matter of fact, you can get almost complete code
coverage and track all program routes using this technique. Studies have demonstrated that static
analysis is more successful than other techniques in discovering these vulnerabilities. The
detection and execution speed of static analysis has been enhanced by combining it with other
methods (e.g., evolutionary algorithms, pattern matching, machine learning, etc.). Static analysis
issues persist, and the frequency of false positives is substantial, even when these approaches are
used in conjunction with static analysis. In order to avoid false positives while looking for XSS
vulnerabilities, static analysis and genetic algorithms are the only methods that work. This method,
however, is labor-intensive and unsuitable for complex online applications. As a result, this
strategy has the potential to be automated. When it comes to finding XSS vulnerabilities, additional

techniques such as (Particle Swarm and Ant Nest Optimization) have yet to join the market [54].

The current state of cyberattacks threatens even the most secure systems. Attackers use new

technologies every day to penetrate systems and exploit the smallest vulnerabilities. In such
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scenarios, it is important to design and develop web applications that are not only secure but also
flexible. Security is the most important aspect of a web application, but reliability should also be
a priority. This is because performance improves when the web application provides both to the
user. In this context, it is important to consider mechanisms that effectively assess the
irretrievability and security of web applications during development. In this article, the authors
used the Fuzzy Analytic Hierarchy Process (Fuzzy AHP) to evaluate the effectiveness and
performance of effective global security in achieving a high level of security in web applications.
Additionally, this study tests the AHP fuzzy method on 10 consecutive releases of enterprise web
applications to test the effectiveness of this approach. Despite the privacy of web applications,
different versions of web applications from three universities were used in this study. The results
were more complex and far more efficient than the robust security testing process of existing web
applications. In addition to saving time and resources, the mechanism recommended in our
research is to create a pattern that web developers can follow to optimize security when developing

web applications [55].

With the recent development of cloud computing, applications are hosted by cloud application
providers instead of being purchased from cloud service providers. For example, cloud provider
Amazon EC2 allocates cloud resources to application providers based on virtual machine
scalability. The provider is responsible for using the web application with cloud resources. Static
cloud proprietary deployments are considered inefficient when the web application provider pays
attention to the dynamics of the web environment and the needs of end-users. With static
deployments, frequent user requests can lead to under-deployment, delayed responses, and
frequent dropouts of user requests. Additionally, reduced loT traffic often leads to over-
provisioning issues and increases the cost of services provided by application providers. Recently,
web-based applications such as banking, online shopping, and news browsing have become
popular. This study proposes to use the Montgomery recursive multiplier to reduce the inner
product of the ECC security protocol. Processing time has been reduced by implementing the
recommended protocol for Web Application Cloud Service. Additionally, Montgomery's
lightweight ECC multiplier reduces encryption and decryption times. This improves the network
scalability of web applications on cloud servers. Therefore, the authors can conclude that the

proposed scheme has a lower computational load for cloud web services than other security
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protocols and provides better security. Moreover, the proposed method can be integrated with other

cloud services to improve the security of other methods [56].

2.3.THE ORIGINALITY OF MODERN INDUSTRIAL SYSTEMS IN TERMS OF
INFORMATION SECURITY

Intelligent transportation systems based on decentralized VANET networks, which include various
smart devices that provide vehicle communication, monitor the traffic situation, and inform the
traffic participants, are developing in many countries [57]. Especially in Spain (an intelligent urban
transport system in Barcelona), Great Britain (an intelligent monitoring system to modernize the
subway, London), Japan (a system to diagnose and predict the transport situation in Tokyo), etc.
In the Russian Federation, smart traffic lights are used in many cities, and measures are taken to
create smart urban transportation within the framework of the Smart City standard adopted in
March 2019. Production substations include the Siemens AG factory (Germany, Amberg), which
produces mechanisms for various automotive companies (eg for BMW) [58]. Management claims
that about 75% of the facility is automated, with 1,150 employees mostly working on computers
and controlling the production process. German chemical giant BASF has partnered with an
artificial intelligence research center to launch a pilot smart factory in Kaiserslautern, which uses
loT technology to produce fully customized shampoo and liquid soap packages.[59] The customer,
who wants to place an order, uploads the sample order to the system and determines which
fragrance to the production machines in the factory using RFID technology It is informed that soap
or shampoo is needed and that the bottles should be labeled with their contents. German automaker
Audi introduced the "Smart Factory 2035" in 2015: the factory of the future: no assembly lines,
modern flexible production stations. Currently, a significant part of the declared functionality has
been implemented. At the newly opened Audi Hungary electric motor plant in Gyr, the automaker
introduced a new production concept consisting of modular assembly. Production is carried out at
special production stations, and the pieces of equipment produced are transported between stations
by unmanned transport systems. Thus, around 400 electric drives can be produced per day with
just 100 employees. Bosch's Homburg plant in southern Germany achieved a 10 percent increase
in production and a 30 percent reduction in inventory balances over a year, thanks to the use of

smart technology. The plant, which used to make hydraulic valves for mobile machines such as
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tractors, had a manual production line. He created six basic types of hydraulic valve parts. Bosch
needed to improve costs and delivery times for a line that needed to be very flexible. Smart
technology reduced logistics and installation times from 450 seconds to O seconds for one year.
Days spent on inventory halved and lead time reduced by 8%.

The result of the plant was a savings of €500,000 in the first year alone.[60] Numerous smart
devices that make up modern SS have vulnerabilities that allow attackers to use such devices as
illegitimate entry points to SS. The heterogeneity and a large amount of data generated by network
devices, servers, personal computers, as well as smart devices, only complicate and slows down
the security analysis process. With large amounts of data, anomalies caused by low-intensity and
short-lived computer attacks also become invisible. The PS has a communication medium that, in
conjunction with the mutual control of each other through data exchange, makes it possible to
assume that data flows from the PS components will not always be controlled by humans. This
leads to security issues associated with hidden, illegitimate influence on the functioning of the
system. PSs implement irreversible physical processes along with reversible information
processes. The information processes of such systems are aimed at ensuring the correct operation
of the network infrastructure of the SS, which creates the conditions for the flow of physical
processes. Even a slight runaway of the physical process achieved through a devastating
information impact on the parameters of the network infrastructure can have disastrous
consequences. For PS, early detection of computer attacks is particularly important; this makes it
possible to obtain a certain time margin for a reaction that counteracts the violation of the
correctness of the course of physical processes. Considered features lead to a number of

information security issues:

a. the problem of detecting computer attacks on substations;

b. The problem of predicting the behavior of PS components;

c. Problem of resisting computer attacks.
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The problem of detecting computer attacks is due to the active digitization of critical infrastructure
components, their integration with smart devices (IoT devices). Typically, manufacturers of such
devices focus on the large-scale sale of their products, which requires a fast pace of production. In
such cases, the security level of the devices created cannot be high, a comprehensive testing and
security checks take time and involve experts. A similar situation is observed with the release of
device firmware updates - updates are released quite rarely, and a significant part of security issues
remain unresolved. The importance of the problem of preventing computer attacks, especially in
terms of recognizing attacks, is underlined by the increasing trend in the number of computer
attacks against industrial and critical infrastructure over the past few years. With the digitization
of technological infrastructure, an explosive increase is observed in the number of computer
attacks against critical infrastructure objects represented by automated and cyber-physical systems
all over the world.

At the end of 2015, Ukraine suffered a large-scale computer attack on the national electricity grid,
leaving more than 600,000 people without power.[61] According to Kaspersky Lab ICS CERT
researchers [62], the number of holes in 10T devices integrated with industrial organizations has
increased. The report also states that 63 vulnerabilities were detected in industrial and cyber-
physical systems in 2017, and automated systems that control critical energy and production
processes of various enterprises became the leader in the number of vulnerabilities. There has been
an increase in the number and scale of computer attacks on critical infrastructure facilities in
Germany since the end of 2018. The number of computer attacks on critical infrastructure systems
more than quadrupled in 2018 (34 computer attacks in 2017) to 145 computer attacks in 2018). It
is also used in critical energy systems, information telecommunications, transportation, health, etc.
In early April 2018, we became aware of computer attacks on four major gas companies in the
United States in March: Boardwalk Pipeline Partners, Eastern Shore Natural Gas, Oneok, and
Energy Transfer. As a result of the attacks, some information systems did not work for several
days - they were closed for security reasons. Energy Transfer has shut down EDI, a customer data
exchange platform designed to speed document transfers and reduce costs. Disabling EDI systems
does not stop the gas transfer, but significantly complicates business processes as companies must
look for workarounds to interact with each other [63]. On March 7, 2019, a major accident caused

by a computer attack occurred in Venezuela's largest hydroelectric power plant, EI Guri, which
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meets 80% of the country's electricity needs.[64] The ensuing power outage, dubbed the largest in
the history of the Latin American republic, shut down most of the states. The accident hit the
transportation system and utilities hard. According to Rostelecom-Solar's analytical report on
cyber-attacks against Russian companies in 2018, the number of attacks aimed at gaining control

over IT infrastructure increased by 20% in the second half of the year [65].

The attackers aim to sneak into the infrastructure to conduct further investigation and gain deep
access to information and technological systems. Using the JSOC information security event
monitoring and response service, Rostelecom-Solar experts recorded more than 765,000 computer
attacks in 2018, 89% more than in 2017. The share of critical security incidents rose to 19%, the
highest since 2015. Also in 2018, a series of large-scale virus infections of technological networks
isolated from the Internet (ICS segment) were observed. As a rule, anti-virus databases are updated
manually in ICS, so the infection of one network node quickly spreads to other nodes, and the
process of neutralizing the cyber threat takes a long time. Therefore, for modern software systems,
it is of great importance to solve the problem of preventing computer attacks as a combination of
methods of predicting, detecting, and countering attacks. Cyber security problems inherent in
developing systems and technologies slow down the pace of development of the country's

technological infrastructure.[66]

2.4. RESEARCH INTO THE PROBLEM OF DETECTING COMPUTER ATTACKS ON
INDUSTRIAL SYSTEMS

The most important aspect of the problem of detecting computer attacks in PS is the ability of
methods and methods to detect all kinds of attacks - the immutability of attacks. The increasing
trend in the number of attacks in conjunction with the creation of an increasing number of smart
devices (highlighted by the active growth of the microcontroller market) indicates that we should

expect and pre-implement new computer attack vectors. predictive security systems.

Numerous publications have been devoted to the problem of detecting computer attacks, including
those on industrial systems [67]. Therefore, the study draws attention to the shortcomings of

existing methods for securing digital economy platforms. The main issue is the slow speed of
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anomaly detection and response. These factors are critical because many attacks are characterized
by an "avalanche" of breaches, that is, an increase in the number of failures with an increase in the
time elapsed since the start of the attack. This means the need to counter the attack in the first place
before counter-action is no longer possible. The efficiency and performance characteristics of any
anomaly detection system are highly dependent on the application scheme. This article explores
the impact of sensor placement policies and options for creating additional (service) information
channels to replace named properties. This approach can be extremely effective given the
application principles of modern substations, especially smart power supply networks Smart Grid.

The authors of [68] consider computer attacks to be the most dangerous form of implementing
threats to information security in terms of the consequences of their implementation. In terms of
the degree of negative impact, computer attacks can occur in government systems, energy and
transportation sectors, communication and communication systems, banking sector, etc. poses the
greatest threat to The authors especially draw attention to the possible aggravation of the problem

of computer diffusion. Attacks for the following reasons:

1) the introduction of information technology in all spheres of life.
2) an increasing trend in the number of targeted computer attacks aimed at breaching the security
of certain commercial or government organizations and computer networks.
To solve this problem, the authors of the resource [69] (CII) propose a solution based on its
functional representation. The development of a functional representation of an information
system is carried out based on an analysis of the space of the parameters of the processes in the
system and the definition of parameters characterizing the action of an attack. Therefore, finding
all the safe states allows us to identify the signs of a computer attack. System analysis of the
process parameter space can be used to better understand the nature of an attack. This approach is
undoubtedly promising, but in some cases, it will be ineffective for modern PSs. The main
disadvantage of this approach to securing software systems can be computational complexity, as
software systems consisting of many objects with limited resources can have a large number of
states that can be called secure. In addition, using a large number of parameters will complicate
calculations, and with a limited number of parameters, it can sometimes be difficult to distinguish

a safe state from an unsafe one.
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Source [70] proposes an approach to information sequencing that can be applied when
implementing procedures for storing and processing data in the memory of an intelligent
cybernetic system to counter computer attacks. In particular, the authors proposed a relational
resource network - a memory model that is the basis of the predicted intelligent system for early
detection of a computer attack on critical information infrastructure. This model has the ability to
synthesize and promptly execute neutralization and response actions in an automatic (automatic)

mode in conditions of information conflict.

In the framework of article [71], the authors presented the development of a new method to detect
anomalies in the functioning of the Digital Economy's critical information infrastructure. The
method is based on the theory of similarity and dimensions. Important features of the method are
the accumulation of measures against previously unknown cyber-attacks, the detection of group
and mass effects leading to catastrophic conditions, and partial restoration of calculation processes.
The approach is based on the principles of the immune system that allow a living organism to resist
cyberattacks, malware, and hardware attacks even before the end is complete. This approach is
extremely promising, as the characteristics of the immune system, which ensures the ability of a
living organism to resist harmful effects, are transferred to Digital Economy systems. However,
the authors apply this method to the technological platforms of the Digital Economy, so it is
difficult to assess the suitability for industrial, transportation systems, and other critical
infrastructures. It is important to note that the authors set the restoration of the computational
process as their goal, the main task to ensure the security of the software system is to preserve and
timely restore physical processes, the accuracy of which is determined by information.

Infrastructure - the environment in which these physical processes are implemented.

The authors of the article [72] also draw attention to the difficulties inherent in the process of
securing critical objects of the Digital Economy of the Russian Federation and point to such
disadvantages of traditional methods of maintaining cyber resilience. Generally critical
infrastructure before deriving important algorithmic features and generalizing certain
experimentally generated behavior patterns of the critical infrastructure. Therefore, the authors
argue that traditional methods ignore the real conditions for the implementation of computational

processes. This leads to simplified ideal results, which’s a real situation may have a significant
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error. The article proposes and validates a new method to ensure cyber resilience of the critical
information infrastructure of the Russian Federation Digital Economy, based on the use of new
models and methods of Industry 4.0 software technology. This method eliminates the
disadvantages of traditional methods and makes it possible to provide cyber resilience in the face

of the previously unknown group and mass cyber-attacks.

In [73], the authors propose a method for detecting anomalies in the functioning of a distributed
computer system. The method checks whether the qualitative conditions are met and uses
deterministic algorithms that reduce the level of incorrect answers during testing. The method
allows you to detect anomalies that arise both during the processing of data in the stacks of network
protocols at user stations, and during the transmission of messages over the network. The
qualitative characteristics of detecting abnormal activity do not change for both previously known
and new ways of performing unauthorized or unintentional actions. This feature is explained not
by modeling various abnormal situations, but by modeling the normal functioning of the data

transmission network.

In [74], the authors propose an approach to detect network attacks using a series of detectors.
Detectors, one from each of the first training set It is divided into groups trained using sub-sample
i. To obtain the final decision from a set of classifiers, a hybrid rule-based on majority voting and
a maximum gain voting rule is applied. It should be noted that the test was conducted using the
1998 DARPA test dataset, which does not fully reflect the modern network infrastructure of PS,
since then the networks used and the data circulating in them have undergone significant changes.
In this regard, this method may require some refinement when integrating with the SS

infrastructure.

Some research focuses on detecting certain types of attacks. The most common investigation is to
identify Denial of Service (DoS) attacks. Therefore, the authors of the article [75] treat traffic as a
time series similar to itself and propose using the properties of such a series to detect anomalies in
network behavior. Based on inbound traffic, the Hurst coefficient is calculated, which
characterizes the presence or absence of self-similarity in the analyzed time series. Fluctuations in

rate indicate a change in traffic behavior and can be used as an indication of the presence of
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abnormal outliers. The authors consider applying this method to detect DoS attacks. However, it
is also unclear whether this method will be effective in determining other types of attacks and what
the effectiveness of this method will be if it is applied to time series that do not have self-similarity
at the beginning.

In [76], the authors propose a method for selecting network traffic indicators that most accurately
reflect the difference between the normal operation of the system and the operation of the system
when a Distributed Denial of Service (DDoS) attack is performed on it. To reduce computational
complexity, the authors used two types of metrics: metrics that describe the behavior of a particular
packet (size, interval between sending a particular packet, protocol) and metrics that describe the
overall traffic behavior (bandwidth, multiple capacities. receiving IP addresses, to a particular IP
address). posting frequency). These metrics, along with machine learning algorithms, are used to
detect attacks against routers or other intermediate network devices. Using machine learning-based
approaches can indeed significantly improve classification accuracy when detecting anomalies,
but the study does not say how long the training sample should be and how long the training should
take. In addition, while this approach focuses on the characteristics of network traffic, the values

of sensors and similar smart devices are also important indicators.

Many studies proposing approaches to detect attacks and anomalies are based on bio-inspired
approaches [77]. In their study [78], the authors suggest using the immune detection method to
detect malicious programs. Immune detectors are presented as a Kohonen layer. System quality
control was carried out on the KDD Cup 99 dataset, which does not reflect the full range of services
and applications used in modern networks due to the rapid development of technologies and
changes in information infrastructure. As a result, it is not possible to say with confidence that the

results obtained in this study apply to ensuring the safety of the aircraft.

Based on the results of the analysis of resources, it can be concluded that for the development of
systems (for example, Digital Economy systems), signature-based methods are rarely used to
detect computer attacks. Much more common are methods based on probability theory and the
application of mathematical statistics, as well as artificial intelligence methods using machine

learning algorithms and neural networks as the main tool. There is also a tendency to use bio-
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inspired technologies, particularly immune systems; this indicates the need to view the PS and
similarly complex systems as a single organism whose vital activity is subject to regular internal

and external destructive influences.

2.5. METHODOLOGY OF PREVENTION OF COMPUTER ATTACKS ON MODERN
INDUSTRIAL SYSTEMS

An analogy is made between an industrial system and a living organism capable of analyzing and
predicting its condition, self-regulating in the event of adverse environmental effects, and at the
same time maintaining the constancy of the internal environment. Destructive external and internal
influences. To prevent computer attacks, it is proposed to transfer these features of the organism
to industrial systems, where the principles of immutability, self-regulation, and cyber-resistance
are formulated, which form the basis of the proposed methodology to prevent computer attacks on
industrial systems.

He presented a universal graphical model of the functioning of the PS, which allowed to reflect
the interaction of system components, the implementation of the PS target function, and the

consequences of any computer attack on the system.
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3. MATERIAL AND METHODS
3.1. MACHINE LEARNING

Artificial intelligence, a sub-branch of computer science, is the study and development of
intelligent machines and software that can learn about objects, gather information, communicate
and perceive changes in their environment. Artificial intelligence works with many branches of
science such as engineering, mathematics, statistics, and psychology. The basis of artificial
intelligence dates back to the mid-1900s. In 1950, A. M. Turing brought a new approach to the
world of science with the question of whether machines can think. Since this date, studies have
continued on the ability of machines to think. There are several applications of artificial
intelligence and machine learning today, from voice recognition to natural language processing to
engineering and medical to cyber security. In response to the requirement for robots to be able to
learn and adapt to their surroundings, the area of machine learning has grown rapidly. To construct
computers capable of learning, machine learning evolved as a sub-branch of Al. In order to
produce more accurate forecasts and increase performance, machines use mathematical
calculations based on prior experience. An experience is a piece of information gained from
previous data, and machines use this information to create it. To employ machine learning, the
issue first has to be recognized and defined. Upon completion of this phase, data is collected and
analyzed. Converted into a format that machines can read and interpret As a result, training and
testing data are segregated. Using the test data, a model's performance is evaluated after it has been
trained using the training data. In the unsupervised learning approach, inputs are provided but no
outputs are produced in response to them. There are no labels or outcomes included in the data that
this approach collects. Learn the structure and distribution of data by studying it in great detail
using this approach. The model is not under the direction of a supervisor. Having data that isn't

tagged is a problem.

This method is more advantageous because all data are unlabeled in real life. Therefore, it has
more possibilities for use in real life. The biggest advantage of this method is that there is no
burden of labeling the data. The purpose of unsupervised learning is not to search whether the data
belongs to a class or not by classification or prediction. The aim is to search for similarities between

the data and to cluster the data. This learning method is generally used for clustering and size
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reduction purposes used. In the semi-supervised learning method, a data set consisting of both
labeled and unlabeled data is used and predictions are made for all invisible points [62]. This
method is used when there is a lot of unlabeled data and less unlabeled data. This method can be
used for many problems such as clustering, classification, and estimation. Reinforcement learning
is a method in which the model and the environment interact. While the model learns from the
environment, the environment is the area where the model learns. In this method, training and
testing phases are done together. In the learning phase, the environment is contacted to gather
information and in some cases, it can change the environment. The model receives a reward or
punishment for each action. The main aim is to guide the model so that it can get more rewards.

The model tries to find out which one is best by trying different strategies.

We can explain the difference between artificial intelligence algorithms that do not include
machine learning, which we can call "classical” or "traditional” algorithms, and machine learning
algorithms with the following simple example: Imagine a human baby who has no knowledge of
animals. This baby will not be able to distinguish between cats and dogs. In this thought
experiment, let's imagine the baby as an artificial intelligence algorithm and the person who will

teach him the differences as a computer scientist [79].

In classical artificial intelligence applications, instead of teaching the baby the difference between
cat and dog, we give him a full set of instructions that will enable him to distinguish between cat
and dog. These instructions should be prepared in such a way that this ignorant baby should be
able to both follow those directions and distinguish between cats and dogs mostly correctly. It is

obvious how difficult this is for both the baby and the teacher.

On the other hand, as you may have noticed, we don't need to do this to increase baby's success:
If we give the baby lots of pictures of cats and dogs and repeatedly tell which is which, the baby
will at some point begin to distinguish the two with high accuracy. This is exactly how machine
learning algorithms work, as the name suggests. Of course, computers, unfortunately, do not come
with a learning algorithm in them when they are built. Computer scientists themselves design and
adapt the most suitable machine learning algorithm for each problem. Machine learning is
essentially built around this logic. Many artificial intelligence applications that we have seen

recently are machine learning applications. Machine learning is indispensable in real life for most
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artificial intelligence applications that we are used to seeing in science fiction movies; therefore,

the concepts of "machine learning” and "artificial intelligence™ are getting more confused [80].

At this point, although we have largely avoided the conceptual confusion by revealing the
difference between the concepts of machine learning and artificial intelligence, there is one more
step we need to take: Although machine learning is a narrower concept than artificial intelligence,
it still includes many different algorithms and it is a method field. That's why the concept of
"machine learning" still doesn't adequately describe the products of popularization we're talking
about. Therefore, now, by talking about deep learning, which is a sub-branch of machine learning,
we will both avoid popular broadcast-level conceptual confusion and better understand why
artificial intelligence has been so popular for the last 10 years. Integrating the ability to think like
a human being within the possibilities of technology to computers, which makes life easier in many
areas, has provided machine learning. ML enhances performance by gaining knowledge from past
mistakes. It's a promising topic that might help streamline operations and allocate resources more
effectively. Supervised learning, unsupervised classification, and recurrent neural networks are the
three subfields of machine learning that make up the majority of the field's work. Labeled data is
needed to train supervised learning, which contains inputs and intended outputs. In contrast to
supervised learning, unsupervised learning needs no training data and only inputs with no goal
result are having to learn. Reinforcement learning is a kind of learning that is based on feedback

from interactions with the outside world.

3.2.DEEP LEARNING

Artificial intelligence is a broad field of study that deals with the methods by which human
intelligence can be simulated by a computer. Basic topics of artificial intelligence, knowledge
representation (Ing. knowledge representation), inference (Ing. inference), and learning (Eng.
learning). Artificial intelligence subsets including machine learning and deep learning are shown
in Figure 3.1. Deep learning is the sub-branch of artificial intelligence in learning and is the most
has widespread use. Instead of a machine making decisions according to predetermined rules, it

learns to use large data sets and aims to make better inferences.
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Figure 3.1: Deep Neural network [81]

Machine learning is used in every aspect of our daily lives, even if some of us are not aware of it.
Object recognition, speech-to-text software, electronic commerce sites that make product
recommendations based on the interests of users and the products they have viewed in the past are
the most basic examples of these areas. Machine learning is divided into three controlled learning,
uncontrolled learning, and reinforcement learning, as can be seen in Figure 3.2, and its usage areas
are listed. In the supervised learning method, input is given to the algorithm and the expected result
is given. The result obtained as a result of the algorithm and the expected result is compared by
the algorithm and the calculation parameters are recalculated. Unsupervised learning is a method
that uses sets of information given as input, without the expected output being given to the
algorithm. This method is especially used in clustering big data. Reinforced learning, on the other
hand, has a reward mechanism. The algorithm learns which parameters to use to reach the highest
reward. Deep learning aims to learn the relationship between inputs and outputs [82]. For this
purpose, deep learning approaches provide the representation of deep learning models consisting

of multiple layers and data with various qualities.
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Speech recognition, object identification, and object detection have all benefited from the advent
of deep learning algorithms. Machine learning is made easier with bigger datasets. As an example,
the complexity of a job may be influenced by the quality of labels used to categorize datasets. In
order to implement machine learning, programmers must create algorithms that provide precise
predictions (Mohri, Rostamizadeh & Dikmen). Machine learning is the most often employed
approach in research looking at early diagnosis in the medical industry. Hypotheses in the realm

of health are used as a basis for applications [83].
3.2.1. RecurrentNeural Network (RNN)

The short-term memory of a strict feedforward structural business is not maintained. The network's
re-presentation of past inputs is responsible for any remembrance properties. Short-term memory
is shown by activation feedback in a simple RNN. The efficiency of a national layer is not limited
to the external input of the network, but also to the engagement after the previous forward
propagation of data. There are weights assigned to the feedback, which enables unintentional

learning (such as backpropagation) [84].

Learning may be achieved by using the same gradient descent events as those used for feed-
forward networks, which have a simple structure and deterministic activation functions. Pretend
hardening approaches may also be appropriate when installations are stochastic. The following
will display at a low level of RNN's most important types and features. This kind of artificial neural
network (RNN) has a directed loop of connections between nodes. As a result, it's able to
demonstrate rapid changes in time. Like feed - forward networks, RNNs can utilise their input
memory for processing any sequence of inputs, unlike feedforward networks that can only process

one input at a time. Figure 3.2 shows a typical RNN.
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Figure 3.2: RNN Structure [85].

Figure 3.3 above shows an RNN unpacking into a full network.

-
R

Figure 3.3: RNN Process 1 [86].

Based on the premise that production at time t may be dependent on future items as well as on past

items in queues, bidirectional RNNs (Bidirectional RNN) are used. If you're trying to figure out

where a word is in a sequence, for example, you'll want to look at both the left and right content.

Bidirectional RNNs are rather simple to build. This is nothing more than a pair of RNNs layered

on top of one another. After that, the results are computed using the most recent states of both

RNNSs.
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Figure 3.4: RNN Process 2 [87].

Similar to Bidirectional RNNs, Deep RNNs also have numerous layers, but only in the time step.

As a result, we are more equipped to take in new information (but also needs a lot of training data).

R

Figure 3.5: RNN Process 3 [88].
3.3. PROPOSED METHOD

In this thesis new framework-based, Al is presented for network traffic classification. In the first

stage, the dataset was obtained from Kaggle and preprocessed. Then, the dataset is wired to the

second stage which the dataset is divided by the model to the train and test automatically. In the

next stage, the KNN is trained by the training section. Then, after completing the training stage

the model is saved with optimum parameters by using the grid search algorithm. The selected best
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parameters of the KNN are used in the testing section. In the testing section, the model is used to

predicate the labels of the model as shown in Figure 3.6.
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Figure 3.6: Proposed Hybrid model.
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4. EXPERIMENTS AND DISCUSSIONS

4.1. RESULTS
4.2. DISCUSSIONS AND COMPARISONS

Here, the findings of our technique are shown and reviewed in both accuracy and processing time
for 2 techniques that are used for person identification using finger vein pictures. Equation (Eq.)

shows how we arrived at the primary evaluation variable for our approach (4.1)

4 _TP+TN 41
g Total (4.1)

TP indicated the genuine positive; TN the true negative; and overall its total estimate, and the
findings are provided in Table 4.1. Table 4.1: ACC, TP, TN, and Total

Table 4.1: Comparisons between Accuracies of Two Methods

Testing Ratio (%) KNN based Grid Search (%) KNN (%)
Test (20%) 99.34 96.12
Test (30%) 98.33 93.21
Test (40%) 96.63 90.09

The testing findings demonstrate that the KNN alone produced the lowest results KNN based Grid
Search in all test instances. All findings are provided in Figure 4.1 to prove the acquired outcomes

too. Figure 4.2 depicted the accuracies comparison of two procedures done in this investigation.
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Figure 4.1: Comparisons between Two Classifiers

On the other hand, execution time was also compared between KNN and Grid Search in Table 4.2.

Table 4.2: Comparisons between Execution Time of Two Methods

Testing Ratio (%) KNN and Grid Search (sec) KNN (sec)
Test (20%) 2104 2309
Test (30%0) 1972 2287
Test (40%) 1834 1982

By investigating Table 4.2, the KNN presented low performance than KNN and Grid Search. For

all validation cases 40%, 30%, and 20% KNN and Grid Search presented best execution times then
KNN sees Figure 4.3.
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Figure 4.2: Compression of Execution Times

Furthermore, the precision of the model is also calculated to be important in order to ensure we

are getting the correct results. The precision is calculated as shown below in equation 4.2.

TP
tp+fp
Then, the results of the proposed method precision are presented in Table 4.3.

precision = (4.2)

Table 4.3: Precision Results in Comparisons between Two Methods

Testing Ratio (%) KNN and Grid Search (%) KNN (%)
Test (20%0) 97.45 94.43
Test (30%0) 96.34 93.34
Test (40%) 95.93 91.64

Table 4.3 show that the proposed method presented results vary between 97.45% and 95.93 which
are highest than DBN alone presented results between 75.43% and 70.64%. Precision is the

classification model's ability to identify only relevant data points. Mathematically, precision is the
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number of true positives divided by the number of true positives plus the number of false positives.
Figure 4.3 represented the precision values of both techniques.
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Figure 4.3: Compression of Precision Results of Two Techniques

On the other hand, the sensitivity of the model was calculated to evaluate the results. Sensitivity
(True Positive Rate) indicates the percentage of those who have the disorder (when evaluated by

the ‘Gold Standard’) that obtained a positive outcome on this test.

Table 4.4: Sensitivity Results in Comparisons between Two Methods

Testing Ratio (%) KNN and Grid Search (%) KNN (%)
Test (20%) 98.54 93.43
Test (30%0) 96.54 92.54
Test (40%) 95.31 92.06

Furthermore, Figure 4.4 represented the comparison between the proposed method and KNN. By

analysing the figure, we can calculate that the proposed method presented the best Sensitivity
results than KNN.
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Figure 4.4: Compression of Precision Results of Two Techniques

Table 4.5: Comparison of our method with previous studies

Methods Methods ACC (%)
[93] COS-P-Poly3 88.84
[94] Logistic Regression 86.6
[95] Decision Tree 96.7
[89] Linear SVM 93.1
[90] Ensemble learning 95.1
[91] fairly adequate+ classifier 89
[92] Markov chain + Random forest 92
Our Method KNN based grid search 99.00

In [89] Alzaylaee et. L. Proposed another study that used real phones for automatic feature
extraction to overcome the limitations of dynamic analysis of certain malware in Android.
Dynamic attributes are automatically taken from sample apps running on Android phones. In
addition, some of the tests performed benchmarking of malware detection methods using
simulators and devices. This study by Alzaylaee et al. is particularly important because most

studies based on dynamic and behavioral analysis use a simulator. We used 222 malware samples
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from the MalGenome project and 1222 innocent samples from McAfee Labs associated with Intel
Security. Furthermore, in another recent study supported by artificial learning, the source codes of
200 malicious and 200 harmless Android applications were analyzed and an F1 score of 95.1%
was obtained [90]. In another study using real-time machine learning techniques on the device
[91], researchers used reports from the Cuckoo Sandbox file analysis platform to extract behavioral
attributes from Android malware. They obtained the malware samples from the malware sharing
platform called Virus Share and tested the machine learning algorithm on the device they
developed on a total of 2000 samples belonging to 18 different malware families. The accuracy
rate obtained using the 10-fold cross-validation method (10-fold-cross-validation) was 89%
accuracy. In a more recent study published by Onwuzurike et al. [92], using a modeling approach
similar to MAMADROID, a structure that combines static, dynamic and hybrid analysis methods
is proposed. The researchers emphasized that the combination of static and dynamic analysis
techniques gave the best results and they achieved an F1 score of 92%, in addition, static analysis

techniques were at least as effective as dynamic analysis techniques.

Then, our method presented 99.0 which is remarkable when compared with previous studies. The
main issue in our method we combine KNN with Grid search to obtain the best accuracy. The one
the using KNN alone lead to low accuracies in some time when compared with optimized KNN.
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5. CONCLUSION

Although network traffic classification has many advantages, they have not been adequately
addressed in terms of information security threats. For this reason, it is of great importance to
evaluate network traffic classification in terms of information security threats. In this study, the
vulnerabilities of network traffic classification against information security threats are compared
with traditional computer networks and solutions are presented.

In simulation studies using Hping3 and Dsniff applications, IP Spoofing, SYN Flood, RST/FIN
Flood, SYN-ACK Flood, UDP Flood, ARP Poisoning, and DDoS attacks were carried out. The
results of the simulation studies show that network traffic classification has more security

vulnerabilities compared to traditional computer networks.

On the other hand, security vulnerabilities in network traffic classification can be eliminated by
taking measures such as data rate limitation for the network, packet sending limitation,
authentication techniques, and the installation of firewalls and intrusion detection and prevention

systems in order to prevent attacks. This study has several advantages.
A. simplify and cheapen network equipment,
B. facilitate network management,

C. The ability to quickly change the behaviour of network equipment regardless of the

manufacturer, to assist in the research and testing of new mechanisms.

In future works, we advise the researchers to apply various machine learning techniques in
developing network traffic classification methods. Furthermore, applying unsupervised learning
to various security problems leads to finding which of these techniques are suitable for computer

security problems.
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