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PREFACE 

 

The advancement in technology has given rise to the development of software or tools that make 

image manipulation very easy to perform. The image forgeries commonly performed is the copy-move 

forgery. In this type of image forgery, a segment of the image is copied and pasted to a different segment of 

same image. This type of image forgery is done by attackers to share fake information. Therefore, the 

detection of forgeries in digital images is now becoming an interesting area of research.  

This work proposed a deep learning method based on a pretrained ResNet50 network model to detect 

copy-move forgery in digital images. Deep learning methods have been proven to perform better in the 

detection of forgeries in digital images. 

 

Khalid Jibril SANI 

ELAZIG, 2022 
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Copy-Move Forgery Detection in Digital Images Using Convolutional 

Neural Network 
 

Khalid Jibril SANI 

 

Master's Thesis 
 

FIRAT UNIVERSITY 
Graduate School of Natural and Applied Sciences 

Department of Digital Forensic Engineering 

      

January 2022,   Page:  ix  + 044 
 

 

The detection forgery in digital images has become a hot domain of research in the field of digital 

image forensics as a result of the prevalent use of image editing tools for manipulating an image to conceal 

or distort information in the image. One of the most common image forgeries performed is the copy-move 

forgery. This type of forgery involves copying a segment of the image which is then pasted to a different 

segment of the same image. The need for detecting whether an image is authentic becomes essential. The 

existing methods implemented for detecting image forgeries were based on traditional feature extraction 

algorithms such as block-based and key point-based algorithms. These traditional techniques employed 

produce a low-performance result. Deep learning techniques have proven to provide better performance in 

image processing tasks. In this research, a convolutional neural network that is based on a pre-trained 

ResNet50 network was proposed for the detection of copy-move forgeries in digital images. The proposed 

model uses the CoMoFoD image dataset in carrying out the experiment. The metric evaluation results 

achieved in the proposed model show that deep learning methods performance is more effective and efficient 

in digital image copy-move forgery detection. 

 

 

Keywords: Digital image forensic, copy-move forgery, deep learning, convolutional neural network.  
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Evrişimsel Sinir Ağları Kullanılarak Sayısal Görüntülerde Kopyalama 
Sahteciliğinin Algılanması 
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Görüntüdeki bilgileri gizlemek veya çarpıtmak için bir görüntüyü manipüle etmek için görüntü 
düzenleme araçlarının yaygın kullanımının bir sonucu olarak, görüntü sahteciliği tespiti, dijital görüntü adli 
tıp alanında sıcak bir araştırma konusu haline geldi. En sık yapılan görüntü sahtekarlıklarından biri kopyala-

taşı sahtekarlığıdır. Kopyala-taşı sahtekarlığı, görüntünün bir bölümünün kopyalanmasını ve aynı görüntünün 
başka bir bölümüne yapıştırılmasını içerir. Bir görüntünün gerçekliğinin gerekli olup olmadığını tespit etme 
ihtiyacı. Görüntü sahteciliğini tespit etmek için uygulanan mevcut yöntemler, blok tabanlı ve anahtar nokta 
tabanlı algoritmalar gibi geleneksel özellik çıkarma algoritmalarına dayanıyordu. Kullanılan bu geleneksel 
teknikler, düşük performanslı bir sonuç üretir. Derin öğrenme tekniklerinin görüntü işleme görevlerinde daha 

iyi performans sağladığı kanıtlanmıştır. Bu çalışmada, dijital görüntülerde kopyala-taşı sahtekarlığını tespit 
etmek için önceden eğitilmiş bir ResNet50 ağına dayalı evrişimli bir sinir ağı önerilmiştir. Önerilen model, 
deneyi gerçekleştirirken CoMoFoD görüntü veri setini kullanır. Önerilen modelde elde edilen metrik 
değerlendirme sonuçları, dijital görüntülerde kopyala-taşı sahteciliğini tespit etmede derin öğrenme 
yöntemleri performansının daha etkili ve verimli olduğunu göstermektedir. 

 

 

Anahtar Kelimeler: Dijital görüntü adli, kopyala-tası sahtekarlığı, derin öğrenme, evrişimli sinir ağı 
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1. INTRODUCTION 

Presently, digital cameras have become commonly used by people. These cameras are mostly 

found in our mobile devices due to the advancement in computer technology. A recent study by  

[1]  reported that more than one trillion of images were captured every year using mobile phones. 

This vast number of images are mostly manipulated after being captured. Due to rapid 

advancements in computer and internet technology, the use of software for picture editing has 

grown in recent years. The software editing tools for images are advanced and easy to use and have 

made altering digital images very easy. So, this has made it challenging to identify the effect of the 

alteration with the human eyes. In the work of  [2], they reported that 10% of coloured images are 

digitally modified. These forged images are being created to spread rumors, make false claims, or 

earn money. For instance, during the G-20 summit in 2017, Markus Schreiber, an associate press 

photojournalist, snapped a picture [3]. The picture captured by the photojournalist was later 

modified and shared on social media platforms which generated much controversy [4] . The 

consequences of using forge images have made researchers in multimedia forensics analysis 

proposed methods of detecting manipulated images.   

A digital image needs to be forensically analyzed to confirm the its authenticity. Before 

digital images can be used as evidence in legal proceedings of law, forensic analysis must be 

performed to validate their authenticity or uncover evidence of tampering. [5]. The importance of 

detecting forged images has increased in the number of researches in digital image forensics.  

Digital image forensics is an emerging research area in the field of digital forensics that 

involves the authentication of digital images to know its source or know whether an image is 

genuine or modified [6]. In the past, digital images were broadly utilized with confidence and 

integrity in many fields. For example, pictures published in newspapers present some visual 

information that is considered authentic and accepted. However, today digital images used are less 

trustworthy as a result of the simplicity involved in generating images and the ease of use of 

software tools used for tempering the content of these images. One of the easiest ways to temper 

images involves copying a portion of an image and pasting it to another portion of the same image. 

This image forgery type is called the copy-move forgery. One of the reasons why copy-move 

forgery is performed is to hide some information or duplicate segments of the image [7]. Therefore, 

digital image forensics methods are required to ensure the integrity of digital images. 

There have been approaches for detecting copy-move forgeries in images that have been 

employed in the previously. These existing methods are referred to as the traditional method, which 

is based on image geometrical, statistical, and physical properties [8]. The traditional methods are 

classified into two categories: block-based algorithm and a key-point algorithm. 
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The block-based algorithm used in detecting copy-move forgery divides the image into 

overlapping blocks and then features are extracted from each block of the image through the use of 

frequency transformations, image intensity, and texture [9]. The extracted features from each block 

are then compared with each other using a matching operation to discover the similarity of the 

blocks.    

There are a number transformation techniques such as Principal Component Analysis (PCA), 

Discrete Cosine Transform (DCT), Singular Value Decomposition (SVD), and Dyadic Wavelet 

Transform (DWT) that are utilized for block-based algorithms. Local Binary Patterns (LBP) and 

DCT, for instance, have been used to detect copy-move forgery in digital images [10]. This method 

used by [10] involves the digital image been divided into overlapping blocks and then transforming 

each block into LBP form. A feature matrix is then obtained by applying DCT on each block LBP 

and sequentially sorted to detect similar blocks. Also, DCT and SVD were applied on digital images 

to detect region of forgery in the images [11]. Images are partitioned into blocks, and DCT extract 

features from the image blocks. After that, the dimensionality of the extracted features was reduced 

using SVD. The SVD also improves the model noise resistance.  

The key-point-based algorithm used in image copy-move forgery detection deals with the 

extraction of specific features from an image which includes: blob, corners, and edges. Key-point 

descriptors are used in the key-point algorithm to extract the specific features and operate on the 

whole image. They commonly use key-point descriptors are the “Scale Invariant Feature Transform 

(SIFT) and the Speeded Up Robust Features (SURF)” [12]. When used to identify a copy-move 

forgery in digital images, the SIFT and SURF key-point descriptors have been shown to produce 

good results.  

SIFT key-point descriptors and best-bin first nearest neighbor were applied in the detection 

copy-move forgery in images [13]  which performs well for images with a large region of the 

forgery but performs poorly for images with a small region of forgery. In the work of [15], copy-

move forged images that are being transformed geometrically via transition, rotation, and scaling 

were detected using the SIFT method. The method implemented by [14]  uses the Euclidean 

distance threshold in finding similarity in the image feature extracted after carrying out SIFT feature 

extraction, key-point vector construction, key-point clustering, and estimating geometric 

transformation. The SIFT-based key-point feature extraction approach with scale comparison was 

used to identify rotational copy-move forgery, which was then corrected using the orientation 

adjustment technique [15].   

[16] proposes a method that classifies forged and original images using Support Vector 

Machine (SVM), wavelet decomposition, and extraction of features in images with SURF key-

point descriptors.  
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The block-based and key-point based algorithms have their strength and weakness in 

identifying copy-move forgeries in images. In block-based methods, its application is simple and 

copied, and pasted regions are easily detected but consume a lot of computational resources. When 

applying a key-point-based approach in detecting copy-move fraud in images is efficient and not 

computationally expensive. However, the key-point based method fails in detecting smooth copied 

portions in a copy-move image that are manipulated. 

The research discussed above focused on using manual techniques in extracting features 

from images. So, this means the features extracted are limited and cannot provide much information 

to detect a forgery in an image. For instance, extracting features using LBP only focuses on the 

textual aspect of the image and cannot extract details about the color of the image. This type of 

problem is solved using deep learning techniques. 

Recently, deep learning techniques have become widely used in detecting forgeries in 

images. The utilization of deep learning has proven to provide better performance in detecting 

forgeries in images [17]. A type of deep learning that is widely used in many image processing 

tasks is called a convolutional neural network (CNN). Also, applying CNN in sound processing has 

been successful [18]. CNN can automatically extract features from the image using the convolution 

operation at every network layer to generate feature maps [19]. 

Deep convolutional neural networks were used in some of the first efforts on image forgery 

detection which include: the work of  [20] on detection of an anti-forensic technique called median 

filtering in image forgery, the work of  [21], which focuses on identifying the model of camera that 

was used in capturing a digital image, the work of [22] detects multiple types of image 

manipulations techniques used in image forgery and the work of [23] on image steganalysis. 

[24] employs a fully convolutional network to detect spliced sections of a picture produced 

using image splicing forgery techniques on the CASIA v2.0 dataset. The proposed method by [24] 

has an F1 score and MCC score performance metric of 0.8473 and 0.8527, respectively. It has also 

been used to identify copy-move forgery photos and is effective at localizing the forging region.  

[25] implements a convolutional neural network for detection of copy-move manipulation 

using images from the copy-move forgery dataset (CMFD). The network architecture designed in 

[25] comprises three convolutional layers, two fully connected layers, one 3x3 max pool filter, and 

two 3x3 average pool filters within the convolutional layers, ReLu activation function within the 

intermediate layers, and a SoftMax activation function at the output layer for classification. The 

CNN model used to identify active copy-move forgeries photos extracts features from the images 

and detected active copy-move forgery images. 

In some cases, to make detection of the forgery more difficult, copy-move forgery of an 

image is sometimes subjected to additional operations such as scaling, rotation, or blurring. [26] 

were able to propose a deep learning technique with a matching algorithm to detect copy-move 
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tempered images. The deep learning model implemented uses the Visual Geometry Group-Net 

(VGGNet) to extract multi-scale features, which help in efficiently identifying a copied region in 

the fraud image even if it is rotated, scaled, or blurred. 

[27] proposes a deep learning technique based on a pre-trained model to detect a copy-move 

forgery in images. The model was trained with a small dataset and performed well when applied 

on computer-generated forge images but poorly on real-scenario copy-move forge images. 

Furthermore, a deep learning model that extracts hierarchical features from an input image was 

developed and tested on multiple datasets for the classification of copy-move forge images and 

authentic images [28]. 

Similarly, [29] implemented a VGG16 deep learning architecture with semantic 

segmentation to detect an image copy-move forgery. This VGG16 transfer-learning approach was 

trained and tested on multiple datasets, providing excellent performance when evaluated. The 

accuracy achieved was 0.9869. 

A deep learning technique based on the AlexNet model was experimented for the 

identification of image forgery [30]. The model could extract features from the input image, learn 

the features, and the generated feature maps are used to classify the tempered and original image. 

[31] also proposes a technique for detecting copy-move forgery that uses an AlexNet model 

for feature engineering of the input image. Then SVM classifier was used for training the extracted 

features to differentiate between the forge and the original image. MICC-F220, an available to the 

public dataset, was used to train and evaluate the model. The accuracy obtained from the model 

was 93.94%. 

[32] implemented an end-to-end deep neural network based on the VGG16 convolutional 

neural network to detect image forgery that are of the copy-move type. The VGG16 network 

implemented was used for feature extraction. Then a self-correlation matrix for feature pixels is 

computed for similarities, and finally, a deconvolutional operation was performed, which involves 

a point-wise feature extraction for determining matching pairs of pixels in locating the copy-move 

forgery in the image. 

[25] presented an “improved fully convolutional network” for identification of forgery in 

images. The authors developed an upgraded convolutional network that is based on the VGG-16 

architecture. The VGG-16 is a type of deep learning architecture for VGG-Net. A completely 

convolutional network contains five convolutional layers, three of which are fully linked. 

Convolutional layers were used to replace the last three fully-connected layers of the original 

VGG16 network. The CASIA v2.0 dataset was used to train and evaluate the model, and the F1-

score and MCC-Score evaluation metrics revealed that the model performed 0.8473 and 0.8527, 

respectively. 
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[27] proposes a deep learning technique for detecting copy-move forgeries that includes a 

matching process. The model first segments an input image using the “Simple Linear Iterative 

Clustering (SLIC) algorithm”  [27]. The segmented patches of the image are passed as input to the 

VGG-Net (Visual Geometry Group Net) used as a deep learning architecture in the proposed model 

where multi-scale features are extracted from image patches being extracted. When the features 

extraction is completed using VGG-NET, the depth of each and picture element (pixel) in the 

patches was reconstructed using an Adaptive Patch Matching (APM) approach for comparison with 

other parts of the picture. A comparison of the segmented patches was performed, and tempered 

areas in the image a found. Lastly, the matched key-point is combined with the segmented patches 

of the input image, and the region of forgery is revealed and displayed as output. The proposed 

model achieved an accuracy of 95% when tested on the MICC-F220 dataset. 

[33] proposes an optimized pre-trained AlexNet model for image forgery detection, which 

performs well when trained and evaluated on multiple datasets. The AlexNet architecture 

implemented in the proposed model was modified, making it optimized. The following changes 

have been made to their proposed AlexNet model: In the seven network layers, Batch 

Normalization (BN) and the Max-Out activation function are utilized, and a SoftMax function 

utilized in the network’s final layer instead of the Local Response Normalization (LRN) and 

Rectified Linear Unit (ReLu) activation function used in the original AlexNet model. 

From the literature of deep learning methods applied in digital image forensics, it can be seen 

that there is a great improvement in the performance of the deep learning models proposed to solve 

the detection of forgery in image that are copy-move in nature.  

The motivation of this study is inspired from the improvement deep learning techniques have 

proven to provide in image processing tasks and how it can be applied in digital image forensics. 

Image forgery has recorded an unexpected rise as a result development of image editing tools that 

can be used by both expert and non-expert. 

The aim of the research is to offer an effective and efficient solution for detecting copy-move 

forgeries in digital photographs that will outperform existing methods. The proposed method in this 

study implements a convolutional neural network based on a pretrained ResNet50 network. The 

proposed method's efficacy was compared to the performance of current traditional and deep 

learning approaches utilized to solve the same problem. 



2. DIGITAL IMAGE FORENSICS 

In the world we live today, multimedia data such image and video are playing a key role in 

communication. The rapid development in computer technology has increase the number of 

multimedia data shared on the internet through social networks. Facebook, Instagram, Twitter and 

YouTube are examples of social media platforms that are mostly used by people to share their 

opinions and ideas. Digital images shared across different social media platforms can be easily 

manipulated because of the reachability of sophisticated image manipulation tool like Adobe 

Photoshop, Paint, Pixlr, etc. The alteration of digital images by manipulation software makes it 

impossible to tell whether a picture is real or fake. There has been an increase in the number of 

forge images as a result of affordability and availability of this modern image editing tools, hence 

trusting the originality of image become difficult [34], [35]. Recently, images are not just used as 

a means of communication but serve as digital evidence presented in the court of law. So, to 

forensically identify whether an image is authentic or fake, a new research domain in digital 

forensics discipline was introduced. Digital image forensic deals with the authentication of digital 

images to know its source or know whether an image is genuine or modified.  Digital image forensic 

provides scientifically strong analysis and report about digital images when use as evidence in court 

of laws.  

2.1. What is Digital Image? 

A finite number of pixel intensities represented in a two-dimensional plane using the function 

f (x, y) is what describes a digital. The x and y in the function denotes the coordinate on the plane 

while f is the intensity value resulting from the amplitude of coordinates x and y paired as (x, y) 

[36].  The pixel values within a digital image are finite each having specific position. The two-

dimensional plane of pixel intensities and their location is the representation of an object captured 

using sensors found in digital cameras. The sensor performs a sampling process called 

discretization to generate the pixel intensities of any pair of coordinates on the two-dimensional 

space [37]. Every pixel intensity value correlate to the light response of the real-world object 

received by the image sensor. 

A digital image can a be grayscale or coloured which is defined by the how many color 

channels the image has. The grayscale image has a single-color channel that gives a black and white 

visual representation of an image. The intensity values in grayscale image are represented in a 

single two-dimensional plane based on the signal levels from the lowest (0) to the highest. The 

lowest signal level is for black and the highest signal level is for black. In coloured images, there 

are three color channels which implies that there are 3 intensity value represented at a particular 
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pixel location. The most common representation of coloured images uses the Red, Green, Blue 

(RGB) color map. The RGB color channels in color images are combined together to produce the 

coloured visual representation of an object. Figure 2.1 and 2.2 below depict an example of gray 

scale and color image with normalize pixel intensities of certain portion in the image. 

 

Figure 2.1. Gray Scale Image [38] 

 

 

Figure 2.2. Color (RGB) Image [38] 

 

  

2.1.1. Digital Image Formation 

A digital image can be produced by following three major phases. The three phases involve 

in the formation of digital images as shown in Figure 2.3 below are: acquisition, storage and editing 

[39] – [41]. In the acquisition phase, a digital camera's lens captures light from a real-world object. 

The amount of light that passes through the lens which is controlled by the diaphragm falls on the 

image sensor.  “Complementary metal oxide semi-conductor (CMOS) or charge-coupled devices 

(CCD)”  [42] are generally used as image sensors in digital cameras. These image sensors are 

sensitive to light due to the presence of light sensitive diode. The light sensitive diodes in image 

sensors transform the light that falls on them into digital signals that corresponds to the pixel 

intensity of an image. Prior to receiving light on the image sensors, a thin film called color filter 
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array (CFA) performs a filtering operation of light captured by the digital camera. The filtering 

done by CFA allows for the passage of only one-color channel for each pixel intensity while the 

other two-color channels are not permitted to pass through. The only allowed color-channel for 

each pixel intensity is recorded on the image sensor. Interpolation or demosaicing is a method that 

generates the complete color representation of every pixel in the image  [43].  The CFA which has 

an arranged pattern of primary color (red, green and blue) as shown in Figure 2.3 below is 

responsible for producing a color image which constitutes different proportion of red, green, and 

blue color. 

Now that the complete color representation of the image is formed at image sensor, this 

colored image is processed within the digital camera using variety of processing operations. The 

variety of process operations employed inside most digital cameras are: contrast enhancement, 

white balancing, noise reduction, image sharpening, gamma correction, and color processing.  

In the storage phase of digital image formation, the processed image is compressed using an 

image compression algorithm and saved inside the storage location of the digital camera. 

Compression techniques use in digital cameras on digital image minimizes the amount of storage 

capacity needed to represent an image. The widely use compression algorithm in digital camera is 

a lossy compression algorithm called joint photography expert group (JPEG).  

The final phase in digital image formation is editing. Unlike all previous phases of digital 

image formation, the editing phase takes place outside the camera. The compressed digital image 

from the storage phase can further be modified or transformed geometrically. The modification 

may be to enhance or reduce the visual appearance of the digital image, add or hide information to 

the digital image.  

In all the phase of digital image formation, digital artifact called fingerprints are produced 

and left after performing the operations in each phase. These fingerprint traces in every phase of 

the digital image formation are embedded inside the fully-formed digital image. The traces in the 

fully-formed digital image may be examined to confirm the image's authenticity.  
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Figure 2.3. The Image Formation Process 

 

Figure 2.3 above depict a visual description of how an image is formed using a digital 

camera. 

2.1.2. Digital Image File Format 

The file format of digital image describes how an image data is encoded and stored. The format of 

a digital image file defines the type of computer application that can open it. When a digital image 

is stored in a computer its format is known by the file extension on the filename. There are many 

formats for digital images that have been in existence in the past 30 years [37]. Some of widely 

used formats in digital images are explained below. 

1. JPEG or JPG: This image format is an acronym for “Joint Photographic Expert Group.” 

This type of image format support different color modes of an image and can be displayed 

in most operating systems. Many images are saved as jpeg because of its lossy compression 

which makes it require less storage space. Image quality is slightly reduced when jpg 

format is used for an image. JPEG images are mostly used in printing, email, and power 

point.  

2. GIF: This image format is an acronym for Graphic Interchange Format. This image format 

requires at most 256 colors for an image and low memory to save image with GIF format. 

GIF supports animations because it allows the combination of many image files in 

sequence. Digital images in GIF format are widely use on the internet due to their low file 

size and are supported by most applications. 

3. PNG: This image format is an acronym for Portable Networks Graphics. PNG image format 

has support for millions of colors and also offer transparency. It was introduced to 

overcome the limitations provided by GIF. This image format is lossless and are mostly 

used on the web.  
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4. TIFF: This image format is an acronym for Tagged Image File Format. Images saved in this 

format are of high quality and require high storage space. TIFF uses a lossless compression. 

The TIFF images are most preferred in the production of graphics with high quality. 

5. BMP: This image format is referred to as Bitmap Picture. It is considered as a simple image 

format because the pixels of the picture are represented as bits and encoded without 

compression. BMP images are most preferred in producing graphics or images that are 

realistic in nature. 

2.2. Image Forgery Techniques 

Image forgery detection techniques are basically classified into two major classes, which are: 

active and passive approach as shown in Figure 2.4 below. Active methods depend on prior 

information of the image, which is inserted at the point of capturing the image. The active methods 

include watermarking and digital signatures. In passive methods, preliminary information about the 

digital image is not required. The passive approach relies on the irregularities in the statistical 

properties of pixel intensities of the images resulting from the modification of the original image 

[27]. The passive approach is subdivided into three categories: copy-move, image splicing, and 

image retouching. 

  

  

 
Figure 2.4 Classification of Image Forgery Techniques [44] 

 

2.2.1. Copy-Move Forgery 

As the name implies, this form of image forgery has to do with the copying a segment of an 

image and transferring it to another segment of the same image. This type of forgery is mainly done 
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to hide information on the image. When a copy-move forgery operation is performed, traces of the 

modification are hidden by further editing the image using rescaling, filtering, and noise scattering 

operations [45]. The image below in Figure 2.5 a) and b) shows an example of what of copy-move 

forgery in image looks like when performed. 

    

Figure 2.5. a) Original Image Before Copy-Move b). Copy-Move Forgery of Fig 2.5 a) [46] 

2.2.2. Image Splicing Forgery 

Image splicing forgery techniques involve combining at least two different images to create 

a forged image. This forgery technique uses the copy/cut and pastes operation. This means a part 

of one image is extracted and merged with another image. The resulting image after the merging 

operation creates a disturbance in the image pattern. Hence, forgery can be detected by analyzing 

the image pattern. An example of image slicing forgery is shown in Figure 2.6 below: 
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Figure 2.6. a) Original Image 1 Before 

Splicing 

 

Figure 2.6. b) Original Image 2 Before 

Splicing 

 

Figure 2.6. c). Image Splicing Forgery of Figure. 2.6 a) and Figure. 2.6 b) [27] 

2.2.3. Image Retouching Forgery 

Image retouching is considered a straightforward approach to modifying an image. This 

technique enhances or reduces specific features of the original images by adjusting their brightness, 

color contrast, sharpness, or size. In this method of forgery, the original image is not significantly 

changed. It is usually applied to make images look more attractive in magazine photo editors, but 

this modification may be considered unethical. An example of image retouching is shown in figure 

2.7. a) and b) below. 
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Figure 2.7. a) Original Image Before 

Retouching 

 

Figure 2.7. b) Image Retouching Forgery of 

Figure. 2.7 a)  

 

Figure 2.7. a) on above shows a sample original image that is modified by applying an image 

retouching technique. The resulting modification is shown in Figure 2.7. b) above. 
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3. DEEP LEARNING 

Deep learning is a subfield in machine learning based on artificial neural networks that 

imitate how the human brain works. One of the first artificial neural network (ANN) architectures 

introduced is known as the perceptron [47]. A perceptron is used to classify data that are linearly 

separable[48]. It has an input layer called neurons and the output layer for producing classification 

output results, as shown in Figure 3.1 below. In order to overcome the limitation of ANN, which is 

its application to non-linearly separable data, deep learning was introduced. 

 

Figure 3.1. ANN Architecture: Perceptron 

Figure 3.1 above shows depicts the architecture of an ANN.  

Deep learning or deep neural network constitutes many layers of the network stack together 

[49] that requires a large amount of data to produce an effective result. It has to ability to learn from 

the data automatically and make predictions. Deep learning when it is implemented can solve a 

wide range of problems computationally such as visual recognition, natural language processing 

and sound recognition. Unlike ANN that only has input and output layer, a deep neural network 

has an arbitrary number of between the input and output layer called hidden layers. Figure 3.2 

depict a deep neural network architecture with a number of neurons in its the input, hidden and 

output layers. When data is pass to a deep neural network it is been received as input by each neuron 

in the network. The input data received by each neuron is evaluated by multiplying it with a weight 

matrix, then summing it up with a bias. Equation 3.1 below shows how the input of each neuron is 

evaluated.  
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𝑦 =  𝑓 (∑ 𝑤𝑖𝑥𝑖 𝑛𝑖=1 + 𝑏)         (3.1) 

 

From the equation above f denotes the activation function, w denotes the weight matrix, x 

denotes the input, n denotes the counts of neurons and b denotes the bias. The input of each neuron 

of the hidden layers are evaluated using the above equation and the result of prediction is produced 

at the output layer of the network. The number of neurons at the final layer is based on the type of 

problem the deep neural network is solving. For instance, in a binary classification problem two 

neurons are used at the output layer. The prediction result at the output layer is compared with the 

expected result to find the loss. Prediction result is then improved through backward propagation. 

Backward propagation aims to update the weight matrix using which will then be used to forward 

propagate the input values through the network. Therefore, the forward and backward propagation 

boost the deep neural network performance result. 

 

Figure 3.2. Architecture of Deep Neural Network 

 Recently, deep learning models have shown improved performance in solving image data 

problems using convolutional neural networks [50]. A detail description of the building blocks of 

CNN is given the following section. 

3.1. Convolutional Neural Network 

Convolutional neural networks are broadly employed in image processing tasks because they 

can learn features from images. A convolutional neural network comprises of an input and output 

layer, an arbitrary number of convolutional layers, and fully connected layers. CNN has the ability 

of extracting variety of features that are contained in an image using convolution. The features 

extracted are from the convolutional layers in the CNN where edges are detected from the raw 
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pixels of the image at the first layer. Then shapes or blobs are detected in the second layer and 

higher-level features are detected in the deeper layers of the CNN. The ability of CNN to extract 

features in images has proven to be more robust than traditional feature extraction techniques 

because CNN are robust to translation, scaling, and rotation. The major component in building a 

CNN as shown in Figure 3.3 below are the convolutional layer, pooling layer and fully-connected 

layer. 

 

 

Figure 3.3. Basic Architecture of CNN [28] 

3.1.1. Convolutional Layer 

The convolutional layer is the layer that defines the CNN. It uses a number of kernels or 

filters to generate feature maps. The kernels or filters convolve over the inputs image to learn 

properties from the images. When the operation called convolution is performed on an input the 

spatial dimension is reduced. In a situation where the dimension of the input is to be preserved after 

convolution, padding is used. The type of padding commonly used is the zero padding where the 

zeros are added to the border of the input image. The convolution operation is illustrated in Figure 

3.4 below showing the element-wise multiplication of pixel values with kernel values at a particular 

sliding window and then followed by a summation. 

 

Figure 3.4. Illustration of Convolutional Operation [51] 
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3.1.2. Activation Function 

Right after the convolutional operation is carried out at the convolutional layer, an activation 

function is applied. One of the advantages of activation function in CNN is that the learning 

performance of the model is during training is controlled with activation functions. In CNN a non-

linear activation function called Rectified Linear Unit (ReLU) is commonly used. The ReLU 

activation function is expressed below in equation 3.2 𝑓 (𝑥)  =  max (0, 𝑥)          ( 3.2) 

 

where x is the input to the function, and f (𝑥) produces two possible values as output based 

on the input value. When the input value is less than 0 it outputs 0 and outputs the input value when 

input value is greater than or equals 0. Figure 3.5 a) and Figure 3.5 b) below shows the ReLU 

activation function graph and how it operates on a feature map. 

 

Figure 3.5 a). ReLU Activation Function Graph 

 

Figure 3.5 b). ReLU Operation on an Input [52]  
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3.1.3. Pooling Layer 

 The pooling layer function to reduce the spatial dimension of the input image. It is place right 

after the convolutional layer and this helps in controlling network overfitting and reducing 

computation. The pooling layer uses a pooling filter of small size that slides across the feature map 

to produce a down-sampled feature map. Some of the popular pooling techniques use in the CNN 

pooling layers are “max pooling”  [53] and “average pooling”  [54] [55].  The max pooling 

technique operate by choosing the largest pixel value of an image patch that corresponds to the 

dimension of the pooling filter used. The average pooling computes the average of the pixel values 

within an image patch that corresponds to the dimension of the pooling filter used. Figure 3.6 a) 

and b) below illustrates the max and average pooling operation.  

 

Figure 3.6 a). Max Pooling Illustration [56] 
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Figure 3.6 b). Average Pooling Illustration  [56]  

3.1.4. Fully-Connected Layer 

The fully-connected layer also called the dense layer consist of neurons in each layer 

connected together. The convolutional layer's extracted features are flattened and given to the 

CNN's fully-connected layers to learn from. Typically, at least one fully connected used in CNN.  

In the fully-connected layer(s), the classification is at the last layer using a SoftMax classifier to 

calculate class probability. 
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4. METHODOLOGY 

This chapter provides a detailed explanation of the proposed model used for detecting copy-

move forgery in digital images. In coming up with the proposed model for copy-move forgery 

detection in digital images, we conducted 3 separate experiments that utilized the deep learning 

techniques. From the 3 implemented models, the model that performs best when evaluated was 

considered our proposed model. The deep learning techniques used in this research involve 

implementing a custom convolutional neural network and two fine-tuned pretrained deep neural 

networks. To carry out our experiment, the block diagram in Figure 4.1 shows the process flow of 

our proposed model. The remaining part of this chapter provides a detailed description of the 

various stages of the experiment carried out in the proposed model. 

 

Figure 4.1. Block Diagram of the Proposed Model 

Figure 4.1 above is a block diagram showing the processes involve in carrying out the 

research work.  
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4.1. Dataset Description 

The dataset used in this research was retrieved from a database of images prepared for copy-

move forgery detection in digital images. The copy-move forgery detection (CoMoFoD) database 

was prepared by [57]. The CoMoFoD database is a collection of 200 small-sized (512 × 512) and 

60 large-sized (3000 × 2000) images grouped based on transformations applied to the images. The 

transformations applied to these images are translation, scaling, rotation, distortion, and 

combination. 

1. Translation means the copied portion in the image is only pasted to a different portion in 

the image without transforming it.  

2. Scaling means that the copied portion is scaled and pasted to a different portion in the 

image. 

3. Rotation means that the copied portion of the image is rotated and pasted to a new portion 

in the image. 

4. Distortion means that the copied portion of the image is distorted and pasted to a different 

location in the image. 

5. Combination means that the coped region is applied two or more of the above 

transformation techniques and then pasted to a different location in the image. 

In addition, various post-processing operations were applied to both the original and forge 

images in the CoMoFoD database. The post-processing operation applied are JPEG compression, 

noise addition, image blurring, color reduction, brightness change, and contrast adjustment. Table 

4.1 and 4.2 below show some sample images from the CoMoFoD database and a description of the 

dataset used in the experiment, respectively. 
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Table 4.1. Sample Images from CoMoFoD Database 

 

Transformation Techniques Original Images Forged Images 

Translation 

  

Scaling 

  

Rotation 

  

Distortion 

  

Combination 

  

Table 4.1 above shows the sample images from the CoMoFoD database with their respective 

transformation techniques for both original and forge images. 
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Table 4.2. Description of Dataset Used in the Proposed Study 

Name of Dataset 
Dimension 

of Images 

Number of 

Original 

Images 

Number of 

Forge 

Images 

CoMoFoD 512×512 5000 5000 

 

Table 4.2 above describes the dimension of images in the CoMoFoD database and the 

number of original and forge images in the database. 

4.1.1. Dataset Splitting and Preprocessing 

The image dataset comprising 0f 10000 images from the CoMoFoD database used in this 

research was divided into three set: training, validation, and testing set.  

Table 4.3. Description of Image Dataset Split Ratio 

 Ratio Number of Images 

Training Set 8 8000 

Validation Set 1 1000 

Testing Set 1 1000 

 

 Table 4.3 above shows the splitting ratio and number of images in each set. The ratio of the 

image dataset set split was 8:1:1. This ratio means 80%, 10%, and 10% of the total number images 

were used for training, validation, and testing, respectively. The resulting number of original and 

forge images in the training, validation, and testing set are 8000, 1000, and 1000 respectively.  

 The image dataset used in the research was preprocessed before passing it to our CNN and 

pretrained model(s) for training. The preprocessing technique applied to the images in our dataset 

was resizing. The original dimension of images in our dataset was 512×512 and was down-sized to 

the dimension 224×224. Image resizing is an essential preprocessing step in image processing 

because limitations in system memory can make training a deep neural network model on high-

resolution images challenging to perform. Also, high-resolution images may cause slow training 

and a poor model result [34] – [36]. Also, the pixel intensities of the images were normalized by 

dividing every pixel in the image by its largest pixel value. The pixel intensities of the images in 

our datasets fall within the range of 0 and 255. Thus, to normalize the images, every pixel was 

divided by 255. This normalization technique makes the image pixel fall within the range of 0 and 

1, reducing the computational time during training [61]. 
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4.2. CNN Architectures 

In this research work, 3 experiments were carried out to detect a copy-move forgery in digital 

images. The CNN architectures implemented were: custom CNN model, VGG16, and ResNe50 

pretrained network models in these experiments. The architectures of the CNN models used in our 

experiments are discussed as follows. 

4.2.1. Custom CNN Model 

The custom CNN model architecture implemented for detecting copy-move forgery in 

images comprises of 8 convolutional layers, 3 fully-connected layers. It uses the rectified linear 

unit (ReLU) activation function in the 8 convolutional layers and the first two fully-connected 

layers. In the last fully-connected layer, also called the output or classification layer, the SoftMax 

activation function was used. Batch normalization and dropout were added to the model layer as 

regularization technique to prevent overfitting during model training [62]. Table 4.4 shows the 

architecture of the custom CNN model used for the experiment.  

The first and second convolutional layers used 32 filters of size 3×3 were used. In the third 

and fourth convolutional layers, 64 filters of size 3×3 were used. Following the fourth convolutional 

layer are the fifth and sixth convolutional layer which uses 128 filters of sizes 3×3. The last two 

convolutional layers, the seventh and eighth layers, use 256 filters of size 3×3. The activation 

function used in the convolutional layers was ReLU.  

In the fully-connected layers, the first two layers comprises of 1024 neurons or nodes each. 

The last fully-connected layer has two nodes. The two nodes in the output layer indicate that the 

CNN model has two class labels to predict. Thus, in the case of our research, the two-class labels 

that the CNN model was predicting were either an image labeled as original or forged. 
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Table 4.4. Architecture of Custom CNN Model for Copy-Move Forgery Detection 

Layer Type Number Filters/Filter Size Stride Feature Map Shape 

Input Image - - 224×224×3 

Conv2D -1 32/3×3 1×1 224×224×32 

Batch Normalization - - 224×224×32 

Conv2D -2 32/3×3 1×1 224×224×32 

Batch Normalization - - 224×224×32 

Max Pooling 2×2 2×2 112×112×32 

Dropout (0.25) - - 112×112×32 

Conv2D -3 64/3×3 1×1 112×112×64 

Batch Normalization - - 112×112×64 

Conv2D -4 64/3×3 1×1 112×112×64 

Batch Normalization - - 112×112×64 

Max Pooling 2×2 2×2 56×56×64 

Dropout (0.25) - - 56×56×64 

Conv2D -5 128/3×3 1×1 56×56×128 

Batch Normalization - - 56×56×128 

Conv2D -6 128/3×3 1×1 56×56×128 

Batch Normalization - - 56×56×128 

Max Pooling 2×2 2×2 28×28×128 

Dropout (0.25) - - 28×28×128 

Conv2D -7 256/3×3 1×1 28×28×256 

Batch Normalization - - 28×28×256 

Conv2D - 8 256/3×3 1×1 28×28×256 

Batch Normalization   28×28×256 

Max Pooling 2×2 2×2 14×14×256 

Dropout (0.25) - - 14×14×256 

Flattened - - 50176 

Fully-Connected 1×1 - 1024 

Batch Normalization - - 1024 

Fully-Connected 1×1 - 1024 

Batch Normalization - - 1024 

Dropout (0.25) - - 1024 

Output Layer - - 2 

4.2.2. VGG16 Pretrained Model 

The VGG16 network is a Deep CNN proposed by a team [63] at the Visual Geometry Group 

of the University of Oxford during the ImageNet 2014 challenge. The ImageNet challenge 

evaluates models trained on about 14 million images from the ImageNet dataset to predict an image 

class from 1000 classes of the large-scale images used in training the network. The architecture of 

the VGG16 network architecture is depicted below. 
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Figure 4.2. Visual Representation of VGG16 Network Architecture [64] 

The VGG16 network as shown in figure 4.2 above consists of 13 convolutional layers with 

3×3 convolution filters and 3 fully-connected layers. Its final layer uses a SoftMax activation 

function. Our research utilized the pre-trained VGG16 network model and then fine-tuned it to 

form a CNN model that can detect a copy-move forgery in digital images. Since the original VGG16 

network has achieved a remarkable test accuracy of 92.7% when trained ImageNet dataset. We take 

advantage of the pre-trained VGG16 model by modifying its fully-connected layer.  

The fine-tuned VGG16 model used to detect a copy-move forgery in images is configured 

as shown in Table 4.5 below. The original fully-connected layers in the VGG16 network model 

were replaced with new fully-connected layers. In the fined-tuned VGG16 network, 2 new fully-

connected layers were created and connected to the 13 convolutional layers of the original VGG16 

network model. The number of neurons used in fully-connected layers is 4096 and 2 for the first 

and second layers, respectively. The second layer is the output layer, which has 2 neurons 

representing the original and forge class label of images passed to the network. The output layer 

uses a SoftMax activation function. 
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Table 4.5. Architecture Fined-Tuned VGG16 Network Model for Copy-Move Forgery Detection 

 
Layer Type Number Filters/Filter Size Stride Feature Map Shape 

Input Image - - 224×224×3 

Conv2D -1 64/3×3 1×1 224×224×64 

Conv2D -2 64/3×3 1×1 224×224×64 

Max Pooling 2×2 2×2 112×112×64 

Conv2D -3 128/3×3 1×1 112×112×128 

Conv2D -4 128/3×3 1×1 112×112×128 

Max Pooling 2×2 2×2 56×56×128 

Conv2D - 5 256/3×3 1×1 56×56×256 

Conv2D - 6 256/3×3 1×1 56×56×256 

Conv2D -7 256/3×3 1×1 56×56×256 

Max Pooling 2×2 2×2 28×28×256 

Conv2D - 8 512/3×3 1×1 28×28×512 

Conv2D - 9 512/3×3 1×1 28×28×512 

Conv2D - 10 512/3×3 1×1 28×28×512 

Max Pooling 2×2 2×2 14×14×512 

Conv2D - 11 512/3×3 1×1 14×14×512 

Conv2D - 12 512/3×3 1×1 14×14×512 

Conv2D - 13 512/3×3 1×1 14×14×512 

Max Pooling 2×2 2×2 7×7×512 

Flattened - - 25088 

Fully-Connected 1×1 - 4096 

Output Layer - - 2 

 

4.2.3. ResNet50 Pretrained Model 

The ResNet50 model is one of the deep residual network models introduced by [65]. A 

residual network is a very deep neural network that has a residual block in which the layers within 

the block learn a residual function based on the input of the block. This residual function can be 

thought of as a function that fine-tunes the input feature map to produce a better-quality feature 

map. The residual block was introduced as a result of the performance degradation problem 

observed in deep neural networks [66], [67]. Although, there are very deep neural network models 

that have produced outstanding results ImageNet dataset [63], [68], [69]. However, increasing the 

depth of a neural network leads to a higher training error and rapid degradation of the network 

result. Figure 4.3 shows the connection of the residual block. In the residual block diagram, it can 

be seen that the skip connection was created that performs identity mappings. 

 

Figure 4.3. Residual Block 
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The architecture of the ResNet50 model, as shown in Figure 4.4 below, comprises of 3 

convolutional layers within every residual block of the network. The first convolutional layer in the 

network has 64, 7×7 filters with a stride of 2. It is followed by a 3×3 max pooling operation with a 

stride of 2. The max-pool output is passed to the residual block with a series of 3 convolutions: 64, 

1×1 filters, followed by 64, 3×3 filters, and lastly 256, 1×1 filters. This residual block is repeated 

3 times. This sum-up to 9 convolutional layers in step. The subsequent residual block is repeated 4 

times and consists of a series of 3 convolutions: 128, 1×1 filters, followed by 128, 3×3 filters, and 

512, 1×1 filters. This sum-up to 12 convolutional layers in this stage. Next, is another residual block 

repeated 6 times and consists of 3 series of convolutions: 256, 1×1 filters, followed by 256, 3×3 

filters, and lastly 1024, 1×1 filters. This gives us a total of 18 convolutional layers in this step. And 

then, the final residual block is repeated 3 times, containing 3 convolutions as follows: 512, 1×1 

filters, followed by 512, 3×3 filters, and lastly, 2048, 1×1 filters. This gives us the sum of 9 

convolutional layers in this step. Next, an average pooling operation is performed. Finally, the 

output of the average pooling is passed to a fully connected with 1000 neurons. This 1000 nodes 

fully-connected layer represent the output layer of the network. It uses the SoftMax activation 

function in the output layer.  

 

Figure 4.4. Architecture of ResNet50 Model 
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Figure 4.5. Architecture of ResNet50 Model Residual Block 

Figure 4.5 above shows the residual block of used in the original ResNet50 model. It is the 

first residual block of the ResNet50 model which comprises of  

The fined-tuned ResNet50 implemented for the detection of copy-move forgery in digital 

images replaces the fully-convolutional layers in the original ResNet50 network architecture. After 

the average pooling in the original ResNet50 model, the output was flattened and connected to 4 

fully-connected layers. The first fully-connected layer has 1024 neurons followed by a dropout of 

0.5. The next fully-connected layer has 512 neurons followed by a dropout of 0.5. The third fully-

connected layer has 256 neurons, followed by a dropout of 0.5. The final fully-connected layer has 

2 neurons that represent the output layer. The output layer uses the SoftMax activation function. 

The architecture of the fine-tuned ResNet50 model implemented for our problem is depicted in 

Figure 4.6 below: 

 

Figure 4.6. Fine-Tuned ResNet50 Architecture for Copy-Move Forgery Detection 

4.3. Experiments 

In this research, 3 experiments were conducted in proposing a model that detects copy-move 

forgery in digital images. These experiments were implemented using the python programming 
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language. Python allows us to utilize the Keras library to build convolutional neural networks and 

load pre-trained models like VGG16 and ResNet50 network architecture. The system's hardware 

configuration for implementing our experiments has the following: Intel Xeon (R) CPU E4-2620 

v4 @ 2.10GHz, 32.0GB system RAM, and a 24.0GB NVIDIA Quadro M4000 graphics processing 

unit (GPU). 

In carrying out the experiments in this research, our dataset's training and validation set were 

passed to the CNN models implemented in this work for training. However, before passing the 

images in the datasets to our CNN models for the experiment, the original and forged labels of the 

images in our dataset were transformed into a one-hot encoded form. One-hot encoding is a coding 

technique for categorical variables. In transforming the original and forge labels to one-hot 

encoding, the labels were first converted to integer variables where 1 represents original, and 0 

represents forge. Then the integer representation of the labels was transformed to their 

corresponding one-hot encoded form as [0, 1] and [1, 0] for original and forge label, respectively.  

4.3.1. Experiment Analysis for Custom CNN Model 

In training the custom CNN model implemented in this work, we used a categorical-cross 

entropy loss function for training the model. A learning rate of 0.0001 using the Adam optimization 

algorithm was initialized to control the step-size weight update of our model after every iteration 

[70]. The learning rate is a hyperparameter that determines how fast our model reaches the 

minimum of our loss function. Also, a learning rate decay was initialized in the model to reduce 

the learning rate of the model overtime during the training process. Using Keras as our deep 

learning framework, it allows us to set learning rate decay via the decay parameter in the Adam 

optimizer class. The setting is done by dividing our learning rate by the total number of epochs the 

model was expected to do during training.  

The total number of epochs set for training this model was 100, and the batch size used was 

32. Although the model was set to run for 100 epochs, an early-stopping method was initialized. 

Early stopping is a method used to monitor the improvement of certain performance metrics of a 

model over a consecutive number of epochs during the model's training process. When the 

conditions provided for the early stopping indicate no improvement, the training process stops 

automatically. In this model, the early stopping parameter used observes the validation loss of the 

model over 5 consecutive epochs with no improvement.  

4.3.2. Experiment Analysis for Fine-Tuned VGG16 Model 

The Fined-Tuned VGG16 model implemented for the detection of copy-move forgery in 

digital images was trained using a learning rate of 0.0001. However, the initialized learning rate of 
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the model was set to decay over time during training. This model also uses the categorical cross 

entropy as its loss function and Adam as its optimization algorithm. The model was set to run for 

60 epochs using a 32 as the batch size of the images passed to the network in each iteration. This 

model also utilizes the early stopping method, which monitors the validation loss of the model over 

10 consecutive epochs.  

The convolutional layers of the fined VGG16 model were freeze and were not trained during 

the training process. The model only trains on the new fully-connected layers implemented. 

Freezing the convolutional layers allows us to utilize and maintain highly rich image features 

extracted by the original VGG16 network to train our network.  

4.3.3. Experiment Analysis for Fine-Tuned ResNet50 Model 

In training the fined-tuned ResNet50 model for copy-move forgery in digital images, a 

learning rate of 0.0001 was initialized. This learning rate was also set to decay over time during the 

training process. The model was set to run for a total of 100 epochs while early-stopping was early 

stopping was monitored to control model overfitting. The validation loss was the metric monitored 

in the early stopping method for 10 consecutive epochs. The image batch size passed to this model 

in each iteration of the training process was 32.  

The training of the fined-tuned ResNet50 model occurs from the last 3 residual blocks to the 

new fully-connected layers implemented in the network. This means the convolutional layers of 

the network before the last 3 residual blocks were all freeze during the training process. Training 

the model from the convolutional layers in the last 3 residual blocks allows us to extract highly 

discriminative features from the images passed to the network. 

 

 

 

 

  



32 

5. RESULTS AND DISCUSSION 

This chapter gives a detailed description of the experimental results obtained during the 

training process, evaluations metrics employed to determine the performance of the trained 

model(s) in the experiment(s), and compares the results with findings of other studies. 

To evaluate the performance of the proposed model of our experiments, an unseen dataset 

referred to as the test set data was used. The use of the images from the test dataset allows us to 

evaluate the trained models' performance in detecting copy-move forgery in an unseen image. Also, 

this ensures that overfitting has not happened. Overfitting occurs when a trained model performs 

very well on the training data but poorly on unseen data.  

5.1. Experiments Performance Result 

This section gives a detailed explanation of the performance results of the experiments 

conducted in this study. When the training process of the implemented models finishes, the plot for 

loss and accuracy curves of the models as shown in Figure 5.1 – Figure 5.6 below were generated. 

The generated loss (training and validation loss) and accuracy (training and validation accuracy) 

curves were for training and validation data used during model training. The loss curve shows how 

well the model performs in making the correct prediction after every epoch during training. The 

accuracy shows the fraction of correct predictions achieved during every epoch of the training 

process.  

 



33 

 
Figure 5.1. Custom CNN Loss Curve  

 
Figure 5.2. Custom CNN Accuracy Curve 

 
Figure 5.3. Fine-Tuned VGG16 Loss Curve 

 
Figure 5.4. Fine-Tuned VGG16 Accuracy 

Curve 

 
Figure 5.5. Fine-Tuned ResNet50 Loss Curve 

 
Figure 5.6. Fine-Tuned ResNet50 Accuracy 

Curve  

Figures 5.1 and Figure 5.2 depict the loss and accuracy curve of the custom CNN model 

implemented. From the curves, it can be seen that model trains for 36 epochs. The training and 

validation loss/accuracy can be seen converging as the number of epochs increases.   

Figures 5.3 and Figure 5.4 show the loss and accuracy curve of the fine-tubed VGG16 model. 

The loss and accuracy curve for the fine-tuned VGG16 model shows that both the training and 
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validation loss/accuracy converged during the training process. The training process of this model 

stopped at the 50th epoch as a result of the early stopping method employed.  

Figures 5.5 and Figure 5.6 depict the loss and accuracy curve of the fine-tuned ResNet50 

model. From the curves of this model, it can be seen that the model training process start-off very 

slow as both the loss and accuracy were not improving until it reached the 22nd epoch. After the 

22nd epoch, the loss and accuracy begins to improve until it reaches the 71st epoch. From there, 

the performance begins to saturate then the training process stops at the 83rd epoch due to the early 

stopping method employed.    

 

5.1.1. Evaluation Metrics 

The performance of the model in our experiments were evaluated using the following 

evaluation metrics. 

1. Accuracy: Accuracy is a performance metric that provides the proportion of the accurate 

prediction of the forge and original image to all the images in the dataset. It is computed as 

shown in equation 4.1 below. Accuracy =  𝑇𝑃 +  𝑇𝑁 𝑇𝑃 +  𝑇𝑁 +  𝐹𝑃 +  𝐹𝑁                                                (5. 1) 

 

2. Precision: Precision is the proportion of accurately predicted forged class of images to the 

total predicted forged class of image. This is calculated using equation 4.2 below. Precision =  𝑇𝑃 𝑇𝑃  +  𝐹𝑃                                                                              (5. 2) 

 

3. Recall: Recall is the proportion of accurately predicted forged class images to the total 

number of actual forged images. It is also referred to as Sensitivity or True Positive Rate. 

The mathematical expression for recall is shown in equation 4.3 below. Recall =  𝑇𝑃 𝑇𝑃  +  𝐹𝑁                                                                                           (5. 3) 

 

4. F1-Score: F1-Score is the harmonic average of precision and recall. It is mathematically 

expressed in equation 4.4 below. F1 Score =  2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ×  𝑅𝑒𝑐𝑎𝑙𝑙  𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 +  𝑅𝑒𝑐𝑎𝑙𝑙                                                           (5. 4) 

 

From the equations of the evaluation metrics defined above, TP is the true-positive rate that 

represent the number of forged images classified as forged images. TN is the true-negative rate. It 

denotes the number of original images classified as original images. FP is the false-positive rate 
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that denotes the number of original images classified as forged images. And FN is the false-negative 

rate representing the number of forged images classified as original images. The true-positive, true-

negative, false-positive, and false-negative rate are parameters of a confusion matrix as shown in 

Table 5.1 below. 

Table 5.1. Confusion Matrix Table 

 Predicted Forge Predicted Original 

Actual Forge True Positive (TP) False Negative (FN) 

Actual Original False Positive (FP) True Negative (TN) 

 

The performance result report of the custom CNN model, fine-tuned VGG16 model, and 

fine-tuned ResNet50 model are shown below in Table 5.1, Table 5.2, and Table 5.3. Also, the 

respective confusion matrices for the models are shown in Figure 5.7, 5.8 and 5.9 respectively. 

Table 5.2. Custom CNN Model Performance Result 

 Precision Recall F1-Score Number of Images 

Forge 1.00 0.98 0.99 490 

Original 0.98 1.00 0.99 510 

     

Accuracy   0.99 1000 

 

Figure 5.7. Confusion Matrix for Custom CNN Model 
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Table 5.3. Fine-Tuned VGG16 Model Performance Result 

 Precision Recall F1-Score Number of Images 

Forge 0.95 0.99 0.97 490 

Original 0.99 0.95 0.97 510 

     

Accuracy   0.97 1000 

 

Figure 5.8. Confusion Matrix for Fine-Tuned VGG16 Model 

Table 5.4. Fine-Tubed ResNet50 Model Performance Result 

 Precision Recall F1-Score Number of Images 

Forge 1.00 1.00 1.00 490 

Original 1.00 1.00 1.00 510 

     

Accuracy   1.00 1000 

 

 

Figure 5.9. Confusion Matrix for Fine-Tuned ResNet50 Model 
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From the performance report of the models presented above, it can be seen that the model 

that has the best performance in detecting copy-move forgery in digital images was the fine-tuned 

ResNet50 model.  

In Table 5.4 above, the accuracy, precision, recall, and f1-score achieved were all 1.00. This 

implies that 100% was obtained in all the evaluation metrics used to determine the performance of 

our model. The confusion matrix for the fine-tuned ResNet50 model as shown in Figure 5.9 above 

shows that model has no false-positives and false-negatives. This means all images in the test 

dataset were correctly classified as either forge or authentic. 

Table 5.2 shows that the performance of the custom CNN model in detecting copy-move 

forgery in digital images was 0.99, 1.00, 0.98, and 0.99 for accuracy, precision, recall, and f1-score, 

respectively. And the performance for fine-tuned VGG16 network as shown in Table 5.3 was 0.97, 

0.95, 0.99, and 0.97 for accuracy, precision, recall, and f1-score, respectively.  The confusion 

matrix of the custom CNN model shown in Figure 5.7 shows that the model has 0 false-positive 

and 8 false-negatives. And in the fine-tuned VGG16 model its confusion matrix in Figure 5.8 

depicts 25 false-positives and 3 false-negatives. 

The performance results of the convolutional neural networks models show that they perform 

very well in extracting high-quality features for detecting forgery images. The best model found in 

our experiments was considered the proposed model in the research to detect copy-move forgery 

in digital images using the CoMoFoD database. 
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6. CONCLUSION 

In this study, we propose a model for detecting copy-move forgery in digital images using 

CNN, which was based on a pre-trained model called ResNet50 network. A pretrained model 

allows us to utilize the small dataset to train our network and minimize the model training time. 

CoMoFoD image dataset contains original and forge images with post-processing attacks such as 

scaling, rotation, and noise addition was used to implement the proposed model to classify original 

and copy-move forge images. The performance of the proposed approach on the CoMoFoD dataset 

achieved an accuracy of 100.00%, precision of 100.00%, recall of 100.00%, and f1-score of 

100.00% in the detection copy-move forgery in images. The proposed model performance shows 

that CNN is extremely effective and efficient in detecting forgery in digital images. Thus, it 

outperforms existing traditional methods.  
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RECOMMENDATIONS 

Despite the achieved result from this proposed model, further research needs to be conducted 

to improve the model’s ability to detect a forgery in digital images and localize the locations of 

forgery in the affected image in real-life scenarios. Image splicing and image retouching forgery 

are type of forgery that need explored deeply in order to proffer effective and efficient method for 

detecting them. Recently, generative adversarial network (GANs) is a deep learning technique for 

that use to generate a fake image from a real image. The fake image generated using GANs are 

realistic in nature and can be used deceive people viewing them. Therefore, proposing technique 

that can be able to differentiate fake GANs image from a real one will be interesting research to 

carry out.  
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