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ABSTRACT

This thesis aims to develop new DDoS attack prediction models by employing various
machine learning and feature selection methods. Especially, Logistic Regression (LR), Multilayer
Perceptron (MLP), Support Vector Machine (SVM), and Random Forest (RF) have been used to
build different DDoS attack prediction models. Relief-F and minimum redundancy maximum
relevance (mMRMR) algorithms have been utilized as feature selectors. The dataset has been created
with 10.000 rows of traffic data, considering an equal number of rows containing four different attack
types and normal traffic. The dataset encompasses a diverse array of predictor variables, notably
including packet size, transmission time, and indicators of attack occurrences, among numerous
others. Accuracy, precision, recall, and Fl-score metrics has been utilized to evaluate the
performance of the models, whereas the generalization errors of the models have been assessed using
10-fold cross-validation. Results reveal that RF surpasses all other ML classifiers for predicting
DDoS attack detection. Overall, nRMR performed better than Relief-F in predicting the DDoS attack
detection. In both feature selection methods, it has been determined that packet size and temporal
features are the most important predictors of DDoS attack prediction.
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Bu tez, ¢esitli makine 6grenimi ve Oznitelik se¢gme yontemlerini kullanarak yeni DDoS
saldiris1 tahmin modelleri gelistirmeyi amaglamaktadir. Lojistik Regresyon (LR), Cok Katmanli
Algilayict (MLP), Destek Vektor Makinesi (SVM) ve Rastgele Orman (RF) yontemleri kullanilarak
cesitli DDoS saldiris1 tahmin modelleri olusturulmustur. Oznitelik seciciler olarak Relief-F ve
minimum gereksiz maksimum ilgi (mRMR) algoritmalar1 kullanilmistir. Veri seti, dort farkli saldirt
tiirlinii ve normal trafik igeren esit sayida satir igeren 10.000 satirlik trafik verisinden olusmaktadir.
Veri seti, paket boyutu, iletim siiresi ve saldir1 olaylariin belirtegleri gibi dikkate deger pek ¢ok
degiskeni iceren genis bir dizi tahmin degiskeni kapsamaktadir. Modellerin performansini
degerlendirmek i¢in dogruluk, hassasiyet, duyarlilik ve Fl-skoru metrikleri kullanilmistir,
modellerin genelleme hatalar1 ise 10 katli ¢apraz dogrulama kullanilarak degerlendirilmistir.
Sonuglar, RF’nin DDoS saldiris1 tespitinde diger tiim ML siniflayicilarinin daha iyi bir performans
sergiledigini gostermektedir. Genel olarak, mRMR, DDoS saldirisi tespiti tahmininde Relief-F'den
daha iyi performans gostermistir. Her iki 6znitelik segme yonteminde, paket boyutu ve zamansal
ozelliklerin DDoS saldiris1 tahmininde en dnemli belirleyiciler oldugu belirlenmistir

Anahtar Kelimeler: DDoS Atak, Makine Ogrenmesi, Ozellik Segici, Tahmin Modelleri, Siber
Giivenlik
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EXTENDED ABSTRACT

The role of the Internet in our daily lives is increasing day by day. Internet service is widely
used in almost every aspect of our lives, including work, school, the health sector, trade, and
communication. With the development of Internet of Things (IoT) technology, the number of devices
connected to the Internet has significantly increased. Now, users can access the internet not only with
computers but also with household appliances such as televisions, refrigerators, and washing
machines. While this increase provides great convenience, it also brings about risks. With the
expansion of services through the Internet, there is an observed increase in the exposure of network
infrastructure to attacks. Attackers can target almost any device connected to the internet. They can
use devices connected to the internet as zombies, or they can attack different devices by taking over
the system. The most common of these attacks are Distributed Denial of Service (DDoS) attacks.

DDoS attacks have been a persistent threat to the I'T world for an extended period, prompting
ongoing prevention studies. State-owned institutions, commercial companies, and all systems used
by citizens are susceptible to these attacks. The struggle against attacks persists, with continuous
development of new methods to counteract them. In world history, the first DDoS attacks occurred
in the 1980s, with the initial large-scale attack organized at the University of Minnesota in 1999. The
university's network was significantly affected, and services could not be provided for about two
days. According to research, there has been a substantial annual increase in DDoS attacks. In 2015,
DDoS attacks reached 500 Gbps, setting a record of 800 Gbps in 2016 with a 60% increase. In
subsequent years, the attacks reached the terabyte level. Cisco conducted an analysis study on DDoS
attacks, revealing that the number of DDoS attacks was 7.9 million in 2018, 9.5 million in 2019, 10.8
million in 2020, 12.1 million in 2021, and 15.4 million in 2023. This signifies an increase of
approximately 100% over five years.

There are many features that distinguish DDoS attacks from other cyber attacks. The
distinguishing features of DDoS attacks from other cyber attacks make DDoS attack detection studies
more important than other attacks. DDoS attacks can be carried out in very large sizes. DDoS attack
action can be done easily by attackers. It is not very easy for cyber security experts to completely
block these attacks. Since the DDoS attack action pretends to be normal traffic, it cannot be
completely detected by experts. Attacks have the potential to cause great material damage to systems
and organizations. In addition to these material damages, it also causes loss of reputation. In order to
minimize these damages, it becomes important to carry out detection and blocking activities in the
fastest way.

The process of preventing the attack can terminate or delay the access of users seeking
services. In this context, timely detection and swift mitigation of DDoS attacks are crucial. Numerous
studies have been conducted for the detection of DDoS attacks. Despite the abundance of these

studies, those carrying out DDoS attacks continuously devise new attack types over time. They
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employ different methods to launch new attacks against the measures taken. The fact that executing
DDoS attacks is not challenging gives rise to the need for new research, not only due to economic
losses but also because it leads to reputational damage.

The purpose of this thesis is to detect DDoS attacks using machine learning methods.
Alongside various machine learning techniques, two feature selectors have also been employed.
Particularly, four different machine learning algorithms including Logistic Regression (LR),
Multilayer Perceptron (MLP), Support Vector Machine (SVM), and Random Forest (RF)
individually combined with Relief-F and mRMR feature selectors were employed.

The CICDDo0S2019 dataset, shared by the Canadian Institute for Cybersecurity, is the most
up-to-date dataset designed, taking into account the deficiencies in the institute's previous datasets.
CICDDo0S2019 includes benign and the latest DDoS attacks, resembling real data (PCAPs), along
with timestamp, source and destination IPs, connection ports, protocols, and labeled flows based on
CICFlowMeter-V 3 used for network traffic analysis. This dataset encompasses various DDoS attack
types such as PortMap, Network Basic Input/Output System (NetBIOS), Lightweight Directory
Access Protocol (LDAP), Microsoft SQL Server (MSSQL), User Datagram Protocol (UDP),
UDPLag, Simple Service Discovery Protocol (SSDP), WebDDoS, SYN, Network Time Protocol
(NTP), Domain Name System (DNS), and Simple Network Management Protocol (SNMP). There
are a total of 86 features and 50.063.112 examples in the dataset.

The dataset used in this study was obtained from the CICDD0S2019 dataset produced at the
University of New Brunswick. The dataset comprises 86 features. Features with all values being zero
and those with variance close to zero (considered to have no contribution to the study) were removed,
resulting in the exclusion of 20 features. Consequently, a dataset with 66 potential prediction
variables was obtained. There is one output variable, which contains information about attacks. If the
data does not pertain to an attack, it includes information indicating normalcy. The utilized dataset
encompasses a total of 10.000 entries, including four different types of attacks and normal traffic
conditions.

Using the Relief-F and mRMR feature selection methods, the rankings of the predictive
variables were determined. A total of 130 models were created, consisting of 65 Relief-F-based
models and 65 mRMR-based models. The accuracy, precision, recall, and F1-Score metric values of
all models were evaluated.

According to the Relief-F and mRMR feature selectors, features related to packet
information and temporal features were more prominent among the best predictive variables.
Furthermore, it was determined that the highest metric results were obtained with the RF method,
independent of whether Relief-F or mRMR has been used as the feature selector. The lowest
performance in all metrics was achieved by the LR method. Improvement in MLP, SVM, and RF
methods was observed to be more significant in mRMR-based models compared to Relief-F-based

models. There was no significant increase in performance obtained from models applied with feature
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selection methods using MLP, SVM, and RF. In contrast, a considerable increase was observed in
metric results obtained from models where the LR method was applied. The improvement in the LR

method was found to be greater in Relief-F-based models compared to mRMR-based models.



GENISLETILMIS OZET

Internetin giinliik hayatimzdaki rolii her gegen giin artmaktadir. Internet hizmeti, ¢aligma
hayati, okul hayati, saglik sektorii, ticaret ve iletisim gibi hayatimizin hemen her alaninda yaygin
olarak kullamlmaktadir. Internet kullanim her gegen giin artmakta olup, Nesnelerin Interneti (IoT)
teknolojisinin gelisimi ile internete baglh cihazlarin sayis1 6nemli dl¢iide artmistir. Artik kullanicilar
sadece bilgisayarlarla degil, televizyon, buzdolabi, ¢gamasir makinesi gibi ev aletleriyle de interneti
kullanabilmektedirler. Bu artis, biiyiik kolayliklar saglarken ayni zamanda beraberinde riskleri de
getirmektedir. Internet araciligiyla sunulan hizmetlerin sayisinin artmasiyla birlikte ag altyapisina
yapilan saldirilar da artmaktadir. Saldirganlar, internete baglanabilen neredeyse her tiirlii cihaza
saldir1 yapabilirler. Internete bagli cihazlar1 zombi olarak kullanarak sistemi ele gegirebilir ve farkli
cihazlara da saldir1 gerceklestirebilirler. Bu saldirilarin en yaygini Dagitilmis Hizmet Reddi (DDoS)
saldirlaridir.

DDoS saldirilari, bilisim diinyasin1 uzun siiredir tehdit eden ve onleme c¢alismalarinin
yapildig1 bir konu olmustur. Devlete ait kurumlar, ticari sirketler ve vatandaslarin kullandigi tim
sistemler bu tir saldirilara maruz kalmaktadir. Saldirilarla miicadele devam etmekte ve yeni
yontemlere kars1 onlemler gelistirilmektedir.

Diinya tarihinde ilk DDoS saldirilar1 1980'lerde gerceklesmistir. ilk biiyiik ¢apl saldirt
1999'da Minnesota Universitesi'ne diizenlenmis olup, {iniversite ag1 ciddi sekilde etkilenmis ve 2 giin
boyunca hizmet verilememistir. Yapilan arastirmalara gore, her y1l DDoS saldirilarinda ciddi bir artig
gozlemlenmektedir. 2015 yilinda DDoS saldirilar1 500 Gbps boyutuna ulagmis, 2016'da ise %60
artigla 800 Gbps boyutuna ulasarak rekor kirmigtir (Jazi et al., 2017). Bu saldirilar ilerleyen yillarda
terabayt seviyelerine ulagsmistir. CISCO'nun yaptig1 bir analiz ¢alismasina gore, 2018'de 7,9 milyon
olan DDoS saldir1 sayisi, 2019'da 9,5 milyon, 2020'de 10,8 milyon, 2021'de 12,1 milyon ve 2023'te
15,4 milyon adede ulasmistir. Bu, bes yilda yaklasik %100'lik bir artig1 gostermektedir.

DDoS saldirilarini diger siber saldirilarindan ayiran ¢ok sayida 6zellik bulunmaktadir. DDoS
saldirlariin diger siber saldirilardan ayitr edici 6zellikler DDoS saldir1 tespiti ¢alismalarint diger
saldirilara gore onemli hale getirmektedir. DDoS saldirlar1 ¢ok biiyiik boyutlarda yapilabilir. DDoS
saldinn eylemi saldriganlar tarafindan kolayca yapilabilmektedir. Siber giivenlik uzmanlar1 bu
saldirilar1 tamamen engellemeleri ¢ok kolay olmamaktadir. DDoS saldir1 eylemi normal trafikmis
gibi davrandig1 i¢in, uzmanlar tarafindan tamami tespit edilememektedir. Saldirilarin sistemlere,
kuruluslara maddi agidan ¢ok biiyilik zarar verme potansiyeli bulunmaktadir. Bu maddi zararlarin
yan1 sira itibar kaybia da sebep vermektedir. Bu zararlar1 en aza indirmek icin tespit, engelleme
caligmalarinin en hizli sekilde olmasi 6nemli hale gelmektedir.

Saldiriy1 engelleme islemi, hizmet almak isteyen kullanicilarin erigsimini sonlandirabilir veya
geciktirebilir. Bu baglamda DDoS saldirilarinin zamaninda tespiti ve hizli bir sekilde bertaraf

edilmesi olduk¢a 6nemli bir durumdur. DDoS saldirilarinin tespiti i¢in ¢ok sayida calisma
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yapilmistir. Cok sayida ¢aligma yapilmis olmasina ragmen, DDoS saldirt yapanlar da her gegen
zaman yeni saldir1 cesidi tasarliyorlar. Alinan onlemlere kars1 farkli yontemlerle yeni saldirilar
gercgeklestiriyorlar. DDoS saldirilarinin gergeklestirilmesinin zor olmamasi, sadece ekonomik kayip
degil ayn1 zamanda itibar kaybina da sebep olmasi gibi sebeplerden dolay1 yeni ¢aligmalara ihtiyag
var.

Bu tezin amaci, makine 6grenimi yontemlerini kullanarak DDoS saldirilarin tespit etmektir.
Cesitli makine dgrenimi tekniklerinin yani sira, iki 6zellik secicisi de kullanilmustir. Ozellikle,
Lojistik Regresyon (LR), Cok Katmanli Algilayici (MLP), Destek Vektér Makinesi (SVM) ve
Rastgele Orman (RF) gibi dort farklt makine 6grenimi algoritmasi, Relief-F ve mRMR o6zellik
secicileri ile birlikte ayr1 ayr1 kullanilmastir.

Kanada Siber Giivenlik Enstitiisii tarafindan paylasilan CICDDo0S2019 veri seti, onceki
enstitli veri setlerindeki eksiklikleri g6z Oniline alarak tasarlanmis en giincel veri setidir.
CICDDo0S2019, gercek verilere (PCAP'ler) benzeyen iyi huylu ve en gilincel DDoS saldirilariyla
birlikte, zaman damgasi, kaynak ve hedef IP'ler, baglant1 noktalari, protokoller ve saldirilara (CSV
dosyalar1) dayali etiketli akislar iceren CICFlowMeter-V3 tarafindan kullanilan ag trafigi analizinin
sonuclarini icermektedir. Bu veri kiimesinde PortMap, Ag Temel Girig/Cikis Sistemi (NetBIOS),
Hafif Dizin Erisim Protokolii (LDAP), Microsoft SQL Sunucusu (MSSQL), Kullanic1 Datagram
Protokolii (UDP), UDPLag, Basit Hizmet Algilama Protokolii (SSDP), WebDDoS, SYN, Network
Time Protocol (NTP), Alan Adi Sistemi (DNS) ve Basit Ag Yonetim Protokolii (SNMP) gibi farkli
DDoS saldirt gesitleri bulunmaktadir. Veri setinde toplamda 86 6znitelik ve 50.063.112 6rnek
bulunmaktadir.

Bu calismada kullanilan veri seti, New Brunswick Universitesi'nde iiretilen CICDD0S2019
veri setinden elde edilmistir. Veri setinde 86 6zellik bulunmaktadir. Tiim degerleri sifir olan ve
varyansi sifira yakin olan &zellikler calismaya katkisi olmadigi gerekgesiyle 20 adet ozellik
cikarilmistir. Boylece, 66 adet tahmin degiskenli bir veri seti elde edilmistir. Bir adet ¢ikis degiskeni
bulunmaktadir. Bu degisken saldir1 bilgisini igermektedir. Eger saldir1 verisi degilse normal
oldugunu ifade eden bilgi bulunmaktadir. Kullanilan veri seti, dort farkli saldirt tiiriinii ve normal
trafik durumunu igeren toplam 10.000 veriyi kapsamaktadir.

Relief-F ve mRMR o6zellik se¢gme yontemleri kullanilarak tahmin degigkenlerinin siralart
belirlendi. Relief-F tabanli 65 adet model ve mRMR tabanli 65 adet model olmak {izere toplam 130
model olusturuldu. Tiim modellerin dogruluk, hassasiyet, duyarlilik ve F1-skoru metrik degerleri
hesaplanmustir.

Relief-F ve mRMR 0zellik secicilerine gore, paket bilgileri ve zamansal dzelliklerle ilgili
Ozelliklerin en iyi tahmin edici degiskenler arasinda oldugu belirlenmistir. Ayrica, Relief-F veya
mRMR'nin 6zellik segicisi olarak kullanilip kullanilmadigindan bagimsiz olarak en yiiksek metrik
sonuglarin RF yontemiyle elde edildigi tespit edilmistir. Tiim metriklerde en diisiik performans LR

yontemiyle elde edilmistirr. MLP, SVM ve RF yoOntemlerindeki iyilesmenin, Relief-F tabanli
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modellere kiyasla mRMR tabanli modellerde daha belirgin oldugu gézlenmistir. MLP, SVM ve RF
kullanarak uygulanan modellerden elde edilen performansta anlamli bir artis gézlenmemistir.
Bununla birlikte, LR y&nteminin uygulandigr modellerden elde edilen metrik sonuglarinda dikkate
deger bir artis gdzlenmistir. LR yontemindeki iyilesmenin, mRMR tabanli modellere kiyasla Relief-
F tabanlt modellerde daha biiylik oldugu tespit edilmistir.
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1. INTRODUCTION

1.1. Overview of DDoS Attack

Distributed Denial of Service (DDoS) attacks are cyber-attacks aimed at rendering internet-
connected systems and services dysfunctional. DDoS attacks are carried out by numerous
compromised devices. The compromised devices are called 'bots,’ and the collective term for all bots
that carry out DDoS attacks is referred to as a 'botnet.' DDoS attacks began in the 1980s, with the
first large-scale attack occurring in 1999 at the University of Minnesota. The university's network
was severely affected, and services couldn't be provided for about 2 days. According to research,
there is a significant increase in DDoS attacks every year. DDoS attacks reached a size of 500 Gbps
in 2015 and set a record by reaching 800 Gbps in 2016, with a 60% increase (Jazi et al., 2017). In
the following years, they reached the terabyte level. An analysis of DDoS attacks was conducted by
CISCO. According to this analysis, the number of DDoS attacks, which was 7.9 million in 2018,
increased to 9.5 million in 2019, 10.8 million in 2020, 12.1 million in 2021, and 15.4 million in 2023.
There is an approximately 100% increase in five years (Deniz, 2023). The key factors that
differentiate this attack from others include the ease with which attacks of large scale can be executed
and the difficulty in distinguishing and preventing them. The process of blocking the attack can lead
to the termination or delay of access for users seeking services. In this context, timely detection and
rapid elimination of DDoS attacks are crucial.

With the widespread use of the Internet, the diversity of DDoS attacks has increased. DDoS
attacks on the Internet of Things, Cloud environments and Software-based networks are realised.
Intelligent devices spread to all areas of our lives have caused a serious increase in internet usage.
According to CISCO's study, the number of devices connected to the internet will reach 50 billion.
Citation. Internet-connected devices are becoming widespread almost everywhere, from factories,
private institutions, government agencies, schools and even home appliances. Cloud technology is
used to store the data used in these environments. Data processing management centers manage
network networks with software systems and devices connected to the internet. All these are the
target of DDoS attacks. If precautions are not taken, it will cause serious material and moral losses.

With the proliferation of the internet, the variety of DDoS attacks has also increased. DDoS
attacks targeting the Internet of Things, cloud environments, and software-based networks are
occurring. Smart devices, spreading across every aspect of our lives, have led to a significant increase
in internet usage. According to a study by CISCO, the number of connected devices to the internet
is expected to reach 500 billion by 2030 (Ji et al., 2021). Connected devices to the internet are
becoming widespread, from factories, private institutions, and government agencies to schools and
even household appliances. Cloud technology is used for storing data in these environments.

Information technology management centers handle network systems with software and internet-



connected devices. All of these are susceptible to DDoS attacks. Without preventative measures, they

can lead to substantial financial and non-material losses.

1.2. Motivation for DDoS Attack Detection

With the rapid developments in today's digital age, there have been serious developments in
cyber-attacks on internet-connected devices. DDoS attacks are at the forefront of these attacks. Many
government agencies, commercial companies, and universities have been affected by these attacks,
leading not only to financial losses but also to reputational damage. Every internet-connectable
device faces the possibility of a DDoS attack.

The internet has become central to our lives. Internet access is now considered essential in
almost every sector. With Industry 4.0, the necessity of internet usage has increased even further. For
internet-dependent systems to continue functioning, technical requirements as well as security
measures are essential. Having a well-functioning system in place is not sufficient to prevent service
disruptions; measures must also be taken against potential attacks.

Not only computers and phones but also any device capable of connecting to the internet can
be used in carrying out attacks. There has been a significant increase in the number of devices
connecting to the internet every year, and substantial increases in internet-connectable devices are
expected in the coming years. Alongside these developments, the increasing competition between
companies has led to insufficient investments in device security to reduce costs. As a result, systems
are at high risk. Therefore, all systems must be prepared for large-scale DDoS attacks. The fact that
the number of internet-connected devices is in the billions underscores the importance of extensive
efforts. In systems with large datasets, conducting studies using machine learning methods has
become crucial. Failure to detect DDoS attacks and the problems faced by systems exposed to attacks
can lead to serious losses. For example, if a DDoS attack is launched on a government's hospital
systems, it could disrupt the treatment of millions of patients until the system is restored. Attacks on
banks could result in significant financial losses due to the disruption of numerous financial
transactions. DDoS attacks on universities could disrupt education and impede scientific research.
Attacks on public institutions could disrupt public services, resulting in harm to the public and
causing significant economic losses by halting production in factories.

The internet has become a necessity in almost every aspect of human life, leading to the
widespread use of internet-connected devices. With this proliferation, we can provide examples of
the negative consequences that may arise when DDoS attacks occur.

Numerous studies have been conducted to detect DDoS attacks. Researchers at different
universities have created numerous DDoS datasets. Various machine learning methods have been
used for DDoS attack detection, and their successes have been compared. Despite all these efforts,

there is still a need for further research into DDoS attack detection. While DDoS attack detection



may be relatively easy compared to other cyber-attacks, multiple attacks can occur simultaneously.
Completely preventing them is a highly challenging task.

All the difficulties mentioned, coupled with the ease of execution, enable attackers to devise
new methods over time. Therefore, despite the numerous studies conducted, additional research is

needed to keep pace with innovations in attacks and to access better solutions than the existing ones.

1.3. Purpose and Contributions of the Thesis

This thesis aims to develop new DDoS attack prediction models by employing various
machine learning and feature selection methods. Relief-F and mRMR were employed as feature
selectors. A dataset of 10.000 rows was created, ensuring equal numbers of four different attack data
and normal traffic data. Four different machine learning algorithms, namely Logistic Regression
(LR), Multilayer Perceptron (MLP), Support Vector Machine (SVM), and Random Forest (RF), were
utilized. The dataset encompasses a diverse array of predictor variables, notably including packet
size, transmission time, and indicators of attack occurrences, among numerous others. Performance
metrics, including accuracy, precision, specificity, recall, and F1 score, were used to determine the
models' performance in the study.

The contributions of this thesis to the scientific community can be summarized as follows.

e By using two feature selectors and four machine learning classifiers, this thesis allows
the ranking of these applied methods for prediction of DDoS attack detection.

e To the best of our knowledge, there is no such comprehensive study in the literature on
DDoS prediction using 2 attribute selectors and 4-5 machine learning methods.

e By using 130 models, a comprehensive study was carried out in terms of the number of

models.

1.4. Dataset Generation

Numerous dataset studies have been conducted for the detection of DDoS attacks. The
created datasets have not only been valuable but also formed the basis of many scientific articles.
Despite all these positive developments, the emergence of new attacks has necessitated the need for
new datasets. In this dataset, attacks are divided into two main groups: reflection-based and
exploitation-based.

Reflection-based DDoS attacks are attacks where the attacker hides their identity. Many
packets are sent from the attacker to the target device to overwhelm it. This process is carried out by
redirecting to reflective servers. These attacks are carried out through TCP and UDP protocols.
Reflection-based attacks are illustrated in Figure 1.1.

Exploitation-based DoS attacks are carried out while the identity of the attacker is concealed.

They are conducted using TCP and UDP transfer protocols. UDP packets are sent to target devices



at very high speeds. As a result of the attack, the bandwidth of the target network is exhausted,
rendering the system inoperable. UDP-Lag attack is a type of attack aimed at slowing down the

connection of the target system. The types of attacks are shown in Figure 1.1.
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Figure 1.1. DDoS Attack Classification (Sharafaldin et al., 2018)

The CICDDo0S2019 dataset was created in 2019 by Sharafaldin et al. It was downloaded
from the database of the University of New Brunswick (UNB).

The data in CICDDo0S2019 has 83 features. These features include many features
information such as traffic occurrence time, prtcl information, ip information of the device where the
packet occurs, target ip information. Along with these, there is also information about whether the
traffic is harmless or whether it contains a DDoS attack. The data set was created in two days. On
the first day, PortMap, NetBIOS, LDAP, MSSQL, UDP, UDP-Lag, SYN DDoS attacks were created,
respectively. On the second day, NTP, DNS, LDAP, MSSQL, NetBIOS, SNMP, SSDP, UDP, UDP-
Lag, WebDDoS, SYN and TFTP attacks were created, respectively. Files were created with pcap
extension.

Data containing normal traffic with four different types of attacks were used: DNS, TFTP,
SYN Flood, and NetBIOS attacks. Equal amounts were taken from all of them. There is a total of
10000 data. In this study, 66 features were utilized.

Variables generally contain information related to packets. Among this information are
details such as the type of protocol used, packet sizes, header sizes, transmission times, standard
deviation sizes of packets transmitted in both forward and reverse directions, and protocol
information used in communication. Additionally, the target port number and the port information to
which the packet is sent are provided. The maximum, minimum, and average sizes of packets
transmitted in both forward and reverse directions, along with the standard deviation values of the

packets, are specified. The maximum, minimum, and average values of packets sent per second and



transmission times are also among these features. Values with infinity values are denoted as -1 in
this dataset.
All variables used in the study are detailed in Table 1.1 through Table 1.3. In addition to

their descriptions, the data type and abbreviations are also provided.

Table 1.1. Descriptions and abbreviations of the features used in the study — Part 1

Feature Name Abbreviation Description Unit
Destination Port dport Port number to which the Number
packets was sent
Protocol prtcl Typc?s of communications Number
internet protocols
Flow Duration fdrtn Durat1qn of the flow in Microsecond
Microsecond
Total Fwd Packets tfpckts Total packc?ts n the forward Number
direction
Total Backward Packets tbpckts Tolghp acker 3 .the backuagd Number
direction
Total Length of Fwd Total size of packet in
Packets tfpekts forward direction Number
Total Length of Bwd Total size of packet in
Packets tbpgks backward direction Number
Maximum size of packet in
Fwd Packet Length Max fplmax forward direction Bytes
. y Minimum size of packet in
Fwd Packet Length Min fplmin forward direction Bytes
Mean size of packet in
Fwd Packet Length Mean fplmean forward direction Bytes
Standard deviation size of
Fwd Packet Length Std fplstd packet in forward direction Bytes
Maximum size of packet in
Bwd Packet Length Max bplmax backward direction Bytes
. . Minimum size of packet in
Bwd Packet Length Min mplmin backward direction Bytes
Bwd Packet Length Mean bplmean Mean size of packet in Bytes

backward direction




Table 1.2. Descriptions and abbreviations of the features used in the study — Part 2

Feature Name Abbreviation Description Unit
Bwd Packet bolstd Standard deviation size of packet in backward Butes
Length Std P direction y
Flow Bytes/s fbytes Number of flow bytes per second Bytes/second
Flow Packets/s fpckts Number of flow packets per second Bytes/second
Flow IAT Mean fimean Mean time between ﬂt;v\; packets sent in the Microsecond
Flow IAT Std fistd Standard deviation t.1me between two packets Microsecond
sent in the flow
Flow TAT Max fimax Maximum time between two packets sent in Microsecond
the flow
Flow IAT Min fimin Minimum time between two packets sent in Microsecond
the flow
Fwd IAT Total fwditotal Total time between tw.o pac;kets sent in the Microsecond
forward direction
Fwd IAT Mean fwdimean Mean time between two pagkets sentin the Microsecond
forward direction
Fwd IAT Std fwdistd Standart DeV}atlon time between ‘Fwo packets Microsecond
sent in the forward direction
Fwd IAT Max fwdimax Maximum time between two Packets sentin -\ p cecond
the forward direction
Fwd IAT Min A in Minimum time between t.wo Packets sent 1n Microsecond
the forward direction
Bwd IAT Total bitotal Total time between two' packets sent in the Microsecond
backward direction
Bwd IAT Mean bimean Mean time between twq pagkets sent in the Microsecond
backward direction
Bwd IAT Std bistd Standart DeYlatlon time betwgen two packets Microsecond
sent in the backward direction
Bwd IAT Max bimax Maximum time between two p'ackets sentin  \p cecond
the backward direction
Bwd IAT Min bimin Minimum time between t\jVO p_ackets sent in Microsecond
the backward direction
Number of times the PSH flag was set in
Fwd PSH Flags fpflg packets travelling in the forward direction (0 Boolean
for UDP)
Fwd Header fwdhl Total bytes used f(?r hegders in the forward Bytes
Length direction
Bwd Header bwdhl Total bytes used for hea'ders in the backward Bytes
Length direction
Fwd Packets/s fwdpckts Number of forward packets per second Bytes/second
Bwd Packets/s bwdpckts Number of backward packets per second Bytes/second
Min Packet minpl Minimum length of a packet Bytes
Length P . & p y
Max Packet .
Length maxpl Maximum length of a packet Bytes
Packet Length
Mean plmean Mean length of a packet Bytes
Packet Length Std plstd Standart Deviation length of a packet Bytes
Packet Length .
Variance plvrnc Variance length of a packet Bytes
RST Flag Count rdtfc Number of packets with RST Boolean
ACK Flag Count ackfc Number of packets with ACK Boolean




Table 1.3. Descriptions and abbreviations of the features used in the study — Part 3

Feature Name Abbreviation Description Unit
URG Flag Count urgfc Number of packets with URG Boolean
CWE Flag Count cwefc Number of packets with CWE Boolean
Down/Up Ratio duratio Download and upload ratio Number
ISAiVZe;rage Packet avrpcks Average size of packet Bytes
Avg Fwd ‘ afwdss Average size obseer:d in the forward Bytes
Segment Size direction
Avg Bwd Average size observed in the backward
. abwdss . Bytes
Segment Size direction
Fwd Header fwdhll Total bytes used for hegders in the backward Bytes
Length.1 direction
Subflow Fwd The average number of packets in a sub flow
Packets sbfwdpckt in the backward direction Number
Subflow Fwd The average number of bytes in a sub flow in
Bytes sbfwdbyt the backward direction Bytes
Subflow Bwd The average number of packets in a sub flow
Packets sbbwdpckt in the forward direction Number
Subflow Bwd The average number of bytes in a sub flow in
Bytes sbbwdbyg the forward direction Bytes
Init_Win_bytes_f iwhf The total number of bytes sent in initial Butes
orward window in the forward direction y
Init_Win_bytes_b -whbb The total number of bytes sent in initial Butes
ackward window in the backward direction y
Count of packets with at least 1 byte of TCP
act_data_pkt_fwd i data payload in the forward direction Number
min_seg_size_for Minimum segment size observed in the
mssf . g Bytes
ward forward direction
Active Mean actmean Mean time a flow' was active before Bytes
becoming idle
Active Std actstd Standart Deviation tlme.a ﬂgw was active Bytes
before becoming idle
Active Max actmax Maximum time a ﬂqw was active before Microsecond
becoming idle
Active Min actmin Minimum time a ﬂqw was active before Microsecond
becoming idle
Idle Mean i mean Mean time a flow \Zifi :/clle before becoming Microsecond
Idle Std istd Standart Deviation tm}e: a flqw was idle Microsecond
before becoming active
Idle Max max Maximum time a ﬂow was idle before Microsecond
becoming active
Idle Min ‘min Minimum time a flow was idle before Microsecond

becoming active




Table 1.4. Descriptive statistics of the dataset — Part 1

Variables Standard Deviation Mean
Dport 7,70E+09 1,11E+09
Prtcl 829097,6 60187,24
Fdrtn 8,75E+12 9,29E+11
Ttpckts 3704707 447111,4
Tbpckts 4001897 420858,8
Tlfpckts 1,30E+09 69355053
Tlbpckts 3,32E+09 2,20E+08
Fplmax 1,12E+08 12479030
Fplmin 10637583 1727838
Fplmean 2,88E+09 57704628
Fplstd 48967708 6517393
Bplmax 1,96E+08 21603172
Mplmin 24726214 3730758
Bplmean 8,77E+09 1,33E+08
Bplstd 97939681 13206721
Fbytes 3,91E+13 4,23E+12
Fpckts 8,91E+10 2,41E+10
fimean 6,29E+12 3,29E+11
Fistd 1,84E+12 4,84E+11
Fimax 4,39E+12 4.41E+11
Fimin 1,43E+11 4,67E+09
Fwditotal 8,75E+12 9,09E+11
Fwdimean 1,23E+12 2,79E+11
Fwdistd 2,05E+12 5,21E+11
Fwdimax 4 31E+12 4,17E+11
Fwdimin 1,09E+11 3,11E+09
Bitotal 7,59E+12 6,92E+11
Bimean 8,95E+11 8,36E+10
Bistd 1,72E+12 1,87E+11
Bimax 3,94E+12 3,40E+11
Bimin 2658526 275375,4
Fpflg 0,147855 0,022359
Fwdhl 90375734 12260701
Bwdhl 101048526 12269761
Fwdpckts 1,16E+11 2,68E+10
Bwdpckts 3,96E+09 7,11E+08
Minpl 9786224 1665589
Maxpl 2,12E+08 25076314
Plmean 4,33E+08 14798665
Plstd 86512965 14596109
Plvrnc 6,84E+10 8,22E+09
Rdtfc 0,147855 0,022359
Ackfc 0,419991 0,228661
Urgfc 0,279076 0,085121
Cwefc 0,16591 0,028326
Duratio 215711,9 13766,4
Avrpcks 6,44E+09 1,10E+08
Afwdss 8,22E+09 1,81E+08
Abwdss 7,68E+09 1,41E+08
Fwdhl.1 100545723 13255566
Sbfwdpckt 3746988 435218,5




Table 1.5. Descriptive statistics of the dataset — Part 2

Variables Standard Deviation Mean

Sbfwdbyt 9,70E+08 64766748
Sbbwdpckt 4197890 419729,2
Sbbwdbyt 3,13E+09 2,11E+08
iwbf 4,16E+09 4,90E+08
fwbb 2,44E+09 2,02E+08
adpf 1973617 184522,2
mssf 22956249 1338176
Actmean 2,39E+11 9,68E+09
Actstd 5,80E+10 3,48E+09
Actmax 1,35E+11 8,28E+09
Actmin 1,35E+11 6,10E+09
Imean 4,36E+12 5,35E+11
Istd 1,10E+12 1,28E+11
Imax 431E+12 4,09E+11
Imin 3,82E+12 3,50E+11

1.5. Roadmap of the Thesis

In Chapter 1, the concept of DDoS attack detection is introduced, and the necessity of studies
for detecting DDoS attacks is explained. Detailed information is provided about the dataset used in
the study. The variables within the dataset are explained. Finally, a roadmap containing information
about the content of the chapters in the thesis is presented.

In Chapter 2, academic studies related to DDoS attack detection are being thoroughly
examined under different headings. These different headings have been determined according to the
environments in which DDoS attacks occur: DDoS attacks conducted in SDN environment, DDoS
attacks conducted in IoT environment, attacks conducted in cloud environment, and DDoS attacks
conducted in other environments.

In Chapter 3, information about the machine learning methods used in the thesis has been
provided. Definitions of machine learning methods have been made, their mathematical models have
been expressed. In addition to the machine learning methods used, feature selectors have also been
explained, and their mathematical formulas have been expressed.

In Chapter 4, information about feature selectors has been provided, and the importance
ranks of variables have been determined using feature selector methods. The rankings of variables
have been expressed in a table. Definitions of evaluation metrics used in the thesis have been made,
and their mathematical formulas have been shown. The parameters of the machine learning methods
used in the thesis have been explained, and the value ranges of the parameters have been indicated.

In Chapter 5, the results have been examined under two different headings based on the used
feature selectors. The results obtained from all models have been listed. These results have been
compared and conclusions have been drawn. Additionally, the results obtained from the experiments

have been compared with the results obtained from similar studies conducted previously.



In Chapter 6, a synthesis of discussions conducted based on the results obtained from
experiments in the thesis has been presented. The obtained results have been presented in brief
summary form. Recommendations for future studies have been provided, and identified deficiencies

related to the topic have been expressed to contribute to academic research.
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2. RELATED WORKS

Numerous studies have been conducted on DDoS attack detection using machine learning
methods. In this section, information about studies related to DDoS attack detection is provided.
Literature is classified according to environment of DDoS attack. This chapter is divided in four
sections: DDoS attack detection in SDN environments, DDoS attack detection in cloud

environments, DDoS attack detection in IoT environments, and other environments.

2.1. DDoS Attack Detection in SDN Environments

(Tahirou et al., 2023) conducted a study to detect and mitigate DDoS attacks in SDN
environments. Three different machine learning methods, namely KNN, SVM, and NB, were
employed. The CICDDo0S2019 dataset, published at the UNB, was utilized. From the dataset
containing more than 80 features, 26 features were selected for the study. Accuracy, precision, recall,
and F-measure metrics were measured. The best results were obtained with SVM, achieving
accuracy, precision, recall, and F-measure scores of 98.9%, 99%, 98%, and 97.9%, respectively.

(Kohnehshahri et al., 2022) conducted a study to detect UDP-based Distributed Reflection
Denial of Service (DRDoS) attacks in an SDN environment using machine learning algorithms in
2022. The study utilized the CICIDS2017 dataset created by the UNB in 2017. Five machine learning
algorithms, namely Decision Tree (DT), RF, SVM, Gradient Boosting Classifier (GBC), and
Adaptive Boosting algorithms (Ada), were employed. The aim was to detect DRDoS attacks using
variables such as source IP address, destination IP address, the number of packets in a flow, and the
volume of packets in a flow. Analyzing differences in the size and number of packets requested and
transmitted in response is considered crucial for attack detection. Overall, the most successful results
were achieved with SVM and GBC. The proposed method was compared with previous approaches,
demonstrating its superior performance. A success rate of 100% has been achieved in all metrics,
including accuracy, precision, recall, and F1-score.

(Makuvaza et al., 2021) conducted a study to detect DDoS attacks in the SDN environment
using the DNN method. The study employed the CICIDS2017 dataset, created by Sharafaldin et al.
at UNB, containing 3.1 million data points. DDoS attack detection in the SDN environment was
compared with different studies, demonstrating superior effectiveness. The study identified
estimation variables as backward packet length, fdrtn, avrpcks, and flow inter-arrival time. The
obtained metrics, including accuracy, recall, precision, and F1-score, were 96.67%, 97.29%, 97.21%,
and 97.25%, respectively.

(Wang & Liu, 2020) conducted a study about DDoS attack detection using machine learning
algorithms within the SDN framework. The study employed four machine learning algorithms,
namely Convolutional Neural Networks (CNN), DNN, SVM, and DT. CNN emerged as the most

successful among them, showcasing its effectiveness in preventing DDoS attacks in the SDN
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environment. The CICIDS2017 dataset, created by UNB in 2017, was utilized in the study,
comprising 2,830,743 data points. The measured metric results for accuracy, precision, recall, and
F1-score were 98.98%, 98.99%, 98.96%, and 98.97%, respectively.

(Polat et al., 2020) conducted a study to detect DDoS attacks using the SDN method.
Estimation variables such as memory, processor, bandwidth, and CPU capacity were considered. The
researchers generated the dataset used in the study. Classification models including SVM, Naive
Bayes (NB), Artificial Neural Networks (ANN), and K-Nearest Neighbors (KNN) were employed.
KNN exhibited the highest accuracy rate among them. The study revealed that SDN can effectively
detect network scanning, inter-layer attacks, and malicious software. The dataset created for the study
comprised 129,000 data points. The researchers performed the feature selection process using the
Matlab platform. In their analysis, they compared the performance metrics of machine learning
algorithms both before and after the feature selection process, observing that the metrics improved
after the selection. The results for accuracy, precision, F1-score, specificity, and sensitivity obtained
with KNN were determined as 98.30%, 97.72%, 97.70%, 99.45%, and 97.73%, respectively.

(Kyaw et al., 2020) proposed a study to detect vulnerabilities in SDN-designed systems,
making them susceptible to DDoS attacks. The study proposed a solution utilizing machine learning
methods for the detection and prevention of DDoS attacks. Specifically, SVM and Polynomial SVM
methods were employed for detecting UDP flood attacks in the SDN environment, and their
performance metrics were meticulously compared. The research was conducted using the KDD99
dataset, established in 1999, comprising 650 data points. Key forecast variables included no_packets,
no_bytes, no_dst, duration, and Port_no. The accuracy and precision metric values were determined
to be 95.38% and 95.05%, respectively.

(Tonkal et al., 2021) conducted a study to determine DDoS attacks in an SDN environment.
SDN offers various advantages, including usability and manageability, making it a preferred choice
for next-generation networks. However, these conveniences come with inherent risks, particularly in
the context of DDoS attacks, which pose a significant threat to SDN environments. The study utilized
machine learning algorithms enhanced with Neighborhood Component Analysis (NCA) to classify
SDN traffic into hacked and normal categories. Estimation variables included byte_count,
duration_sec, packet rate, and packets per flow. The 'DDoS attack SDN Dataset' was employed,
consisting of 104.345 data points. The study highlighted the dataset's superiority over previous ones
and emphasized its up-to-dateness. Machine learning algorithms such as ANN, KNN, DT, and SVM
were applied. Despite DT's superiority in precision, the overall effectiveness was demonstrated by
the ANN algorithm. The study compared accuracy, precision, sensitivity, Fl-score, and specificity
metric values, with the ANN method showing the highest success rates: 97.35%, 97.78%, 95.55%,
96.65%, and 98.55%, respectively.

(Tan et al., 2020) conducted a study with two machine learning algorithms to address the

vulnerability of SDN technology, which has recently gained widespread adoption, against DDoS
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attacks. The study utilized the NSL-KDD dataset, originally developed by Tavallaee et al. in 2009,

comprising a total of 1,152,281 data points (Tavallaee et al., 2009). Additionally, a novel machine

learning approach was introduced, combining K-Means and KNN, resulting in more successful

outcomes compared to other methods. Estimation variables included average bytes per second at the

time, average durations per flow, the percentage of pair-flow, variation rate of single flows, and the

percentage of flows with small packets. The accuracy and recall metric results were 98.85% and

98.47%, respectively.

Table 2.1. Overview of DDoS attack detection studies in SDN environment — Part 1

Number of . . Perfo.rmance
Study Data Method Predictor Variables = Metrics and Values
(%)

. KNN, ACCl:lI'jclcy =98.90,
(Tahirou et al., na SVM Fwd Packet Length, Precision = 99.00,
2023) o NB ’ Min PacketLength Recall = 98.00,

F1-score = 97.90
‘ SVM. Accqrgcy = 100.00,
(Kohnehshahri et Ny GBC. RF Total requested Precision = 100.00,
al., 2022) e DT A d ’ packets Recall = 100.00,
- Add Fl-score = 100.00
Accuracy = 96.67,
(Makuvaza et al., BPL, FD, APS, FIAT Precision = 97.21,
2021) 310080 LY Recall = 97.29,
F1-score =97.25
. CNN Accqrgcy =08.98,
(Wang & Liu, 7 830,743 DNN’ SA_IP, DA_IP, SP, Precision = 98,99,
2020) U SVM’ DT DP, PL, Prtcl Recall = 98,96,
’ F1-score = 98.97
(Kyaw et al., 650 P-SVM, L- Eg—g’;‘;ﬁeﬁé dt Accuracy = 95.38,
2020) SVM — T = Precision = 95.05
duration, Port_no
byte_count, Accuracy = 97.35,
(Tonkal et al., 104345 ANN, DT,  duration_sec, packet Precision = 97.78,
2021) ' KNN, SVM rate, and packet per Sensitivity = 95.55,
flow F1-score = 96.65
v 129.000 SVM, NB, bandwith, CPU N
2020) ANN capacity F1-score = 97.70,
Sensitivity = 97.73
K-Means, ABST, ADF, PPF, Accuracy = 98.85,
(Tanetal, 2020) 1152281 4 VRSF, PFSP recall = 38.47

Abbreviations: n.a.: Not Available, KNN: K-Nearest Neighbors, FIAT: Flow Inter Arrival Time, BPL:
Backward Packet Length, FD: Flow Duration, P-SVM: Polynomial SVM, L-SVM: Linear SVM, GBC:
Gradient Boosting Classifier, DT: Decision Tree, RF: Random Forest, CNN: Convolutional Neural
Networks, RT: Random Tree, REPT: Reduced Error Pruning Tree, DNN: Deep Neural Network, KPCA:
Kernel Principal Component Analysis, GA: Genetic Algorithm, ANN: Artificial Neural Networks, ELM:
Extreme Learning Mach, SA_IP: Source IP address, DA_IP: Destination IP Address, APS: Avrpcks, SP:
Source Port, DP: Destination Port, PL: Packet Length, ABST: Average bytes per second at a time, ADF:
Average durations, per flow, PPF: percentage of pair-flow, VRSF: variation rate of single flows, PFSP:
percentage of flows with small packets.
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2.2. DDoS Attack Detection in Cloud Environments

(Pandithurai et al., 2024) conducted a study on the detection and prevention of DDoS attacks
in the cloud environment using the Bi-LSTM-based porcupine optimization method. In this study,
comparisons were made with LSTM, DNN, ANN, and DBN algorithms. Accuracy, sensitivity,
specificity, and precision metric values were determined, yielding success rates of 97%, 95%, 90%,
and 94%, respectively. The dataset used in the study consists of 12.794.627 data points and includes
84 features.

(Islam et al., 2023) proposed a study on the detection and prevention of DOS attacks in the
cloud environment. A hybrid model was created by combining SVM, KNN, and LR methods. The
study employed the Relief-F feature selection method. This study utilized a dataset gathered from
diverse sources, which underwent preprocessing to extract pertinent features essential for the
detection of attacks. The best predictive variables were identified as std_cpu_util, avg_memory_util,
and max_memory_util. Accuracy, precision, recall, and F1 score values were measured as 95%, 96%,
93%, and 94%, respectively.

(Kiruthiga et al., 2022) conducted a study to detect DDoS attacks in the cloud using the Deep
Generative Radial Neural Network (DGRNN) method. Comparisons were conducted with the
Iterative Dichotomiser 3 Maximum Multifactor Dimensionality Posteriori Method (ID3-MMDP),
Ada Shuffled Leaping Optimal Selection (ASLOS), and DNN methods. It was determined that the
DGRNN method was more successful with a 90% accuracy rate. The NSL-KDD dataset was utilized
in the study, with estimation variables including traffic, time response, src-bytes, dst-bytes, and
wrong fragment count. NSL-KDD was developed by Tavallaee et al. in 2009. The study observed
that the success rate of the proposed method is better than the detection results achieved with other
methods.

(Gumaste et al., 2021) proposed a study on an intrusion detection method in the cloud
environment with OpenStack software. Three machine learning methods were employed, including
RF, DT, and LR. It was observed that the results obtained with RF were better than the others. In this
study, the KDD CUP dataset and real-time cloud traffic were utilized. The dataset was created in
1999, and only ICMP flood attacks were considered. Predictor variables such as prtcl type, service,
src bytes, dest bytes, count, srv count, and same srv rate were determined. High results were achieved
in the experiments with the KDD Cup dataset, with accuracy and precision values measured as
99.21% and 99.91%, respectively.

(Kushwah & Ranga, 2021) developed a new approach to detect DDoS attacks on cloud
services on the internet. Performance metrics that emerged as a result of experiments on four different
datasets with a large number of machine learning methods were compared. They developed the Self-
Adaptive Evolutionary Extreme Learning Machine (SaE-ELM) System and adapted it to the
intrusion detection system. NSL-KDD, ISCX IDS 2012, UNSW-NB15, and CICIDS 2017. After

testing on four different datasets, comparisons were made with commonly used machine learning
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methods such as ANN, DT, and SVM. NSL-KDD was developed (Tavallaee et al., 2009). ISCX IDS
was developed in 2012, and CICIDS 2017 was developed at UNB in 2017. The UNSW-NB15 dataset
was developed at UNSW Sydney University. The most successful result among these datasets was
obtained with the CICIDS 2017 dataset. Forecast variables Flags, fdrtn, flow inter-arrival time,
number of bytes from destination to source, number of bytes from source to destination, number of
packets from destination to source, number of packets from source to destination, Prtcl name, Service
name has been determined. Performance metrics accuracy, sensitivity, specificity, precision, and F-
score were measured as 99.99%, 100%, 100%, 100%, 100%, respectively.

(Sambangi & Gondi, 2020) presented an approach to contribute the prevention systems of
DDoS attacks in the cloud environment with a machine learning method. The Multiple Linear
Regression (MLR) method was employed. The CICIDS2017 dataset, produced by researchers at
UNB (Sharafaldin, Lashkari, et al., 2018) , was utilized in this study. The dataset consists of 225,746
data points, and the experiments were concluded successfully. In the study, the accuracy rate was
determined as 97.86%. Estimation variables included destination port, fwd packet length max, bwd
packet length mean, avrpcks, afwdss, and sbfwdbyt.

(Virupakshar et al., 2020) developed a system to mitigate DDoS attacks with the OpenStack
platform. Different machine learning methods were used in this study. The dataset was created in the
cloud environment for classification, training, and testing. Three types of DDoS attack traffic were
generated. Four machine learning methods were used: DT, KNN, NB, and DNN. Among these
machine learning methods, the recall and f1-score metric results in the cloud dataset were found to
be the best with 99% and 98% values, respectively. Prtcl type, Service, Src bytes, Dest bytes, Count,
Srv count, Same srv rate were determined as predictor variables.

(Rivas et al., 2019) conducted a study to detect DDoS attack with machine learning methods
which are SVM and CNN methods. The dataset was created by the same researchers. Experiments
were carried out on datasets obtained from honey pots on the cloud network. It was visualized using
a three-axis hive plot graph using source ip address, source country, and attack time information.
High success was achieved with both algorithms. A more successful result was achieved with CNN.
Accuracy, precision, and recall metric values were determined as 100%, 99.5%, and 100%,
respectively, with the CNN method. In the dataset used, 16,000 data were processed. Forecast
variables are set as Source IP, country of origin, and time of the attack.

(Alsirhani et al., 2019) conducted a study to develop a new DDoS attack detection algorithm.
First, the classification algorithm, then a distributed system, and finally, a fuzzy logic system. A
system that can detect different DDoS models is aimed. Many machine learning algorithms have
been used to perform these operations. Four different machine learning methods were used: NB, DT
(Gini), DT (Entropy), and RF. Some predicted variables are frame.len, ip.src, ip.dest, ip.proto, ip.ttl.

The best results were obtained with DT (Gini). Accuracy, precision, recall, and Fl-score were
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measured at 98%, 98%, 98%, and 97.9%, respectively. Two million data were used in the study. The
dataset produced by the University of California in 2015 was used.

(Rukavitsyn et al., 2017) developed a two-step learning method to detect DDos attack in
cloud environment. They created the dataset, and their proposed methods were tested by increasing
the number of servers in the cloud system. 12, 21, 30, 39, and 48 clients were used for this purpose.
While collecting the data, the researchers grouped the attack and normal traffics and tagged these
traffics. Subsequently, the groundwork for re-learning studies was established. Accuracy, precision,
and recall are all measured at 100%. As the number of clients increases, the success rates decrease.
Predicted variables are CachePool, AttackPool, TrafficPool.

(He et al., 2017) conducted a study to develop a machine learning-based method for detecting
DDoS attacks on the cloud environment. LR, SVM Linear Kernel, SVM RBF Kernel, SVM Poly
Kernel, DT, NB, RF, K-Means, Gaussian Expectation-Maximization (GEM) machine learning
methods are proposed. Four different DDoS attacks were tried to be detected: SSH brute-force, DNS
reflection, ICMP flooding, and TCP SYN attack. The best result was achieved with the SVM Linear
Kernel among the nine different machine learning methods. The attack was carried out in a real cloud
environment. Prediction variables were set as [P Address, DNS Record, and Prtcl Information. The
metric variables accuracy, precision, recall, and F1-score were 97.77%, 99.68%, 96.18%, 97.9%,

respectively.

Table 2.2. Overview of DDoS attack detection studies in Cloud environment — Part 1

Number . . Performance Metrics
Study of Data Method Predictor Variables and Results (%)
(Pandithurai LSTM, dst_host_count ?rcecclg?cfr}l] —= 9957 (())(()) ,
ctal, 2004) 12794627 BEE’ ANN, v diff host_rate Recall = 90.00,
F1-score = 94.00
std cou util Accuracy = 95.00,
(Islam et 12.000 SVM, KNN, av - rlrale;nor’ util. and Precision = 96.00,
al., 2023) ) and LR m agx_ memoz_ tii Recall =93.00,
- y-u F1-score = 94.00
. . DGRNN ..
(Kiruthiga i traffic, time response, src- _
etal, 2022) 10000 L])Sf(\)gvmp’ bytes, DST-bytes, WFC, ~ “recuracy =90.00

Prtcl type, Service, Src
n.a. RF, DT, LR. bytes, Dest bytes, Count,

Srv count, Same srv rate
Abbreviations: DNN: Deep Neural Network, dst_host_count: duration destination bytes, LR: Logistic
Regression, SVM: Support Vector Machine, DGRNN: Deep Generative Radial Neural Network, ID3-MMDP:
Iterative Dichotomiser 3 Maximum Multifactor Dimensionality Posteriori Method, ASLOS: Ada Shuffled
Leaping Optimal Selection, WFC: Wrong fragment count.

(Gumaste et
al., 2021)

Accuracy = 99.21,
Precision = 99.91,
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Table 2.3. Overview of DDoS attack detection studies in Cloud environment — Part 2

Study lel)l:; r of Method sflz;er(ii:ai)tlzz Performance Metrics
Flags, fdrtn, FIAT, Accuracy = 99.99,
(Kushwah & NBFDS, NBFSD, recall = 100.00,
Ranga, 2021) 24916894 SaE-ELM-Ca NPFDS, NPFSD, precision = 100.00,
Prtcl, SN and F-score = 100.00
Prtcl type, Service,
(Virupakshar et . DNN, DT, bsiecsbggfl’n ]t)eSSrtV Recall = 99.00,
al., 2020) o NB, KNN yres, ’ F1-score = 98.00
count, Same srv
rate.
(Sambangi & DP, FPLM, BPLM,
Gondi, 2020) 225.746 MLR APSA, AFSS, SFB. Accuracy = 97.86
(Rivas et al Sourc.e 1P, country Accu.ra.cy =100.00,
2019) ° 16.000 CNN, SVM of origin, time of Precision = 99.50,
attack Recall = 100.00
. 1 DT (Gini), DT Source, length, ACCI%R.ICY = 93.00,
L 2.106 (Entropy), RF destination of ip Precision = 98.00,
al., 2019) ’ NB > A P dp ’ Recall = 98.00,
’ F1-score = 97.90
(Rukavitsyn et . CachePool, Accqrgcy = 100.00,
al.. 2017) n.a Self-Learning AttackPool, Precision = 100.00,
” TrafficPool F1-score = 100.00
LR, SVM, Accuracy = 97.77,
(He et al., DT, NB, RF, IP address, DNS precision = 99.68,
2017) ns K-Means, record, prtcl Recall = 96.18,
GEM F1-score = 97.90

Abbreviations: RF: Random Forest, CNN: Convolutional Neural Networks, DT: Decision Tree, LR:
Logistic Regression, NB: Naive Bayes, DP: Destination Port, APSA: Avrpcks, AFSS: Afwdss, SFB:
Sbfwdbyt, KNN: K Nearest Neighbor, MLR: Multiple Linear Regression, SVM: Support Vector Machine,
FPLM: Fwd Packet Length Max, BPLM: Bwd Packet Length Mean, NBFSD: Number of bytes from source
to destination, FIAT: flow inter-arrival time, NPFSD: Number of packets from source to destination, SN:
Service name, n.a.: Not Available, GEM: Gaussian Expectation-Maximization.

2.3. DDoS Attack Detection in IoT Environments

(Fenanir & Semchedine, 2023) developed a Federation Learning-Based Intrusion Detection
system to protect internet-connected devices from DDoS attacks using CNN, LSTM and DNN deep
learning methods. 10T-23, N-BaloT and IoTID20 datasets were used in the study. There are
325.307.990, 7.062.606, 625.783 samples in the datasets, respectively. In this study, various attack
types were used as prediction variables. LSTM was found to be more successful than other deep
learning methods. Accuracy value was found to reach 99.00%.

(Alimi et al., 2022) developed a new model to detect DDoS attacks in the IoT environment,
using Refined long short-term memory (RLSTM), RF, MLP, DT, K-Nearest Neighbors (k-NN), NB,
LSTM, and CNN. The results were also evaluated in a hybrid form of these methods. It was stated
that the performance metrics were good with the RLSTM model. NSL-KDD containing 125.973 data
and CICIDS 2017 datasets containing 2.830.743 data were used. The result obtained with CICIDS

2017 was found to be more successful. Accuracy, Precision, Recall, F-Score metric results obtained
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with RLSTM were 99.22%, 99.23%, 99.22%, 99.22%, respectively. Timestamp, source IP,
destination IP, source ports, destination ports, prtcls, and attacks were determined as predictor
variables.

(Aydin & Bahtiyar, 2021) conducted a study to detect DDoS attack in IoT environment.
They used CNN method. USTC-TFC 2016 dataset was used. Compared with the Mirai-RGU dataset.
It has been observed that more successful results have been obtained with USTC-TFC 2016. It was
created by Wang et al. between 2011 and 2015. It contains 752,040 pieces of data. It was stated that
it performed successfully not only in terms of performance but also in terms of time. Estimation
variables are determined as source IP, destination IP, port, and prtcl. Performance metrics Accuracy,
Precision, Recall, F1-score were determined as 99.22%, 99.23%, 99.22%, 99.22%, respectively.

(Roopak et al., 2020) conducted a study to develop a new approach to protect against DDoS
attacks in the IoT environment with LSTM and CNN deep learning models using the CICIDS2017
dataset in 2020. The CICIDS2017 dataset was produced by researchers in 2017 within UNB
(Sharafaldin et al., 2018). The success of the methods proposed by the researchers was demonstrated
by comparing different datasets (KDD Cup99, NSL-KDD, UNB ISCX 2012) and machine learning
methods (MLP, SVM, NB, RF). Performance metrics Accuracy, precision, recall, F1-score were
99.03%, 99.26%, 99.35%, 99.36%, respectively.

(Ma et al., 2020) conducted a study to prevent DDoS attacks in the IoT environment using
an approach with the CNN learning method. The NSL-KDD dataset was used. The dataset used in
the study was created by UNB in 2007. In this study, 17,171 pieces of data were used. It has been
shown that deep learning algorithms are more successful than many machine learning algorithms. In
addition, the results obtained with SVM, KNN, DT, NB, and Recurrent Neural Network (RNN)
methods were compared in the study. The accuracy value of the proposed method was determined as
92.99%. Estimation variables were determined as IP, port, network prtcl, transmission flow, and
network connection frequency.

(Roopak et al., 2019) conducted a study to protect IoT networks from cyber threats including
DDoS attacks using deep learning methods. In this study, using the CICIDS2017 dataset created by
UNB in 2017, a comparison was made with CNN — LSTM, MLP, SVM, NB, RF, and DCNN
methods. The best accuracy value was obtained with the CNN and LSTM hybrid models. Accuracy,
precision, and recall metric results were measured as 97.16%, 98.44%, and 99.1%, respectively.

(Soe et al., 2019) presented a study to detect DDoS attacks using ANN and (Synthetic
Minority Over-Sampling Technique) SMOTE technique with the Bot-IoT dataset. There are more
than 1.9 million data in the data set. The dataset was developed at UNSW Sydney University in 2018.
Success has been achieved in detecting DDoS attacks. The number of benign traffic in the data set
used is quite low compared to the total. SMOTE technique was used to overcome this situation.
Prediction Variables were determined as saddr, sport, daddr, dport, proto. Performance metrics

(accuracy, precision, recall, F1-score) were all measured at 100%.
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(Lil et al., 2019) proposed a new method with the Extreme Learning Method (ELM) to
prevent DDoS attacks in the IoT environment. The entropy method was used in the feature extraction
stage. The dataset used in the experiment was created by the researchers in 2019. Although the
number of datasets used in the experiments varies between 1000-20000, 15,000 data were used in
the experiment with ELM. DDoS attacks were carried out over ICMP, UDP, and TCP prtcls. IP,
destination IP, source port, destination port, packets, bytes, prtcl, and TCPFlag were specified as
predictor variables. The accuracy value was determined as 99.4%.

(Su et al., 2018) developed a new method called Light-Weight Malware Detection to detect
DDoS attacks in IoT environments. [oT DDoS dataset with 500 attack content obtained through
IoTPOT. The black and white images of the malware were extracted, and the CNN success was
revealed by making analyzes through image processing techniques. 94% accuracy result was
achieved. Malware images were determined as the prediction variable.

(Doshi et al., 2018) conducted a study to detect DDoS attacks in the IoT environment using
the dataset they created with five different machine learning methods, i.e., RF, KNN, LSVM, DT,
and Neural Network (NN). In the dataset, a total of 491.855 data were studied. After the results were
obtained, the success of machine learning algorithms in detecting DDoS attacks was demonstrated.
Accuracy, precision, recall, and F1-score values were determined as 99%. The predictor variables

are set to source IP address, source port, and destination IP address.
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Table 2.4. DDOS attack detection studies in IoT environment — Part 1

Number Performance
Study of Data Method Predictor Variables Metrics and
Results (%)
(Fenanir &
Semchedine, n.a. ](;gl;, LSTM, Attack types Accuracy = 99.00
2023)
RLSTM, RF, Timestamp, sourcelP, Accuracy = 99.22,
(Alimi et al., 5 830.743 MLP, DT, k-  destinationIP, sourceports, Precision = 99.23,
2022) U NN, NB, destination Recall =99.22,
LSTM, CNN  ports,prtcls,attacks. F1-score =99.22
. Accuracy = 99.97,
(Aydin & source IP, destination IP precision = 99.95
Bahtiyar, 752.040 CNN ’ ’ N o
2021) port, prtcl recall = 99.99,
F1-score = 99.97
CNN - Accuracy = 99.03,
(Roopak et al., 225742 LSTM, MLP, DP, FPLM, BPLM, APSA, precision =99.26,
2020) ’ SVM, NB, AFSS, SFB. Recall = 99.35,
RF F1-score = 99.36
(Ma et al CNN, SVM,  IP, port, network prtcl,
2020) " 17.171 KNN, DT, transmission flow, network Accuracy = 92.99
NB, RNN connection frequency
Co Accuracy = 97.16
(Roopak et al., N LSTM, MLP, DP, FPLM, BPLM, APSA, Precisi r}:__ 08 ) 4 4’
2019) A SVM,NB,  AFSS, SFB. R:ccalslci 910
RF, DCNN o
Accuracy = 100.00,
(Soe et al., saddr, sport, daddr, dport, Precision = 100.00,
2019) 155000 N proto Recall = 100.00,
F1-score = 100.00
IP, destinationIP,
(Lil et al., sourceport, destination _
2019) 15.000 ELM port, packets, bytes, precl, Accuracy = 99.40
and TCPFlag
(Z%I; g al, n.a. CNN malware images Accuracy = 94.00
Accuracy = 99.90,
(Doshi et al., na E}S:’Vllf/lNll\;,T Source IP address, source Precision = 99.90,
2018) o NN ’ ’ port, destination IP address Recall = 99.90,

F1-score = 99.90

Abbreviations: n.a.: Not Available, CNN: Convolutional Neural Networks, LSTM: Long Short-Term
Memory, ANN: Artificial Neural Networks, ELM: Extreme Learning Mach, RF: Random Forest, RLSTM:
Refined Long Short-Term Memory, DT: Decision Tree, RF: Random Forest, NB: Naive Bayes, MLP: Multi-
Layer Perceptron, RNN: Recurrent Neural Network, DP: Destination Port, FPLM: Fwd Packet Length Max,
BPLM: Bwd Packet Length Mean, APSA: Average Packet Size, SFB: Subflow Fwd Bytes, AFSS: Average

Packet Size

2.4. DDoS Attack Detection in Other Environments

(Said, 2023) conducted a study to detect to DDoS attack. They proposed Quantum vector

machine (QSVM), a variant of SVM, to detect DDoS attacks targeting smart microgrids (SMG).
With QSVM recall, accuracy and precision are 99.94%, 99.93% and 99.93%, respectively.
CICDDo0S2019 dataset was used in this study. There are 38 features and 2950 samples in dataset.
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(Kumar et al., 2022) proposed a hybrid method for detecting low-level DDoS attacks on 5G
networks, which has recently become widespread. The dataset was created by the same researchers
in 2021. 794.919 pieces of data were used in the dataset. The accuracy value was measured as
98.397% using the CNN-RF hybrid method. CNN-RF, LSTM-RF, and Light Gradient Boosting
Machine (LightGBM) hybrid models were compared. The predictor variables are birthplace IP
address, purpose IP address, port location, destiny port, and procedure.

(Cil et al., 2021) introduced a study the DDoS attack detection with a dataset containing a
small amount of data. The CICD0S2019 dataset produced by Sharafaldin et al. was used. 395.977
pieces of data were processed. An attempt was made to create a deep learning model with the best
level of success. A good service is provided for use in DDoS attack detection systems. Feature
extraction and classification processes were performed. The DNN model was used for the
classification study in the dataset. Flow ID, SourcelP, SourcePort, DestinationIP, DestinationPort,
Prtcl, Timestamp, SimillarHTTP were determined as predictor variables. Performance metrics are
Accuracy, precision, recall, F1-score 99.97%, 99.99%., 99.98%, 99.98%, respectively.

(Adhikary et al., 2020) proposed a study to protect the private network system from DDoS
attacks for vehicles created by researchers. A hybrid system was created with NN and DT algorithms,
and an experiment was carried out on the dataset of 1000 vehicles. According to the results obtained
with NN and DT separately on the same dataset, it was seen that the hybrid system was superior.
Estimation variables were determined as as collision, delay, jitter, packet drop, ratioinout, and
throughput. The accuracy metric value was measured as 96.4%.

(Aytag, 2020) conducted a study to detect DDoS attacks. The dataset named CICDDo0S2019
was used. In the related study, the success of LG, Gaussian Naive Bayes (GNN), KNN, Multinomial
Naive Bayes (MNB), Bernoulli Naive Bayes (BNB), DT (entropy), DT (gini), RF, SVM machine
learning algorithms in detecting DDoS attacks were tested. In this study, the related dataset was
divided into five different datasets as a quartet, hexadecimal, octal, decimal, and twelfth, and the 5th
dataset with 12 features, which was the most successful, was determined. Each dataset contains
500,000 pieces of data. The dataset used in the study was created by UNB in 2019. Since the
estimation variables of the five different datasets differ, the estimation variable of the most successful
group has been added to the table. The estimation variables are set to Fwd_Seg_ Size Min,
Bwd_Pkt_Len_Min. Performance metrics (Accuracy, precision, recall, F1-score) were measured as
99%.

(Ozekes & KARAKOC, 2019) proposed a study to detect DDoS attack. CICIDS2017 dataset
was used. The dataset was created by UNB in 2017. 1.042.557 data were used in the dataset. DDoS
attack detection study was performed with DT, and RF methods and performance metrics were
compared. RF was more successful and performance metric results were measured as 99.966%,

99.948%, 99.968%, and 99.976% for accuracy, precision, recall, and F1-score, respectively.
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(Sahingoz et al., 2019) presented a study to improve DDoS attack detection systems using
seven machine learning methods. The successes of these algorithms were compared. NSL-KDD
dataset, an improved version of KDD CUP99, was used as the dataset. NSL-KDD was developed by
UNB University in 2009. The best result was obtained with the Ada method. Ada, KNN, DT, ANN,
RF, GB, and Linear Discriminant Analysis (LDA) machine learning methods were used, and metric
results were compared. The predictor variables are set to prtcl_type, service, and flag. The accuracy
value obtained with Ada was measured as 99.95%.

(Sharafaldin et al., 2019) introduced a study to detect DDoS attacks with machine learning
algorithms. The CICDD0S2019 dataset was used in the study. The dataset was created in 2019. There
are 50,063,112 data in the CICDD0S2019 dataset. As a result of this study, it has been shown that
the ID3 machine learning algorithm is successful in detecting DDoS attacks. Distributions of packet
sizes of a prtcl, the number of packets per flow, certain patterns in the payload, the size of the payload,
and request time distribution of prtcls were determined as estimation variables. Performance metrics
precision, recall, F1-score were measured as 78.0%, 65.0%, and 69.0%, respectively.

(Hasan et al., 2018) conducted a study to show that the Deep Convolution Neural Network
(DCNN) method is more successful than traditional machine learning methods in DDoS attack
detection. An attempt was made to detect the Burst Header Packet Flood (BHPF) attack. In this study,
performance metrics of DCNN and NB, SVM, and KNN methods were compared. 1075 pieces of
data were used in the study. The dataset used was published in 2017. As a result of the classification
estimation processes, it was determined that the performance metrics obtained with DCNN were
better than other algorithms, and the targeted result was achieved. Performance metrics Accuracy,
Precision, F1-Score measured 99.0%, 99.0%, and 99.0%, respectively. Variables are Utilized
Bandwidth Rate, Used Bandwidth

(Sharafaldin, Lashkari, et al., 2018) proposed a study to prevent DDoS and different attackers
with machine learning algorithms. CICIDS-2017 dataset was used in this study. The success of the
RF method in DDoS attack detection has been demonstrated. Quadratic Discriminant Analysis
(QDA), RF, KNN, ID3, Ada, MLP, and NB methods were used. Performance metrics precision,

recall, F1-score were measured as 98.0%, 97.0%, and 97.0%, respectively.
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Table 2.5. DDOS attack detection studies in other environments — Part 1

Number of Performance
Study Method Predictor Variables Metrics and
Data
Results (%)
Accuracy = 99.9,
(Said, 2023) 2950 QSVM n.a. Precision = 99.93,
Recall = 99.94
(Kumar et al CNN-RF, Blil;th(?sls CI; Ieilg?gsrse SS,
2022) ' 794.919 LSTM-RF, p Ifl on e Accuracy = 98.40
LSTM-LGBM  Portiocation, cestiny
port, procedure
FlowID, SourcelP, Accuracy = 99.97,
(Cil et al., 365.977 DNN SourcePort,DIP, DP, Precision = 99.99,
2021) ’ Prtcl, Timestamp, Recall = 99.98,
SimillarHTTP F1-score = 99.98
. Collision, delay, jitter,
(Adhikary et 1000 NN-DT, NN, DT  packetdrop, RT Accuracy = 96.40
al., 2020)
(Aytag, 2020) 500.000 BNB, DT, RF, FSSM, BPLM U
SVM Recall = 99.00,

(Kushwah &
Ranga, 2021)

(Ozekes et al,
2019)

(Sahingoz et
al., 2019)

(Sharafaldin
et al., 2019)

(Hasan et al.,
2018)

(Sharafaldin,
Lashkari, et
al., 2018)

2.491.6894 SaE-ELM-Ca

1.042.557

ADA, KNN, DT,
ANN, RF, GB,

149.470
LDA

50.063.112 ID3, RF, NB, LR

1075 DCNN

RF, KNN, ID3,
Ada,MLP, NB,
QDA

2.830.743

RF, DT

Flags, fdrtn, FIAT,
NBFDS, Prtcl, SN

DP, FPLM, BPLM,
APSA, AFSS, SFB.

Prtcl_type, service,
flag

DPSP, NPPF, CPP,
SP, RTDP

Utilized Bandwidth
Rate, Used Bandwidth

DPSP, NPPF, CPP,
RTDP, SP

F1-score = 99.00
Accuracy = 99.99,
Recall = 100,
Precision = 100,
F-score = 100
Accuracy = 99.97,
Precision = 99.95,
Recall =99.97,
F1-score = 99.98

Accuracy = 99.95

Precision = 78.00,
Recall = 65.00,
F1-score = 69.00
Accuracy = 99.00,
Precision = 99.00,
F1-Score = 99.00
Precision = 98.00,
Recall = 97.00,
F1-score = 97.00

Abbreviations: QSVM: Quantum SVM, LGBM: Light Gradient Boosting Machine, n.a.: Not Available,

SaE-ELM-Ca: Self-adaptive evolutionary extreme learning machine, DNN: Deep Neural Network, CNN:

Convolutional Neural Networks, NN: Neural Network, RT: Ratioinout and throughput BNB: Binomial
Naive Bayes, BPLM: Bwd Packet Length Mean, FSSM: Fwd_Seg_Size_Min, LSTM: Long Short-Term

Memory, RF: Random Forest, DT: Decision Tree, KNN: KNearest Neighbors, ADA: Ada Boost, LDA:

Linear Discriminant Analysis, DCNN: Deep Convolutional Neural Networks, RTDP: request time
distribution of prtcls, CPP: certain patterns in the payload, DP: Destination Port, FPLM: Fwd Packet Length
Max, BPLM: Bwd Packet Length Mean, APSA: Avrpcks, FSSM: Fwd_Seg_Size_Min, AFSS: Afwdss,

SFB: Sbfwdbyt, SFB: Sbfwdbyt, NPPF: number of packets per flow, APSA: Avrpcks, AFSS: Afwdss,

SFB: Sbfwdbyt, SFB: Sbfwdbyt, DPSP: distributions of packet sizes of a prtcl, SP: size of the payload,

RTDP: request time distribution of packet, DPSP: distributions of packet sizes of a protocol.
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3. OVERVIEW OF METHODS

In this section, the ML classifiers and feature selection algorithms used in the study are
examined under two sections. The first part describes the ML methods, while the second part explains
the feature selectors. algorithms are introduced.

In this section, four different machine learning methods have been addressed. Definitions of
LR, MLP, SVM, and RF machine learning methods were provided, and their mathematical formulas
and parameters were discussed.

There are many features in the dataset. Since using all of them would increase the time cost,
it needs to be reduced. This reduction process is performed using feature selection algorithms. Thus,
the features in the models that achieve the best results are determined. In this study, Relief-F and
mRMR feature selectors were used. After defining the feature selectors, their mathematical formulas

were expressed.

3.1. Machine Learning Classifiers
LR, MLP, SVM, and RF machine learning methods were utilized in the thesis. This section

will define the machine learning algorithms employed in the thesis.

3.1.1. Logistic Regression

The LR machine learning method is a preferred statistical technique in binary and multiclass
classification studies. It is highly effective in binary classification. This study is associated with
probability concepts, and the Logistic function plays a significant role in the LR machine learning
method. (Kolukisa, 2024).

The LR machine learning method is easier to understand compared to other ML methods. It
is more effective in terms of time cost because it works faster than other methods.

In classical regression analysis, the response is a continuous random variable. The use of
classical regression methods is not appropriate when the response is a discrete variable. In this case,
logistic regression is proposed as an alternative to classical regression methods. Logistic regression
is a powerful supervised ML algorithm. Logistic regression involves modelling the probabilities of
occurrences of the categories of the response given the features. Logistic regression fundamentally
uses the logistic function to predict the probability of a response (Tolles and Meurer, 2016; Nick and
Campell, 2007).

The logistic regression is model is of the form

p(X)
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where X is the design matrix, p(X) is the probability that an observation is in a certain category of
the response variable and £ is the parameter vector to be estimated. In Equation (3.1), logit(p) =
logl%} is called the logit transformation. According to Equation (3.1), the class probabilities are

1

given in terms of logistic function h(x) = T A
=1lX=x)= ! (3.2.)
P = T T T e xR o

The main method for the parameter estimation of the model in Equation (3.2) is the
minimizing the maximum likelihood function of the parameter vector f by using the iteratively
weighted least squares method (Hosmer et al, 2013). Logistic regression can also be used when the

response variable has more than two classes. In this case, the

eXﬁk

T SK (1 + eXPe) (33)

p(y=klX=x)

symmetric log-linear representation is used to estimate the class probabilities, where K represents

the number of classes and k represents the class probability (Hastie et al, 2015).

3.1.2. Multi-Layer Perceptron

MLP (Multi-Layer Perceptron), a type of artificial neural network function, consists of three
layers: input layer, output layer, and hidden layer. Inspired by the human nervous system, it is
composed of nodes forming layers. Each node is referred to as a neuron. All layers are connected
through neurons. In the model, each connection has a weight value to adjust the obtained results.
These weights are calculated using the backpropagation algorithm (Ramchoun et al., 2016).

Activation functions are the key elements of artificial neural networks. Each neuron in MLP
is activated by an activation function. Among the activation functions, ReLU is the most commonly
used one because of its simplicity and its consistent performance (Misra, 2019). Also, softmax and
sigmoid activation functions are widely used in classification problems. This study uses ReL.U
activation function for hidden layers and softmax activation function for output layer. In this study,

the ReLU activation function defined by

X, x>0
freLu(x) = {0 x <0 (3.4)

is used for hidden layers and the softmax activation function defined by
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ale*—1), x<0

fsoftmax(x) = {x’ x>0 (3.5.)

is used for output layer.
To get the network output, the output of every unit in each layer has to be computed. Suppose
that an input layer with no neurons is (X=(xo,X1,...,Xn0)) and a set of hidden layers are (hq, h,, ... Ay).

Also, assume that each hidden layer h; has n; neurons. Then, the expression for the first hidden layer

is
Jj i1 0
h = f(zk=1 wlix) j=1..m (3.6)
and the expression for the i-th hidden layer h{ is

. Ni—1
hl =f (Zk=1 wi ;' h{-‘_l) i=2,.,Nandj=1,..,n (3.7.)

where W,i_ ; represents the weight in hidden layer i and hidden layer i+1 between neurons k and j,

respectively. Also, the number of the neurons in the i™ hidden layer is given by n;. The notation for

the output corresponding to the i hidden layer is as follows:

h; = Y(hi,hE, ... R (3.8)
The network output is calculated by using Equation (3.4.) as follows:
vi = f(ZRY, wii hi) Y =1 0 Yo s Yne1) = FW, X) (3.9.)
where W,IC\{ ; 1s the weight between neuron k and neuron j in the N ™ hidden layer and output layer,

respectively, ny is the number of neurons in the N™ hidden layer, Y is the vector of the hidden layer,

F is the transfer function, and W is the matrix of the weights, as shown in (3.6.):

w=[we, ., wi,. wV| (3.10.)
Wi= W) osisv wherew}, € R (3.11.)
' 1<jsnjyq ’
1<ksn;
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To make things simpler, let it be said that the hidden layers of the network are defined as
n=n; Vi=1,...,N. Then, X stands for the input of the neural network in Equation (3.5), Also, f donates
the activation function, and W' donates the matrix of weights between the i™ hidden layer and the
(i+1)"™ hidden layer for i = 1,...,N-1. Then, according to Ramchoun et al. (2016), the weight matrix
between the input layer and the first hidden layer is represented by W, while the weight matrix

between the Nth hidden layer and the output layer is represented by WX in Equations (3.6) and (3.7).

3.1.3. Support Vector Machine

SVM is a robust classification algorithm with strong regularization properties. SVM
simultaneously maximizes the geometric margin and reduces the empirical classification error. SVM
is based on the reduction of structural risk. The input vector is mapped by SVM to a higher-
dimensional space where a maximal separation hyperplane is constructed. To divide the data, two
hyperplanes are constructed on either side of the hyperplane. The distance between two parallel
hyperplanes is maximized by the separating hyperplane. It can be assumed that the generalization
error of the classifier will be better if the margin or separation between these parallel hyperplanes
gets greater. Let the data points be assumed as {(xi, y1), ... (Xn, Yn)}, Where n is the number of
samples and y,= 1/-1 is a constant indicating the class to which x, belongs. Each x, represents a real
vector in p dimensions. In SVM, scaling is necessary to protect against over-variation. In order to
analyze training data, the determination of the hyperplane is needed.w - x + b = 0 that seperates the
classes. In this equation, b is a scalar, w, a p-dimensional vector, is perpendicular to the separating
hyperplane. The offset parameter b can be added to increase the margin. The hyperplane must pass
through the origin if b is zero. In order to maximize the maximum margin, parallel hyperplanes are

important. The parallel hyperplanes are formulated as:

w-x+b=1
(3.12)
w-x+b= -1

When training data can be separated linearly, the hyperplanes can be chosen so that there are no
points between them and hence their distance nned to to be maximized. The distance between the
hyperplanes can be computed as 2/|w|. As a result, |w| needs to be minimized. Consequently, to
highlight the data points:

w-x;—b=lorw-x;—b < -1 (3.13)

It can also be expressed like this:
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yw-x;—b)=1,1<i<n (3.14))

Since this study employs non-linear SVM, a kernel function is required. The RBF kernel is used in

this study. One way to formulate an RBF kernel is as (Bhavsar & Panchal, 2012)
2
K(x;,x;) = exp (_V”xi — x| ).y >0 (3.15.)

3.1.4. Random Forest

The first step performed when implementing the Random Forest algorithm is the selection
of random data. Once the random data is selected, a separate decision tree is created for each data
point. Predictions are obtained through these decision trees. The final results to be obtained in the
Random Forest algorithm are determined based on the frequency of predictions obtained through
decision trees. Random forest makes adjustments to overcome the overfitting problem. The number
of decision trees and the parameters for generating random numbers are used to achieve a balanced
and effective outcome in the algorithm (Hamid Arif et al., 2024).

Random Forest is a tree-based machine learning method. It was proposed by L. Breiman in
2001. It is a classification and regression method that can be used for large data sets. It can also be
used for feature selection. In each partitioning process, a number of features close to the square root
of the number of features is selected. The RF algorithm was found to be the most successful in the

data sets obtained with both feature selections.

3.2. Feature Selection Algorithms

In this section, the Relief-F and mRMR feature selectors used in the thesis have been
examined. Relief-F and mRMR feature selectors play an important role in improving the
performance of machine learning methods. They significantly benefit by reducing the size of the

database, thus reducing the time cost.

3.2.1. Relief-F

The Relief-F algorithm was developed by Kira and Rendell for binary classification studies
(Kira & Rendell, 1992). When initially proposed by Kira and Rendell, it was limited compared to its
current usage. It lacked a solution for handling missing data. Relief-F randomly divides the problem
into two classes (Stief et al., 2018) The targeted feature is scored positively if the condition is met
and negatively if not. Based on this scoring, the success of features is determined and ranked.

Figure 3.1 illustrates the step-by-step algorithm of the Relief-F feature selection algorithm.
The first two lines provide definitions. The third line represents Ri, a randomly selected example.

The algorithm searches for its nearest neighbors. If correct, it increases the score positively and
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denotes it as H. If incorrect, it decreases the score and denotes it as M. The predicted value W[A] is
altered based on the value of variable A. The update processes are expressed in lines 7 and 8 (Robnik-

Sikonja & Kononenko, 2003).

Input: a vector containing the class value and attribute values for
each training instance

Output: The vector W representing the qualities of attribute
estimations.

1. Set all weights W[A] :=0.0;

for i :=1 to m do begin
randomly select an instance R;;
find k nearest hits Hj;
for each class C # class(R;) do
from class C find k nearest misses M;(C);
for A:=1toado
WIA] = W[A] = ., dif f(A,R;, H;)/m.k +

P(C .
Yc#class(R;) [m Yoy dif f(A Ry, Mj(C)]/(m.k.);

e Al o

end;
Figure 3.1. Relief-F algorithm's pseudo code. (Robnik-Sikonja & Kononenko, 2003)

3.2.2. Minimum Redundancy Maximum Relevance

In the mRMR feature selection method, the first of the two main objectives is to avoid using
prediction variables that are highly similar to each other. The aim is to preserve data that is
moderately dissimilar to each other to prevent overfitting (Acid et al., 2011). The degree of

dissimilarity between variables is formulated in the formula (3.16).

1
W1(5)=W Z MI(X;, X;) (3.16.)

X, Xj€ES

where MI(X;, X;) represents the measure of mutual information between variables Xi and Xj. The
method's other aim is to minimize redundancy. It achieves this by relying on the principle of
maximizing the relevance of predictor variables to the class variable. This aim is explained in the
formula (3.17).

The most straightforward approach to amalgamating relevance and redundancy for acquiring

a satisfactory subset of features is outlined below:
S*argmaxscy (V;(S) — Wi (S)) (3.18.)
Looking for the best subset through a comprehensive search is meaningless. Sm-1, the feature

that the selected subset maxima, is added to the current subset progressively. This process starts with

the feature that has a maximum value of MI(C;X;) (So = {X; . D (Acid et al., 2011).
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max 1
X; € U\Sp_1 MI(CJXj)—m Z MI(X;, X;) (3.19.)

Xi€Sm—1
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4. DEVELOPMENT OF PREDICTION MODELS

This chapter includes two sections. In the first section, the methods of Relief-F and mRMR
techniques, along with the analyses of machine learning methods based on obtained metrics, have
been explained. The second section provides details about the machine learning methods used in the

study.

4.1. Methodology

This section was divided into two subsections. In the first subsection, the list was presented
in the form of a prioritized ranking of prediction variables obtained through feature selection. The
second subsection provided information about metric variables obtained through machine learning

methods.

4.1.1. Model Creation

Datasets used in DDoS attack detection typically contain a large amount of data. Packet
features contain a lot of information related to packets, as they are important in attack detection. The
abundance of row count and packet features increases the time cost. It is necessary to sort the features
of the data set according to their importance. Starting from the least important features and removing
them one by one, the most successful model should be determined. In this study, the features of the
dataset used are sorted according to their importance using Relief-F and mRMR feature selection
methods.

The rank of each variable has been determined and sorted in decreasing order by their
rankings using the mRMR and Relief-F feature selectors, as shown in Table 4.1 and Table 4.2. The
variables with the lowest rank were then deleted one by one. As a result, 65 mRMR-based and 65
Relief-F-based prediction models were developed, as shown in the Appendix (in Table A.1. through
Table A.2).

The total number of models obtained using Relief-F and mRMR feature selectors is 130.
Metric values were measured using LR, MLP, SVM, and RF machine learning algorithms. Accuracy,
precision, recall, and F1 score metric values were examined separately in tables. The models yielding

the best results were identified and evaluated.
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Table 4.1. List of ranks of predictor variables assigned by Relief-F and mRMR — Part 1

Rank

Predictor Variables

Predictor Variables

Ranked by Relief-F Ranked by mRMR
1 ackfc fplmean
2 prtcl cwefc
3 fplmin actmin
4 minpl ackfc
5 fbytes bimin
6 dport mssf
7 fplmax urgfc
8 maxpl fbytes
9 urgfc minpl
10 fpckts iwbf
11 iwbf plmean
12 fwdpckts fplmin
13 cwefc sbbwdpckt
14 fpflg maxpl
15 rdtfc prtcl
16 fdrtn avrpcks
17 fwditotal fimin
18 duratio afwdss
19 fimax fwdistd
20 fwdimean fplmax
21 fwdimax iwbb
22 Bplmax fwdhl.1
23 imax sbfwdbyt
24 fwdistd bimean
25 plstd fpflg
26 sbfwdbyt bwdpckts
27 imean adpf
28 imin tbpckts
29 plmean fwdpckts
30 iwbb rdtfc
31 fistd tifpckts
32 bplstd fwdhl
33 tifpckts bimax
34 bitotal plstd
35 mplmin fdrtn
36 mssf bitotal
37 bimin bplmean
38 sbfwdpckt plvrnc
39 tfpckts fwdimin
40 adpf dport
41 bimax istd
42 fwdhl.1 fistd
43 plvrnc abwdss
44 fwdhl fpckts
45 fplstd bplmax
46 istd fimax
47 bistd tlbpckts
48 tbpckts fplstd
49 sbbwdpckt fimean
50 bwdpckts sbbwdbyt
51 bwdhl imean
52 fplmean mplmin




Table 4.2. List of ranks of predictor variables assigned by Relief-F and mRMR — Part 1

Rank Predictor Variables Predictor Variables
Ranked by Relief-F Ranked by mRMR

53 avrpcks bplstd

54 fimin imax

55 fwdimin bwdhl

56 afwdss sbfwdpckt

57 actmax actmax

58 actmin tfpckts

59 actmean actmean

60 sbbwdbyt fwdimax

61 tlbpckts bistd

62 fimean duratio

63 bimean fwdimean

64 abwdss actstd

65 bplmean fwditotal

66 actstd imin

4.1.2. Evaluation Metrics

Prediction errors have been calculated using accuracy, precision, recall, and F1-score

metrics, whose equations are given in (4.1.), (4.2.), (4.3), and (4.4), respectively (Shurman et al.,

2020).

TP+TN
Accuracy = ——————— 4.1.)
TP+TN+FP+FN
.. TP
Precision = “4.2)
TP+FP
TP
Recall = 4.3)
TP+FN
PrecisionxRecall
F1—Score =2 X —————— 4.4.)
Precision+Recall

True Positive (TP): The attack record was correctly classified as an attack.
True Negative (TN): The benign record is correctly classified as benign.
False Positive (FP): Benign record misclassified as an attack.

False Negative (FN): Attack record incorrectly classified as benign.

Cross-validation serves as an alternative to hold-out validation and is implemented to achieve

higher accuracy compared to hold-out estimates while maintaining the dataset's training examples

intact. Among the various forms of cross-validation, the most widely recognized is k-fold cross-

validation. In this method, the dataset is divided into k equally sized folds. Each fold functions akin

to a hold-out set, where the model is trained on the remaining k-1 folds and evaluated on the held-
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out fold to assess its quality and performance. This process iterates for each fold, and the overall
performance is computed as the average across all k-folds. Within the realms of data mining and
machine learning, tenfold cross-validation (k=10) emerges as the prevailing approach. (Abut &

Akay, 2015).

4.2. Details of Prediction Models

This section explains the preferred parameter values of five different ML classifiers.

4.2.1. LR-Based Prediction Models

Since the LR does not have any hyper parameter, the parameter and range table for the LR
is not reported. The LR function is based on mathematical functions. The foundation of LR machine
learning is formed by the logistic function. It can be used in multiple classification tasks. It is
particularly effective in problems requiring binary classification. The Logistic Function equation

(4.5.) is shown.

h(x) = (4.5.)

14+e*

4.2.2. MLP-Based Prediction Models
Optimizing the MLP-based models required six different parameters, which are given in
Table 4.3. These parameters are the number of the hidden layers, hidden layer activation functions,
output layer activation functions, number of neurons in the hidden layer, epochs, and batch size.
The hidden layer is the layer located between the input and output layers in the MLP
algorithm. The functions responsible for processing the input data from the input layer and producing
results from the output layer are located in this layer. It plays an important role in solving complex

problems. There are many nodes in this layer, and they are all interconnected.

Table 4.3. The intervals for values of the utilized parameters for MLP-based DDoS attack
prediction models

Parameter Range
Number of the hidden layers 2
Hidden layer activation function ReLu
Output layer activation function Softmax
Number of neurons in the hidden layer 30
epochs 30
Batch size 30

The activation functions generate non-linear outputs for the neurons by computing the
weighted sum and applying bias to it. Two hidden layers are used for the network in this study. The

ReLu activation function given by Equation (3.4.) is chosen for hidden layers while the softmax
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activation function given by Equation (3.5.) is chosen for the output layer. The parameters are
explained in section 3.1.2.

Since neurons employ activation functions to generate output, the number of neurons in the
hidden layers is critical for the model (Sherrod, 2016). The number of neurons in each hidden layer

in the network is determined as 30. Also, epoch and batch size are set to 30.

4.2.3. SVM-Based Prediction Models
Optimizing the SVM-based models required two parameters, which are given in Table 4.4.

These parameters are cost and gamma.

Table 4.4. The intervals for values of the utilized parameters for SVM-based DDoS attack
prediction models

Parameter Range
Cost (C) [0.1-100]
Gamma (y) [0.5-3]

In SVM, the cost and gamma parameters are calculated by grid search. In this study, the RBF
kernel is used for SVM. In SVM, the cost parameter is a regularization parameter and is used to
optimize the margin. It specifies how soft or hard the margin should be. High C values can lead to
overfitting and low C values can lead to underfitting. Therefore, an attempt was made to prefer the
C value at an ideal level. When the experiments conducted were examined, an increase in the success
value was observed as the number of features in the models decreased. It is understood from this
examination that overfitting was not observed.

Furthermore, the gamma parameter is used to optimize non-linear SVM models. If the
gamma parameter is higher or lower than it should be, it negatively affects the performance of the
models (Sherrod, 2016). The gamma parameter is effective in modeling non-linear data. As the
gamma value decreases, it approaches underfitting. As the gamma value increases, it approaches
overfitting. Therefore, the gamma parameter should neither be too high nor too low. Based on the
results obtained from the models, it is understood that the preferred gamma value falls within a good

range.

4.2.4. RF-Based Prediction Models

In this thesis, the two parameters of the RF are given in Table 4.5. If the number of trees and
the number of candidate samples at each split in RF are overly high, the model can become complex,
and overfitting can occur. In this case, the model may lose its ability to learn and generalize from the
noise in the training data and adapt worse to new data. Hence, the parameters are chosen in line with

the literature (Breiman, 2001; James et al., 2023).
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Table 4.5. The intervals for values of the utilized parameters for RF-based DDoS attack prediction

models
Parameter Range
Number of trees to grow. 500

Number of variables randomly sampled as

candidates at each split. 0
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S. RESULTS AND DISCUSSIONS

In this section, the accuracy, precision, recall, F1 score metric values obtained with ML
prediction models applied to the models obtained using Relief-F and mRMR feature selectors are
listed. The metric values are discussed separately and the success of LR, MLP, SVM and RF machine

learning methods are compared.

S5.1. Results
5.1.1. Relief-F Results

Table 5.1 through Table 5.8 show the accuracy, precision, recall, and F1-score metric values
for Relief-F-based DDoS attack prediction models.

Figure 5.1. through Figure 5.4. illustrates the percentage increase rates in accuracy, precision,

recall, and Fl-score values for DDoS attack prediction models.

Table 5.1. Accuracy values for Relief-F-based DDoS attack detection prediction models using
different four machine learning methods — Part 1

Accuracy (%)
Models LR MLP SVM RF
Model 1 71.13 98.37 97.77 99.24
Model 2 72.67 98.40 97.77 99.25
Model 3 71.20 98.40 97.77 99.25
Model 4 78.30 98.33 97.77 99.25
Model 5 76.00 98.43 97.77 99.24
Model 6 70.83 98.20 97.77 99.25
Model 7 70.13 98.40 97.77 99.25
Model 8 69.03 98.53 97.77 99.26
Model 9 70.27 98.47 97.77 99.25
Model 10 69.93 98.37 97.77 99.25
Model 11 70.87 98.33 97.90 99.22
Model 12 71.53 98.40 97.90 99.26
Model 13 71.87 98.23 97.90 99.26
Model 14 70.27 98.23 97.90 99.25
Model 15 72.97 98.27 97.90 99.26
Model 16 70.90 98.17 97.90 99.26
Model 17 70.10 98.23 97.90 99.28
Model 18 78.83 98.37 97.90 99.26
Model 19 78.73 98.50 97.90 99.28
Model 20 78.73 98.43 97.90 99.22
Model 21 79.40 98.47 97.90 99.25
Model 22 78.53 98.37 97.80 99.26
Model 23 79.57 98.50 97.80 99.28
Model 24 79.20 98.37 97.80 99.24
Model 25 77.93 98.47 97.80 99.22
Model 26 77.93 98.47 97.80 99.22
Model 27 86.47 98.37 97.90 99.19
Model 28 86.60 98.33 97.97 99.21
Model 29 84.93 98.40 97.97 99.22
Model 30 86.23 98.33 98.00 99.21
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Table 5.2. Accuracy values for Relief-F-based DDoS attack detection prediction models using
different four machine learning methods — Part 2

Accuracy (%)

Models LR MLP SVM RF
Model 31 86.50 98.40 98.10 99.22
Model 32 86.57 98.30 98.30 99.16
Model 33 88.03 98.33 98.30 99.15
Model 34 87.47 98.33 98.40 99.19
Model 35 87.13 98.47 98.37 99.15
Model 36 84.80 98.33 98.37 99.18
Model 37 75.80 98.40 98.37 99.18
Model 38 80.87 98.40 98.37 99.19
Model 39 75.03 98.30 98.27 99.21
Model 40 81.17 98.30 98.30 99.18
Model 41 85.70 98.33 98.30 99.16
Model 42 86.23 98.43 98.37 99.19
Model 43 88.40 98.37 98.37 99.13
Model 44 79.27 98.43 98.37 99.13
Model 45 87.20 98.40 98.37 99.16
Model 46 85.77 98.37 98.37 99.22
Model 47 89.23 98.27 98.37 99.18
Model 48 86.10 98.50 98.37 99.16
Model 49 85.77 98.40 98.40 99.21
Model 50 93.03 98.47 98.43 99.18
Model 51 90.70 98.50 98.43 99.18
Model 52 90.97 98.30 98.50 99.16
Model 53 88.13 98.37 98.50 99.19
Model 54 88.40 98.27 98.50 99.19
Model 55 89.40 98.40 98.50 99.19
Model 56 88.80 98.47 98.53 99.22
Model 57 89.90 98.30 98.63 99.12
Model 58 93.70 98.47 98.53 99.07
Model 59 97.03 98.47 98.40 98.97
Model 60 96.80 98.33 98.40 99.01
Model 61 89.80 98.37 98.33 99.03
Model 62 96.97 98.57 96.43 98.22
Model 63 95.27 98.40 96.33 96.09
Model 64 95.27 98.33 96.00 95.51
Model 65 49.90 98.53 49.83 50.40

40



Table 5.3. Precision values for Relief-F-based DDoS attack detection prediction models using
different four machine learning methods — Part 1

Precision (%)

Models LR MLP SVM RF
Model 1 71.26 98.37 97.76 99.23
Model 2 72.80 98.40 97.76 99.24
Model 3 71.32 98.40 97.76 99.24
Model 4 78.45 98.34 97.76 99.24
Model 5 76.15 98.44 97.76 99.23
Model 6 70.96 98.20 97.76 99.24
Model 7 70.25 98.40 97.76 99.24
Model 8 69.14 98.54 97.76 99.26
Model 9 70.38 98.47 97.76 99.24
Model 10 70.04 98.37 97.76 99.24
Model 11 70.99 98.34 97.90 99.21
Model 12 71.66 98.40 97.90 99.26
Model 13 72.00 98.23 97.90 99.26
Model 14 70.39 98.24 97.90 99.24
Model 15 73.11 98.27 97.90 99.26
Model 16 71.03 98.17 97.90 99.26
Model 17 70.22 98.24 97.90 99.27
Model 18 78.98 98.37 97.90 99.26
Model 19 78.88 98.50 97.90 99.27
Model 20 78.88 98.44 97.90 99.21
Model 21 79.55 98.47 97.90 99.24
Model 22 78.66 98.37 97.80 99.26
Model 23 79.72 98.50 97.80 99.27
Model 24 79.34 98.37 97.80 99.23
Model 25 78.05 98.47 97.80 99.21
Model 26 78.08 98.47 97.80 99.21
Model 27 86.47 98.37 97.90 99.18
Model 28 86.61 98.34 97.97 99.20
Model 29 84.92 98.40 97.97 99.21
Model 30 86.23 98.34 98.00 99.20
Model 31 86.48 98.40 98.10 99.21
Model 32 86.57 98.30 98.30 99.15
Model 33 88.06 98.34 98.30 99.14
Model 34 87.47 98.34 98.40 99.18
Model 35 87.13 98.47 98.37 99.14
Model 36 84.82 98.34 98.37 99.17
Model 37 75.94 98.40 98.37 99.17
Model 38 80.84 98.40 98.37 99.18
Model 39 75.13 98.30 98.27 99.20
Model 40 81.18 98.30 98.30 99.17
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Table 5.4. Precision values for Relief-F-based DDoS attack detection prediction models using
different four machine learning methods — Part 2

Precision (%)

Models LR MLP SVM RF
Model 41 85.71 98.34 98.30 99.15
Model 42 86.24 08.44 98.37 99.18
Model 43 88.39 98.37 98.37 99.12
Model 44 79.23 98.44 98.37 99.12
Model 45 87.24 98.40 98.37 99.15
Model 46 85.76 98.37 98.37 99.21
Model 47 89.22 98.27 98.37 99.17
Model 48 86.04 98.50 98.37 99.15
Model 49 85.70 98.40 98.40 99.20
Model 50 93.02 98.47 98.44 99.17
Model 51 90.70 98.50 98.44 99.17
Model 52 90.95 98.30 98.50 99.15
Model 53 88.11 98.37 98.50 99.18
Model 54 88.40 98.27 98.50 99.18
Model 55 89.36 98.40 98.50 99.18
Model 56 88.76 98.47 98.54 99.21
Model 57 89.87 98.30 98.64 99.11
Model 58 93.70 98.47 98.54 99.07
Model 59 97.04 98.47 98.40 98.97
Model 60 96.81 98.34 98.40 99.01
Model 61 89.76 98.37 98.33 99.02
Model 62 96.97 98.57 96.43 98.24
Model 63 95.27 98.40 96.33 96.16
Model 64 95.27 98.34 96.00 95.57
Model 65 50.35 98.54 50.28 50.37
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Table 5.5. Recall values for Relief-F-based DDoS attack detection prediction models using
different four machine learning methods — Part 1

Recall (%)
Models LR MLP SVM RF
Model 1 75.34 98.38 97.79 99.23
Model 2 75.22 98.42 97.79 99.25
Model 3 74.57 98.41 97.79 99.25
Model 4 81.01 98.35 97.79 99.25
Model 5 79.57 98.45 97.79 99.23
Model 6 71.73 98.22 97.79 99.25
Model 7 72.06 98.41 97.79 99.25
Model 8 69.69 98.54 97.79 99.26
Model 9 72.33 98.47 97.79 99.25
Model 10 72.07 98.38 97.79 99.25
Model 11 77.16 98.34 97.91 99.22
Model 12 76.77 98.41 97.91 99.26
Model 13 78.19 98.24 97.91 99.26
Model 14 75.57 98.26 97.91 99.25
Model 15 76.07 98.28 97.91 99.26
Model 16 77.67 98.19 97.91 99.26
Model 17 75.97 98.25 97.91 99.28
Model 18 82.71 98.39 97.91 99.26
Model 19 82.63 98.52 97.91 99.28
Model 20 82.62 98.45 97.91 99.22
Model 21 84.32 98.47 97.91 99.25
Model 22 82.52 98.38 97.82 99.26
Model 23 84.37 98.51 97.82 99.28
Model 24 81.86 98.38 97.82 99.23
Model 25 80.29 08.48 97.82 99.22
Model 26 80.57 98.47 97.82 99.22
Model 27 87.42 98.38 97.92 99.19
Model 28 87.85 98.35 97.98 99.20
Model 29 86.37 98.42 97.98 99.22
Model 30 88.09 98.35 98.02 99.20
Model 31 87.31 98.40 98.11 99.22
Model 32 87.68 98.32 98.30 99.16
Model 33 89.40 98.34 98.30 99.14
Model 34 89.56 98.35 98.40 99.19
Model 35 89.21 98.47 98.37 99.14
Model 36 87.10 98.35 98.37 99.17
Model 37 80.60 98.41 98.37 99.17
Model 38 81.93 98.40 98.37 99.19
Model 39 79.74 98.32 98.27 99.20
Model 40 84.73 98.32 98.30 99.17
Model 41 87.03 98.35 98.30 99.16
Model 42 87.67 08.44 98.37 99.19
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Table 5.6. Recall values for Relief-F-based DDoS attack detection prediction models using
different four machine learning methods — Part 2

Recall (%)

Models LR MLP SVM RF
Model 43 89.01 98.37 98.37 99.13
Model 44 79.97 98.46 98.37 99.13
Model 45 88.47 98.42 98.37 99.16
Model 46 87.01 98.38 98.37 99.22
Model 47 90.18 98.27 98.37 99.17
Model 48 86.71 98.51 98.37 99.16
Model 49 86.00 98.41 98.41 99.20
Model 50 93.05 98.47 98.44 99.17
Model 51 91.25 98.51 98.44 99.17
Model 52 91.33 98.32 98.51 99.16
Model 53 88.70 98.38 98.51 99.19
Model 54 88.74 98.28 98.51 99.19
Model 55 90.28 98.41 98.51 99.19
Model 56 89.11 98.48 98.54 99.22
Model 57 90.27 98.31 98.64 99.12
Model 58 94.30 98.48 98.53 99.07
Model 59 97.15 08.48 98.40 98.97
Model 60 96.93 98.35 98.40 99.02
Model 61 89.94 98.38 98.33 99.03
Model 62 97.07 98.58 96.70 98.28
Model 63 95.58 98.40 96.58 96.49
Model 64 95.58 98.35 96.25 95.94
Model 65 95.57 98.54 96.25 95.94

Table 5.7. F1-Score values for Relief-F-based DDoS attack detection prediction models
different four machine learning methods - Part 1

using

Models

F1-Score (%)

LR MLP SVM RF
Model 1 73.25 98.37 97.77 99.23
Model 2 73.99 98.41 97.77 99.24
Model 3 72.91 98.41 97.77 99.24
Model 4 79.71 98.34 97.77 99.24
Model 5 77.82 98.44 97.77 99.23
Model 6 71.34 98.21 97.77 99.24
Model 7 71.14 98.41 97.77 99.24
Model 8 69.41 98.54 97.77 99.26
Model 9 71.34 98.47 97.77 99.24
Model 10 71.04 98.38 97.77 99.24
Model 11 73.95 98.34 97.91 99.21
Model 12 74.12 98.41 97.91 99.26
Model 13 74.97 98.24 97.91 99.26
Model 14 72.89 98.25 97.91 99.24
Model 15 74.56 98.28 97.91 99.26
Model 16 74.20 98.18 97.91 99.26
Model 17 72.98 98.25 97.91 99.28
Model 18 80.80 98.38 97.91 99.26
Model 19 80.71 98.51 97.91 99.28
Model 20 80.71 98.44 97.91 99.22
Model 21 81.86 98.47 97.91 99.24
Model 22 80.54 98.37 97.81 99.26
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Table 5.8. F1-Score values for Relief-F-based DDoS attack detection prediction models using
different four machine learning methods - Part 2
F1-Score (%)

Models LR MLP SVM RF
Model 23 81.98 98,51 97.81 99.28
Model 24 80.58 98.38 97.81 99.23
Model 25 79.15 08.48 97.81 99.22
Model 26 79.30 98.47 97.81 99.22
Model 27 86.94 98.38 97.91 99.19
Model 28 87.23 98.35 97.98 99.20
Model 29 85.63 98.41 97.98 99.22
Model 30 87.15 98.34 98.01 99.20
Model 31 86.90 98.40 98.11 99.21
Model 32 87.12 98.31 98.30 99.16
Model 33 88.73 98.34 98.30 99.14
Model 34 88.51 98.34 98.40 99.19
Model 35 88.16 98.47 98.37 99.14
Model 36 85.95 98.34 98.37 99.17
Model 37 78.20 98.40 98.37 99.17
Model 38 81.38 98.40 98.37 99.18
Model 39 77.37 98.31 98.27 99.20
Model 40 82.92 98.31 98.30 99.17
Model 41 86.37 98.34 98.30 99.15
Model 42 86.95 98.44 98.37 99.19
Model 43 88.70 98.37 98.37 99.13
Model 44 79.60 98.45 98.37 99.13
Model 45 87.85 98.41 98.37 99.16
Model 46 86.38 98.38 98.37 99.22
Model 47 89.70 98.27 98.37 99.17
Model 48 86.38 98.51 98.37 99.15
Model 49 85.85 98.41 98.41 99.20
Model 50 93.03 98.47 98.44 99.17
Model 51 90.97 98.51 98.44 99.17
Model 52 91.14 98.31 98.51 99.16
Model 53 88.40 98.38 98.51 99.19
Model 54 88.57 98.28 98.51 99.19
Model 55 89.82 98.41 98.51 99.19
Model 56 88.93 98.47 98.54 99.21
Model 57 90.07 98.30 98.64 99.11
Model 58 94.00 08.48 98.53 99.07
Model 59 97.09 08.48 98.40 98.97
Model 60 96.87 98.34 98.40 99.01
Model 61 89.85 98.37 98.33 99.03
Model 62 97.02 98.57 96.57 98.26
Model 63 95.42 98.40 96.45 96.32
Model 64 95.42 98.34 96.12 95.76
Model 65 95.41 98.54 96.11 95.75

5.1.2. mRMR Results
Table 5.9 through Table 5.16 show the accuracy, precision, recall, and F1-score values for

mRMR-based DDoS attack prediction models. Figure 5.2 illustrates the percentage increase rates in
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accuracy, precision, recall, and F1-score values for DDoS attack prediction models with mRMR

method.

Table 5.9. Accuracy values for mRMR-based DDoS attack detection prediction models using
different four machine learning methods — Part 1

Accuracy (%)

Models LR MLP SVM RF
Model 66 73.23 98.30 97.77 99.28
Model 67 70.73 98.53 97.77 99.24
Model 68 70.60 98.27 97.77 99.24
Model 69 70.80 98.47 97.77 99.24
Model 70 71.00 98.43 97.80 99.25
Model 71 71.93 08.43 97.80 99.26
Model 72 71.90 98.27 97.80 99.25
Model 73 70.70 98.40 97.80 99.25
Model 74 73.87 98.40 97.80 99.26
Model 75 73.37 98.33 97.67 99.24
Model 76 72.00 98.30 97.93 99.25
Model 77 73.27 98.37 97.77 99.26
Model 78 71.47 98.47 97.77 99.25
Model 79 71.40 98.47 97.80 99.21
Model 80 71.40 98.37 97.80 99.25
Model 81 71.60 98.53 97.83 99.21
Model 82 71.43 98.47 97.80 99.24
Model 83 70.33 98.40 97.80 99.26
Model 84 71.57 98.37 97.80 99.25
Model 85 70.07 98.43 97.83 99.24
Model 86 70.83 98.23 97.83 99.25
Model 87 71.07 98.27 98.00 99.24
Model 88 72.77 98.40 98.00 99.25
Model 89 70.20 98.53 98.03 99.25
Model 90 73.97 98.33 98.03 99.25
Model 91 74.87 98.27 98.03 99.25
Model 92 77.37 98.37 98.20 99.25
Model 93 82.90 98.30 98.47 99.24
Model 94 78.80 98.30 98.47 99.24
Model 95 74.20 98.37 98.47 99.25
Model 96 74.07 98.33 98.47 99.28
Model 97 78.23 98.37 98.47 99.24
Model 98 86.13 98.47 98.50 99.24
Model 99 82.27 98.40 98.50 99.29
Model 100 81.43 98.37 98.50 99.25
Model 101 81.53 98.27 98.50 99.25
Model 102 83.70 98.23 98.50 99.25
Model 103 80.50 98.37 98.50 99.25
Model 104 74.47 98.37 98.50 99.19
Model 105 75.30 98.50 98.50 99.26
Model 106 76.30 98.33 98.50 99.24
Model 107 73.03 98.37 98.50 99.25
Model 108 73.43 98.37 98.50 99.25
Model 109 81.43 98.27 98.77 99.26
Model 110 7227 98.37 98.60 99.22
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Table 5.10. Accuracy values for mRMR-based DDoS attack detection prediction models using
different four machine learning methods — Part 2

Accuracy (%)

Models LR MLP SVM RF
Model 111 79.33 08.47 98.60 99.25
Model 112 72.17 98.27 98.60 99.24
Model 113 75.60 98.33 98.53 99.26
Model 114 73.53 98.33 98.97 99.22
Model 115 73.53 98.43 98.97 99.24
Model 116 81.87 98.37 98.93 99.21
Model 117 83.97 98.43 98.90 99.22
Model 118 53.87 98.33 98.90 99.26
Model 119 63.37 98.37 98.87 99.21
Model 120 55.40 98.50 98.87 99.26
Model 121 60.43 98.23 98.80 99.22
Model 122 54.17 98.20 98.50 99.15
Model 123 59.50 98.60 98.10 99.00
Model 124 51.50 98.50 97.77 98.76
Model 125 90.17 98.43 97.30 98.78
Model 126 94.03 98.43 97.23 98.81
Model 127 94.07 98.40 97.27 98.37
Model 128 84.50 98.40 97.27 98.15
Model 129 82.77 98.40 93.83 95.51
Model 130 82.13 98.33 93.10 95.79

Table 5.11. Precision values for mRMR-based DDoS attack detection prediction models
different four machine learning methods — Part 1

using

Models

Precision (%)

LR MLP SVM RF
Model 66 73.38 98.30 97.76 99.27
Model 67 70.86 98.54 97.76 99.23
Model 68 70.72 98.27 97.76 99.23
Model 69 70.91 98.47 97.76 99.23
Model 70 71.12 98.44 97.80 99.24
Model 71 72.06 98.44 97.80 99.26
Model 72 72.03 98.27 97.80 99.24
Model 73 70.82 98.40 97.80 99.24
Model 74 74.01 98.40 97.80 99.26
Model 75 73.51 98.34 97.66 99.23
Model 76 72.14 98.30 97.93 99.24
Model 77 73.41 98.37 97.76 99.26
Model 78 71.60 98.47 97.76 99.24
Model 79 71.53 98.47 97.80 99.20
Model 80 71.52 98.37 97.80 99.24
Model 81 71.73 98.54 97.83 99.20
Model 82 71.57 98.47 97.80 99.23
Model 83 70.46 98.40 97.80 99.26
Model 84 71.71 98.37 97.80 99.24
Model 85 70.18 98.44 97.83 99.23
Model 86 70.94 98.24 97.83 99.24
Model 87 71.21 98.27 98.00 99.23
Model 88 72.91 98.40 98.00 99.24
Model 89 70.32 98.54 98.03 99.24
Model 90 74.09 98.34 98.03 99.24
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Table 5.12. Precision values for mRMR-based DDoS attack detection prediction models using
different four machine learning methods — Part 2

Precision (%)

Models LR MLP SVM RF
Model 91 75.02 98.27 98.03 99.24
Model 92 77.49 98.37 98.20 99.24
Model 93 83.07 98.30 98.47 99.23
Model 94 78.94 98.30 98.47 99.23
Model 95 74.33 98.37 98.47 99.24
Model 96 74.18 98.34 98.47 99.27
Model 97 78.34 98.37 98.47 99.23
Model 98 86.09 98.47 98.50 99.23
Model 99 82.23 98.40 98.50 99.29
Model 100 81.41 98.37 98.50 99.24
Model 101 81.51 98.27 98.50 99.24
Model 102 83.69 98.23 98.50 99.24
Model 103 80.45 98.37 98.50 99.24
Model 104 74.62 98.37 98.50 99.18
Model 105 75.46 98.50 98.50 99.26
Model 106 76.45 98.34 98.50 99.23
Model 107 73.20 98.37 98.50 99.24
Model 108 73.59 98.37 98.50 99.24
Model 109 81.46 98.27 98.77 99.26
Model 110 72.39 98.37 98.60 99.21
Model 111 79.50 98.47 98.60 99.24
Model 112 72.30 98.27 98.60 99.23
Model 113 75.74 98.34 98.54 99.26
Model 114 73.64 98.34 98.97 99.21
Model 115 73.63 98.44 98.97 99.23
Model 116 81.86 98.37 98.93 99.20
Model 117 83.95 98.44 98.90 99.21
Model 118 54.05 98.34 98.90 99.26
Model 119 63.34 98.37 98.87 99.20
Model 120 55.36 98.50 98.87 99.26
Model 121 60.40 98.24 98.80 99.21
Model 122 54.12 98.20 98.50 99.14
Model 123 59.46 98.60 98.10 99.00
Model 124 51.68 98.50 97.77 98.76
Model 125 90.17 98.44 97.31 98.77
Model 126 94.03 98.44 97.24 98.81
Model 127 94.07 98.40 97.27 98.38
Model 128 84.48 98.40 97.27 98.15
Model 129 82.75 98.40 93.83 95.56
Model 130 82.11 98.34 93.10 95.86
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Table 5.13. Recall values for mRMR-based DDoS attack detection prediction models using
different four machine learning methods - Part 1

Recall (%)

Models LR MLP SVM RF
Model 66 77.49 98.31 97.79 99.28
Model 67 75.17 98.54 97.79 99.23
Model 68 73.95 98.28 97.79 99.23
Model 69 73.67 98.48 97.79 99.23
Model 70 72.98 98.44 97.82 99.25
Model 71 73.96 98.45 97.82 99.26
Model 72 74.88 98.28 97.82 99.25
Model 73 75.35 98.41 97.82 99.25
Model 74 79.69 98.41 97.82 99.26
Model 75 78.62 98.35 97.69 99.23
Model 76 77.95 98.32 97.94 99.25
Model 77 79.31 98.38 97.79 99.26
Model 78 77.65 98.47 97.79 99.25
Model 79 77.84 98.47 97.82 99.20
Model 80 78.14 98.38 97.82 99.25
Model 81 78.30 98.55 97.85 99.20
Model 82 74.96 08.48 97.82 99.23
Model 83 72.35 98.42 97.82 99.26
Model 84 77.87 98.38 97.82 99.25
Model 85 73.53 98.45 97.85 99.23
Model 86 75.47 98.25 97.85 99.25
Model 87 76.53 98.28 98.01 99.23
Model 88 78.31 98.40 98.01 99.25
Model 89 76.49 98.55 98.04 99.25
Model 90 79.31 98.35 98.04 99.25
Model 91 81.15 98.28 98.04 99.25
Model 92 79.28 98.38 98.20 99.25
Model 93 86.17 98.32 98.47 99.23
Model 94 82.32 98.31 98.47 99.23
Model 95 80.45 98.39 98.47 99.25
Model 96 77.70 98.34 98.47 99.28
Model 97 82.18 98.38 98.47 99.23
Model 98 85.92 98.47 98.50 99.23
Model 99 82.12 98.41 98.50 99.29
Model 100 83.02 98.38 98.50 99.25
Model 101 84.56 98.28 98.50 99.25
Model 102 86.58 98.24 98.50 99.25
Model 103 81.10 98.39 98.50 99.25
Model 104 80.84 98.39 98.50 99.19
Model 105 81.71 98.51 98.50 99.26
Model 106 81.11 98.35 98.50 99.23
Model 107 81.53 98.37 98.50 99.25
Model 108 80.73 98.38 98.50 99.25
Model 109 86.45 98.28 98.76 99.26
Model 110 76.80 98.38 98.60 99.22
Model 111 85.24 08.48 98.60 99.25
Model 112 77.61 98.28 98.60 99.23
Model 113 79.01 98.35 98.54 99.26
Model 114 77.88 98.35 98.96 99.22
Model 115 78.25 98.44 98.96 99.23
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Table 5.14. Recall values for mRMR-based DDoS attack detection prediction models using
different four machine learning methods - Part 2

Recall (%)

Models LR MLP SVM RF
Model 116 86.99 98.39 98.93 99.20
Model 117 87.14 98.45 98.90 99.22
Model 118 66.49 98.35 98.90 99.26
Model 119 63.46 98.38 98.87 99.20
Model 120 58.08 98.51 98.87 99.26
Model 121 59.63 98.25 98.80 99.22
Model 122 58.70 98.22 98.50 99.14
Model 123 61.75 98.61 98.11 99.01
Model 124 44.50 98.51 97.80 98.77
Model 125 91.43 98.44 97.36 98.78
Model 126 94.67 08.44 97.30 98.81
Model 127 94.75 98.41 97.33 98.40
Model 128 89.41 98.41 97.34 98.17
Model 129 87.93 98.41 94.35 95.72
Model 130 88.12 98.34 93.74 96.04

Table 5.15. F1-Score values for mRMR-based DDoS attack detection prediction models
different four machine learning methods — Part 1

using

F1-Score (%)

Models LR MLP SVM RF
Model 66 75.38 9831 97.77 99.27
Model 67 72.95 98.54 97.77 99.23
Model 68 72.30 98.28 97.77 99.23
Model 69 72.26 98.47 97.77 99.23
Model 70 72.04 98.44 97.81 99.24
Model 71 73.00 98.44 97.81 99.26
Model 72 73.43 98.27 97.81 99.25
Model 73 73.02 98.41 97.81 99.24
Model 74 76.75 98.41 97.81 99.26
Model 75 75.97 98.34 97.68 99.23
Model 76 74.93 98.31 97.94 99.25
Model 77 76.25 98.37 97.78 99.26
Model 78 74.50 98.47 97.78 99.25
Model 79 74.55 98.47 97.81 99.20
Model 80 74.69 98.38 97.81 99.24
Model 81 74.87 98.54 97.84 99.20
Model 82 73.22 08.48 97.81 99.23
Model 83 71.39 98.41 97.81 99.26
Model 84 74.66 98.37 97.81 99.25
Model 85 71.82 98.44 97.84 99.23
Model 86 73.13 98.25 97.84 99.25
Model 87 73.77 98.28 98.00 99.23
Model 88 75.51 98.40 98.00 99.25
Model 89 73.27 98.54 98.04 99.25
Model 90 76.61 98.34 98.04 99.24
Model 91 77.97 98.28 98.04 99.24
Model 92 78.38 98.38 98.20 99.24
Model 93 84.59 98.31 98.47 99.23
Model 94 80.59 98.31 98.47 99.23
Model 95 77.27 98.38 98.47 99.24
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Table 5.16. F1-Score values for mRMR-based DDoS attack detection prediction models using
different four machine learning methods — Part 2
F1-Score (%)

Models LR MLP SVM RF
Model 96 75.90 98.34 98.47 99.27
Model 97 80.22 98.37 98.47 99.23
Model 98 86.00 98.47 98.50 99.23
Model 99 82.18 98.41 98.50 99.29
Model 100 82.21 98.37 98.50 99.24
Model 101 83.01 98.28 98.50 99.24
Model 102 85.11 98.24 98.50 99.24
Model 103 80.78 98.38 98.50 99.24
Model 104 77.61 98.38 98.50 99.18
Model 105 78.46 98.51 98.50 99.26
Model 106 78.71 98.34 98.50 99.23
Model 107 77.14 98.37 98.50 99.24
Model 108 76.99 98.37 98.50 99.24
Model 109 83.88 98.28 98.77 99.26
Model 110 74.53 98.38 98.60 99.21
Model 111 82.27 98.48 98.60 99.24
Model 112 74.86 98.27 98.60 99.23
Model 113 77.34 98.34 98.54 99.26
Model 114 75.70 98.34 98.97 99.21
Model 115 75.87 98.44 98.97 99.23
Model 116 84.35 98.38 98.93 99.20
Model 117 85.51 98.44 98.90 99.22
Model 118 59.63 98.34 98.90 99.26
Model 119 63.40 98.37 98.87 99.20
Model 120 56.69 98.51 98.87 99.26
Model 121 60.02 98.24 98.80 99.22
Model 122 56.32 98.21 98.50 99.14
Model 123 60.58 98.60 98.11 99.00
Model 124 47.82 98.51 97.79 98.77
Model 125 90.80 98.44 97.33 98.78
Model 126 94.35 98.44 97.27 98.81
Model 127 94.41 98.41 97.30 98.39
Model 128 86.88 98.41 97.30 98.16
Model 129 85.26 98.41 94.09 95.64
Model 130 85.01 98.34 93.42 95.95

5.2. Discussion

In this section, metric results are analyzed in detail. Along with comparing the success of ML
methods, successful models have also been compared. The importance of Relief-F and mRMR
feature selectors is particularly understood. Models obtained with Relief-F and mRMR feature
selectors have been evaluated under different headings. In the general discussion section, all models

have been evaluated and completed.

5.2.1. Discussion for Relief-F Method
Relief-F feature selection was found to be more successful than the mRMR method in the

predictions made by the LR method. In addition, the improvement in the LR method was found to
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be the highest not only in the models obtained with the Relief-F method but also in the models

obtained with the mRMR method. The evaluations on the models obtained with Relief-F are listed

below.

When models created with Relief-F feature selection algorithm are compared, the best ML

methods in sequence have been RF, SVM, MLP, LR.

Among the LR-based models, Model 60 had the lowest value in all metrics. Model 59
was the most successful model. When the Actmin feature was removed from Model 64,
a significant decrease was observed in Model 65. It was observed that Model 59 was
the most successful model. In the best model, 97.03%, 97.04%, 97.15% and 97.09%
values were obtained for accuracy, precision, recall and F1-score, respectively. This is
the best improvement in predictions with Relief-F feature selection. According to
Relief-F feature selection, the most successful features in LR models are Fplmean,
Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes. 25.90% increase compared to the
prediction without feature selection.

Among the MLP-based models, Model 16 was found to be the least successful for all
metric values. The most successful model is Model 62. In the best model, the accuracy,
precision, recall and Fl-score values were 98.57%, 98.57%, 98.58% and 98.57%,
respectively. It was observed that the maximum decrease was realized by removing the
Avrpcks feature. According to Relief-F feature selection, Fplmean, Cwefc, Actmin,
Ackfc, Bimin were found to be the most successful features in MLP models. There was
a 0.20% increase compared to the prediction without feature selection. The increase
between the worst model and the best model was 0.40%.

Among the SVM-based models, Model 65 was found to be the least successful for all
metric values. The most successful model is Model 57. In the best model, the accuracy,
precision, recall and Fl-score values were 98.63%, 98.64%, 98.64% and 98.64%,
respectively. The lowest values were obtained in all metrics by removing the Actmin
feature. There was a 46.17% decrease in accuracy. According to Relief-F feature
selection, the most successful features in MLP models are Fplmean, Cwefc, Actmin,
Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf. There was a 0.89% increase compared
to the prediction without feature selection. The increase between the worst model and
the best model was 48.80%.

Among the RF-based models, Model 65 was found to be the least successful for all
metric values. The most successful models were observed to be Model 17, Model 19
and Model 23. A value of 99.28% was obtained in the best models. By removing the
Actmin feature, the lowest values were obtained in all metrics. There was a 45.11%
decrease in accuracy. According to Relief-F feature selection, the features found in the

most successful RF models are Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc,
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Fbytes, Minpl, iwbf, Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin,
Afwdss, Fwdistd, Fplmax, Iwbb, Fwdhl. 1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf,
Tbpckts, Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts. There was a 0.04% increase in
accuracy compared to the prediction without feature selection. The increase between

the worst model and the best model was 48.88%.

5.2.2. Discussion for mRMR Method

In the predictions made with MLP, SVM and RF ML methods, mRMR feature selection was
found to be more successful than Relief-F. The evaluations about the models obtained with mRMR
are listed below.

When models created with mRMR feature selection algorithm are compared, the best ML

methods in sequence have been RF, SVM, MLP, LR.

e  Among the LR-based models, Model 124 had the lowest value in all metrics. The most
successful model was observed to be Model 127. When the Fbytes feature was removed
from Model 124, it was found that there was a high improvement in Model 60. Accuracy
value of 94.07% was obtained in the best model. This value is the best improvement in
predictions made with mRMR feature selection. The most successful features in LR
models according to mRMR feature selection are Fplmean, Cwefc, Actmin, Ackfc,
Bimin. There was a 20.84% increase compared to the prediction without feature
selection.

e  Among the MLP-based models, Model 122 was found to be the least successful for all
metric values. The most successful model was observed to be Model 123. A value of
98.60% was obtained in the best model. The maximum value was obtained by
subtracting the Iwbf feature from the minimum value. According to mRMR feature
selection, the most successful features in MLP models were Fplmean, Cwefc, Actmin,
Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl. There was a 0.3% increase compared to the
prediction without feature selection. The increase between the worst model and the best
model was 0.4%.

e Among the SVM-based models, Model 130 was found to be the least successful for all
metric values. The most successful models are Model 114 and Model 115. A value of
98.97% was obtained in the best models. By removing the Cwefc feature, the lowest
values were obtained in all metrics. There was a decrease of 0.70% in the accuracy
value. According to mRMR feature selection, the most successful features in MLP
models are Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss. There was a 1.20%
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increase compared to the prediction without feature selection. The increase between the
worst model and the best model was 5.77%.

e Among the RF-based models, Model 129 was found to be the least successful for all
metric values. The most successful model was observed to be Model 99. A value of
99.29% was obtained in the best model. By removing the Ackfc feature, the lowest
values were obtained in all metrics. There was a 2.64% decrease in the accuracy value.
According to mRMR feature selection, the features found in the most successful RF
models are Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd, Fplmax,
[wbb, Fwdhl. 1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts, Fwdpckts, Rdtfc,
Tlfpckts, Fwdhl, Bimax. There was a 0.10% increase compared to the prediction
without feature selection. The increase between the worst model and the best model was

3.78%.

5.3. General Discussion

The best method in all models was obtained with RF machine learning applied to the dataset
prepared with the mRMR feature selection method. SVM, MLP followed the RF model. The best
results obtained with SVM and MLP were obtained from models created with mRMR. The worst
model was LR.

When models created with both feature selection algorithms are compared, the best ML
methods in sequence have been RF, SVM, MLP, LR

In RF, SVM, MLP prediction methods, mRMR feature selection performed better than
Relief-F. However, Relief-F was found to be more successful than the mRMR method in the
predictions made in the LR method.

The LR model showed the highest improvement among the models. SVM, MLP followed
the LR model. The least improved model was RF.

In general, the best results were obtained mRMR between Model 99 and Model 127. The
features used in these models are Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes,
Minpl, iwbf, Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss.

In general, the best results were obtained Relief-F between Model 23 and Model 62. The
features used in these models are ackfc, prtcl, fplmin, minpl, fbytes, dport, fplmax, maxpl, urgfc,
fpckts, iwbf, fwdpckts, cwefc, fpflg, rdtfc, fdrtn, fwditotal, duratio, fimax, fwdimean, fwdimax,
bplmax, imax, fwdistd, plstd, sbfwdbyt, imean, imin, plmean, iwbb, fistd, bplstd, tifpckts, bitotal,
mplmin, mssf, bimin, sbfwdpckt, tfpckts, adpf, bimax, fwdhl1, plvrnc, fwdhl.

RF is the most successful machine learning method and the other methods are respectively

Accuracy, precision, recall and F1-Score metric values are analyzed from Figure 5.1. to Figure 5.4.
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Figure 5.1. Percentage increase rates in accuracies of DDoS attack detection for RF-based models
compared to accuracies obtained by the rest of the machine learning methods
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Figure 5.2. Percentage increase rates in precision of DDoS attack detection for RF-based models
compared to precision obtained by the rest of the machine learning methods.
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Figure 5.3. Percentage increase rates in recall of DDoS attack detection for RF-based models
compared to recall obtained by the rest of the machine learning methods.
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Figure 5.4. Percentage increase rates in F1-Score of DDoS attack detection for RF-based models
compared to F1-Score obtained by the rest of the machine learning methods.

5.4. Comparing Results with Other Studies in the Literature

This section compares the accuracy, precision, recall and F1-Score metrics of several studies
with the DDoS dataset. The best methods of the compared studies are added to the table. Among the
included studies, k-NN was found to be the best model.
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The models achieving the highest accuracy performance is Model 99 in this study, all
attaining a value of 99.29%.

(Tahirou et al., 2023) have employed KNN and NB machine learning methods, different
from this study. In both studies, SVM machine learning method and the CICDD0S2019 dataset have
been utilized. They conducted a study on DDoS attack detection in SDN environments. In this study,
fewer features were used. While the best model in this study was the traditional method RF, in
Tahirou and his colleagues' study, it was SVM. Despite the use of two different feature selections in
this study, Tahirou and his colleagues did not use any feature selectors. Sequentially, accuracy,
precision, recall, and F-measure metrics yielded results of 98.9%, 99%, 98%, and 97.9%, whereas in
Model 99, a result of 99.29% was obtained across all metrics.

(Almiani et al, 2021), conducted a study to detect DDoS attacks with ANN.
Similar to this study, Almiani employed neural network methods in his own research to detect DDoS
attacks. Unlike this study, Almiani and his colleagues employed the Kalman propagation method
with ANN. In this study, RF, SVM, MLP, and LR machine learning methods were utilized. The
dataset for both studies was selected as CICDDo0S2019. While the accuracy, precision, and F1-score
metrics were determined as 97.71, 96.13, and 97.75, respectively, in sequence, in this study, Model
99 achieved a result of 99.29% across all metrics.

(Lawall et al., 2021) conducted a study to detect DDoS attacks with k-NN. (Lawall et al.,
2021) and the purpose of this study is DDoS attack detection. In both studies, the CICDD0S2019
dataset has been utilized. (Lawall et al., 2021) and their colleagues, in contrast to using k-NN, DT,
and NB machine learning methods, employed RF, SVM, MLP, and LR machine learning methods
in this study. The accuracy value has been calculated as 99.99%, and precision, recall, and F1-score
metric values have been determined as 100.00%. In this study, Model 99 achieved a result of 99.29%
across all metrics. While (Lawall et al., 2021) and their colleagues did not prefer feature selectors, in
this study, two feature selection methods were used.

The objectives of the studies conducted with the CICDDo0S2019 dataset are generally DDoS
attack detection. This is also the case in the studies discussed here. Not only ML methods but also
the dataset affects the success. The type of data set is not enough, and the number of samples taken
from the data set and the number of features also affect the results. Therefore, a one-to-one
comparison would not be very accurate.

In general, the following conclusion can be reached. The success rate in DDoS attack
detection studies is notably high. Machine learning methods achieve remarkable efficiency in
detecting DDoS attacks. Given that billions of attacks occur, and large-sized packets are sent, even
a 1% failure implies that the damage cannot be completely prevented. Therefore, these elevated
success rates are attributed to the simplicity of DDoS attacks, the increasing frequency of such attacks
each year, and the substantial damages incurred. Consequently, there is a need for further current

studies in this field.
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Table 5.20. Comparison of the results with previous works

Accuracy Precision Recall F1-Score

Study Model (%) (%) (%) (%)

(Lawall et al., 2021) k-NN 99.99 100 100 100

(Tahirou et al., 2023) SVM 98.90 99.00 98.00 97.90
(Almiani et al., 2021) ANN 97.71 96.13 n.a. 97.75
This Study (Model 99) RF 99.29 99.29 99.29 99.29
This Study (Model 115) SVM 98.97 98.97 98.96 98.97
This Study (Model 123) MLP 98.60 98.60 98.61 98.60
This Study (Model 59) LR 97.03 97.04 97.15 97.09
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6. CONCLUSION AND FUTURE WORK

6.1. Conclusion

DDoS attacks are a type of cyber-attack that threatens all internet-connected systems and
software and is extremely difficult to prevent. Recently, various studies have been conducted on
DDoS attacks. However, considering the difficulty in preventing the attack and the negative impact
on the systems, it is obvious that more work needs to be carried out. Filtering efforts to prevent DDoS
attacks are insufficient. It not only disrupts the work and functioning of the institutions it affects, but
also causes damage on material and prestige. It is vital to carry out up-to-date studies to overcome
such negative situations.

In this study, DDoS attacks have been detected with dataset which is CICDDOS2019. Relief-
F and mRMR feature selectors were used to rank the features in the CICDDOS2019 dataset based
on their scores. 130 models were created in accordance with the determined feature order. Metric
values for these 130 models were calculated using LR, MLP, SVM, and RF machine learning
classifiers. In this context, accuracy, precision, recall, and F1-Score metric values have been
calculated. According to the two feature selectors considered in the study, the RF and LR algorithms
are the most successful and the least successful methods, respectively. However, in terms of the
improvement in the accuracy obtained from the methods based on selected features, the LR method
was found to be superior to the other methods.

The features that come to the prominence through the mRMR and Relief-F feature selectors
vary. In general, it is observed that the best features are provided in the first 17 features. According
to mRMR, most important features are: Fplmean, Actmin, Bimin, mssf, Plmean, Sbbwdpckt,
Fwditotal, Duratio. According to Relief-F, most important features are: Dport, Fplmax, Fpckts,
Fwdpckts, Fpflg, Rdtfc, Fimin and Afwdss. Among the first 17 features, the prominent features
according to both feature selectors can be listed as follows: Cwefc, Ackfc, Urgfc, Fbytes, Minpl,
Iwbf, Fplmin, Maxpl, Prtcl.

The four different machine learning methods have been applied on the built 130 models. The
best results for each machine learning method have been obtained in different models. In experiments
conducted with the LR-based machine learning method, the best result was achieved with the model
obtained through Relief-F feature selection at Model 59. In experiments conducted with the MLP
machine learning method, the best result was obtained with the model obtained through mRMR
feature selection at Model 123. In experiments conducted with the SVM machine learning method,
the best result was obtained with the model obtained through mRMR feature selection at Model 115.
In experiments conducted with the RF machine learning method, the best result was obtained with
the model obtained through mRMR feature selection at Model 99.

The LR machine learning experiments revealed that features such as ackfc, prtcl, fplmin,

minpl, fbytes, dport, fplmax, and maxpl were incorporated into the optimal model. In the MLP
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machine learning experiments, key features like dport, prtcl, fdrtn, tfpckts, tbpckts, tifpckts, tibpckts,
fplmax, and fplmin emerged as integral components of the top-performing model. As for the SVM
machine learning experiments, essential features including dport, prtcl, fdrtn, tfpckts, tbpckts,
tifpckts, tlbpckts, fplmax, fplmin, fplmean, fplstd, bplmax, mplmin, bplmean, bplstd, fbytes, and
fpckts were identified in the optimal model. In the RF machine learning experiments, a
comprehensive set of features, such as dport, prtcl, fdrtn, tfpckts, tbpckts, tifpckts, tlbpckts, fplmax,
fplmin, fplmean, fplstd, bplmax, mplmin, bplmean, bplstd, fbytes, fpckts, fimean, fistd, fimax, fimin,
fwditotal, fwdimean, fwdistd, fwdimax, fwdimin, bitotal, bimean, bistd, bimax, bimin, fpflg, and
fwdhl, were deemed essential for optimal model performance.

In both feature selection methods, it has been determined that packet size and temporal
features are important. Relief-F feature selection prioritized packet sizes, while mRMR feature
selection prioritized temporal features. According to the obtained results, the most successful model
in MLP, SVM, and RF machine learning methods was achieved with temporal features. On the other
hand, according to LR machine learning method, the most successful model was obtained with packet

size features.

6.2. Future Work

Researchers have undertaken extensive investigations into DDoS attack detection, exploring
diverse datasets, traditional and modern machine learning techniques, as well as hybrid
methodologies. This comprehensive exploration has yielded numerous effective approaches,
resulting in notable success rates in DDoS attack detection. Both quantitatively and qualitatively,
these studies have demonstrated a high level of proficiency. Nonetheless, the pervasive threat of
DDoS attacks across various domains highlights the ongoing relevance and significance of continued
research in DDoS attack detection.

In this context, it is crucial to focus not only on relying on old methods but also on improving
existing methods and emphasizing new machine learning detection studies. Additionally, using
different datasets can significantly contribute to DDoS attack detection studies. For instance, creating
new datasets from IoT devices and virtual machines is feasible. Investment should be made for the
creation of new datasets. Devices should be procured and laboratories should be established
specifically for the purpose of detecting DDoS attacks. Despite ongoing efforts in conducting up-to-
date studies against DDoS attacks, attackers also update their software.

Developing hybrid scenarios in machine learning methods and conducting new analysis
studies are of great importance. Newly created datasets, when combined with old datasets, can
provide different approaches. Alongside all these new approaches, when feature selection methods
are applied, an increase in success rates is anticipated. Developing original scenarios by using new
machine learning methods and up-to-date feature selection techniques on new datasets will contribute

significantly to the studies of DDoS attack detection.
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Additionally, it is crucial to create datasets that encompass a wide variety of attacks. As the
diversity of attacks increases, the success rates of models tend to decrease. Improvement efforts
conducted on challenging datasets will also make a significant contribution to DDoS attack detection
studies. In machine learning studies, the issue of overfitting hinders the progress of research. Features
causing overfitting in data set creation studies should be identified and clearly expressed in articles.

Studies in the literature universally report success in attack detection. Attackers engage in
meticulous preparation prior to launching attacks. Hence, it is imperative to underscore preventive
measures to thwart these preparations. DDoS attacks leverage a multitude of internet-connected
devices, including computers, tablets, and phones, making any such device a potential tool for
attackers. Ensuring the security of devices implicated in DDoS attacks is paramount. Often, users of
these devices are unaware of their devices' involvement. Consequently, there is a pressing need to

develop software aimed at preventing internet-connected devices from being commandeered as bots.
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Appendices A.1. Relief-F Based Prediction Models

The tables between Table A.1.1 and Table A.1.6 provide an overview of Relief-F based

prediction models, showing each one along with its unique prediction variables.

Table A.1.1. Overview of Relief-F-based prediction models - Part 1

Models Predictor Variables

Model 1 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss, Actmax, Actmin, Actmean, Sbbwdbyt, Tlbpckts, Fpckts, Bimean,
Abwdss, Bplmean, Actstd

Model 2 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss, Actmax, Actmin, Actmean, Sbbwdbyt, Tlbpckts, Fpckts, Bimean,
Abwdss, Bplmean

Model 3 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss, Actmax, Actmin, Actmean, Sbbwdbyt, Tlbpckts, Fpckts, Bimean,
Abwdss

Model 4 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss, Actmax, Actmin, Actmean, Sbbwdbyt, Tlbpckts, Fpckts, Bimean

Model 5 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss, Actmax, Actmin, Actmean, Sbbwdbyt, Tlbpckts, Fpckts
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Table A.1.2. Overview of Relief-F-based prediction models -Part 2

Models

Predictor Variables

Model 6

Model 7

Model 8

Model 9

Model 10

Model 11

Model 12

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss, Actmax, Actmin, Actmean, Sbbwdbyt, Tlbpckts

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss, Actmax, Actmin, Actmean, Sbbwdbyt

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss, Actmax, Actmin, Actmean

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss, Actmax, Actmin

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss, Actmax

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin,
Afwdss

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin, Fwdimin
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Table A.1.3. Overview of Relief-F-based prediction models - Part 3

Models

Predictor Variables

Model 13

Model 14

Model 15

Model 16

Model 17

Model 18

Model 19

Model 20

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks, Fimin

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean, Avrpcks

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl, Fplmean

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts, Bwdhl

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts, Sbbwdpckt, Bwdpckts

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, istd, Bistd,
Tbpckts, Sbbwdpckt

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd,
Tbpckts

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd, Bistd
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Table A.1.4. Overview of Relief-F-based prediction models - Part 4

Models

Predictor Variables

Model 21

Model 22

Model 23

Model 24

Model 25

Model 26

Model 27

Model 28

Model 29

Model 30

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd, Istd
Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl, Fplstd

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc, Fwdhl

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1, Plvrnc

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax, Fwdhl.1

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf, Bimax

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts, adpf

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, imean, [min,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt, Tfpckts

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, imean, imin,
Plmean, Iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin,
Sbfwdpckt

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf, Bimin
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Table A.1.5. Overview of Relief-F-based prediction models - Part 5

Models

Predictor Variables

Model 31

Model 32

Model 33

Model 34

Model 35

Model 36

Model 37

Model 38

Model 39

Model 40

Model 41

Model 42

Model 43

Model 44

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, imin,
Plmean, iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin, mssf

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, iwbb, Fistd, Bplstd, Tlfpckts, Bitotal, Mplmin

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, iwbb, Fistd, Bplstd, Tlfpckts, Bitotal

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean, iwbb, Fistd, Bplstd, Tlfpckts

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, imin,
Plmean, iwbb, Fistd, Bplstd

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, imean, imin,
Plmean, [wbb, Fistd

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, imean, imin,
Plmean, Twbb

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin,
Plmean

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt, Imean, Imin
Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, Imax, Fwdistd, Plstd, Sbfwdbyt, Imean
Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd, Sbfwdbyt

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd, Plstd

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax, Fwdistd

Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax, imax
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Table A.1.6. Overview of Relief-F-based prediction models -Part 6

Models Predictor Variables

Model 45 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax, Bplmax

Model 46 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean, Fwdimax

Model 47 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax,
Fwdimean

Model 48 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio, Fimax

Model 49 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal, Duratio

Model 50 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn, Fwditotal

Model 51 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc, Fdrtn

Model 52 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg, Rdtfc

Model 53 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc, Fpflg

Model 54 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts, Cwefc

Model 55 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf, Fwdpckts

Model 56 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts,
Iwbf

Model 57 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc, Fpckts

Model 58 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl, Urgfc

Model 59 Ackfc, Prtel, Fplmin, Minpl, Fbytes, Dport, Fplmax, Maxpl

Model 60 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport, Fplmax

Model 61 Ackfc, Prtcl, Fplmin, Minpl, Fbytes, Dport

Model 62 Ackfc, Prtcl, Fplmin, Minpl, Fbytes

Model 63 Ackfc, Prtcl, Fplmin, Minpl

Model 64 Ackfc, Prtcl, Fplmin

Model 65 Ackfc, Prtcl
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Appendices A.2. mRMR Based Prediction Models

Each model has unique features. The tables between Table A.1.1 and Table A.1.6 provide an
overview of mRMR based prediction models, showing each one along with its unique prediction

variables.

Table A.2.1. Overview of mRMR-based prediction models - Part 1

Models Predictor Variables

Model 66 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Twbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt, Actmax, Tfpckts, Actmean, Fwdimax, Bistd, Duratio, Fwdimean,
Actstd, Fwditotal, Imin

Model 67 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, Imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt, Actmax, Tfpckts, Actmean, Fwdimax, Bistd, Duratio, Fwdimean,
Actstd, Fwditotal

Model 68 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, Imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt, Actmax, Tfpckts, Actmean, Fwdimax, Bistd, Duratio, Fwdimean,
Actstd

Model 69 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt, Actmax, Tfpckts, Actmean, Fwdimax, Bistd, Duratio, Fwdimean

Model 70 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt, Actmax, Tfpckts, Actmean, Fwdimax, Bistd, Duratio
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Table A.2.2. Overview of mRMR-based prediction models - Part 2

Models

Predictor Variables

Model 71

Model 72

Model 73

Model 74

Model 75

Model 76

Model 77

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Twbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt, Actmax, Tfpckts, Actmean, Fwdimax, Bistd

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt, Actmax, Tfpckts, Actmean, Fwdimax

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt, Actmax, Tfpckts, Actmean

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, fwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt, Actmax, Tfpckts

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvinc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt, Actmax

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvinc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, Imax, Bwdhl,
Sbfwdpckt

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvinc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, imax, Bwdhl
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Table A.2.3. Overview of mRMR-based prediction models - Part 3

Models

Predictor Variables

Model 78

Model 79

Model 80

Model 81

Model 82

Model 83

Model 84

Model 85

Model 86

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd, Imax

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin, Bplstd

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, imean, Mplmin

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt, Imean

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, fwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts, Sbbwdbyt

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd, Fpckts

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax,
Tlbpckts, Fplstd

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax, Tlbpckts
Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax, Fimax
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Table A.2.4. Overview of mRMR-based prediction models - Part 4

Models

Predictor Variables

Model 87

Model 88

Model 89

Model 90

Model 91

Model 92

Model 93

Model 94

Model 95

Model 96

Model 97

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Twbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts, Bplmax

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss, Fpckts

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd, Abwdss

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd, Fistd

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport, Istd

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin, Dport

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, fwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc, Fwdimin

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean,
Plvrnc

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal, Bplmean
Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn, Bitotal

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd, Fdrtn
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Table A.2.5. Overview of mRMR-based prediction models - Part 5

Models

Predictor Variables

Model 98

Model 99

Model 100

Model 101

Model 102

Model 103

Model 104

Model 105

Model 106

Model 107

Model 108

Model 109

Model 110

Model 111

Model 112

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax, Plstd

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl, Bimax

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts, Fwdhl

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc, Tlfpckts

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts, Rdtfc

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts,
Fwdpckts

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, fwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf, Tbpckts
Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts, adpf

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg, Bwdpckts

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean, Fpflg

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1, Sbfwdbyt, Bimean

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb, Fwdhl.1, Sbfwdbyt

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, Iwbb, Fwdhl.1

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax, iwbb

Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax
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Table A.2.6. Overview of mRMR-based prediction models -Part 6

Models Predictor Variables

Model 112 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Twbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd,
Fplmax

Model 113 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss, Fwdistd

Model 114 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin, Afwdss

Model 115 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks, Fimin

Model 116 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl, Avrpcks

Model 117 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl, Prtcl

Model 118 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt, Maxpl

Model 119 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean, Fplmin, Sbbwdpckt

Model 120 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, [wbf,
Plmean, Fplmin

Model 121 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf,
Plmean

Model 122 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl, Iwbf

Model 123 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes, Minpl

Model 124 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc, Fbytes

Model 125 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf, Urgfc

Model 126 Fplmean, Cwefc, Actmin, Ackfc, Bimin, mssf

Model 127 Fplmean, Cwefc, Actmin, Ackfc, Bimin

Model 128 Fplmean, Cwefc, Actmin, Ackfc

Model 129 Fplmean, Cwefc, Actmin

Model 130 Fplmean, Cwefc
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