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ABSTRACT

UNSUPERVISED ANOMALY DETECTION VIA DEEP
METRIC LEARNING WITH END-TO-END
OPTIMIZATION

Selim Firat Yilmaz
M.S. in Electrical and Electronics Engineering
Advisor: Stileyman Serdar Kozat
July 2021

We investigate unsupervised anomaly detection for high-dimensional data and
introduce a deep metric learning (DML) based framework. In particular, we learn
a distance metric through a deep neural network. Through this metric, we project
the data into the metric space that better separates the anomalies from the normal
data and reduces the effect of the curse of dimensionality for high-dimensional
data. We present a novel data distillation method through self-supervision to
remedy the conventional practice of assuming all data as normal. We also employ
the hard mining technique from the DML literature. We show these components
improve the performance of our model. Through an extensive set of experiments
on the 14 real-world datasets, our method demonstrates significant performance
gains compared to the state-of-the-art unsupervised anomaly detection methods,
e.g., an absolute improvement between 4.44% and 11.74% on the average over
the 14 datasets. Furthermore, we share the source code of our method on Github

to facilitate further research.

Keywords: Anomaly detection, unsupervised, one-class, deep metric learning,
data distillation.
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OZET

DERIN METRIK OGRENMESI ILE BASTAN SONA

OPTIMIZE EDILEBILEN GOZETIMSIZ ANOMALI
TESPITI

Selim Firat Yilmaz
Elektrik ve Elektronik Miihendisligi, Yiiksek Lisans
Tez Danigmani: Siilleyman Serdar Kozat
Temmuz 2021

Bu calismakta yiiksek boyutlu veriler igin denetimsiz anormallik tespitini
aragtirilmakta ve derin metrik ogrenme tabanl bir yapi sunulmaktadir. Derin
sinir ag1 araciligiyla bir mesafe metrigi ogrenilmektedir. Bu metrik araciligiyla
veriler daha kiiciik boyutlu metrik alana yansitilmaktadir. Bu sayede anor-
mallikleri normal verilerden daha iyi ayrilmakta ve yiiksek boyutlu veriler icin
¢ok boyutlulugun lanetinin etkisi azaltilmaktadir. Tum verileri normal kabul
eden geleneksel uygulama yerine kendi kendine denetim yoluyla veriyi anor-
malliklerden arindiran yeni bir veri saflagtirma yontemi sunulmaktadir. Ayrica
DML literatiiriindeki sert madencilik teknigini kullanilmaktadir. Bu bilegenlerin
ayril ayrt modelimizin performansini iyilestirdigi gosterilmektedir. Literatiirde
yaygin olarak kullanmilan 14 farkli gercek diinya veri kiimesinde yapilan kap-
samli deneyler sayesinde yontemimiz, literatiirdeki popiiler denetimsiz anormallik
algilama yontemlerine kiyasla onemli performans kazanimlar: ortaya koymakta ve
bu 14 veri kiimesinin ortalamasinda %4.44 ile %11.74 arasinda ortalama egri
altindaki alan metriginde artig saglamaktadir. Tim bunlarin yaninda basgka
aragtirmalara onciiliikk etmek adina metodumuzun kaynak kodu Github’da herkese

acik sekilde paylasilmaktadir.

Anahtar sézcikler: Anomali tespiti, gozetimsiz, tek smifli, derin metrik

ogrenmesi, veri saflagtirma.
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Chapter 1

Introduction

We study anomaly detection [1], which has been extensively studied over recent
years due to its wide range of applications such as video surveillance [2], price ma-
nipulation detection |3|, network intrusion detection [4] and data imputation [5].
Anomaly detection aims to find the patterns that do not conform to the expected
behavior [1]. Anomaly detection is an essential problem due to its usefulness in
providing critical and actionable information on various domains [1]. Particularly,
we study the anomaly detection problem in the unsupervised setting, where no
labels exist. In the anomaly detection problem, the "normal” data is generally
assumed to conform to a model, which is often unknown. Then, the anomalies
are defined as the instances that significantly deviate from the underlying model
of the normal data, where ”significant deviances” are hard to model in real life
and usually application dependent [6]. In this sense, we introduce an algorithm
to remedy such application dependent components and introduce a generic and

widely applicable algorithm in different domains.

Accurately labeling anomalies under human supervision is costly and even
impractical in many cases such as manually labeling anomalies in large social
networks [6]. Moreover, anomalies generally are rare among the normal behav-
ior of the data, thus, filtering the normal data out requires a vast amount of

human effort [6]. Furthermore, new types of anomalies may arise, e.g., zero-day



attacks [4], which do not exist in the set of the labeled anomalies [1]. Accordingly,
an unsupervised anomaly detection method is more broadly applicable compared
to the semi-supervised and the supervised ones, however, more prone to increased
false-alarm rates, which severally limits their direct application in real life prob-

lems [1].

Although significant development has been made in recent years [6], anomaly
detection in unsupervised setting remains challenging, especially on higher di-
mensions. Moreover, the running time naturally increases as the number of the
dimensions increase, which should be avoided since anomalous behavior should
be determined in real time for quick action. To reduce the effect of the curse of di-
mensionality, various two-step approaches have been proposed [6]. In these meth-
ods, first, the data is converted into low dimensional latent vectors via random
subspace selection, dimensionality reduction, or random projection [6]. Then,
in the second step, a model is fitted to represent the normality in the lower-
dimensional data, which is later used to score the anomalies. However, the initial
dimensionality reduction step is independent of the latter model fitting step,
which produces suboptimal performance since the essential information to detect

the anomalies could be removed in the first stage.

To remedy those issues, we introduce a novel ”end-to-end” anomaly detection
method based on deep metric learning (DML) for the unsupervised setting. In
particular, we project the data through a network into the metric space, in which
we optimize the similarity-based loss between distilled training instances, where
both components are optimized jointly, unlike the previous approaches [6]. We
derive an anomaly scoring function with ©(1)[| time and memory complexity.
We introduce a self-supervised data distillation method, which naturally fits our
derived scoring function. Specifically, throughout the epochs, we select the in-
stances that are labeled as likely to be normal by our method and optimize the
model only using these instances. We also introduce hard normal mining method
for our unsupervised framework [7]. Through our hard normal mining method,

we only learn from the instances that are the farthest to the metric-space center

1O(w(n)) denotes the set of all r(n), where ajw(n) < r(n) < asw(n), ¥n > ng for n € Z+
such that there exist positive integers a;, as, and ng.



of our distilled data, i.e., the most challenging instances, which further improves
the model by avoiding overfitting to the easiest instances. We precisely define
our methodology so that further instance mining methods and loss functions can
be readily adapted from the DML literature using our method. Moreover, our
method can be readily adapted to other data structures, e.g., convolutional neural
networks (CNNs) [§] can be used for anomaly detection on images, and recurrent
neural networks (RNNs) [9] can be used for anomaly detection on time series.

We provide such adaptions as remarks in this thesis.

1.1 Related Work

Deep learning is a type of representation learning, which allows to learn data rep-
resentations through multiple layers [10-12]. Learning the network parameters
within such layered architecture permits to learn multiple abstractions of data
with different complexity. Moreover, one can tune the network capacity by using
different number of layers or neurons. This layered representation is also appro-
priate for data types that have hierarchical nature such as text and image [13,/14].
Our method can be adapted to other data types besides multivariate vectors such
as texts through LSTMs or images through CNNs.

Deep neural networks have been extensively studied in different areas, includ-
ing anomaly detection due to their ability to model complex patterns [11]. To
benefit from this capability, metric learning is extended to the deep learning
framework in many forms such as the Siamese network [15]. The Contrastive
Loss [16] is also proposed, which pulls the instances of the same class and pushes
the instances of different classes in the metric space. This loss function later ex-
tended in several studies and achieved outstanding results in variety of tasks such
as biometric recognition [17], image classification [18], object recognition [19],
and image verification [20]. Promoting hard pairs in training, i.e., hard mining,
improves the discrimination capability of the DML model in the supervised set-
ting [7,21]. Accordingly, we introduce the hard normal mining method into our

model for the unsupervised anomaly detection problem. Although the DML based
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methods received great attention in such supervised tasks, they have not received
enough attention in the unsupervised anomaly detection literature. Masana et
al. [22] employ DML for anomaly detection; however, their approach only works
for the supervised setting, i.e., require labeled instances. Du and Zhang [23] em-
ploys conventional Mahalanobis metric learning. To the best of our knowledge,
we are the first in the literature to introduce an unsupervised anomaly detection
method based on the DML, which is optimized end-to-end.

Anomaly detection has been applied to many domains in terms of data type
including natural language, time series, image, video, categorical, and multivari-
ate data [6]. Anomaly detection methods can be categorized into three in terms
of the availability of the labels. Supervised anomaly detection methods are only
applicable to the domains where labeled training data are available. However,
due to the rarity of anomalies in the training data, it is not easy to obtain la-
beled data |24]. Binary or multi-class classification methods can be used to tackle
this problem, yet, they perform sub-optimal because of the class-imbalance prob-
lem [24]. Semi-supervised anomaly detection only requires normal training data.
Semi-supervised anomaly detectors are more popular compared to supervised
anomaly detection since many applications exist where normal data can be easily
obtained such as intrusion detection [6]. Unsupervised anomaly detection meth-
ods do not require any labeled data and are generally applied to training data
with anomalies. These methods utilize intrinsic properties of the data [24]. We
introduce an unsupervised anomaly detection method that is trained end-to-end.

Thus our method does not require any labels.

In the classical anomaly detection literature, various methods have also been
proposed that incorporate support vector machines (SVM) [25], density es-
timation [26], information theory [27], clustering [28], and nearest-neighbor
graphs [29]. Some hybrid approaches [30] employ deep networks such as CNN to

extract features and feed these features into classical anomaly detectors.

Deep learning-based unsupervised anomaly detection methods almost exclu-

sively aim to minimize the reconstruction error of autoencoder [6}31], or the



One-Class SVM (OC-SVM) formulation [2}32,33]. Autoencoder (AE) based ap-
proaches require the encoder and the decoder networks. The encoder network
projects the input into latent space. The decoder network tries to reconstruct
the original input from the latent space. The decoder and the encoder structure
is often symmetric. Our model requires only the encoder network and directly
optimizes it end-to-end. Hence, our model requires nearly half of the parameters
of the AE to project into the latent (metric) space, which is advantageous since
the training accelerates as the number of parameters that need to be learned
reduces [6]. Moreover, we distill the data from possible outliers using our model,
whereas AE and OC-SVM based approaches treat outliers as normal instances,

which causes overfitting since neural networks are sensitive to the outliers |6].

In this work, we use the DML in unsupervised anomaly detection domain.
The common practice in the unsupervised anomaly detection is to assume all
the training data as normal [7]. However, this assumption does not always hold
in practice since the outliers occur within the typical process in many systems.
Thus, such methods suffer in performance when the training data is polluted with
the anomalies [1] (see Section [3.5]). To reduce the effect of the polluted data, we
introduce a data distillation method, which cleans the training data from outliers
before each epoch through self-supervision. We also apply hard normal mining
to prevent overfitting, which is a common issue in neural network based anomaly

detection methods [6].

1.2 Contributions

Our contributions are as follows.

1. For the first time in the literature, we introduce a DML based unsupervised
anomaly detection method, where the method is optimized ”end-to-end” in

a fully unsupervised setting.

2. We derive a center distance based anomaly scoring function with ©(1) time



and memory complexity compared to the dissimilarity based scoring func-
tion of ©(|]M|) time and memory complexity where | M| is the number of

instances in the training set.

3. We introduce a novel self-supervision based data distillation method, which
naturally fits into our prediction function with constant time complexity.
This data distillation methodology is generic so that one can quickly adapt

to any epoch-wise method such as deep autoencoders [6].

4. We also present an online hard normal mining algorithm that selects the
most challenging instances in the distilled training data, which prevents the

overfitting to the easiest instances.

5. Through an extensive set of experiments on 14 distinct real-world datasets,
we demonstrate that our method significantly outperforms the state-of-the-
art methods for unsupervised and one-class training settings. Our method
achieves an absolute improvement between 4.44% and 11.74% on the aver-
age over 14 datasets that are widely used in the anomaly detection litera-

ture.

6. We perform an ablation study to demonstrate the performance gains

achieved by the components of our method.

7. For reproducibility and to facilitate further research, the source code of our

method is available on http://github.com/selimfirat /addml/.

1.3 Organization of the Thesis

The organization of the rest of this thesis is as follows.

. - Novel Anomaly Detection Algorithm

In this chapter, we first define unsupervised anomaly detection problem.

We then introduce our deep metric learning based framework. Later, we


http://github.com/selimfirat/addml/

introduce the data distillation and online hard normal mining components.

Lastly, we thoroughly describe the training details of our method.

° - Simulations

In this chapter, we first introduce evaluation methodology and experiment
settings. We then present our ablation study. Later, we present the com-
parisons of our method with the baselines in three different settings. Lastly,
we present our hyperparameter studies and empirically analyze the model

collapse problem.

° - Conclusion

In this chapter, we conclude by providing concluding remarks.



Chapter 2

Novel Anomaly Detection
Algorithm

In this chapter, we first formulate the unsupervised anomaly detection problem
and describe the supervised deep metric learning framework. We then provide
how it will be used in the semi-supervised and the unsupervised setting via novel
losses and data distillation method. Lastly, we provide the details of our training

method.

2.1 Problem Description

In this article, all vectors are column vectors and denoted by boldfaced lowercase
letters. All matrices are denoted by boldfaced uppercase letters. We denote the
multisets via {-}. A multiset is a set that can have more than one identical

members. Table 2.1] summarizes the notation and symbols used in this work.

The learner f observes training data M = {x; € R?}"_, where n is the number
of training data. The corresponding ground truth labels {y; € {0,1}}, are

not available during the training in the unsupervised training and only positive



labeled data are available in one class training. The label y; = 0 represents
a normal instance whereas the label y; = 1 represents an anomalous instance.
Naturally, we consider anomalous instances as not normal instances. We define

the scoring function S for a test datum x; € R? with true label y; € {0,1} as

S(xy) =plye =11 ).

The S assigns a score representing the degree of outlierness of each instance.
Through the assigned scores, we obtain the list of instances ranked by the degree
of outlierness. In the ideal scenario, all anomalous instances in the list should
have higher score than the normal instances. Through this ranked list, an analyst
can choose a domain-specific cutoff threshold 7 to output the most appropriate
anomalies |1]. We construct a binary decision function g; € {0, 1} via thresholding

the scoring function & by 7 € R to make a decision, i.e.,

1 (Anomaly), if S(x;) > 7
Yt = (2.1)
0 (Normal), if S(xy) <.

Obtaining the threshold 7 is out-of-scope of this work. One can obtain the
threshold through evaluating performance on all possible thresholds on labeled
development set [34H36], jointly optimizing the threshold with the training data
via supervised techniques [37,38], self-supervised learning of threshold [37], or via
unsupervised techniques [39,/40]. The threshold selection can also be considered
as a design choice that changes the sensitivity of the system in the unsupervised
setting [41]. Thus, we assume a domain-specific threshold 7 is chosen by an

analyst.

Now, given the learner f, the scoring function &, the threshold 7, and the
training data M, we decide whether the test instance &, € R? is anomalous or
not via ;. In the rest of this chapter, we introduce our method by defining the
f and the S.



Generic Notations:

~ e

)
|
|

B

Dy

T

Tt
‘Csupervised
Einst ance
Sdissimilarity
£center
Scenter

|3
fbest

St O
, > ‘]:b;ﬁﬁ \\3@3 ﬁ

vector

matrix

multiset

euclidean norm of -
cardinality of -

onstants, variables and functions:

decision threshold

scoring function

input vector of the i*" instance.

true label of x;

binary decision function for a;

training data

validation data

Mahalanobis distance

neural network model

euclidean distance in the metric space

pairs of different classes

pairs of the same class

constrastive loss

instance-closeness loss

instance-closeness (dissimilarity) based scoring function
center-closeness loss

center-closeness based scoring function

center of the training instances in the metric space
best model found during training

retrieval set

ratio of instances in the normal enclosure region
data distillation ratio

distilled training data

normal mining ratio

online hard normal mining threshold

weight decay hyperparameter

maximum number of epochs without validation improvement

mini-batch size

Table 2.1: Summary of symbols used in this work.
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2.2 Conventional Metric Learning

In this section, we describe the traditional Mahalanobis metric learning. Tradi-
tional distance metric learning-based methods learn a symmetric positive semidef-

inite matrix M € R™“ to compute the Mahalanobis distance Dy as [42]:

Dpf(zi, ;) = \/(ml —xz;))TM(x; —x,),

where x; € R? and x; € RY. We can decompose M = LTL for L € R™*? and

q < d since M is a positive semidefinite matrix, we have:

Dpg (i, ;) = \/(mi —a;)TL" L(z; — ;)

= \/(La; — La,)(La; — La)

Instead of learning the M with a positive semidefiniteness constraint, we can
directly optimize the unconstrained g(x) = La. The function g is a linear trans-
formation, which projects & into a (possibly) lower dimensional subspace. Using

the linear transformation g(x) = L, we obtain

Dpg(xi, ;) = |g(x:) — g(=5)]l, -

In the following section, we introduce a deep learning based extension for the

metric learning.

2.3 Deep Metric Learning (DML)

In this section, we show the transition from the Mahalanobis metric learning to
the DML framework. Note that g cannot model the nonlinear relations in the
data since it only multiplies the input with L. We extend the linear mapping g

to the nonlinear multi layer neural network by constructing a function f due to

11
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Ot - 180
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i@ ..
! d;ene

Example case for f(z) € R?

Figure 2.1: The figure illustrates the introduced method and the terms used.
All the model parameters are jointly optimized. As the model f(-), one can use
different approaches described in the text as remarks. The figure is best viewed
in color.

the superior modeling power of the neural networks [11]. We denote the number
of layers in the neural network as u, and the number of neurons in each layer
as v, where ¢ € {1,2,..u}. We also denote the weight as W ¢ RV xv(eD
and the bias as b € R*” for each layer. Let A9 = tanh(W @RV + b)) for
the layer ¢ and h® = x. Then, we construct the neural network f : R — RY

through its u'™ layer as:

f(@)=h!"
= tanh(W®hE-D 4 pW),

where € R? is the input vector, u is the final layer and R € R is the final
output.

As shown in the Fig. the network f transforms the d dimensional input
vector @ into a w dimensional latent vector f(x). Then, the distance measure
between x; and x; becomes the euclidean distance between the latent represen-
tations Dy(x;, «;), which can also be seen as the generalized Euclidean distance

as:

Di(xi, x;) = || f(2:) — f(%)”;

12



We employ the distance Dy (x;, ;) as a dissimilarity measure. We point out that
other distance measures such as cosine distance can be used in our framework
instead of D;. We denote the set of the positive pairs Z+ C R? x R¢, which
contains only the instances of the same type and the set of the negative pairs
Z- C R% x R?, which contains only the instances of the different type as the

following;:

7 = {(mi, x;) | yi = y;}
I ={(xj,z) | y; # yr}.

The Contrastive loss [16] for the supervised training Lopervised 1 given by

1
Esupervised :m[ Z Hf(wl) - f(wJ>H§

(:l:,-,:l:j)eI+

+ Z max(0,a — || f(x;) — f(in)Hg)]a

(T;,Xy)el~

where a > 0 represents the margin between normal and anomalous instances.
Note that the Contrastive loss |16] requires the true labels due to its supervised
nature. In the next section, we show how the supervised deep metric learning

can be used in the one-class setting.

2.4 Metric Space Learning via Instance Close-

ness Loss

Before introducing the unsupervised framework, we first define our framework
for the one-class training setting, i.e., all of the training data are known to be
normal. In this setting, all the training data is known to be normal, and thus no

pairs exist in Z~. Moreover, ZT contains all possible pairs in this case. Thus, the

13



positive pairs ZT and the negative pairs Z~ become equivalent to

I* = {(@;,x;) | yi = Oand y; = 0} (normal pairs)
I~ = &(empty).

Since Z~ is empty in one-class setting, minimizing the 1oss Lgypervised 1S equivalent

to minimizing the loss Linstance, Which is defined as:

1 IM|=1 M| ;
Einstance = W Z Z Hf(wl) - f(wJ)HQ :
IM? = j=i+1

Remark 1. One can directly apply Linstance to the unsupervised setting following
the common practice of assuming that all the training data is normal, similar
to the conventional methods [6]. However, this practice highly degrades the
performance of many anomaly detection methods [1] (see Section [3.5).

In the following section, we introduce another loss function that we later use

to derive a feasible scoring function for Listance-

2.5 Metric Space Learning via Center Closeness

Loss

We develop the center closeness loss Leenter, Which is equivalent to the Liystance

for the batch training setting.

Lemma 1. L gance @S equivalent to the following statement

1 M|

WZ || f () —.Unga

g-

S f ).

where @

14



Proof of Lemma[1):

IM|-1 | M| ,
£instance = |,/\/l| Z Z Hf wz wj)HQ
=1 j=1+1
1 [M] M| ,
= ;)]
2’./\/”2 ~ 5 J7112
|M] | M| )
— o+ = f(w)]]
2|M| i=1 j=1 4=
|| f(2:) — pl]
2|M|2 i=1 j=1 ’
M| |M] )
— p]
2‘M| =1 j=1 ’
f:'i
() — 1)
’M‘ =1 j5=1 !
| M|
9 \MI | M|
— o () = T () — ).
IM|™ = =1

Since the term at the end ZIM‘( flx;) — p) = ZV\/” f(z;) — Z'MI (k)

j=1
Linstance 18 equal to the following term

| M|

’M|2Hf wl /’l’H27

where p = 7 M‘ Z|M| (xy). This concludes the proof of Lemma

=0,

]

Remark 2. Lemma [l] shows that minimizing the distance of instances to the

mean of f for the batch is equivalent to the minimizing the similarity between

the instances for the batch case. This equivalence explains that we can obtain a

15



compact distribution of the data in the metric space for the normal samples by

minimizing the similarity between instances, i.e., by minimizing Li,stance-

To further analyze the result of the Lemma [I| we define the center closeness

loss Lecenter as:

| M|

2
center: |M|Z||f mz l'l'||27

where p = 5 M‘ Z|M| (x). In the next section, we derive scoring functions using
the Linstance and the Lcenter-

2.6 Anomaly Scoring Functions

In this section, we introduce two different scoring functions Sqissimilarity a0d Scenter
to score the outlierness of the instances. Recall that we define the decision func-
tion ¢; in via thresholding the scoring function where the scores greater than
T are labeled as anomalies by our framework. Thus, our goal is to obtain larger
scores for the anomalies and smaller scores for the normal instances. Minimizing

Linstance Minimizes the following expectation for the normal instances:

D @) = f@ll; v =0] . (2.2)

Ir;eM

mte/\/l ’M‘

Accordingly, we define the euclidean distance (dissimilarity) for all instances as

the scoring function as:

Sdlssnmlarlty mt - |M| Z ||f mt )||§

r;eM

However, this scoring function requires to calculate the distance to all instances,
i.e., O(]M]) distance calculations for scoring an instance. The number of training

instances are usually too large for most applications such as intrusion detection [1]
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and the time complexity of the Sajissimilarity grows with the training data size.
Thus, employing Sqissimilarity 8 the scoring function is time-consuming and usually
impractical. Since we show that L stance 1S equivalent to the Leenter via Lemma
hence both Liystance and Lecenter minimize the following expectation for the normal

instances:

LB F @) =l | ve=0], (23)

where p = ﬁ Z‘,;A:Al‘ f(xg). Similar to the Sgissimilarity, We define Scenter as the

euclidean distance to the center of the outputs of the model f as:

Scenter(mt> = Hf(wt) - l’l"|§7

where p = Wl\ ELA;' (zr) and f is the trained model. As shown in Fig.
anomalous instances appear farther to the g than the normal instances. Algo-
rithm [1| summarizes the procedure for the Sgissimilarity @s the dissimilarity method,
and the Sgenter as the center method. We first build a retrieval set R by projecting
all points into the metric space. We then calculate g using this retrieval set, and
use p for center distance based scoring function. Using this retrieval set ‘R and

the center in the metric space u, we infer for different

Algorithm 1: Dissimilarity & Center Based Scoring

Input: Model fies, target instance xy, training data M (after validation
split), method (name of the scoring function, i.e., center or
dissimilarity)

Output: Score s of the target instance x

Build Retrieval Set: (calculated only once before the inference time)

R = { foost (1) b,en

Calculate Center: (calculated only once before the inference time)

K= Wl\ D orer™

Calculate score:

if method = dissimilarity then

t= fbest(mt)

2
s = Z'I‘eR ||t - "°||2
else if method = center then

‘ §= ||fbest(mt> - IJJ||§

=

N

B I =R S, S N ]

Remark 3. Notice that Scener Only requires to calculate the distance to the
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center as shown in Fig. thus, its time and memory complexities are O(1)
unlike Syissimilarity With ©(|M]) time and memory complexity. Since both of the
Linstance and the Leoner minimizes the expectation in , they can be used
interchangeably with the Scenter-

In the next section, we introduce a self-supervised data distillation method

that iteratively cleans the training data to obtain more reliable training data.

2.7 Self-Supervised Data Distillation

In this section, we introduce a data distillation method for the L stance and the

Lcenter Via self-supervision that improves our method in the unsupervised setting.

Definition 1. SmallestK(A,K) returns the multiset of K elements with the low-

est values in A.

Anomaly detection methods often assume nearly all the training data as nor-
mal and provide good performance when the assumption holds. However, their
performance significantly deteriorates when this assumption is wrong |1]. To rem-
edy this problem, we introduce a self-supervision based approach to distill the
data between epochs while training. In this way, we reduce the anomaly rate of
the training data throughout. After each epoch and in the beginning, we score
all the training instances through Scenter- Using these scores, we distill the data
by selecting p™ of the instances that are more likely to be normal than the rest
of the training data according to our model. At the beginning of each epoch, we

construct the set of distilled training data P as:

P=Azi | [[f(@:) — pll, < 7" }piem,
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where

1
H:WZJC(%)

F=A{llf(®:) — plly}ienm
7" = max(SmallestK(F, K = p"|M]))

and p™ € (0, 1] is a hyperparameter that defines the ratio of the instances in M,
which we use to train our model for each epoch. As shown in Fig. 2.1], we select
7" to enclose p" of all instances in the training data. Then, we use those instances
to build P. Through training on P on a particular epoch, we build an enclosure
region over the training data so that we consider the instances inside the region

as normal during the epoch.

Remark 4. Recall that Scepter scores all the training data in a short time since
its time complexity is ©(1) Accordingly, the data distillation with p™ < 1 further
reduces the running time at each epoch since it decreases the number of elements

in the loss.

Remark 5. Defining the hyperparameter p™ in terms of the ratio improves in-
terpretability instead of directly defining 7" as a hyperparameter. It also removes

the requirement to choose a different 7" manually for each dataset.

Remark 6. We initialize the model f via uniform Glorot initialization [43].
Although the model is not trained in the beginning, it still can extract features
from the data and projects the data similarly to the random projection. Random
projection is applied before applying the anomaly detection methods and shown
to be effective in anomaly detection tasks [6]. Our scoring functions are capable
of scoring anomalies even with the randomly projected data. Thus, we apply the

data distillation before the first epoch, too.

In the next section, we describe the construction of the mini-batches for the

training.
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2.8 Mini-batch Construction

We train our model through mini-batches of instances. We randomly select a
small subset of size b without replacement from the training data M. We repeat
this process for iterations until we select all instances in M for each epoch. For
the construction of the mini-batches, we use the distilled training data P after
shuffling to facilitate the random sampling. Given that b is the mini-batch size and
uw = Wl\ Zlkj\:/q (xy) is calculated at the beginning of each epoch, we construct
the m'™ mini-batch B of size b, and the corresponding set of distances D™ for

the instance closeness loss as:

B = {(zi,2;) [ i < j < mb} 1y
D — (|| f(@:) — F(@)]]y} e, e,

Similarly for the center closeness loss, we define the mini-batch B™) and the

corresponding set of distances D™ as:

B"™ = {mi}ﬁb(m—l)bﬂ

D™ = {1 () — NHQ}mieB(m).

In the following section, we present the hard normal mining method.

2.9 Online Hard Normal Mining

In this section, we introduce the hard normal mining method for our framework
that selects the specific instances for training, which are more likely to improve
the model [7].

The idea behind hard mining is to select the samples that are challenging so
that the model does not overfit to the easiest instances in the training data [7].
We perform the hard mining on the mini-batches, i.e., in online manner, to avoid

the calculation of the distances for all pairs in the training data. Recall that
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we define the normal enclosure region in Section [2.7 We construct mini-batches
using the instances in the normal enclosure region, i.e., the distilled training data.

Thus, the selected instances are less likely to be anomalies.

Definition 2. LargestK(A,K) returns the multiset of K elements with the largest

values in A.

We only incorporate the hardest instances of ratio p" in each mini-batch that
are inside the normal enclosure region. For instance closeness loss, we define the
hardest instances as the farthest pairs of instances in the enclosure region. For
center closeness loss, we define the hardest instances as the farthest points to the
center in the normal enclosure region. Through the set of distances in mini-batch

D™ we select the set of hardest distances in the mini-batch m as:

Q™ = {r|r>71"} cpem,

where
7" = min(LargestK (D™, K = p"|D™)|))

and p" € (0,1] is a hyperparameter that defines the ratio of the distances in Dim).

which we use to train our model for each mini-batch.

Remark 7. The online hard normal mining with p" < 1 reduces the number of

elements in the loss, therefore, it decreases the running time of our method.

We describe the training details of our model in the next section.

2.10 Training of the Model

In this section, we provide the details of the training and combine introduced

methods described in the previous sections.
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Using Q™) we unify the calculation of both losses and combine them with

the weight decay regularization into £ as:

m 1 A - C
ﬁ( ):’Q(m)‘ Z T+§;HW()

reQ(m)

2
.
F

where u is the number of layers in the network, W is the weight matrix of
the layer ¢, and A is the weight decay regularization hyperparameter. After each
mini-batch’s forward pass, we update our model f. For each layer ¢ = {1,...u},

we update the layer weight matrix W and bias vector b using #, and

oL
ab'”’
the model f. We calculate the center p at the beginning since it is not feasible

respectively. We use Adam’s algorithm [44] for parameter optimization of

to calculate it after each weight update.

We also adapt early stopping and the best model selection through the valida-
tion set V. We select the best model fios as the model with the lowest validation
loss. If validation loss does not improve for e¥ epochs, we stop the training and
set fhest @s the best model, i.e., the model with the lowest validation loss. Note
that since our method is unsupervised and the losses do not require any labels,

we do not use any labels from the validation set, too.

Algorithm 2 and [3] summarizes the training of the whole model for both center

closeness and instance closeness losses, respectively.

In theory, our model can have all-zero-weights. This situation causes model
collapse, i.e., f(x) = 0 Vax. Moreover, when all instances are mapped to the
same constant, loss again becomes zero for all instances, i.e., f(x) = ¢ Va, where
¢ € R. Therefore, several of decisions to construct our method makes model
collapse unlikely to occur. First, we use tanh activation function instead of ReLLU
since ReLU outputs zero for all values less than zero whereas tanh has only one
zero point. Secondly, we utilize early stopping when validation loss does not drop
for e” in a row. Thirdly, we limit number of maximum epochs to n. Fourthly,
we use mini-batch training that introduces stochasticity to the model updates.

Lastly, we utilize online hard normal mining, which hardens to collapse to zero.
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Algorithm 2: Complete Training Procedure for Instance Closeness Loss

=

w N

o N o O

10

11

12

13

14
15

16

17

18
19
20
21
22
23
24
25

Input: Model f, training data M, validation data V

Output: Trained model fiegy With the lowest validation error

Parameters: n (number of epochs), p” (data distillation ratio), p (normal
mining ratio), ¥ (max # epochs without improvement), A\ (weight decay), b
(mini-batch size)

Initialize {W(9}“_| via Uniform Glorot [43], v = oo (lowest validation loss),
z = e” (number of epochs before early stopping)

Training:

for epoch e =1 to n do

if z = 0 then
Early stopping
break

Data Distillation:

M

B = g Sil S ()
F =Allf(@:) — plly}aem
7" = max(SmallestK(F, K = p"|M|))
P = {a: | 17(@) - s < 7w
Construct Mini-batches:
Shuffle P with random sampling
for mini-batch m =1 to PLN do

B = {(a ;) |i <. < mby,
end
for mini-batch m =1 to P—Zq do
Forward Pass:

D = {||f (i) — f(@)ly} (@, 2;)e50m
Online Hard Normal Mining:

7" = min(LargestK (D™, K = p"|D™)|))
Q™ = {r|r=7"},cpom

Calculate Loss:

A
L£lm) = W 2reom T+ 5 D HW(C)
Backward Pass: (Assume p is scalar)

m—1)b+1

2

F

aLm)  grim)
oW’ ot

Update W(C), b\ via backpropagation using
Validation:
Dy = {[|f(xi) = f(j)llo}@:.x,)evxy
’CU - ZreDv r
if £, < v then
v=2L,
z=e"
fbest = f
else
‘ z=z—1

end

end
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Algorithm 3: Complete Training Procedure for Center Closeness Loss

Input: Model f, training data M, validation data V

Output: Trained model fiegy With the lowest validation error

Parameters: n (number of epochs), p” (data distillation ratio), p (normal
mining ratio), ¥ (max # epochs without improvement), A\ (weight decay), b
(mini-batch size)

1 Initialize {W(9}%_, via Uniform Glorot [43], v = co (lowest validation loss),
z = e” (number of epochs before early stopping)
Training:
2 for epoch e =1 ton do
3 if z = 0 then
Early stopping
4 break
Data Distillation:
5| m= g il fla)
6 | F={llf(z:) — pllo}ziem
7 7" = max(SmallestK(F, K = p"|M]|))
8 | P=Azi||[f(xi) — plly < 7"} ziem
Construct Mini-batches:
9 Shuffle P with random sampling
10 for mini-batch m =1 to PLN do
11 B = {wi}?ib(m—l)b—l—l
end
12 for mini-batch m =1 to L;q do
Forward Pass:
13 DU = {||f(2:) = plla} z,en0m
Online Hard Normal Mining:
14 7" = min(LargestK (D™, K = p"|D(™)|))
15 QU = {r|r>7"},cpom
Calculate Loss: )
16 || L0 = o S 3 T |[WO
Backward Pass: (Assume p is scalar)
17 Update W, b(9) via backpropagation using 886‘(/72)’ %ﬁb((:))
Validation:
18 D, = {llf(@:) — ully}w,ev
19 Ly=) ep, T
20 if £, <wv then
21 v =Ly
22 z=ce"
23 fbest = f
24 else
25 ‘ z=z-—1
end
end
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Hard normal mining selects p of the instances from each mini-batch that are
farthest to the center, i.e., less likely to collapse to a single point. In

we empirically analyze the model collapse issue.

Remark 8. We can readily extend our work to the CNNs [8] for anomaly detec-
tion on images since they are shown to be successful in image-related tasks. We
are given a training set of RGB images {m,; € R>***"}"_ where s is the width,
and h is the height. We first map the image to w dimensional latent vector via
a convolutional network followed by flattening, i.e., c(-) : R¥***"* — R4 which
may also contain a feed-forward extension at the end. Instead of the f(-) that

processes only the vectors, we use c¢(m) for m € R3**",

Remark 9. We can readily extend our framework to the RNNs [9] for anomaly
detection on time series due to their ability to store the past information. The
RNN outputs h; = tanh(Ux + V h;_1), where t is the time step, w is the metric
space size, weight U € R¥*?, weight V' € R“** h, € R¥ and hy € R¥ is the
initial hidden state vector. Instead of the f(-), we directly use h;. Notice that the
network can be extended to the multiple layers and combined with other layers

such as feed-forward layer as long as it outputs w dimensional latent vector.

In the following chapter, we demonstrate our experiments and their details.
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Chapter 3

Simulations

In this section, we demonstrate the anomaly detection performance of our method
on various real-world datasets and compare it with the state-of-the-art methods.
We also analyze the behavior of the method with respect to its parameters and

perform an ablation study.

3.1 Evaluation Methodology

In this section, we describe the evaluation metrics, the cross validation strategy

and the training settings.

To compare the performance on the anomaly detection datasets, we use the
Area Under Curve of the Receiver Operating Characteristics (AUC of the ROC)
in [45-47], which is commonly used in the anomaly detection literature [6]. As
in [48], we sample varying thresholds from the Receiver Operating Characteristics
(ROC) [49,/50] curve of the each method. As we obtain [ true positive rate and
false positive rate pairs through the sampling of ROC, we calculate the AUC via

l

Z(tiﬂ + 1) (fir1 — fi),

i=1
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where t is the true positive rate, and f is the false positive rate. We compute
the AUC score using the ground truth labels. We do not use any labels for the

training of the models.

We apply the 3-fold stratified cross-validation. We split the data into 3-folds
with equal anomaly rates and repeat the experiment by choosing one fold as the
test set and the rest as the training set. We repeat this process for each of the
three splits. To reduce the effect of randomness in our experiments, we repeat all
cross-validation experiments three times with different random seeds. Hence, we

report the mean score of the nine experiments for every method-dataset pair.

We report the scores for the three different settings for all experiments. For
the seen setting, we train and test on the training set. For the unseen setting,
we train on the training set and test on the test set. For the one-class setting,
we manually remove anomalies from the training set and evaluate on the test set.
In the following section, we describe the methods used in our comparisons and

their implementation details.

3.2 Compared Methods and Implementation
Details

We have introduced the Anomaly Detection with Deep Metric Learning (AD-
DML) method in Section . We compare our method with Deep Autoencoder
(DAE) [6], Isolation Forest (IF) [51], Robust Principal Component Classifier
(PCC) [52], One-Class Support Vector Machine (OC-SVM) [25], and Histogram
Based Outlier Scoring (HBOS) [53]. We select the hyperparameters as suggested
in the particular papers [25,[51H53]. We use IF with 100 trees, and 256 samples
(214 for Glass dataset) for each tree. We use OC-SVM with Gaussian kernel
and v = 0.5. We use HBOS with 5 bins. For all experiments, we normalize the
data via subtracting the mean of the training data and dividing by the standard

deviation of the training data.
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Hyperparameter Value

Data distillation ratio p™ (seen and unseen settings) %
Data distillation ratio p™ (one-class settings) 1
Hard normal mining ratio p” %
Metric space dimension w (number of neurons in the last layer) 64
Number of neurons in the hidden layer 128
Validation set ratio p¥ 0.1
Maximum number of epochs n 20
Learning rate 1073
Weight decay A 1075
Early stopping patience e’ )

Table 3.1: Hyperparameters chosen for our method

We choose the hyperparameters listed in Table for ADDML, which is our
method, we use the same hyperparameters for all experiments except the one-class
setting, where we use the normal ratio p” = 1 due to the results of the ablation
study in Section . We use p" = % for the seen, and the unseen settings. We use
the instance closeness loss with the center distance scoring function Scepter Since
the dissimilarity based scoring function Sgissimilarity 18 infeasible for large number
of training instances. We use the hard mining ratio of p" = % We set number
of neurons in the hidden layer to 128. We use metric space dimension (number
of neurons in the last layer) w = 64, which is also the latent space dimension
for the DAE. For the DAE and the ADDML, we use Adam [44] optimizer with
the default learning rate 1073 and the weight decay A = 1075, We also use the
p’ = 0.1 of the training set as a validation set. We train the models for n = 50
epochs with early stopping with e’ = 5 patience. We implement the ADDML via
Pytorch [54]. In the next section, we specify the datasets and their statistics.

3.3 Datasets

Table [3.2] shows the datasets along with the number of dimensions, the number
of instances and the percentage of the outliers in each dataset we use. These

are the real life datasets widely used in the anomaly detection experiments in
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Dataset # Samples # Dimensions Outliers %

Gisette 3,850 4,971 9.09
Glass 214 9 4.21
Ionosphere 351 33 35.9
Isolet 4,886 617 7.96
Letter 1,600 32 6.25
Madelon 1,430 500 9.09
Magic-Telescope 13,283 10 7.16
Mnist 7,603 100 9.21
Musk 3,062 166 3.17
Pendigits 6,870 16 2.27
Satellite 6,435 36 31.64
Satimage-2 5,803 36 1.22
Shuttle 49,097 9 7.15
Vowels 1,456 12 3.43

Table 3.2: Statistics of the datasets used in the experiments.

the literature [51,55] (see [56] and [57] for details). In the following section, we

demonstrate the effect of the introduced components through an ablation study.

3.4 Ablation Study

In this section, we perform an ablation study to observe the effect of the data

distillation and the hard mining components.

Table |3.3| shows the AUC scores on the Letter dataset when the components
added one by one. We apply the evaluation methodology described in Section 3.1
We first evaluate the effect of the instance closeness, and center closeness losses
without the data distillation and the hard mining components by setting p™ = 1
and p" = 1. Then, we add the data distillation component via setting p" = %

Lastly, we add the hard mining component by setting p = %

When we include the data distillation to the instance closeness loss, the AUC
increases by 3% (absolute) in the seen setting and 2% (absolute) in the un-

seen setting. The AUC also slightly increases in the seen and unseen settings
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Components Seen  Unseen One-Class

Instance Closeness Loss  77.42 77.96 81.37
4+ Data Distillation 80.51 R0.17 80.83
+ Hard Normal Mining 81.49 81.17 82.33

Center Closeness Loss 79.80 79.63 78.87
+ Data Distillation 77.14 77.80 78.53
+ Hard Normal Mining 77.20  78.22 79.55

Table 3.3: Ablation study for the Letter dataset when the components are added
gradually.

of the center closeness loss when we add the data distillation component. For
both losses in the one-class setting, the performance decreases as expected when
we add the data distillation component. Recall that the motivation behind the
data distillation is to remove the anomalies from the training data so that the
model would not overfit to those samples. However, there are no anomalies in
the one-class setting. Thus, the performance reduces as the number of training
instances at each epoch. The AUC slightly increases when we include the hard
mining component for both losses and in all settings. The instance closeness loss
is more accurate compared to the center closeness loss without the data distilla-
tion and the hard normal mining. Moreover, the instance closeness loss benefits
significantly more by the data distillation and the hard normal mining compo-
nents compared to the center closeness loss. Thus, in further experiments, we

only analyze the instance closeness loss for fairness.

3.5 Comparison with the State-of-the-Art Meth-

ods

In this section, we compare our model with the state-of-the-art unsupervised
anomaly detection methods from different paradigms. We use the evaluation and
the cross-validation method described in Section 3.1} We use the hyperparameters
described in Section 3.2
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Recall that we report the scores for the three different settings for all exper-

iments. For the seen setting, we train and test on the training set reported in

[subsection 3.5.1] For the unseen setting reported in [subsection 3.5.2 we train on

the training set and test on the test set. For the one-class setting reported in [sub]

section 3.5.3 we manually remove anomalies from the training set and evaluate

on the test set. Finally, we outline our overall results in [subsection 3.5.4}

3.5.1 Comparison in the Seen Setting

Table shows the results in the seen setting over 9 experiments per model for
each dataset. Among six different models on 14 different datasets, our method
takes first place on 9 datasets, second place on 1 dataset, third place on 2 datasets,
fourth place on 1 dataset and sixth place on 1 dataset. On average, our method
improves the AUC in absolute between 4.71%-10.59% for the seen setting.

Dataset DAE IF PCC OC-SVM HBOS ADDML
Gisette 74.37  49.24 74.23 75.02  35.60 73.40
Glass 60.56  71.72 45.35 58.81  70.61 73.57
Ionosphere 84.99 85.65 79.24 85.14  65.46 92.64
Isolet 51.23  54.61 51.31 55.59  54.07 59.33
Letter 50.46  63.54 51.77 59.81  57.06 81.49
Madelon 50.47  51.93 50.50 50.48 53.28 51.57
Magic-Telescope 69.57 T7.85 68.84 72.56  73.97 74.65
Mnist 85.85  79.78 84.88 85.00  65.68 85.89
Musk 100.00 99.92 99.99 100.00 100.00 100.00
Pendigits 93.69 94.98 92.49 93.16  92.51 86.91
Satellite 61.87 70.72 62.88 66.36  68.68 80.88
Satimage-2 97.77 9941 97.36 99.67 97.74 99.87
Shuttle 99.00 99.66 99.06 99.17  98.19 99.14
Vowels 57.25 76.28 59.67 77.84  63.38 85.21
Average 74.08 76.81 72.68 77.04  71.16 81.75

Table 3.4: Average AUC scores in percentage (%) for the seen setting.

To test the significance of the results, we first perform Friedman test [5§].
With a p-value less than 0.001 (p = 1.96 x 10~%), we reject the null hypothesis
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and find out a highly significant difference among the methods. We then proceed
with Nemenyi test and find the critical distance (CD) as 2.02 for p = 0.05.
Figure reports the results of Nemenyi significance test in terms of average
rank of the AUC results reported in Table[3.4] In this figure, connected groups of
methods with a line are not significantly different (p > 0.05) for the seen setting.
Our method is significantly better (p < 0.05) than HBOS, OC-SVM and PCC
methods, and our method is as competitive as IF and DAE methods for the seen

setting.

ADDML HBOS
IF —— — OC-SVM
DAE ———— PCC

Figure 3.1: Comparison of detectors in terms of average rank with the Nemenyi
test for the seen setting.

3.5.2 Comparison in the Unseen Setting

Table [3.4] shows the results in the seen setting over 9 experiments per model for
each dataset. Among six different models on 14 different datasets, our method
takes first place on 10 datasets, second place on 3 datasets and sixth place on 1
dataset. On average, our method improves the AUC in absolute between 5.73%-

11.47% for the unseen setting.

To test the significance of the results, we first perform Friedman test [5§].
With a p-value less than 0.001 (p = 2.34 x 107°), we reject the null hypothesis
and find out a highly significant difference among the methods. We then proceed
with Nemenyi test and find the critical distance (CD) as 2.02 for p = 0.05.
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Dataset DAE IF PCC OC-SVM HBOS ADDML

Gisette 73.76  49.14 73.63 74.24  35.64 79.21
Glass 56.91  70.28 44.20 53.13  67.12 74.78
Ionosphere 85.45 85.44 79.76 84.29  65.77 93.29
Isolet 51.30 54.86 51.36 55.66  54.04 59.50
Letter 50.80  62.77 52.08 60.00  55.93 81.17
Madelon 50.60 51.14 50.65 50.71  53.00 52.46
Magic-Telescope 69.58 77.85 68.88 72.55  73.83 74.58
Mnist 85.80 79.81 84.81 84.98  65.64 86.43
Musk 100.00 99.91 99.98 100.00 100.00 100.00
Pendigits 93.68 94.80 92.48 93.13  92.52 86.16
Satellite 61.84 70.58 62.86 66.40 68.34 80.89
Satimage-2 97.79 99.45 97.40 99.67 97.81 99.88
Shuttle 98.99 99.67 99.05 99.17  98.42 99.20
Vowels 56.95 75.44 59.09 77.76 63.34 84.36
Average 73.82 76.51 72.59 76.55  70.81 82.28

Table 3.5:  Average AUC scores in percentage (%) for the unseen setting.

Figure reports the results of Nemenyi significance test in terms of average
rank of the AUC results reported in Table [3.5] In this figure, connected groups
of methods with a line are not significantly different (p > 0.05) for the unseen
setting. Our method is significantly better (p < 0.05) than HBOS, OC-SVM and
PCC methods, and our method is as competitive as I[F and DAE methods for the

unseen setting.

3.5.3 Comparison in the One-Class Setting

Table shows the results in the seen setting over 9 experiments per model for
each dataset. Among six different models on 14 different datasets, our method
takes first place on 12 datasets and second place on 2 datasets. On average, our
method improves the AUC in absolute between 4.44%-11.74% for the one-class
setting.

To test the significance of the results, we first perform Friedman test [58]. With
a p-value less than 0.001 (p = 2.31 x 1077), we reject the null hypothesis and find
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ADDML — HBOS
IF — —  OC-SVM
DAE PCC

Figure 3.2: Comparison of detectors in terms of average rank with the Nemenyi
test for the unseen setting.

out a highly significant difference among the methods. We then proceed with
Nemenyi test and find the critical distance (CD) as 2.02. Figure reports the
results of Nemenyi significance test in terms of average rank of the AUC results
reported in Table In this figure, connected groups of methods with a line
are not significantly different (p > 0.05) for the one-class setting. Our method
is significantly better (p < 0.05) than HBOS, DAE and PCC methods, and our
method is as competitive as [F and OC-SVM methods for the one-class setting.

ADDML — —— DAE
OC-SVM —— ——  PCC
IF —— HBOS

Figure 3.3: Comparison of detectors in terms of average rank with the Nemenyi
test for the one-class setting.
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Dataset DAE IF PCC OC-SVM HBOS ADDML

Gisette 81.94 48.96 81.86 82.06  37.48 84.22
Glass 59.13 74.89 47.14 62.57 T71.68 71.73

Ionosphere 90.96 91.01 89.55 95.93 75.00 95.81

Isolet 52.10  55.55 52.11 56.94  54.61 61.16
Letter 51.66 62.21 52.66 61.56  60.08 81.50
Madelon 51.01  51.99 51.03 51.10  52.85 53.77
Magic-Telescope 70.36  77.53 74.83 73.93 73.26 80.80
Mnist 90.86 86.36 90.35 90.80 70.33 91.25
Musk 100.00 95.88 100.00 100.00 100.00 100.00
Pendigits 94.24 96.71 94.12 96.46  93.59 97.93
Satellite 67.73  79.47 69.57 75.71  77.85 81.92
Satimage-2 97.93 99.31 97.58 99.70 97.25 99.84
Shuttle 99.36  99.61 99.44 99.62 98.71 99.96
Vowels 59.22  76.80 61.20 82.30 63.82 90.90
Average 76.18 78.31 75.82 80.62  73.32 85.06

Table 3.6:  Average AUC scores in percentage (%) for the one-class setting.

3.5.4 Overall Comparison

Among six methods, the ADDML achieves the best performance for 9 times in
the seen setting, 10 times in the unseen setting, and for 12 times in the one-class
setting out of the 14 datasets. On average, the ADDML improves the AUC in
absolute between 4.71%-10.59% for the seen setting, 5.73%-11.47% for the unseen
setting, and 4.44%-11.74% for the one-class setting. Thus, our method performs

significantly better than the compared well-known methods in the literature.

The ADDML achieves the highest scores in all settings for all datasets with
dimensions higher than or equal to 100, i.e., Mnist, Musk, Gisette (except the
seen setting), Madelon (except the seen and the unseen settings), and Isolet. In
the seen and the unseen settings, which contains outliers in the training data,
the ADDML achieves the highest score for the datasets higher than 10% outlier
rate, i.e., the ITonosphere, and the Satellite. These results demonstrate that our
method achieves outstanding results compared to the well-known methods in the

literature when the number of dimensions is high, or when the outlier rate is high.
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Similar to the other methods, the ADDML achieves a higher or equal score
in the one-class setting compared to its seen and Unseen settings for 12 out of
the 14 datasets. Furthermore, when the one-class score is lower than the seen
setting or the unseen setting, the score of the one-class setting is very close to
the other settings. Thus, all methods better model the data as the number of
anomalies decrease. In the following section, we analyze the data distillation

hyperparameter.

For all settings, our method’s average AUC scores are higher than other meth-
ods with at least 4.44% (absolute) AUC. In terms of statistical significance, our
method is significantly better than HBOS and PCC and as competitive as IF for
all settings. Our method is significantly better than DAE for the one-class set-
ting and as competive as DAE for other settings. Our method is as competitive
as OC-SVM for the one-class setting and significantly better than OC-SVM for

other settings.

3.6 Analysis of the Data Distillation Hyperpa-

rameter p"

In this section, we analyze the normal ratio parameter p" for the data distillation,
which defines the ratio of the enclosed instances in the normal enclosure region.
Recall that only p" of the instances, which are likely to be normal, are used at
each epoch to train our method. We use the instance closeness loss with p" = % as
in Section [3.9] for all experiments. We use the evaluation and the cross-validation

method described in Section [3.1]

Fig. [3.4]illustrates the AUC for the Letter dataset with respect to the different
p" values. In the one-class setting, we do not achieve a significant improvement by
changing p". Hence, it is stable, i.e., at most =~ 2% absolute change in AUC, for
p" > 0.5 in the one-class setting showing that our method does not require hand

tuning and robust. Recall that our motivation for data distillation is to clean
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Figure 3.4: The AUC scores for the Letter dataset with respect to the normal
ratio p" € [0.05,1.00] with spacing 0.05 for p™ on the x-axis.
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the training data from anomalies. Thus, the stableness with respect to the p™ is
advantageous when one does not know whether training data contains anomalies.
Our method provides lesser performance for seen and unseen settings when there

"~ 1.0. As p" decreases, the performance

is no or less data distillation, i.e., p
increases since the method use the instances that are more likely to be normal.
Thus, the model becomes more robust to the outliers. The performance reaches
its peak at near 0.5 instead of the true normal rate, which is 0.9375. Naturally,
since our method is unsupervided, it distills the data based on self-supervision
instead of the true labels, which is expected. The scores of the ADDML for all
p" values in Fig. are higher than the scores of the other methods defined in

Section [3.5] for the Letter dataset.

6
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Figure 3.5: Average durations per epoch for varying data distillation ratio p™.

Figure [3.5] shows average duration per epoch including validation for varying

data distillation ratios. Figure |3.5] shows linear regimes when varying p" since
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we change the number of instances to be used for backpropagation by changing

V2

o
increasing p".

Average epoch duration is shortened by decreasing p" and lengthened by

In the following section, we analyze the hard normal mining hyperparameter.

3.7 Analysis of the Hard Normal Mining Hy-

perparameter ph
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Figure 3.6: The AUC scores for the Letter dataset with respect to hard mining
ratio p € [0.05,1.00] with spacing 0.05 for p" on the x-axis.

In this section, we analyze the hard normal mining hyperparameter p”, which
defines the ratio of the largest distances to be included in the loss for the weight
updates. As in Section , we use the instance closeness loss with p" = % for
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the seen and the unseen settings and p" = 1 for the one-class setting for all

experiments. We use the evaluation and the cross-validation method described
in Section 3.1l

Fig. 3.6 illustrates the AUC for the Letter dataset with respect to the different
p" values. The method seems robust with respect to the change in p" hyperpa-
rameter for all settings. The method achieves the highest scores for p" < 0.35
with slight differences. Reducing p" increases the AUC slightly for the seen and
the unseen settings. For the one-class setting, the method fluctuates for some
values of p, although not significant. Thus, using p" < 0.35 seems advantageous
due to the running time gain for all settings and a slight performance gain for
the seen and the unseen settings. The scores of the ADDML for all p” values in
Fig. are higher than the scores of the other methods defined in Section
for the Letter dataset.

3.8 Analysis of the Model Collapse

In this section, we empirically analyze the behavior of our model considering the

model collapse problem by analyzing losses and the sum of absolute weights.

Recall that our epoch limit is n = 50, and we stop training when this limit is
reached. Suppose validation loss stops improving for e¥ = 5 epochs. In that case,
we stop training before the epoch limit and use the model with the minimum
validation loss. To create the figures in this section, we use only the first run of

nine runs in total. We also use the hyperparameters described in Section [3.2]

Figure |3.7| shows the average training and validation losses throughout epochs
on the Letter dataset. Our model’s average validation loss and average training
loss decrease throughout the training. Thus, our model stops when the epoch
limit (n = 5) is reached. When we increase this limit to n = 1000, the model
stops training at the 336th epoch. Moreover, when n = 1000, our method achieves
80.45% AUC in the seen setting, 81.10% AUC in the unseen setting, and 81.15%
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AUC in the one-class setting. Increasing epoch limit to 1000 from 50 reduces AUC
in absolute by only 1.04% in the seen setting, 0.02% in the unseen setting, and
0.35% in the one-class setting. These insignificant differences between different

epoch limits indicate the effectiveness of early stopping.
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Figure 3.8: Analysis of model collapse for the Gisette dataset

Figure [3.8[ shows the average training and validation losses throughout epochs
on the Gisette dataset. For this dataset, early stopping occurs at the end of the
eighth epoch, and thus the model from the third epoch is used since it has the
lowest validation loss. After the 3rd epoch, the average validation loss grows,

whereas the average training loss approaches zero.

Figure [3.9] presents the average of absolute weights throughout epochs. Al-
though weights are typically expected to collapse to zero due to the model collapse
problem, the average of absolute model weights increases throughout the epochs.

According to this figure, the model does not collapse to all-zero-weights.
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Additionally, as seen in[Section 3.7], the online hard normal mining component
improves the model as p" gets lower, which may be due to its support to the model
collapse problem. Online hard normal mining does not incorporate instances to
the training that are very close to their center. Thus, this component also helps

to reduce the effect of model collapse.
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Chapter 4

Conclusion

We have studied anomaly detection on multivariate data. In [Chapter 2| we
have introduced a novel anomaly detection method using the DML. Our method
projects the data into a possibly lower-dimensional latent space by minimizing
the similarity loss, which aims to bring similar instances closer in the metric
space, where the model is optimized end-to-end. For the test stage, we derive
a scoring function with ©(1) time and memory complexity, i.e., the distance to
the center, to score the outlierness of the instances. Our approach is generic
so that it can be adapted to any type of data such as images or time series by
only changing the underlying neural network architecture, for which we provide
such adaptations as remarks. Moreover, our method is generic so that one can
readily extend our approach using different ideas in the DML literature. In
we have demonstrated that our method achieves significant performance
improvements compared to the state-of-the-art methods through an extensive set
of experiments in various real-world datasets. We have also performed ablation
study and hyperparameter studies. As future work, more recent deep metric
learning losses can be adapted to the unsupervised anomaly detection through

the methodology introduced in this thesis. Moreover, the model collapse problem

discussed in can be further analyzed.
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