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ABSTRACT

DESIGN AND IMPLEMENTATION OF BI-DIRECTIONAL AUDIO
AND VIDEO CONFERENCING BASED ON WEB REAL-TIME
COMMUNICATION

Al-Najjar, Abdullah Ali Tahseen

M.S, Electrical and Computer Engineering, Altinbas University,
Supervisor: Prof.Dr.Osman Nuri UCAN

Date: September 2019

Pages: 52

During the past few years, the Internet Engineers Task Force (IETF) and the World Wide Web
Consortium (W3C) established a new standard and called it Web Real-Time Communication
(WebRTC). This standard is a standardized mechanism for the establishment of direct audio,
video, and data connections among browsers and web users. However, it does not consider
signalling mechanisms and protocols as a part of it, which makes signalling the most
implementation problem in WebRTC since signalling is standard to the process of peer detection.
The peer detection process determines peers and coordinates communications among them to
exchange data over the local or the wide area.

This thesis concentrates on establishing and developing WebRTC audio and video conferencing
to concurrently provide bi-directional and/or unidirectional video conferencing at the same time
and with the same server. Moreover, we can apply the (WebRTC) over Local Area Network

(LAN), and Wide Area Network (WAN) using many techniques and methods. Thus, we used to
vii



adjust control, connect, open, and open default socket. The steps were physically implemented to
increase the flexibility and adaptability of the application to establish better audio and video
conferencing. Furthermore, this procedure supports video conferencing without the need to use
any external signalling servers or equipment like Multipoint Control Unit (MCU), Flash or
Traversal Using Relays around NAT (TURN) servers. The methodology of this research is as
follows:
1. A signalling channel based on Node.JS server for bi-directional video conferencing
between two peers and based on simplex topology is to be implemented and established.
2. It is clear that the CPUs and bandwidth consumption do not affect the performance of the
application created in this research.
3. To evaluate the Quality of Experience (QoE), bandwidth consumption, Real-Time
Protocol (RTP), and CPUs performance.
Thus, it has been created and examined a particular environment using JavaScript programming
to check whether there are any resources limitations in WebRTC video conferencing. In the same
way, a comparison between WebRTC and Voice over Internet Protocol (VolP), and the universal
WebRTC application (AppRTC) were achieved. This thesis would contribute to the support of
researchers interested in understanding and learning more on how to establish a WebRTC bi-
directional audio and video conferencing with simplex topology and the limitations of using one

server and resources.

Keywords: Node.JS, Web Real-Time Communication (WebRTC), Simplex topology, Networks,

and Video conferencing.
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1. INTRODUCTION

1.1 OVERVIEW

According to [1], real-time multimedia experiences in different directions are supported by
communication technology through the Internet . Sending audio, video, and data became a better
option because of the low cost and the better quality services, this occurs using the Internet rather
than the Public Switched Telephone Network (PSTN) [2]-[4]. Due to the evolution of web
technologies, it allows users to request different types of services at anytime, anywhere [5].
Voice over Internet Protocol (VolP) means transferring audio and video information through the
Internet [6], [7], and it has become a standard for the ideal voice and video applications through
various devices [4], [8]. To communicate with users and servers, VoIP involves the use of
different signalling protocols and Media Gateway Control Protocol (MGCP) [9], [10], but its
applications need registration, installations, and other applications that require licenses such as
RingCentral, VOIP\STUDIO and sipgate. According to [11], Web Real-Time Communication
(WebRTC), which is an open source and a group of libraries, JavaScript Application
Programming Interfaces (APIs) and standards [12] that provides interactive communications of
audio, video, and data [13], is a new standard that the Internet Engineering Task Force (IETF)
and World Wide Web Consortium (W3C) has developed [11]. Moreover, it has several benefits
in that it does not require plug-ins or installation, and it is easy to use, as well as it is free, and
does not require licensing and high-quality Real Time-Communication (RTC) application [12],
[14]. However, W3C and IETF have not yet reached an agreement concerning a final signalling
mechanism or a protocol to test WebRTC [15] so the standard of the signalling channel in
WebRTC is not yet specified [16], [17]. In another way, it is not clear how WebRTC standards
make two browsers establish and control their communication [18], since signalling is left to the
developer to make it more flexible to application providers to choose from the existing protocols
(e.g., Session Initiation Protocol (SIP) or Extensible Messaging and Presence Protocol (XMPP));
or to create their own protocol [16], [19].

The peer detection process determines peers and coordinates communication among them;
signalling is one of its most essential elements. Furthermore, it supports creating discussion
among users by exchanging data through channels [11]. In addition to the fact that signalling

connects the browser to a server and makes it possible for other peers to communicate through
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this server, and support the Session Description Protocol (SDP) to integrate the network
addresses and port numbers for exchanging media [20]. Figure (1.1) shows the architecture of

this application and its signalling channel in WebRTC.

SDP- offer A SDP- offer

=

.
Ll

o <
=
SDP-answer = 8 SDP-answer
Signalling Server

Audio and Video Streaming

Figure 1.1: A general signalling mechanism.

WebRTC has offered different protocols such as XMLHttpRequest (XHR), XMPP, Jingle, and
SIP. Some applications have used XHR, which is efficient with communication that does not
need a full duplex (bi-directional) approach [21]. Similarly, it is more complicated than other
protocols as [22] indicated. Moreover, an attempt to use SIP with WebRTC to obtain video calls
was made by many developers, but SIP still required installation and software for such servers
[23]. Additionally, WebRTC requires protocols that are not yet integrated within existing SIP
clients [24], [25]. According to [26], the XMPP is a slow protocol, which may cause massive
traffic through the Internet [27]. While according to [28], using Jingle have produced latency in
the response of the server. Chapter two has more details on the current signalling protocols and

existing implementations.
1.2  DESCRIBING THE ISSUE

[29] Mentioned that the most notable implementation issue on WebRTC is the signalling. While
implementing the WebRTC, this was the first issue to be observed [30]. For this reason, the

existing version of the WebRTC is not mainly endorsed "multi-browser” communication for a



conference over participating browsers [31], [32]. Communication among browsers and server
has not been standardized yet using WebRTC [11], [13], [33]. As a result; this research focuses

on the following challenges:

1.
2.

Reliability and flexibility using the same centralized server concurrently.

Selecting the appropriate browser is ambiguous, such as Firefox or Chrome, and not all
browsers support the newest application of WebRTC. This affects the adoption of
WebRTC by developers.

Solving Network Address Translation (NAT) problem to achieve communication through
Local Area Network (LAN), and Wide Area Network (WAN).

This project faced different challenges while establishing WebRTC bi-directional video

conferencing as described below:

1.3

1.

The current WebRTC signalling protocols used browsers and networks that were
established and published, it is offered in commercial servers or even proposed solutions;
and it does not explain their mechanisms in details.

Determining the maximum and minimum bandwidth consumption and CPU load for each
peer (each incoming and outgoing Real Time Protocol (RTP)).

WebRTC does not support Quality of Service (QoS).

Taking into consideration that WebRTC is being developed concurrently with the writing
of this thesis, so there might be some change in the statements made in this thesis in the
future version of WebRTC; however, this should not affect the overall conclusions.

RESEARCH GOALS AND OBJECTIVES

This research objective is to design and implement WebRTC bi-directional and/or unidirectional

audio and video conferencing using Node.JS server in a real-world application. A flexible

communication can be established for two peers using the same server using this research
through (Wired and WiFi) of LAN and WAN networks. Moreover, it is possible to utilize it in

different WebRTC applications without the need for registration, installation, plugins, license or

cost.

The objectives of this research are:



1.

14

Investigating how audio and video communication in VolP work within applications.
Hence, we achieved an extensive review of the most common VolIP applications on audio
and video calls.

Designing and implementing WebRTC bi-directional and \or unidirectional audio and
video conferencing based on simplex (one-to-one) communication using WebSocket
protocol through the Node.js platform.

Accomplishing the evaluation of the bandwidth consumption, CPU performance, Quality
of Experience (QoE).

THE CONTRIBUTIONS OF THE RESEARCH

The productive WebRTC audio and video conferencing do the following:

1.
2.

1.5

Offering an excellent browser performance of networking.

Handling a request and response among participants to exchange the relevant metadata
among them.

Concurrently providing bi-directional and/or unidirectional video conferencing.
Supporting the viewer to lessen CPU load and bandwidth consumption.

Allowing a more profound degree of resilience in adapting a WebRTC application for a
use case or scenarios such as getting two people together on one call at the same time, e-
Learning between teacher and student, and m-Health between doctor and specialist or

technician.

OUTLINE OF THE THESIS

The organization of this thesis is as follows:

Chapter 2. Demonstrates significant milestones in the field of WebRTC technology
background. It also indicates the general specifications and limitations of WebRTC.
Chapter 3. The methodology and results of the authentic implementation for WebRTC
audio and video conferencing, as well as creating and utilizing a WebRTC signalling
mechanism based on most common WebRTC signalling protocols such as WebSocket
using Node.js and based on simplex topology. This chapter ends with a comparison
between WebRTC and VolP.

Chapter 4. The conclusion of the thesis and discussion of the point of views and

recommendations for possible future work.
4



2. WEBRTC BACKGROUND AND LIMITATIONS

2.1 INTRODUCTION

The general research and techniques currently used and suggested for WebRTC bi-directional
audio and video conferencing are reviewed in this chapter. This chapter also discusses the
limitations on browser-to-browser and multi-browsers communications, and the servers and
networks for multimedia/data exchange using public architecture to handle signalling protocols
or public infrastructure to handle the privacy as a service or information. However, there is no
explanation that shows how bi-directional audio and video conferencing can be applied in
WebRTC since it has no concept of sessions; but rather, it has a concept of streams that generates
and consumes media flows [16]. We researched the current experiments and propositions of
WebRTC bi-directional video conferencing to discover the main gabs in this point and to obtain
a greater understanding of the design and the signalling of WebRTC along with its advantages
and disadvantages.

Rest of the chapter is organized as follows: section (2.2) explains the WebRTC architecture,
while section (2.3) discusses the general WebRTC challenges. General limitations of WebRTC,
several proposals and implementations of WebRTC audio and video conferencing and signalling

mechanisms are discussed in section (2.4). Finally, section (2.5) gives the chapter summary.
2.2 WEBRTC TECHNOLOGY

During the past few years, the Internet Engineers Task Force (IETF) and the World Wide Web
Consortium (W3C) established a new standard and called it Web Real-Time Communication
(WebRTC). According to [11], Web Real-Time Communication (WebRTC), which is an open
source and a group of libraries, JavaScript Application Programming Interfaces (APIs) and
standards , that provides interactive communications of audio, video, and data among browsers
and web users. In other words, [34] mentioned that WebRTC is a peer-to-peer (P2P) rather than a
client/server protocol. In WebRTC, JavaScript APIs are directly used to provide support for
interactive communications among browsers using different kinds of data [13], [29], [35]. Data
does not depend on a server; but it allows a direct communication channel among web browsers
[36]. Moreover, it has several benefits in that it does not require plug-ins or installation, and it is

easy to use, as well as it is free, and does not require licensing and high-quality Real Time-
5



Communication (RTC) application [12], [14]. [37] mentioned that WebRTC can solely support
one-to-one communication. Furthermore, it does not provide any interfaces or tools to monitor
P2P structures [38], [39]. WebRTC does not offer functions for connection management [40].
WebRTC is not a service, but rather it is a set of APIs that enables WWW developers to design
their specific applications via WWW standard techniques [41].

According to [42], [43], WebRTC consists of three major components as follows:

* GetUserMedia API .
« RTCPeerConnection API .
« RTCDataChannel API .

A deep explanation of the components has done in section (2.3). Even though WebRTC is using
"RTCPeerConnection” APl to communicate data streaming among peers, but a signalling
mechanism is not a part of it [37], [44]. Therefore, the developer needs to provide the signalling
protocol in the application level [45], [46]. It does not consider signalling mechanisms and
protocols as a part of it because W3C and IETF have not yet reached an agreement concerning a
final signalling mechanism or a protocol to test WebRTC [15] so the standard of the signalling
channel in WebRTC is not yet specified [16], [17]. In another way, it is not clear how WebRTC
standards make two browsers establish and control their communication [18], since signalling is
left to the developer to make it more flexible to application providers to choose from the existing
protocols or to create their own protocol.

There is no explanation that shows how bi-directional audio and video conferencing can be
applied in WebRTC since it has no concept of sessions; but rather, it has a concept of streams
that generates and consumes media flows [16]. [45] illustrated that a call setup in WebRTC is
designed to focus on managing the media plan, and leaving the signalling plan action up to the

application as much as possible.
2.3 WEB REAL-TIME COMMUNICATION (WEBRTC) BACKGROUND

The W3C established a new standard known as WebRTC for the API and IETF browsers, and
for the wire protocol. The WebRTC allows the co-occurrence of audio, video, and data
communications [11]. Developing the WebRTC started in May 2011 when Google declared an

open source project to offer peer-to-peer, browser-based, real-time communications [47]-[49].
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WEebRTC is a collection of libraries, JavaScript APIs, and standards [12]. In other words, [34]
mentioned that WebRTC is a peer-to-peer (P2P) rather than a client/server protocol. In
WebRTC, JavaScript APIs are directly used to provide support for interactive communications
among browsers using different kinds of data [13], [29], [35]. Furthermore, and according to [14]
WebRTC does not require plug-ins, softphones, no licensing and high-quality RTC applications
and this is an advantage of WebRTC, it also offers flexible solutions for voice and video
conferencing capabilities [50]. While, [51] mentions that it is possible to use WebRTC within
many different fields like web conferencing, video streaming, live broadcasting and voice &
video calling [52], virtual classes, file sharing, security cameras, e-Health, and banking.
Moreover, several authors [12], [31], [47] claimed that we could use WebRTC at e-learning,
news, senior citizens, speech recognition and face detection. Where in the human life, face
recognition is very useful especially in security side [53]-[56] .Equally, the WebRTC services
delivered by a variety of developments include lower latency, ultra-high reliability, and
guaranteed security [25]. It is possible to set or execute a secure channel or channels through
Datagram Transport Layer Security (DTLS) and Secure Real-Time Protocol (SRTP) for the
media channel, and also Stream Control Transmission Protocol (SCTP) over DTLS for data
channels. Security challenges like data capture by hackers through bypass intermediary hardware
server can be eliminated [57], and it can ensure the authentication and confidentiality of the
system [58]. Consequently, [37], [41] confirmed that more than 1,000,000,000 endpoints/devices
had used WebRTC. It is also expected that 4.7 billion devices will be able to support WebRTC
by 2018 [36].

WebRTC could be one situation as long as it utilizes the same web page for downloading and
allows both browsers to work out the same web application [38]. So, any method that allows
browsers to send and receive messages via a server can be used for WebRTC signalling [59]; it
only requires the use of an appropriate HTML5 API [43]. There is wider use of HTML5 with the
paced evolution of web browsers led by Firefox, Chrome, and Opera, In HTMLD5, there are two
methods for pushing data from the server to the client known as Server-Sent Events (SSE);
however, it is a unidirectional protocol, while the other one is the full duplex WebSockets [21],
[60]. Therefore, data does not depend on a server; but it allows a direct communication channel

among web browsers [36].



There is a difference in WebRTC if we are to compare it to other video conferencing
applications, for instance, WebRTC is not a service, but rather it is a set of APIs that enables
WWW developers to design their specific applications via WWW standard techniques [41].
According to [42], [43], WebRTC consists of three major components as follows:

» GetUserMedia API (aka, MediaStream),
« RTCPeerConnection API (aka, PeerConnection).
« RTCDataChannel API (aka, DataChannel).

2.3.1 GetUserMedia API

This API represents synchronised streams as input and output of audio and video while it helps
browsers to access local devices like microphone and camera [23]. As a result of this API,
WebRTC eliminates the need to use Adobe Flash to have the media devices and the requirement
of the plugin. Moreover, this API supports the employment of audio and video as HTML

elements in any type of web application [1]. Figure (2.1) shows the structure of MediaStream.

Figure 2.1: The structure of WebRTC MediaStream [23].

2.3.2 RTCPeerConnection API

RTCPeerConnectiob APl makes it possible for browser-to-browser to directly communicate and

set up audio or video calls. It gathers all the internal mechanisms of the browser such as media

streams through getUserMedia() method that allows browsers to access the local devices like

microphones and cameras to ease data transmitting to the other side [44]. Moreover, it uses
8



specific JavaScript methods to handle all the exchange signalling messages [1]. [61] mentioned
that "PeerConnection™ supports signalling and Interactive Connectivity Establishment (ICE)
techniques and guarantees a high degree while establishing a successful call in different

environments.
2.3.3 RTCDataChannel API

RTCDataChannel APl allows browsers to transmit data connections, and presents a bi-
directional data communication to offer an exchange of random data between two browsers.
Every "RTCDataChannel” can reduce the cost of service and produce the network usage like
low-latency data exchanges in a more flexible way while avoiding using the server and the
intermediate [62]. It falls into two types:

1. Delivering reliable or unreliable messages.
2. Delivering in-order or out-of-order messages.

The Transmission Control Protocol (TCP) is identical to the reliable and in-order delivery. While
the User Datagram Protocol (UDP) is similar to the unreliable and out-of-order delivery. There
are several possible use cases for this API. Such as games, applications of remote desktop and

real-time file transfer, and text chat. Figure (2.2) shows WebRTC architecture.

The web

WebRTC C++ AP| (PeerC onnection)

[ Session mamagement [ Abstract signaling (Session) ]

Voice Engine

Video E ngine

Transport

| ISAC [ILBC Codec l
| MNetEQ for voice I

| WPE Codec I
| Video jitter buffer I

C =)

[ Multiplexing ]

Echo Canceler /
Moisz Reduction

[ Image enhancements ]

[ STUN + TURN + ICE I

—— o ———

- AP for web developers

E AP| far browser makers :_
Figure 2.2: WebRTC architecture [37].
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[1] mentioned that there are one or more layers of Network Address Translation (NAT) behind
several devices. NAT is a technique used for planning private addresses to public addresses, and
the variable address information within IP packets while sending over the routing device. It is
possible for WebRTC technology developers to utilize ICE that in return, facilitates the
complication of the Internet addressing system. It is certain that ICE is reliable and is massively
used in media communications while selecting the best way of connectivity in limited
environments. It is used for traversing NATS that relies on Session Traversal Utilities for NAT
(STUN) and Traversal Using Relay NAT (TURN) [63]:

1. STUN: is used to discover an external address to a particular peer [63], [64].

2. TURN: is used to support STUN by bypassing the Symmetric NAT determination by
establishing a connection with a TURN server and sending all information over it [16],
[42], [64].

[45] illustrated that a call setup in WebRTC is designed to focus on managing the media plan,
and leaving the signalling plan action up to the application as much as possible. The rational is
that: (a) to make application developers free to choose from the existing protocols (e.g. SIP or
XMPP), or to create their own protocol [19], [45], (b) to avoid repetition and not minimize the
compatibility with the developed technologies [23], [25], (c) the WebRTC working group (IETF)
did not want to make it something that may appear to be inappropriate for all the uses [65], (d) to
give developers the freedom to design or modify the signalling protocols [18], [43], (e) not to
commit to any particular technology [49], and (f) for a novel use case [45]. The mentioned
arguments above that are flexible enough to offer an opportunity that permits the developers to
work with old and obsolete signalling protocols like SIP [49]. Also a comparison between some

protocols mentioned below in Table (2.1).
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Table 2.1: Shows some differences in protocols, such as SIP, XMPP and WebSocket protocol.

SIP XMPP WebSocket

Utilised in the decentralised | Does not support every

Particularly used for telecommunication | system for real-time browser, web servers and
messaging proxies

Applied in more complicated systems Scalability is limited to It suffers from

with a proxy server, location server, XMPP and cannot supply reconnections in services

registrar and user agent modification of binary data

Messages processing can consume It has a raised network

bandwidth overhead

The peer must register first and then can | It has a long process to
send the invitation message, which has establish a session

massive information

Similarly, WebRTC makes it possible for developers to choose the signalling problems while
IETF is standardizing the JavaScript Session Establishment Protocol (JSEP). JSEP permits the
application to manage the signalling state via the browser and into JavaScript. For instance, the
application controls the addressing, retransmission, and handling. JSEP allows the mechanisms
to create an offer or an answer and respond to them during a session. However, the
implementation of JSEP is entirely separated from the real mechanism by which the offerers and
answers communicate with the remote side [49]. Thus, the application becomes entirely
responsible for leading the signalling state machine because of the JSEP methodology [65].
Moreover, it allows the signalling or negotiation status in the web applications to operate, thus
providing the real signalling protocols like (SIP and Jingle) to work on top of it [66]. The only
thing required here is a way for the application to transmit a local request and negotiate remote
session descriptions, and a technique to interact with the ICE [45]. Accordingly, when there is a
need to exchange an offer/answer, we need to establish signalling to exchange the SDP among
peers over the signalling channel [49].
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24  GENERAL WEBRTC SPECIFICATIONS

The current version of the WebRTC is only developed to aid browser-to-browser
communication, while it is not mainly built for many-browsers communication for a conference
over participating browsers [31], [35], [42]. [37] mentioned that WebRTC can solely support
one-to-one communication. Furthermore, it does not provide any interfaces or tools to monitor
P2P structures [38], [39]. Its standards are still in a primitive stage, and they need some time to
grow [41]. In addition to that, [20], [67] claimed that choosing the suitable network topology in
the architectural design of the WebRTC application is one of the potential issues; thus, it must
choose an architecture for the application while dealing with a multiparty of audio/video call in
WebRTC. As a result; [1] showed that several topologies and devices were utilized in WebRTC
such as point-to-point (Simplex) topology, and Multipoint Conferencing Unit (MCU) device.
[68] clarified that there are implementation issues among browsers because they are in alpha or
beta status. Therefore, they have different bugs; for example, the existing WebRTC draft is not
entirely implemented within every browser because of the interoperability issues between them.
Besides, [69] confirmed that WebRTC is not completely operated with all browsers. While [62],
[70]-[72] assured that WebRTC does not aid all browsers [59], [73], [74].

[66] said that a WebRTC implementation has some impediments currently through various
libraries. For instance, using PeerJS API, which consists JavaScript libraries, coordinates a
connection establishment in WebRTC. However, each client that demands to join the
session/network including a unique ID need to register, and it can only support Google Chrome.
Similarly, WebRTC does not offer functions for connection management, and its video
streaming requires significant CPU usage and bandwidth consumption [40]. As a matter of fact,
the signalling mechanism is the most apparent implementation problem in WebRTC, and it is the
first one to be noticed while operating the WebRTC [15], [27], [29], [30], [38].

2.5 LIMITATIONS OF WEBRTC SIGNALLING MECHANISM

WebRTC needs a type of a signalling mechanism or aid from protocols to create communication

among various users or devices [24], [45], [46], [75]. However, the IETF and W3C have not yet

set similar opinions on a final signalling mechanism or a final API protocol to test the WebRTC

and regulate the communication architecture [15], [62]. Furthermore, they have not set the

signalling channels standards [16], [76]. In other words, the way two browsers create and control
12



their communication via WebRTC standards is not exactly defined [18], [42], [59]. Even though
WebRTC is using "RTCPeerConnection” API to communicate data streaming among peers, but
a signalling mechanism is not a part of it [37], [44]. In addition, [16], [19], [30], [38], [41], [51]
demonstrated that signalling has been seen as the main component of the application, which has
not yet been specified in WebRTC between browser and server. Therefore, the developer needs
to provide the signalling protocol in the application level [45], [46]; and the two entities have to
agree on it either with the central node or with the other user [1]. Consequently, it can be
confirmed that the signalling among browsers and servers is not standardized in WebRTC [11],
[13], [47]. Not only that but also the client-server architecture does not seem to be a reachable
solution in WebRTC [36].

[37], [62], [77] clarified that WebRTC applications need signalling to set up a call and the users

require signalling to transfer various types of information as follows:
1. Session Control Messages are used to start or end communication.

2. Network Configuration is related to the real world that gives the IP address and port to
the peer.

3. Media Capabilities consists of the audio and video codecs, bandwidth, and resolutions

that can handle the browser that is communicated with.

Using a signalling mechanism sets the communications between two peers [68] to find each
other, establish the direct streams for P2P, and exchange contact details [59]. Accordingly,
signalling is the core component of the peer detection that finds peers and establishes
communication among them. It supports establishing communication among users by
exchanging data through channels [11], and it connects the browser to a server and allows the
other peers to communicate through this server, including supporting the SDP for integrating the
network addresses and porting numbers for the media exchange [20], [43].

SDP is an integral part of WebRTC. Thus, it must operate before making a browser-to-browser
connection. This includes the client’s IP address and all other data related to the data, audio, or
video that a client requires sharing back and forth with the serve[78]. The developer is free to

specify the signalling setup [62]. Moreover, [33] emphasised that the most confusing side when
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using WebRTC is the signalling and typically is applied in communication systems to express
that setting up a call is achieved by the information provided and used.

There are many platforms for WebRTC that support video chat, such as SimpleWebRTC,
easyRTC, and webRTC.io. However, they have some restrictions while some of them are not for
free, and others use their infrastructure to deal with the signalling, service or information that can
be easily reached [37]. Apart from this, several suggestions and different protocols were used in

WebRTC to get a signalling mechanism as described below:
2.5.1 Socket.io Signalling Protocol

This is a transport protocol written in JavaScript to allow real-time bidirectional communication
between web browsers and a server [79]. Socket.io initiates in Node.js and continues over
Node.js as a primary backend [21]. Node.js is an open source server platform established by
Google Chrome to offer high-performance JavaScript engine. Furthermore, it is a good platform
for building a web application, and it can handle high throughput and performance since it is
based on non-blocking Input/Output [80]. As a result, it provides an HTTP server to support
establishing a web application but is not a web server like Apache HTTP, and it is not an
application server like Tomcat [21]. Node.js is one of the most well-known selection on the web
for bi-directional type of test since it offers a massive number of services [59]. It is easy to learn,

and it has freedom in building applications and active community [81].

[82] explained that socket.io allows developers to utilize WebSockets and determine various

synchronised communication techniques managed by the client’s browser [21].
2.5.2 WebSocket Protocol (WS)

This protocol helps with bi-directional communication to open an interactive communication
session between the user’'s browser and a server [83]. It connects to a server by opening a pipe
instead of another peer. Then, a client sends messages to the server, and the server forwards them
to the participants [57]. It has many advantages, such as low data loss rate and much user
concurrency [33]. In addition, [47], [83], [84] stated that WS uses the same communication port
as HTTP (80/443) and is also a primary connection and handshaking between a web client and a
web server as long as it uses the web server as a proxy for connections to clients [85]. WS allows
messages from both directions and leaves the session open. Thus, users can have so many
14



messages travelling in both directions [23]. Besides, [86] indicated that WS offers a tunnel and
leave it opened among peers. Equally, it has better performance as compared with AJAX/Polling
in terms of lower latency and higher user data bandwidth [87], [88]. On the other hand, [15]
explained that WS is not compatible with all browsers. In addition, it does not confirm scalability
and reliability when the WebRTC application is employed by a large number of peers or when
joining and leaving the network [19].

[89] demonstrated that the WebRTC chat application uses WebSocket as a signalling server
based on the designed and implemented node.js. But, there was an issue among clients and the
web server because the server is unable to recognize the client's messages or where to send them

or not, and the setup was not correct.
2.5.3 The Most Common WebRTC Video Conferencing Application

Microsoft designed this protocol to generate and transmit requests based on XMLHttpRequest
signalling protocol, and to allow asynchronous data transfer between clients and servers.
Nevertheless, [90] confirmed that it does not support all features of the current browsers; and it is
more complicated than the Jingle and XMPP protocols [22]. [91] stated that XHR has lower
throughput as compared with WebSocket, and it is affected by the overhead.

As highlighted in [92], the Google WebRTC designed an open source simple application called
AppRTC that was designed and tested for WebRTC. AppRTC was deployed as a new video
conferencing room that is automatically opened for the user and is then shared through the
provided URL with another user using Google Chrome, Opera or Firefox. The reason why the
AppRTC is designed is to find out its shortcomings over network connectivity and browser.

Thus, it has the following shortcomings:
1. It uses the canonical AppRTC ("apprtc.appspot.com™) leading to high bandwidth usage.
2. Its communication between two peers does not last more than 30 minutes by default.
3. It has poor-quality video since the browser utilizes a 640x480 resolution by default.

App Engine app sends the token to client A, and then client A opens a socket and listens to the

channel set up on the server to send a message to client B as shown in Figures (2.3).
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Figure 2.3: Google channel API for sending a message [135].

The most popular applications listed in Table (2.2).

Table 2.2: Showing the most popular servers and platform for WebRTC.

Commercial Tools

The contribution of this

thesis

1 appear.in [93]

e Its signalling mechanism has not
presented

e Need to pay for a premium room to
offer video conferencing

2 | Ably [94]

e Its signalling mechanism has not
presented

e A client needs at least 2 minutes to
re-establish a connection

¢ Not free of charge

3 | APE Project [95] | e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

4 | Cisco WebEX [96] | e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

5 | BasyRTC [97] e Its signalling mechanism has not
presented. Therefore, it might use

plugins.
¢ Using long polling which consumes
high bandwidth
e Sound  shows

interrupted  and

e Free of charge

¢ Signalling  has
completely

e Clients do not need to
waste time to establish
connection

e Sound does not show any
interrupt or  connection
drop

¢ Does not need to specified
memory usage

e Does not consume high
bandwidth

e Does not use long polling
or Plugins

e Does not require complex
or enormous efforts

¢ Does not need to
downloading or installation
to access the service

explain
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connections can be dropped
e It is specified by the memory usage
¢ Not free of charge

6 | Firebase [98] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

¢ Not free of charge

7 | Firehose.io [99] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

e Using Long-polling which consumes
high bandwidth

8 | Fanout [100] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

e Used for messages communication
e Not free of charge

9 | GStreamer [101] | e Its signalling mechanism has not
presented and uses a plug-in
architecture to handle protocols

e Extremely complex and requires
enormous efforts

10 | Internet  Relay | o Its signalling mechanism has not

Chat (IRC) [102] presented. Therefore, it might use
plugins.
e Designed to offer text messaging

11 | lceLink [103] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

¢ Not free of charge

12 | Meteor [104] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

¢ Not free of charge

13 | OnSip [109] e Its signalling mechanism has not

presented. Therefore, it might use

plugins.
e Not free of charge

e [t has no network issues
e |t is not sensitive
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14 | PeerJS [106] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

e Supports a connection between two
clients

15 | Pusher [107] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

e Not free of charge

16 | PubNub [108] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

e Using Long-polling which consumes
high bandwidth for limited messages
e Not free of charge
17 | PowerMedia XMS | e Its signalling mechanism has not
SERVER [109] presented. Therefore, it might use
plugins.
e Not free of charge

18 | Reapply e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

e Used for messages
e Not free of charge

19 | Realtime.co [110] | e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

¢ Not free of charge

20 | RTCweb.in[111] | eIts signalling mechanism has not
presented. Therefore, it might use
plugins.

¢ Not free of charge

21 | Skype [112] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

ot needs downloading and
installation to access the service

22 | SightCall [113] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

23 | Sonus [114] e Its signalling mechanism has not

presented. Therefore, it might use
plugins.
¢ Not free of charge
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24 | SignalR [115] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

25 | Sword [116] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

e Using for voice call

26 | TokBox [117] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

¢ Not free of charge

27 | Trident [118] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

e Using for voice call

28 | Talky [119] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

29 | Uberconference e Its signalling mechanism has not

[120] presented. Therefore, it might use
plugins.
e Using for voice calls
e Not free of charge

30 | vLine [121] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

31 | Vidyo.io [122] e Its signalling mechanism has not

presented. Therefore, it might
plugins.
e Not free of charge

use

32 | Valid8 [123] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

o Not free of charge

33 | Voximplant [124] | e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

¢ Not free of charge
34 | XirSys [125] e Its signalling mechanism has not

presented. Therefore, it might
plugins.
e Not free of charge

use
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35 | OnSip [105] e Its signalling mechanism has not
presented. Therefore, it might use
plugins.

¢ Not free of charge

36 | Napster [126] e Focuses only on music files, encoded
in MP3 format

37 | Content e It is expensive

Distribution e It has several network issues
Network (CDN)
[127]
38 | Past[128] e Can be used only to store files
39 | Gnutella [126] e Provides only file sharing services
e Suffers from low response time,
security, load balancing and fault
active error

26 CHAPTER SUMMARY

This chapter reviewed the diverse types of WebRTC signalling mechanisms/protocols,
applications, and suggested solutions. Furthermore, deep research was done over its limitations.
Specifically, WebRTC audio and video conferencing and signalling mechanism are required
while the IETF and W3C have not yet set opinion on the exact signalling mechanism or a final
protocol to implement on WebRTC and regulate the communication architecture. Equally, the
existing applications depend on the public signalling server, signalling service, libraries or APIs
that a signalling protocol provides. This literature review primarily addresses the achievement of
its design, test or results without limitations on the clarification of how it is designed or used in
the signalling mechanisms/protocols to determine communications among peers to find one
another, establish the direct streams and exchange contact details of session; especially, most of
them were used one of the existing signalling server, commercial server, external hardware or
plugins; except AppRTC as explained in (2.4.2).

The main objective of this chapter is to provide a short background on the design of video
conferencing and signalling mechanisms/protocols used in WebRTC and to prove that it is
crucial to design a WebRTC audio and video conferencing that can offer various features at for

two users concu rrently.
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3. WEBRTC IMPLEMENTATION AND COMPARISON

3.1 INTRODUCTION

This chapter revolves around the design and implement of WebRTC bi-directional and\
unidirectional conferencing, and signalling mechanism, also the way it has been developed in
order to learn and achieve audio and video conferencing between two peers, several networks
such as LAN, WAN (different buildings or campuses), and using the same server, stream and
application within the same server application; thus, all participants should connect to the same

Server.

A signalling channel between clients and server based on WebSocket protocol and using the
Node.js platform was created. [57] highlighted that WebRTC technology and WebSocket are
used together in most cases for signalling usages. This implementation used Google Chrome and
(Wired & WiFi) of LAN and WAN networks. Moreover, this signalling channel will make four
types of the control messages: “initiator”, “getting media stream”, “peerChannel” and "exchange
SDP (Session Description Protocol) to fully communicate between browsers. In the same way, it
is beneficial to understand the working mechanism of WebRTC (API), making an offer and
answer functions as the primary strategy to exchange SDP between peers, designing video
conferencing to be run entirely within the web browser without the need for any native plugins.
In the same way, WebRTC video streaming needs essential requirements on CPU usage and
bandwidth consumption [40]. For this reason, an evaluation of each experiment based on a used
Node.JS server, CPU performance, bandwidth consumption, and Quality of Experience (QOE)

has been considered. Finally, a comparison between VolIP and WebRTC was done.

The chapter sections are organised as follows: in section (3.1), presents the design and
implementation of WebRTC bi-directional audio and video conferencing based on simplex (one-
to-one) topology. Additionally, section (3.2) displays the results analysis of simplex
implementation. A comparison between WebRTC and VolP will be illustrated in section (3.3).

Finally, section (3.4) gives the chapter summary.
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3.1.1 Design And Implementation Tools

This implementation used Wireshark analyser to find out the bandwidth consumption, task
manager to evaluate a CPU performance and JavaScript language. Furthermore, two computers
were connected through (Wired and WiFi) of LAN and WAN networks. This execution consists
of two main parts: (a) the main browser, (b) a signalling channel, and making an audio and video

call. The primary browser has many elements, as follows:

« Two video elements to display the local and remote videos

« Two input elements to start and terminate video call

» The script elements to get streaming audio and video

» A network element to add network IP addresses and port
The signalling channel is used to open a channel between peers (offeror and answerer) and server
through sending the offer to a server to be forwarded to another peer. The offeror is a peer who
generates and streams the session description to connect to another peer. In contrast, the
answerer is asked for the connection from the offerer. In other words, the answer is a peer who
receives a session description from another peer describing features of media communication and
then responds with its session description [129]. Accordingly, a test-bed lab was created to
design and implement WebRTC video conferencing for browser-to-browser. The signalling
channel was created on the client side and server side to open, establish, and close
communication between peers, as shown in Figure (3.1).

Signalling » Signallin
N
Signalling 7 Signallin
§ g g
WebSocket
ofies | | Assis Offer | | Answer
: Video Conferencing )
User A User B

Figure 3.1: The architecture via WebSocket server.
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3.1.1.1 Client’s side

The main web page browser was built using JavaScript language and Notepad++ editor. Before a
connection became established, peer A sets the local description using “MediaStream” which
obtained using “navigator.getUserMedia” method then a web browser will request permission to
access the camera and microphone. Once the permission is granted; a camera will start
streaming, and then the test would be ready for peer B to join. Also, peer B needs to invoke
"getUserMedia" and shares the camera and microphone as well. Each single video element used
two video parts, local video and remote video. Therefore, when the remote peer adds a stream, it
will be handed to the local video. Nevertheless, when it removes a stream, it will be hidden to the
local peer. Four buttons were designed to lead the communication between peers as presented:
(1) Play video, (2) Stop video, (3) Connection, and (4) Hanging Up.

In the beginning, the exchange of local and remote descriptions should be performed (e.g. the
audio and video media information). It has been set up via “RTCPeerConnection” method for
both peers individually to handle the streaming of video and to show the peer-to-peer connection.
Thus, the caller creates an offer using “peerConn.createOffer” by "peerConn.setLocalDescription
(offer)" methods and send it to the destination through a signalling channel service. Moreover,
the callee that receives the offer needs to create an answer using
"peerConn.setRemoteDescription”, “peerConn.createAnswer” by “peerConn.setLocalDescription
(answer)” to send it back to the server to be forwarded to the caller. As a result, the caller will
use "peerConn.setRemoteDescription” method to get the remote description related to a
connection. In addition, “RTCDataChannel” object that shows a bi-directional data channel

between peers was created using “RTCPeerConnection.createDataChannel ()” method.

The offer and answer mechanisms have been located for both peers in order to enable each peer
to make a call as an offeror or to answer a call as answerer using their SDP to define the media

characteristics of a call. An actual main browser for clients has been shown in Figure (3.2).
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WebRTC
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Figure 3.2: Screenshot of the primary browser for video conferencing.

3112 Signalling channel and make an audio and video call

The signalling is essential in WebRTC for individual peers to find each other and coordinate the
communication [57]. In this study, the backend (signalling channel) was created and
implemented based on the WebSocket protocol using Node.js. The node.js platform is required
to run the WebSocket that was running and listening on port with no error coming from the
server, so is able to detect the connection from both peers. Also, Google’s STUN server is used
to enable a peer behind NAT and to find out its public address. Few steps were considered in

order to create a signalling channel to enable communication between peers as follows:
1. Define a WebSocket server
2. Create a web server object (HTTP server object)

3. Determinate a specific port (1337).
(A port must be selected when setting up a client or a server to allow them to meet. Also,

it identifies a socket on a host.

4. Handle all messages from peers.
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To process and broadcast messages to all connected peers
5. Close peer connection
Once the server is run, it shows to date, time and listening notification as “the server is listening

on port 1337" as shown in Figure (3.3).

Your environment has been set up for using Node.js 16.15.3 (x64) and npm.

C:\Users\Abdulla-N>cd\

C:\>cd inetpub

C:\inetpub>cd wwwroot
C:\inetpub\wwwroot>cd Abdulla

C:\inetpub\wwwroot\Abdulla>node websocket-server.js
Mon Aug 12 2019 ©@:27:05 GMT+0380 (Arabian Standard Time) Server is listening on port 1337

Figure 3.3: The listening of WebSocket server.

When the main browser is opened, the server will prove that "connection from origin
http://localhost is done by displaying the IP of the connected peer" to be recognised as shown in
Figure (3.4). [130] mentioned that a server is listening for incoming connections from the client.
Moreover, after both peers A & B have connected to the server, their IPs will be presented, as
shown in Figure (3.5).
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Your environment has been set up for using Node.js 10.15.3 (x64) and npm.

C:\Users\Abdulla-N>cd\
\>cd inetpub
\inetpub>cd wwwroot
\inetpub\wwwroot>cd Al
C:\inetpub\wwwroot\Abdulla>node websocket-server.js
Mon Aug 12 2019 ©0:27:05 GMT+e3ee (Arabian Standard Time) Server is listening on port 1337

Mon Aug 12 2019 @ 7 GMT+@30@ (Arabian Standard Time) Connection from origin http://localhost.
Connection ::ffff:192.168.43.217

Figure 3.4: Connection of peer A with the WebSocket server.

Your environment has been set up for using Node.js 10.15.3 (x64) and npm.
C:\Users\Abdulla-N>cd\
>cd inetpub
C:\inetpub>cd wwwroot
C:\inetpub\wwwroot>cd Abdulla
C:\inetpub\wwwroot\Abdulla>node websocket-server.js
Mon Aug 12 2019 @ 105 GMT+@30@ (Arabian Standard Time) Server is listening on port 1337

Mon Aug 12 2019 @0:27:47 GMT+@300 (Arabian Standard Time) Connection from origin http://localhost.
Connection ::fff 92.168.43.217

Mon Aug 12 2019 @ 36 GMT+@30@ (Arabian Standard Time) Connection from origin http://localhost.
Connection ::ffff:192.168.43.11

Figure 3.5: Connection of peers A & B with the WebSocket server.
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After clicking on "Play video" can access the local microphone and camera; and then by clicking
the "Connection”, can open a peer connection that creates and send SDP-offer describing its
intent to start a multimedia communication session. SDP comes to exchange call setup
information between participants. It holds necessary information about a browser before the peer
connection starts. This information includes; audio and video media capabilities, codecs
information, user information (IP address and port numbers) transmission protocol and available
bandwidth [57]. Therefore, the remote peer will receive the SDP-offer and may generate an SDP-
answer accepting the offer, or it may reject the offer. In the case of offer is taken, the callee
receives a view of the multimedia session which contains of the peer’s information such as RTP,
Real-Time Control Protocol (RTCP), ICE processing and all connected properties that can be
used in the media session and then creates the answer and sends it back to the caller through
signalling channel to establish a communication as shown in Figure (3.6).

[ Node js command prompt - node websocket-serve: o x

1 tcp 1

2 tcp 151828

t=0 0

Figure 3.6: A connection establishment between peers via WebSocket server.
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The signalling channel to exchange media configuration information is made by exchanging an
offer, and an answer using the SDP, as well as ICE candidate was sent to each other. Therefore,
the server will enable peer-to-peer communication session. Alternatively, when a peer presses
"Hanging UP" button, the communication will be disconnected directly, and the remote peer will
receive a message that says, "Remote hang up". Additionally, the server will show a console

message stating that this IP (peer) has disconnected, as shown in Figure (3.7).

B Node js command prompt - node websocket-server.js - 0 X

Your environment has been set up for using Node.js 10.15.3 (x64) and npm.

C:\Users\Abdulla-N>cd\

C:\>cd inetpub

C:\inetpub>cd wwwroot
C:\inetpub\wwwroot>cd Abdulla

C:\inetpub\wwwroot\Abdulla>node websocket-server.js

Mon Aug 12 2019 00:45:47 GMT+0300 (Arabian Standard Time) Server is listening on port 1337

Mon Aug 12 2019 0@:45:53 GMT+0830@ (Arabian Standard Time) Connection from origin http://localhost.
Connection ::ffff:192.168.43.217

Mon Aug 12 2019 00:46:58 GMT+08300 (Arabian Standard Time) Connection from origin http://localhost.
Connection ::ffff:192.168.43.11

Mon Aug 12 2019 0@:47:17 GMT+8300 (Arabian Standard Time) Peer disconnected.

Figure 3.7: Disconnection between the peers and WebSocket server.

3.2 OUTCOMES ANALYSIS

Based on the results of this implementation, the evaluation of the created signalling channel,

resources and quality of audio and video were gained as follows:
3.2.1 Signalling Channel

The signalling channel of this test was created on the client side and server side to setup

communication between peers, so a productive job was presented. While, the created signalling
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channel refers to the process of setting up, controlling and disconnecting a communication; also
allowing two peers to start video conferencing with one another. Using this signalling, four kinds
of information were exchanged: (a) Session control information, It determines when to initialise,
close, and modify communication session, (b) Session control messages: used in error reporting
when one peer disconnected, (c) Network data (It exposes where peers are located using IP
address and port so that that caller can find callee), (d) Determined media data (To recognise the

codecs and media types that the caller and callee have in common).

This signalling exchanged media configuration information between peers by using an offer and
an answer in the SDP format. Hence, it shows that any peer is able to initiate or end a session,
stopping self/remote stream, offering bi-directional audio and video conferencing and leaving or
rejoining the session. In other words, it ensures that this infrastructure of communication is ready

to create a WebRTC application.

[131] illustrated that in the application, you must know about the channel performance. Based on
the inspected element of Google Chrome in real communication, the performance of the
signalling channel between two peers was discovered. Thus, it analysed the delay of signalling
depending on sending a request and receiving a response (establish a connection). Therefore, the
minimum signalling consumption was 94 (ms) and 110 (ms) as a maximum consumption to send
a request and receive a response. Figures (3.8, 3.9,), show the screenshot of the actual
conferencing over LAN network, and figures (3.10, 3.11), show the screenshot of the actual

conferencing over WAN network.

29



Video Conference - Wi @ X

(6 localhost Q wli=

-

WebRTC

Play video Stop video Connection Hanging Up

Copyright ©2019 Abdullah Al Tahseen

Figure 3.8: Screenshot of peers over LAN network.
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Figure 3.9: Screenshot of peers over LAN network.
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Figure 3.10: Screenshot of peers over WAN network.
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Figure 3.11: Screenshot of peers over WAN network.
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3.2.2

Bandwidth Consumption

WebRTC supports various audio and video codecs, such as Opus for audio and VP8 for video

(Nandakumar and Jennings, 2018). The communication was achieved during one and three
minutes over (Wired & WiFi) of LAN & WAN networks, as shown in the Table (3.1).

Table 3.1: The bandwidth consumption of the audio and video between two peers through Chrome.

3.2.3

Where the unit of bandwidth is kilobit/second (kb/s).

Bandwidth Consumption
Network Over
Time Audio (kb/s) | Video (kb/s)
1 minute 52.662 1161
Ethernet
Lowsll Ares, 3 minutes 53.307 1181
Network 1 minute 53.842 911
Wireless
3 minutes 53.988 1246
1 minute 49.818 1213
Ethernet
3 minutes 48.854 1158
Wide Area
K 1 minute 47.275 1116
Networ Wireless
3 minutes 47.161 1025

CPU Performance

In this test, the performance of the CPU was measured using task manager software of Windows

10 in server side, which has both of client and server. The analysis is divided into four types:

During one minute through (Wired & WiFi) of LAN network
During three minutes through (Wired & WiFi) of LAN network

During one minute through (Wired & WiFi) of WAN network
During three minutes through (Wired & WiFi) of WAN network
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Figures (3.12), shows the CPU usage.
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Figure 3.12: CPU performance.

3.2.4 Quality of Experience (QoE)

Actual ten users have participated in this experiment to give their individual opinions on the
perceived user experience by the use of questionnaires as described in the Table (3.3). In this
application, was proved that WebRTC could be used as an alternative technology for streaming

media as a use case of peer-to-peer video conferencing interface.
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Table 3.2: QoE via (Wired & WiFi) of LAN & WAN networks.

Very Bad Bad Fair Good Excellent
Perception
Questions Very annoying | Annoying | Slightly but not Imperceptible
annoying annoying
Rate the ease of
using this 2 8
application
Rate the quality of
audio during this 8 2
session
Rate the quality of
the video during 2 8
this session
Rate the resilience
) ) 4 6
of this connection

3.3 A COMPARISON BETWEEN WEBRTC AND VOIP

According to the enormous studying and views that were done over VolP signalling protocols,
and the experiments that were performed on WebRTC in this chapter. It has been revealed that
WebRTC and VolIP both share the same transport standards such as RTP and UDP, or TCP.
Additionally, WebRTC is an extension of VolP, as shown in Figure (3.13), they both support
audio and video calls and data exchange. On the other hand, the big difference between them
remains in their infrastructure. VolP provides signalling protocols by dividing them into two
main groups: user-to-server and user-to-user [133]. Likewise, [134] mentioned that VoIP has
complicated signalling and is critical to delay, lost packets and jitter. In contrast, WebRTC works
completely within the most widely used web browsers like Firefox, Chrome and Opera without
downloading flash or web application. Besides, it does not need registration, downloading, plug-
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ins, or license. With WebRTC, it is possible to embed communication applications or platforms
directly into a webpage. However, it does require a signalling protocol to setup, establish and end
the connection. As a result, WebRTC changes the identification of VoIP by considering its

concept and exploits it into the Web browsers.

'

VoIP g:, Web

Figure 3.13: The relationship between WebRTC and VolIP [136].

34 CHAPTER SUMMARY

An extensive effort was given to achieve research in the most common VolP signalling protocols
with voice and video codecs. This result confirmed that the signalling protocols in VVoIP have
different limitations. In contrast, several implementations have been achieved to create and
utilise WebRTC signalling mechanisms to offer bi-directional audio and video conferencing in
real-time based on simplex topology. Therefore, WebRTC signalling mechanism based on

WebSocket protocol was utilised and explained.

The contributions of this chapter support concerned researchers to learn and understand the
advantages and disadvantages of VolIP, also how to design WebRTC bidirectional video

conferencing.
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4. CONCLUSIONS AND FUTURE WORK

41  CONCLUSION

In this thesis, WebRTC bi-directional and\ unidirectional audio and video conferencing have
been designed and implemented using different strategies. As well as, it offers a communication
using different networks (e.g. LAN & WAN) and centralised server at the same time. This
application is very efficient, whereas it has been proved that is able to control setup, establish
and close a connection. In other words, it can set up a call, supports a client to exchange several
types of information such as SDP information, coordinates a connection establishment between
peers and disconnect a communication session as well. Equally, it allows two peers to start bi-
directional and/or unidirectional audio and video conferencing with one another. An additional
point, the users, do not need to use any external commercial signalling server, plugins,
registration, installation or fees. Accordingly, each user who would like to use this application is

free to select a suitable network.
This research offers the evaluation of the performance of the following:
1. Simplex topology (One-to-One)
2. CPU performance
3. Bandwidth consumption
4. QOE by actual users

5. A comparison between WebRTC and VolP and with most common WebRTC application

like AppRTC that used in the current applications.

More importantly, this application can be applied in various fields. For instance, e-Learning
between teachers, teacher and student or students, m-Health between patients, doctors, specialists

and technicians, games, monitoring and live meeting.

The QoE verifies that this test-bed environment runs correctly and that it can be used to conduct

more extensive experiments on user expertise in the future.

The created application in this thesis illustrated distinctive characteristics:
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4.2

. The WebRTC implementation of its clients and server,

Utilise an offer and answer functions as the primary strategy to exchange SDP between

peers,

. Create a signalling channel between browsers using the WebSocket protocol,

. Offer bi-directional audio and video conferencing between browsers,

Using Chrome over (Wired & WiFi) of LAN & WAN networks,

Evaluation of resources and QoE

. Give web developers an opportunity to comprehend the WebRTC technology, as well as

to understand how to design WebRTC video conferencing.

A VISION FOR FUTURE WORK

The work explained in this thesis can be extended in many directions. This section points out

some of the future research directions.

1. Develop this application to support different topologies, such as a star (One-to-Many)

and mesh (Many-to-Many) topologies.
Develop this application to be able to opening multi rooms via different networks.

Develop it to be prepared for supporting video conferencing via the Internet.

. Apply it on the future technology and smart applications such as 5G technology to get

speeder Internet and massive quality of the audio and video.
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APPENDIX A

WEBRTC BI-DIRECTIONAL VIDEO CONFERENCING BASED ON SIMPLEX
TOPOLOGY

A.1l PSEUDOCODE OF WEBSOCKET SERVER

SET WS = WebSocket Server;

SET Create server,

SET WS.Port;

SET Client;

IF client.IP = WS.IP && client.Port = WS.Port;
THEN open channel;
ELSE IF connection = error;

THEN sendCallback;

© o0 N o o B~ w NP

IF request = accept;

[ERY
o

THEN push data;

-
-

ELSE send Callback;

=
N

END

=
w

WHILE Connection Alive;

[N
IS

THEN start bi-directional video;

[EY
a1

END

[EY
(ep]

Peer disconnected;

17 END

A.2 PSEUDOCODE OF PEERS

18 Get Local Media;

19 SWITCH Start Connection;
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20
21
22
23
24
25
26
27
28
29
30
31

32
33
34
35
36
37
38
39
40
41
42
43
44

CASE1: create-offer/answer;

STEP1: create-offer;

IF peer connection is created;

THEN set local information and send message;

ELSE local information not running yet;

STEP?2: process signalling;

IF offeror = listening to the server’s port and IP;

THEN send request via server;

ELSE process signalling =0;

STEPS3: accept request;

IF answerer accepted the SDP-offer;

THEN set remote description && set local information and send

message;

ELSE offer is rejected;

STEP4: process signalling;

IF answerer = listening to the server’s Port and IP;

THEN send response via server;

ELSE process signalling =0;

STEPS5: ICE candidate;

IF peers = exchanged ICEs;

THEN start stream video;

CASEZ2: disconnect;

END

IF any peer disconnected;

THEN end stream;
ELSE Re-connect;
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