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ABSTRACT

Designing Intelligent Byzantines:
Fall of Robust Aggregators in Federated Learning
Ahmet Kerem Ozfatura
Master of Science in Computer Engineering
1 October, 2024

In federated learning (FL), it is difficult to profile and verify each client, leading to a
security threat, where by malicious clients, called Byzantines, may hamper the accuracy
of the trained model by conveying poisoned models during training. Hence, the aggre-
gation process at the parameter server should aim to minimize the detrimental effects of
malicious clients. The Byzantine problem is typically analyzed from an outlier detec-
tion perspective, and is oblivious to the architecture of the neural network (NN) being
trained. In this work, we first expose vulnerabilities of the robust aggregators, specifically
the CC framework, and introduce novel attack strategies that can circumvent the defences
of the state-of-the-art robust aggregators. Later, we argue that by extracting certain side
information specific to the NN architecture, one can design even stronger attacks. Hence,
inspired by sparse neural networks, we introduce a hybrid sparse Byzantine attack that is
composed of two parts each targeting a different type of defence mechanism: one sparse
part that attacks only certain NN parameters with higher sensitivity, and the other being
more silent but accumulating over time. Then, we propose a new robust and fast defence
mechanism that is effective against the proposed and other existing Byzantine attacks. Our
code is publicly available here https://github.com/CRYPTO-KU/FL-Byzantine-Library
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OZETCE

Akilh Bizans Saldirilar1 Tasarlamak:
Federasyonlu Ogrenmede Dayamkl Toplayicilarin Cokiisii
Ahmet Kerem Ozfatura
Bigisayar Miihendisligi, Yiiksek Lisans
1 Ekim 2024

Federasyonlu 6grenmede (FL), her istemciyi profillemek ve dogrulamak zordur ve bu
da Bizans saldirgan1 olarak adlandirilan kotii niyetli istemcilerin egitim sirasinda zehirli
modeller ileterek egitilen modelin dogrulugunu engelleyebilecegi bir giivenlik tehdidine
yol acar. Bu nedenle, parametre sunucusundaki toplama iglemi kétii niyetli istemcilerin
zararli etkilerini en aza indirmeyi hedeflemelidir. Bizans sorunu genellikle istatistiksel
aykirt deger tespiti perspektifinden analiz edilir ve egitilen sinir aginin mimarisinden
habersizdir. Bu calismada, oncelikle saglam toplayicilarin, 6zellikle CC ¢ergevesinin
giivenlik agiklarini ortaya koyuyoruz ve son teknoloji saglam toplayicilarin savunmalarini
asabilecek yeni saldiri stratejileri sunuyoruz. Daha sonra, kullanilan sinir aginin mi-
marisine 0zgii belirli bir yan bilgi c¢ikarilarak daha da giiclii saldirilar tasarlanabilecegini
savunuyoruz. Bu nedenle, seyrek sinir aglarindan esinlenerek, her biri farkli bir savunma
mekanizmasini hedefleyen iki par¢adan olugsan bir hibrit seyrek Bizans saldiris1 sunuy-
oruz: yalmizca belirli NN parametrelerine daha yiiksek hassasiyetle saldiran seyrek bir
parca ve daha sessiz ancak zamanla biriken diger parca. Ardindan, 6nerilen ve diger mev-
cut Bizans saldirilarina kargi etkili olan yeni, saglam ve hizli bir savunma mekanizmasi
oneriyoruz. Kodumuz herkese agiktir https://github.com/CRYPTO-KU/FL-Byzantine-
Library
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Chapter 1

INTRODUCTION

Federated learning (FL) [McMahan et al., 2017]] has become the de-facto collabora-
tive learning framework where a large number of clients iteratively optimize a shared,
e.g., neural network (NN) weights, by utilizing their local data and then seek consensus
on the global model through the exchange of local models. While local optimization helps
keep the personal data private, the consensus phase helps reduce the generalization error.
In this work, we focus on the centralized and synchronous FL setup [McMahan et al.,
2017, Konecny et al., 2016], where a central parameter server (PS) orchestrates the con-
sensus phase by executing an aggregation policy for the local models received from the
participating clients. The new model is conveyed to the clients for the next round of local
optimization/training.

FL is designed to facilitate collaborative learning over a large number of clients, and it
is often challenging to profile and verify all the clients. Some clients may act maliciously
and aim to sabotage the learning process either individually or by colluding with other
malicious clients. In the literature, this is referred to as a poisoning attack [Bagdasaryan
et al., 2020, Bhagoji et al., 2019,|Fung et al., 2020,/ Sun et al., 2019], where the malicious
clients send a modified model to the PS in compliance with a predefined attack mecha-
nism. These attacks can be targeted [Xie et al., 2020a, Bagdasaryan et al., 2020, Bhago;i
et al., 2019|] with the objective is to make the model fail only certain tasks, e.g., miss-
classification of certain classes, or untargeted |Blanchard et al., 2017, |Xie et al., 2020b|]
so that fails any task [Bhagoji et al., 2019, Fung et al., 2020, Sun et al., 2019 Baruch et al.,
2019]]. Besides, the attack is not always visible during training; the model may perform
well for the training data but lacks generalization at test time, particularly performing

poorly on samples with a certain triggering pattern, often referred to as a backdoor at-
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tack [Bagdasaryan et al., 2020].

In the scope of this work, we limit our focus to untargeted model poisoning attacks,
often known as Byzantine attacks. Design of Byzantine attacks under various assump-
tions, e.g., regarding the training data that adversaries can access, or the information they
can infer, has been extensively studied in the literature [Baruch et al., 2019, Fang et al.,
2020,/Sheyjwalkar and Houmansadr, 2021, Xie et al., 2023]]. To overcome the detrimental
impact of malicious clients, the design of a robust aggregator that neutralizes poisoned
models from different aspects has been considered [Blanchard et al., 2017, Pillutla et al.,
2022, Yin et al., 2018|]. Many of the defence methods treat poisoned models as out-
liers and suggest eliminating statistically suspicious updates from the clients before using
conventional aggregation functions like averaging [El Mhamdi et al., 2018||Blanchard
et al., 2017, Munoz-Gonzalez et al., 2019]. Some of the prior works redesign the aggrega-
tion function to generate a good representation model for benign clients, e.g., geometric
mean [Yin et al., 2018, |Chen et al., 2020]. Rather than eliminating suspicious models,
it is also possible to sanitize all the models before aggregation, as suggested in [Karim-
ireddy et al., 2021}, Raynal et al., 2023} EI-Mhamdi et al., 2020,|Gupta and Vaidya, 2020]].
Other more complicated defence strategies either utilize extra data at the PS [[Cao et al.,
2021al Xie et al., 2019], or profile the clients over time and assign a trust score to each of
them [Munoz-Gonzalez et al., 2019, Bhagoji et al., 2019]. Recent works also explore a
game-theoretic approach to dynamically select a different robust aggregator at each itera-
tion [Xie et al., 2023]].

From the attacker’s perspective, an attack should be effective yet imperceptible [Baruch
et al., 2019, Shejwalkar and Houmansadr, 2021, Fang et al., 2020]. Hence, attacks often
take advantage of the curse of dimensionality due to a large number of being trained, and
the variation across benign models due to statistically distinct data distribution across the
clients. As the statistical variation among benign models increases, so does the feasible at-
tack space for the Byzantines, as they do not look like outliers. Thus, variance reduction
techniques originally designed for stable distributed learning have emerged as effective
defence mechanisms by shrinking the feasible attack space for Byzantine clients [Karim-
ireddy et al., 2022, Karimireddy et al., 2021,|Gorbunov et al., 2023, Peng et al., 2022b,Wu

et al., 2020,Zhu and Ling, 2022, Peng et al., 2022a]]. A particularly popular approach is to
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employ momentum stochastic gradient descent (SGD) as a local optimizer and to perform
aggregation over the momentum terms; it has been shown that the use of local momentum
enhances the robustness against Byzantine attacks [Karimireddy et al., 2021}|Farhadkhani
et al., 2022, EI-Mhamdi et al., 2021]].

In this work, we first show that the clipping [Karimireddy et al., 2021]] mechanism
gives a false sense of security, and its performance against ALIE and IMP might be mis-
leading. We show that the existing ALIE and IMP attacks can be redesigned to circumvent
the CC defence. We first identify the main vulnerabilities of the CC method, and then, by
taking into account certain design aspects of ALIE and IPM, we propose a new Byzantine
attack that targets the CC defence. We show numerically that our proposed strategy suc-
cessfully circumvents the CC defence, as well as other well-known defense mechanisms
(i.e., Robust FedAVG (RFA) [Pillutla et al., 2022]] and Trimmed-Mean (TM) [Yin et al.,
2018]). We then propose an improved defence against the proposed attack and show its
effectiveness.

Although there are various successful Byzantine attack strategies, there is still a lack
of a universal attack design that is effective against different types of defence mechanisms
simultaneously. As we discuss in more detail later, while some attacks are more effec-
tive against defences that investigate index-wise outlier values, some others target defence
mechanisms that utilize geometric distance as a metric to detect anomalies. In this work,
we explore whether it is possible to design a universally effective yet computationally
low-cost Byzantine attack strategy. Another important aspect often ignored in the de-
sign of Byzantine attacks is the architecture of the NN being attacked. Depending on the
particular architecture, certain weights might be more vulnerable against perturba-
tions, and this prior knowledge can be utilized when designing the attack. To the
best of our knowledge, this is the first work that utilizes the NN architecture to design
Byzantine attacks.

The contributions of this work can be summarized as follows:

* Taking into account the identified vulnerabilities of CC, we introduce a new Byzan-
tine attack called relocated orthogonal perturbation (ROP), which utilizes the broad-

casted momentum term to circumvent the CC defence.
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* Then, We introduce another novel Byzantine attack strategy consisting of two parts.
The first part is designed to avoid defences that rely on index-wise elimination,
while the second one targets geometric distance-based defences. Hence, their com-
bination is effective against a large variety of defence strategies and does not require

prior knowledge of the deployed defence mechanism.

* Different from existing Byzantine designs, we utilize side information extracted
from the NN architecture through a network pruning framework, which locates the
potentially more sensitive weights, and to generate stronger yet imperceptible at-

tacks.

* Through extensive simulations over different NN networks, datasets, and defence
mechanisms, we show the effectiveness of our approach by reducing test accuracy
up to 60% in the case of independent and identically distributed (IID) simulations

and diverging the model training completely in the non-1ID simulations.

* Finally, we introduce a new defence mechanism against the proposed Byzantine
attacks as well as others, with the same asymptotic complexity as the CC aggregator.
We show the robustness of the proposed defence mechanism for both IID and non-

IID data distributions.
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Chapter 2

PRELIMINARIES AND RELATED WORK

2.1 Notation

We use bold case to denote vectors, i.e., v, and capital calligraphic letters, e.g., V, to
denote sets. When we have an ordered set of vectors V = {vy,...,v;..., v}, we use
subscript index to identify the i vector in the set, i € [k], and use double subscript v;;,
particularly when it is changing over time/iteration. For the slicing operation, we use [-],
such as v[ /] to denote the j* index of a vector. We use || - || p to denote the p-norm of a
vector, which, without a subscript || - || refers /; to norm. We use < - ,- > for the inner

product between two vectors. In Table[2.1] we list the widely used variables in this paper.

2.2 Federated Learning (FL)

FL allows solving a joint problem among a large number of clients by only sharing their
local computation while offering a great generalization opportunity thanks to the client’s
independent data. Using the consensus model, clients share their computation with re-
spect to their local dataset. This computational result, generally gradients, is then sent
to the PS to aggregate and update the consensus model. In this phase, PS generally em-
ploys federated averaging as an aggregation method. We illustrate the client computation
in Fig. and aggregation then broadcasting in Fig. This collaborative learning
paradigm can enable a greater generalization of a common problem without breaching the
privacy of the clients.

The formal objective of FL is to solve the following parameterized optimization prob-

lem over k clients in a distributed manner

k

1

i 0)=— ) E;.p f(0,0), 2.1

min f(0) = 2, Fa-nif(6.0) @.1)
=/i(0)
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B =t ??(

Figure 2.1: Overall Illustration of the federated learning (FL).

i=1

0y = 0y 1 —nAgg(en, . ..

2.1al

p

2.1b

VL)

correspond to

FL without Byzantine presence where in [2.1d) clients send their local updates and in [2.10]

clients receive the consensus model from the PS. Without the presence of Byzantines, PS

generally employs an algorithm like federated averaging that does not offer Byzantine

robustness. [2.1d| correspond to FL with the presence of the Byzantines where some

of the clients can send malicious updates (2.1c), and PS may employ robust aggregator as

a replacement to federated averaging (2.1d) to ensure the robustness of the system before

updating the consensus model.
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Table 2.1: Notations

Notation Description

Kb, Kon and K = K |J K., | Set of benign, malicious, and all clients, respectively

kp.kn, and k Number of benign, malicious, and all clients, respectively

6:/,8,,and m;, Model, gradient, and momentum vector of client i at iteration ¢, respectively.

m, m, m,, Reference, aggregated, and benign consensus momentum at iteration ¢, respectively
o,¢ Sparsity ratio and the corresponding mask vector, respectively

where @ € R? denotes the model parameters, e.g., weights of a neural network, ¢ is a
random variable, sample data, from data distribution D; of client i, and f is the problem-
specific empirical loss function. This is typically solved in an iterative fashion where at
each iteration, each client searches for a local model 8; that minimizes its local loss func-
tion f;(6;), often by utilizing SGD optimizer, then seeks a consensus with other clients to
obtain the global model @ with an assist of the PS.

We note that there are various possible practical implementations of this two-step,
local optimization and global consensus, distributed optimization framework, based on
chosen local optimization framework e.g., SGD [Polyak, 1964], Adam [Kingma and Ba,
2015]], momentum SGD [Sutskever et al., 2013]], regularization strategy for local opti-
mization [Ozfatura et al., 2021}|Li et al., 2020L|Acar et al., 2021]], the aggregation strategy
at PS, how the local model is communicated with PS, e.g., communicating model [Gao
et al., 2022]], model difference [Ozfatura et al., 2021], local momentum [Karimireddy
et al., 2021, Farhadkhani et al., 2022] and finally based on how the global and local model
updates are coordinated [Ozfatura et al., 2021, Gao et al., 2022, Wang et al., 2020, Karim-
ireddy et al., 2020]. Ultimately, all methods ensure the privacy of the clients by not sharing
their local data while solving a common optimization problem. However, a honest-but-
curious server can still breach the privacy of the clients by launching gradient inversion
attacks [Geiping et al., 2020)].

In the scope of this work, based on the discussion above, we have focused on a par-

ticular setup where each client utilizes momentum SGD for local optimization, i.e, each
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client first computes the gradient for a randomly sampled minibatch ¢;

g «— Vo fi(0.4), (2.2)

where 6 is the last consensus model, the local gradient g; is used for updating the momen-

tum term m;,

m; = (1 - B)g; + pm;, (2.3)

where S is a hyper-parameter for the momentum term. Once the local momentum is
computed, each client sends their local momentum term to PS for the consensus. Although
the presented materials in this work can be extended to different setups, there are two
key reasons for focusing on this framework first, the use of momentum helps accelerate
gradient vectors in the right directions, thus leading to faster converging [Sutskever et al.,
2013, |Nesterov, 1983, Polyak, 1964], second and more importantly, the aggregation over
local momentum terms for the global model update also offers a certain robustness against
Byzantines, since momentum helps for variance reduction, thus it is a more challenging
setup for Byzantines [Karimireddy et al., 2021, Farhadkhani et al., 2022/ /EI-Mhamdi et al.,
2021, Karimireddy et al., 2022, He et al., 2022|]. Next, we briefly explain the adversary
model and illustrate the overall framework.

Adversary Model: We assume the adversary controls up to k,, out of k total clients,
called malicious clients. We assume that the number of malicious clients is less than the
number of benign clients, i.e., (k,;/k) < 0.5; otherwise, no Byzantine-robust aggregator
will be able to defeat poisoning attacks. Following the previous works [Shejwalkar and
Houmansadr, 2021}, Bagdasaryan et al., 2020, Baruch et al., 2019, Bhagoji et al., 2019,
Fang et al., 2020, Xie et al., 2020b], we assume that the adversary can access the global
model parameters broadcast in each epoch and can directly manipulate the gradients on
malicious devices. We further assume that Byzantines can also compute the momentum
of the benign clients. On the other hand, Byzantines form their attacks in an agnostic
manner with respect to the aggregator. In other words, the Byzantines do not know the
robust aggregator or the defence mechanism used by the PS. Hence, the attack should be
universal; that is, it should be effective against all known defence mechanisms without

any aggregator-specific calibration.
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Algorithm 1 FL with Robust Aggregator and Byzantines
1: Input: n, AGG(-) , Attack(-)

2: Output: Consensus model: 07
3: fortr=1,...,T do
4: Client side:

5: fori=1,...,k doin parallel

6: Receive: 6,_; from PS

7 if i € K, then

8: Compute gradient estimate: g;; < Vo f;(0,-1, {is)
9: Update Momentum: m;; = (1 — 8)g;; + fm; ;_
10: else

11: m;; «— Attack(H;)

Server side:
12: Aggregate local updates: m; «— AGG(my, ..., mg,)

13: Update the model: 8, «— 0,_; — n,mm,

In this setup, the flow of the overall framework with Byzantines performing an at-
tacking strategy, denoted by Attack(-), and the robust aggregator, denoted by AGG(-)

that is implemented at the server In general, the attack Aftack(-) can be considered as a

mapping
Attack () : Hy— (m;, i € Kopar) € RY, (2.4)

where H; is referred to as the history and includes all the available information to client i
until iteration 7. The overall setup is illustrated in Algorithm |1l FL with the presence of
the Byzantines is also illustrated in Fig. and

2.3 Existing Defence Methods

Various defence mechanisms against Byzantines have been introduced to ensure the learned
model’s reliability. In a broad sense these frameworks can be analyzed under two cate-
gory, namely elimination and sanitization. In the first category, defence mechanisms are

designed to detect Byzantines updates, by assuming these updates exhibit outlier behavior
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Table 2.2: Comparison of the defence methods

Defence mechanism Identification Metric  Defence

Centered Clipping [Karimireddy et al., 2021 Euclidean distance Sanitation (clipping)

Krum & Multi-Krum [Blanchard et al., 2017]] Euclidean distance Elimination

RFA [Pillutla et al., 2022] Euclidean distance Sanitation (Geometric median)
Bulyan [El Mhamdi et al., 2018]| Euclidean distance Elimination

Trimmed mean [Yin et al., 2018]| Index-wise statistics Elimination

Centered median [Yin et al., 2018|] Index-wise statistics Sanitaion (Index-wise Median)

SignSGD [Bernstein et al., 2019,Jin et al., 2024]  Index-wise statistics Sanitation (Majority voting)

FL-trust [Cao et al., 2021b| Angular inspection Sanitation and Elimination

compared to benign updates, by utilizing different metrics for outlier detection such as ge-
ometric distance, index-wise statistics, and angular variance. Once the outlier values are
eliminated, over the vectors or indices, the remaining values are aggregated. These meth-
ods often assume the number of Byzantines is known by the server, and the key drawback
of such defences is the elimination of the benign updates due to miss-classification. Alter-
natively, defence strategies in the second category utilize all updates but sanitize them to
neutralize Byzantines’ detrimental impact through different mechanism such as majority
voting, geometric median.

For the methods following the former approach, Byzantine detection strategies can be
grouped into three main categories based on the identification measures used for outliers:
geometric distance, index-wise statistics, and angular variance. We briefly identify the

defence mechanisms that we utilized in the Table

2.3.1 Geometric distance

We first present the norm-based defences where robust aggregators consider the geometric
distances to identify outliers.

Multi Krum: The underlying idea behind the Krum mechanism [Blanchard et al.,
2017] is to identify where the benign vectors accumulate in close proximity. Under the
assumption of k,, Byzantines, considered as outliers, the first step is to form a set of

neighboring clients S;, for each vector m;, with cardinality k* = k — k,, + 2, such that
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S = argmi —m|>. 2.5
, gﬂiﬁg%‘;llmt m, | (2.5)

Then, Krum identifies the vector m; that has the minimum average distance to the vectors
in its closest neighborhood S* as the true center for the benign vectors, i.e.,
argmin; g Z ||m,- - mj||2 (2.6)
jeS*
Multi-krum is built on the same principle but chooses n vectors instead of a single one,
and outputs their average.

Centered Clipping (CC): One of the major shortcomings of the robust aggregators
that rely on outlier elimination is the assumption that the number of Byzantines is known
in advance. Even under this assumption, such methods suffer from the miss-classification
of benign clients as outliers, or the under-utilization of benign models [Karimireddy et al.,
2022, Baruch et al., 2019]. Hence, in [Karimireddy et al., 2021]], the authors proposed to
utilize all the available model updates after first sanitizing them. The underlying idea
behind CC is to perform sanitization by projecting model update m into a ball with radius
7 and centered at reference model m, accordingly, the clipping function can be formulated

as

fcc(m|ﬁl, T) = m + min {1,

} (m — ). 2.7)

T~ ml
Further, by choosing the previous aggregate model update as the reference model for the
current step, i.e., m, = M,_y, it is possible to sanitize poisoned model updates successfully.
However, in (3] we will show that when Byzantines can also modify their adversarial
perturbation according to m;, CC which makes it ineffective. As we further discuss in
Section [2.4]and Section [3] CC has other weaknesses as well.
Robust-Federated-Averaging (RFA): is a geometric median-based robust aggrega-
tion method [Pillutla et al., 2022], where the consensus model m* is obtained as the
solution of the following optimization problem:
n
RFA(my,... ,m,) = argmin Z [lm* — my|,. (2.8)
-

i=1

It reduces the impact of contaminated updates by using the geometric median in place of

the weighted arithmetic mean.
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Algorithm 2 Robust aggregation with CC

[y

: Inputs: m,, {mi’f}ie’K’T

2: fori=1,...,k do in parallel

3 m;, = fCC(mi,tlﬁll‘sT)

e

. A _ 1 ~
m; = ¢ Dicgk My

2.3.2 Index-wise statistics

SignSGD. [Bernstein et al., 2019, Jin et al., 2024] Reduces the communication overheads
in FL by updating the parameters according to a majority vote on the sign of the momen-
tum terms. It also allows fault tolerance by employing majority voting. More formally,

the aggregation rule of SignSGD can be defined as:

SignSGD(my, ... ,my) = sign

k
> sign(mi)) : (2.9)

i
Coordinate-wise median (CM) [[Yin et al., 2018]] employs the index-wise median of

momentum vectors.

m=CM(my,...,mg) :m[j] = median(m;[/],...,mg[j]). (2.10)

Trimmed mean (TM) [[Yin et al., 2018]], is proposed as a more robust Byzantine
resilient aggregator to CM by discarding some of the outlier indices and then taking the
mean of the remaining ones. It offers less statistical error under the assumption that the
number k, of Byzantines is known. For each coordinate, j, let S; denote the ordered
set formed by permuting the elements in set [n], such that the order is determined by
sorting the j coordinate values. We compute the average after discarding the k,, largest
and smallest values; hence the name trimming [Yin et al., 2018]]:

k—km-1
Z [mg,i)]; (2.11)

=K1

1
k =2k,

[TM(my, ... ,m,)]; =

Based on the variance and skewness of the various workers, the authors of [Yin et al.,

2018|] bound the error rate TM ensures. As such, the larger the variance and skewness,
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the higher the error rate the attacker can achieve. Nevertheless, regardless of the variance,
Byzantine clients can steadily accumulate errors as long as staying close to the m [Fang
et al., 2020, Shejwalkar and Houmansadr, 2021, Baruch et al., 2019].

Bulyan [El Mhamdi et al., 2018] is designed as a two-staged defence mechanism,
wherein the first stage k — 2k, benign candidates are selected according to an elimination
based aggregation rule, often the common approach is Krum, then in the second stage
these candidates are aggregated according to TM.

GAS [Liu et al., 2023] highlights that the existing defence mechanisms suffer from
the curse of dimensionality and argues that it is possible to enhance the robustness of ex-
isting aggregators by dividing the whole update vector into sub-vectors and performing
aggregation for each sub-vector independently. The number of the sub-vectors is cho-
sen according to the size of the underlying NN architecture, and often larger values are

employed for better robustness.

2.3.3 Angular inspections

FL-Trust [Cao et al., 2021b|] updates the global model using the root data, then clips and
normalizes the local model updates using the momentum calculated with the root data
as a baseline. Each client’s momentum is then scaled based on the cosine similarity of
the server’s momentum before the aggregation. This method increases the aggregated

model’s reliability and diminishes the impact of adversaries.

2.4 Existing Attack Methods

ALIE: Traditional aggregators such as Krum [Blanchard et al., 2017], TM [Y1n et al.,
2018|], and Bulyan [El Mhamdi et al., 2018] assume that the selected set of momentums
will lie within a ball centered at the real mean, whose radius is a function of the number
of benign clients. The attack proposed in [Baruch et al., 2019]] called ALIE utilizes index-
wise mean (m) and standard deviation (&) vectors of the benign clients to induce small
but consistent perturbations to the parameters. By keeping the momentum values close
to m, ALIE can steadily achieve an accumulation of error while concealing itself as a

benign client during training. To avoid detection and stay close to the center of the ball,
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ALIE scales & with a parameter that depends on the number of benign and Byzantine
clients. As such, let s be the minimal number s = [% + 1] — k,, of benign clients that are
required as supporters. The attacker then uses the properties of the normal distribution,
specifically the cumulative standard normal function ¢(z), and looks for the maximum
value of z, denoted by z%*, such that s benign clients will have a greater distance to the
mean compared to the Byzantine clients. As a result, the benign clients are more likely to

max

be classified as Byzantines. At a high level, z"“* can be calculated as:

2" = max {z L d(2) < %”;{njs} 2.12)

max ;

Ultimately, z"** is employed as a scaling parameter for the standard deviation to per-

turb the mean of the benign clients in set Kj:

m; =m - 7""& ,Vi € Ky, (2.13)

Each Byzantine client generates an attack with a momentum value near m, following
E.13).

Inner Product Manipulation (IPM): The authors of [Xie et al., 2020b] highlight that
the required condition for the convergence is that the inner product between the benign

gradient g and the output of the robust estimator should be positively aligned, i.e.,
(8,AGG(g; :i e K)) 2 0, (2.14)

which ensures that the loss is steadily minimized over iterations. Hence, IPM generates
poisoned model updates at each iteration with an objective that the condition in (2.14) is
not met. To this end, IPM chooses the benign gradient with the inverse sign, —g, as its
base for the attack and chooses a proper scaling parameter z for imperceptibility so that

the final version of the attack —zg is not easily spotted but hinders the convergenc One

of the major drawbacks of IPM is requires a large ratio of % to prevent eqn|2.14
b

Adaptive Optimized Attacks: ALIE and IPM attacks utilize a fixed pre-determined

scaling parameter throughout the training process. In [Shejwalkar and Houmansadr,

'When the aggregation is performed over momentnm terms the attack is performed as —zm_
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2021]], the authors utilize ALIE and IPM framework to obtain the base form of the per-
turbation. However, instead of using a fixed scaling parameter z, they adaptively change
it by solving an optimization problem with the objective of maximizing z under certain

geometric distance based imperceptibility constraints at each iteration.
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Chapter 3

VULNERABILITIES OF CC AND DESIGNING STRONG BUT
IMPERCEPTIBLE ATTACK

In this section, we identify the main limitations of the CC defence mechanism and

underline certain aspects to design strong but imperceptible attacks.

3.1 Relocation of the attack

Existing Byzantine attacks set i, = .- 3 my; as a reference to design the attack. Hence,

kp
€Ky
by clipping each individual update according to the previous update direction m,_y, it is
possible to reduce the impact of a poisoning attack. Let A;;, i € K, denote the attack
vector of Byzantine client i at time ¢ to the mean benign update m,.

In the CC framework, the benign local momentum and global momentum evolve as

follows:
m;; =pm; 1+ (1-p)g €K, (3.1
m,= > (Bmyr+ (1= B)giy) = pm i +(1-5) > g (3.2)

S, ieKp
Further, let A, denote the distance between the reference point at r — 1, m,_;, and the

benign momentum at time ¢, my, i.e.,

A =m, — 1. (3.3)
Existing attacks often target the benign momentum m;; hence, the poisoned updates of
the Byzantine client can be written in the following form, with respect to m; and m;_1:

m =m+A;,;, €K, =m_1+A+A;,, (3.4)

——
Aj s
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where A;; is the aggregate form of the attack with respect to the reference point of the

CC, m,_;. When ||A; || is larger then the radius 7 of CC, the aggregation mechanism of

CC scales &l—,, with T &T Ik The scaled version of the attack can be written as a sum of two
i,t

components: one towards m; and the second in the direction of the attack, i.e.,

- T T
Atm + Ai,,m. (3.5)
When the CC defense is employed, the clipped poisoned update often includes both a
benign update and the attack with the corresponding scaling factor in (3.5). We empha-
size that the strength of the attack is directly related to the impact of A;; in &-J, which

eventually determines the effective scaling of the pure attack A; ;. Significantly reducing

A; gives the attacker more room to further scale up the perturbation A, until T &:,z” =1,
while still avoiding clipping. Setting A;; >> A, maximizes the effectiveness of Aiy as it
can perturb and poison the PS model by staying close to the center of clipping.

Hence, CC around the previous update direction helps suppress attacks targeting the
current benign update direction. However, this strong aspect of the CC framework also
becomes its vulnerability: if the attacker knows the reference point of CC, it only requires
the knowledge of the learning rate, which can be easily predicted, to modify the attack
accordingly. In other words, the attack can be generated with respect to the reference
point, m,_1, and easily escape clipping.

We refer to this observation as the farget reference mismatch, since the target of the
attacker, which is often the benign update, is different from the reference of the defence
mechanism. We further argue that CC relies on this mismatch and induces a false sense of
security. Later, we numerically show how CC can be easily fooled if the attack is revised
accordingly. To this end, we consider the relocation of the attack, simply targeting the
previous update instead of the current benign update. By doing so, we show that the
accuracy under the CC defence significantly drops. We will further show that such a
strategy is not only successful against CC but also against other SotA defense mechanisms

such as TM [[Yin et al., 2018|]] and RFA [Pillutla et al., 2022].
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3.2 Angular Invariance

One of the major drawbacks of CC is the angular invariance against attacks that target
the reference point m,. The CC performs a scaling operation by clipping the client’s
momentum m;, that lies beyond a certain radius. This is achieved by scaling the gap
A = m,;; — m,_; with a factor §, which depends only on its norm ||A||, and it operates as
an identity function if fm > 1.

Now, consider two vectors m; = m,_; + A} and my = m,_; + Ay, where ||A{]| =
[|Az2]] < 7, but A; # Ay. fcc treats m; and my in an identical manner; however, their
angle with respect to the reference point, m,_i, can be significantly different.

A fundamental question for a fixed norm constraint, ||A|| < 7, is how to decide on the
attack A that has the highest impact? A similar problem is discussed in [Xie et al., 2020b]],

and from the theoretical analysis of the convergence behavior, the authors argue that for a

given benign momentum m, the aggregated momentum m is successfully poisoned if
(m,m) <0, (3.6)

in which case the aggregation framework does not meet the required convergence condi-
tion. Accordingly, in [Xie et al., 2020b], the authors propose to use a scaled version of
the benign gradient —em, 0 < € < 1, as a poisoned gradient. However, as highlighted
in [Karimireddy et al., 2021]], unless there is a sufficient number of Byzantine clients, it
is often difficult to ensure (3.6). To formally illustrate, considering the naive averaging

strategy as an aggregator, we have

m; = l m,; = l m; + m; |, (3.7
k k

ek €Ky 1€Km
——
— ko1,
and we have
. 1 _ ki _
E [my] :z(k—km(l+5))m = (1—7(1+5)) m;. (3.8)

Hence, if % < (1 + 9), then the expected m, will be positively aligned with m.

Nevertheless, as shown in [Xie et al., 2020b]] (see Theorem 2), when there is certain
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variation among m;,, i € K}, then IPM can be successful in negatively aligning m with
m. Consequently, under certain conditions on the variation among the true gradients, the
IPM attack can be successful. On the other hand, when k >> k,, on average m; is
a scaled version of m, with a positive coefficient. To conclude, the impact of the IPM
attack is highly dependent on the ratio of malicious clients and how the benign clients’
gradients/updates are aligned with the benign update direction, i.e., benign clients with
very heterogeneous data. Another drawback of the IPM attack is that, although a scaling
parameter is used to hide malicious updates, a defence mechanism that utilizes the angular

distance rather than a norm-based distance can easily detect malicious clients.

3.3 Importance of temporal correlation

At this point, we revisit another well-known attack strategy called ALIE to highlight the
key notions behind our attack strategy. Contrary to IPM, ALIE does not specify a direction
for the attack with respect to the benign update m,, but introduces a radius 7;, for each
index i, so that the poisoned update can not be arbitrarily far away from the benign one,

index-wise, i.e.,
Im, [i] - m& k]| < 1, (3.9)

where 7; is determined based on the statistics of the ith index of the updates of benign
clients as well as the number of Byzantines, which is further discussed in Section [2.4

Contrary to (3.8)), on average we have
E [lﬁt] = ﬁlt + kmA[, (3.10)

where A; is not aligned with m;, indeed, it is often orthogonal to m,. Overall, the ob-
jective is to perturb the update direction as much as possible without being detected as
an outlier. To achieve consistent error accumulation, the attacker must employ similarly
aligned perturbation vectors during training. Here we note that, to measure the alignment
of two vectors a common metric is the cosine similarity, defined as:

(mp, my)

cos(m;., Im =,
(o) = 4 T limalls

(3.11)
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Table 3.1: Cosine similarity for the perturbation values of the ALIE attack on IID CIFAR-
10 dataset. The average cosine similarity is reported over 100 epochs (6250 communica-

tion rounds).

B=0 B=09 B=099

cos(A-1,A;) 094 0.995 0.999

ALIE is quite effective against TM [Y1n et al., 2018|], Krum [Blanchard et al., 2017],
and Bulyan [El Mhamdi et al., 2018]] defense mechanisms [Baruch et al., 2019]. Apart
from being statistically less visible, ALIE mostly gains from accumulating the perturba-
tions over time. We argue that the enabling factor behind the accumulation is the corre-
lation of consecutive attacks; in other words, attack vectors are positively aligned over
time, i.e., cos(A;, A,—1) = 1. We emphasize that, even though the attack is formed in-
dependently from the benign gradients without specifying a particular direction; since it
directly utilizes the statistics of the benign client updates which often vary slowly during
training, the adversarial perturbations end up being highly correlated over time.

We argue that the variance &, from benign clients K}, thus the direction of the attack
vector, does not vary significantly during training. In Table we demonstrate that A,
of ALIE is always aligned positively, which verifies our initial argument that the pertur-
bation 7"“*&, used by ALIE attack is consistent over iterations in terms of its direction.
This temporal correlation leads to a stronger accumulation and enhances the strength of
the attack. Now, to better visualize the impact of temporal accumulation, we consider a

scenario where the sign of A; is alternated over consecutive communication rounds;

"Gy, ift mod2=0
A, = ) (3.12)
—7"%gy, if t mod2=1
We observe that when the sign alternates, ALIE is unable to accumulate error throughout
training, which leads to normal convergence. We illustrate the convergence behaviors
of ALIE and ALIE with alternating sign of A in Fig. [3.1] against the TM aggregator,
which is an aggregator that is known not to be robust against ALIE [Baruch et al., 2019].

This comparison verifies our argument that the ALIE’s strength mainly comes from the
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Figure 3.1: ALIE attack on TM aggregation, ALIE (blue) refers to the standard ALIE,
while ALIE +/— (orange) is the version of ALIE where the sign of the perturbation alter-

nates at each iteration.

accumulation of attacks over iterations due to the temporal alignment.

3.4 Structuring the attack

Based on the discussions above, for a given radius budget ||A;|| < r, we identify two main

design criteria for our attack:

* Keeping attack positively aligned over time; maxja,|,ja,_, | <+ COS(A;, A;_1) to max-

imize the perturbation accumulated over time.

» Keeping attack orthogonal to the reference update direction, i.e., cos(A;, m;_;) = 0,
which is sufficient to derail the global model, thanks temporal accumulation. On
the other hand, unlike IPM, where the poisoned model update is a directly scaled
version of the benign update in the opposite direction, i.e., am;,, the attack with

orthogonal perturbations is less visible in terms of the angular variation.

3.5 Relocated Orthogonal Perturbation (ROP) Attack

To exploit the aforementioned weaknesses of CC, we introduce a modular and scal-

able time-coupled model poisoning attack, called relocated orthogonal perturbation
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Algorithm 3 ROP Attack

Inputs: m,_;, m;, 7, 4, p

. p—1eR?

2: if t == 1 then

3: m;_| « m;

4: m; « Am,_; + (1 — A)m, # target point
5. p < Proj(p,m;)

6: p < p — p # orthogonal perturbation

7: Ay — sin(ﬂ)ﬁ + COS(T()% # direction of the attack
8: mé1ack  zA, + pi,_; + (1 — p)m, # relocation

(ROP). The proposed attack consists of two main steps; forming an orthogonal pertur-
bation with respect to a target vector and relocating the perturbation, possibly closer to
the reference point used by the robust aggregator, in order to avoid norm-based defence
mechanisms. First, the attacker picks a point between m;_; and m, as the target, denoted
by m; (Algorithm 3[line 4) using the A hyper-parameter. We emphasize that by using both
m,_; and m,, we induce a certain temporal correlation between my,, thanks to m,_;, but
also take into account the current model update.

Once the attack decides on the target 1, an orthogonal vector A, is formed by using
the vector projection and rejection methods (Algorithm [3] lines 5-6). Next, the pertur-
bation is generated as a linear combination of the generated orthogonal vector p and the
target My, so that one can play with the angle between the generated perturbation and the
target point using the 7 hyper-parameter between [0-360] (Algorithm [3] line 7). In the
final step, the objective is to relocate the perturbation towards the reference point m;_; in
order to escape norm-based clipping strategies used to sanitize model updates as in CC.

We remark that, though CC takes advantage of m,_; to sanitize local updates before
aggregation, once the described attack, successfully avoids sanitation, it acts as a catalyst
for poisoning the CC aggregator, since My, used as a center for clipping in the next iter-
ation, also becomes poisoned and unreliable. However, if the attacker knows the aggre-
gator and defences deployed by the PS, such as index-wise aggregator like TM, similar

to the ALIE, the attacker can relocate the perturbation back to m, using the p hyper-
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parameter (Algorithm [3]line 8). However, accumulating the perturbation to the m,_; is
almost equally effective according to our simulations. In the next section, we will design
an even stronger attack that can also employ side information for the network architecture

itself.
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Chapter 4

SPARSE BYZANTINE ATTACKS

This section highlights the key design aspects of the sparse Byzantine attack method,
providing the intuition behind each of its components. Before introducing the details, we
revisit the ALIE attack, which will be the base for our design due to certain important

features we identify.

4.1 Revisiting ALIE From the Defence Perspective

The key design objective of the ALIE is to find the adversarial update vectors, m,,, such
that: 1) they are not statistical outliers, and 2) they are strong enough to shift the aggregate
value. To achieve these objectives simultaneously, ALIE utilizes the index-wise statistics,

1.e.,
m,,;, =m- 70, 4.1)

where & is the vector of index-wise standard deviation values and z"“* is the scaling factor
adjusted according to the Byzantine ratio for imperceptibility. From the construction, one
can easily observe how ALIE can escape from index-wise statistical examinations and the
corresponding defence methods such as TM.

As discussed in [Baruch et al., 2019], ALIE is also effective against defence mecha-
nisms that utilize geometric distance as a metric to identify outliers, such as Krum, where
the aggregation rule selects a model update from the available model updates, including
both clean and Byzantine updates, which achieves the minimum value of the neighbor-

hood distance measureE] We emphasize the following observation: the structure of both

'Multi-Krum relies on the same measurement; however, instead of performing an aggregation rule
that directly chooses a representative model, Multi-Krum first eliminates the outliers and then performs

averaging as an aggregation rule for the remaining ones.
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Krum and TM defence mechanisms are based on outlier elimination, and even if they suc-
cessfully detect the Byzantines, they also falsely classify some benign updates as outliers,
which is more frequent when the data is distributed in a non-iid fashion. In [Karimireddy
et al., 2022], it has been further shown that these types of defence mechanisms are self-
damaging; in the sense that, they deteriorate the performance even when there are no
Byzantines, or if the Byzantines just mimic the benign clients as an attack.

In order to avoid falsely discarding benign clients, sanitization-based defences first
sanitize all the model updates to minimize the impact of Byzantines and then perform
an aggregation over all the sanitized models. Indeed, as we later numerically illustrate
through extensive simulations, the CC framework, which sanitizes models through vector-
wise clipping, is quite effective against the ALIE attack. However, as mentioned in |3 we
can identify certain limitations of CC as well. In particular, CC only scales the deviation
from the reference model (aggregate momentum in the previous round); and thus, it is
angular invariant to the direction of the perturbation. When a Byzantine client follows
ALIE strategy, it sends m — z& as a poisoned model update. The CC mechanism first

measures the drift with respect to the reference update my;
A =, -y + 257, 4.2)

then clip the drift A:ef if its norm is larger than 7, i.e.,

} AT (4.3)

&:ef = min {1, .
AT ]|

which we refer to as the effective perturbation, and as one can observe, the clipping only
depends on the norm of A;ef . Hence, when ALIE utilizes a larger scaling parameter z,
CC can detect and clip the attack. However, such clipping does not necessarily change the
direction of the adversarial perturbation nor prevents their correlation over time, which
enhances the time-coupled nature of ALIE, as illustrated in [3] and plays a key role in
diverging the model over many iterations.

To clarify the discussion above, we conduct an experiment where we employ ALIE
with scaling parameters z € {0.25,0.5, 1, 1.5} and CC with T = 1 as a robust aggregator.
Then, for each scaling value we measure the average norm of the drift ||A;ef ||, the ex-

pected angle between the effective perturbation &:ef and the reference update m;, denoted
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Table 4.1: ALIE attack with different scaling values (z) against the CC aggregator on 11D

CIFAR-10 dataset trained on Resnet-20 architecture with k = 25 and &, = 5.

z  Angle Cos.Sim. Norm Accuracy (%)

0.25 92 0.82 0.4 82
0.5 88 0.93 0.7 66
1 77 0.97 1.2 50
1.5 76 0.98 1.7 50

by /£ (&:ef , M), and finally the temporal correlation of the effective perturbation over iter-
ations, measured by the cosine similarity between the consecutive effective perturbations,
cos(&,ref , &;f{ ). The results are illustrated in Table which clearly demonstrates that
being clipped by the CC does not imply being sanitized properly. As the scaling parame-

ter z increases, CC starts clipping the perturbation A;ef

, as the norm goes beyond 7 = 1.
But under such clipping, the orthogonality of the perturbation is still preserved, and as
highlighted by this is quite important for derailing the model, and results in the Table
show that the accuracy of the model drops sharply as z reaches 1, clearly illustrating
the inefficiency of CC in preventing the attack. The key observation here is that, as the
scaling parameter z increases, the time-coupled nature of ALIE, measured through cosine
similarity, becomes more and more visible. Thus, we conclude that the CC strategy gives
a false sense of security against ALIE, and its performance highly depends on the choice
of z.

Next, we move our focus to the robust aggregators that utilize index-wise outlier inves-
tigation, such as CM and TM, and analyze their performance with respect to the scaling
parameter z € {0.25,0.5, 1, 1.5, 2}. For the analysis, we again consider the same simula-
tion setup, but this time we measure the final test accuracy and the escape ratio, which is
the average percentage of the indices where the Byzantine model evades the index-wise
statistical outlier investigation; in the case of CM, this means the median is equal to the
poisoned model. The results are exhibited in Table #.2] One immediate observation from

the results is that the best performance is observed when z = 0.5, and increasing the value
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of z leads the attack to be more visible and as a result, less effective. Indeed in [Baruch
et al., 2019] the authors have stated: ”We would like to induce directed small changes to
many parameters, instead of large changes to a few”, whereas we will show in this paper

that both can be performed at the same time.

4.2 Our Key Design Aspects:

Based on the above discussion and observations, we argue that the ultimate objective
should not always be avoiding detection, and the attack can seek a better trade-off be-
tween being invisible and inducing a stronger perturbation. The more interesting obser-
vation, which inspired our proposed Byzantine attack is that, in terms of the final test
accuracy, effectively attacking only a certain portion of the indices but with a larger per-
turbation might be more effective than attacking all the indices with relatively smaller
perturbations. This is in contrast to the objective of [Baruch et al., 2019]] as highlighted
by the quote above. To achieve this goal, we will utilize a hybrid design that combines
two different types of attacks, one is more conservative and imperceptible and the other
is more aggressive but less imperceptible, which can be obtained simply by choosing two
different scaling z values. We will further explain in detail in Section 4.3] how these two
sub-attacks can be generated and combined to form our attack.

Until this point, we have shown that when a sufficiently large z value is chosen, both
CC and index-wise defence methods, TM and CM, fail against ALIE. We next illus-
trate that a larger z is not desirable against geometric-distance based defence strategies
like Bulyan and Krum. We again consider the same simulation setup, with Bulyan and
Krum as the robust aggregators, and the results are illustrated in Table #.3] We empha-
size that, unlike the previous robust aggregators, with Bulyan and Krum, we observe a
drastic change in accuracy when the value of z goes beyond a certain threshold; in our
simulation, it appears at z = 1.5. In contrast to our previous observations, in the case of
geometric distance-based defences, when Byzantines are spotted, they immediately be-
come ineffective since, unlike in index-wise investigation, these defences consider all the
indices, either Byzantine or benign. This observation further supports our claim regarding

the need for a hybrid attack. By attacking aggressively, with a larger z, to only a certain
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Table 4.2: Index-wise escape ratios for the ALIE attack with different scales against the
CM and TM aggregators. Acc. corresponds to IID CIFAR-10 test accuracy trained on
Resnet-20 with k£ = 25 and &, = 5.

CM ™
’ Escape ratio (%) Acc. (%) Escape ratio (%) Acc. (%)
0.25 66 45.43 99.9 72.7
0.5 14 394 98 36.35
1 0 48.3 63 47.9
1.5 0 47.5 25 45.1
2 0 49.3 7.5 42.9

Table 4.3: Escape ratios for ALIE attack with different scaling values (z) agaisnt the
Multi-Krum and Bulyan aggregators. Acc. corresponds to IID CIFAR-10 test accuracy
trained on Resnet-20 with £k = 25 and &, = 5.

Krum Bulyan

Client% Indices % Acc. % Client % Indices % Acc. %

0.25 100 - 55.75 100 73 47.13
0.5 100 - 45.15 100 60 47.43
1 100 - 45.32 100 29 32.79
1.5 0 - 87.4 0 0 86.54

subset of the indices, the imperceptibility of the attack against geometric-distance based
investigation can be preserved. In the next subsection, we formalize the structure of the

proposed hybrid attack based on the discussions above.

4.3 Hybrid Sparse Attack (HSA) Design

Now the objective is to introduce a Byzantine attack framework that can escape from both
index-wise and Euclidean distance-based sanitization methods. In the previous section,
we highlighted that although index-wise statistically imperceptible attacks, e.g., ALIE,

are effective against index-wise defence strategies, such as TM, thanks to their time cou-
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pling nature, they often become impotent against Euclidean distance-based defence mech-
anisms, such as CC. Based on these observations, we propose a hybrid Byzantine attack
that can be decomposed into two parts; each part targets a different type of defence mech-

anism, i.e.,
A=A+ Ay, 4.4)

where A ; is formed by following a similar strategy to ALIE, that is, the poisoned update
m; + A, will be statistically imperceptible to index-wise inspection with respect to my,

1.e.,
m, [i] + Ay, [i] € (my[i] — oy, Wy [i] — aoyy). 4.5)

Despite being bounded, adversarial perturbation A, ; accumulates over time to inhibit con-
vergence. On the other hand, for A, ;, we focus on an Euclidean distance-based constraint,

1.e.,
[[A2 e[l << [|m]2. (4.6)

Hence, when A, ; is employed alone, it can easily escape defences that utilize geometric
distance as an anomaly metric, and it cannot be detected by angular inspection either.
The key challenge here is how to preserve the aforementioned features of each attack
when they are linearly combined to form the final adversarial perturbation A;. To this end,
we consider the partiton of te model indices [d] into two complementary sets M and M,
where M; (U M, = [d] and M N My =0, and set A;»[i] =0ifi € M; and A;;[i] =0
if i € My. Further, by choosing |M;| << d, we can assure holds for most of the
indices, hence still achieving index-wise imperceptibility. Accordingly, we generate the
Byzantine perturbation A; in the following way: We first generate a sparse binary mask
¢ € {0, 1} (later we will further explain how we obtain such a mask), and then generate
a pair of scaling parameters (z1, z2) which are used to form the adversarial perturbation

in the following way
A= (211 -¢) +220) O 0, 4.7

and then the poisoned model is simply obtained by adding A; to the benign update m,.

Hence, the key design problem regarding the sparse Byzantine attack is generating the
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sparsity mask ¢ and finding the proper pair of scaling values (zj,z2). Assume that ¢
is known for now. Since from the construction, we expect the part corresponding to
A;1 = z1(1—¢) to be imperceptible against index-wise investigation, we set z; = z'**, that
is the maximum scaling value obtained with respect to the Byzantine ratio as introduced
in ALIE.

We have already highlighted the trade-off between the imperceptibility and the strength
of perturbation; thus, choosing an arbitrarily large z, value may not be effective. Accord-
ing to Chebyshev’s inequality, we have:

1
2

Pr(m[i] —m[{]| > z20[i]) < (4.8)

[\SN ]

Hence, any choice of z» > V2 ~ 1.5 would make the perturbation highly visible from
a statistical perspective; indeed this argument is highly aligned with the initial numerical
experiments, in which I investigate the visibility of the perturbation as illustrated in Table
and Table[d.3|with respect to various values of z, where we observe that scaling beyond
z = 1.5 makes the attack to be easily spotted by known defence mechanisms.

Lastly, we also note that rather than fixing z; = z{'*", it is possible to seek an adap-
tive strategy such that the optimal value of z; is reset at each iteration with respect to the
benign updates M, = {mi’,; }ie‘Kh’ as previously argued in [[Shejwalkar and Houmansadr,
2021]]. Once z» is fixed, z; can be set dynamically at each iteration by solving an op-
timization problem to avoid geometric-distance-based outlier detection, similar to the
optimization-based attack design in [Shejwalkar and Houmansadr, 2021]]. To be more
precise, one can obtain z} by maximizing scaling factor z;, under the average benign
neighbourhood distance constraint

1 _
z} = argmax; = Z |Im; —z(1 —¢) © oy — 22 © oy — My || < A, (4.9)
i€Kp

D gvg(my,¢,0+,2,22)

1
Bon = 7 | max )l = my i (4.10)
J€Kp

The approximate solution to the aforementioned optimization problems can be obtained

through an iterative search algorithm bv changing sten-size [[Sheiwalkar and Houmansadr,

Ll 1 1 2L
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Algorithm 4 Hybrid Sparse Attack
1: fortr=1,...,T do

2 if t ==1 then
3: Initialization Inputs: Byzantine datasets D; € K, target sparsity §, pruning policy

I1, initial model weights §, € R?

4: Initialization Phase:

5: Generate mask ¢ for given D, I1, 8y, 6

6: Inputs: Benign updates m,, benign statistics (o, ™M), e, e
7: Generate pair of scaling parameters (zit), zét))

8: Option 1: Fixed policy

(t) max

() max 3
2 T4

9: Use fixed scaling z; " = z{"** and z

10: Option 2: Semi-adaptive policy

(1)
1

11: Use fixed zél) = z;'** and optimize z;’ acc. Min-Sum Policy [Shejwalkar and

Houmansadr, 2021]]

()

L (1-¢) +z§’)c) O o;

12: Generate perturbation: A; = (z

13: Poisoned model: m, 4, = m; — A,

2021]. We note that when ¢ = 14, the proposed attack reduces to the one introduced in
[Shejwalkar and Houmansadr, 2021]], hence the design in [Shejwalkar and Houmansadr,
2021]] is a special case of proposed Byzantine framework where we search for optimal
71, 22, and c¢ instead of a single z parameter. At this point, we also note that the design
in [Shejwalkar and Houmansadr, 2021]] is oblivious to the NN architecture, whereas, as
we further discuss later, the proposed attack utilizes the NN architecture being attacked,
which will be reflected in ¢. Finally, as we illustrate later, the proposed solution works
well even if both scaling parameters z; and z, are fixed, which may be more practical from
an implementation perspective. The overall hybrid sparse Byzantine attack mechanism is

presented in Algorithm [4]

4.4 Generating Sparse Mask

In the previous part, we explained how one can generate a Byzantine attack for a given

sparsity mask c. In this section, investigate how to generate a sparsity mask ¢. The vanilla
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WEE FORCE with sparsity constraint
FORCE
. ERK

£ 20 15.53, 16.5

6.4
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cwl cw2 cw3 cwa cws cwe cw? cws cw9 cwio cwil cwi2 cw13 cw14 cwis Fcl
Layers

Figure 4.1: Distribution of the non-sparse locations (remaining weights) in ResNet-20
architecture after pruning with ERK, Vanilla FORCE, and FORCE with a sparsity con-
straint on the fully-connected penultimate layer, 67~ = 0.25, for 6 = 0.005. The x-axis
denotes the NN layers, where Cwi denotes the weights of the ith convolutional layer, and

Fcl denotes the weights of the FC layer at the end.

approach to generate a sparsity mask is random sparsity; that is, for a given sparsity ratio

0, we can randomly generate a binary value for each index i.e., for each i € [d],

e[i] = 0, if w.p.o @11
I, if wp.1-6

The previous studies on neural network pruning have shown that, for a moderate sparsity
level 6, random sub-networks often achieve the performance of dense networks [Fran-
kle and Carbin, 2019]. Thus, by establishing an analogy between a sparse attack and a
sparse network, we argue that a random sparsity pattern, that is, setting the number of
NN weights being attacked at each layer as proportional to the dimension of that layer,
would be a good candidate for a sparse Byzantine attack. Indeed, as we later demonstrate,
a random sparsity mask works well against various defence mechanisms.

However, regarding the robustness of the trained model, the impact of each layer may
not be identical, and from the network pruning perspective, one may need to assign a
different sparsity ratio to each layer. To clarify, for a set of L layers, one may consider
a different sparsity ratio ; that satisfies the overall sparsity constraint ;. » 0;d; = dd,
where d; is the number of parameters in layer /, i.e., >,;c » d; = d In the literature, there
are different approaches to distribute the sparsity among layers; for instance, in [Evci
et al., 2020], the authors utilize Erdos-Renyi-Kernel (ERK) formulation.

Critical Layers: Another important aspect often emphasized in the literature on sparse

networks is the existence of sensitive layers, which are excluded from the network pruning
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since these parts of the NN model are highly sensitive [de Jorge et al., 2021, Tanaka
et al., 2020,|Vogels et al., 2019]]. These critical layers are often batchnorm layers and bias
parameters and we use L isicqr to denote the set of critical layers. From the perspective of
Byzantines, similar to the idea of keeping these layers dense in network pruning, we argue
that the Byzantine attack should particularly target these sensitive layers. Accordingly, we
let all the critical layers [ € L. irica1 Kept dense, that is all the corresponding values in ¢
are set to one.

We remark that the approaches that have been highlighted above are omniscient to the
target dataset and do not induce a high computational complexity. On the other hand, it
has been known that, in high-sparsity regimes, randomly generated sub-networks do not
perform well. Equivalently, if we want to design an attack with a high sparsity pattern, we
can further utilize a small portion of the training data, available to the colluding Byzan-
tines, and perform network pruning to identify those important weights to be attacked.
Further discussions on the aforementioned approaches, as well as different sparsity ratios,
will be presented in the next section. In Section 4.6 we will revisit some of the network
pruning strategies that work well with limited or no data, to form the sparse attack. Over-
all, results show that the use of a network pruning strategy has a clear advantage compared

to a randomly generated sparsity.

4.5 Network Prunning

In this section, we further provide the details regarding how network pruning works and
the implementation of the FORCE network pruning framework.
4.5.1 Sparsity Scheduler

Similar to [de Jorge et al., 2021]], we consider exponential decay sparsity scheduling that
is over T prunning steps the number of non-sparse positions decreased from «o = d to

k7 = k gradually in the following manner:

K, = [elFlogkr(1-f)logd) | (4.12)
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Algorithm 5 Iterative Network Prunning

1: Inputs: Target sparsity «, Initialized weights @ € R, Time steps T, Local dataset {Di}tiex,,
2: Outputs: ¢

3: Initialize ¢g <« 14

4: Scheduled Sparsity {«i, ..., kr} acc. eqn. (4.12))

5:fort=1,...,T do,

6: fori € K, do

7: Sample mini-batch: { € D;

8: Compute Saliency: s;(0,¢,-1) = |0 © VF(¢c;-1 © 0; )|

9: Consensus Saliency: s(6,¢;-1) « t Yiexk,, Si(0,¢:-1)
10: Indices with maximum saliency measure 7 = Top,, (s)

11: Update binary mask: ¢, «—c:c[i] =1, ifie T

4.5.2 Prunning Algorithm

The overall iterative pruning algorithm, executed over T steps with respect to the sparsity
scheduling in[4.12] is illustrated in Algorithm[5] where at each iteration 7, each byzantine
node first computes the saliency s;(0, ¢;—1), with respect to initial network weights € and
the precious binary sparsity mask ¢;_; according to (.12)), then seek a consensus on the
saliency measure. Then, based on the saliency score, the non-sparse locations for the

given scheduled sparsity constraint «;, simply through a Top, operation.

4.6 Sparsity with Network Pruning

The overall objective of NN pruning is to find a small subset of NN parameters M with
size ||M]| = k << d such that the NN model with only the subset of the parameters @
is sufficient to achieve a certain loss over the given dataset . Formally speaking, the

objective can be formulated as

in F(c© ;D = € ©6;
min F(c© 6; D) = iy Neep  f(€©6;0) (4.13)

s.t. 1 ||ello < k and 6 € R4,

In our work, we mainly focus on NN pruning strategies that are performed with a limited

dataset since the Byzantines may have access to a limited number of data samples to form
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a sparsity pattern. In SNIP [Lee et al., 2019]], the authors highlight that, for a given 6, the

additional loss incurred due to the pruning of the i*” weight is given by,
AF;=F(100;D)-F((1-¢)00;D) (4.14)

where e; is a one-hot vector where the i’ value is one and zeros everywhere except the i”

index. It can be approximated by gradient with respect to the c:

A, LOF(C00:D) 4.15)

dc; c=1
F(c00;D)—-F((c-de) ©0;D)
19)

lim(5_>0
c=1

The term above implies a directional derivative, a sparse direction; and thus, can be written

in the following form:

HiaF(G; D) '

4.1
50, (4.16)

A

We can conclude that s; = |01_%@i;@)| can be used as a saliency measure for the connec-
tion sensitivity [Lee et al., 2019]. Though building on the same idea, FORCE [de Jorge
et al., 2021]] argues for measuring the connection sensitivity after pruning rather than
before. Hence, FORCE evaluates the gradient for the foresight sparse model:

0F(c©6;D)

e L lIello= k.8 € {0,137, 4.17)

c=C

Accordingly, FORCE searches for the binary sparse mask ¢ that maximizes the following

saliency measure:

S(0,¢) = Z 0 0 VF(co 0;D)|[i] , (4.18)
ie[d]:c[i]=1

2 5(0,¢)

where VF(c © ;D) = (aFE%D) c), 0 = ¢ © 0, from equation (5) in [de Jorge et al.,
2021]]. However, a strategy that measures connection sensitivity after pruning is practi-
cally not feasible due to its combinatorial complexity; that is, ideally, we need to compute
the saliency of all possible (f) sparsity patterns. To mitigate the combinatorial complex-

ity, FORCE proposes to perform pruning in an iterative manner, under the assumption that
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the change of the gradient can be neglected, rather than checking each possible sparsity
pattern individually. Please for refer to [de Jorge et al., 2021]] the details.

In our design, we utilize the FORCE framework since it does not require the whole
dataset, which is aligned with our problem setup, where we assume Byzantines can access
only a small portion of the dataset. Although there is a strong analogy between NN prun-
ing and sparse Byzantine attacks, when we implement the FORCE framework for high
sparsity regime, such as 6 < 1%, we observe that non-sparse indices are accumulated
in certain layers of the network, e.g., early convolutional layers and penultimate fully-
connected (FC) layer for the convolutional neural networks (CNN) architectures. In Fig
[.1] we plot (orange) the percentage of the remaining (non-pruned) weights for each layer
of the ResNet-20 architecture after pruning with FORCE. From an attack perspective, tar-
geting only certain layers may not be effective, especially if the employed robust aggre-
gator performs a layer-wise investigation [Varma et al., 2021, Liu et al., 2023]]. Therefore,
we modify the FORCE framework by imposing certain layer-wise sparsity constraints so
that the corresponding attack is more homogeneously distributed among the layers; in
other words, we aim to prevent certain layers from being overemphasized. Accordingly,
we introduce the term ¢,,,, to impose that the sparsity ratio of a layer cannot be larger
than 6,,,,. Our experiments show that pruning methods often overemphasize certain lay-
ers, particularly the penultimate FC layer, as illustrated in Fig. 4.1] Hence, we argue that
imposing constraints for specific layers is often sufficient for our purpose. The sparsity
pattern obtained by setting 67~ = 0.25 1s illustrated in Fig. (in color blue), where
we observe that the penultimate FC layer becomes more sparse the number of non-sparse

positions in early convolutional layers increases.
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Chapter 5

SEQUENTIAL CENTERED CLIPPING (S-CC) DEFENCE

In Section we have shown that the predictability of the reference point can be ex-
ploited by the Byzantines to reconfigure their attack strategy based on the knowledge of
the reference point. In this section, we argue that it is possible to enhance the robustness of
the aggregators, particularly CC, by hiding the reference point from the Byzantines. Ac-
cordingly, we introduce the idea of inducing randomness in the selection of the reference
point, in contrast to the static one used in the original CC framework.

To overcome the aforementioned vulnerabilities of the CC and to defend against the
proposed model poisoning attack such as ROP, we propose an enhanced version of CC,
named sequential CC (S-CC), given in Algorithm [f} The main idea of S-CC is to divide
the clients into disjoint groups and then perform CC and aggregation sequentially over
each group so that the reference point utilized for each group is different and depends on
the previous groups, which makes it hard for Byzantines to collude and predict the refer-
ence point. Furthermore, it reduces the variance among the clients by taking the average
of the groups [Karimireddy et al., 2022]]. The key difference from our proposed bucket-
ing approach is that we employ cosine similarity to sort and cluster the clients based on
their similarity to the reference point before applying it to bucketing. Whereas [Karim-
ireddy et al., 2022] just randomly distributes clients to buckets and [Allouah et al., 2023]]
employs Nearest Neighbor Mixing, which essentially employs Multi-Krum [Blanchard
et al., 2017]] to form the buckets based on their geometric similarities. However, due to
the nature of the Krum, it is a considerably slower bucketing approach than our proposed

approach and random bucketing [Karimireddy et al., 2022].
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Algorithm 6 Sequential centered clipping (S-CC)

Inputs: 72,1, {my,}, . fec (). 7

1: Determine number of buckets R « [k /n]
2: Form buckets of size n, Cj, ..., Cg by selecting one client from each cluster w.o. repetition.
3: Initialize auxiliary reference momentum: m, = m,_;

4: forn=1,...,Rdo

=0

o1 "
£ = e Ziec, Wit

6 m; = fCC(ﬁli,tmlt,T)
7 ﬁlt = ﬁlt
8: ﬁlt = Iflt

5.1 Design

Key motivation behind S-CC is to introduce randomness into the CC framework. This is
achieved by grouping the clients into buckets of size n, while performing CC in an itera-
tive manner, instead of a single aggregation with a fixed reference point. S-CC performs
the aggregation in [k/n| consecutive phases while dynamically updating the reference
point at the end of each phase to induce certain randomness to prevent the collusion of
the Byzantine clients. Here, n is a static hyper-parameter chosen by the PS before the
training starts (Alg. [6] line 1). At the beginning of each aggregation step, the clients are
sorted by the PS based on the cosine similarity between their momentums and the ref-
erence point and grouped into n clusters (line 3). PS randomly selects one client from
each cluster without repetition to form a bucket and performs CC to update the momen-
tum using the average momentum of the bucket (Alg. [6] lines 4-6). After clipping the
average value of each bucket, the reference point of S-CC is updated (Alg. [6] line 7).
Therefore, unlike in standard CC, momentum is updated [k/n] times sequentially while
also reducing the number of clipping operations. One weakness of the S-CC aggregator is
the decrease of robustness when there is a Byzantine in multiple clusters, which is more
apparent in attacks like ALIE, where Byzantines target the m,. In such attacks, cosine
similarity between the reference of the S-CC and the momentum of the Byzantine can

vary depending on the variance among benign clients, which can result in multiple clus-
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Figure 5.1: Representation of S-CC with k =9 and k,,, = 2 using bucket size of n = 3.

ters with Byzantines. Consequently, some buckets may contain more than one Byzantine,
resulting in partial collusion. To prevent this, we recommend using S-CC with local mo-
mentum employed, more specifically 8 = 0.9, to ensure lower variance among the clients,
which results in higher cosine-similarity between m; and m;_;. Overall S-CC framework
is illustrated in

Finally, although the proposed S-CC strategy has certain similarities with the iterative
CC strategy introduced in [Karimireddy et al., 2021]] and the bucketing strategy introduced
in [Karimireddy et al., 2022], the way we utilize clustering and multi-phase aggregation
methods significantly differs from those and aims to address a particular vulnerability of
the CC mechanism. Iterative CC is introduced in [Karimireddy et al., 2021]] as a refined
version of CC, where clipping is performed in a successive manner to eventually converge
to a true update over a certain number of iterations in order to achieve a better sensitivity
for the clipping by updating reference point in each iteration and thus momentum’s of the
clients are clipped multiple iterations in a single aggregation step. The proposed S-CC
strategy differs from iterative CC in two main design aspects: First, unlike the iterative
CC, not all the clients are present at each iteration of S-CC. Performing CC iteratively over

groups induces randomness in the reference points. This aims to prevent Byzantines from
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accurately predicting reference points and avoid clipping by relocating the perturbation
accordingly. Second, by utilizing a systematic grouping strategy using cosine similarity
based clustering and then bucketing, which is not considered in iterative CC, S-CC aims to
minimize the potential collusion among the Byzantines, since a different reference point

is employed for each group.
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Chapter 6

EXPERIMENTAL RESULTS

6.1 Analysis on ROP and local momentum

6.1.1 Simulation Setup

We consider synchronous FL with a total of k=25 clients. We assume 20% of the clients,
1.e., k,,=5 are Byzantine, which is in line with [Karimireddy et al., 2021]]. For training, we
follow a similar setup as in [Karimireddy et al., 2021]], where we train our neural networks
for 100 epochs with a local batch size of 32 and an initial learning rate of n = 0.1, which is
reduced at epoch 75 by a factor of 0.1. For all the simulations, each local client considers

the cross entropy loss to compute gradients.

6.1.2 Datasets and Networks

For the grayscale image classification task, FMNIST [Xiao et al., 2017] dataset and train a
convolutional neural network (CNN) which consists of 2 convolutional layers with 20 and
50 filters, respectively, and 1 fully connected layer. For the RGB image classification task,
we consider CIFAR-10 and CIFAR-100 datasets [Krizhevsky et al., ]|, and train ResNet-
20 and ResNet-9 architectures, respectively. Since CIFAR-100 is a relatively challenging

dataset for classification, we only consider the IID scenario for this task.

6.1.3 Adversary and FL model

We consider synchronous FL with a total of k=25 clients. We assume 20% of the clients,
1.e., k,;,=5 of are Byzantine, which is in line with [Karimireddy et al., 2021]]. For training,
we follow a similar setup as in [Karimireddy et al., 2021]], where we train our neural
networks for 100 epochs with a local batch size of 32 and an initial learning rate of 7 = 0.1,

which is reduced at epoch 75 by a factor of 0.1. For all the simulations, each local client
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considers the cross entropy loss to compute gradients.

For simulations with CC, we set its radius to 7 = {0.1, 1} and the number of clipping
iterations to / = 1. We observe that CC is more prone to divergence when 7 > 10, and
since the authors in [Karimireddy et al., 2021]] argue that every 7 is equally robust, we
only consider these two 7 values. We consider a bucket size of n = 3 for the proposed
S-CC aggregator.

For omniscient model poisoning attacks, we consider ALIE, IPM, and ROP. In ROP,
we experimentally set z =1, 4 = 0.9, # =90 and p = 1. The impact of z, A, 7, and p on
the convergence are further discussed in the supplementary materials. For IPM, we use
€ = 0.2. For non-omniscient attacks, we consider the bit-flip and label-flip attacks [Biggio
et al., 2012]]. In the bit-flip attack, Byzantine clients flip the signs of their own gradient
values, whereas, in the label-flip attack, Byzantine clients flip the label of a sample by

subtracting it from the total number of image classes in the dataset (All datasets have

even number of classes).

6.1.4 Numerical Resuts

In this section, we empirically demonstrate the effectiveness of our proposed ROP attack
against robust aggregators, particularly CC with local momentum. For this, we utilize
local momentums of 8 = [0, 0.9, .99]. For simulations, we compare ROP with omniscient
ALIE [Baruch et al., 2019], IPM [Xie et al., 2020b]], and non-omniscient bit-flip and label-
flip attacks. In our results, we also report the baseline accuracy of the aggregators, where
all the participating clients are benign, i.e., k,, = 0. All numerical results are averaged
over 5 runs with different seeds.

In Fig. we present the effect of ROP and other attacks on the 2-layer CNN ar-
chitecture trained with. Due to the IID FMNIST dataset’s relative simplicity of the task
and the robust CNN architecture, most of the aggregators are capable of fending off the
Byzantines in this scenario. Only with g = 0, ALIE can utilize increased variance among
the clients, resulting in the divergence of the RFA and TM aggregators. CC is more robust
compared to other aggregators; however, ROP can still hinder its convergence, especially

when local momentum is employed with g = 0.99, reducing the test accuracy by 5% and
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Figure 6.1: 2-layer CNN trained on the fmnist dataset distributed in an IID fashion across
the clients. Test accuracy of various aggregation methods are presented in the presence of

Byzantines (solid lines).

7% for CC with 7 = 0.1 and 7 = 1, respectively, while also significantly reducing the
convergence speed.

In Fig[6.2] we show the convergence behavior of the ResNet-20 architecture trained on
the IID CIFAR-10 dataset. We can observe the effect of time-coupled omniscient attacks
like ALIE and ROP. For g = 0, ALIE benefits from the increased variance, while ROP
still surpasses all the attacks against the CC aggregator. Similar to the results reported
in [Karimireddy et al., 2021]], high local momentum benefits all the aggregators; however,
ROP reduces the test accuracy by nearly reducing it by 35% in the case of CC with g =
0.99, which is the best aggregator as advised by the authors of CC [Karimireddy et al.,
2021]].

For a more challenging setup of aggregators with IID data distribution, we consider the
CIFAR-100 image classification task and train larger ResNet-9 architecture. The results
are given in Fig. [6.3] For CIFAR-100, the RFA aggregator struggles to defend against
ROP, ALIE, and IPM on every 8 parameter, while TM can only converge for 8 = 0.99,

except in the case of an ROP attack. Against the CC aggregator, without employing a local
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Figure 6.2: ResNet-20 trained on the CIFAR-10 dataset distributed in an IID fashion
across the clients. Test accuracy of various aggregation methods are presented in the

presence of Byzantines (solid lines).

momentum, time-coupled attacks are capable of derailing the convergence at a certain
point, while ROP is capable of hindering the learning process from the beginning of the
training. Similar to the CIFAR-10 results, only ROP can prevent convergence consistently
when local momentum is employed; it can reduce the test accuracy by 40% for g8 = 0.99.

In Fig. [6.4] we experimented with non-IID distribution on the FMNIST dataset. Ac-
cording to this simulation, ALIE is able to diverge the RFA aggregator, while ROP and
IPM are able to yield sub-optimal accuracy. Interestingly, against the TM aggregator,
the non-omniscient label-flip attack is the most successful when local momentum is em-
ployed. Overall, CC with 7 = 1 and local momentum is the most successful aggregator;
however, ROP is still able to slow down its convergence and lower the baseline accuracy
by almost 20%.

In Fig. [6.5] we challenge the robust aggregators on the ResNet-20 architecture trained
on the CIFAR-10 image classification task with non-IID data distribution. In terms of
baseline accuracy, i.e., without any attack, CC with 7 = 0.1 with local momentum fails to

converge, while its IID counterpart and other aggregators can provide normal convergence
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Figure 6.3: ResNet-9 trained on the CIFAR-100 dataset distributed in an IID fashion
across the clients. Test accuracy of various aggregation methods are presented in the

presence of Byzantines (solid lines).

when there is no Byzantine client. Against all the aggregators and g values, ROP is
capable of preventing the convergence from the start of training; meanwhile, with the
benefit of the increased variance due to non-IID data distribution, ALIE is also a strong
competitor to ROP, especially when local momentum is not employed. However, ALIE
assumes to know the variance; thus, increased variance greatly helps, meanwhile, ROP
does not assume such knowledge yet still surpasses the ALIE. In this scenario, TM with
B = 0.99 surpasses the CC aggregator in terms of robustness, although ROP can still
reduce its test accuracy by 35%.

Overall, we show that ROP overcomes the robustness of CC regardless of the T and
B values, and it is the most successful attack in the IID data scenarios, especially when
local momentum is employed. Other attacks fail to prevent the convergence of the CC
aggregator with 7 = 1. In the Non-IID scenario, ALIE is also a successful attack as ROP.
This is mainly due to the increased variance among clients, which provides ALIE more
room to scale up its perturbation, while ROP does not assume to know the variance, and

uses the same amount of perturbation regardless of the variance among benign clients.
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Figure 6.4: 2-layer CNN trained on the fmnist dataset distributed in a non-IID fashion
across the clients. Test accuracy of various aggregation methods are presented in the

presence of Byzantines (solid lines).

Although in its default configuration, ROP targets the CC, we use the same configuration
on a median-based defence, TM, and a norm-based defence, RFA, both of which consider
statistical calculations using only m;, from the clients. We observe that ROP can still
compete with and even surpass ALIE against these defences. Further analysis of robust
aggregators shows that CC with radius 7 = 0.1 is not robust when the data is non-IID,
and local momentum is employed, failing to converge even when there are no Byzantines.
This can result from the combination of low gradient scaling (1-8) and very small CC
radius 7, which leads to the PS converging very slowly, or not learning properly from the

clients.

6.2 Ablation study on ROP attack

In this section, we further illustrate the effects of the hyper-parameters of ROP, namely,
o, I1, A, and z parameters in ROP attack.

For the A hyper-parameter, we grid search the optimal value between [0, 0.5, 0.9, 1]



Chapter 6: Experimental Results 47

B:0.0| AGG: CC 1=0.1 B:0.0|AGG:CC =1 B:0.0| AGG: RFA B:0.0| AGG:TM
3 80
g
3 60
Q
< 40
[%2]
2 20
0
B:0.9| AGG: CC 1=0.1 B:0.9|AGG:CC =1 B:0.9| AGG: RFA B:0.9|AGG:TM
3 80 ATK
E — Bitflip
3 60 — ALE
Q
< 40 IPM
1] — ROP
£ 20 Label flip
0 ---- Baseline
B:0.99| AGG: CC1=0.1 B:0.99| AGG:CCt=1 B:0.99 | AGG : RFA B:0.99| AGG:TM
3 80
g
3 60
Q
< 40
@
@ 20 W\W
0
0 25 50 75 100 0 25 50 75 100 0 25 50 75 100 0 25 50 75 100
Epoch Epoch Epoch Epoch

Figure 6.5: ResNet-20 trained on the CIFAR-10 dataset distributed in a non-IID fashion
across the clients. Test accuracy of various aggregation methods are presented in the

presence of Byzantines (solid lines).

on the IID and non-IID CIFAR10 image classification problem. In Table [6.1} we show
that overall 4 = 0.9 results in the strongest attack for multiple aggregators and S values.
We find that 2 = 1 is also quite effective to all aggregator types, meaning that Byzan-
tine clients can generate strong attacks without being omniscient by only employing the
broadcasted m,_; from the PS. Furthermore, we analyze the location of the attack and the
angle of the attack with p and 7 hyper-parameters, respectively. In our extensive simula-
tion results on Table @ we show that relocating the attack to m,_; has a greater effect on
CC while targeting the m, can significantly reduce the performance of the RFA. In terms
of the angle of the perturbation, 7 = 90, 120, 135 are equally capable of diminishing the
test accuracy results. By default, ROP employs p = 1, 4 = 0.9 and 7 = 90. For the
Z hyper-parameter, we grid search the values [1, 10, 100] and find out that all z values
are equally robust to the CC aggregator due to the relocation of the attack and angular
invariance of the CC. On the TM aggregator, we find that an increased z value increases
the robustness of the attack considerably compared to the other aggregators on both 11D

and non-IID data distributions, which we illustrated in Fig. [6.6] and Fig. [6.7] respectively.
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Figure 6.6: Cifarl0 IID test accuracy on various aggregation methods against ROP attack

with different z values.
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Figure 6.7: Cifar10 non-IID test accuracy on various aggregation methods against ROP

attack with different z values.

6.2.1 Training loss analysis

In this section, we show that the proposed ROP attack prevents local clients from reaching

local minima by instead converging to saddle points. In Fig[6.8] we show that on IID
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distributed CIFAR-10, our ROP attack always converges to a higher training accuracy for
all aggregators and S values. Unlike ROP, ALIE converges to saddle points at 8 = 0 only,
which can be explained by increased variance among the clients when worker momentum

is not employed.

6.2.2 Study on total Byzantine and client numbers
Different Byzantine ratios

For this study, we set the total number of clients k=25 with different numbers of Byzan-
tines, specifically k,,=[1, 2, 3, 7, 8, 10, 12] where 12 is the upper bound for the maximum
number of Byzantine clients that many aggregators can provide normal convergence. We
illustrated our results for IID data distribution in Table and non-IID distribution in
Table [6.3] We show that the proposed ROP attack can greatly reduce the test accuracy
with only k,,=1 and k,,=2, while other attacks struggle to reduce the test accuracy. In
Table with 8 = 0, ROP is capable of reducing the test accuracy between 26-30 %,
while on Table at 8 = 0.9, ROP can reduce the test accuracy between 5-36%, clearly
illustrating its effectiveness compared to other attacks. Furthermore, for k,,=[7, 8], ROP

increased its effectiveness compared to other attacks. For k,,=[10, 12], we can finally see
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Figure 6.9: CIFAR-10 test accuracy results on IID data at $=0.9. Each row represents the

total number of clients k with %20 Byzantines.

the effect of the IPM attack since it requires almost half of the clients as Byzantine to
prevent convergence. However, IPM is still not as effective as ROP if local clients employ

momentum, as seen in Table 6.2 with 8=[0.9, 0.99].

Effect of the total number of clients.

We experimented with k =[10, 25, 50, 100]. For k=10, only the proposed ROP attack
can greatly reduce the test accuracy for both IID and non-IID datasets with up to 60%
against the CC aggregator, which can be seen in Fig. [6.9and Fig. [0.10] respectively. For
k=[50,100] and non-IID data distributions, ALIE can utilize the higher variance due to
the larger number of clients and slightly surpass ROP only against the TM aggregator as
seen in Fig [6.10] Furthermore, IPM also benefits greatly from the increased number of
clients and is capable of generating attacks that are almost equally effective as ROP and
ALIE against the RFA aggregator. Ultimately, for IID-distributed data, the proposed ROP
is the most effective attack. In the case of non-1ID data, ROP can still overwhelmingly
reduce the effectiveness of CC and is almost as equally effective as ALIE, if not surpass

it.
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6.3 [Expended experiments with HSA

6.3.1 Simulation Setup

For the simulation setup, we consider a synchronous centralized FL framework with k=25
participating clients and set the Byzantine ratio y = 0.2, i.e., k,,=5 clients are malicious,
following the same scenario in Section [6.1] In the previous section, we thoroughly go
over the effect of the local momentum (8) and why it is critical to Byzantine robustness
due to the reduced variance. Ultimately we find that 8 = 0.9 is the overall most optimal
value regardless of the data distribution and aggregator. As such for this setup we will

only consider g = 0.9.

Datasets and Networks

For the image classification task, we consider MNIST [LeCun and Cortes, 2010], FM-
NIST [Xiao et al., 2017]] and CIFAR-10 [Krizhevsky et al., | datasets and train them with
2-layer multi-layer perceptron (MLP), 2-layer CNN, and ResNet-20 [He et al., 2016]
architectures, respectively. For the data distribution, we consider two scenarios, where

the training dataset is distributed among the clients in IID and non-IID manners, respec-
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tively. In the IID scenario, we distribute the training data homogeneously among the
clients so that each client has an equal number of data for each label. In the non-IID
scenario, similarly to existing works [Shejwalkar et al., 2022, Wan and Chen, 202 1.|Gupta
et al., 2022, Yin and Zeng, 2023], the dataset is divided among the clients according to
the Dirichlet distribution [Minka, 2000] with parameter «, denoted by Dir(a), where &
parameter controls the skewness of the probability distribution with respect to the class
labels. In our experiments, we set @« = 1, which is argued to model practical scenar-
ios [Shejwalkar et al., 2022]]. Aligned with the previous works [Karimireddy et al., 2021],
we train the NN architectures for 100 epochs with a local batch size of 32 and an initial
learning rate of n = 0.1, which is reduced at epoch 75 by a factor of 0.1. In all the simula-
tions, we utilize local momentum with 8 = 0.9 since the use of local momentum reduces

the variance and enhances the robustness against Byzantines.

Aggregators

From the defence perspective, we consider 8 different fundamental robust aggregators
namely: Bulyan [El Mhamdi et al., 2018]], CC [Karimireddy et al., 2021]], CM [Y1n et al.,
2018|], MultiKrum [Blanchard et al., 2017], RFA [Pillutla et al., 2022]], SignSGD [Bern-
stein et al., 2019]], and TM [ Y1n et al., 2018]], FL-trust [Cao et al., 2021b]]. Further, we also
employ a more sophisticated robust aggregation strategy called GAS with two variations,
built on Bulyan and MultiKrum respectively [Liu et al., 2023]]. Next, we briefly summa-
rize the parameter setup of the robust aggregators. For CC, we employ a fixed ball radius
of 7 = 1 since a higher radius is more susceptible to Byzantine attacks as we illustrate in
and also according to [Raynal et al., 2023]], and lower 7 performs suboptimally in
non-IID settings and set the number of clipping iterations to 1. For number of sub-vectors
in GAS (p), we set p = 1000 on ResNet-20 and 2-Layer CNN, while on 2-layer MLP, we
set p = 100 due to the smaller network size. Our p values are proportional to the best p
parameter that authors employed in their works for their NN size [Liu et al., 2023|]. For
SignSGD, we employ an initial learning rate of 0.01, which makes learning more stable.

For FL-Trust, we partition 50 training samples from the original dataset as a root dataset.
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Attacks

For non-omniscient attacks, we consider the bit-flip [L1 et al., 2019]],label-flip [Biggio
et al., 2012, Fung et al., 2020, Fang et al., 2020] and customized C&W [Carlini and
Wagner, 2017]] backdoor attack. In the C&W attack, the attacker flips the label to the
most probable non-true label, i.e., the second-best label attack. More formally, y =
argmax(6@(x)) ,y # § where x is input sample, y corresponding label and y is the at-
tack label. For the omniscient model poisoning attacks, we consider 3 different attacks:
ALIE [Baruch et al., 2019], IPM [Xie et al., 2020b], and ROP. In ROP, we employ the de-
fault parameter values. For IPM, previous works have considered different z values, i.e.,
in [Karimireddy et al., 2021]] z = 0.1 and in the previous section[6.1.4]z = 0.2. In prelim-
inary experiments, we have considered these values, but observed that IPM performs best
with z = 0.4; hence, in expended results, we report the performance with z = 0.4. Apart
from the aforementioned non-dynamic attacks, we have also revisited a dynamic attack
framework, where the parameters are optimized adaptively over the iterations. In particu-
lar, we have implemented Min-sum and Min-max attacks [Shejwalkar and Houmansadr,

2021]], utilizing Inverse standard deviation as the perturbation vector.

Hybrid Sparse Attacks

In our experiments, we consider four different variations of our hybrid sparse Byzantine
attack framework. First, we consider a base strategy I1,(6) that generates a random sparse
mask with a sparsity ratio of d, without any constraint; for the second strategy, we impose
the constraint that the sparsity ratio of ¢ is achieved at each layer, which is denoted by
I1;,(6). Finally, for the last two strategies, we modify the first two strategies by imposing
the constraint that the critical layers should be non-sparse, i.e., 6; = 1, for I € L isicals
which are denoted with IT;(6) and II} (6), respectively. In addition to random sparsity,
we also consider ERK [Evci et al., 2020]] to obtain sparsity patterns for each individual
layer, denoted by I17 . (0), by allocating the sparsity budget among the layers according
to the number of incoming and outgoing connections between the hidden layers. Finally,
utilize the network pruning-based attack, using the FORCE algorithm, which is denoted
by 7 (0).
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Adaptive Hybrid Sparse Attack: Until this point we refer to the hybrid sparse attacks
with fixed policy that is the scaling parameters are fixed throughout the training. However,
inspired by [Shejwalkar and Houmansadr, 2021]], we also consider an adaptive version of
our hybrid sparse attack, which is highlighted in Algorithm 3 option 2, and referred to as
Hybrid Min-Sum (HMS).

6.3.2 Experimental Results

For a fair performance comparison, we consider the existing attacks under two categories
based on whether they are dynamically optimized at each round or utilize a fixed pol-
icy. For the first category of attacks with fixed policy, we consider bit-flip, label-flip,
ALIE [Baruch et al., 2019], IPM [Xie et al., 2020b], and ROP. In the second category,
we consider attacks that are optimized at each round such as Min-Sum [Shejwalkar and
Houmansadr, 2021]] and Min-Max [Shejwalkar and Houmansadr, 2021].

In Table [6.4] we present the final test accuracy results on the CIFAR-10 dataset with
IID-distribution and ResNet-20 architecture. We highlight the best attack performance
among the fixed, dynamic, and proposed hybrid policies separately, using colors blue,

, and red, respectively. For our proposed Hybrid sparse attack we consider all
four variations of the random sparsity masks under four different sparsity regimes, i.e.,
0 = {5 x1073,5x1072,2x 107!,5 % 10_1}. In addition to randomly generated spar-
sity masks, for high sparsity regimes ¢ = {5 x1073,2x 107!, } we utilize the network
pruning method FORCE to generate sparsity masks with a constraint on the FC layer
0" = 0.25 based on our initial discussion that non-sparse values may accumulate at
certain layers. We want to remark that, in the scope of this work our main objective is
to show the vulnerabilities of the existing defence mechanisms against proposed hybrid
sparse attacks and highlight the key design aspects, however, we believe the formation
of the sparsity masks can be further investigated to improve the performance of the hy-
brid sparse attacks by exploring different pruning methods layer-wise sparsity constraints,
nonetheless in the scope of this work we have limited our focus. In addition aforemen-
tioned hybrid sparse attack variations, we also implement the Hybrid Min-Sum framework

which adaptively selects the first scaling parameter while using a fixed one for the sec-
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ond.

The corresponding test accuracy results are illustrated in Table [0.4 Before further
analysis of the numerical results, we want to remark that both variations of the GAS de-
fence mechanism are indeed highly effective against fixed policy attacks, which highlights
the importance of layer-wise investigation of Byzantines. We also observe that, in the
case of randomly generated sparsity masks, the best performance is obtained with IT; (),
which induces a layer-wise sparsity constraint and identifies the critical layers prior to
generating sparsity mask. The numerical results also indicate that the hybrid sparse at-
tacks with random masks perform the best with a moderate sparsity of § = 2 x 107},
and their strength weakens as we reduce the sparsity ratio. The results also verify the
aforementioned design aspects in Section [4] to be more precise as we expected, a hybrid
sparse attack demonstrates the most significant improvement, compared to other fixed
policy attacks, against Multi-krum, which aim to identify benign updates by performing
clustering based on geometric distance, thus more vulnerable to sparse perturbations. On
the other hand, as we highlighted in Section [} those stronger perturbations, compared
to ALIE, in sparse locations, are relatively more visible to index-wise examination but
also have a stronger impact, which makes the hybrid sparse attack more effective against
TM compared to ALIE. As a direct consequence, the hybrid sparse attack is also effec-
tive against Bulyan, which is the sequential implementation of TM and M-Krum. On the
other hand, we have observed that against RFA, ALIE slightly outperforms hybrid sparse
attac nevertheless, we can conclude that, unlike other known attacks, the hybrid sparse
attack is effective against all the defence strategies.

To test the advantage of the side information regarding the architecture, and synaptic
connectivity, on the performance of the attack, we compare the performance of the attack
generated according to I} (6) and the one generated according to the pruning strategy
I17.(6), under the sparsity constraint of § = 5 X 1073, Contrary to our initial argument that
attacking specific locations, a sub-network obtained through pruning, should enhance the

strength of the attack, on average, we do not observe a consistent visible improvement,

'Here, we want to emphasize that although ALIE achieves the best results against RFA, it exhibits a

high standard deviation.
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although in some cases pruning based sparsity mask shows some improvement compared
to random masks. However, the interesting observation is that, in the case of CC, which
often rescales the adversarial perturbations without changing their directions, the results
in high sparsity regime 6 = 5 x 1073, highlights that I1}.(6), also IT} .. (), performs
significantly better compared attacks with random masks. From this observation and the
fact that both ERK and FORCE emphasize certain layers, such as the FC layer and early
convolutional layers, we argue that the network architecture can be utilized to identify
the critical layers to increase the impact of the attack. However, since the impact of neu-
ral pruning-based masks are limited to CC defence, we argue that such strategies may
overemphasize certain layers, and the advantage becomes the Achilles’ heel since the ac-
cumulation of attack at certain layers may make an attack to relinquish its imperceptibility
against other defences.

To verify the argument above, we follow a strategy where we again utilize the FORCE
algorithm to perform network pruning, but induce an additional constraint on the FC layer,
Le., 074 =2.5X% 107!, in order to achieve a sparsity mask, in which non-sparse positions
are distributed more uniformly compared to the previous case. Under this new sparsity
constraint, for sparsity ratios d = 5 x 107 and 6 = 1 x 1072, we observe visible improve-
ments in the performance, especially against the GAS defence mechanism, which divides
the flattened NN weights into smaller sub-vectors and performs aggregation for each sub-
vector separately. We also remark that, FORCE with 67%" outperforms ERK-based spar-
sity masks since, similar to the FORCE, which overemphasizes the initial convolutional
layer and particularly the penultimate FC layer, the ERK method overemphasizes the ini-
tial convolutional layer, where all the weights are preserved as illustrated in Fig. 4.1 with
the green color. Hence, the initial convolutional layer being overemphasized makes the
ERK method less effective against certain defence mechanisms, such as GAS.

Overall, from the discussion above, we conclude that there is a certain trade-off re-
garding the formation of the attack; the underlying sparsity mask should be designed in
parallel to the topology-based connectivity and sensitivity patterns identified through net-
work pruning, but also the position of the non-sparse weights, where the attack targets
more aggressively, should be not be concentrated at particular layers to avoid being per-

ceptible. As we already discussed above, such unintended concentration can be mitigated
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by enforcing a layer-wise sparsity constraint. Through extensive simulations, we have an-
alyzed various alternatives for regularizing the layer-wise sparsity, and the best yet simple
solution is to have a constraint for the FC layer with 6’7" when the FORCE method is
used to generate a sparsity mask.

Finally, we test the adaptive hybrid sparse attack, Hybrid Min-Sum, which utilizes
the sparsity mask generated by the FORCE method for sparsity ratio § = 5 x 107> and
Opc =2.5X% 107!, Our experimental results show that Hybrid Min-Sum either outper-
forms Min-Sum and Min-Max or exhibits comparable performance. Especially, against
particular defence mechanisms such as M-KRUM, CC, RFA, and TM, utilization of the
architectural knowledge significantly improves the performance of the Min-Sum method.

We repeat the same simulations for the non-IID data distribution scenario, and the
results are presented in Table @ In this more practical scenario, we have shown that the
proposed hybrid sparse attack overcomes all the known defence mechanisms, including
GAS, which is highly effective against all fixed policy Byzantine attacks. In this scenario,
GAS achieves a minimum test accuracy of %60 against fixed policy Byzantines, and even
achieves attack-free accuracy for Bit Flip, IPM, and Label Flip. However, we have shown
that our proposed attack I (6) with %25 = 2.5 107! significantly reduces the test accu-
racy, to be more precise, against all defence mechanism our proposed attack able to keep
test accuracy below %25 and make the model to converge in most of the cases. One of the
key aspects here is that the performance of I}, (), compared to its baseline form ALIE,
demonstrates how attacking only a very limited number of carefully selected weights
enhances the strength of the attack significantly. Consequently, the simulation results ob-
tained for ALIE, Min-Sum, and hybrid sparse attack, where all three strategies utilize the
same base attack formation, demonstrate that the level of aggressiveness and the carefully
chosen target locations significantly increase the strength of the attack, which particularly
visible in the case of GAS defence.

Additionally in Fig. we illustrate the convergence of the all considered attack

and robust aggregators, where|6.11ajand|6.11b|correspond to IID and non-IID simulations

respectively. In Fig[6.11} we consider the IT;.(61, 6%7¢") as HSA. Both HSA and HMS are

effective for all aggregators and data distributions except the FL-Trust where ROP, IPM,
and Bit-Flip can surpass the HSA and HMS. However, similar to the ROP, if the attacker
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Figure 6.11: Test accuracy results of training ResNet-20 architecture with CIFAR-10
dataset distributed 11D and non-IID( over k = 25 clients k,, = 5 of them
being malicious. Training and testing are performed over 100 epochs and repeated for
10 different aggregation mechanisms under 10 Byzantine attack strategies. The reported

results are obtained by averaging 3 independent trials.
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changes to attack location to the reference of the aggregator m,, both HSA and HMS can
reduce the test accuracy up to % 50.

Since smaller NN architectures are more vulnerable to Byzantine attacks, we mainly
focus on moderately large NN architectures, i.e., ResNet-20, and the classification task
on CIFAR-10. For the sake of completeness, in this subsection, we further conduct the
same experiments with different NN networks and datasets, to be more precise, we have
analyzed the byzantine performance and compare the existing attack and defence frame-
works for the classification task on the FMNIST dataset with a 2-layer CNN architecture
and classification task on MNIST dataset with 2-layer MLP architecture. For our hybrid
sparse attack (HSA), we consider the configuration of H;;((S = 5% 1073, (5?2’6 = 0.25)
which often provides the best results in the case of CIFAR-10 dataset except the MNIST
where we do not induce any limitation since MLP network only consist of fully connected
layers as such we utilize I} (6 = 1 102) for MNIST classification task. The experimen-
tal results and the convergence behavior under different robust aggregators and Byzantine
attacks are illustrated in Fig. [6.12]and Fig. [6.13] respectively.

On the F-MNIST classification objective, HSA is capable of diverging the global
model on both IID and non-IID simulations except on the SignSGD aggregator, where
it reduces test accuracy by 35% on IID and 55% on non-IID simulations as illustrated in
Fig[6.12b}

For the MNIST classification task, HSA only failed at the CC aggregator with IID
simulations and failed to achieve the best attack performance in the CM aggregator on

non-IID simulations while diverging the PS model every other simulation as illustrated in

the Fig. [6.13]

6.4 S-CC Defence Results

In Fig. we show that the proposed S-CC aggregator is capable of increasing the test
accuracy against all attack types regardless of the data distribution, while employing no
local momentum, i.e., 8 = 0. The S-CC aggregator is equally robust for both IID and non-
IID data distributions, which is not the case for other aggregators we have considered in

our simulations. Therefore, the S-CC aggregator is robust to all model poisoning attacks
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Figure 6.12: Test accuracy results of training 2-Layer CNN architecture with F-MNIST
dataset distributed 11D and non-IID( over k = 25 clients k,, = 5 of them
being malicious. Training and testing are performed over 100 epochs and repeated for
10 different aggregation mechanisms under 10 Byzantine attack strategies. The reported

results are obtained by averaging 3 independent trials.
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Figure 6.13: Test accuracy results of training 2-layer MLP architecture with MNIST
dataset distributed 11D and non-IID( over k = 25 clients k,, = 5 of them
being malicious. Training and testing are performed over 100 epochs and repeated for
10 different aggregation mechanisms under 10 Byzantine attack strategies. The reported

results are obtained by averaging 3 independent trials.
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Figure 6.14: ResNet-20 trained on CIFAR-10 with 8 =0 on IID and non-IID across the
clients. Test accuracy with various aggregation and attack methods in the presence of

attacks.

considered here, while keeping the same computational complexity as the CC scheme.
Thus we recommend employing the S-CC aggregator with local momentum g = 0.9,
where it can achieve near baseline accuracy against all the considered attacks. In the next
section, we will go over the Results for 5=0.9

Finally in Fig. we compare our proposed S-CC aggregator against the most
successful robust aggregators that we considered. Overall S-CC provides better test accu-
racy and smoother convergences compared to the other aggregators, especially in non-IID
simulations as seen in the second row of the Unfortunately, S-CC can not fully
defend against the MinMax attack while still being able to converge. This is mainly the
result of the curse of dimensionality where MinMax fully exploits the norm distance of
the perturbation while S-CC in its core is still a norm-based aggregor. Ultimately, S-
CC can offer superior robustness compared to the other robust aggregators with similar

complexity such as CC, RFA, and TM.
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Figure 6.15: Test accuracy results of training ResNet-20 architecture with CIFAR-10
dataset distributed IID and non-IID over k = 25 clients k,, = 5 of them being mali-
cious. Proposed S-CC (3.5) against the other most successful robust aggregators under 10

Byzantine attack strategies.

6.5 Runtime analysis

6.5.1 Attack times

In this section, we go over the runtime of the untargeted poisoning attacks in practical
scenarios. We experimented with k = [25, 50, 100] total clients and calculated the average
attack generation time on ResNet-20 architecture which has a total of ~ 7 x 10° trainable
parameters (d = 700K). All simulations run on the NVIDIA A40 GPU and averaged
over 1000 aggregations. For our non-omniscient attacks such as bit-flip or label-flip,
we can achieve near-constant complexity if we do not include the gradient calculation.
Furthermore, since this attack does not employ updates from benign clients, their runtime
is also not affected with respect to the total number of clients. Omniscient attacks such
as IPM, ALIE, and our proposed ROP and HSA, can achieve asymptotic complexity of
O(dk) with very similar run times. However, ROP employs multiple operations to angle
manipulation to vector rejection, as such it takes slightly more run time than the IPM
and ALIE. Optimized attacks, namely MinMax, MinSum, and our proposed HMS have
asymptotic complexity of O(dk?) due to the optimization process. Their actual runtime
is considerably slower than the non-optimized omniscient attacks while HMS can able to
run faster at a large number of clients, particularly on £ = 100. This is mainly due to the

reduced threshold compared to the MinSum, as such it optimization process on HMS is
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relatively faster.

6.5.2 Aggregation times

In this section, we go over the runtime of the robust aggregator in practical scenarios.
We experimented with k£ = [25, 50, 100] total clients and calculated the average aggrega-
tion time on ResNet-20 architecture which has a total of ~ 7 x 10> trainable parameters
(d = 700K). All simulations run on the NVIDIA A40 GPU and averaged over 1000 ag-
gregations. We show those results in Table[6.7] Out of all aggregators, FedAvg [McMahan
et al., 2017]], SignSGD [Bernstein et al., 2019] CM, and TM [Y1n et al., 2018] are con-
siderably faster than all aggregators with asymptotic runtime of O(dk). Following that,
CC [Karimireddy et al., 2021]] and RFA and FL-Trust [[Cao et al., 2021b] which also theo-
retically have asymptotic runtime of O (dk). Finally, as expected, M-Krum and Bulyan are
the slowest robust aggregators with an asymptotic runtime of O (dk?). Our simulations for
the robust aggregators also show the expected linear/polynomial increase in the runtime as
the k increases. Theoretically, [Liu et al., 2023|] should achieve the same performance as
the aggregator that is employed. However, due to the sub-optimal implementations, GAS
with p = 1000 considerably slows down the M-Krum and Bulyan. Finally, our proposed
S-CC aggregator also achieved the asymptotic runtime of O(dk) with near similar per-
formance to the CC aggregator. We also note that S-CC employs cosine-similarity based
grouping then a bucketing approach as well as an iterative reference update mechanism

resulting in higher computation time compared to the CC.
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Table 6.1: Hyper-parameter search on attack location p, reference point A, and angle of

the perturbation . Reporting the test accuracy for the CIFAR-10 image classification

task. The lowest score for each aggregator for the respective simulation setup is denoted

in bold
IID = 0.9 1ID 8 =0.99 non-IID 8 = 0.9

Atk(.) setup CC ™ RFA CC ™ RFA CC ™ RFA
p=0,1=0,m=60 7462 £ 1.76 7455 +2.34 743 +0.55 7997 £0.39 7948 +1.18 81.71 £0.38 | 6554 +2.6 7231 +046 66.75+1.51
p=0,1=0,7=90 694 +1.76 7058 £0.34 65.51 +£2.02 | 71.34 £0.37 73.04 +£0.36 7451+0.27 | 5744 +14 6253+0.28 54.14+2.06
p=0,1=0,7=120 6542 +1.84 6947 +0.92 544 +0.88 64.56 £ 0.05 62.59+493 64.54+2.28 | 489+0.54 57.59+226 39.06+1.27
p=0,1=0,7r=135 66.52 £0.06 65.62+0.5 50.73+0.12 | 61.72 +2.34 6093 +1.77 55.19 +1.42 | 50.02+1.18 60.0+1.85 32.98 +1.61
p=0,1=0,7=180 84.5+0.28 84.86+0.18 6584 +0.14 | 77.79 £ 0.06 76.18 +0.74 7453 £0.16 | 82.94 £0.06 79.33£0.7 60.93 £0.75
p=01=057r=60 |73.1+146 69.76+1.63 66.6+1.19 | 68.64+0.64 7432+048 7421+0.13 |5645+0.8 6442+0.75 41.88+1.89
p=0,1=0571=90 |66.74+1.14 6988 +132 50.83+1.74|60.94+2.08 67.07+1.66 564+097 |48.08+0.18 57.26+0.43 34.18+0.7
p=0,1=0.57m=120 | 66.86 +0.64 69.27 +0.57 37.09+0.73 | 59.77 + 1.48 67.43 + 1.41 44.65 +1.38 | 48.96 £ 0.62 59.13 £ 1.06 25.15+2.38
p=0,1=051m=135|66.64 £0.72 70.8 +£0.01 30.22 +3.31 | 60.33 £ 1.38 63.04 £4.03 50.1 +1.69 |47.58+1.01 59.89 +1.24 22.63 +1.98
p=0,1=057=180 | 85.11 £0.25 8396+ 1.0 62.4+0.86 75.61 £0.81 75.6+0.4 68.08 £0.94 | 81.81 £0.71 78.95+0.94 48.79 +2.98
p=0,1=1,7=60 70.76 £ 0.64 69.98 £0.62 57.49+0.5 |60.09+0.32 6832+147 5874+235|42.62+26 6478043 40.7+1.8
p=01=17=90 63.25+1.15 67.22+19 5824+0.02 |6334+1.15 6853+28 6396+237|462=+1.1 59.63 £ 1.78 43.94 +1.02
p=01=1,7=120 67.46 £1.54 7251 +£0.31 60.29 £0.72 | 67.58 £0.63 70.99 +0.33 70.51 £+0.93 | 5586 £0.3 65.7+244 53.0+1.89
p=01=1nm1=135 68.72+£0.8 7548 +0.53 66.25+0.62 |732+0.78 7339+0.21 73.1+043 |62.06+0.72 68.86+ 1.31 59.02 +2.18
p=01=1,7=180 8336 +£0.62 74.18 +0.57 8524 +0.04 | 84.17 £ 0.36 83.92+0.09 84.38 +0.16 | 74.47 +4.82 80.69 +0.77 83.65 +0.35
p=051=0,1=45 792+ 1.74 7875+ 0.63 77.94 +0.08 | 82.5 + 0.48 83.84 £ 0.05 83.66 £ 0.47 | 64.54 £ 0.3 76.36 + 1.33 71.34 + 1.68
p=051=0,7r=60 |7391+096 73.27+0.25 7348 +0.96 | 78.79 + 1.12 79.94 + 0.56 81.19 +0.24 | 62.55 £ 0.02 67.66 + 1.39 65.64 + 1.08
p=051=0,7=90 |67.13+0.24 6651 0.7 64.76+1.29 | 67.55+28 71.62+08 753+035 |504+156 5747+2.15 504=+1.71
p=051=0,7=120| 6243 +0.78 63.54 +1.74 56.21 £+0.96 | 57.65 +£0.59 649 + 1.31 64.27 £1.86 | 4553 +2.59 525+3.33 3824+275
p=051=0,7r=135]6472+031 634+1.17 5561 +2.06]|56.16+1.57 58.85+0.22 59.64+0.28 | 42.62+1.86 5541 +0.38 34.75+0.48
p=05,1=0,7=180 | 8438 +£0.14 83.76 0.3 7584 +0.12 | 7822 +0.42 76.28 +0.47 77.12+1.06 | 82.35+0.36 7547 1.1 67.69 + 0.08
p=051=1,1=60 64.32 £ 0.1 66.16 £2.16 51.94 +0.86 | 56.32 +1.52 67.78 £ 1.26 59.39 + 1.46 | 36.55+3.87 57.72+299 39.61 +£0.39
p=051=1,7=90 59.14+1.2 65.63+1.44 54.02+0.74 | 5932 £2.04 6946+ 1.3 61.13 £1.53 | 38.74 £ 0.5 57.86 £ 1.37 40.1 £1.72
p=051=1,7=120 | 60.86 +£0.76 71.09 £0.96 57.49 +0.21 | 6548 +2.62 70.2+0.34 67.14+1.0 |49.18+04 59.7+1.72 4398+24
p=05A1=1,7=135]6524+1.14 7339+ 124 59.14+1.06|70.03 £0.68 70.26+0.22 6851 +2.32|56.76+0.2 62.95+3.02 44.72+0.72
p=051=1,7=180 | 81.13+0.08 73.08 +0.08 84.24+0.14 | 8257 +0.5 83.18£0.72 8435+0.08 | 75.31 £0.48 79.23 +0.97 82.08 +1.04
p=1,1=01m=60 7295 +0.81 7141+0.16 77.84+1.2 56.32+1.52 79.7+0.1 81.78 £0.35 | 53.87 +1.48 64.83 +2.02 61.99 +2.75
p=1,1=0,7=90 66.06 £ 1.54 63.78 £0.45 66.27 +1.93 | 6631 £0.06 6894 +0.22 739+1.06 |4237+3.8 55.06 £ 0.52 48.34 +2.59
p=1,1=0,7=120 61.7+1.29 59.42+196 5928 +0.42 [51.92+00 66.7+0.14 6543 +0.37 | 4041 £1.84 4921 £1.06 41.15+1.27
p=11=0,7r=135 59.11 £1.46 60.09+1.01 57.63+1.33 | 4844 +1.36 6554+03 6459 +1.68|3644+£09 47.74 282 38.73+0.94
p=1,1=0,7=180 79.66 £ 0.4 83.56+0.18 78.46+0.04 | 77.6 £0.18 73.66 +0.58 783 0.3 82.09 £0.19 74.09 +1.24 82.31=+1.53
p=1,1=05nr=60 |6786+0.12 6567+1.1 6853+056|5876+03 71.89+1.6 7479+0.69 |29.7+0.18 56.87+1.22 42.81+0.67
p=1,1=0571=90 |5988+1.1 6126+ 125 555+0.14 |505+052 68.51+0.39 6048 +4.17 | 37.16 £0.38 5425+1.2 3475+0.88
p=1,1=05m7r=120 | 56.36 +1.03 6298 £0.46 4528 £3.65 | 50.24 +2.12 6091 + 1.44 5632 +0.98 | 32.55 £ 1.17 49.54 £3.02 33.49 + 1.06
p=1,1=057m=135|552+1.68 655+ 1.75 4792 +1.01 | 52.74 £ 0.86 65.12+0.1 54.17 £3.76 | 33.95 +3.45 5247 +2.49 3441 +239
p=1,1=057r1=180 | 77.22+0.04 83.62+0.44 749 +0.57 7442 + 1.1 73.74 £ 0.66 73.22 + 0.1 7693 £0.64 75.72 +£0.57 79.61 + 1.69
p=1,1=09,71=60 |609=+0.58 6458098 59.2+2.06 |5093+0.62 68.66+08 56.73+195]|2898+2.57 5585+1.37 47.86+ 1.0
p=1,1=09,71=90 |4623+1.03 64.12+0.54 3426+042 | 4932 +04 63.82+246 5649+13 |28.86+0.26 5555+ 1.81 3426+042
p=1,1=09,7=120|4042+196 66.54+048 47.15+2.6 |57.18+0.14 69.9+0.2 60.5+0.84 |27.26+284 56.03+2.02 32.46=+1.07
p=11=09r1=135|4478+12 6649 +1.57 47.51+0.33 | 61.53+1.36 70.78 +1.22 62.04 +£0.76 | 31.08 £ 1.56 58.76 +1.24 33.16 +1.73
p=1,1=09,7=180 | 68.32+0.04 83.57+0.67 71.32+0.2 7847 £0.01 82.04+1.06 79.68+0.24 | 63.46+1.36 7576 +1.79 6391 +1.91
p=11=1,1=60 58.69 £ 1.18 64.78 £ 0.62 4498 +6.9 5372+0.6 67.88+0.06 58.6+2.19 297 +134 56.57+0.95 35.56 +0.64
p=11=1,71=90 40.08 +4.93 625+006 482+4.14 57.02+1.76 67.1+0.6 60.3 + 0.45 3577 +£1.67 5522+0.86 37.85+0.73
p=11=17n=120 51.84+£1.03 6736042 52.54+0.32 |63.75+0.14 69.73 +0.11 61.04 +1.14 | 3939 +2.1 5747+1.68 36.05+1.6
p=1A=1n=135 5711 £246 69.75+0.2 53.56 £0.42 | 68.96 + 1.66 69.62 +2.43 6491 +0.71 | 47.06 £ 0.32 61.63 £2.86 36.35+0.91
p=14=1,7=180 76.18 £ 1.58 84.67 £0.68 79.09 +£0.22 | 81.12+0.9 8235+0.37 81.98+046|71.3+1.21 77.19 £ 1.41 68.29 +1.38
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Table 6.2: Cifar-10 IID test accuracy results on different numbers of Byzantines with a

total of 25 clients. Lower is better.

B=0 $=0.9 $=0.99

fon Attack / Aggr | cc (7=0.1) cc rfa tm cc (7 =0.1) cc rfa tm | cc(r=0.1) cc rfa tm
ROP 56.6 604 812 832 79.98 85.40 83.27 81.98 80.95 85.10 85.65 85.86
Alie 86.9 870 874 873 82.88 87.73 87.49 87.74 82.20 86.74 86.26 86.07
1 IPM 84.92 85.82 87.00 86.26 82.15 87.79 87.20 87.01 81.54 86.39 86.06 85.37
Bit-Flip 86.26 86.82 87.09 86.39 80.93 87.30 86.44 86.97 82.03 85.85 86.04 85.16
Label-flip 86.30 87.00 86.87 85.60 82.20 87.77 87.10 86.58 82.02 86.63 86.48 85.77
ROP 40.77 45.05 72.71 71.05 71.29 79.96 79.66 63.93 79.63 79.55 81.86 82.39
Alie 80.73 79.74 67.32 74.98 82.94 87.47 84.71 85.84 82.29 86.75 85.71 85.70
2 IPM 82.26 84.21 8585 85.29 82.28 86.67 85.65 86.09 80.72 86.76 84.02 84.61
Bit-Flip 84.94 85.48 8599 85.12 82.31 86.57 86.36 85.59 80.44 85.20 85.46 84.25
Label-flip 86.09 86.76 86.81 84.94 82.66 86.99 86.77 85.19 81.04 86.15 86.37 85.10
ROP 31.91 3444 60.84 60.64 62.67 71.57 6649 65.76 75.63 65.88 70.91 76.13
Alie 34.16 2942 50.73 53.83 80.94 85.81 60.04 73.38 83.30 85.86 84.09 83.65
3 IPM 78.39 81.42 83.86 84.41 80.94 86.46 8239 85.32 79.18 85.28 80.22 83.59
Bit-Flip 84.63 84.55 84.63 84.34 80.32 85.21 85.08 84.79 79.56 83.64 84.01 83.69
Label-flip 84.73 86.52 86.32 83.42 82.17 86.65 86.94 83.40 80.86 86.40 86.05 84.47
ROP 10.52 22.61 24.74 22.09 28.36 33.95 37.60 38.51 44.47 45.82 46.59 49.23
Alie 33.21 3252 2599 22.16 59.97 54.80 33.50 45.07 71.38 79.97 56.53 52.93
7 IPM 45.28 5824 36.35 50.87 61.79 84.73 54.58 68.70 60.85 8491 62.01 70.71
Bit-Flip 74.04 7317 7475 75.07 76.13 77.40 75.60 76.02 74.94 78.15 78.14 7797
Label-flip 82.92 83.33 83.55 77.09 79.12 86.01 85.03 74.37 78.00 84.87 8497 78.62
ROP 10.62 19.83 22.69 11.37 23.39 33.35 3543 33.86 32.62 40.28 43.92 52.83
Alie 29.19 31.39 21.09 18.36 51.77 27.37 48.70 39.70 63.08 75.23 56.09 48.79
8 IPM 2223 34.87 2859 31.75 55.61 83.71 5033 62.68 64.21 84.05 59.81 66.92
Bit-Flip 69.47 69.71 70.52 69.65 73.82 7413 71.81 72.19 74.62 74.53 76.12 7538
Label-flip 80.85 81.78 81.87 72.74 78.65 85.29 8439 71.64 76.32 84.99 84.46 76.51
ROP 10.66 19.53 1399 12.39 19.88 33.52 32.74 21.14 37.25 32.05 40.00 40.83
Alie 19.98 19.25 1641 14.57 37.50 38.10 33.98 26.29 34.80 56.67 45.88 39.11
10 IPM 14.56 1298 10.27 12.40 21.95 81.67 41.62 48.86 59.04 83.09 54.02 57.30
Bit-Flip 56.77 62.73 59.86 51.43 63.02 62.79 63.42 58.90 65.01 67.12 6593 66.23
Label-flip 75.23 7492 76.56 72.48 75.39 82.47 82.06 67.90 73.52 83.79 8429 72.50
ROP 10.00 10.01 10.01 10.63 10.36 3140 27.13 17.96 22.51 25.04 33.84 3432
Alie 16.92 16.79 13.87 16.49 28.64 24.78 24.00 20.80 31.17 40.00 36.64 28.92
12 IPM 7.68 8.84 10.00 10.97 10.80 75.21 2438 31.94 35.79 82.38 34.10 47.08
Bit-Flip 33.91 33.90 36.71 36.71 33.02 3827 40.62 38.94 46.24 48.24 4720 49.53
Label-flip 53.85 52.07 51.04 59.58 60.89 57.37 58.96 61.49 62.67 69.97 69.77 62.23
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Table 6.3: CIFAR-10 test accuracy results on different numbers of Byzantines with a total

of 25 clients on the non-IID dataset. Lower is better.

£=0 £=0.9 $=0.99

o Attack / Aggr | cc cc rfa tm cc cc rfa tm cc cc rfa tm
ROP 55.60 64.59 44.61 57.53 | 66.06 81.50 77.56 72.30 | 47.42 75.24 68.88 72.51
Alie 84.85 85.97 87.04 86.09 | 77.15 86.49 8599 81.30 | 52.27 84.64 84.46 76.63
1 IPM 83.18 8499 86.92 85.79 | 77.04 86.52 84.89 78.95|51.09 8436 8197 73.34
Bit-Flip 84.92 8531 86.65 85.14|76.05 86.05 8599 80.27 | 46.83 84.00 84.58 73.96
Label-flip 84.67 84.71 86.58 85.12 | 7539 86.23 8598 7898 | 48.86 84.77 84.17 71.04
ROP 38.02 53.23 30.54 39.52 | 50.07 63.03 52.83 56.02 | 28.94 51.07 50.68 61.42
Alie 73.80 75.72 56.03 7430 | 7529 85.34 7596 7831 |56.68 84.02 75.19 70.48
2 IPM 79.87 8276 85.72 84.55|77.42 86.13 80.50 77.76 | 49.02 84.02 76.87 70.92
Bit-Flip 8492 8531 86.65 85.14 | 7520 8520 85.01 76.72 |48.28 83.52 83.29 71.82
Label-flip 84.67 84.71 86.58 85.12 | 7549 86.15 86.51 77.33 | 4849 84.12 84.13 71.19
ROP 27.57 30.28 21.86 32.32 | 2891 43.76 4336 51.36 | 17.11 36.95 44.01 49.26
Alie 41.35 27.48 46.79 47.46 | 67.65 83.66 34.82 43.86 | 49.62 80.99 41.75 63.46
3 IPM 76.27 78.12 83.21 83.41|76.19 86.10 7426 75.67 | 51.24 83.63 73.28 67.77
Bit-Flip 82.17 82.34 8427 8259 | 7598 84.14 8336 77.22 | 4599 82.63 8223 71.16
Label-flip 81.71 84.54 8576 82.73 | 74.04 8598 84.85 7444|4639 8393 8437 71.07
ROP 11.27 11.26 14.19 16.19 | 14.87 24.78 2390 18.87 | 1243 22.61 21.96 20.90
Alie 26.82 27.80 20.63 16.88 | 34.01 35.23 22.19 2258 | 20.21 31.13 23.37 19.04
7 IPM 44.88 5530 44.63 43.44 | 58.66 82.04 71.80 48.78 | 31.76 81.54 68.87 47.04
Bit-Flip 7476 74.64 73.84 69.36 | 67.26 77.84 7826 6695 |45.14 76.03 76.99 53.81
Label-flip 81.41 7321 80.42 76.58 | 66.01 83.24 83.72 69.70 | 37.70 80.81 82.62 60.47
ROP 12.00 11.56 14.58 12.52 | 12.72 24.36 18.72 16.19 | 10.39 21.80 21.12 22.26
Alie 1448 1897 13.51 14.33 | 31.97 26.65 23.01 19.90 | 1858 22.03 21.30 18.37
8 IPM 10.00 993 10.84 1091 | 5524 64.23 63.57 42.29 | 26.17 79.85 6534 38.65
Bit-Flip 51.02 36.79 5790 49.13 | 64.21 76.23 75.02 65.78 | 44.89 73.30 74.03 52.31
Label-flip 5822 61.00 64.00 68.24 | 69.46 83.01 8237 64.23 | 3691 80.41 81.86 60.77
ROP 10.00 10.00 10.10 9.94 | 11.13 17.19 10.00 13.23 | 10.79 1838 11.04 14.79
Alie 1552 1620 1435 16.82 | 18.66 18.01 14.41 16.81 | 19.33 14.27 20.76 12.81
10 IPM 10.00 10.00 10.00 10.92 | 31.18 36.00 52.30 2645|1748 7474 66.48 25.79
Bit-Flip 12.80 20.42 10.00 14.47 | 39.45 60.63 5430 44.80 | 32.99 60.90 52.81 36.19
Label-flip 29.11 51.51 4465 4781|5639 7556 79.15 60.50 | 37.51 69.52 80.12 54.04
ROP 10.00 10.01 10.01 10.63 | 10.00 15.53 10.00 10.01 | 10.00 19.40 10.00 10.80
Alie 1692 16.79 13.87 1649 | 17.10 13.78 1547 15.55| 1430 1449 1791 17.93
12 IPM 7.68 8.84 10.00 10.97 | 990 12.64 10.00 15.76 | 10.73 10.11 10.34 14.37
Bit-Flip 3391 3390 36.71 36.71 | 11.42 1098 12.48 20.29 | 17.16 20.66 10.54 16.84
Label-flip 5385 52.07 51.04 59.58 | 44.44 61.10 44.07 43.17 | 26.41 41.58 62.52 38.05
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Table 6.4: Final test accuracy results of training ResNet-20 architecture with Cifar-10
dataset distributed IID over k = 25 client k,, = 5 of them being malicious. The train-
ing is performed over 100 epochs and repeated for 8 different aggregation mechanisms
and under 8 different Byzantine attack strategies. The reported results are obtained by
averaging 3 number of independent trials. We use blue, red and to highlight the
best results for fixed policy attacks, ALIE, Bit Flip, IPM, Label Flip, ROP dynamically
optimized attacks, Min-Sum, Min-Max and proposed sparse hybrid attack variations with
different sparsity constraint ¢, respectively, and we underline the best attack result against
each defence mechanism. For our proposed hybrid sparse attack variations, we consider
5 different sparsity levels; 6; = 5x 1073, 8, = 1 x 1072, 63 =5x 1072, 64 =2x 107!, and
65 =5x 107", Finally, we set §&* = 2.5 x 107",

Method Bulyan CcC CM M-Krum RFA ™ GAS Krum-Bulyan
No ATK 87.6+1 87.4+0.5 88 £ 0.1 89.2+£0.7 88.2+03 87.8 £04 87.7+0.3 -87.6+04
ALIE 47.1 + 16 80.7 £ 1.4 45.1+9.3 558+ 14 323 +16 72.8+2.5 81+09 - 81.1+£0.6
Bit Flip 86.2 £ 0.6 822 +0.7 80.9 +0.8 87.8+0.3 87.5+0.7 80.1 £0.9 86.5+0.5 — 86.8 £0.8
IPM 70+ 0.9 85.8£0.3 545+0.8 83.8+0.1 664 +0.7 849 +£0.1 853+02-2856+0.3
Label Flip 858+0.3 86.4 + 0.6 79.9 £0.1 87.7+0.1 86.3 +0.1 785 +0.3 87.1+0.7 - 869+ 0.6
ROP 415+2 474 £ 0.9 79 +0.4 88.2+05 432+22 62.7 £ 1.3 612 + 1.6 — 63.5 £ 0.7
Best Attack * 4152 47409 45.1+9.3 55.8 £ 14 323+16 62.7+1.3 62+1.6-635+07
Min-Sum 41.1 £0.5 555+£52 47.6 £ 0.4 55.1+13 494 £ 8.6 475+74 551+3-499+11.8
Min-Max 672 +4.4 403+7.8 48+ 1.8 61.6+ 12 48.7+2.8 429 +6.2 471 +4-86.6+02
HMS 379 +5.6 393+3 4771 145+14 395+0.9 339+52 472+10-544+12
II,- (61) 43 +£18 793 +£04 40 £ 16 549+53 427+6.3 70.6 £ 1.3 789+1-785+13
II,- (63) 47.6 +3.1 75.1+£0.8 459+59 141+2 484 £11 702+1.9 758+0.6-757+13
11,- (84) 402+ 0.5 416 £25 493 +85 12.1+£0.7 594+ 0.6 61924 65+ 1.3 -663+22
II,- (85) 282+19 46.8 £2.8 42.1+6.5 114 +12 478+59 40+55 483 +0.8 —86.8+0.5
H;(dl) 379+ 10 489 +21 455+9.7 30.1 £ 12 452 +£5.6 63.7+ 12 805+£03-79+12
H¢(63) 37.5+£53 50.1 £9.8 49.6 +9.4 142 +£0.7 50+19 614+59 722+1.1-731+x1.1
H;(64) 268+ 1.2 43+13 455+52 148+ 14 393+ 10 462 +24 61.5+6-60.7+5
H;((SS) 27.6 £2.6 38.9+0.6 43.1+ 11 11.5+09 36.8 £2.9 31.3+£9.7 39.4+73-862+0.1
I;,- (61) 445 + 17 792 £0.3 36.7+ 1.8 54.7+4.8 53+38 71.7+3.5 81.2+1-802+09
;- (63) 53.1+3.9 754+19 363 £5.6 26.7 £ 11 539+5.9 679+29 742 +£2.6-747+0.7
Iz, (64) 36.3+25 41 +2.1 503+52 133+£19 594+2 62.1+£29 649+£32-619+3.6
I1;,- (65) 263 £2.6 37.5+82 50.6 £3.4 133 +£3.6 484 +£52 39.7+14 48 +£1.8 -86.8+0.5
H;'r (61) 328 +44 747 +£52 453+6.3 138+1 456+43 56.6 £ 19 789+12-773+18
H?—r (63) 32+54 45.1+2 359+78 16.5+29 56.8 £2.8 59+7.1 732+0.6-699+19
H;’r (64) 26+3 343+73 48+ 1.8 177+ 1.7 46.7 + 4.8 423+72 587+6-56.1 £8.7
Hl+r (65) 263 +34 3767 453 +3.5 135+19 42.7+28 30.6 + 0.5 392+£25-87+04
HERK((;I) 26.7 £ 1.1 41 +£52 444 + 14 163+13 453 +13 72.1 £0.6 78+£0.6-733+1.6
HERK (63) 574+04 652 +9.3 47.1 +£4.8 614+78 69.9 +£0.7 629+ 11 70.8+35-73.6+1
HERK((S“) 585+09 50.7 £ 11 554+ 1.7 56.7+6.8 656+ 1.3 583 +45 61.1+45-715+2.1
HERK (65) 853 +£0.7 52.6 £10 50.1 £2.7 55+ 15 59.7+1.6 492 +3 519+27-863+02
H;,((SI) 40.6 £ 1.7 39.6 +£3.6 39.5+9.2 155+12 528 +11 535+17 745+4-748+33

H;(él s 5;’?&’,)‘) 31.3+27 33.9+29 35.7+45 163 +2.1 427+ 10 334+33 595+ 18 —525+83
l'[;}(&z, 6;:"8" 284+19 387+1 423+18 163 +2.1 39.9+94 475+6.7 67.8+82-593+£95
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Table 6.5: Final test accuracy results of training ResNet-20 architecture with Cifar-10
dataset distributed non-1ID over k = 25 client k,,, = 5 of them being malicious. The train-
ing is performed over 100 epochs and repeated for 8 different aggregation mechanisms
and under 8 different Byzantine attack strategies. The reported results are obtained by
averaging 3 number of independent trials. We use blue, red and to highlight the
best results for fixed policy attacks, ALIE, Bit Flip, IPM, Label Flip, ROP dynamically
optimized attacks, Min-Sum, Min-Max and proposed sparse hybrid attack variations with
different sparsity constraint ¢, respectively, and we underline the best attack result against
each defence mechanism. For our proposed hybrid sparse attack variations, we consider
5 different sparsity levels; 6; = 5x 1073, 8, = 1 x 1072, 63 =5x 1072, 64 =2x 107!, and
65 =5x 107", Finally, we set §&* = 2.5 x 107",

Method Bulyan CcC CM M-Krum RFA ™ GAS Krum-Bulyan
No ATK 86+ 0.5 86.9 +£0.3 799 £ 04 88.1+04 86.4 £0.7 86.7£0.5 86.7 £0.5 — 86.3 £0.5
ALIE 347 +£0.7 59.7+34 345+1.9 49.7 £ 9.2 329+34 42.1+7.2 57+11.4 -63.6+5.3
Bit Flip 79.8 + 1 81.8£0.5 735+ 1.1 852+0.5 80.9 £ 0.6 77+1.3 842+0.3-845+02
IPM 46.3 +0.9 833 +£0.7 619 +£4.6 732 +3.9 679+1.9 779+1.9 833 +0.6 —823+0.7
Label Flip 809+ 1 852+ 04 724 +0.2 873+03 84.6+0 73+15 86+ 0.6 —855+0.3
ROP 225+54 289 +1.1 31.2+24 87.3+£0.7 344+2 556+1.6 64.6 £1.7 -625+1.2
Best Attack * 225+54 289+ 1.1 312+24 49.7+9.2 344 +2 42.1+72 57+114-625+12
Min-Sum 21.6 £4.1 38.1 £2.6 26.1 £2.5 272+59 26.8+£2.2 325+19 458 +4.7—-451+58
Min-Max 822 +0.1 34+14 26+3 86.9+0.5 302+22 18+1.5 30.1£16-859+04
HMS 14.4 + 3.1 16.7 + 1.5 49+ 13 10+0 10+ 0 100 10£0-10+0
II,- (61) 227+24 474+22 27+ 1.7 274 +4.1 338 +10 36.6 £7.2 60+5—-48.1+13
II,- (63) 189 +22 252+34 28.1+1.7 13.6 £3.5 283+6 37.8 £8.7 594+32-43+7.6
11,- (84) 11714 19.6 £2.4 273+ 1.1 10£0.1 398 £6.3 239+86 556+88—-234+8
II,- (85) 255+42 154 +3.5 209 +£29 9.9+0.6 289 +8.9 100 573+5-533+87
H;(&l) 9.7+0.6 20.1 £ 1.6 225+42 119+ 1.6 11.3+1.8 34+74 365+ 11 -31.1+£6.6
H¢(63) 122+22 17.3+49 22.1+14 12+25 10+0 257+73 332+£139-10+0
H;(64) 18+6.5 183+13 273+ 1 11.1+1.6 10£0 10£0 413+62-156+85
H;((SS) 164+24 16.6 £3.2 232+ 1.1 9.7+0.3 145+£33 10+0 192+34-604+5
I;,- (61) 24.1+15 56.1 £ 1.8 328+3 454+6 289+73 46.6 £ 1.4 453+32-439+11
I1;,- (63) 228+4 257+4 259+52 94 +1.5 442 %75 432 +8.6 61.1 £4.6 —57.2+69
1z, (64) 17+6.2 20.7 £2.5 27.6 £ 0.7 22+76 28+82 327+ 1.6 51.1+£128 -38+5
I1;,- (65) 194 +4 158+2 21 +4.1 11+1.2 252+25 10+0 547+45-482+12
H;'r((Sl) 10.1+£0 251+ 1.1 28+2.5 14+21 10+0 233+5 347 +£3.6-21.7+42
H;’r(ég) 103+1.3 16.7 +£3.7 233 +35 103 £ 04 10+0 274+99 222+9-113+1.8
H;’r(64) 126 +1.7 188+ 0.4 247425 102+03 121+29 11.7+12 35+£17-223+13
Hl+r(55) 222+42 178 £3.2 21714 9.7+0.2 29+78 100 11.8 £24 -51.6 + 11
HERK((;I) 155+6 158 +34 22.1+14 10+ 0.7 9.4+0.8 10+ 0 10£0-10+0
HERK(63) 64 + 8.4 61.6 £2.6 279 +3.6 489 + 8.5 542 +4.7 413 +3.7 48 £10.8 =714 +4.6
HERK (64) 70+£32 52.7+45 278 +£2.1 46.8 £9.6 499 +44 262+28 3254+£22-71+£23
HERK (65) 78735 416+ 1.3 232+24 479 +2.2 26.6 £6.5 207+ 1.5 223+35-723+19
H;,((SI) 263 +34 243+3 264 +£23 109+13 39.6 £5.8 10+0 10+0-643+77
H;(&l, 5;_'.18)() 9.9+0.3 176 £ 4 229+2.1 9.8 £0.1 10+0 10+0 10+£0-92+1.1

l'[;.(&z,é;:"gx 103+ 0.4 162 +3.5 199+ 15 88+23 10+0 10+0 10+0-10+0
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Table 6.6: Average attack generation times of the untargeted Byzantine attacks for total
clients of k = 25, k = 50 and k = 100 reported in miliseconds (ms). Bit-flip and Label-

flip attacks also include gradient calculation times.

ATK — k k=25 k=50 k=100 Coplexity

ALIE [Baruch et al., 2019] 0.47 0.91 2.64 O(dk)
Bit-Flip* [Li et al., 2019] 1.24-133 1.14-133 1.69-13.2 0(d)

IPM [Xie et al., 2020Db] 0.43 0.91 2.06 O (dk)
Label-Flip* [Biggio et al., 2012] 0.05-12.5 0.06-12-7 0.06-12.7 O(c)

MinMax [Shejwalkar and Houmansadr, 2021 31.75 63.97 213.78 O0(dk?)

MinSum [Shejwalkar and Houmansadr, 2021 33.24 68.09 205.15 0(dk?)
ROP (ours) 1.91 1.92 5.53 O (dk)

HSA (ours) 0.47 1.00 2.68 O(dk)

HMS (ours) 31.40 66.45 190.28 0(dk?)

Table 6.7: Average aggregation times of the aggregators for total clients of k = 25, k = 50

and k& = 100 reported in miliseconds (ms).

AGGR k=25 k=50 k=100

FedAVG [McMahan et al., 2017 0.3 0.5 0.7
Bulyan [El Mhamdi et al., 2018|] 50 225 1073

CC [Karimireddy et al., 2021]] 2.3 4.5 8.9
CM [Yin et al., 2018|] 0.8 1 2.6
FL-Trust [|Cao et al., 2021b]] 27 34 43

GAS-Bulyan [Liu et al., 2023|] 239 323 333
GAS-Krum [Liu et al., 2023 146 226 232
M-Krum [Blanchard et al., 2017 49 228 956

RFA [Pillutla et al., 2022] 6.1 12.1 24.2
S-CC (Ours) 6.1 12.9 25.2
SignSGD [Bernstein et al., 2019] 0.3 0.5 0.7

TM [[Yin et al., 2018] 0.9 1.6 3.5
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Chapter 7

DISCUSSION AND CONCLUSIONS

The CC framework in [Karimireddy et al., 2021] proposed to utilize the acceleration
technique of momentum SGD to increase the robustness of FL against Byzantine attacks.
The advantage of local momentum is two-fold: First, it decreases the variance of the
client updates, statistically reducing the available space for Byzantine attacks. Second,
the consensus momentum from the previous iteration can be used to neutralize Byzantine
attacks by taking it as a reference point and performing clipping accordingly. In this work,
we showed that it is possible to circumvent the CC defence by redesigning existing attack
mechanisms, such as ALIE and IPM, and the revised attacks can succeed against CC as
well as other known defence mechanisms.

We highlighted two important aspects of the CC framework. First, it relies on the as-
sumption that Byzantine attacks target benign updates. Hence, the CC mechanism consid-
ers the previous consensus update as the reference for clipping. We argue that CC benefits
from the mismatch between the assumed target and the reference. Accordingly, it is pos-
sible to circumvent the CC defences by matching the target to the reference. Second, CC
is an angle-invariant operation; that is the angle between the reference and the candidate
vectors does not have an impact on the clipping operation. Based on these observations,
we introduced a novel attack mechanism called ROP to circumvent the CC defences. We
have shown through extensive numerical experiments that, ROP can successfully poison
the model even when CC is deployed at PS as a defence mechanism. We have also shown
that ROP is also effective against other well-known defence mechanisms, including TM
and RFA as well. However, ROP does not utilize distances or variance among the client
and uses fixed scaling hyper-parameter to scale the perturbation. While this approach
quite effective in 1ID scenarios, due to the fixed pertubartion it limits the effectiveness of
the ROP in non-IID scenarios. In future work, we will enhance the ROP with optimiza-

tion methods such as MinMax and MinSum to employ distances among benign clients.
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Overall, for the scope of this project, we publish those results in [Ozfatura et al., 2024]]

Later, we introduced a novel Byzantine attack framework that is simultaneously effec-
tive against different types of defence mechanisms. The proposed framework generates
an attack by combining two principles in a judicious manner: sparse but more aggressive
and dense but more stealthy, forming a stronger but less perceptible attack. Further, by
utilizing a network pruning framework, we identify the sensitive locations of the model ar-
chitecture being trained, which are then targeted by the sparse component of the proposed
attack strategy to increase its strength. Finally, through extensive simulations over dif-
ferent NN networks, datasets, and defence mechanisms, we have shown the effectiveness
of the proposed hybrid sparse attack approach. To the best of our knowledge, this is the
first time in the literature that a Byzantine attack strategy adapts itself opportunistically
exploiting the structure of the architecture. We emphasize that the same can be employed
in other existing attacks, illustrating yet another weakness of the existing defence mecha-
nisms, and calling for further research in this domain. In the scope of this work, we have
limited our focus to extracting architecture-based side information (identifying certain im-
portant/sensitive weights) to scale the base adversarial perturbation accordingly and used
a proven network pruning algorithm as the base, and we publish our results in [Ozfatura
et al., 2024]. As a future research direction, we are planning to design a framework where
the direction of the perturbations is also determined with respect to the network archi-
tecture while also designing new pruning methods to extract information targeted to the
attacking certain parameters.

Finally, we proposed a potential defence mechanism against ROP, called S-CC. By
introducing randomness into the clipping process, bucketing the clients, and dynamically
choosing a reference point for each bucket, the proposed S-CC mechanism offers com-
plete robustness against ROP, HSA, and HMS while drastically improving the test accu-
racy in the presence of many other known attacks. However, since it is designed upon
the CC aggregator, it also suffers from the curse of dimensionality as such it can achieve
sub-optimal test accuracy against attacks that can fully utilize this weakness. In future
works, we will address the curse of dimensionality to further increase the robustness of

the S-CC.
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