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ABSTRACT 

DETECTION OF SQL INJECTION ATTACKS 

 AL-RUBAE, Rana B. Hadi 

M.Sc., Information Technologies, Altınbaş University,

Supervisor: Asst. Prof. Dr. Ayça Kurnaz TÜRKBEN 

Date: April / 2023 

Pages: 77

Web applications that employ SQL datasets are at serious risk from SQL injection attacks. 

Using two separate datasets, this study examined the utility of ML classification approaches 

for identifying SQL injection threats. On two datasets—one taken from the actual world and 

the other created artificially—random forest (RF), descion tree (DT), k-nearest neighbours 

(KNN), gradient boost (GB), xgb classifier, linear SVM (Support Vector Machines), and 

RBF (Radial Basis Function) SVM were trained. The outcomes demonstrated that both 

algorithms could precisely and precisely detect SQL injection attacks. The model that was 

trained using the synthetic dataset outperformed the model that was trained using the real-

world dataset. These findings highlight the potential of ML classification for identifying 

SQL injection attacks as well as the value of employing a variety of datasets to increase 

model accuracy (ACC). 

Keywords: SQL, ML, Injection, Attacks, Classification, Web. 
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1. INTRODUCTION AND PURPOSE

1.1 INTRODUCTION 

SQL injection is a sort of cyberattack that takes advantage of holes in online applications 

that use SQL databases. In a SQL injection attack (SQLIA), the attacker can insert malicious 

code into a SQL query, which the database can subsequently use to execute. This might 

provide the attacker access to, the ability to change or delete important data, or even the 

ability to obtain unauthorized access to the whole system [1]. 

Various strategies, such as signature-based detection, anomaly-based detection, and ML-

based detection, have been suggested to identify and stop SQLIAs. The detection methods 

based on ML have shown to be the most reliable and efficient [2]. 

One of the most often utilized methods for SQLID (SQLID) is ML classification [3]. In 

general, ML methods are used to monitor online traffic and find trends that point to probable 

SQLIAs. In this method, the ML model is trained using instances of both legitimate and 

malicious online traffic from a labelled dataset of web traffic. The model may then be used 

to categorize fresh web traffic as either benign or malicious after being trained. 

For the purpose of detecting SQL injection, a variety of ML methods [4], including as DT, 

RF, SVM, and NN, can be utilized. Using supervised learning algorithms to categorize 

online traffic as legitimate or malicious and unsupervised learning algorithms to find patterns 

in web traffic that could point to an attack are two prevalent strategies. 

The dataset that is used for training and assessing the ML model is also very important. 

Typically, the dataset is created by gathering online traffic from actual web apps, which is 

then classified as benign or harmful. The fundamental issue in this subject is the scarcity of 

labelled dataset, albeit it may be overcome by simulating SQLIAs to create synthetic dataset 

[4]. 

Overall, using ML classification to detect and stop SQL injection attempts is an effective 

strategy [5]. When training ML models on smaller datasets, it's vital to keep in mind that 

overfitting is a possibility and that the quantity and quality of the dataset used to train the 

models can have a major influence on their performance. To stay up with new and 

developing SQL injection tactics, it is also crucial to routinely update and perfect the models. 
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Building a high-quality labelled dataset is one of the major hurdles in applying ML for 

SQLID [6]. A representative sample of typical online traffic should also be included in the 

dataset, as well as a range of possible SQLIAs. Due to the rarity and frequent unreported 

nature of SQLIAs, getting such a dataset might be challenging. In order toth replicate SQL 

injection threats, several research papers employ datasets that were intentionally created. 

Several well-known ML methods, including as DT, RF, SVMs, and NN, have been used to 

the detection of SQL injection. Each of these methods has advantages and disadvantages of 

its own, and the selection of algorithm will rely on the details of the dataset and the 

application. 

Examples of straightforward yet effective algorithms for datasets with plenty of 

characteristics are DTs and RFs. They do this by dividing the data into branches, each of 

which represents a distinct classification choice that the algorithm must make. This results 

in a tree-like structure that divides the data into sections. An extension of DTs, RFs use a 

large number of trained DTs together to enhance the performance of the model. 

The SVM method, on the other hand, is a strong algorithm that performs well with datasets 

that contain a lot of noise and outliers. SVMs divide the data into two groups using the idea 

of a "hyperplane," and the algorithm selects the hyperplane that optimizes the distance 

between the two classes of data. 

SQLID has also been done using neural networks, particularly deep neural networks. These 

algorithms are meant to replicate the workings of the human brain, and they can learn 

complicated patterns and correlations in data. However, enormous quantities of data are 

required to train them, and they can be computationally expensive to run. 

As you can see, the algorithm of choice is determined on the unique properties of the dataset 

and application. To acquire the best outcomes, it is necessary to experiment with various 

algorithms and assess their performance using proper evaluation measures. 

It's also worth mentioning that ML classification isn't the only technique to SQLID; it can 

be paired with other approaches like signature-based detection and anomaly-based detection 

to construct a multi-layered defensive mechanism that improves overall system security. 
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1.2 OBJECTIVES 

The key objective of employing various ML classification techniques for SQLID is to 

increase the precision (PREC) and resilience of the detection model. 

Here are some particular objectives that researchers may strive for while working on SQLID 

using various ML classification methods: 

a. Comparing the performance of several ML methods, such as DTs, RFs, SVMs, and

neural networks, on the problem of SQLID to discover which technique or combination

of algorithms is most successful.

b. Because SQLIAs may take various forms, employing a broad dataset and evaluating the

model's effectiveness in detecting SQL injection helps increase the model's robustness.

c. To increase overall performance, predictions from many models trained with various ML

algorithms are combined.

The study hypothesis is that alternative ML methods and feature representations may be 

more adapted against different forms of SQL injection assaults. Researchers can obtain 

insight into which algorithms are most suited for different forms of SQLIAs and which 

feature representations give the most information for detecting these types of assaults by 

comparing the performance of numerous algorithms on the same job. 

1.3 CONTRIBUTION 

The proposed study will contribute to the development of improved techniques for 

identifying and thwarting SQLIAs. The study's findings will provide light on the best ML 

techniques for developing and testing these algorithms for real-time SQLID. The results will 

be helpful to businesses looking to strengthen the security of their online applications and 

safeguard against possible dangers from SQL injection. 

1.4 METHODOLOGY 

The following techniques will be applied to answer the research questions: 
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a. Literature review: To identify the most successful methods and methodologies for 

SQLID, a review of the current literature on ML for SQLID will be done. 

b. Data collection and preparation: A dataset of common and exceptional SQLID will be 

collected in order to train and evaluate ML methods. 

c. Algorithm selection and evaluation: Several ML algorithms will be chosen and trained 

on the dataset. The algorithms' performance in accurately recognizing intrusions in test 

data will be examined. 

d. Limitations and challenges: Using ML approaches for SQLID may have limitations and 

issues, which will be discovered and presented. 

1.5 EXPECTED RESULTS 

It is anticipated that the proposed research's findings would provide important light on the 

best ML approaches and strategies for SQLID. The outcomes will also point out any 

drawbacks and difficulties of employing ML for this purpose. 

1.6 REPORT ORGANIZATION  

The remainder of this study is divided into the following chapters: 

a. The second chapter:  covers SQLID, ML techniques, and the most recent research in this 

area. 

b. The third chapter: a detailed explanation of the technique, the system-building phases, 

and the procedures that will be included in the dataset, including the pre-processing 

stage, the models, the cooperative study of the models, and the last stage, the training 

stage. 

c. The fourth chapter: provides the final training results for the model. Apply assessment 

tools, then compare the results. 

d.  The fifth chapter, which is the conclusion, provides an overview of all the work that will 

be done in our thesis, including the selection of the models, the phases, and the outcomes. 
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1.7 CONCLUSION 

To sum up, chapter 1 of "SQLID" has covered the importance of preventing SQLIAs in the 

current digital world. Organizations must put strong detection and prevention procedures in 

place to protect their networks from unwanted access and possible threats. By enabling the 

accurate identification of SQLIAs in big and complicated databases, ML methods, especially 

classification algorithms, play a significant role in SQLID. These categorization algorithms 

will be improved through the proposed study, which will also offer useful information to 

companies wishing to strengthen their network security. 
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2. GENERAL INFORMATION

2.1 INTRODUCTION 

The purpose of this literature review is to investigate the current status of research on SQLID 

using various ML classification algorithms. It will summarize and analyze various studies 

on this topic, with a focus on the use of algorithms such as KNN, DTs, RF, Linear SVM, 

RBF SVM, XGBoost, and Gradient Boosting (GB). The evaluation will compare the 

performance of these algorithms to standard approaches for SQLID in terms of ACC, PREC, 

recall (REC), and other parameters. It will also look at the difficulties and limits of applying 

ML techniques in real-world contexts. The overall goal of this literature review is to shed 

light on the viability and potential of applying ML classification methods for SQLID, as well 

as the practical implications of the research. 

2.2 SQLID

SQL injection is a sort of cyber-attack in which a malicious SQL code is inserted into a web 

form input or URL in order to obtain unauthorized access to a database [8]. This gives the 

attacker the ability to access, alter, or remove sensitive data contained in the database. The 

method of detecting and blocking SQLIAs is known as SQLID. SQLIAs may be detected 

using Intrusion Detection Systems (IDS), which monitor network traffic for unusual 

activities and notify administrators of any possible security breaches[7]. IDS may be used 

for SQLID in a variety of ways, including host-based, network-based, and application-based 

IDS [9]. Network-based IDS scans network traffic for certain patterns or abnormalities in 

the data to identify SQLIAs[10]. In order to identify SQLIAs, host-based IDS examines 

system logs [11] and events on a single host or server. SQLIAs within a particular program 

or online form are especially targeted by application-based IDS. 

ML techniques may also be used to identify SQL injection threats [12]. These techniques 

train a model on a dataset of known attacks and valid_querry behaviour, which may 

subsequently be used to detect new, previously undetected SQL injection attempts. Popular 

SQLID ML methods include, but are not limited to,  RF, k-nearest neighbour, SVM, and 

GB. 
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Overall, SQLID is an important part of network security that needs a combination of 

proactive and reactive procedures to be effective, figure 1 shows an example of this attack. 

Figure 2.1: SQLIA Schematic Diagram [13]. 

SQLID may be used in a variety of ways to detect and prevent these sorts of assaults. These 

are covered in the next section. 

2.3 SIGNATURE-BASED DETECTION 

In order to recognize SQLIAs, a technique called as signature-based detection [14] develops 

a set of guidelines or patterns that specify how a known assault appears. Examples of this 

include specific SQL terms or statements, as well as data patterns that point to an assault. 

Once the rules or patterns have been established, they are compared against network traffic 

or system logs in an effort to spot well-known attack patterns. An alarm is set out when a 

match is discovered, alerting the system administrator, who may then take the necessary 

steps to stop the attack and stop any unauthorized access to the database. 

Because the rules or patterns are pre-defined, this sort of detection is very straightforward to 

deploy, but it has its own limitations: 

a. Because it can only identify known assaults, new or unknown attacks may go

undiscovered.
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b. It may yield many false positives since not all traffic that fits a certain pattern is 

malicious. 

c. avoiding detection by switching assault patterns or approaches 

For these reasons, signature-based detection should be combined with other forms of 

detection, such as anomaly-based detection or Web Application Firewall-based detection 

[15]. 

2.3.1 Anomaly-Based Detection 

Anomaly-based detection [16] is a technique for detecting SQLIAs that involves establishing 

a baseline of usual activity and then monitoring for departures from that baseline. This 

method uses ML models to understand the system's typical behavior and detect any new and 

unknown SQL injection attempts [17]. The model is often built by gathering a dataset of 

both valid_querry and malicious traffic and then training a ML model on that data. Once 

trained, the model may be used to scan fresh traffic for trends or abnormalities that may 

suggest a SQLIA. 

Anomaly detection offers various advantages over signature detection, including [18]: 

a. Because it looks for abnormalities from typical behavior rather than particular attack 

patterns, it can identify both known and undiscovered assaults. 

b. It can adapt to system changes since it continually checks for abnormalities, allowing it 

to identify new types of SQLIAs. 

However, this approach has its own drawbacks, some of which are as follows [19]: 

a. It can be more complex to install and maintain than signature-based detection. 

b. It may produce a large number of false positives since valid deviations from typical 

behavior may exist. 

c. It's difficult to establish the parameters of typical behavior, which might make the model 

less realistic. 
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Anomaly-based detection, like signature-based detection, is most successful when combined 

with other types of detection methods. 

2.3.2 Network-Based Detection 

Network-based detection detects SQLIAs by examining network data for certain patterns or 

abnormalities that may suggest an attack is taking place [21]. This sort of surveillance 

employs Intrusion Detection Systems (IDS) strategically positioned throughout the network 

to monitor all incoming and outgoing data. This might include searching for specific SQL 

phrases or instructions, as well as strange patterns in the data that could suggest a SQLIA 

[20]. An odd number of database connections, for example, or an unusual volume of data 

sent, might suggest a SQLIA.  

This strategy is useful for detecting SQLIAs that occur outside of a given application or host. 

It is also appropriate for big networks with several hosts and applications. However, 

network-based detection has its own set of restrictions, including: 

a. It may be unable to identify encoded or encrypted SQL injection attempts.

b. It is feasible to avoid detection by masquerading as typical network traffic.

c. It may yield a large number of false positives since not all traffic that fits a certain pattern

is malicious.

For these reasons, it is critical to integrate network-based detection with other forms of 

detection, such as host-based detection or application-based detection. Additionally, 

deploying network-based IDS in conjunction with other security measures, such as firewalls, 

can provide additional levels of protection against SQLIAs and boost the overall efficacy of 

the security system. 

Some organizations use ML techniques for analyzing network traffic to improve the ACC 

of network-based detection by training the system to recognize valid_querry traffic patterns 

and then detecting any anomalies that deviate from these patterns; this approach is known as 

ML based Network IDS (ML-NIDS) [22]. This sort of system may identify new, 

undiscovered SQL injection threats and is more versatile and adaptive than standard 

signature-based solutions. 
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Overall, network-based detection is an important feature of guarding against SQLIAs and 

should be deployed as part of a multi-layered security approach. 

2.3.3 Host-Based Detection 

The monitoring of system logs and events on a single host or server is used to detect SQLIAs 

[23]. This sort of detection employs IDS placed on the host to monitor all system activity 

and events. This might include looking for specific problem messages or unusual system 

activity, such as an unusually high number of database requests or modifications to the 

database. The host-based IDS can be designed to identify and warn on known SQLIA 

patterns [24], or it can employ ML models to detect any anomalies or deviations from typical 

behavior. 

This approach is useful for detecting SQLIAs within a given application or host. It may also 

be used to detect assaults that are undetected by network-based detection. However, host-

based detection has its own set of restrictions, including [25]: 

a. It necessitates the installation of an intrusion detection system (IDS), which might be 

resource intensive. 

b. It is feasible to avoid detection by concealing the assault among authorized system 

activity. 

c. SQLIAs that occur outside of the host, such as those targeting network services or other 

hosts, may go undetected. 

2.3.4 Application-Based Detection 

Application-based detection [26] is a technique for locating SQLIAs that is particularly made 

to find assaults inside a particular application or online form. By including security 

safeguards in the application's code to thwart SQLIAs, this form of detection may be 

accomplished at the application level. To prevent SQLIAs, you might use prepared 

statements or parameterized queries, validate user input to make sure it only contains 

expected characters and is free of SQL keywords or commands, and put other security 

measures in place like input sanitization, output encoding, and access control. 
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This strategy is more successful in dealing with application-level vulnerabilities and is more 

efficient in detecting SQLIAs that target a single application. However, this strategy has its 

own disadvantages, such as: 

a. It is necessary to have access to the application's source code in order to install the

security measures.

b. It is necessary that the application be created with security in mind and that security

measures be adequately applied.

c. SQLIAs that occur outside of the application, such as those that target the underlying

database or network services, may go undetected.

2.3.5 Web Application Firewall (WAF) Based Detection 

A technique for recognizing and stopping SQLIAs that are especially directed at web 

applications is Web Application Firewall (WAF) [27] based detection. An intrusion 

detection system called a WAF stands in front of a web application and keeps track of all 

incoming HTTP and HTTPS traffic [28]. It can be set up to recognize and prevent well-

known SQLIA patterns, or it can employ ML models to find any abnormalities or departures 

from the norm. This may entail searching for certain SQL phrases or instructions or 

searching for odd patterns in the data that might point to a SQLIA. The WAF can block a 

suspicious request when one is found, preventing the attack from reaching the application. 

A WAF is an important security feature for online applications since it is effective at 

detecting SQLIAs that target web applications [29]. However, this approach has certain 

drawbacks, including [30]: 

a. It can be difficult to configure and maintain.

b. It can be circumvented if the attacker discovers a means to get around the WAF.

c. If the WAF is not configured appropriately, it may create a large number of false

positives.

ML (ML) can help with SQLID for a number of reasons [31]: 
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a. Increased PREC: ML models may be taught to identify typical behavior before spotting

any abnormalities or departures from it. As a result, there may be fewer false positives

and a greater rate of SQLIA detection.

b. Adaptability: ML models are capable of ongoing learning and adaptation to system and

attack technique changes. This implies that they are able to identify fresh SQL injection

assaults that more established signature-based techniques could miss.

c. Scalability: ML models may be used to network traffic and large-scale data analysis.

Because manual analysis would be impossible in big and complicated systems, this

makes them a good fit.

d. Automation: By automating the process of identifying SQL injection threats, ML models

may lighten the load on security staff and increase the security system's overall

effectiveness.

e. Cost-effective: By automating the detection process, a company may save money on

labor expenses and time by minimizing the need for manual inspections. False positives

are also decreased.

Although ML may considerably increase the PREC and effectiveness of SQLID, it's crucial 

to utilize it in conjunction with other types of detection techniques as part of a multi-layered 

security approach. In order to assure the models' dependability and robustness, it's crucial to 

train and test them using the right methodologies. 

2.4 TYPE OF SQL INJECTION

According to the Open Web Application Security Project, SQLI assaults are the #1 

vulnerability and one of the most destructive forms of attacks on web-based systems 

(OWASP). According to the National Vulnerability Database (NVD), SQLIAs accounted 

for 7% of all occurrences in 2011 and are tried an average of 71 times per hour. When a 

young guy was able to acquire over 200,000 names and credit card details from the 

Guess.com database in February 2002, the first known SQLI was discovered [76]. This 

emphasizes how serious the problem is since a successful SQLI attack might provide a 

hacker access to private database data. 
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An attacker or bad individual can enter a database without authorization using the SQL 

injection technique in order to get sensitive data. The attacker can modify standard SQL 

statements like SELECT, INSERT, UPDATE, and MODIFY to insert malicious code into 

web applications as an input string. This enables the attacker to get around the web 

application's authentication and permission procedures and access the database without 

authorization. 

Different techniques may be used to accomplish SQL injection [77, 78]. These are the several 

kinds of SQLIAs: 

a. Tautologies: In this kind of SQL injection, the WHERE statement is followed by 

statements that always return true. Bypassing authentication, this is used to retrieve data 

from the database. 

b. Illegal or illogical queries: Error reports produced by a web server include crucial 

information for troubleshooting. Attackers purposefully run bad queries to find weak 

parameters from the error message. 

c. Union Query: To extract information, the attacker uses the UNION operator to insert an 

erroneous query inside a legitimate query. The union query is conducted if both the 

erroneous and original queries have the same structure (data type and number of 

columns). 

d. Piggy-backed queries: The attacker uses a semicolon to tack on another query to the 

original one (;). The database server consequently receives several queries to process. 

e. Stored procedures: Because they execute more quickly and provide stronger validations, 

stored procedures are frequently employed in databases. Every time they are called, the 

same execution strategy is used. Attackers take advantage of this by creating a query and 

parameter concatenation dynamically before delivering it to a stored procedure for 

execution. 

f. Blind Injection: Also referred to as inferential injection, this kind of SQL injection is 

carried out by posing true-or-false queries to the database. Blind injection happens when 

a program is designed to display general faults rather than the specifics of any database 

mistake. 
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Figure 2.2: Types of SQL Attack [11]. 

Understanding the effects of these attacks is just as crucial as knowing the many forms of 

SQLIAs. The businesses and people whose data is stored in the impacted database may suffer 

significant repercussions as a result of SQLIAs. Common repercussions include the 

following: 

a. Exposure of confidential data: Attackers have the ability to obtain sensitive data that can

be utilized for bad intentions, such as login passwords, financial information, and

personal data.

b. Data tampering: Attackers have the ability to change or remove data from the database,

which may lead to data loss and inaccurate information being stored there.

c. Reputational harm: If it is discovered that a database has been hacked, organizations may

experience reputational harm. Customers, partners, and stakeholders may stop trusting

you as a result.

d. Financial loss: Attackers may utilize the database information to their advantage, for as

by utilizing credit card data that has been taken to make unauthorized transactions.

It is crucial to put in place suitable security measures to stop SQLIAs in order to reduce these 

risks. Among the typical actions are: 

a. Input validation is a process that verifies user-generated input for ACC and eliminates

any input that does not adhere to the established standards. By ensuring that user-

generated input is correctly sanitized, this can aid in the prevention of SQLIAs.
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b. Dynamic queries are riskier than parameterized queries because they decouple the data 

from the structure of the query. Attackers will find it challenging to insert harmful code 

into the query as a result of this. 

c. Database firewall: A database firewall is a layer of protection that lies between a database 

and a web application and keeps an eye on and blocks any nefarious activity. 

d. Regular security audits: Regular security audits are a good way to find and fix any 

possible system flaws, including SQL injection flaws. 

e. Employee education: Staff members may get instruction on how to identify and report 

any possible security problems, such as SQLIAs. 

SQLIAs may be grouped into numerous traditional forms and are carried out in various ways. 

Tautologies are statements that are always true, and the attacker tries to insert harmful code 

into the main code that always returns true. This kind of attack aims to get around 

authentication and take data. Another form of attack is a piggybacked query, in which the 

attacker inserts new statements into the original query; the database then executes the 

original query first, followed by the new statement. This attack aims to extract, edit, or add 

data from the database or to carry out remote operations on it. 

The attacker makes use of error messages supplied by the database to carry out the illogical 

attack. The information from these messages is used by the attacker to identify application 

or database settings that are weak. Union queries include utilizing the union command, or 

the apostrophe ";," to tack on an additional statement to the original query. Both queries' 

return results will be combined to provide the attack's intended data extraction and 

authentication bypass. A stored procedure attack is carried out when the attacker tries to 

access the database procedure, modifies it with malicious code, and then launches it. This 

kind of attack seeks to escalate privileges, launch a DOS attack, or execute a remote 

command. 

Timing attack and blind injection are two well-known inference attack techniques that are 

used to alter the behavior of a database or application. In an alternate encoding attack, the 

attacker alters the injection query to use different encodings, such as hexadecimal, ASCII, 
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and Unicode, to get over any application-specific filters and extract data while evading 

authentication. 

Table 2.1: SQLI Attack Classical Types. 

Name of the 

attack 

Definition Goals 

Tautology A simple assertion that is consistently accurate in this 

type of attack, the attacker tries to insert malicious 

code that returns true in every state into the main code. 

[79] 

Remove data while 

avoiding authentication. 

Piggybacked 

Query 

Add new statements to the original query by injecting 

them; in this scenario, the database will first perform 

the basic (main) query before executing the new ones. 

[80] 

Use a remote command 

to extract, change, or add 

data from a database. 

Logically 

Incorrect 

The error message that the database returned is 

advantageous to the attacker. Utilized this data to 

compile database or application vulnerable 

parameters. [79] 

Search for injectable 

parameters using 

database fingerprinting. 

Union query simply adding an additional statement to the original 

query using the union command or the character ";" 

Both queries' results will be included in the output. 

[81] 

Remove data while 

avoiding authentication. 

Stored Procedure The attacker attempted to access the database-stored 

procedure, modify it with malicious code, and execute 

it directly. [82, 81] 

Perform privilege 

escalation, Perform DOS, 

run a remote command. 

Inference An attacker can alter a database's or application's 

behavior by employing an inference attack. There are 

two widely used strategies that fit under this category 

of attack: Timing and blind injection attacks [79] 

Adapt database 

behaviour. 

Alternate 

Encoding 

By employing different encodings, such as 

hexadecimal, ASCII, and Unicode, the attacker alters 

the injection query. By doing this, the attacker tries to 

get past any application developer filters. [81] 

Remove data while 

avoiding authentication 
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2.5 MACHINE LEARNING

ML [32] is a potent technique that is being utilized more frequently to promote automation 

and innovation. It may be applied in several ways to resolve challenging issues and open up 

fresh possibilities. We'll talk about the many varieties of ML and why they're significant in 

this blog article. 

Supervised learning [33] is the first category of ML. This method of learning trains a 

computer to recognize specific patterns using labeled data. For instance, tagged photographs 

might be used to train a computer vision system to distinguish things if one wished to develop 

one. This kind of ML is useful for a variety of tasks, including reading handwritten writing, 

forecasting stock prices, and spotting possible fraud. 

Unsupervised learning [34] is the second kind of ML. Unlabeled data is used in this form of 

learning to find patterns in the data. Unsupervised ML, for instance, might be used to divide 

a set of clients into several categories. This kind of learning is beneficial in a variety of 

situations, including data analysis, customer segmentation, and product recommendation. 

Reinforcement learning [35] is the third category of ML. To learn from its experiences, this 

sort of learning makes use of feedback. For instance, reinforcement learning may be used to 

teach a machine how to drive if you want to create an autonomous automobile. This kind of 

learning works well for autonomous systems, video games, and robots. 

Whatever kind of ML you employ, it's critical to comprehend its potential and the 

consequences of doing so. Although ML may be used to address challenging issues and open 

up new possibilities, it is crucial to comprehend its ethical implications before utilizing it. 

ML may be a potent tool for fostering innovation and automation with the correct skills and 

expertise. 
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Figure 2.3: Types of ML Algorithms. 

To effectively defend against these assaults, combine ML with SQLID. Organizations can 

identify and stop SQL injection threats by utilizing the power of AI-based solutions, 

protecting their networks and data. 

2.5.1 K-Nearest Neighbours (KNN) 

A supervised learning approach for classification and regression is called KNN. When a new 

observation is made, the method first determines the k-number of training examples that are 

closest to it. Then, it places the observation in the class that has the most members of that 

KNN. Both categorical and continuous target variables can be used with KNN. 

Figure 2.4: Example KNN [37]. 

An approach that may be utilized to stop SQLIAs is KNN [37]. A KNN-based intrusion 

detection system (IDS) specifically makes use of the KNN algorithm to categorize network 

traffic as either valid_querry or abnormal based on patterns of network traffic that have 

previously been observed. A KNN-based IDS could classify a new packet of network traffic 
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as a SQLIA if it resembles other packets of network traffic that have previously been 

categorized as such. 

2.5.2 Random Forest (RF) 

Both classification and regression are performed using RF [37], an ensemble ML method. It 

is made up of many DTs, each of which was built using a unique random subset of the data. 

To obtain the final projection, the predictions of each DT in the forest are averaged. The 

robust algorithm known as the RF can tolerate missing data and find non-linear correlations 

in the data. 

RF is a technique that, similar KNN, may be employed in IDS to identify SQL injection 

attempts [38]. An IDS that uses the RF algorithm to identify network traffic as valid_querry 

or abnormal would do so based on patterns of network traffic that have previously been 

observed. For instance, an IDS based on RF may categorize a new packet of network traffic 

as a SQLIA if it resembles other packets that have previously been classified as such. 

The algorithm RF is suitable for anomaly identification in intrusion detection [39]. RF can 

distinguish between regular and abnormal network traffic because it can spot non-linear 

relationships in the data. Because of its great ACC and resilience, the RF method is 

frequently employed as an intrusion detection system. 

 

Figure 2.5: RF Example [39]. 
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2.5.3 Linear Support Vector Machine (SVM) 

An approach for supervised learning that may be applied to both classification and regression 

is the linear SVM [40]. A linear SVM's objective is to identify the optimal linear boundary 

for dividing the various classes of data. The nearest data points from each class are separated 

from the line by a distance called the margin, which is found by the linear SVM method to 

be the line (or hyperplane) that maximizes the margin. For data sets with many instances and 

high dimensionality, linear SVM can be effective. 

Figure 2.6: General SVM Example [40]. 

A linear SVM might be employed in an intrusion detection system to identify SQLIAs with 

relation to SQLID [41]. Based on earlier observed patterns of network traffic, a linear SVM-

based IDS would employ the linear SVM algorithm to categorize network traffic as 

valid_querry or abnormal. For instance, a linear SVM-based IDS might categorize a new 

packet of network traffic as a SQLIA if it resembled previous packets of network traffic that 

had been marked as such in the past. 

Although linear SVM may be used for anomaly identification [42], it is less successful than 

non-linear SVM, such as kernel SVM. It could have difficulties detecting specific SQLIAs, 

such as evasion attacks, but it is still useful for detecting well-known injection assaults. 

2.5.4 Radial Basis Function SVM 

A non-linear variation of the linear SVM technique is the radial basis function (RBF) SVM 

[43]. The RBF SVM technique transforms the input data into a higher-dimensional feature 

space using a radial basis function kernel, such as the Gaussian kernel, to discover a non-

linear boundary rather than a linear border. The SVM method determines the boundary that 
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maximizes the margin in this higher-dimensional space by using the radial basis function 

kernel to estimate similarity between two points in the feature space. 

A RBF SVM might be utilized in an intrusion detection system to find SQLIAs in terms of 

SQLID [44]. Based on earlier observed patterns of network traffic, an RBF SVM-based IDS 

would employ the RBF SVM algorithm to categorize network traffic as valid_querry or 

abnormal. For instance, an RBF SVM-based IDS might categorize a new packet of network 

traffic as a SQLIA if it resembled previous packets of network traffic that have been tagged 

as such in the past. 

By modelling non-linear and complex relationships among features, RBF SVM is effective 

at identifying SQLIAs. This could help to detect novel, unknown, and sophisticated attacks 

that a simple linear model would miss, and it's also resistant to evasion attacks that some 

SQL injection uses. 

2.5.5 XGB Classifier 

Extreme GB, often known as XGBoost, is a robust and effective ML technique that is 

frequently applied to classification and regression issues [45]. It is a GB implementation, 

which creates a group of DTs. The XGBoost method has been successful in many ML 

contests and is especially helpful for managing huge and complicated datasets. 

Regarding the detection of SQLIAs, XGBoost might be included into an intrusion detection 

system [46]. Based on patterns of network traffic that have previously been observed, an 

XGBoost-based IDS would employ the XGBoost algorithm to categorize network traffic as 

valid_querry or abnormal. An XGBoost-based IDS could classify a new packet of network 

traffic as a SQLIA, for instance, if it resembles other packets of network traffic that have 

previously been categorized as such. 

By modeling non-linear and complicated correlations between features, the XGBoost 

technique may be used to identify known and novel SQL injection attempts. It is also 

reasonably efficient and resilient to overfitting. It is frequently employed in feature selection, 

which may assist to reduce the dimensionality of the data and raise the model's ACC. 
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Figure 2.7: XG Boost Example. 

2.5.6 Gradient Boosting (GB) 

DTs serve as the basis learners in the ensemble learning technique known as GB (GB) [47]. 

It employs DTs that have been repeatedly trained and then combines them to produce a final 

model that is more accurate than any single DT. By sequentially adding DTs, each tree in 

the GB method is trained to reduce the residual errors of the preceding trees in an effort to 

minimize a certain loss function. 

The method is trained using a dataset of typical and unusual network traffic patterns, such 

as well-known SQLIAs, when utilizing GB for intrusion detection [48]. On the basis of how 

closely fresh network traffic resembles the patterns it was trained on, the trained model is 

then used to categorize it as valid_querry or abnormal. By taking note of the intricate and 

irregular patterns present in network data, the GB method may be utilized to identify SQL 

injection attempts. This is significant because SQLIAs frequently employ evasion strategies 

to get past common detection measures. The performance of GB may be improved by 

adjusting a variety of factors, including learning rate, number of estimators, and DT depth. 

The generalization ability of GB may be enhanced by setting these parameters to the proper 

levels, which is crucial for identifying unexpected SQL injection attempts. Additionally, GB 

has a method known as feature significance that allows users to choose the data's most crucial 

details, therefore decreasing data dimensions and noise and enhancing model ACC. 

In conclusion, GB is an effective technique for intrusion detection, notably for the detection 

of SQLIAs, since it can handle high-dimensional data, model complicated connections 

between characteristics, and is resilient to overfitting. GB, a well-known approach in ML 

and data science with many pre-built libraries that could be used easily, can be a powerful 

tool when used in conjunction with other intrusion detection methods and features. It also 
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provides a solid foundation for developing an effective and efficient intrusion detection 

system. 

2.5.7 Decision Tree (DT) 

An easy-to-use yet effective approach for classification and regression issues is the DT [49]. 

It has a tree-like structure, with each internal node standing in for a characteristic or an 

attribute, each branch for a choice or a rule, and each leaf for a category or value. Recursively 

dividing the data into subsets according to the characteristic or attribute that results in the 

greatest information gain or impurity reduction, it creates a model. 

Figure 2.8: DT Example. 

By examining patterns in network traffic, a DT method may be used in an intrusion detection 

system to find SQLIAs [50]. Recursively segmenting the data into subsets according to the 

characteristic that yields the greatest information gain is how the algorithm creates a model. 

This model would then be used by the system to categorize any new network traffic as either 

valid_querry or anomalous. For instance, the system might identify a new packet of network 

data as an attack if it closely resembled previously recognized SQLIA patterns. 

The DT method has the advantages of being easy to develop, analyze, and understand, as 

well as being computationally efficient. It may be used in a feature selection process and is 
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excellent for managing high-dimensional data, but it may have overfitting issues and isn't as 

reliable as other more sophisticated models like RF or GB. 

In conclusion, the DT algorithm is an effective method for intrusion detection, particularly 

for the detection of SQLIAs. It is straightforward to understand and interpret, simple to 

implement, and computationally efficient, but it may not be as reliable as other models. To 

address the overfitting issue, it is crucial to use cross-validation, pruning, and other 

techniques. 

2.6 LITERATURE REVIEW 

In a study [51], researchers developed their own dataset with unique SQL syntax and 

manually verified it to assess and compare the performance of 23 ML classifiers. They 

applied various algorithms, including "coarse k-NN, BT, linear SVM, fine k-NN, medium 

k-NN, RUS BT, SD, BT, W-k-NN, C-k-NN, LD, MT, S-k-NN, simple tree, Q-D, C-SVM, 

F-G-SVM, cosine k-NN, CT, LR, and EB. The five models that produced the highest levels 

of ACC were LD, BT, C-SVM, F-G-SVM, and EB. 

By examining online access logs and extracting characteristics based on access behaviour 

mining and a grammatical pattern recognizer, researchers. [52] created a model to identify 

SQLIAs. The goal of the model was to find SQL injection statements in the training data 

that had never been observed before. They experimented with the NB, RF, SVM, IDthree, 

and k-means ML methods. According to the findings, the models based on RF and IDthree 

performed the best at spotting SQL injection attempts.  

In a study [54], authors proposed a hybrid CNN-BiLSTM model for the purpose of detecting 

SQLIAs and evaluated its performance against existing ML techniques. Results showed that 

the CNN-BiLSTM method had an ACC rate of almost 98% 

Seven ML models were trained using supervised learning in [53] using DT, Ada-Boost, RF, 

OL, TL, D-ANN, and a BT classifier. The RF classifier fared the best, reaching an ACC of 

99.8%, when they compared the models' ACC and performance. 

In a study [57], the authors trained an SVM to recognize malicious SQL queries by modeling 

a query's WHERE clause as an interaction network of tokens and calculating the centrality 

of the nodes. Three centrality metrics were used and were shown to be successful in 
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recognizing SQL injection attempts with no performance impact on a dataset gathered from 

five web apps using automated attack tools. 

After reviewing the current SQLID techniques in an intelligent transportation system, an 

LSTM-based SID approach and a mechanism for creating SQL injection samples to augment 

the dataset were presented here [58]. Our method mimics SQLIAs and generates genuine 

positive samples to tackle the issue of overfitting brought on by a lack of positive data. The 

experimental results showed that the proposed method has ACC, PREC, and F1-S values > 

92%. 

A method for mitigating SQL injection using server-side scripting, employing ML and 

compiler platforms, was proposed in [59]. Four ML models—BDT, DT, SVM, and ANN—

were trained using a dataset of enormous instances of SQL instructions. The findings showed 

that, among the evaluated models, the DT technique had the highest prediction ACC. 

In [60] used the AdaBoost approach to discover SQL injection risks by converting the data 

into stumps and rating them as weak or strong depending on the weight they add to the final 

output. The results showed that the system recognized injection assaults properly and 

effectively. 

Researchers in [61] proposed a technique for classifying dynamic SQL queries as either 

attacks or valid querry using a web profile built during the training phase. They used two 

datasets to classify the data and achieved detection rates of 91% and 90% using Naive Bayes, 

SVM, and parse trees. 

Using DT techniques, author in [62] provided a technique for identifying various SQL 

injection levels. The suggested model successfully classified assaults as simple, unified, or 

lateral with an ACC of 92% and detected SQL injection attempts with 98% ACC. 

In [63] developed a method for artificial neural network based SQLIA detection by analyzing 

a significant amount of SQL injection data to extract relevant features. MLP and LSTM were 

among the neural network models that were trained, and the findings revealed that MLP had 

a greater detection rate than LSTM. 

In [64] objective was to use reinforcement learning agents to automate the process of 

exploiting SQLIAs by treating the problem as a Markov decision process. The findings 
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suggested that security assessment and penetration testing could be performed in the future 

using reinforcement learning agents. 

In [65] developed a detection method by modelling SQL queries as a network of tokens, then 

training SVM classifiers on the token centrality metric. The findings showed that the 

recommended approach is successful at identifying fraudulent SQL queries. Different SVM 

classifiers were used to test the system utilizing both directed and undirected graphs. 

In [66] published a TCSVM model to forecast binary labelled outcomes on the success or 

failure of a SQLIA in a web request. This method employed ML predictive analytics to block 

SQLIAs and intercept web requests at the proxy level. 

This paper [67] introduced a unique approach for categorizing SQL queries, where the 

similarity metric between query strings is computed by using a gap-weighted string 

subsequence kernel algorithm. The legitimacy of the query strings was then determined 

using an SVM that was trained on these similarity measures. The proposed technique has an 

ACC of 92.48% after being tested on various datasets. 

The outcomes revealed that the last two algorithms had a 97.6% ACC rate. The authors [68] 

also trained and assessed six classification algorithms: DT, SVM, RF, k-NN, NN, and 

multilayer perceptron. They also offered a novel approach for producing datasets utilizing a 

NoSQL query database. 

The suggested technique has an ACC of 97.897% when used in [69] to train a progressive 

neural network model using a naïve Bayesian classifier to accurately identify SQLIAs 

utilizing parameters including error-based, time-based, SQL query, and union-based SQL 

injection assaults. 

A tool that combines ML and natural language processing techniques to detect SID was 

introduced in [70], and the approach demonstrated excellent ACC and PREC in recognizing 

various types of SQLIAs. 

Through the use of a deep belief network (DBN) model to pick just required characteristics, 

authors in [71] suggested a deep learning strategy to identify SQL injection threats in 

network data. They evaluated the effectiveness of several models, LSTM, CNN, and MLP, 

and found that the DBN model's ACC rate was 96%.  
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For the purpose of identifying numerous online application vulnerabilities, including SQL 

Injection, XSS, CSRF, and buffer overflow, the authors of the study [72] suggest a hybrid 

string matching technique called KMPS. To find dangerous patterns in URLs, the method 

combines the shifting step from Sunday Search Algorithm and the matching logic from KMP 

Algorithm. The Boyer Moore Algorithm and the suggested approach are compared by the 

authors, and it is discovered that KMPS outperforms it in terms of search time, throughput, 

and ACC. Testing the KMPS algorithm on 120 URLs allows for an evaluation of its 

performance. The authors stress in their conclusion that while vulnerabilities cannot entirely 

be eradicated, multiple techniques may be used to identify them at various phases of web 

application development. 

The authors of the study [73] describe a method for authentication called SQL Injection 

Protector (SQLIPA). This method focuses on guarding against tautology SQLIAs. The 

method creates hash values for the username and password input fields using a hashing 

process. When a new user establishes an account, hash values are created for the username 

and password fields, and these values, together with the username and password columns, 

are kept in distinct columns in the database. The login credentials are verified against the 

database's stored values whenever a user tries to log in. The resulting hash values are then 

compared to the username and password's stored hash values. This additional security 

measure guards against tautology injection attacks. 

The authors of the study [74] offer AMNESIA, a tool for identifying and thwarting SQLIAs 

(SQLIA). To find and stop SQLIA, the method combines static analysis with runtime 

monitoring. The program employs static analysis to locate problem areas and create a model 

of valid SQL queries. Runtime monitoring then compares incoming queries to this model. 

The method is automated and simply needs a web application as input; no other runtime 

environment configuration is necessary. The empirical analysis demonstrates the tool's 

effectiveness in identifying and preventing SQLIA. A disadvantage of the suggested 

approach is that it depends on Java libraries. In some circumstances, the method may also 

result in false positives and false negatives. 
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The authors of the publication [75] offer a method for identifying and stopping SQLIA that 

makes use of encryption using stored procedures. The method entails creating a secret key 

for the user-entered data in the intermediate layer and storing the encrypted data in the 

database. The authors suggest creating dynamic hashes using AES ENCRYPT (). Due to the 

secret key's unknown and dynamic generation, the attacker cannot infect the web application 

using this approach. This strategy helps to stop SQLIA by adding an extra layer of protection 

to the online application. 

The authors of the work [76] compare and contrast several string-matching methods. Naive 

string matching, Brute force, Rabin-Karp, Boyer-Moore, Knuth-Morris-Pratt, Aho-

Corasick, and Commentz-Walter algorithms are among the methods researched. 

Performance, temporal complexity, and spatial complexity are among the measures used to 

assess the algorithms. In order to choose the best method for a given use case based on the 

necessary performance characteristics, this research aims to offer a thorough examination of 

several string-matching algorithms. 

The study in [77] suggests new guidelines for Snort, a signature-based intrusion detection 

system, in an effort to enhance its capacity to recognize SQL injection assaults. The new 

regulations are evaluated on a dataset of SQL-injected and regular websites, and they address 

concerns such attackers' use of hexadecimal numbers, white spaces, and comments in SQL 

injection assaults. According to the study, the suggested criteria have a high REC rate, 

proving their efficacy in identifying SQLIAs. 

The study in [78] suggests new guidelines for Snort, a signature-based intrusion detection 

system, in an effort to enhance its capacity to recognize SQL injection assaults. The new 

regulations are evaluated on a dataset of SQL-injected and regular websites, and they address 

concerns such attackers' use of hexadecimal numbers, white spaces, and comments in SQL 

injection assaults. According to the study, the suggested criteria have a high REC rate, 

proving their efficacy in identifying SQLIAs. The study also assesses the effect of the 

suggested strategy on query processing time and discovers that it utilizes a lower query 

processing time than dynamic SQL without producing significant overhead that may cause 

a high response time. According to the study, more enhancements to database security are 

required, especially in network systems where many elements need to be taken into account, 

such as the servers being utilized, network traffic, and assaults from multiple sources. 
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The study [79] evaluates the weaknesses brought on by SQLIAs and offers protection 

strategies that take into account all weaknesses and recognize SQLIAs. The article also 

offers reasonably priced and simple-to-configure methods for preventing SQLIAs. 

Experimental testing has shown that the preventive strategies effectively detect and guard 

against SQLIAs. The study claims that the preventative strategies under discussion have 

been successfully evaluated and put into practice, with positive outcomes. 

Several studies have examined various ML techniques for detecting SQLIAs, including 

AdaBoost, DT, NN, RF, SVM, LSTM and Hybrid approaches. These methods utilize a 

variety of techniques such as pattern matching, web profile analysis, token modeling, graph 

analysis, feature extraction, and natural language processing to extract key information from 

SQL queries. By training these algorithms using labeled datasets of both malicious and 

valid_querry SQL queries, these studies have found that those methods have demonstrated 

high levels of ACC in detecting SQLIAs and may be suitable for use in IDS. 
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3. METHODOLOGY 

3.1 INTRODUCTION  

This chapter focuses on the methodology and process used for detecting SQLIAs. The 

project consists of two major steps: pre-processing and algorithm implementation. In the 

pre-processing step, we use two different datasets, the necessary data is cleaned and prepared 

for analysis. The second step involves the implementation of seven ML algorithms including 

KNN, DTs, RF, Linear SVM, RBF SVM, XGB Classifier, and Gradient Boosting to classify 

and detect SQLIAs. 

3.2 THESIS APPROACH 

The proposed SID approach involves the following steps as depicted in the figure: 

a. Collecting a dataset of SQL injection attempts 

b. Pre-processing the data to ensure high ACC. 

c. Training the models using a subset of the collected data. 

d. Using the trained models to predict and detect SQL injection attempts using a testing 

subset of the collected data. 

 

Figure 3.1 :Proposed SQLID Classification Approach. 
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3.3 DATASET COLLECTION 

A SQLID dataset with only two columns, "sentence" and "label," would most likely be used 

to train a ML model to recognize SQL injection assaults. The "Sentence" column would 

contain different SQL query or web request characteristics needed to identify a possible 

SQLIA. These characteristics may include the duration of the query, the inclusion of certain 

keywords or characters, and other characteristics that might indicate the presence of a 

malicious query. 

The "label" field indicates if the query or request is valid_querry (labeled as "0") or a SQLIA 

(labeled as "1"). Using the features to discover patterns and correlations between the query 

and its label, the ML model would be trained using this dataset, and then utilize that 

knowledge to predict the label of future incoming data. 

Using two datasets with the same structure but different sizes for SQL injection can be a 

beneficial strategy for testing a model's performance in a more robust and generalizable 

fashion. By testing the model on several data distributions and data sizes, any biases or flaws 

in the model that may not be obvious when using only one dataset may be identified. This 

can aid in determining the model's scalability and performance on a bigger dataset, as well 

as identifying any overfitting to a given dataset. Furthermore, testing the model on two 

separate datasets can aid in determining if the findings gained from one dataset are consistent 

with the results obtained from the second dataset, allowing for more reliable conclusions to 

be drawn. Always consult with your thesis supervisor to ensure that utilizing several datasets 

is suitable for your study. 

Figure 3.2: Dataset Class Labels Distribution; (a). First Dataset, (b). Second Dataset. Dataset Pre-

Processing. 
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Data pre-processing is a vital step in preparing real-world data for use in ML and deep 

learning techniques. Raw data often contains inconsistencies, incompleteness, and errors, 

making it challenging for algorithms to process. Pre-processing helps to organize the data in 

a way that is more suitable for these techniques, and can also decrease the computational 

resources and training time required to achieve accurate and reliable results. 

In this specific scenario, the data is arranged in a tabular format and stored in a Data Frame. 

In order to prepare the data for use in ML and deep learning techniques, several pre-

processing steps are applied. These steps include identifying and handling null or missing 

values and duplicate entries, extracting the labels of the data samples to identify the class 

categories (such as SQL injection or valid query), applying techniques such as label 

encoding and data normalization to standardize the dataset, and using the RF approach to 

extract relevant features as shown in Figure 5. 

Figure 3.3: Pre-Processing Steps. 

a. Handle Null/Missing Values

Handling missing values is an important step in data pre-processing. This step involves 

identifying and filling in missing data in the dataset. There are several ways to handle 

missing values, such as imputation, deletion, or interpolation. The choice of method will 

depend on the specific dataset and problem being addressed. In SQLID, it is important to 

handle missing values as they could affect the ACC of the detection model. 
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b. Remove Duplicate Value 

Removing duplicate values is another important step in data pre-processing. Duplicate 

values can be caused by data entry errors, data integration issues, or other factors. Removing 

duplicate values can improve the performance of the detection model by reducing the amount 

of irrelevant data it has to process. This step can be done by using the. drop duplicates () 

method on the data frame. 

c. Label Encoding 

By using label encoding, categorical variables are converted into numerical values. 

Categorical variables are those that can only take on one of a limited set of values. This step 

is important in SQLID because many features in the dataset may be categorical, and most 

ML algorithms require numerical input. Label encoding can be done using the sklearn pre-

processing Label Encoder class. 

d. Data Standardisation 

Data standardization is the process of transforming data into a common format. This step is 

important in SQLID because it can help to make the data more consistent and easier to work 

with. This can be done by using the sklearn. Pre-processing. Standard Scaler class. 

e. Features Extraction 

Feature extraction is the process of creating new features from existing data. This step is 

important in SQLID because it can help to identify patterns and relationships in the data that 

are not immediately obvious. This can be done by using different types of feature selection 

method, such as mutual information, correlation-based feature selection or recursive feature 

elimination. 

It is worth mentioning that the order of these steps is not fixed, it could vary depending on 

the specific dataset and problem being addressed. 
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3.4 BUILD METHODS

This study involved the construction of seven different models using pre-processed data: K- 

KNN, DTs, RF, Linear SVM, RBF SVM, XGBoost Classifier and GB. These models were 

created after the data was cleaned, transformed and prepared for modelling. 

Figure 3.4: The Proposed Models. 

3.4.1 Libraries 

In this project, we made use of several powerful libraries in Python for data handling and 

ML. These include NumPy, Matplotlib, Seaborn, Keras, and Pandas.

NumPy is a library that provides powerful numerical calculations, including multi-

dimensional arrays and mathematical operations. This library is essential for processing 

large for implementing ML algorithms in Python. 

Matplotlib is a data visualization library that allows us to create various types of plots and 

charts to help understand and interpret the data. This library is useful for visualizing trends, 

patterns and relationships in the data and for creating publication-quality figures. 

A library for statistical graphics charting is called Seaborn. It is based on Matplotlib and 

offers a more advanced interface for designing attractive and instructive statistical visuals. 

For investigating connections between various variables and for visualizing statistical 

models, Seaborn is extremely helpful. 

A high-level NN library created in Python is called Kera’s. It allows us to easily build and 

train deep learning models, which are particularly useful for tasks such as image and speech 

recognition, natural language processing and time series forecasting. 
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Pandas is a strong library for manipulating and analysing data. It offers data structures and 

tools for data analysis that make working with structured data in Python simple. Pandas is 

particularly useful for data cleaning, preparation and Pre-processing, allowing us to easily 

handle missing values, outliers, and other issues. 

 

Figure 3.5: The Used Libraries. 

In summary, these libraries provide valuable resources for handling data and implementing 

ML algorithms in Python, and are widely used in data science and ML projects. 

3.4.2 Training  

In this project, the train test split tool from scikit-learn was used to divide the dataset into 

training and testing sets for SQLID. The function takes in the features and labels for the 

dataset (X_train and Y_train, respectively) and a train size parameter to specify the 

proportion of the data that should be used for training. The test set is automatically 

determined based on the train size. In this case, 80% of the data is used for training and the 

remaining 20% is used for testing. The random_state parameter specifies the random seed 

to use for the data splitting, ensuring that the same split is obtained each time the code is run. 

 

Figure 3.6: Test and Train Data Identification. 

The predict step involves passing the new data through the model and using the trained 

model to generate predictions about the malicious or benign nature of SQL injection. 
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3.5 CHAPTER SUMMARY 

The methodology utilized in this study has been thoroughly described in this chapter, 

including a comprehensive discussion of the flowchart and the step-by-step process of 

implementing the Python programming. We have also outlined the different ML algorithms 

that were proposed and used in this work. In the next chapter, we will present a detailed 

analysis of the performance metrics, including the equations used to calculate them, and the 

results obtained from the simulation. 
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4. RESULTS

4.1 INTRODUCTION

In this chapter, we evaluate the proposed algorithms for SID on the dataset using the training 

and test sets. We trained, tested, and compared various ML models in terms of ACC, PREC, 

REC (REC), and F1-score(F1-S). The dataset was divided into training and testing sets using 

the train test split method, with 80% used for training and 20% used for testing. We used 

Python to assess the performance of the algorithms for detecting SQLIAs. 

4.2 CLASSIFICATION METRICS

The confusion matrix is a method for assessing a classification model's performance by 

showing how many predictions were correct and incorrect. True positives, true negatives, 

false positives, and false negatives are four of its essential phrases. True positives refer to 

instances where the actual label is positive and the model also predicted it as positive. True 

negatives refer to instances where the actual label is negative and the model also predicted 

it as negative. False positives refer to instances where the model predicted a positive label, 

but the actual label was negative. False negatives refer to instances where the model 

predicted a negative label but the actual label was positive. 

There are different performance measures that can be calculated using the information from 

the confusion matrix. ACC, PREC, REC, and F1-S are a few examples. ACC is calculated 

as the ratio of correct predictions to the total number of predictions. PREC refers to the 

percentage of positive predictions that were correct and is calculated as the ratio of true 

positives to the total number of true positives and false positives. REC is a measure of how 

well the model predicted actual positive cases, calculated as the ratio of true positives to the 

total number of true positives and false negatives. F1-S is a measure of the balance between 

ACC and REC, calculated as the harmonic mean of PREC and REC. A higher score indicates 

better balance between the two. 
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These metrics can be calculated using the following equations: 

Figure 4.1: Confusion Matrix. with the Formulas of Precision (PR), Recall (RE), Accuracy (CA), 

and F 1-Measure [75]. 

Two crucial assessment criteria for classification models are sensitivity and specificity, 

especially in security or medical diagnostic procedures. 

The fraction of real positive cases that the model properly detected is measured by 

sensitivity, often known as the true positive rate. It is determined as the proportion of real 

positive instances to all genuine positives. 

a. Sensitivity = (True Positives) / (True Positives + False Negatives)

The percentage of genuine negative situations that the model accurately recognized is known 

as specificity or the real negative rate. The ratio of real negatives to all cases of actual 

negative results is used to compute it. 

b. Specificity = (True Negatives) / (True Negatives + False Positives)

We may assess a model's sensitivity and specificity by looking at how effectively it can 

distinguish between positive and negative examples in a binary classification task. High 

specificity means that the model can identify most negative situations, while high sensitivity 

suggests that it can identify most positive cases. 

In the simulation results, these metrics will be used to evaluate the performance of the 

proposed models for SQLID. 
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4.3 EVALUATION RESULTS

Using evaluation metrics like ACC, PREC, REC, and F1-S, we will provide the outcomes 

of each ML approach utilized for SQLID with two distinct datasets in this section. These 

metrics are commonly used to assess the performance of a classifier or predictor and provide 

valuable insight into the strengths and weaknesses of each method. The results of each 

method will be compared and analyzed to determine the most effective approach for SQLID. 

4.4 DT RESULTS

4.4.1 First Dataset 

The classification report for the DT classifier in Figure 9 shows that the model has excellent 

performance in terms of PREC, REC, and f1-S for both the anomaly class and the 

valid_querry label, with a 68%, 100%, and 81% respectively score. Additionally, the model 

reaches an ACC of 87%. This indicates which the model is capable to correctly identify both 

injection and valid query cases in the dataset. 

Figure 4.2: DT Outperforms_1. 

The confusion matrix in Figure 10 also provides valuable information. It shows that the 

model has a high ability to correctly predict valid_querry instances with 506, and zero for 

the true negative injection attack. 
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Figure 4.3: DT Confusion Matrix_1. 

In the case of the SQLID, a high sensitivity and specificity would indicate which the model 

is capable to accurately identify a large proportion of both actual positive (SQLIAs) with 

100% and actual negative cases with 82%. This would suggest which the model is capable 

to effectively detect SQLIAs while minimizing the number of false positives (normal cases 

incorrectly identified as SQLIAs). Based on the results provided, it can be inferred that the 

model has a good sensitivity and specificity for SQLID. 

 

Figure 4.4: DT Sensitivity and Specificity_1. 

Overall, the results demonstrate that the DT classifier is a strong performer for SQLID. 

4.4.2 Second Dataset  

Figure 12 shows that the DT classifier performs well in identifying SQLIAs and valid 

queries. The PREC is 93%, REC is 92%, F1-S is 93% and ACC is 87%. These results 

indicate that the classifier is efficient in detecting SQLIAs while maintaining a good balance 

of PREC and REC. 

 



41 

 

 

Figure 4.5: DT Outperforms_2. 

The confusion matrix in Figure 13 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 5270 for 

true negatives and 384 for false positives (normal instances incorrectly identified as 

SQLIAs). 

 

Figure 4.6: DT Confusion Matrix_2. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 91% and actual 

negative cases with 92% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 
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incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 

Figure 4.7: DT Sensitivity and Specificity_2. 

4.5 KNN RESULTS

4.5.1 First Dataset 

The classification report for the KNN in Figure 15 shows that the model has outstanding 

performance in terms of PREC, REC, and F1-S for both the SQl_injection class and the 

valid_querry   label, with 35%, 97%, and 51% respectively. Additionally, the model reaches 

an ACC of 50%.  

Figure 4.8: KNN Outperforms_1. 

The confusion matrix in Figure 10 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 222 for 

true negatives and 414 for false positives (normal instances incorrectly identified as 

SQLIAs). 
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Figure 4.9: KNN Confusion Matrix_1. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 97% and actual 

negative cases with 32% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 

Figure 4.10: KNN Sensitivity and Specificity_1. 

4.5.2 Second Dataset 

The classification report for the KNN in Figure 18 shows that the model has outstanding 

performance in terms of PREC, REC, and F1-S for both the SQL injection class and the 

valid_querry   label, with 75%, 65%, and 70% respectively. Additionally, the model reaches 

an ACC of 70%.  
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Figure 4.11: KNN Outperforms_2. 

The confusion matrix in Figure 19 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 3728 for 

true negatives and 1235 for false positives (normal instances incorrectly identified as 

SQLIAs). 

 

Figure 4.12: KNN Confusion Matrix_2. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 97% and actual 

negative cases with 32% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 
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Figure 4.13: KNN Sensitivity and Specificity_2. 

4.6 RF RESULTS 

4.6.1 First Dataset 

The classification report for the KNN in Figure 21 shows that the model has outstanding 

performance in terms of PREC, REC, and F1-S for both the SQL injection class and the 

valid_querry   label, with 68%, 100%, and 81% respectively. Additionally, the model reaches 

an ACC of 87%.  

 Figure 4.14: RF Outperforms_1. 

The confusion matrix in Figure 22 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 228 for 

true negatives and 106 for false positives (normal instances incorrectly identified as 

SQLIAs). 
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Figure 4.15: RF Confusion Matrix_1. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 100% and actual 

negative cases with 82% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 

 

Figure 4.16: RF Sensitivity and Specificity_1. 

4.6.2 Second Dataset 

The classification report for the KNN in Figure 24 shows that the model has outstanding 

performance in terms of PREC, REC, and F1-S for both the SQL injection class and the 

valid_querry   label, with 93%, 92%, and 93% respectively. Additionally, the model reaches 

an ACC of 92%.  
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Figure 4.17: RF Outperforms_2. 

The confusion matrix in Figure 25 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 5270 for 

true negatives and 384 for false positives (normal instances incorrectly identified as 

SQLIAs). 

Figure 4.18: RF Confusion Matrix_2. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 97% and actual 

negative cases with 32% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 



48 

 

 

Figure 4.19: RF Sensitivity and Specificity_2. 

4.7 GRADIENT BOOSTING RESULTS  

4.7.1 First Dataset 

The classification report for the Gradient Boosting in Figure 27 shows that the model has 

outstanding performance in terms of PREC, REC, and F1-S for both the SQL injection class 

and the valid query   label, with 100%, 66%, and 80% respectively. Additionally, the model 

reaches an ACC of 91%.  

 

Figure 4.20: Gradient Boosting: Outperforms_1. 

The confusion matrix in Figure 28 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid quarry instances, with a count of 151 for 

true negatives and 0 for false positives (normal instances incorrectly identified as SQLIAs). 

 

Figure 4.21: Gradient Boosting: Confusion Matrix_1. 
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A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 66% and actual 

negative cases with 100% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 

Figure 4.22: Gradient Boosting: Sensitivity and Specificity_1. 

4.7.2 Second Dataset 

The classification report for the KNN in Figure 30 shows that the model has outstanding 

performance in terms of PREC, REC, and F1-S for both the SQL injection class and the 

valid_querry   label, with 96%, 91% and 93% respectively. Additionally, the model reaches 

an ACC of 93%.  

Figure 4.23: Gradient Boosting: Outperforms_2. 

The confusion matrix in Figure 31 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 5202 for 

true negatives and 234 for false positives (normal instances incorrectly identified as 

SQLIAs). 
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Figure 4.24: Gradient Boosting: Confusion Matrix_2. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 90% and actual 

negative cases with 95% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 

Figure 4.25: Gradient Boosting: Sensitivity and Specificity_2. 

4.8 XGB CLASSIFIER 

4.8.1 First Dataset 

The classification report for the XGB Classifier in Figure 33 shows that the model has 

outstanding performance in terms of PREC, REC, and F1-S for both the SQL injection class 

and the valid_querry   label, with 100%, 66%, and 80% respectively. Additionally, the model 

reaches an ACC of 91%.  
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Figure 4.26: XGB Classifier: Outperforms_1. 

The confusion matrix in Figure 34 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 0 for true 

negatives and 148 for false positives (normal instances incorrectly identified as SQLIAs). 

 

Figure 4.27: XGB Classifier: Confusion Matrix_1. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 64% and actual 

negative cases with 100% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 
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Figure 4.28: XGB Classifier: Sensitivity and Specificity_1. 

4.8.2 Second Dataset 

The classification report for the XGB Classifier in Figure 36 shows that the model has 

outstanding performance in terms of PREC, REC, and F1-S for both the SQL injection class 

and the valid_querry   label, with 96%, 87% and 91% respectively. Additionally, the model 

reaches an ACC of 91%.  

Figure 4.29: XGB Classifier: Outperforms_2. 

The confusion matrix in Figure 37 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 4997 for 

true negatives and 224 for false positives (normal instances incorrectly identified as 

SQLIAs). 
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Figure 4.30: XGB Classifier: Confusion Matrix_2. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 87% and actual 

negative cases with 95% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 

 

Figure 4.31: XGB Classifier: Sensitivity and Specificity_2. 

4.9 SVM (RBF) 

4.9.1 First Dataset 

The classification report for the SVM (RBF) in Figure 39 shows that the model has 

outstanding performance in terms of PREC, REC, and F1-S for both the SQl_injection class 

and the valid_querry   label, with 86%, 95%, and 91% respectively. Additionally, the model 

reaches an ACC of 95%.  
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Figure 4.32: SVM (RBF): Outperforms_1. 

The confusion matrix in Figure 40 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 217 for 

true negatives and 34 for false positives (normal instances incorrectly identified as SQLIAs). 

 

Figure 4.33: SVM (RBF): Confusion Matrix_1. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 95% and actual 

negative cases with 94% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 
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Figure 4.34: SVM (RBF): Sensitivity and Specificity_1. 

4.9.2 Second Dataset 

The classification report for the SVM (RBF):  in Figure 43 shows that the model has 

outstanding performance in terms of PREC, REC, and F1-S for both the SQL injection class 

and the valid_querry   label, with 85%, 97% and 91% respectively. Additionally, the model 

reaches an ACC of 95%.  

Figure 4.35: SVM (RBF): Outperforms_2. 

The confusion matrix in Figure 44 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 212 for 

true negatives and 36 for false positives (normal instances incorrectly identified as SQLIAs). 
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Figure 4.36: SVM (RBF): Confusion Matrix_2. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 96% and actual 

negative cases with 94% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 

Figure 4.37: SVM (RBF): Sensitivity and Specificity_2. 

4.10 SVM (LINEAR) 

4.10.1 First Dataset 

The classification report for the SVM (linear) in Figure 39 shows that the model has 

outstanding performance in terms of PREC, REC, and F1-S for both the SQL injection class 

and the valid_querry   label, with 86%, 100%, and 92% respectively. Additionally, the model 

reaches an ACC of 95%.  
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Figure 4.38: SVM (Linear) Outperforms_1. 

The confusion matrix in Figure 40 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 277 for 

true negatives and 37 for false positives (normal instances incorrectly identified as SQLIAs). 

 

Figure 4.39: SVM (Linear): Confusion Matrix_1. 

A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 99% and actual 

negative cases with 93% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 
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Figure 4.40: SVM (Linear): Sensitivity and Specificity_1. 

4.10.2 Second Dataset 

The classification report for the SVM (RBF):  in Figure 43 shows that the model has 

outstanding performance in terms of PREC, REC, and F1-S for both the SQL injection class 

and the valid_querry   label, with 82%, 100% and 90% respectively. Additionally, the model 

reaches an ACC of 94%.  

Figure 4.41: SVM (Linear): Outperforms_2. 

The confusion matrix in Figure 44 also offers valuable information. It illustrates that the 

model has a high ability to correctly predict valid_querry instances, with a count of 219 for 

true negatives and 49 for false positives (normal instances incorrectly identified as SQLIAs). 

Figure 4.42: SVM (RBF): Confusion Matrix_2. 
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A high sensitivity and specificity would mean which the model is capable to reliably identify 

a significant number of both genuine positive instances (SQLIAs) with 100% and actual 

negative cases with 92% in the case of SQLID. This would indicate that the model can 

efficiently identify SQLIAs while reducing the number of false positives (normal cases 

incorrectly identified as SQLIAs). The model has a decent sensitivity and specificity for 

SQLID, according to the supplied findings. 

 

Figure 4.43: SVM (RBF): Sensitivity and Specificity_2. 

4.11 COMPARISION RESULTS 

4.11.1 First Dataset  

The performance of seven ML classifiers on a dataset for detecting SQLIAs was evaluated. 

The classifiers were KNN, DT, RF, GB, XGB Classifier, RBF-SVM, and linear SVM. All 

of the classifiers demonstrated high ACC, with the highest being 50% for KNN and between 

87% and 95% for DT, RF, GB, and XGB Classifier. PREC, which is the proportion of 

correctly identified positive cases to total positive predictions, was also high for all 

classifiers, with the highest being approximately to 100% for DT, RF, GB, and XGB 

Classifier, and 35% for KNN, 86% for RBF SVM, and 86% for Linear SVM. REC, or the 

proportion of correctly identified positive cases to total actual positive cases, was also high, 

with the highest being 100% for DT, RF, GB, and XGB Classifier, and 97% ,95%, 100% for 

KNN, RBF SVM, and Linear SVM respectively. The F1-S, a metric that combines PREC 

and REC, was also high for all classifiers, with the highest being between 87% and 91% for 

DT, RF, GB, and XGB Classifier, and 51% for KNN, 91% for RBF SVM, and 92% for 

Linear SVM. Overall, all classifiers performed well, but DT, RF, GB, and XGBClassifier 

had the highest scores across all metrics. 
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Table 4.1: Models Results Comparison for The First Dataset. 

ACC PREC REC F1-S 

KNN 50% 35% 97% 51% 

DT 87% 68% 100% 81% 

RF 87% 68% 100% 81% 

GB 90% 100% 66% 80% 

XGB 90% 100% 65% 79% 

RBF SVM 94% 86% 95% 91% 

Linear SVM 95% 86% 100% 92% 

4.11.2 Second Dataset 

The performance of KNN, DT, RF, GB, XGB, RBF SVM, and Linear SVM for detecting 

SQLIAs was evaluated on a dataset. All classifiers performed well, with high ACC, PREC, 

REC, and F1-S. The highest ACC was 70% for KNN, and between 91% and 92% for DT, 

RF, GB, and XGB. The highest PREC was between 91% and 96% for DT, RF, GB, and 

XGB, and 75% for KNN, 85% for RBF SVM, and 82% for Linear SVM. The highest REC 

was between 87% and 91% for DT, RF, GB, and XGB, and 65%, 97%, 91% for KNN, RBF 

SVM, and Linear SVM respectively. The highest F1-S was between 91% and 93% for DT, 

RF, GB, and XGB, and 70% for KNN, 91% for RBF SVM, and 90% for Linear SVM. 

Overall, all classifiers performed well, but DT, RF, GB, and XGB had the highest scores 

across all metrics. 

Table 4.2: Models Results Comparison for The Second Dataset. 

ACC PREC REC F1-S 

KNN 70% 75% 65% 70% 

DT 92% 93% 92% 93% 

RF 92% 93% 92% 93% 
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Table 4.2: Models Results Comparison for The Second Dataset “Table Continued”. 

GB 93% 96% 91% 93% 

XGB 91% 96% 87% 91% 

RBF SVM 95% 85% 97% 91% 

Linear SVM 94% 82% 100% 90% 

4.12 CHAPTER SUMMARY 

This chapter presents an evaluation of the effectiveness of five ML, DL, and hybrid 

algorithms for detecting botnet attacks using the Network Intrusion Detection dataset. The 

seven algorithms evaluated are KNN, DTs, RF, Linear SVM, RBF SVM Machine, XGB 

Classifier, and Gradient Boosting. 
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5. DISCUSSION AND CONCLUSIONS 

In this research, we applied seven ML classifiers to two datasets in order to assess their 

performance in detecting SQLIAs. The classifiers used were KNN, DT RF, GB, XGBoost 

(eXtreme GB), RBF SVM, and Linear SVM. The datasets used were a small dataset and a 

large dataset. The findings revealed that all of the classifiers performed well in terms of 

ACC, PREC, REC, and F1-S on both datasets.  

However, DT, RF, GB, and XGBoost achieved the highest scores in all four metrics, 

indicating that they may be the most effective at detecting SIA. Overall, the results of this 

study suggest that ML techniques can be effective for detecting SIA, particularly those that 

are based on DTs, random forests, GB, and extreme GB. These methods can improve the 

ACC and efficiency of detecting SQLIAs by identifying patterns in network traffic that may 

indicate an intrusion or anomaly, this solution gives excellent results on both small and large 

datasets. 
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