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ABSTRACT

With the rapid development of digital technologies, digital transformation reshapes the
functioning of governments. Digital Government (DG) aims to leverage technology to
enhance the delivery of public services, improve efficiency, and foster transparency.
Embracing DG is a strategic imperative for governments looking to provide practical,
transparent, and citizen-centric services in the 21st century. Therefore, many government

organizations intensified their DG efforts in response to its necessity.

The comprehensive literature review on the DG field revealed that research focusing on
a holistic DG approach for reducing failures and increasing the success of DG
transformation initiatives is very limited, and generally, these studies focus on a single
point of view considering benefits and employ qualitative approaches. This thesis aims
to address the aforementioned literature gaps by modelling and analysing DG framework

with integrated methodologies to obtain an accessible, effective, and accountable DG.

Therefore, the main stages of the thesis are: Modelling and analysis of the DG framework
for a better understanding of the success and risk factors of the DG transformation by
using the Cognitive Map approach; Proposing a Cybersecurity Maturity Model and
analysing cybersecurity maturity levels of public institutions using the Multi-Criteria
Decision-Making methods; Proposing a cybersecurity roadmap for providing secure DG
transformation to public institutions by using gap analysis. The Hesitant Fuzzy Linguistic
Term Set technique is integrated with the Cognitive Map approach, and the incomplete
Hesitant Fuzzy Preference Relations technique is integrated with Multi-Criteria Decision-

Making methods.

In the first stage, the Digital Government Transformation (DGT) is investigated into how

governments shall transform themselves to take advantage of the potential of emerging



and future digital technologies, enhance DG adoption through the implications of digital

transformation on its structures, and extend the relationships with all stakeholders.

The modelling and analysis of success and risk factors of DGT provides a holistic
framework by considering multiple factors and provides valuable insights for public
institutions. Focusing on cybersecurity for secure DGT in the second stage helps public
institutions assess cybersecurity maturity levels. Finally, the cybersecurity action plans

and roadmap can be used as a guide for providing secure DGT.
Case studies are realized with the help of experts to show the robustness of the proposed

approaches. At the end of case studies, the results are discussed. The concluding remarks

are provided to build an effective DG framework in the DG transformation journey.

XV



OZET

Dijital teknolojilerin hizla gelismesiyle birlikte dijital doniisiim, devletlerin isleyisini
yeniden sekillendirmektedir. Dijital Devlet (DD), kamu hizmetlerinin igleyisini
gelistirmek, verimliligi artirmak ve seffafligi tesvik etmek i¢in teknolojiden yararlanmay1
amaclamaktadir. DD’yi benimsemek, 21. yiizyilda pratik, seffaf ve vatandas odakli
hizmetler sunmak isteyen devletler i¢in stratejik bir zorunluluktur. Bu nedenle bir¢ok

devlet kurumu, bu gereklilige yanit olarak DD ¢alismalarini yogunlastirmistir.

DD konusuna iligkin kapsamli literatlir taramasi, DD donilistimii girisimlerinin
basarisizliklarini azaltmak ve basarisini artirmak igin biitiinsel bir yaklagima odaklanan
arastirmalarin olduk¢a sinirli oldugunu, genellikle bu calismalarin faydalar1 dikkate
alarak tek bir bakis acisina odaklandigini ve niteliksel yaklagimlar kullandigini ortaya
koymustur. Bu tez, erisilebilir, etkili ve hesap verebilir bir DD elde etmek i¢in DD
yapisini entegre metodolojilerle modelleyerek ve analiz ederek yukarida belirtilen

literatiirdeki bosluklar1 gidermeyi amaglamaktadir.

Tezin temel adimlar su sekildedir: DD doniistimiiniin basar1 ve risk faktorlerinin daha iyi
anlasilmasi i¢in Biligsel Haritalama yaklasimi kullanilarak DD yapisinin modellenmesi
ve analizi; Sibergiivenlik Olgunluk Modeli’nin 6nerilmesi ve kamu kurumlarinin
sibergiivenlik olgunluk diizeylerinin Cok Kriterli Karar Verme yontemleri kullanilarak
analiz edilmesi; kamu kurumlarinda giivenli DD doniisiimiiniin saglanmasina yonelik
sibergiivenlik yol haritasinin bosluk analizi kullanilarak 6nerilmesi. Sezgisel Bulanik
Dilsel Terim Seti teknigi Biligsel Haritalama yaklasimiyla, tamamlanmamig Sezgisel
Bulanik Tercih iliskileri teknigi ise Cok Kriterli Karar Verme yontemleriyle entegre

edilmisgtir.



Tezin ilk agamasinda, DD dontigiimiinde, devletlerin yeni ortaya ¢ikan ve gelecekteki
dijital teknolojilerin potansiyelinden yararlanmak i¢in kendilerini nasil doniistiirecekleri,
dijital doniisiimiin etkileri neticesinde DD’in benimsenmesini nasil gelistirecekleri ve tiim
paydaslarla iligkileri nasil gelistirecekleri arastirilmaktadir. Bu dogrultuda, DD
donilistimiinde basar1 ve risk faktorlerinin modellenmesi ve analizi, birden fazla faktorii
g6z Oniinde bulundurarak biitlinsel bir ¢erceve saglamakta ve kamu kurumlari i¢in degerli
bilgiler sunmaktadir. Ikinci asamada, giivenli DD déniisiimii gerceklestirmek igin
sibergiivenlige odaklanilarak, kamu kurumlarinin sibergiivenlik olgunluk seviyelerini
degerlendirmesi saglanmaktadir. Son olarak sunulan sibergiivenlik eylem planlar1 ve yol

haritast ise DD doniisiimiiniin saglanmasinda bir referans olarak kullanilmaktadir.

Onerilen yaklagimlarin saglamhigmi gostermek igin uzmanlarin yardimiyla vaka
caligmalari gerceklestirilmektedir. Vaka ¢aligmalarinin sonunda bulgular tartigilmaktadir.
Calismanin sonuglart DD doniigsiimii yolculugunda etkin bir DD yapis1 olusturmak i¢in

sunulmaktadir.
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1. INTRODUCTION

1.1 Digital Government (DG)

Digital technologies are no doubt transforming societies. The McKinsey Global Institute
highlighted digital technology adoption as the most critical factor for future economic
growth, accounting for about sixty percent of potential productivity growth by 2030.
Digital technologies support governments in engaging with their stakeholders (e.g.,
citizens, businesses, and government agencies) and improve government legitimacy by
operating more transparently, giving governments win-win opportunities through
technology and automation (McKinsey & Company, 2020). Electronic government (e-
government) initiatives are also getting increasingly popular (Ashaye & Irani, 2019). The
“e-Government” concept is evolving into the idea of “digital government” (DG) over time
with the utilization of new technologies (e.g., mobile applications, data analytics, social

media, open data, Internet of Things (IoT)) (Ramon Gil-Garcia et al., 2007).

The four types of DG interactions are studied in the related literature: (1) Government-
to-Citizens (G2C): the government intends to interact with citizens; (2) Government-to-
Business (G2B): the government intends to interact with business enterprises; (3)
Government-to-Government (G2G): the government intends to make services more
friendly, transparent, convenient, and inexpensive; (4) Government-to-Employee (G2E):
the government intends to empower employees to help citizens in the most appropriate
and fastest way, speed up administrative processes, and optimize governmental solutions
(EIKheshin, 2016). Despite considerable investments in the last three decades, there is
still a need to transform governments. While this transformation is on the agenda of the
public sector itself, government employees, policymakers, citizens, and businesses, not
all actors understand the same under a DG. People's and businesses' expectations and
interactions with governments change continuously. Meeting such new expectations

constitutes a great challenge for governments (Zou et al., 2023).



1.2 Characteristics of DG

In the related literature, there is no proper agreement on the definition of DG, and different
conceptualizations contain and focus on various aspects (Gil-Garcia & Flores-Zuniga,
2020). In this section, different meanings of “digital government,”; “e-government,”;
“government 4.0,”; “m-government,” “t-government,” and “GaaP” from different sources
are presented. Figure 1.1 illustrates these definitions (ElKheshin, 2016; Hussain, 2017;
Institute for Government, 2021; Janowski, 2015; Y. Liu et al., 2014; Margetts &

Naumann, 2017; Weerakkody et al., 2019).

E-Government

T-Government

Figure 1.1: Definitions of concepts



Based on existing research (M. Hasan et al., 2018; Janowski, 2015), we define DG as
follows (Giiler & Biiyiikozkan, 2023): “A government that is organized progressively in
terms of virtual agencies, cross-agency, and public-private networks to deliver improved
public services and advance its relationships with citizens, the private sector, and civil

society by improving service delivery modes and creating public value.”

Figure 1.2 illustrates the evolution of DG. In the late 1990s-early 2000s, DG operated by
one-way government-oriented operations at a national level, paper transactions were
replaced by worldwide web (i.e., www) technologies, and key Information and
Communication Technologies (ICT) areas were infrastructure management. In the late
2000s-early 2010s, DG operations focused on citizen-oriented operations, collaborative
governance was aimed, Web 2.0 technologies and open-source computing power were

driving technologies, and key ICT areas were people and data.

_ One way . -
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Figure 1.2: The evolution of DG (Barcevicius et al., 2019)

Since the mid-2010s, DG has focused on individual-oriented operations, data, and
evidence-based decision-making as a management tool; providing public services
anytime and anywhere was achievable. Key ICT areas were cloud computing, machine
learning, and IoT. In late 2010-2019, smart ubiquitous infrastructure was implemented
where user-driven public services with personalized access to real-time interactions were
employed. Key ICT areas were cognitive systems and advanced analytics. From 2020 to

the present, citizen-managed relationships were achieved by implementing whole-of-life



services with seamless interaction with the public sector, and key ICT areas were digital

twinning (Barcevicius et al., 2019).

DG should not be isolated from the overall context of effective governance. DG does not
exist in a vacuum and should be seen as a means to enhance citizen orientation and public
service delivery within a given government. Based on the OECD report (OECD, 2020),
the main dimensions of DG are illustrated in Figure 1.3. They are designed in the DG

policy instrument of OECD to ensure adequate public sector digital transformation.

1. Digital by
design

Figure 1.3: Dimensions of DG (Source: OECD (2020))

McKinsey & Company (2020) highlights three challenges for the digital technologies’
utilization in governments’ operations;

e Workers’ skills are usually insufficient;

e Future works are less inclusive and more unequal without reforms;

e Resistance to automation.

According to WEF (2023), collaboration is more essential than ever to achieve the

successful digital transformation goal for governments.

Based on the UN Committee of Experts on Public Administration (CEPA) report
(ESCAP, 2021), there are three pillars for DG; these pillars are:

e Effectiveness,



e Accountability,

e Inclusiveness.

These pillars serve the UN's sixteenth Sustainable Development Goal (SDG): peace,
justice, and strong institutions. The main principles under these three pillars for DG are

illustrated in Figure 1.4.

JETTE]

Figure 1.4: Principles of DG (Source: ESCAP (2021))

The drivers of DG can be summarized as:

e Political and Social Drivers

Governments usually try to find ways to meet their citizens’ expectations to sustain or
increase their legitimacy and approval. Citizens’ demands can represent a strong driver
for governments to adopt them since they realize these technologies can drastically
improve the democratic processes. Citizens are willing to obtain political outcomes and
want transparency in decision-making. Therefore, they are developing a more incredible
culture of interacting and participating in policy-making.

e Economic Drivers

The cost savings are direct and indirect. It can be related to lesser expenditure on

administrative processes from the public budget or enabling citizens, businesses, and



managers to complete their tasks faster and more successfully. Cognitive automation can
realize tasks at impractical scales, speeds, and volumes. Besides service delivery, many
significant economic and social benefits are achieved through advanced technology
utilization to inform decision-making across government, providing an excellent
opportunity for governments.

e Technological Drivers

It stems from significant recent advancements in ICTs. The ubiquity of ICTs, their
increasing ability to make connections and process, analyze, and store data, as well as
increasing ICT literacy and accessibility, are also primary drivers for open and digital
government. For instance, the development of mobile technology and the decreasing costs
have acted as significant drivers for developing open e-government services to be mobile-
compatible. The smartphones’ fast-increasing technological capacity and constant
connection have allowed citizens to access public services ‘on the go. Moreover, it has
driven a surge in public authority mobile application development for open government
services.

The challenges for DG can be summarized as:

e Technological Challenges

The first technological challenge is the outdated IT infrastructure of the public sector. The
lack of interoperability can be considered as the second technological barrier. Another
relevant technical barrier is determined as access to data in the literature. This is a
fundamental precondition for producing the potential benefits of governments. Because
the more government data is available as open data, the greater the capacity to contribute
to policy innovation through big data analysis.

e Organizational Challenges

The lack of strategy aimed at a fundamental digital transformation of governments has
been identified as the leading barrier impeding early-stage organizations from taking full
advantage of digital trends. Government agencies are trying to redesign their human
resource strategy because of increased work and processes. The public-sector workforce
transformation has not been easy for most governments, but this will become one of the
critical enablers for a successful digital transformation. The diffusion of digital

government is highly related to the digital skills of government employees.



e Legal Challenges

The lack of legal frameworks appropriate to the new technologies is another barrier
governments face since new privacy and regulatory issues are developing. Personal
information disclosure is threatened by occurrences of making government datasets
publicly available. This situation may result in open profiling or data mining for private
purposes. The issue of cybersecurity is the other challenge that governments face.
Therefore, new legal frameworks should address privacy issues and broader
accountability challenges.

e Ethical Challenges

There is an increasing need to develop new ethical frameworks around algorithms that
support decision-making since transparency and ethical use of data have also become
critical issues. Al and other technologies affect ethical issues very significantly.

e Social and Cultural Challenges

One of the most relevant barriers in the e-government evolution is the low level of
citizens’ adoption of e-government services by many authors; governments are now
focusing on the citizens’ side. However, it varies across countries since the social and
behavioral factors explain the low level of adoption of government services.

e Economic and Financial Challenges

At the idea generation and idea selection phase, financial issues are sometimes considered
an obstacle to innovation. For instance, many ideas have been developed for public sector

improvement, and a few can be developed further.

1.3 Research Framework and Directions

The main objective is to model and analyze the DG framework. Research on the DG
subject in academic papers, industry reports, and theses revealed research gaps. Several
findings are developed to address these research gaps and progress in the potential
research directions. The chapters of this thesis support the DG by addressing the

following statements.



e Lack of frameworks (roadmaps) for successful DG implementations

There is a need for frameworks to further guide DG implementations by considering the
interrelationships among variables from all perspectives with analytical techniques. This
thesis proposes the cognitive map approach to address this gap. Examining the DG
implementation framework by using cognitive maps can shed light on four important
properties of the framework’s causal structure: the levels of complexity, focus, and
clustering that characterize the causal structure and the mechanisms underlying the causal
links featured in that structure.

e Lack of comprehensive research on the success/ failure factors of DGT

Insufficient attention is paid to the issues of government digitalization risks, and more
comprehensive and balanced perspectives on the influential factors on DGT are
practically absent. This thesis proposes a comprehensive DGT success/risk factors
framework to address this gap.

e Lack of efficient practices to address security and trust issues among

stakeholders

There is a lack of studies providing practices for governments to increase citizens’ trust
and confidence. Cybersecurity can enhance citizens' trust by protecting against
unauthorized access to data centers and other computerized systems. Thus, cybersecurity
can help governments adopt DG services by preventing mistrust. This thesis addresses
this research gap by proposing a cybersecurity maturity model, presenting a research
methodology for cybersecurity maturity assessment, and proposing a cybersecurity
roadmap for providing secure DGT.

e Lack of analytical techniques

The DG literature is mainly based on qualitative research. Although the implementation
of analytical techniques is appropriate, little study combines the subject with analytical
techniques. The research integrating the subject with those techniques certainly gains
different perspectives and becomes closer to real-life problems. For this reason, in this
thesis, integrating the DG subject with the cognitive map approach and MCDM methods

provides a robust methodology.



e Lack of fuzzy extensions and GDM

The fuzzy extensions (i.e., type-1 fuzzy sets, type-2 fuzzy sets, intuitionistic fuzzy sets)
and GDM approach are restricted in DG and cybersecurity literature. This thesis proposes
an HFLCM methodology, an incomplete HFPR AHP method, and GDM with HFL

Bonferroni means operator to address this gap.

The main stages of this thesis can be summarized:

e Modelling and analysis of the DG framework for a better understanding of the
success and risk factors of the DG transformation using the CM approach
under HFLTS and GDM environment.

e Proposing a Cybersecurity Maturity Model (CMM) and analyzing
cybersecurity maturity levels of public institutions using the MCDM methods
under incomplete HFPRs GDM environment.

e Proposing a cybersecurity roadmap for providing secure DG transformation

to public institutions by using gap analysis.

The research framework of the thesis is provided in Figure 1.5, where the goals, the
research questions, the methodology, and the findings of the chapters are included. The
thesis consists of six chapters. A detailed literature review of DG is provided in Chapter
2. The technical background of the techniques used is provided in Chapter 3. In Chapter
4, the success/risk factors of the DGT framework are modeled and analyzed with the
HFLCM approach. Chapter 5 provides a detailed review of cybersecurity, and CMM, then
proposes a CMM, a methodology for maturity assessment, and a cybersecurity roadmap
for providing secure DG. Finally, Chapter 6 summarizes the conclusion, contributions,

limitations, and recommendations for future research.
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Figure 1.5: The research framework



2. LITERATURE REVIEW ON DG

Many recently published studies are discussing DG. Some reviews examined local
governments in specific regions or countries (Erzhenin, 2018; E. Li et al., 2023). Some
others studied the DG architecture by examining the challenges and problems to
investigate the research agenda (Baheer et al., 2020; Clarke, 2020; Wilson & Mergel,
2022). Other review papers focused on knowledge management in the public sector and
Open Government Data (OGD) (Alvarenga et al., 2020; Matheus & Janssen, 2020). So
far, none of these studies about DG has applied science mapping to capture the literature
by examining their key terms. Science mapping applies visualization methods to ensure

a novel approach to dynamically discover new frontiers (Alcaide-Muioz et al., 2017).

The complex structure of these studies indicates a need to progress the research in the DG
field by classifying the existing studies. This study presents a systematic literature review
with science mapping about DG. Our literature review aims to answer the following
research problem about future studies’ construction on the concept of DG based on
existing research. We have further developed the following RQs for this research
problem:

e RQI1: What is the state of the art of DG?

e RQ2: What are the research fields (i.e., articl