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DIS POLITIKADA YUMUSAK GUC OLARAK DiJiTAL DIPLOMASIDEN
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CALISMA
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Mayis 2025, X1V + 132 Sayfa

Ulkelerin birbirleriyle iliskilerinde kullandiklar1 diplomasi bigimleri, hedeflerine
ve politikalarina ulagmak i¢in yumusak giicten yararlanma yontemleri gibi ¢esitlilik
gostermektedir. Diinya capinda meydana gelen énemli teknolojik gelismeler géz Oniine
alindiginda, devletler arasindaki geleneksel diplomatik angajman cercevesinde bir
degisimi temsil eden dijital diplomasi basta olmak iizere yeni diplomasi tiirleri ortaya
¢ikmistir. Bu calisma, ABD'nin uluslararasi sahnedeki etkisini ve etkisini artirmak i¢in
dijital diplomasiyi bir ara¢ olarak nasil kullandigini incelemektedir. Calisma, Amerika
Birlesik Devletleri'nin sosyal medya ve modern teknoloji araciligiyla yabanci halklar ve
hiikiimetlerle etkili bir sekilde etkilesim kurmak ic¢in yenilik¢i dijital diplomatik
stratejileri nasil benimsedigini gostermeye odaklanmaktadir. Bu ¢alismanin amaglarina
ulasmak 1i¢in, diplomasinin tarihini ve gecirdigi gelismeleri, ayrica Amerikan
diplomasisinin tarihsel baglamini ve evrimsel arka planini agiklamak igin tarihsel bir
yontem kullanilmistir. Diplomasi ve yumusak gii¢c konusunu ele alan belge ve ¢alismalar
incelenerek elestirel bir yaklasim da kullanilmistir. Dijital diplomasinin dis politikada
yumusak giic olarak kullanilmasinin tezahiirlerini belirlemek i¢cin ABD Disisleri
Bakanligi'nin web sitesinin igerigi incelenerek igerik analizi uygulanmistir. Calisma,
Amerikan modelini analiz ederek, dijital diplomasinin Amerikan degerlerini ve
cikarlarini kiiresel olarak tanitmak i¢in kullanilan yumusak giice nasil doniistiigiinii ve
diger tilkelerin politikalar1 iizerindeki etkisini ortaya koymustur. Calismada ayrica yanlis
bilgilendirme riskleri, mahremiyet ve insan haklarinin korunmasi da dahil olmak iizere

bu yaklasimla ilgili zorluklar ve firsatlar da tartisilmistir. Genel olarak caligsma, dis
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politikay etkilemek i¢in dijital diplomasinin bir ara¢ olarak kullanilmasinin, uluslararasi
sahnedeki etkilerini arttirmak isteyen iilkeler i¢in 6nemli bir stratejik gelisme oldugunu
ortaya koyarken, dijital diplomatik iletisimde seffaflik ve giivenilirligin saglanmasi ile

teknolojinin etkin kullaniminin dengelenmesinin énemini vurgulamaktadir.

Anahtar Kelimeler: Dijital Diplomasi, Kamu Diplomasisi, D1s Politika, Yumusak Giig.
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ABSTRACT

UTILIZING DIGITAL DIPLOMACY AS A SOFT POWER IN FOREIGN POLICY
(THE UNITED STATES OF AMERICA AS A MODEL) AN ANALYTICAL STUDY
OF AMERICAN DIPLOMACY FROM 2011 TO 2024

Dastan Abdullah Othman
Master’s Thesis, Faculty of Political Science and International Relations
Supervisor: Asst. Prof. Mayada Kamal Eldeen
May 2025, XIV + 132 Pages

The nature of diplomacy that nations use to interact with each other is not uniform,
nor is the means of utilizing soft power to achieve their ends and policies. Due to the rapid
technological innovation taking place around the globe today, innovative forms of
diplomacy have arisen, with the most prominent being digital diplomacy, which is a
departure from the traditional paradigm of state-to-state diplomacy. This research
analyzes the use of digital diplomacy by the United States of America to promote its
influence and spread its impact in the international arena. The research addresses the way
in which the United States has embraced innovative digital diplomacy tactics to
successfully engage with other nations' peoples and governments via the internet and
current technology. A historical method was used to expound the evolution of diplomacy
and its development, and the context of American diplomacy and its evolutionary past, in
order to accomplish the purposes of the current study. Critical method was also applied
through reviewing studies and documents that debate the issue of diplomacy and soft
power. Content analysis was used through the study of the content of the United States
Department of State website to determine the forms of utilization of digital diplomacy as
soft power in the country's foreign policies. By examining the American model, the
research uncovered how digital diplomacy is converted into soft power employed to
advance American interests and values internationally and affect the policy of other
nations. Challenges and prospects of utilizing such a method were also mentioned in the
study, such as the risk of misinformation and privacy, and the upholding of human rights.
The research proved that the use of digital diplomacy as a means to shape foreign policy
is a significant strategic evolution that nations interested in increasing their influence in

the global arena can pursue with greater ease, subject to maintaining a balance between
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the effective use of technology and providing transparency and credibility to digital

diplomacy communication.

Keywords: Digital Diplomacy, Public Diplomacy, Foreign Policy, And Soft Power.
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INTRODUCTION

The connection between diplomacy and international relations is a well-
established historical fact. As states strive to build balanced relationships with other
countries in pursuit of their interests and to gain political, economic, and social
advantages, the concept of diplomacy emerged and secured its place within the
international relations system. Over time, it developed its explanatory theories and
governing rules, which have been framed within a system of international agreements in
the form of laws and regulations that ensure diplomats' freedom of movement and work
in the host country.

International relations are not static and are instead defined by ongoing dynamism
and vitality. This movement is susceptible to the evolution in all aspects that are evident
in human society. This movement encompasses the nature of the relations, their direction,
and the alliances between nations, as well as other determinants and factors that
collectively shape the nature and ultimate portrayal of these relations. On the other hand,
examining the dynamism of international relations provides actual insights into the social
and political developments of these nations.

Diplomatic relations reflect a pressing need resulting from changing patterns in
the way society is structured. Right from the beginning of society in the shape of tribes
and clans, relations between them developed concurrently. They evolved into organized
movements guided by set rules and principles.

The sophistication of human society has compounded the tasks imposed upon
states, and in doing so, has affected their capacity to conduct internal and external
missions with the necessary efficiency. This has consequently mirrored the performance
of the diplomacy of these states. As a result, informal actors have been called upon to
perform unofficial diplomatic roles. Institutionalized civil society, the media, and cultural
and sports personalities have been utilized to establish diplomatic relationships with other
nations by leveraging personal networks to exert subtle pressure on the other state,
thereby contributing to informal diplomacy.

However, the technological advancements that know no bounds have reflected
their manifestations across all areas of life and all societal sectors. Although the degree
of impact varies among these sectors, it can be said that the advancement has not excluded

any of them in one way or another. This has driven diplomatic actors in states to leverage



this development by transferring many official diplomatic procedures to social media and
internet platforms, utilizing the ability of these networks to save time as a substitute for
the official correspondence that was previously relied upon.

The concept of soft power is one that has seen increased utilization in the field of
international relations recently. The term refers to the fact that the tools of influence in
this type exceed the traditional framework based on threats, coercion, and political
blackmail, moving towards achieving diplomatic gains using attractive means such as
cultural, artistic, and sporting avenues.

In the pursuit of defining any concept related to diplomacy, in both its classical
and emerging forms, it is essential to touch upon the American experience, as it represents
a long-standing international diplomatic power. Throughout history, it has consistently
achieved significant gains in its foreign relations, as American diplomacy continually
seeks to develop its structure and mechanisms in harmony with the evolving requirements
of each stage.

Based on the above, this study aims to clarify the mechanisms by which digital
diplomacy is employed as an effective force in foreign policy. This will be achieved by
highlighting the American experience in this type of diplomacy during the period from
2011 to 2024, as this timeframe witnessed numerous diplomatic transformations due to
the "Arab Spring" revolutions and the resurgence of Russian influence on the
international political stage.

Investing in technology represents one of the factors contributing to achieving
success, as it embodies the characteristics of the current era. Given that international
relations are in a state of continuous dynamism, those in charge must embrace the
outcomes of modernity and technology, ensuring that their procedures and activities align
with the context of societal development. From this point, many countries have begun
investing in the advancement of digital diplomacy.

However, despite the advantages that this technology offers, making it a valuable
tool for politicians and diplomats, it simultaneously carries numerous risks and potential
threats. It is susceptible to constant hacking and espionage by rival states, rendering it a
double-edged sword.

A timeframe of 2011 to 2024 was chosen, as global diplomatic dynamics are

expected to be redefined during this period. 2011, the starting point, was also the beginning



of the Arab Spring, a series of uprisings that reshaped the Middle East and brought digital
communication into the world of international politics. During this period, state actors and
notably the United States, increased their use of social media and online platforms to sway
foreign audiences. The endpoint, 2024, marks a complete cycle of transformation that will
bless us with a post-COVID-19 global order, where digital diplomacy will have become
even more institutionalized. The scope of this project enables us to observe the evolution
of digital diplomacy from its strategic experimental stage to a normalized aspect of U.S.
foreign policy.

Accordingly, the current study's problem is determined by the quest to answer the
following main question:

How is digital diplomacy employed as soft power in states' foreign policy?

The following questions arise from the main inquiry:

1. What is meant by digital diplomacy?

2. How has the technological revolution impacted diplomatic practices?

3. How do digital means change governments' perceptions of the states that
employ them?

4. How do digital means change people's perceptions of the states that employ
them?

5. What are the most prominent applications of digital diplomacy in American
foreign policy?

Importance of the Study

The significance of this study is highlighted in the following points:

- The importance of international relations and the constant focus on them as the
primary determinant of foreign policies, along with the resulting alliances and agreements
between states, makes the study of any factor influencing these relationships essential and
urgent.

- The significant role of technological and digital advancements in societal
movements in general, and their potential reflection on diplomatic fields and the key
actors associated with them.

- Global diplomacies place growing importance on utilizing soft power tools in
diplomatic actions, where this type of diplomacy has often taken precedence over

traditional diplomatic forms.



Objectives of the Study

The study aims to achieve the following:

- Clarify the concept of digital diplomacy and the associated concepts and terms.

- Identify the effects and implications of the digital revolution on diplomacy.

- Explain the methods governments use to harness digital technologies in
building their relationships with other countries.

- Illuminate the strategies governments employ to utilize digital technologies in
shaping their image among other people.

- Analyze the American experience of employing digital diplomacy as a soft

power in foreign policies.

Methodology of the Study

In pursuit of achieving the objectives of the current study, the following research
methods will be adopted:

- The historical method to explain the history of diplomacy, its developments,
and the historical context of American diplomacy.

- The critical method involves reviewing documents and studies that address the
topics of diplomacy and soft power.

- Content analysis through examining the content of the U.S. Department of
State's website to identify manifestations of employing digital diplomacy as soft power

in foreign policies.

Study Hypotheses

The current study is based on the following hypotheses:

1. The United States employs digital diplomacy as a deliberate soft power strategy
to influence foreign publics and promote its values, culture, and foreign policy objectives.

2. Digital diplomacy functions not only as a tool of attraction and engagement but
also as a mechanism that may incorporate elements of strategic pressure, ideological
framing, or indirect influence, especially during international crises or political conflicts.

3. The effectiveness of digital diplomacy as a form of soft power depends on its
ethical integrity, transparency, and consistency with the democratic values it seeks to

represent globally.



Previous Studies

Al-Osaimi Study (2021) titled: The Future of Saudi Digital Diplomacy in the
Next Two Decades amid Current International Transformations, published in the Arab
Journal of Media and Communication Research, Issue 35, Saudi Arabia.

The study aimed to forecast future scenarios for Saudi digital diplomacy and
describe the transformation in the international system, as well as its implications for
digital diplomacy. It also sought to clarify the main challenges facing digital diplomacy
investments in Saudi Arabia in the future. The study utilized a quantitative method to
analyze the phenomenon using statistical techniques, as well as a qualitative method to
analyze the fields of digital diplomacy and its prospects. The study concluded that Saudi
Arabia is steadily moving towards integrating digital diplomacy as part of its public
diplomatic system, and that concerns related to privacy and security are the most
significant challenges facing the actual transition to digital diplomacy.

Bouachiba and Wafi Study (2019) titled: Digital Diplomacy and Building
Mental Images through social media: A Study of Some Global Experiences, published in
the Algerian Journal of Human and Social Sciences, Volume 3, Issue 2, Algeria.

The study aims to analyze and investigate the impact of social media on creating
the mental image of the target audience as an alternative to traditional means of influence,
and to determine the extent to which this type of diplomacy is employed and the benefits
it brings to the employing state. The study used a historical approach to infer the historical
context of diplomatic development, in addition to content analysis and a case study
method, by selecting the experiences of the European Union and France in applying
digital diplomacy. It concluded that many countries, particularly France, were able to
influence diverse populations through social media, which changed what governments
could not alter through their traditional hard power.

Jassas Study (2019) titled: The Role of Digital Diplomacy in Liberating Peoples:
A Study of the Palestinian and Western Sahara Cases, published in the Algerian Journal
of Human and Social Sciences, Volume 3, Issue 2, Algeria.

The study begins with the premise that the digital revolution represents one of the
indicators of the transformations expected in the 21st century. Control over information
and the ability to employ it are crucial factors in state policies and the orientations of

people, which vary in their goals—some seek change, others strive to assert existence,



and some work towards liberation from dependency, while still others yearn for freedom.
The study employed a case study method to monitor key indicators of digital diplomacy
adoption in support of the Palestinian cause. It found that despite the significance of social
media and its diplomatic role, Palestinian actors failed to capitalize on the potential of
digital diplomacy to advocate for the rights of the Palestinian people.

Abd Al-Aal Study (2018) titled: Digital Diplomacy and Its Status in Palestinian
Foreign Policy, published in the Series of Research and Media Policies, Birzeit
University, Palestine.

The study aimed to diagnose the motivational and operational issues related to
practicing digital diplomacy within official Palestinian circles and to clarify the plans and
strategies of Palestinian digital diplomacy, as well as action plans to address the needs of
official institutions and public policy. The study employed a descriptive analytical
method and a survey method by gathering the opinions of a group of Palestinian media
experts.

The study concluded that there are numerous gaps in the practices of digital
diplomacy by the Palestinian Authority, attributed to the ongoing Palestinian division,
which results in the existence of multiple Palestinian diplomatic discourses
simultaneously.

Spee Nikita Study (2017) titled: Perceptions of Credibility in Digital Diplomacy,
Netherlands (Leiden University, 2018). This study aimed to understand the public's
assessment strategies regarding the credibility of sources in digital diplomacy. It
employed a survey method to gather opinions from a group of Dutch citizens about their
appreciation of the credibility of data and information published through digital
diplomatic channels. The results indicated that when people are adept at crafting content,
its credibility increases. Additionally, the more reliable the accounts, the greater the
credibility; however, the study concluded that young people find it challenging to

evaluate the credibility of digital diplomacy sources.

Commentary on Previous Studies

The previous studies share a common goal of describing digital diplomacy and
assessing its degree of integration within the diplomatic relations framework of the
countries discussed. They also strive to identify the positives and negatives resulting from

the adoption of digital diplomacy.



The current study benefited from these previous studies in determining the
research methodologies employed and utilized a content analysis approach in designing
its research tools. Notably, this study, to the best of the researcher’s knowledge, is the
first to focus on the American experience in employing digital diplomacy as a form of
soft power.

Structure of the Study

To present a comprehensive academic study and address the research problem
posed, this study will be divided into five chapters.

- Chapter One will explore the conceptual framework of the study's themes,
including defining the concept of diplomacy and understanding the essence of digital
diplomacy.

- Chapter Two will be dedicated to studying the impact of the digital revolution
on diplomacy, covering the concept of the digital revolution and its relationship with
social communication, followed by an examination of the evolution of digital diplomacy.

- Chapter Three will analyze soft power in American diplomacy, focusing on
the nature of soft power and its actors, and then examining how soft power policies have
influenced American diplomacy.

- Chapter Four will investigate the impact of digital diplomacy on American
foreign policies through an analytical study that leads to specific findings.

- At last, will conclude the study, presenting the summary of findings, results,

and recommended actions based on the research conducted.



CHAPTER 1
CONCEPTUAL FRAMEWORK

As the life of states requires continuous communication among them, this
communication has taken various forms, with tools varying according to the nature of
these relationships. One of the most essential tools for communication between states is
external representation. Given that diplomatic missions are the institutions that organize
and manage relations between states, it is inconceivable in the current era for any
sovereign state to exist without diplomatic missions or to refrain from sending diplomats
to other countries; this has become fundamental in international relations (Al-Dabbas &
Malindi, 2018, p. 4). Considering this, this chapter discusses the concept of diplomacy
and its historical development through two sections: the first section addresses the
concept of diplomacy, its most essential definitions, determinants, types, and significance
for states, while the second section discusses the concept of digital diplomacy, its

determinants, objectives, emergence, and evolution.

1.1 THE CONCEPT OF DIPLOMACY

For a long time, the term diplomacy was limited to the study of archives, treaties,
and the history of relations between states. It transitioned from Greek to Latin, then to
European languages, and finally to Arabic. There are numerous definitions of this

concept. In this context, this section will address the concept of diplomacy.

1.1.1. Definition Of Diplomacy

The term diplomacy entered the international lexicon in the mid-17th century,
replacing the word negotiations. Dr. Mohamed Aziz Shakwa notes that the meaning of
diplomacy has evolved, now encompassing a range of meanings. In this regard, this

section will discuss the definition of diplomacy.

1.1.1.1. Definition of Diplomacy in Terminology
The term "diplomacy" is derived from the Greek word "diplomacy," which refers
to the official document carried by a special envoy from a president or leader to another

state or region within the same state. These documents are exchanged among leaders,



presidents, and officials, granting the bearer special privileges. Diplomacy is conducted
through permanent diplomatic missions, which can be bilateral, multilateral, or
specialized. Therefore, it is no longer limited to the exchange of diplomatic missions
between states but also includes diplomatic relations between states and international
organizations or among international organizations themselves (Al-Jubouri, 2007, p.
483).

The Romans initially referred to sealed and folded metal travel documents as
"diploma." Over time, the word's meaning expanded to include official records, papers,
and treaties. With this diversification, it became necessary to employ officials to manage
these documents, decode their symbols, and preserve them, who were then referred to as
"archivists" (Al-Dabbas & Malindi, 2018, p. 26). For a long time, the term diplomacy was
limited to the study of treaties, archives, and the history of relations between states. It
transitioned from Greek to Latin, then to European languages, and finally to Arabic. In
Latin, it means an official certificate or document that includes the status of the envoy
and the mission for which they are sent, along with instructions from the ruler regarding
their advancement, reception, or movement between different regions. These certificates
were papers held by pieces of iron called "diplomas" (Al-Dabbas & Malindi, 2018, p. 6).

The second meaning that the Romans used for the word diplomacy referred to the
character of envoys or ambassadors. In the French context, diplomacy means a
commissioner or envoy—someone sent on a mission. The concept later expanded and
began to be used in several different meanings, including the professions of negotiation,
tact, and foreign policy. In Arabic, diplomacy referred to a "book" that expressed the
documents exchanged among those in power, which granted the bearer the advantages of
protection and security (Al-Dabbas & Malindi, 2018, p. 6).

The term "diplomacy" was also used by Arabs in the same sense as it was by the
Greeks and later the Romans. Over time, with the overall development of international
relations and diplomacy, this term came to be used in all languages, including Arabic, in
a unified sense to express a scientific concept with its foundations and organized rules
(Al-Shami, 2007, p. 34).

In essence, diplomacy involves conducting activities to shape a national image

among various active players abroad and enhance a state's soft power, influencing foreign
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public opinion through unconventional diplomatic means to achieve foreign policy
objectives (Cihanoglu, 2023, p. 8).

The traditional function of diplomacy—as the negotiation of treaties and the
exchange of envoys—has given way to a broader role in contemporary international
relations. Modern diplomacy now encompasses a range of strategic communication tools
adapted to the digitized political landscape. It is increasingly viewed as a social institution
that produces and reproduces power relations through rituals, language, and performance
(Sharp, 2009, p. 23). From this perspective, diplomacy is understood as a dynamic and
symbolic ‘actor’ that responds to shifts in power and international norms. Furthermore,
the rise of public diplomacy has blurred the traditional boundaries between domestic and
foreign audiences, as states now aim to win over not only foreign governments but also
foreign publics (Melissen, 2005, pp. 9—12). This transformation aligns with the concept
of "new diplomacy," in which diplomatic practice extends across networks of nonstate
actors, international organizations, media platforms, and civil society. This broader model
recognizes that diplomacy occurs not only in official meetings but also through media
messaging, cultural outreach, and digital engagement, each shaping a state's image and

advancing its foreign policy objectives.

1.1.1.2. Definition of Diplomacy in Legal Terms

Regarding the legal definition of diplomacy, scholars of public international law,
particularly those specializing in the study of diplomatic relations, differ in their
interpretations of the meaning of diplomacy. This disagreement stems from their differing
philosophical perspectives. Some key definitions include:

- Harold Nicolson's Definition: "Diplomacy is the direction of international
relations through negotiation and the method by which ambassadors manage these
relations." (Aljazeera, 2021).

- Henry Kissinger's Definition: "It is the adjustment of differences through
negotiation." (Al-Izazi, 2016).

- Charles de Martiis's Definition: "It is the science of relations and foreign

affairs between states." (Al-Izazi, 2016).
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- De Aerthe's Definition: "It is the art of applying the principles of international
law; in practice, diplomacy is the adherence to international law principles." (Al-Shami,
2007, p. 35).

- Adnan Bakri's Definition: "A political process used by states to implement
their foreign policies while interacting with other states or international actors and
managing diplomatic relations among each other within the international system."

- Samouhi’s Definition: Samouhi defines diplomacy in a broader sense, stating
that diplomacy is: "The art of representing the government and safeguarding the interests
of the state with foreign governments, ensuring that the rights of the country are
preserved, its dignity respected abroad, and that it can manage international affairs by
directing political negotiations and following their stages according to instructions, while
striving to apply the law in international relations so that legal rules become the basis for
interactions among peoples." (Samouhi, 1973, p. 85).

- According to the Oxford English Dictionary (2024), diplomacy is “the
profession, activity, or skill of managing international relations, typically by a country’s
representatives abroad” (Oxford English Dictionary, 2024).

In the Dictionary of International Relations, authored by Farouk Sunmezoglu,
diplomacy is referred to as one of the tools of foreign policy for states. Diplomacy, in a
broad sense, distinguishes all external relations of the state. At the same time, it is
expressed in a narrow sense as the process of conveying the government's opinions and
perspectives on specific issues directly to decision-makers in other countries (Orhan,
2023, p. 30).

The term diplomacy entered the international lexicon in the mid-17th century,
replacing the word negotiations. Dr. Mohamed Aziz Shakwa notes that the meaning of
diplomacy has evolved over time and now encompasses many meanings, which can be
included in the following general definition: the art and science of managing foreign
relations (Al-Dabbas & Malindi, 2018, p. 9).

Cull describes public diplomacy as the interaction of international actors with
foreign audiences to gain foreign policy interests (Cull, 2014, p. 255).

In contrast to classical legal definitions of diplomatic relations that focus mainly
on their formal nature—such as negotiation, treaty making and more generally adherence

to international law—contemporary theorists of international relations agree that
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diplomacy has also to be recognized as a multidimensional practice, based on wider
contemporary global norms, on institutional power and, more importantly perhaps, on
symbolic representation. Diplomacy is understood broadly as “the conduct of relations
between sovereign states through the medium of officials based at home or abroad”
(Berridge, 2010, p. 1). It is further noted that “for the first time in the 21st century it is
embracing a wide range of diplomatic actors and informal channels” (Berridge, 2010, p.
1).

In the past, legal scholars have increasingly recognized that diplomacy functions
within both legal-institutional frameworks and socio-political contexts that help or hinder
its effectiveness. Diplomacy is referred to as “the art of representing and reconciling
different interests in the international system through peaceful means” (Sharp, 2009, p.
6), and must therefore be assessed in both procedural legality and ethical legitimacy. With
digital diplomacy, the era of dual lens is significant, as actions may be legally permissible
but still ethically questionable (such as using online influence campaigns or data-driven
engagement tactics).

Moreover, public diplomacy, as a subfield, has pushed back against the traditional
legalistic orientation of the discipline, lending more currency to the soft techniques of
power and persuasion characteristic of diplomacy. Although “what follows is a snapshot
of the global energy situation at the end of 2008, it can be said that in many respects the
present means much the same as that of the not-too-distant past” (Nye, 2008, p. 95). The
way diplomacy functions today is not confined to interaction among [government to
government], but [government must win the hearts and minds] of foreign publics as well.
This implies that current diplomacy has two aspects, involving the legal doctrines as well
as persuasive communicatronics in their functioning and a diplomat needs to do with both

law, public perception and strategic depiction at the same time.

1.1.2. The Emergence and Evolution of Diplomacy

In light of the expansion of international relations today, diplomacy has become
the primary means of enforcing and preparing states' foreign policies, as well as a key
factor in protecting and safeguarding the interests of states and individuals abroad (Imran,
2014, p. 15). In this context, this section examines the historical evolution of diplomacy

and its various forms.
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1.1.2.1. The Historical Development of Diplomacy

The emergence and evolution of diplomacy are linked to the rise and development
of international relations. The history of diplomacy dates back to the interactions between
human groups (Daghesh, 2014, p. 6). Historical studies have revealed the existence of
international relations between ancient empires and states dating back to around 3500 to
3000 BC. The communication between the peoples of empires, city-states, and kingdoms
was not limited to warfare and conflict; there were also significant peaceful connections
arranged through agreements facilitated by commissioners acting as diplomatic envoys,
resembling the contemporary concept of diplomacy (Imran, 2014, p. 17).

In this context, ancient Egypt recognized a system of diplomatic representation. It
sent its envoys to the Hittites (who were an Anatolian people that played an essential role
in establishing an empire centered in Hattusa in north-central Anatolia around 1600 BC)
(Imran, 2014, p. 15). The empire reached its peak in the mid-14th century BC under the
rule of Suppiluliuma I, encompassing all of Anatolia and parts of northern Syria and
Mesopotamia. The first international balance of power in the area known as the Near East
at that time was established among three states: ancient Egypt, the Ethiopian state, and
the Assyrian state. A significant precedent was the treaty that followed a long period of
conflicts with the Hittites, known as the "Hattusili Treaty" or the "Pearl Treaty.'"
Historians describe it as the first written international treaty of its kind in human history.
Key principles included the status of envoys and messengers, as well as the recognition
of their positions after establishing friendly relations. This also involved promoting peace
by guaranteeing the sanctity of each other's territories and updating alliances and mutual
defense. This treaty remained a model for drafting treaties due to its preamble, body, and
conclusion (Walad Hajjag, 2014, p. 18).

Regarding the Greeks, although the foundation of their society relied on resorting
to war and using force to resolve disputes, the Greeks established general rules to organize
diplomatic relations among their city-states. This included sending ambassadors,

implementing diplomatic immunity, and protecting foreigners. They also invented the

! The Egyptian-Hittite peace treaty was signed between Pharaoh Ramses II and Hittite King Hattusili III in the 21st year of Ramses
II's reign, around November 10, 1259 BC. Both rulers confirmed their agreement on peace between them and recognized each other
as equal partners. They pledged mutual military support against internal and external threats, and they also agreed to return "refugees"
to one another.
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method of holding regional conferences known as "Amphictyonic congresses," which
were considered the first form of international organizations (Walad Hajjag, 2014, p. 19).

In the Islamic community, as in the European community, diplomacy was
practiced both before and after the emergence of Islamic law, contributing to the
establishment of rules between Muslims and non-Muslims (Al-Shami, 2007, p. 22).

The origins of diplomacy date back to a historically earlier stage, where human
societies, even before the establishment of the modern state, relied on communication
with one another based on the exchange of interests and benefits (Blumann, 1989, p. 3).
Communication between tribes and clans later evolved into the exchange of goods and
products between nations and peoples, as well as the delineation and designation of
borders and the resolution of how to separate human settlements. This organization of
mutual benefits based on shared interests represents the earliest form of diplomacy
(Yusuf, 2020, p. 7). Thus, diplomacy has ancient roots, with 16th-century writers
believing that angels and messengers conveying messages were the earliest forms of
diplomacy (Nicolson, 1939, p. 16).

The earliest primitive societies engaged in relations with one another and sent
delegations to conduct negotiations aimed at settling disputes, as ongoing wars, a
common trait among tribes and clans, characterized those periods. Such conflicts would
be set aside during times of death and burial, when negotiations would begin among the
parties to end the war and resolve disputes. Additionally, the principle of diplomatic
immunity emerged in its initial form after messengers from one party were killed upon
their arrival (Sabareeni, 2008, p. 23).

The history of international relations among ancient peoples dates back to
approximately 3500-3000 BC. The division of human society characterized this era in
ancient world history into two central units: one in the Middle East controlling the Tigris
and Euphrates valleys, and the other controlling the Nile Valley. Surrounding each of
these areas were several cities and city-states, leading to the establishment of the first two
major empires in that region: the Chaldeans or Babylonians in Southwest Asia and the
Egyptian (Pharaonic) Empire in Northeast Africa (Aficrin, 2020, p. 429).

The Vienna Congress was a pivotal event that shaped diplomatic principles and
international relations in European history. Held in 1815, the Vienna Congress redrew the

borders of Europe that Napoleon had shattered. The participation of state representatives
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at the Vienna Congress was not limited to just them; representatives from private
institutions, such as newspapers, also played a role. The Vienna Congress inspired
international solidarity and later became a source of inspiration for numerous
organizations, including the League of Nations and the United Nations. For the first time,
all participating countries agreed that diplomacy enjoyed a specific legal status and was
a profession governed by rules. The congress categorized diplomatic representatives into
three groups: first, ambassadors (legatus), second, ministers plenipotentiary sent to the
king, and finally, chargé d'affaires at the foreign ministry.

In the modern era, following the end of World War I, the first international
organization with a global direction and political character was established: the League
of Nations. Although the League failed to achieve its goals due to conflicts with the
interests of major powers, this period witnessed the emergence of international and non-
international organizations at the global governance level, such as the Permanent Court
of International Justice, established in 1920. Regarding the United Nations, established
in 1945, the San Francisco Conference led to the formation of the United Nations, which
replaced the League of Nations. Notably, this period saw improvements and
modifications to the names of some organizations, such as the International Health
Organization becoming the World Health Organization, and the International Institute for
Cultural Cooperation becoming the United Nations Educational, Scientific, and Cultural
Organization (UNESCO). New international organizations were also established, such as
the International Civil Aviation Organization, the World Bank for Reconstruction and
Development, and the International Monetary Fund. Membership in some organizations
was restricted to many countries typically located in a specific geographical area, and this
trend intensified, especially after many countries gained independence since 1945 (Walad
Hajjag, 2014, p. 27).

With the advancement of communication and technology, as well as the increasing
number of actors on the international stage, the concept of public diplomacy emerged. It
first appeared in 1965 in the writings of American scholar Edmund Kuhlmann. Public
diplomacy is defined as "the act of persuading people in targeted countries to seek to
change their governments' internal and external policies, creating a conducive
environment for a public that advocates for foreign policy goals and national interests."

Public diplomacy seeks to influence and mobilize global public opinion in support of a
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foreign state's foreign policy objectives, enhance the state’s image through cooperation
with its people, foster mutual understanding, and cultivate constructive relationships to
promote a secure global environment (Cif¢i, 2020). Others have defined it as "all the
means that states use to influence the opinions of citizens in foreign countries"
(Mohammed, 2020, p. 7).

Public diplomacy is considered the interactive dimension of traditional
diplomacy. It includes public diplomatic activities in culture, media, and education
(Report of the Defense Science Board Task Force on Managed Information
Dissemination, 2001, p. 17). Public diplomacy encompasses several forms, including
cultural diplomacy (the presence of cultural centers of a state in the host country),
educational diplomacy (through scholarship programs and student exchanges),
humanitarian diplomacy (by sending humanitarian and economic aid during disasters and
crises), as well as conference diplomacy and trade and economic diplomacy (conducted
through trade exchanges and chambers of commerce). Many studies argue that both
public diplomacy and traditional diplomacy complement each other rather than compete
(Abdul Aal, 2018, p. 3).

Evolution of geopolitics and new communication technologies have greatly
transformed diplomacy from ancient exchange of emissaries to the modern statecraft. In
tracing the history of diplomacy, although the early examples of bilateral diplomatic
protocol were established by ancient civilizations, Egypt and Mesopotamia most
importantly, modern diplomacy doesn’t evolve until the Renaissance and the
Enlightenment, coming to bear in the 1815 Vienna Convention, then the 1961 Vienna
Convention on Diplomatic Relations when diplomatic immunities and descriptions were
legalized. Diplomacy has become gradually depersonalized, de-monarchic,
institutionalized, and professionalized (Bull, 1995, p. 156). In the 20th century, the
growth of multilateral diplomacy in organizations such as the United Nations was, in fact,
a function of how diplomacy itself evolved, from managing state-to-state war and peace
to coordinating global governance. Moreover, media ideology and perception increased
significantly during the Cold War era and formed the basis for public diplomacy as a
structured strategic tool. Public diplomacy was a mechanism designed not only to convey
the interests of the state but also to legitimate these through interaction with a global

audience (Snow & Taylor, 2009, pp. 13—-16). Then we turned the corner where the soft
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power tools—culture, education, broadcasting—became as important as actual
negotiation. Their development over the past decades with digital technologies has been
normative. “Digital diplomacy” is the term used to describe how social media, data
analytics, and virtual engagement have “fundamentally changed how states conduct
foreign policy, reach publics and manage crises in real time with prospective and actual
enemies without the restrictions of the prevailing technologies” (Manor, 2020, p. 11).
Consequently, diplomacy in times like these is marked at once by its ancient roots and its
modern revitalizing program that integrates a dynamic, technology-focused world of

globalization and information interdependence.

1.1.3. Types of Diplomacy

Diplomacy varies based on the following criteria:

e In Terms of the Number of Parties:

- Bilateral Diplomacy: This refers to diplomacy between two states.

- Multilateral Diplomacy: This involves a group of states through conferences
or international organizations, a type that has existed since the League of Nations to the
present day.

¢ In Terms of the Nature of Relations:

- Secret Diplomacy: This occurs behind the scenes and keeps its results
confidential.

- Public Diplomacy: This is evident immediately upon its conclusion, even if
negotiations were conducted privately. In this regard, it is noteworthy that the founders
of the League of Nations sought to eliminate the era of secret diplomacy that had long
been practiced, as the establishment of the League and its councils, as well as treaties
concluded among those states, were linked to their publication under the threat of
nullification (Al-Dabbas & Malindi, 2018, p. 11).

e In Terms of the Means Used:

e There is peace diplomacy, which is based on negotiations between the
concerned states, and this is the fundamental approach. Additionally, there is violence
diplomacy, also known as gunboat diplomacy, which manifests when a state achieves

its objectives through coercive and violent means, including war, which some consider a
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continuation of the state's diplomatic activity in a different arena than negotiations (Al-
Dabbas & Malindi, 2018, p. 12).

- Other Types of Diplomacy:

In addition to the types above, it is essential to mention some scattered types, the
most significant of which are:

o International Organization Diplomacy: This is characterized by its
continuity through the permanent missions of states to international organizations and is
governed by legal principles derived from the organization's founding charter.

e Crisis Diplomacy: This refers to diplomatic activities directed at resolving an
urgent international crisis, serving as an alternative to war and a means to alleviate
tensions between states.

o Psychological Diplomacy: This is based on understanding the weaknesses in
the negotiating party's positions to control the negotiation process.

e People's Diplomacy or Media Diplomacy: Traditionally, diplomacy was
primarily conducted between governments. However, with the emergence of
communication media, states now attempt to establish direct relationships with people. This
is referred to as "media, public, or people's diplomacy." In this type of diplomacy, the
diplomat must be well-versed in computer science, information technology, media,
economics, and other relevant fields. Currently, popular diplomacy is considered one of the
most significant concepts in political communication, with the standard for traditional
diplomacy being the duration it takes to achieve its goals, which is often shorter for popular

diplomacy (Seven & Ingenhoff, 2018, p. 363).

1.2. DIGITAL DIPLOMACY AND ITS DETERMINANTS

The world has witnessed a tremendous development in information and
communication technologies over recent years, which has fundamentally impacted many
aspects of our lives. Diplomacy has also experienced its share of these changes, particularly
with the emergence of the concept of digital diplomacy, which is the practice of
international relations in the digital age. Considering this, this section discusses digital

diplomacy and its key determinants.
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1.2.1. The Concept of Digital Diplomacy

With the technological and digital revolution, the various generations of the internet,
and its expansion and proliferation in the region and worldwide, all aspects of life, work,
behavior, and ways of thinking and approaches have been affected. One of the arenas or
fields impacted is politics and its interactions (Zumrud, 2019, p. 18), as well as the influence
and significantly altered diplomatic relations, even leading to the formulation of new types
of diplomacy to keep pace with the substantial development in digitization and the realms
of communication, influence, and emerging actors (Sheikho, 2022, p. 4). In this context,
this section addresses the concept of digital diplomacy.

Known also as e-diplomacy or cyber diplomacy, digital diplomacy encompasses
diplomatic activities and foreign policy goals achieved through digital technologies, and
more specifically, internet-based platforms. Digital diplomacy is generally a synonym for
e-diplomacy. This term refers to the use of digital tools (and particularly social media,
websites, data analytics, and virtual conferencing) in a strategic way to bolster
communication between governments, global publics, and nonstate actors. ‘Digital
diplomacy’ denotes a shift in the communicative logic of diplomacy, focusing on the goals
of transparency, speed, and engagement in commercial diplomatic practice, as opposed to
confidential negotiations (Bjola & Holmes, 2015, p. 5). What it allows embassies and
diplomats to do is speak directly to foreign audiences, manage crises in real-time, promote
soft power, and counter misinformation. Yet, digital diplomacy is not just a matter of IT
upgrading; rather, it is a renegotiation of diplomatic norms, bringing with it new ethical,
institutional, or security difficulties. Digital diplomacy facilitates a transition of diplomacy
from a standalone activity to a networked and data-driven approach, enabling diplomats to
be data analytically adept in their content creation (Manor, 2020, p. 12). Moreover, digital
tools tend to both extend diplomatic reach and put governments’ communications under
public light with the threat of cyber attacks, thereby producing a landscape of both
opportunity and vulnerability. Viewed through this lens, digital diplomacy is both
operationally repetitive and operationally changing traditional diplomacy in response to the

dynamics of the digital age.
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1.2.2. Definition of Digital Diplomacy

Despite its increasing importance, there is currently no official definition of digital
diplomacy. Although some organizations have made efforts to define the term specifically,
it is often used in an ambiguous manner. Due to the lack of a clear definition, academics
have approached digital diplomacy in various ways, focusing on topics such as
cybersecurity, social media, and internet governance. Another factor contributing to this

lack of clarity is the fact that many terms for digital diplomacy are used interchangeably.

nmn nn

Academics have used phrases like "cyber diplomacy," "network diplomacy," "electronic
diplomacy," and "Twitter diplomacy" interchangeably. While these terms have nearly
identical meanings, each prefix refers to a different aspect of the subject and should be used
appropriately (Jabbarli, 2023,p.6).

This term first emerged effectively on the international stage in 2001, where some
researchers defined it as "the use of social media and websites by a government for its
foreign objectives and to pursue its traditional policies through this medium" (Mohammed,
2018, p. 66).

Digital diplomacy has also been defined as the optimal and increasing use of
information and communication technologies, digital techniques, and platforms of social
media such as Twitter, Facebook, and Weibo by states to engage with local and foreign
audiences, achieve their foreign policy objectives, present their positions toward the
international community, and conduct traditional public diplomacy. Those who adopt this
definition believe that only the medium has changed, while the content remains the same.
Instead of communicating with the public through radio or other audio communication
methods and broadcasting, it is now possible to connect with local and international
audiences via channels like Twitter (Radwan, 2024, p. 6).

Vargas Hanson proposed a similar definition, describing digital diplomacy simply
as "the use of the internet and new communication technologies to assist in achieving
diplomatic goals" (Abdel Sabour, 2021, p. 3).

Political researcher Ivan Potter defined digital diplomacy as a term that refers to
diplomatic practices through digital technologies and networks, including the internet,
mobile devices, and social media channels (Abdul Aal, 2018, p. 5).

The U.S. government defines it as "the use of social networks in diplomacy to

facilitate interaction between diplomats and internet users in host countries." Academics
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define it as "a branch of public diplomacy aimed at communicating with broad sectors of
society in foreign countries instead of just the political elite, and it refers to the extensive
use of information and communication technologies, including new media, social networks,
and other online media in diplomacy" (Abdul Aal, 2018, p. 9).

Meanwhile, the French Ministry of Foreign Affairs sees it as "an extension of
diplomacy in its traditional sense, based on the inventions and patterns of use resulting from
information and communication technologies" (Abdel Sabour, 2021, p. 7).

This growing academic interest in digital diplomacy, then, is lacking in a universal,
universally accepted definition. It is contended that, like the term 'digital diplomacy', as a
term, is constantly in motion—conceptually at least—evolving as both technology and
politics change. Digital diplomacy is described as “channeling the Internet and digital
platforms to affect public opinion abroad and to steer foreign affairs beyond formal
diplomatic contact” (Seib, 2012, p. 108). A broader approach defines digital diplomacy as
“a series of strategic communication practices that use digital tools to improve a state’s
ability to influence, respond and gain legitimacy” (Bjola & Pamment, 2018, p. 3).
Moreover, definitional ambiguity is further exacerbated by the fact that e-diplomacy, cyber
diplomacy, and social media diplomacy—among other cognate concepts—bleed into and
overlap with this term, all of which highlight distinct forms, aims, and institutional
frameworks. To date, perhaps the royal pronouncement with the greatest influence on the
English language appeared in 1382, when King Charles VI of France declared that French
and not the dialect spoken by Englishmen would be used in Francophone regions. It is not
a semantic-only distinction but one that arises in conjunction with assumptions about the
purpose, function, and norm change associated with diplomacy in the digital age—
something that is either a technical tool, public relations strategy, or a sea change in
diplomatic norms . Although consensus on a ‘single definitive definition’ will be difficult,
there is a growing consensus among scholars that digital diplomacy is the practice (or
retooling of diplomatic practice) in which digital technologies are utilised to achieve foreign

policy goals more effectively and interactively.

1.2.3. Objectives of Digital Diplomacy

- To harness administrative and governmental knowledge, ensuring it is retained,

shared, and optimally used to achieve national interests abroad.
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- To maintain communication with audiences as they navigate online, utilizing
new communication tools to listen to key audiences and target them with key messages, as
well as to influence major online stakeholders.

- To assist in aggregating the vast flow of information and using it to better inform
policy-making and to help anticipate and respond to resulting social and political
movements.

- To establish direct personal communication channels with citizens traveling
abroad, with manageable communications during crises.

- To leverage the power of linking technologies in disaster response situations.

- To innovate techniques to maintain and promote internet freedom and openness,
which are tied to enhancing freedom of expression and democracy, as well as undermining
authoritarian regimes.

- To create digital mechanisms to utilize external expertise and harness it to
advance national goals, allowing for effective oversight, coordination, and planning of
international policy through government responses to the internationalization of
bureaucracy (Viona, 2018, p. 77).

- Governments worldwide use social media to establish strong bilateral
relationships with governments and audiences, encouraging all embassies to employ soft
power strategies for this purpose.

- To improve the state's image and change the mindsets of the target audience in
favor of the sending state, while countering ideological adversaries through the launch of
systematic online campaigns.

- Digital diplomacy aims to save time and resources, as it allows parties to
communicate directly through technological means without necessarily being physically
present.

- To combat media campaigns by hostile states online and to penetrate areas of
influence by infiltrating online to influence the audiences of competing countries, as well
as to counter the foreign cultural policies of adversarial states through social networks

(Abdel Sabour, 2021, p. 8).

1.2.4 Reasons for the Emergence of Digital Diplomacy

The digital revolution has changed the way diplomats operate and enhanced their

abilities to communicate and interact with the public and exchange knowledge. However,
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it has also presented diplomats with new challenges that were not previously encountered.
In light of this, this section discusses the reasons driving the emergence of digital
diplomacy.

e The Digital Revolution and Technological Advancement

The concept of digital diplomacy emerged and spread alongside the remarkable
advancements in the communication fields and the dominance of social networks, which
play an increasing role in all aspects of life. With these rapid changes, politicians and
diplomats had no choice but to keep pace with the necessities of the era and respond to
these transformations. Kings, presidents, leaders, ministers, ambassadors, and even
opposition figures quickly established official accounts on social media networks,
particularly on Twitter, which is considered the preferred platform for political and
diplomatic elites (Decision Center for Media Studies, 2019).

Digital diplomacy is regarded as one form of public diplomacy, defined as "those
activities aimed at conversing with the public through popular means to establish direct
relationships between peoples and gain their support." Therefore, digital diplomacy is
considered an extension of traditional diplomacy (Fouda, 2023).

- The Politicians' Desire to Improve the Image of Their Countries Among
Other Peoples

Digital diplomacy seeks to enhance a state's image among its people and achieve
foreign policy objectives through popular means. Politicians and diplomats have leveraged
social networks to foster free and direct communication and interaction with audiences
from various segments and nationalities. They have also utilized these platforms to connect
with counterparts in other countries and engage with various stakeholders and civil society
organizations within a framework of mutual dialogue and real-time interaction provided by
social media platforms. Digital diplomacy aims to enhance the state's image abroad and
achieve foreign policy objectives through popular channels, complementing rather than
replacing traditional diplomacy. It has brought senior politicians and diplomats down from
their ivory towers, encouraging them to engage with the public and dialogue with diverse
opinions and perspectives (Decision Center for Media Studies, 2019).

An example of effective social media use is Richard Moore, the former British
ambassador to Turkey, who actively utilized social media during his tenure. The

ambassador, who speaks Turkish and tweets in the language, successfully crafted a new
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public diplomacy image by continuously engaging with the Turkish people, particularly
through responses to those who criticize England (Bastan & Karagiil, 2021, p. 15).

- Taking Advantage of the Major Benefits of Digital Diplomacy

International practice demonstrates that the effective use of digital diplomacy tools
can yield significant advantages, benefits, and returns for those who invest in them. Digital
diplomacy does not always require high-cost financial investments; on the contrary, it often
aims to reduce costs. Consequently, digital diplomacy can enhance a state's work in
international relations and foreign policy more swiftly and cost-effectively (Abdul Aal,
2018, p. 9).

Today, government institutions, ambassadors, and active political figures with
Twitter accounts communicate not only with local audiences but also with foreign ones
(Kurt, 2018).

Additionally, it has enabled politicians to maintain communication with global
audiences in the virtual world and utilize new communication tools to listen to, engage
with, and influence the public through key online messages. This also enables the effective
use of the vast flow of information to improve policy-making processes, anticipate
emerging social and political movements, and respond to them. Furthermore, digital
diplomacy has enriched consular communications with the public and established direct
personal communication channels with citizens traveling abroad, facilitating
communication during crises (Abdul Aal, 2018, p. 10).

Not only does digital diplomacy make sense in terms of cost efficiency and
achieving scale to reach a broader audience, but it also offers the possibility for
governments to engage in real-time communication, manage their image, and build a
reputation, especially during crises. Digital diplomacy is described as "pivoting" towards
helping states respond to misinformation and provide their own narrative to defend national
interests (Bjola & Holmes, 2015, p. 88). Diplomats have also turned to using social media
platforms as vital arenas in which they can increasingly engage in ‘strategic framing’ to
help define or counter oppositional messaging. The U.S. State Department and the UK
Foreign, Commonwealth & Development Office (FCDO), for instance, have continuously
used Twitter and YouTube to promote values such as democratization and human rights,
as well as provide consular updates during emergencies, including natural disasters or

conflicts. Building long-term trust and influence is a relational process that involves
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engaging listeners, sharing, and understanding (Zaharna, 2010, p. 55). Moreover, because
the format is digital, data analytics can help track public sentiment—and, by extension,
diplomats can be made aware of impending protests, policy backlash, or changing attitudes,
allowing governments to adjust their foreign policy to accommodate these shifts in advance.
Digital diplomacy, then, is not merely a means of communication. When used properly, it
is a device of anticipatory governance, stakeholder engagement, and legitimacy claims in

the international sphere.

1.2.5 Determinants and Drawbacks of Digital Diplomacy

Digital diplomacy aims to project a contemporary image of the state and shape
perceptions among foreign audiences. This requires a set of components and factors;
however, this modern form of diplomacy is not without its drawbacks in practice.
Considering this, this section examines the determinants of digital diplomacy and the

negatives associated with its application.

1.2.5.1. Determinants of Digital Diplomacy
- The Ability to Innovate and Create

The advancements in communication and the internet have paved the way for a new
type of diplomat who needs specialized training focused on innovation and creativity.
Digital diplomacy no longer relies on traditional diplomatic mindsets that merely execute
orders; instead, it requires innovative thinkers capable of addressing the new challenges
that a state's foreign policy presents. This has led to the emergence of new terms, notably
"innovative diplomats." The Malta Conference emphasized that innovation requires a
distinctive cultural vision and an understanding of global changes, as well as how to
capitalize on the opportunities these changes present. Traditional diplomats often wait for
orders from their ambassadors or foreign ministers and operate within a rigid routine that
limits their ability to act on their ideas. Consequently, they are unable to confront rapid
global changes with creative solutions (Abdul Razak, 2011, p. 7).

The Yalta Conference indicated that actors who can build networks of followers on
Twitter or Facebook can play a significant role in shaping their country's relationships with
others and creating its image in the minds of the audiences they engage with. This role can
be more important than that of traditional diplomats, who are often constrained by a classic

professional culture (Wafi & Bou Achiba, 2019, p. 21). Therefore, there is a pressing need
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to educate and train diplomatic personnel in the use of social media, creativity, and
innovation in engaging with others and building the state's image (Saleh, 2022, p. 6).
- Level of Research

Research equips diplomats with the skills to foster their ability to build international
relations based on cultural insights and an understanding of the general mood of the
populace (Radwan, 2024). Scientific research enables diplomats to enhance their
capabilities in establishing international relations that exploit cultural data and understand
the sentiments of the people.

During the Stockholm seminar organized by the Swedish Ministry of Foreign
Affairs, participants emphasized the importance of diplomats recognizing that the new
diplomatic culture is based on digital participation. Diplomacy is no longer the exclusive
domain of professional diplomats who have been trained according to the traditional culture
of'the past, which focused on practicing diplomacy in formal contexts (Wafi & Bou Achiba,
2019, p. 22).

- Level of Participation

Digital diplomacy is based on the idea of digital participation; diplomacy is no
longer restricted to professional diplomats trained according to traditional, old-school
culture. Now, anyone can be a diplomat, as diplomacy has become open and interactive.
Therefore, diplomats require serious educational and training programs that enhance their
abilities to operate within the open context of diplomatic work (Saleh, 2022, p. 7).

- Level of Citizen Awareness

Digital diplomacy relies on the citizen as a key factor in building and changing the
image of the state in the minds of external audiences. The level of citizen awareness
determines the scope of activities that can be undertaken to achieve the goals of the state’s
public diplomacy, including digital interactions that facilitate connections between people
(Radwan, 2024).

In this context, many countries practice what is known as citizen diplomacy. The
American Center for Citizen Diplomacy considers it to have a significant impact on the
effectiveness of the economy, governance, education, and social entities worldwide. Thus,
this form of diplomacy aims to build networks of citizens capable of engaging in dialogue
and discussions with citizens from other countries to promote the state's values and build a

positive image for it (Wafi & Bou Achiba, 2019, p. 29).
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1.2.5.2. Drawbacks of Digital Diplomacy

Despite the numerous advantages provided by digital diplomacy, such as facilitating
rapid communication between states and enhancing international relations with high
efficiency, it also entails several drawbacks, the most important of which are:

- Security Threats and Risks of Cyber Attacks:

Digital platforms and websites are not adequately protected against security and
cyber threats. As a result, channels or pathways of digital diplomacy may be vulnerable to
breaches, exposing sovereign information, diplomatic communications, and existing inter-
state relations to risks of espionage or manipulation.

- Misuse of the Internet and Lack of Experience with Modern
Communication:

The nature of digital communication tools, along with their rapid spread and the
difficulty in correcting mistakes, requires users of digital diplomacy to exercise extreme
caution when publishing content, especially on social media. A single word, tweet,
comment, like, or image can have numerous negative repercussions.

e For example, a diplomatic crisis occurred in Cairo due to a tweet made by an
employee of the U.S. Embassy in Cairo on the Twitter account of the US Embassy Cairo
regarding the arrest of the Egyptian figure Bassem Y oussef, who was accused of insulting
Islam and former President Mohamed Morsi. This tweet provoked outrage among the
Egyptian public and government, prompting the Egyptian government to issue a statement
on its official account, stating, "It is inappropriate for a diplomatic mission to engage in
such negative political propaganda." This statement was directed at the embassy in Cairo,
The Daily Show, and Youssef himself. Following this crisis, the embassy was forced to
temporarily close its Twitter account on June 3, 2013, until the situation was resolved.
Determinants of Digital Diplomacy: Irresponsible Diplomatic Actions.

As noted by Hagerman (2013, p. 31), any irresponsible diplomatic action or
statement made through digital diplomacy tools can provoke an international crisis or create
tension between states. This highlights one of the significant drawbacks of digital

diplomacy.
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e Rapid Spread of Negative News:

The impact of digital communication has fundamentally changed the way
information about international crises is disseminated. What once took hours or days to
reach media outlets can now be broadcast instantly worldwide, not just via radio and
television, but also through the internet and social media. These platforms have eliminated
the element of secrecy in diplomacy. The immediate distribution of information about
events—whether near or far—can pose risks that outweigh the benefits. The era of
confidentiality has given way to an era of distribution, where ordinary citizens spend hours
reading, discussing, and critiquing government policies online, sharing their thoughts with
others. Unfortunately, the level of cultural awareness in communication through these
platforms is often low, exposing many political leaders and diplomats to insults,
provocative messages, and threats, which can lead to numerous conflicts. Furthermore, the
internet can provide a plethora of information from dubious or inaccurate sources (Rashica,
2018, p. 83).

e Ease of Identity Theft and User Anonymity:

Another negative aspect of digital diplomacy is the potential for users to remain
anonymous online. This allows individuals to impersonate others, causing harm to specific
individuals or entities. Such techniques can lead to complex crises arising from the
proliferation of conflicting and potentially false information, which can hinder leaders'
ability to manage subsequent crises. Therefore, social media platforms must enhance their
systems to verify the credibility of content sources (Muhammad, 2022, p. 23).

To mitigate the risks of the digital age, foreign ministries must train their diplomatic
and administrative staff on how to effectively utilize digital communication tools, thereby
minimizing the potential for harm and technical errors that may arise from the misuse of
these technologies. Additionally, employing permanent staff specialized in science and
technology matters within all diplomatic missions is crucial.

Diplomatic terminology has undergone significant changes with the development
of the field since its inception. Conceptions and terms vary depending on the modes of
communication among countries, cultures, and peoples, leading to the establishment of the
modern state. Diplomacy of today is about fostering international relations, protecting
national interests, and fostering world peace and stability. The political, economic, cultural,

and historical environments in which diplomatic decisions are made significantly impact
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the determinants of diplomacy. The latest form of diplomacy to emerge with technological
advancement is digital diplomacy. This newer form is founded on emerging determinants
of change that operate in and through the internet and social media. It has successfully
redefined the understanding of diplomacy from its conventional context to a web of
interconnected virtual areas.

Although digital diplomacy is extremely valuable in its function, it is related to
numerous disadvantages and risks. These risks entail the exposure of systems to intrusion
and attack by cyber intruders, as well as the spread of misinformation, malice, and
unverified information that can lead to the creation of global crises and political tensions.
To achieve maximum effectiveness when using digital diplomacy, it is necessary to
implement effective and robust measures and to provide professional experts to address
digital issues, thereby maximizing the benefits of using the tool to enhance a state's foreign
policy.

As stated in this chapter, various factors have contributed to the emergence of digital
diplomacy as a recent method of international diplomacy. Of these reasons, the most
significant one is the digital revolution that defines this time and age, in which digital
diplomacy has evolved in conjunction with the development of communication and the
proliferation of social networks. In turn, politicians and diplomats had no other option than
to match the needs of the time and react to these transformations and tendencies. There is
also a desire among these politicians to enhance their countries' image among other
individuals, as social networks have been utilized to facilitate free and unencumbered
communication and interaction with various segments of society and to present a
contemporary image of the state. Furthermore, the great benefits of digital diplomacy do
not require significant financial expenses and promote the state’s activity in international
affairs and foreign policy in a faster, more effective, and broader scope.

Therefore, the spread of digital diplomacy requires more attention to the technical
and technological capabilities of diplomatic staff. Foreign ministries in any country should
conduct training sessions, workshops, and courses aimed at developing the capabilities of
their diplomatic members in using the internet and social media, which will enhance the
skills of this group and strengthen their ability to create a positive international digital image

of the state.
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CHAPTER 2
THE IMPACT OF THE DIGITAL REVOLUTION ON DIPLOMACY

Humanity is living in an era marked by rapid and continuous technological
updates, resulting in significant changes across various aspects of our lives due to
remarkable advancements in technology. This monumental transformation is attributed
to what has come to be known as the digital revolution, which promises a series of
changes and technological updates that have led us into a digital world permeating every
facet of our lives (Muthana, 2024).

Considering this, this chapter addresses the impact of the digital revolution on
diplomacy through two sections. The first section explores the concept of the digital
revolution and its relationship with social media, while the second section examines
digital diplomacy, its various types, and its connection to social media, as well as its key

determinants.

2.1 THE CONCEPT OF THE DIGITAL REVOLUTION AND ITS
RELATIONSHIP WITH SOCIAL MEDIA

The discussion surrounding digital diplomacy is still in its early stages, but it is
gradually evolving into a more institutionalized dialogue. In Europe, for instance,
initiatives have been launched to explore this concept. The digital revolution encompasses
various factors and technological developments that have brought about a qualitative shift
in how society interacts with technology. In a short time, digital technologies have
enabled the transformation of information into digital forms that can be shared and
disseminated instantly and effectively. This change, like information and communication,
has fundamentally affected society, its way of thinking, and its interactions with the
surrounding world. Thus, this section explores the concept of the digital revolution and

its connection to social media.

2.1.1 Definition of the Digital Revolution

There is no doubt that the digital revolution has significantly changed our lives
and brought about tremendous transformations in all aspects of life. Digital technologies

have provided immense opportunities to enhance our lives and facilitate many daily
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processes and activities (Muthana, 2024). Considering this, this section discusses the
definition of the digital revolution.

- Concept of the Digital Revolution

The digital revolution refers to the rapid and profound changes occurring in the
fields of technology and communication, and their significant impact on all aspects of
contemporary life. This revolution is characterized by the development and proliferation
of knowledge and communication technologies, particularly the internet, which has
fundamentally transformed the way we interact with the world and with one another.

- Effects of the Digital Revolution

One of the most notable effects of the digital revolution is the significant change
in how knowledge is transmitted and processed. In the past, obtaining information
required considerable effort and a long time; one had to search through books and
magazines or rely on traditional media. However, with the spread of the internet, the
emergence of search engines, and social networks, it has become possible to access a vast
array of information sources quickly and easily (Muthana, 2024). Additionally, the
Digital Revolution's Impact on Communication and Social Interaction

The digital revolution has had a profound impact on communication and social
interaction. People can now interact across borders and around the world in the blink of
an eye. Communication methods such as email and instant messaging have evolved,
making interactions more effective and efficient (Drewish, 2017, p. 3).

With the rise of social media, the way people perceive the world and how they
communicate has undergone a complete transformation and continues to evolve. The
social media revolution has not only made it easier for governments and ambassadors to
connect with the public, but it has also heightened everyone's awareness of the direct
impact, whether positive or negative, of a single word, tweet, Facebook comment, video,
or image. A lack of knowledge regarding how to use new communication technologies,
the internet, and social media can lead to serious conflicts and various consequences,
including the ousting of politicians. From this perspective, the necessity and importance
of diplomats and statesmen receiving specialized training in using social media becomes
evident (Orhan, 2023, p. 16).

On the economic front, the digital revolution has changed business and trade

practices. E-commerce has proliferated, allowing people to buy and sell online with ease.
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Entire industries have been significantly impacted by the spread of technology, with
advancements in manufacturing and automation leading to increased productivity and
enhanced product quality (Muthana, 2024).

From a social perspective, one of the most prominent effects is the change in
lifestyle patterns. People are increasingly relying on technology in their daily lives, from
shopping and studying to entertainment and social interaction. Technological
developments have significantly influenced social habits and behaviors, and the

smartphone has become an indispensable part of people's lives (Drewish, 2017, p. 4).

2.1.2 The Concept of Social Communication and Its Types

Electronic diplomacy is an effective tool of foreign policy, being one of the
branches of public diplomacy that relies on updated knowledge and communication

technologies, particularly social media applications (Ghanimi, 2021).

2.1.2.1 The Concept of Social Communication

Social communication refers to how individuals and groups interact and exchange
information with one another through various channels and media. It encompasses both
traditional forms of communication and modern digital platforms, significantly shaping
public discourse and community engagement.

The Concept of Social Communication and Its Types. The term "social
communication" is considered controversial due to the overlap of suggestions and
approaches in its study, reflecting the technical development that has occurred in the use
of technology. It encompasses everything that can be utilized by individuals and groups
on the internet (Habail, 2014, p. 134).

Social media is defined as "a set of programs and tools on the network, used by a
user audience to exchange content, ideas, opinions, and viewpoints through a medium
that facilitates conversations and interactions among a group of people" (Al-Muhtasib
Center, 2016, p. 17).

Zaher Radi defines it as "a system of electronic networks that allows subscribers
to create their site, and then connect it through an electronic social system with other

members who share the same interests and hobbies." He adds that this interconnectedness
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has resulted in a form of media that differs from traditional media, known as "social
media" or "new media," which refers to all that can be used and exchanged in terms of
information by individuals and groups on the web (wafi&Bou Achiba, 2019, p. 24).

It is essential to note that the comprehensive definition of "social communication"
is closely tied to the concepts of social media and interactivity. Social media refers to the
media content characterized by its nature, exchanged between two parties, one being the
sender and the other the receiver. It also indicates "new methods of communication in the
digital environment that allow smaller groups of people to meet and gather online to
exchange benefits and knowledge, providing a platform for individuals and groups to
voice their opinions and those of their communities to the entire world" (Al-Rawi,
2016,p.4).

Interactivity refers to the communication message flowing in both directions
between the sender and the receiver. It is "a natural attribute of personal communication,
where the user on the network is not merely a passive recipient. Unlike traditional media,
new media offers more opportunities for the recipient to engage with the messages"
(Abbas,2023, p. 30), while simultaneously allowing the recipient to express their opinions
and comment on the message in real-time (Al-Dakhili, 2009, p. 62).

In light of the above, social media can be defined as platforms or applications that
allow users to create a personal blog on social networking sites, such as Facebook and
Twitter. This occurs within the scope of the World Wide Web, aiming to share data,
comments, documents, messages, images, videos, and other content that the user wishes
to display. Subsequently, users can connect with others, make friends, form groups, or
join existing networks of subscribers and users. Social networking begins with groups of
friends, university or school students, neighbors, colleagues, or family members,
facilitating the exchange of comments, opinions, and media materials. Communication
between the sender and the recipient occurs instantly and rapidly (Drewish, 2017, p. 14).

The Main Philosophy of Social Media The fundamental philosophy of social
media is that every member of these networks connects to exchange all types of
information, images, files, and ideas. Major companies design and program these services
to engage users and friends, share activities and interests, and search for interests and

activities among other people (Saleh, 2022, p. 3).
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Most current social networks are websites that offer a range of services to users,
such as instant messaging, private messaging, email, video, and other features. It is
evident that these social networks have caused significant changes in how people
communicate, share, and exchange information within communities. Millions of users
currently engage on these platforms, which are categorized based on their purposes; some
networks connect school friends, while others connect work colleagues, in addition to
microblogging platforms (Al-Qandla;ji, 2013, p. 338).

Ultimately, social media has helped many individuals find common ground with
others online, making the world seem more interconnected and accessible. It also plays a
crucial role in marketing strategies for companies, given the vast amount of time
individuals spend daily on social platforms and applications. Companies utilize these
platforms to find and interact with customers, increase sales through advertising and
promotion, understand consumer trends, and provide customer service or support.
Additionally, these platforms can enhance student education and build educational

connections in innovative and unique ways (Al-Jazeera Net, 2023).

2.1.2.2 Types of Social Communication
- Facebook

Facebook is considered one of the most significant and largest social media
platforms, boasting a vast number of users and integrating with numerous external
websites and applications. It is one of the earliest social networks, founded in 2004 by
American Mark Zuckerberg at Harvard University. Initially, the site was available only
to Harvard students, then expanded to include students from American universities,
followed by high school students and a limited number of companies, before reaching
Europe and various countries worldwide (Wafi & Bou Achiba, 2017, p. 21).

The founder of the site believes that Facebook is not just a tool or means of
communication, but a social movement. This platform provides individuals with the
opportunity to share and participate in knowledge about themselves, their interests, and
their videos and photos, to connect, get to know each other, and share and discover news,
among other things. Young people are considered the primary target demographic, as they

are the most frequent users of the platform (Al-Muhtasib Center, 2016, p. 26).
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One of the most notable advantages of Facebook is that it enables the easy and
rapid dissemination of information. Its benefits are evident in various fields such as
education, marketing, and business, in addition to maintaining constant contact with
everyone in the Facebook community and allowing users to find others with similar
interests through the platform. However, some of the downsides of Facebook include
privacy issues, as members' information can be sold to marketing companies and used to
target them with advertisements. It can also lead to electronic addiction, insomnia,
isolation, weakened family bonds, and reduced real-life communication with friends.
Furthermore, users face the risk of online bullying, identity theft, and breaches of personal
information (Al-Jazeera Net, 2023).

- X (formerly Twitter)

X offers a microblogging service that allows its users to send tweets about their
status, with a 140-character limit per message. Users can post directly on the site or send
short messages (SMS) or through instant messaging programs, which friends or followers
can read. Twitter emerged in early 2006 as a research development project by the
American company Odeo in San Francisco, before being made publicly available and
rapidly gaining global traction as a new service (Abd al-Aal, 2018, p. 11).

Twitter has evolved into a platform where political leaders, writers, and others can
connect with their audiences (Wafi & Bou Achiba, 2019, p. 31).

One of the main advantages of Twitter is its speed and ease of use. It can be
utilized for marketing and personal branding, and building networks in the business field
1s one of Twitter's key features, allowing communication with customers and competitors.
Additionally, Twitter can be used to obtain exclusive information regarding any preferred
activity.

Regarding the downsides of Twitter, the most significant include the prevalence
of harmful content, such as abusive comments or trolling. Moreover, hacking is
considered one of the most serious drawbacks of Twitter (Al-Jazeera Net, 2023).

- YouTube

YouTube was established in 2005 and allows its users to upload and view video
recordings, providing a platform for sharing video files (Wafi & Bou Achiba, 2019, p.
34).
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It is worth noting that the number of active social media users has surpassed 5
billion, accounting for approximately 62.3% of the global population as of 2023. A report
prepared by the media monitoring company Meltwater and the agency We Are Social,
based on figures collected by the digital consulting firm Kepios, indicated that the number
of social media users increased by 5.6% last year, surpassing the global population growth
rate of 0.9%. Facebook, owned by Meta, recorded the highest number of users at 2.19
billion. Instagram, also owned by Meta, ranked second with 1.65 billion users, followed
closely by TikTok, which reached 1.56 billion users. The report warned of the difficulty
in obtaining accurate figures due to the use of automated accounts or individuals using

multiple identities (Sky News, 2024).

2.2 THE EVOLUTION OF DIGITAL DIPLOMACY

The internet revolution has impacted all aspects of life, including international
relations. Diplomacy, as a tool of foreign policy, has also undergone significant changes
due to this revolution, altering the way people communicate and exchange information

globally through digital virtual means in any international environment (Radwan, 2024).

2.2.1 Context of the Evolution of Digital Diplomacy

Digital diplomacy relies on how diplomats and other professionals use digital
media to understand their online presence and leverage it to achieve their goals and
objectives, thereby fulfilling the foreign policy objectives of the states they represent.
Digital diplomacy was first described in 2001 and has since been considered a hot topic
in the corridors of international diplomacy. In light of this, this section examines the

context of digital diplomacy's evolution.

2.2.1.1 The Beginning of Digital Diplomacy

The rise of digital diplomacy over the past decade cannot be separated from the
technological context in which it has developed. To understand the evolution of digital
diplomacy and the challenges it still faces in the face of a changing technological
landscape, it is essential to highlight three key characteristics of the digital transformation

process, among other factors. The first characteristic is speed. The second important
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characteristic is cognitive impact. The third element is big data, which is the most
significant component of the digital revolution. A key component of digital influence is
the "network of networks," which digital diplomats are expected to create and manage
online to establish and enhance their online presence (Kirik, 2023).

The Impact of the Digital Revolution on Diplomacy. Countries have begun to use
the internet and digital technology to enhance their diplomatic capabilities. The digital
revolution has transformed the way diplomats operate, enhancing their ability to
communicate and interact with the public, as well as exchange knowledge. However, it
has also presented diplomats with new challenges that were previously unconsidered
(Fouda, 2023).

"Kasper Kelling" is often referred to as the first technological ambassador or
"techplomat" in the world. Denmark appointed him as an ambassador to virtual republics,
including companies specializing in smartphone manufacturing and social networks, in
September 2017 (Abu Deif, 2024).

However, the initial efforts to digitize diplomacy date back further. The attacks
on U.S. embassies in East Africa in 1998 revealed a lack of effective communication
between diplomatic channels. This same issue recurred following the September 11,
2001, attacks, which highlighted the necessity for coordination between diplomatic and
intelligence circles for effective performance. Consequently, Condoleezza Rice
introduced the term "transformational diplomacy," aimed at crafting a smarter foreign
policy by transforming traditional diplomatic institutions to serve new diplomatic
purposes. Hillary Clinton also spoke of the "art of smart power," referring to the transition
of government towards fostering less traditional relationships, emphasizing direct
engagement with people around the world. Zhuang and Luo wagered that blogging
platforms could improve the public diplomacy communications of the United States. At
the same time, Vichovski went so far as to classify those who refuse to use social media
as exhibiting professional misconduct (Cull, 2014, p. 16).

Major geopolitical powers have long engaged with Africa as a theater for great
power competition, particularly during the Cold War. Although China has also competed
for influence in Africa under Mao in the past three decades, its recent activities have
attracted scrutiny from Western powers regarding its renewed engagement with the

continent, especially in the economic sphere. During the Trump administration, Rex
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Tillerson (an American civil engineer and former Secretary of State from February 1,
2017, until March 31, 2018, who was dismissed by Donald Trump and succeeded by CIA
Director Mike Pompeo) warned African countries that Chinese investment came with
"mounting debt and few jobs, if any, in most countries" (Repnikova, 2022, p. 18).

The Development of Digital Diplomacy. In the context of digital diplomacy's
evolution, 150 personnel in the United States are working on 25 different forms of digital
diplomacy. The United Kingdom, which was the first to launch a dedicated website for
the Foreign and Commonwealth Office in 1995, announced a series of reforms aimed at
restoring Britain's diplomatic supremacy, as stated by Foreign Secretary William Hague.
These reforms primarily consider the requirements of the digital age (Pamment, 2016, p.
10).

Some argue that the internet is merely a communication tool that enhances
existing trends; both global terrorism and non-governmental organizations were
influential actors in international relations before the advent of the internet era. Despite
the ability of information technology to enable large numbers of people to participate
more easily in discussions on foreign policy, 80% of them show little serious interest and
lack a clear incentive to engage. Data indicate that from the end of World War II until the
beginning of the Cold War, most people lacked basic information about international
affairs. At the same time, they were more interested in issues that directly affect their
daily lives (health, economy, crime, education, and the relationship between social
formations). However, with the COVID-19 pandemic and its variants, the world has seen
that the internet and its virtual realm have become significantly influential in the affairs
of ordinary people, creating new behaviors among them (HaberAlternatif, 2020).
Additionally, "Zoom diplomacy" emerged, dominating both community and formal
diplomatic relations, following discussions about Facebook and Twitter diplomacy with
figures such as Barack Obama and Donald Trump (Sheikho, 2022, p. 3).

Digital diplomacy applications encompass social media platforms, virtual
conferences, and electronic platforms, as well as artificial intelligence, big data
technology, and data analytics. These tools enhance the ability of states to exchange
knowledge, negotiate, and implement decisions. Several advantages, including improved

communications, reduced costs, and time savings, characterize digital diplomacy. It also
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enables negotiators to communicate more effectively through various means, including

email, chat, video calls, and other applications (Fouda, 2023,p.4).

2.2.1.2 The Importance of Digital Diplomacy

Due to its significance and the qualitative advantages it offers, most countries
around the world now maintain official accounts and pages on social media for their
institutions, leaders, and officials, enabling them to represent the state, make official
statements, and communicate their positions. Twitter is the most favored platform among
world leaders and presidents, often described as an elite platform due to its appeal to
politicians and intellectuals (Abu Deif, 2024).

Thus, social media is no longer limited to being a means of conversation, opinion
exchange, and entertainment among followers; it has transcended this role to become an
important platform for political and diplomatic circles, reaching the point where leaders
and officials announce official positions and decisions through it (Manor, 2020, p. 3). For
instance, the U.S. Department of State has over 300 Twitter accounts tweeting in 11
different languages, along with nearly 400 Facebook pages. Approximately 1,000
American diplomats utilize digital diplomacy (Al-Qarar Center for Media Studies, 2019).

In this context, former U.S. President Donald Trump stated in an interview with
the Financial Times, "If it were not for the tweets, I would not be here," highlighting his
prominent use of social media (Mustafa, 2017, p. 17). He has a significant following on
Twitter, with 63.6 million followers, and relied heavily on the platform to manage his
2017 presidential campaign. Upon taking office, his tweets sparked widespread
controversy, leading to diplomatic crises with certain countries. He also used the platform
to attack his political opponents, which exposed him to considerable criticism, including
accusations of racism when he told two Democratic congresswomen to "go back" to their
countries of origin amid political disagreements (Fouda, 2023).

Former British Foreign Secretary William Hague launched an initiative called
"Meet the Foreign Secretary" via his personal Twitter account, inviting his followers to
tweet their ideas about issues they believe should be prioritized by the British Foreign
Office in the years to come. He promised to read the various submissions and potentially
meet with participants. Hundreds of people joined in, tweeting extensively to express their

opinions, demonstrating how social media can provide a platform for the public to engage
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in discussions about foreign policy. This initiative was a testament to William Hague's
belief in the importance of citizen participation in the political and diplomatic sphere and
fostering mutual interaction with them (Salah, 2022, p. 11).

Digital Diplomacy Initiatives: The Dutch government’s Twitter account allocates
a daily time slot from 8:00 AM to 8:00 PM to answer questions posed by followers. U.S.
President Donald Trump posts daily tweets that inform his followers about his meetings
and the topics to be discussed. Research has shown that such personal messages have
positive effects (Radwan, 2024).

It is noteworthy that the specialized site "Twiplomacy," which studies the social
media accounts of leaders and their engagement, stated that Barack Obama was the first
world leader to use Twitter for political purposes, rather than for social communication,
when he was a senator from Illinois in 2007 (Al-Qarar Center for Media Studies, 2019).

The use of social media is increasing among both national and international
governments and organizations, enabling more actors to engage with foreign audiences.
The proactive use of social media by international actors can help achieve foreign policy
goals and manage their image and reputation (Theander,2021, p. 7).

In this context, several Arab countries have also opened more to digital diplomacy.
The UAE Ministry of Foreign Affairs and International Cooperation, in collaboration
with the Ministry of Culture and Knowledge Development, launched the initiative
"Digital Cultural Diplomacy," the first of its kind in the region. This initiative aims to
showcase key success stories and Emirati creativity, as well as cultural and heritage
landmarks and achievements in the fields of culture and arts, covering audiovisual arts,
performance arts, creative arts, music, and architecture. It also highlights prominent
Emirati figures who have made significant contributions to the service of the UAE or
achieved tangible accomplishments in various fields, including politics, culture,

economics, society, and sports (Salem & Al-Harithi, 2020, p. 405).

2.2.1.3 Fields of Digital Diplomacy
e Cybersecurity Diplomacy:
With the increasing focus on cybersecurity and the remarkable rise in

cyberattacks, countries, especially developing ones, need assistance in countering these
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threats. Cybersecurity diplomacy can aid nations in areas such as cybersecurity, service
transfer, knowledge sharing, and collaborative work (Al-Mutairi, 2022).

« Digital Services Diplomacy:

This encompasses everything related to government services, from legislation and
digital standards to design, programming, and products and services. Digital services
diplomacy can enhance strategic relationships between countries (Fouda, 2023).

e Data and Information Diplomacy:

The big data owned by each country is a significant national asset, akin to crude
oil. Analyzing big data involves processes similar to refining oil, designing digital
solutions and services, marketing them, and utilizing them within a well-structured
diplomatic plan to enhance the storage, sharing, and use of available information in line
with national interests (Albayrak, 2023, p. 5). This is like producing and selling petroleum
products through a well-organized supply chain. Without data diplomacy, a country
cannot effectively control and counter the giant companies that hold user data (Decision
Center for Media Studies, 2019).

« Digital Embassies:

Digital embassies enable beneficiaries to access digital services seamlessly,
thereby reducing the administrative burden on embassy officials, who can then focus on
their core diplomatic work, represent their country, and build impactful relationships.
Additionally, they significantly reduce the management and operation costs of these
services and integrate them with local national services. They also enable remote services
to citizens in countries where physical embassies are not available (Al-Mutairi, 2022).

One of the latest examples in this context is the establishment of the first digital
embassy. As you may recall, Danish Foreign Minister Anders Samuelsen announced in a
statement to the Politiken newspaper on January 26, 2017, that Denmark would be the
first country to appoint "digital ambassadors" for technology companies such as Google,

Apple, and Microsoft (Ozdal, 2020).

2.3. SOCTAL MEDIA AND DIGITAL DIPLOMACY

Digital diplomacy has evolved beyond being just a new tool in the toolkit for
influencing nations; it increases the ability to interact with the public and engage actively

with them, allowing a shift from monologue to direct dialogue. Digital technology has
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provided diplomats with the opportunity to communicate with the public and respond to
posts that reflect certain realities through their social media accounts (Radwan, 2024).

Considering this, this section addresses social media and digital diplomacy.

2.3.1. The Role of Social Media in Digital Diplomacy

Social media has evolved from a platform for entertainment to one that serves
cultural, social, and political purposes. With the increase in the number of users, it has
become a fundamental tool in shaping foreign policy, marking a shift in diplomatic work
from traditional diplomacy, which is centered on relationships between governments, to
digital diplomacy focused on influencing people (Wafi & Bou Achiba, 2019, p. 26).

Social networks have become the most important means of public diplomacy,
enabling direct communication with audiences through the vast online space used by
billions of people worldwide, regardless of their age or affiliation. This has led to the
emergence of the term “digital diplomacy,” prompting many countries to establish
dedicated departments for digital diplomacy within their foreign ministries and
presidential offices (Abdel Aal, 2017, p. 12).

Considering this, some countries have presented training programs for diplomats
on the use of digital diplomacy as a significant aspect of future diplomacy. Switzerland
organized a series of seminars in 2012 titled "E-Diplomacy Day," which involved 100
diplomats studying the impact of the internet on the diplomatic profession and how
diplomats can operate in the internet age. The Swiss permanent representative to the
United Nations, Alexandre Fasel, shared Switzerland's experience in utilizing electronic
tools to coordinate bilateral diplomatic initiatives, underscoring the necessity of training
diplomats to use these tools, which will shape the future of diplomacy (Westcott, 2008,
p. 16).

According to a report from the Istanbul Center for Digital Affairs, which measured
the performance of digital diplomacy for 210 foreign ministries worldwide in 2016, the
top ten countries in digital diplomacy were ranked as follows: France in second place
after England, followed by the United States, Russia, the European Union, the Vatican,
India, Mexico, and Switzerland (Abdel Aal, 2018, p. 8).

Since 2019, the global ranking of countries using digital diplomacy has been as

follows:
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. United States
United Kingdom
France

Russia

Vatican
Germany

Japan

Canada

Israel (Sheikho, 2022, p. 7).
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Reports continue to confirm the growing interest in digital platforms by world
leaders and governments, with an increase in followers and engagement levels, making
these platforms vital sources for obtaining the latest news and information (Adawi, 2022,
p. 656), as well as influencing global public opinion to serve the foreign policy interests
of states (Abdel Aal, 2018, p. 9).

This highlights the fact that "digital diplomacy," through social media platforms,
provi