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ABSTRACT 

 
An Exploration of Consumer Experiences  

in the Age of Artificial Intelligence:  

Perception of Being Observed  

 

       Deniz Lefkeli 

Doctor of Philosophy in Business Administration 

August 2, 2022 

 

This dissertation explores consumers’ experiences in the age of artificial intelligence 

and identifies a phenomenon, the perception of being observed, which evolved with 

the rapid transformation of the social environment with the technological revolution. 

I use the term “being observed” to refer to the instances where consumers think that 

they are being recorded, watched, or tracked by other parties that can be people or 

companies. Consisting of three essays, this dissertation aims to provide an 

understanding of what it means “to be observed” in the digital age, identify 

antecedents and consequences that are important for consumers’ wellbeing and 

companies’ success. 

 

Essay 1 provides an understanding of the perception of being observed. 

Identifying the technology anxiety, self-consciousness and privacy concerns as 

antecedents, this research develops a scale to measure the extent to which individuals 

think that they are being observed. Further, it demonstrates that people who think 

that they are being observed are more sensitive to the data collection practices and 

protective of their data through limiting their information disclosure. Essay 2 

explores an important outcome of being observed by companies for building 

successful relationships with consumers. The findings of this research show that 

being observed by companies decrease consumers’ willingness to engage with the 

company, and use their resources such as time, money, and data in their interactions. 

Being observed by companies implicates that one’s data, which is a resource, is being 

utilized by companies without reciprocity.  
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This, in turn, makes consumers be more protective of their available resources. 

Making the interaction more reciprocal can mitigate the effect. Essay 3 focuses on 

the consequences of the use of privacy notices, which are integrated into consumers’ 

lives with the General Data Protection Regulations in 2018. This research shows that 

privacy notices decrease consumers’ willingness to use websites and applications, 

and purchase products. The underlying mechanism is that privacy notices make it 

salient to the consumers that they are being observed by companies, which prompts 

people to calculate the benefits and costs of these observations for both parties. This 

calculus results in the idea that companies benefit more than consumers, which, in 

turn, decreases perceived customer orientation of the company, reducing usage 

intentions. 

 

Overall, this dissertation contributes to the consumer behavior literature through 

enhancing our understanding of consumers’ experiences evolving with the 

advancements in technology and providing important managerial and public policy 

implications.  
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ÖZETÇE 
 

Yapay Zekâ Çağında Tüketici Deneyimlerinin İncelenmesi: İzlenme Hissi 

 

Deniz Lefkeli 

İşletme, Doktora 

2 Ağustos 2022 

 

Bu tez tüketicilerin yapay zekâ çağındaki deneyimlerini inceleyerek izlenme hissini 

tanımlamaktadır. Teknolojik devrimle hızla değişen sosyal çevrenin bir sonucu olan 

izlenme hissi, tüketicilerin diğer insanlar ya da şirketler tarafından kaydedildiğini, 

izlendiğini, takip edildiğini düşündüğü durumları kapsar. Üç bölümden oluşan bu 

tezin amacı dijital çağda izlenme hissinin ne olduğunu tanımlamak, bu hissin 

nedenlerini bulmak, tüketicilerin iyiliği ve şirketlerin başarısı için önemli olabilecek 

sonuçları ortaya çıkarmaktır. 

 

Birinci bölüm izlenme hissiyle ilgili genel bir bilgi verir. Teknoloji kullanım 

endişesi, öz bilinç ve gizlilik endişesinin izlenme hissini arttırdığını gösterir. 

Bireylerin izlenme hissini ölçmek için bir ölçek geliştirir. Ayrıca, bu bölümün 

sonuçları izlenme hissi yüksek olan tüketicilerin şirketlerin veri toplamasına karşı 

daha duyarlı olduğunu ve bilgi paylaşımını sınırladığını gösterir. İkinci bölüm 

izlenme hissinin şirketlerin tüketicilerle başarılı ilişkiler kurabilmesine dair önemli 

sonuçları olduğunu gösterir. Bu araştırmanın sonuçları şirketler tarafından izlenince 

tüketicilerin etkileşimlerini azalttığını, daha az zaman, para ve veri kullandığını 

gösterir. Tüketicilere göre şirketler tarafından izlenmek, herhangi bir karşılık 

almadan veri kaynaklarının kullanılması demektir. Bu da tüketicileri kendi 

kaynaklarını korumaya iter. Etkileşimi karşılıklı hâle getirmek olumsuz etkileri 

azaltabilir. Üçüncü bölüm 2018’de Genel Veri Koruma Tüzüğü ile tüketicilerin 

hayatına dahil olan gizlilik bildirimlerini incelemektedir. Araştırmanın sonuçlarına 

göre gizlilik bildirimleri tüketicilerin internet sayfalarını ve uygulamaları kullanma 

isteğini ve bu sayfalardan ürün alma niyetini azaltmaktadır. Bunun nedeni de gizlilik 

bildirimlerinin tüketicilere şirketler tarafından izlendiğini fark ettirmesidir. Bu 

farkındalık tüketicilerin hem kendiler hem de şirketler için kâr-zarar analizi 

yapmasına neden olur.  



 

 v 

 

Bu analizin sonuncunda da şirketlerin kendilerinden daha çok kâr ettiğini 

düşünür. Bu da şirketin ne kadar tüketici odaklı algılandığını ve tüketicilerin 

kullanma isteğini azaltır. 

 

Genel olarak bu tez teknolojinin gelişimiyle değişen tüketici davranışlarını 

anlamamızı sağlayarak tüketici davranışları literatürüne katkıda bulunur. Şirketler ve 

kamu politikaları için önemli çıkarımlar sağlar. 
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Chapter 1 

 

INTRODUCTION 

 
Imagine a consumer Jane who is roughly around your age and lives in the same area as 

you. In the morning, she wakes up at 8.00 a.m. thanks to her Apple Watch that tracks her 

sleeping routine. Google Maps informs her about the traffic while she is going to her 

office. After work, she comes back to home while listening to the songs that Spotify 

suggests based on the albums that she liked. Right after sunset, the lamps in her living 

room automatically turn on and she adjusts the brightness and color of the light bulbs to 

match her mood with the smart lighting system while watching a movie that Netflix 

suggests. She occasionally uses incognito browsers, covers the webcam of her computer, 

and does not give consent to cookies if she does not trust the website provider. She tries 

not to provide personal information on the phone, and she even feels uneasy about talking 

on intimate topics when her phone is by her side. She does not share many posts on social 

media regarding the details of her personal life. At the time of writing this dissertation, 

many consumers have similar routines to Jane. In every aspect of their lives, they use 

various forms of technology embedded with big data tools that capture information 

directly or indirectly, with or without consent and awareness of the consumers, providing 

an opportunity for companies to identify and predict behavioral patterns, and target each 

consumer individually (Ghosh and Moorthy 2015). For companies, big data can bring big 

profits (Walker 2015); however, the consumer-related outcomes of the data collection 

practices have remained unexplored. In this dissertation, I propose that the extensive use 

of big data brings along the need to explore consumers’ side of the story and points 

towards a concept that evolved with the advances in technology: the perception of being 

observed. The motivation behind the topic of interest of this dissertation stems from the 

technological transformation that happened in the social lives of consumers in the last 

decade, recent events that increased consumers’ awareness of data collection and use, and 

the academic approach towards being observed. 

Data has become the most powerful resource in the ever-growing world of 

technology; however, consumers do not seem to understand the value of their personal 

data (Beresford, Kübler, and Preibusch 2012; Carrascal et al. 2013; Winegar and Sunstein 

2019) or exert control over the release of personal information (Brandimarte, Acquisti, 
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and Loewenstein 2012; John, Acquisti, and Loewenstein 2011). Despite their 

recklessness in sharing data, consumers have seen how their data could be used for 

monitoring or manipulation purposes. Last decade has witnessed major data scandals 

showing that even the data that people willingly share online, not to mention the 

information that people release without awareness, can be transformed into a tool that 

manipulates people’s ideas, attitudes, and behaviors. In 2010s, the confidential documents 

leaked by Wikileaks, a non-profit media organization that broadcasts censored materials 

which have political, ethical, or historical importance, revealed that CIA hacked 

computers and smartphones, and developed programs to attack televisions for monitoring 

purposes (MacAskill, Thielman, and Oltermann 2017). In 2018, Cambridge Analytica, a 

political data firm working with Donald Trump’s election team, used data collected from 

the Facebook pages of millions of American voters to predict and influence their votes 

(Graham-Harrison and Cadwalladr 2018), which made an overwhelming impression in 

media. Even documentaries were made about this incident such as The Great Hack. In 

2020, WhatsApp, one of the major mobile messaging applications, announced that it 

would share user data with Facebook. This change in the privacy policies caused a protest, 

leading a great number of people to delete the application and search for alternatives that 

were allegedly more protected such as Telegram and Signal (Murphy 2021). In fact, 

Facebook was the owner of WhatsApp, so the party that collected, stored, or used the data 

was the same. This incident changed the perception of consumers rather than their actual 

experience, and made them think that they were being recorded, tracked, watched, in other 

words, observed all the time. Finally, in 2021, Pandora Papers revealed the offshore 

accounts of politicians, celebrities, and executives in a global scale, which still has 

repercussions. These incidents suggest that personal data have been collected extensively 

by various parties and used for numerous purposes; however, individuals do not know the 

extent to which they are being recorded by companies and governments and whether the 

collected data may be uncovered at some point in future. More critically, these incidents 

have increased the awareness of consumers’ regarding the data collection practices of 

companies and made them think about the possibility that their actions might be observed 

by other parties.  

Several research streams, especially in psychology and marketing fields, have 

explored how people behave when they are being observed by other people (e.g., Argo, 

Dahl, and Manchanda 2005; Froming, Walker, and Lopyan 1982; Gangestad and 

Snyder 2000; Steinmetz, Xu, Fishbach, and Zhang 2016; Triplett 1898; Zajonc 1965). 
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Building on the findings of the research on social influence, this dissertation explores 

how people behave when they think that they are being observed by companies. I 

propose and provide evidence that the change of observer from people to companies 

creates a non-interactive, non-social form of social influence that can have important 

consequences for both consumers and companies. The reason why the new observer, 

which is the company, has an impact on consumer behavior is that how people act when 

they disclose information aligns with the idea that the other party is human (Jagadish 

2020). This dissertation conceptualizes “being observed” as a form of passive 

information disclosure through which companies collect data from consumers and 

shows that consumers react negatively when they are observed by companies in the 

marketplace.  

Substitution of humans with corporations implies several changes in the nature 

of observation. First, the memory capacity of a company is not bounded by limits 

similar to humans, as companies heavily invest in data collection and storage 

technologies (Gusher 2022). Second, the collected data can be used or misused by the 

company or third parties now or in future. Third, both the company can have access to 

previous data related to consumers, and consumers can also be reminded of what they 

have done in the past. These characteristics; namely, the pervasiveness of data 

collection, uncertainties in the collection, storage, and subsequent usage processes, and 

perpetual existence of the records of one’s actions, influence what consumers think and 

how they act when it is salient to them. More specifically, they make consumers 

attribute power  to companies in the sense that they have a belief about companies’ 

ability to utilize their resources without providing something in return or benefit from 

collecting their data more than they do, as suggested by our findings. In fact, consumers 

have already adapted to being observed in certain settings with specific goals, such as 

being recorded by CCTV cameras in a store for security purposes. Further, they may 

expect to be observed in their interactions with some companies such as Amazon or 

Facebook which are notoriously known for the extensive use of data collection 

technologies. In a way, being observed has become the default in various contexts, and 

“not being observed” can cause suspicion, raise questions, and be considered 

unexpected. However, the findings of this dissertation show that even when consumers 

expect to be recorded and being observed can make them better off, the perception of 

being observed still leads to an aversive state which decreases consumers’ intention to 
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use a service or purchase a product, negatively impacts their inferences about the 

company, and evokes a protective mindset. 

 

Focusing on the age of artificial intelligence and its marketplace transformations 

and providing insights into the outcomes of extensive data collection of companies, this 

dissertation brings up a new perspective on the exploration of consumer behavior in the 

digital age and contributes to the emerging research stream exploring consumer 

technology interaction. Using multiple methods including surveys, experimental 

designs, scale development techniques, and big data tools, and incorporating related 

research in consumer behavior and psychology, I explore the consumer-related 

outcomes of data collection practices and their marketing implications. My main 

proposition is that consumers think that they are being observed (i.e., seen, watched, 

recorded, tracked) by other parties (i.e., companies, governments, people) without 

knowing it for sure, which shapes their behavior. More specifically, Essay 1 provides a 

conceptual understanding of the perception of being observed, develops a scale to 

measure the phenomenon at the individual level, proposes its potential antecedents, and 

demonstrates some of its consequences in an experimental setting. Essay 2 explores 

how being observed influences customer engagement and provides insights regarding 

the potential mechanism through which it decreases customers’ willingness to spend 

their resources in their interactions with the companies. Essay 3 focuses on privacy 

notices, which make it salient to the consumers that they are being observed, and 

documents important consequences that can be critical for the success of the companies 

and the wellbeing of the consumers.  Table 1.1 provides an overview of these essays 

and Table 1.2. provides a conceptual framework of the dissertation. 
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Table 1.1: Overview of Essays 
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Table 1.2: Conceptual Framework of the Dissertation 
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Synopsis of Chapter 2: Being Observed in the Digital Era: Conceptualization and Scale 

Development of the Perception of Being Observed details the development of the 

perception of being observed scale. We define the perception of being observed 

consumers think that their actions are being observed (i.e., seen, watched, recorded, 

tracked) by other parties (i.e., companies, governments, people) regardless of the actual 

knowledge about the existence of it.  We develop a 10-item, uni-dimensional perception 

of being observed scale. Following the assessments of the scale, we conduct a series of 

studies to test the scale’s convergent, discriminant, nomological, and predictive validity. 

We show that technology anxiety, self-consciousness and privacy concerns predict the 

perception of being observed. Further, people who experience the perception of being 

observed are more conservative in information disclosure.  

 

Synopsis of Chapter 3: Quid Pro Quo: Being Observed by Companies Decreases 

Customer Engagement aims to provide insights regarding the outcomes of the ubiquitous 

use of recording practices in the marketplace. Across six studies, this chapter shows that 

being observed decreases customer engagement. Consumers become reluctant to engage 

with a company, share information, spend time or money on the products or services, and 

support the causes initiated by the company when they are being observed by the 

company. This effect is driven by a desire to protect one’s resources. As being observed 

implies a utilization of one’s data resources without reciprocity, consumers become more 

protective of their available resources when they are being observed by companies. The 

effect can be attenuated with interventions that can change the perceived reciprocity 

during the transaction. 

 

Synopsis of Chapter 4: Cui Bono? Exploring Consumers’ Responses towards Privacy 

Notices aims to provide insights into the consequences of the mandatory use of privacy 

notices. Across two field studies, three surveys one of which was conducted with 

executives, and four experiments, this chapter shows that consumers react negatively 

towards privacy notices; their intention to use an application and a browser or to purchase 

a product decreases. The reason behind this effect is that privacy notices make it salient 

to the consumers that they are being observed by companies. This, in turn, makes them 

calculate the benefits and costs each party receives. This calculus results in the belief that 

companies benefit from tracking practices more than consumers. The disproportion of 

benefits in favor of companies decreases the perceived customer-centricity of a company, 
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which reduces usage intentions. As the perceived profitability of a company increases, 

consumers consider them to be engaging in tracking more. Furthermore, non-profit 

companies are perceived as more profit oriented and less customer centric when they send 

privacy notices. The effect can be mitigated when companies give cues that can change 

the privacy calculus.  
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Chapter 2 

 

BEING OBSERVED IN THE DIGITAL ERA: 

CONCEPTUALIZATION AND SCALE DEVELOPMENT 

OF THE PERCEPTION OF BEING OBSERVED 

 

 

 

2.1 Introduction 

 

At the time of writing, WhatsApp, one of the major mobile messaging applications, 

announced that it would share user data with Facebook, which evoked a consumer outcry, 

decreased the number of application downloads, and led to brand switching (Murphy 

2021). In fact, WhatsApp had been sharing data with Facebook to a certain extent, and 

consumers did not actually know the scope of data being acquired by companies. The 

major element that changed with the recent events was the consumers’ perception, rather 

than their actual experience of being observed. 

Research exploring the consequences of being actually observed by others in an 

organizational setting showed that being observed can have a negative impact on 

individuals’ wellbeing, increasing stress levels, decreasing employees’ performances and 

productivity, and even changing the perceived trust and justice (e.g., Aiello and Kolb 

1995; Alge 2001; Irving et al. 1986; Smith et al. 1992; Stanton and Barnes-Farrell 1996). 

In a household setting, being observed through video cameras, microphones, and wireless 

systems induces negative feelings such as anger and anxiety and makes people concerned 

and annoyed (Aalto University 2012). At a societal level, being observed increases one’s 

tendency to conform to others, limits their autonomy, and leads to a loss of privacy and 

trust among the members of a society (Abrams et al. 1990; Maras 2011). Here, we focus 

on how individuals think that they are being observed by others rather than actually being 

observed. 

Exemplified with this recent event of WhatsApp that had negative outcomes for 

both consumers and companies, the perception of being observed is a concept born out of 

the consumer-technology interaction. Despite the prevalence of technology and the 
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urgency to explore consumers’ side of the story, academic research regarding the 

identification and measurement of the consumer-related outcomes of these interactions, 

such as the perception of being observed, has fallen behind. Addressing this gap in the 

literature, this research has two main objectives. First, we identify a novel phenomenon, 

the perception of being observed, which has grown out of the the-state-of-art recording 

technologies and their use in the marketplace. Second, we develop a psychometric scale 

to measure the perception of being observed which can be considered as the first step that 

incorporates the consumers’ perspective towards the data collection practices. Following 

the suggested scale development steps (DeVellis 2017; Boateng et al. 2018; Nunnally and 

Bernstein 1967), we conduct 7 studies with more than 1800 responses, showing the 

reliability and validity of our scale. In Studies 1A and 1B, we generate items and conduct 

preliminary analysis. In Studies 2A and 2B, we purify the scale items. In Studies 3A and 

3B, we test convergent and divergent validities. Finally, in Study 4, we show the 

predictive validity of our scale.  

The remainder of this article is structured as follows. First, we develop a 

conceptualization of our construct through reviewing the literature on the perception of 

being observed. Then, we report 7 studies conducted for developing the perception of 

being observed scale. Finally, we discuss the results, the implications of which can open 

new research in the field. 

 

2.2 Conceptualization of the Perception of Being Observed 

 

Dating back to the 18th century, being observed, or even the feeling of being observed, 

has been explored in various disciplines and evolved in accordance with the changes in 

the society and technology. A close inspection of today’s marketplace reveals that 

companies have started extensively collecting data on consumers that is potentially 

relevant as a consequence of the technological advancements in recording and storage 

(Diebold 2012). For instance, using big data for targeting consumers, orbitz.com 

displayed more expensive hotel options for the consumers who used Mac computers as 

opposed to PC counterparts, as the company discovered through tracking their customers 

that the Mac users tended to spend 30% more for a night at a hotel (Mattioli 2012). 

Similarly, Target developed an algorithm that calculated the consumers' pregnancy scores 

by analyzing their purchase patterns and used customized promotion strategies for them 

(Duhigg 2012). Trackers used for learning and predicting consumers’ browsing habits 
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(Federal Trade Commission 2016), surveillance cameras (Satariano 2019) and 

technologies used for face-recognition (Feng 2019) track consumers’ online and offline 

actions. These incidents and practices suggest that companies can observe even the 

simplest actions that consumers take regardless of their awareness. 

 

Living in an age characterized by technological advancements and experiencing 

a rapid transformation of social life due to the extensive use of recording, tracking, and 

targeting practices, consumers are trying to find a way to adapt to the changing dynamics 

(Hoyer et al. 2020; Plangger and Montecchi 2020). They send messages in encrypted 

platforms that are untraceable (i.e., Telegram, Signal), purchase specially designed 

products that cover built-in cameras (i.e., CamPatch, Panzer Glass), and use services to 

clear their online presence (i.e., DeleteMe, Deseat. me, Vanish). Even when their health 

is at stake, people do not desire to be tracked as research has shown that Covid-19 

concerns increase privacy concerns and decrease people’s willingness to download 

contact tracing apps (Chan and Saqib 2021). So, consumers' demand for untraceable 

products and services, and their reluctance to be tracked for any reason suggest an 

awareness of being observed and indicate the need for further investigation. 

 

Academic research has explored how people behave when they are observed by 

others (e.g., Froming, Walker, and Lopyan 1982; Gangestad and Snyder 2000; Steinmetz, 

Xu, Fishbach, and Zhang 2016; Triplett 1898; Zajonc 1965) through examining the actual 

presence or virtual indicators of other people. However, in the modern marketplace, 

people may feel observed due to the pervasiveness of the tracking technologies (Zwebner 

and Schrift, 2020) without the presence of other actors. Therefore, the perception of being 

observed scale could be a useful tool to measure the extent to which people think that 

they are being observed especially in technology-induced settings.  We define the 

perception of being observed as the phenomenon in which consumers think that their 

actions are being observed (i.e., seen, watched, recorded, tracked) by other parties (i.e., 

companies, governments, people) even when they are not sure about the existence of the 

other parties. The perception of being observed captures the anticipation of being 

observed instead of others' actual observations and incorporates a non-social aspect 

introduced by the extensive use of technology in society.  
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2.3 Antecedents and Consequences of the Perception of Being Observed 

 

The perception of being observed emerges out of consumer-technology interaction. It 

captures the extent to which an individual anticipates that they are the focus of the 

attention of other parties. Based on these critical notions, we propose technology anxiety, 

self-consciousness, and privacy concerns as potential antecedents of the perception of 

being observed. Further, we predict that higher levels of the perception of being observed 

can elicit privacy protective behavior.   

 
2.3.1 Technology Anxiety 

 
Technology anxiety is about the user's state of mind related to technology, capturing 

people's ability and willingness to engage with technological devices (Meuter et al. 2003). 

Nowadays, consumers are exposed to various manifestations of big data technologies and 

recording practices (i.e., recommendations based on prior use, customized campaigns, 

product suggestions), which can increase their anxiety about technology. There is no 

escape from using technology regularly in everyday life (i.e., smart tickets for public 

transportation, ATM or POS devices, loyalty cards, and applications). Even when people 

do not actively use it, they are exposed to it in one way or another (i.e., security cameras, 

passwords for ID verification). Despite the prevalent use of technology and recording 

practices, people do not know how these systems operate. The lack of knowledge can 

influence one’s ability and willingness to use technology, evoking technology anxiety. 

Research showed that technology anxiety can negatively influence user experience 

(Hsu et al. 2019; Lin et al. 2016). It can decrease the acceptance and the use of various 

forms of technology in the marketplace (Demoulin and Djelassi 2016; Gelbrich and 

Sattler 2014) such as automated shopping assistants (Chen and Chang 2013) or self-

service technologies (Meuter et al. 2003). However, social influence has an impact on 

individuals’ attitudes towards technology and their consequent behavior (Cooper and 

Zmud 1990). For instance, it can increase the adoption of mobile payments (Slade et al. 

2015; Thakur 2013). However, this impact of social influence on technology is not 

unidirectional. In fact, technology anxiety and its related consequences can also shape the 

social life of individuals. Burkhardt and Brass (1990) showed that technology adoption 

can change the social structure as early adopters of technology become more central and 

powerful in the organization. More critical for our research, Yang and Forney (2013) 



 

 

13 

showed that people who experience a high level of technology anxiety are more likely to 

be susceptible to social influence. Taking a step back from being influenced by the others, 

we predict that technology anxiety can increase the anticipation of the presence of others. 

As individuals experiencing technology anxiety are more likely to rely on social influence 

which requires the actual or imagined presence of others, they will think that that their 

actions are being observed by other parties. Thus, we expect to see a positive correlation 

between technology anxiety and the perception of being observed. 

2.3.2 Self-consciousness 

 
Self-consciousness is defined as “the consistent tendency of persons to direct attention 

inward or outward” (Fenigstein, Scheier and Buss 1975, p.522), and several research 

streams imply an association between self-consciousness which refers to the extent to 

which an individual attends to their inner processes and the perception of being observed 

that captures the anticipation of other parties’ attention.  

 

Self-consciousness is considered as a trait as some people tend to attend to their 

selves more than others; however, certain situations can make people more self-conscious 

such as seeing one’s reflection on a mirror, being in front of an audience or being recorded 

by a camera (Carver and Scheier 1978; Duval and Lalwani 1999). These situations can 

be frequently encountered in the marketplace; Pham et al. (2010) suggested that service 

providers influence customers’ self-consciousness through using certain elements in the 

store such as mirrors or cameras or engaging in certain activities such as asking personal 

questions, addressing by their names, or even watching them like an audience. 

Considering the manipulation practices of self-consciousness, we can predict that the 

conditions in which consumers direct their attention to the self can also make people think 

that they are being observed by others. 

 

Through self-consciousness, social cues have an influence on one’s self-

perception (Hull et al. 1988). Research showed that self-consciousness increases one’s 

tendency to make internal attributions and consider themselves as the cause of events 

(Buss and Scheier 1976; Duval and Wicklund 1973). It leads customers to claim a greater 

share of credit when they have a positive or a negative experience with a service provider, 

which influences their ultimate satisfaction (Pham et al. 2010). These findings suggest 
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that consumers who have higher level of self-consciousness are not only at the center of 

their attentions, but also consider themselves as capable of influencing the outer world.  

Another research stream showed that "people tend to believe that the social 

spotlight shines more brightly on them than it really does”, which is referred to as the 

spotlight effect (Gilovich, Medvec and Savitsky 2000, p. 211). Individuals overestimate 

how much their appearances, actions, or even performances are discerned, evaluated, and 

remembered. Further, as self-consciousness increases, people tend to overperceive their 

selves as the target of an event (Fenigstein 1984). These findings provide additional 

evidence for our prediction that people have a tendency to think that they are being 

observed by other parties, and if an individual has a greater tendency to attend to their 

inner processes, they will be more likely to think that other people observe them and pay 

attention to their thoughts or feelings. Thus, we expect to see a positive correlation 

between self-consciousness and the perception of being observed. 

 
2.3.3 Privacy, Privacy Concerns and Privacy Paradox 

 
Privacy is a multidisciplinary construct. From psychology to information systems, many 

disciplines have aimed to conceptualize privacy and related notions from their own 

perspective. Historically, privacy was considered to be the right to be alone (Brandeis and 

Warren 1890). Later, it was defined as a commodity bound by economic principles that 

can be of value (Bennett 1995). Altman (1975, p. 24) described privacy allowance as “the 

selective control of access to self”, while Margulis (1977) noted that one’s actions with 

others can be controlled with the goal of enhancing autonomy in addition to minimizing 

vulnerability. Other views include that a privacy is a continuum from complete openness 

to secrecy (Petronio 2002), and one’s right to control the flow of personal information 

(Nissenbaum 2009). Anticipation of the potential risk of information disclosure and its 

negative consequences create privacy concerns (Cho, Lee and Chung 2010; for a review; 

Smith, Dinev and Xu 2011). Recently scholars have demonstrated that privacy concerns 

can be a predictor or an outcome of a variety of constructs. It can influence the virality of 

a Tweet (Visentin, Tuan and Di Domenico 2021), effectiveness of personalization (Song, 

Lim and Oh 2021), perceived creepiness of a chatbot (Rajaobelina et al. 2021), and social 

media engagement (Bright, Lim and Logan 2021). Table 1 demonstrates a sample of 

research exploring predictors or consequences of privacy concerns in diverse settings. 
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Table 2.1: A Sample of Recent Research Exploring Privacy Concerns 

 

Author(s) and Year Major Findings 

Bright, Lim and Logan, 2021 

 

Privacy concerns decrease social media engagement, 

especially for people who have low levels of trust in the 

social media and who have low social media fatigue, and 

the effect is more pronounced when users do not commit 

to privacy protection behaviors.  

 

Cloarec, Meyer-Waarden and Munzel, 2022 

 

Among established privacy-related concepts including 

trust and risk, happiness with the internet is the strongest 

predictor of users’ willingness to disclose information for 

personalization. 

 

Cowan, Javornik and Jiang, 2020 

 

In social media, privacy concerns decrease one’s intention 

to use an augmented reality face filter and word of mouth.  

 

Ioannou, Tussyadiah and Marshan, 2021 Mindfulness, as a personality trait, influences privacy 

concerns. Mindful consumers are likely to display lower 

privacy concerns. 

 

Maseeh et al., 2021 Perceived risk increases privacy concerns while perceived 

benefits, trust, privacy policy, reputation and familiarity 

can mitigate them. 

Massara, Raggiotto and Voss, 2020 

 

Alongside the perceived privacy risks, mental accounting 

of the risks and benefits of data disclosure, and familiarity 

of the party that collects data influence consumer consent. 

 

Rajaobelina, Tep, Arcand and Ricard, 2021 

 

In an interaction with a chatbot, privacy concerns increase 

the sense of creepiness, which decreases loyalty.  
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Schmidt, Bornschein and Maier, 2020 

 

Accepting a cookie notice which highlights that one’s 

behavior can be tracked increases the perceived fairness of 

a price change as consumers attributes the cause of change 

to themselves rather than the company. This, in turn, 

increases one’s willingness to purchase. 

 

Song, Lim and Oh, 2021 

 

Consumers who are highly concerned about privacy can 

decrease the enhancing effect of personalization on the 

intention to use.   

 

Visentin, Tuan and Di Domenico, 2021 On Twitter, expressing privacy concerns on a Tweet 

prevents it from becoming viral. 

This research Privacy concerns increase one’s perception of being 

observed. This can translate the privacy concerns into 

privacy protective behavior.  

 

We predict that individuals who have high privacy concerns will be more likely 

to experience the perception of being observed. Being worried about losing control of 

their information or potential violations of privateness of one’s data implies that other 

parties may observe them and even have access to their personal information. Thus, we 

expect to see a positive correlation between privacy concerns and the perception of being 

observed. 

 

Although privacy concerns have important outcomes for both consumers and 

marketers, they may not always correspond to privacy protective behavior. On the one 

hand, people report that they are extremely worried about companies knowing the details 

of their lives (Hoffman and Novak 1997; Taylor 2003); however, they keep disclosing 

personal data (Acquisti and Grossklags 2005). This incongruity between people’s 

attitudes and behavior in privacy issues is referred to as the privacy paradox (Norberg et 

al. 2007). For instance, research showed that contextual cues can increase information 

disclosure. Simply the way a question is asked influences individuals’ concerns about 

privacy issues; people become more willing to disclose private information when they are 

asked indirectly (vs. directly) (John, Acquisti and Loewenstein 2011). Unless privacy 

concerns are made salient, consumers are comfortable sharing private information in 

unprofessional (vs. professional) websites even when the content of the information is 
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socially undesirable (John, Acquisti, and Loewenstein 2011). People’s ability to control 

the release of or access to private information does not protect them from being vulnerable 

as enhancing individuals’ control over privacy increases their willingness to divulge 

sensitive information through creating an illusory sense of security (Brandimarte, 

Acquisti, and Loewenstein 2013). These findings clearly demonstrate that contextual 

factors can influence the extent to which people are concerned about their privacy 

(Harborth and Pape 2021), and even inversely related cues can lead people to voluntarily 

disclose more information.  

 

Individuals are not good at judging how protective they should be about personal 

information, and they are oblivious to the extent to which their personal data is collected, 

used, or shared with other parties (Acquisti, Brandimarte, and Loewenstein 2020), 

disregarding the possibility of privacy violation. Consumers are naive not only about the 

data collection process, but also about the other parties. Jagadish (2020) argues that 

individuals’ thoughts, feelings, and actions in the domain of privacy have been aligned 

with the idea that privacy includes disclosing information to other humans. However, this 

is not the case anymore as the other party has been replaced with corporations. The former 

case can be considered a symmetrical, reciprocal, and even normative process. If an 

individual misuses the other party’s private information, they can do it, too. The amount 

of information that people can store is also bounded by the limited capacities of humans. 

Nevertheless, the latter case is asymmetrical and limitless as consumers do not know the 

extent to which they are being recorded by companies. Further, companies investing in 

data collection and analysis technologies, can acquire and process more data which 

increases the asymmetry of information (Jagadish 2020). The reason why individuals are 

comfortable with disclosing information and their actions do not match their concerns can 

be driven by this information asymmetry.  

 

In addition to being comfortable with disclosing sensitive personal information 

either to other people or corporations, people seem to underestimate the value of their 

data. Interestingly, they do not prefer paying for privacy (Beresford, Kübler and Preibusch 

2012). For a price discount, they are willing to share personal information and, even 

without it, they are equally likely to choose between a retailer that requires sharing 

sensitive information and a privacy-friendly retailer. Further, individuals estimate that the 

monetary value of one’s online browsing history is only 7 Euros, which is equivalent to 
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a Big-Mac Meal (Carrascal et al. 2013). For data privacy, they are willing to pay $5 per 

month, but they demand $80 for others’ access (Winegar and Sunstein 2019). This 

disparity between the amount people are willing to pay and accept demonstrates that they 

seem to fail in understanding the importance of disclosing information despite their 

concerns, resulting from the advancements in the technologies of data collection and 

usage (Rainie and Duggan 2016). These advancements have also blurred the line between 

private and public spaces (Tene and Polonetsky 2013), suggesting that every decision an 

individual makes or every action that they take has a potential to be made public, known, 

and observed by other parties.  

 

Particularly related to our topic of interest, Zwebner and Schrift (2020) have shown 

that this publicization of individuals’ decision-making processes, in other words, being 

observed, threatens individuals’ autonomy and leads to an aversion. Similarly, predicting 

consumers’ preferences, a prevalent practice known as microtargeting, threatens their 

sense of free will, and makes them deviate from their own preferences (Schrift, 

Wertenbroch and Zwebner 2019). These findings have three main suggestions for our 

research. First, autonomy, which is considered to be one of the main functions of privacy 

(Westin, 1967), is violated when individuals’ think that they are being observed by other 

parties. Second, certain practices existing in the marketplace can evoke this perception of 

being observed without the actual existence of other people. Third, this perception can 

elicit behavioral consequences aiming to terminate or counteract this state. Based on these 

suggestions, we propose that the perception of being observed may help explain the 

privacy paradox as it can convert one’s concerns regarding privacy into actual behavior. 

As abovementioned studies and public surveys suggest, people’s actions do not match 

their concerns about privacy. In order to take precautions or be protective against potential 

privacy violations, people should anticipate other parties’ attention. Only when they think 

that they are being observed by other parties will they act in line with their concerns. 

Therefore, we predict that the perception of being observed can be an antecedent of 

privacy-protective behavior as people need to think about other parties potentially 

recording their behavior to take action against it.  
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Figure 2.1: Conceptual Model 

 
 

 

2.4 Method 

 

We propose that consumers think about the possibility that their actions could be observed 

by other parties even when there is no one around and they are not being recorded. 

Incorporating individuals’ perception of the practices existing in the marketplace, we 

conducted a series of studies to develop and validate a scale that measures the perception 

of being observed (Table 1).  In Studies 1, 2, and 3, we aimed to identify the potential 

antecedents of the perception of being observed that we proposed in the conceptual 

development. The sample sizes for our studies have been determined based on the number 

of items. As suggested by the literature, we assigned 10 participants for every item in the 

scale and collected data accordingly (DeVellis 2017; Boateng et al. 2018; Nunnally and 

Bernstein 1967). In Study 4 (and Study 5 reported in the Appendix A), we tested our 

scale’s predictive validity in an experimental setting, demonstrating one of the numerous 

consequences of this perception.  
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Table 2.2: Data samples used for scale development 

Study Sample 

Sample 

size 

Age 

mean 

Age 

SD 

Perception 

of Being 

Observed 

Mean 

Perception  

of Being 

Observed  

SD 

Item generation and 

content validity 

 
Study 1a: Item generation 

and content validity 

Undergraduate and 
graduate students, 

university faculty 54 - 

 

 

 
 

- -  - 

 
Study 1b: Preliminary 

scale assessment 

Undergraduate 

students 295 21.9 

   

2.03 4.62 .99 

       
Item reduction and scale 
purification       
 

Study 2a: Exploratory 
Factor analysis 

General US 
population 450 43.5 13.7 4.34 1.31 

 

Study 2b: Confirmatory 

Factor Analysis 

General US 

Population 143 43.2 12.1 3.97 1.49 
 

Nomological and 

discriminant validity       
 

Study 3a: Nomological 

validity  

General US 

population  

545 

  

43.6 

 

12.2 

 

3.65 

  

1.13 

  

Study 3b: Discriminant 

Validity 

 
General US 

population 354 41.5 13.2 4.02 1.39 

       
Predictive validity       

 

Study 4: The Perception 

of Being Observed and 
Information Disclosure 

General US 
population 192 44.1 12.6 4.48 1.5 

       
 

 
 

2.4.1 Study 1A: Item Generation and Content Validity 

 

The main objective of Study 1A was to generate an initial pool of items for measuring the 

perception of being observed. With this goal, 40 undergraduate students from a European 

university were asked to fill an open-ended questionnaire in exchange for a course credit. 

Respondents were asked to report the extent to which they feel being observed. The 

survey included questions such as "Do you think that your actions are being recorded or 
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observed by other parties?", "Are there any specific occasions in which you experience 

it?", "Do you take precautions against it?".  To explore whether the answers vary across 

different ages, we asked 8 middle aged professionals to complete our survey. We analyzed 

the responses of the participants to identify the common themes and diverse occasions 

which evoke this perception. By integrating the results of the conceptualization of the 

construct and the qualitative study, we generated a scale with 42 items.  

 

In item generation, we aimed to be as inclusive as possible in terms of representing 

various contexts and capturing the temporal aspects. With this goal, we represented the 

settings in the items we generated that were mentioned by the respondents such as making 

purchases, receiving advertisements, and doing something different than usual as these 

contexts reflected the actual experience of consumers.  Further, we presented similar 

activities in a way that pertained to past experiences, current events, and expectations 

about the future in two ways. First, we explicitly mentioned the time period using the 

phrases “in the future”, “right now”, “at that time”, and “any time”. Second, we used 

different verbs to denote the temporal aspect of the perception of being observed such as 

being seen, watched, and recorded. We assumed that “being watched” captured the 

present moment as it entailed simultaneity, “being seen” implied an event that happened 

in the past, and “being recorded” points towards the future as the records could be 

accessed by other parties in future. Further, we predict that the perception of being 

observed emerges out of consumers’ increasing interactions with technology. Therefore, 

any evident technological cue in an environment can trigger the perception of being 

observed. However, it is also possible that consumers have learned about the recording, 

tracking, observing, and manipulation practices that are done in the marketplace. In order 

to capture this aspect of the perception of being observed, we generated items that refer 

to the existing practices such as customized advertisements. However, even when 

consumers do not encounter a form of technology, they may experience the perception of 

being observed. Technology has provided the means to learn and control people’s both 

digital and physical experiences (Banerjee 2019) as consumers can be tracked by 

companies and other people even when they are not online. Therefore, we included items 

that does not include a specific cue but explore individuals’ general beliefs about the 

extent to which they are being observed.  
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To ensure the content validity of the scale, we delegated six judges who are 

competent in both scale development and the topic itself. These judges consisted of 

graduate students in the marketing or psychology departments and two professors of 

marketing. They were provided with the operational definition of the construct, asked to 

read the scale items and identify the problems related to the items such as ambiguity, 

similarity, and mismatch with the conceptual definition of the construct. Based on their 

feedback, one item was removed due to being semantically identical to another item, 

leaving 41 remaining items. 

 
2.4.2 Study 1B: Preliminary Scale Assessment 

 

The first sample consisted of 295 undergraduate students from a European university 

(61% female, Mage = 21.88). As it is recommended to use additional data to eliminate 

concerns that the results found are due to chance (Churchill Jr. 1979), we made our 

preliminary assessments with the student sample. 41 items were presented to the 

respondents on a 7-point Likert scale ("1" = Strongly Disagree, “7” = Strongly Agree). 

Cronbach’s alpha for the overall scale was high, suggesting a high internal consistency 

(α = .94). We identified the items to be eliminated; however, we did not make any changes 

before collecting data from a larger, more representative sample.  

 

2.4.3 Study 2A: Factor Analysis 

 

Sample and reliability  

We recruited participants from Cloud Research for scale assessment (Litman, Robinson 

and Abberbock 2017). All participants were asked to indicate the extent to which they 

agreed with the 41 items on a 7-point Likert Scale  (“1” = Strongly Disagree, “7” = 

Strongly Agree). Seven participants failed to pass the attention check questions, and the 

test was terminated for them. After this exclusion, the validity and reliability analyses of 

the scale were made using the data obtained from the responses of 450 participants 

(58.44% female, Mage = 43.46). First, we ran Kaiser-Meyer-Olkin (KMO) and Bartlett 

tests. We found that the Kaiser-Meyer-Olkin value was 0.958, and Bartlett's test was 

significant (p < .001), suggesting that our sample was appropriate for factor analysis. 

Second, we checked the reliability results to explore the correlations among the items. 
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The initial version of the scale had an alpha of .96, suggesting a high internal 

consistency.  

 

Principal Component Analysis  

We performed a principal component analysis (PCA) to reduce the number of items as 

suggested for item reduction (Preacher and MacCallum 2003). Acknowledging that high 

internal consistency may also imply redundancy, the following analysis aimed to create 

the most reliable and valid scale with the fewest number of items. 

 

In this analysis, the Eigenvalue was used to decide the number of dimensions or 

sub-scales; factors with an Eigenvalue that was greater than 1 were treated as a sub-

dimension (Kaiser 1960, 1970). This initial analysis, supported by the Scree test (Cattell 

1966), yielded 2 factors, and further analyses were conducted to reduce the redundant 

items. We eliminated the items based on psychometric rules. First, we removed items, the 

communalities of which were below 0.4 as these items did not have a substantial load on 

their factor (Osborne, Costello and Kellow 2008). Then, we examined the inter-item 

correlations. If an item was loading on multiple factors, and the difference between 

loading values were smaller than 0.20, we removed the item (Stamper and Masterson 

2002). After this analysis, to make sure that there was no redundancy, we eliminated one 

of the versions of the items that were differentiated based on their temporal features as 

mentioned above. To illustrate, if an activity, such as “doing something different than 

usual” had two versions, one of them was eliminated based its factor loading. The one 

with the highest factor loading was retained, while the other item was removed from the 

scale. In addition to this reduction, we also eliminated the reverse coded item to minimize 

the risk of redundancy. Finally, we checked the inter-item correlation and deleted one 

more item due to its high correlation with two other items (r > .07) (Streiner, Norman, 

and Cairney 2015). As a result, 24 items were removed from the scale. After the 

extractions of the items, the new scale consisted of 17 items with two factors. By running 

a principal component analysis, we ensured that the scale was improved through 

removing the items which did not contribute significantly to any factor.   

 

As we conceptualize the perception of being observed as a phenomenon that 

emerges upon engaging in various activities especially in technology- induced settings, 

we decided to remove four items that represent general beliefs about the recording 
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practices (i.e. “In general, I think that everyone is being recorded”, “Institutions 

(companies, governments etc.) are regularly recording my online activities”). 

 

 
Exploratory Factor Analysis 

 

After the item reduction, we conducted an Exploratory Factor Analysis (EFA) with the 

Maximum Likelihood approach (Fabrigar et al. 1999) with Direct Oblimin Rotation as 

suggested (Preacher and Maccallum 2003) to be able to determine the exact number of 

factors. EFA resulted in two factors in which all of the items’ factor loadings were higher 

for the first factor. Exploring inter-item correlations, we identified two groups of similar 

items with high correlations. The first group consisted of the items that were about doing 

something unusual or inappropriate and diverging from society, while the second group 

was about certain practices existing in the marketplace such as receiving advertisements 

and suggestions and accepting cookies. We decided to retain the items in the group that 

have the highest loading on a factor and the highest difference between their loadings on 

two factors which would explain a greater variance, and we opted to remove the 

remaining four items.  

 

After these reductions, EFA yielded in one factor with 10 items, the Eigenvalue 

of which was greater than 1.  The total explained variance percentage of the scale was 

48.14% and the current version of the scale (Table 2) had an alpha of (.90), which 

suggested a high internal consistency. To confirm these results, we performed a 

confirmatory factor analysis (CFA) on the retained items. The model fit was satisfactory 

(c2 (35)=  172, root mean square error of approximation [RMSEA] = .09, Tucker-Lewis 

index [TLI]=.92, and confirmatory fit index [CFI] = .93). The details are provided in the 

Appendix A.   

 

2.4.4 Study 2B: Confirmatory Factor Analysis 

 

We administered our 10-item perception of being observed scale to an independent 

sample consisting of 143 participants for examining its robustness. The EFA (principal 

component with oblimin rotation) on the perception of being observed items yielded one 
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factor with an eigenvalue greater than 1 that explained 59.06% of the variance. As 

confirmation, we ran a CFA on the retained items, which also yielded a satisfactory model 

fit (c2 (35)=  104, root mean square error of approximation [RMSEA] = .1, Tucker-Lewis 

index [TLI]=.91, and confirmatory fit index [CFI] = .93) (Appendix A). The Cronbach’s 

alpha for the items was .93. 

 
Table 2.3: The Perception of Being Observed Scale Items 

Items Item Loadings 

I have concerns that when I am using technological devices, I am being watched. .80 

I believe that I am being recorded even when I do not give consent. .77 

Even our simplest actions are being watched. .77 

I think my current online activities will be the focus of the other parties’ attention in the future. .72 

In general, I think that everyone is being watched while they are making purchases. .70 

Whenever I do something different than usual, I feel like I am being watched. .68 

Coming across advertisements after I talk about a product makes me think that I am being 

recorded. 

.63 

What I share privately in my online networks can be seen by anyone. .63 

When I take a selfie, I can’t help thinking about whether someone can connect to my phone and 

see my photos at that time. 

.62 

I think that I cannot control the extent to which I am being watched. .58 

 

2.4.5 Study 3A: Nomological Validity 

 
We expected that technology anxiety and self-consciousness will increase one’s 

perception of being observed. Study 3A aimed to test these proposed antecedents, 

establish nomological validity, test the reliability of the perception of being observed 

scale, and replicate the factor structure.  
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Sample and Results 

Five hundred forty-five participants from the Cloud Research online panel completed 

this study in exchange for small payment. Participants were asked to complete the 

perception of being observed, technology anxiety, and self-consciousness scales, the 

order of which was randomized. After eliminating 11 participants who either failed to 

pass the attention check or did not complete the survey, we ran our analysis with the 

data collected from 534 participants (58.8% female, Mage = 43.60). To assess the 

association between technology anxiety and the perception of being observed, we used 

Meuter et al. 's technology anxiety scale (2003) (α = .769). The results showed that 

technology anxiety significantly predicted the perception of being observed  

(b=.26, t (532) =4.97, p < .001). To measure self-consciousness, we used the Self-

Consciousness scale developed by Fenigstein, Scheier, and Busch (1975), which had a 

strong reliability (α = .874). The results showed that self-consciousness predicted the 

perception of being observed (b= .29, t (532) =5.40, p < .001). These findings suggest 

that one’s level of self-consciousness and technology anxiety increased one’s perception 

of being observed, and they are different but conceptually related constructs. 

 

2.4.6 Study 3B: Discriminant Validity 

We hypothesized that individuals’ privacy concerns would increase their perception of 

being observed. Study 3B tested this hypothesis and aimed to differentiate these related 

constructs. 

Sample and Results 

Three hundred sixty-one participants from the Cloud Research online panel completed 

this study in exchange for minimal payment. As 7 participants were removed from the 

analysis for failing to pass the attention check questions, our sample consisted of 354 

participants (55.9% female, Mage = 41.46). Privacy concerns were measured using a 

widely used scale measuring individuals’ concerns about organizational information 

privacy practices (Smith, Milberg & Burke, 1996). The reliability index of the perception 

of being observed scale was .92, and it was .91 for the privacy concern scale. We asked 

participants to complete the scales. In order to prevent potential spillover effects, we 

asked them to complete self-esteem (Rosenberg 1979) and narcissism (Konrath, Meier 

and Bushmen 2014) scales in between. The order of the privacy concern and the 
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perception of being observed scales was counterbalanced. Controlling for the order of the 

scales, privacy concern significantly predicted the perception of being observed (F (2,351) 

= 12.79, p < .001., R2 = .068). The more concerned consumers became, the more they 

experienced the perception of being observed (b = .41, t (351) = 4.962, p < .001).  As we 

expected, self-esteem did not explain a significant amount of variance in the perception 

of being observed (p=.15) while narcissism had a small significant effect on it  

(b = .13, t (351) = 3.156, p < .05). 

 

These findings suggest that privacy concern is a related construct as it increased 

the perception of being observed. However, as the correlation among them is low, they 

are different from each other. 

 

Table 2.4: Descriptive statistics and Pearson correlation coefficients of the variables 

 

Scale n 

# 

items Mean SD α  

The 

Perception 

of Being 

Observed 

Technology Anxiety 

(Meuter et al., 2003) 
534 9 3.07 0.93 0.77 .211* 

      
       
Self-Consciousness 
(Fenigstein, Scheier and 

Buss, 1975) 

534 23 4.46 0.88 0.87 .228* 

      
       
Privacy Concern Scale 
(Smith, Milberg and Burke, 

1996) 354 15 5.81 0.89 0.91 .261** 

 

 
Self-Esteem (Rosenberg, 

1979)  354 10 5.24 1.47 .95 

Not 

significant 

 
Narcissism (Konrath, Meier 

and Bushmen, 2014) 354 1 2.24 1.79 - .166** 
 

      
       
       
** = Correlation is significant at the 0.01 level (2-tailed).      

 

 

 
2.4.7 Study 4: Predictive Validity 
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Our main objective in Study 4 was to test the predictive ability of the perception of being 

observed scale. We predicted that individuals experiencing the perception of being 

observed at a higher level would be more protective of their data. To test our prediction, 

we randomly assigned participants to one of the two conditions (Recording: Salient vs 

Not Salient). Participants were asked to imagine that they went to grocery shopping and 

the ones in the salient condition learned that the store tracked consumers using 

geolocation services. While they were checking out, they learned that, as a part of the 

loyalty program, the more they disclosed information, the more campaigns they would 

receive. Thus, they were asked to click on the types of information they were willing to 

provide (e.g., address, phone number, income favorite brands.) Our dependent measure 

was the total number of information type they would be willing to provide. 

 

Sample and Results 

192 respondents participated in our study (60% female, Mage= 44.14). We ran a 

one-way ANOVA to explore the influence of the salience of recording practices on the 

willingness to disclose information. In line with the privacy paradox, the results were not 

significant (p >.05). As we predicted, we found a significant interaction between the 

recording salience and the perception of being observed controlling for age and gender 

(F (1, 186) = 3.992, p =.047). Pairwise comparisons showed that when the recording 

practices were salient, individuals who had higher levels of the perception of being 

observed were more reluctant to provide various types of information than those who had 

lower perception of being observed scores (Mhigh perception of being observed_salient recording = 4.59, 

SDhigh perception of being observed_salient recording = 4.44 ; Mlow perception of being observed_salient recording = 

6.83, SDlow perception of being observed_salient recording = 4.86; (F (1, 186) = 7.227, p =.008). This 

finding suggests that consumers who experience the perception of being observed are 

more sensitive to the recording practices of companies, which influences their sharing 

behavior. 
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Figure 2.2: Interaction of the Perception of Being Observed  

and Recording Salience on Willingness to Disclose Information 

 

2.5 General Discussion 

 

Exploring consumers’ experiences living in the age of artificial intelligence, this paper 

has aimed to identify a novel phenomenon, the perception of being observed, and it has 

developed and validated a scale, and demonstrated its predictive ability. Our results 

contribute to existing literature and establish grounds for future research.  

 

First and foremost, the perception of being observed is an important and timely 

phenomenon. Consumers are living in the age of artificial intelligence in a post-Covid 

world. In the last couple of years, technological corporations have been able to advance 

their ability to track, record and monitor people around the world, and governments have 

collaborated with them, especially during the times of pandemic for reducing the spread 

of virus (Scott et al. 2020). Brough and Martin (2020) suggested that this extensive and 

even intrusive surveillance activities done by firms and governments may have reduced 

the extent to which consumers be careful about whether their data are collected or how 

and for which reasons they are used. In a way, being observed has become the default, 

and not being observed has become a privilege that only a few people have (DeParle 

2020). Extending these findings, we demonstrated that individuals think that they are 

being observed by other parties which influences their attitudes and behaviors and 

developed a scale to measure it. As the perception of being observed can increase 
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consumers vulnerability, the norms of surveillance should be changed, and individuals 

should be given the opportunity to not to be observed. 

 

Our findings have major implications for privacy literature. We hypothesized and 

showed the association between privacy concerns and the perception of being observed. 

In Study 3B, our findings demonstrate that as the privacy concerns increase, individuals 

are more likely to think that they are being observed by other parties. Further, with an 

experimental design in Study 4, we showed that consumers who experience the perception 

of being observed at greater levels are more sensitive to the recording practices and more 

protective of their privacy through limiting their information disclosure. These results 

suggest that many consumers who think that they are being observed by the companies 

are not willing to provide information to them, and they can even be more defensive of 

their data against them. As consumer data are an invaluable resource, companies should 

find ways to address the concerns of consumers who experience the perception of being 

observed and identify methods that can improve consumer wellbeing. Further, intrusive 

data collection practices can negatively affect consumers’ relationship with companies. 

For instance, consumers who experience the perception of being observed are more likely 

to decrease their trust in brands that use recording practices (please see Appendix A). 

Companies should consider the downstream consequences of the perception of being 

observed while designing and implementing marketing practices.  

In addition to the privacy concerns, we show that self-consciousness and 

technology anxiety can increase the perception of being observed. These findings suggest 

that individuals who experience higher levels of the perception of being observed may 

have a limited understanding of the world. Either because of their tendency to attend their 

own experiences more than the outside world, or the anxiety they experience while using 

different forms of advanced technologies, they have a lack of knowledge about the data 

collecting practices. Therefore, the information asymmetry between companies and 

consumers regarding how they collect data can trigger the perception of being observed. 

In the marketplace, consumers are not aware of the extent to which their personal data are 

collected, and companies have extensive knowledge about processing consumers’ 

information, which puts consumers in a vulnerable position (van de Waerdt 2020). In 

such an environment with a lack of transparency, even adults who are expected to engage 

in a calculation of costs and benefits they would receive while sharing personal data 
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(Laufer and Wolfe 1977) are susceptible to the potential harms. Therefore, policy makers 

should implement interventions that aim to inform individuals with a special focus on 

elderly and children that may not have a deeper understanding of the costs and benefits 

they would receive when they are being observed. 

 

2.6 Limitations and Future Research 

 

Despite providing important insights, this paper has some limitations that suggests areas 

for future research. Data for our studies were collected from samples living in countries 

with high mobile penetration rates and social media usage (Statista 2022; Unsal 2020), 

which suggests that our sample has already been used to interacting with technology. 

Future research can explore this topic with a sample that has different characteristics in 

terms of age, education, and technology literacy. For consumers who are novices in 

technology use can experience the perception of being observed more as it may be 

triggered by the lack of knowledge regarding the underlying mechanics of technology and 

anxiety, which can lead to more severe outcomes. Another possibility is that they may 

experience the perception of being observed at a lower level as it may be driven by a 

learning process in which consumers associate technological cues with marketing, selling 

or manipulation techniques.  

 

Apart from the individual differences that may have an impact, decision-making 

setting can also influence the perception of being observed. For instance, recent research 

suggests that asking for personal data at the end of consumer purchase journey or 

observing them after they construct their preferences could lead to favorable results 

(Aiello et al. 2020; Zwebner and Schrift 2020). Relatedly, consumers may have higher 

levels of the perception of being observed at the first steps of the consumer purchase 

journey as they may think about the possibility that their actions might be recorded and 

shape their behavior accordingly. However, people who experience the perception of 

being observed at the end of the journey may be more reactive to the companies because 

of the sense of vulnerability triggered from not having a chance to change their behavior. 

Future research can identify when consumers experience higher levels of the perception 

of being observed and interventions that can improve consumer wellbeing. 
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Research showed that cultural factors can influence individuals’ attitudes towards 

privacy (e.g., Cao and Everard 2008; Krasnova and Veltri 2010; Lowry, Cao, and Everard 

2011). For instance, individualistic cultures tend to have a higher levels of privacy 

concerns than people in collectivistic cultures (Krasnova and Veltri 2010; Marshall et al. 

2008; Wang, Norcie, and Cranor 2011). Various cultural factors can also influence the 

perception of being observed. In line with the research suggesting that people in collective 

cultures are more self-conscious (Gudykunst, Yang, and Nishida 1987), we would expect 

that consumers in collective cultures experience higher levels of the perception of being 

observed which can be tested in future studies.  

 

Our main goal in this study was to identify the perception of being observed, 

develop a scale to measure it and demonstrate some of its consequences. Although we 

speculate on potential mechanisms through which the perception of being observed 

operates, future research can demonstrate the psychological processes it activates and its 

behavioral outcomes.  

 

The perception of being observed can trigger affective processes by evoking 

positive or negative feelings. Consumers may be content thinking that they are being 

observed by other parties as they may experience potential benefits from the recording of 

their purchases such as customized advertisements and coupons or they may feel secure. 

However, they may experience negative feelings such as anxiety, uneasiness, or hesitation 

as they may be uncertain about whether they are being observed or not and whether and 

how the data will be used in the future. Further, there may be other cases in which the 

perception of being observed triggers ambivalent feelings in consumers. They may be 

happy that they are being recorded for certain purposes such as security of their personal 

belongings, quality control of the employees working in the store, or failure of the POS 

machines. At the same time, they may worry about the potential use of their personal 

information by third parties, the judgment of unknown audiences regarding their 

purchases, or even the impression that such an audience might have. As people attend to 

their feelings and consider them as sources of information (Schwarz 2011), different 

emotions triggered by the perception of being observed can have various outcomes. Thus, 

future research can explore the affective consequences. 
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The perception of being observed also entails a lack of knowledge regarding how 

long the data will be stored. Consumers may wonder how long they are going to be 

targeted by companies based on a product they purchased several years ago. Exploring 

the impact of duration knowledge, research has shown it can intensify affective reactions; 

knowing the duration of an experience improves pleasant experiences and worsens the 

negative experiences regardless of the duration length and people's expectations about the 

duration (Zhao and Tsai 2011). However, a feeling of uncertainty reverses the effect of 

duration knowledge and reduces enjoyment (Bar-Anan et al. 2009; Wilson et al. 2005). 

Similarly, uncertainty regarding the duration of the records may negatively influence 

consumers and lead to discomfort. Disclosing duration knowledge can eliminate negative 

consequences potentially triggered by the perception of being observed. This issue can be 

a subject of future investigation which would inform policy makers. If knowing the 

deadline of the existence of one’s records improves one’s wellbeing, privacy notices 

implemented by General Data Protection Regulations can be designed in a way that 

includes the duration information. 

 

Although the perception of being observed can have negative outcomes both for 

consumers’ and brands, it can increase one’s self-worth and sense of control in certain 

contexts. Rather than being an insignificant part of a group, it can make individuals feel 

that they are “somebody” who is important for companies. Identifying the contexts in 

which the perception of being observed can improve consumers wellbeing is important 

as it will enhance the current state of consumers and companies.   
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Chapter 3 

 

QUID PRO QUO: BEING OBSERVED BY COMPANIES 

DECREASES CUSTOMER ENGAGEMENT 

 
 
 
 
3.1 Introduction  

 

Every day, more than 5 million consumers interact with data (Reinsel, Gantz, and 

Rydning 2018). In 2020, 306 billion emails were sent, and 500 million Tweets were 

shared (Bulao 2022), and it is forecasted that the accumulated data will reach to 175 

trillion gigabytes by 2025 (Reinsel, Gantz, and Rydning 2018). Accumulation of data 

facilitates customization of products and offers, and forms the basis of customer 

relationship management, customer intelligence, and one-to-one marketing (Rust and 

Huang 2014). Big data provides the necessary means for companies to identify and 

predict behavioral patterns and individually target each consumer (Ghosh and Moorthy 

2015). Becoming an essential part of modern marketing practices (Quach et al. 2020), the 

use of digital technologies for data collection makes it salient to the consumers that they 

are being observed by companies (Zwebner and Schrift 2020). So far, however, very little 

attention has been paid to the ways in which consumers react to being observed by 

companies. In this research, we use the term “being observed” to refer to the occasions in 

which consumers think that they are being tracked, recorded, targeted, or seen by other 

parties. We explore how being observed by companies influence customer engagement. 

Considering the technological revolution happening in the marketplace, the results of this 

research are important and timely as we provide insights for one of the key elements that 

increases profitability of the company and loyalty of consumers, which is customer 

engagement, through exploring consumer-technology interaction.  

In the last decade, researchers in the field provided various definitions for 

customer engagement. Van Doorn et al. (2010) defined it as “the customer’s behavioral 

manifestations toward a brand or firm, beyond purchase, resulting from motivational 

drivers” (p. 253). Having a more inclusive perspective, Pansari and Kumar (2017) defined 
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customer engagement as “the mechanics of a customer’s value addition to the firm, either 

through direct or/and indirect contribution” (p. 295). Looking from a more customer-

oriented perspective, we derive from the literature that customer engagement is 

individuals’ desire to spend their own resources (e.g., money, time, data) in their 

interactions with a company. Based on this definition, making a purchase, supporting the 

charitable causes initiated by a company, waiting at the cashier lines, spending time while 

using a platform, sharing data with the company, or using the services provided by the 

company can be considered as different forms of customer engagement. Van Doorn et al. 

(2010) suggested that customer engagement behavior can be influenced by the context; 

and technology can be one of these contextual factors. For instance, free internet access 

offered in various locations has enhanced customer engagement. However, not all forms 

of technology facilitate customer engagement. We predict that recording technologies that 

are extensively used in the marketplace for collecting data on consumers, which creates 

a sense of being observed, have negative outcomes for customer engagement. 

Our prediction has its origins in the social influence literature. Research suggests 

that being observed by others, either induced with the actual presence or virtual indicators, 

have an impact on one’s actions (e.g., Baillon, Selim, and van Dolder 2013; Calder and 

Burnkrant 1977; Triplett 1898; Zajonc, 1965). People donate more in the presence of 

other people (Alpizar and Martinsson 2013) or even in the presence of eyes (Bateson, 

Nettle and Roberts 2006), act in a more prosocial way (Baillon, Selim, and van Dolder 

2013; Basil, Ridgway and Basil 2006), and endorse moral norms (Bourrat, Baumard, and 

McKay 2011). Research focusing on consumer behavior have also demonstrated that the 

presence of other people such as acquaintances (Kurt, Inman, and Argo 2011), 

salespeople (Baker, Levy, and Grewal 1992), or other shoppers (Argo, Dahl and 

Manchanda 2005; Dahl, Manchanda and Argo 2001) can influence how people act in 

consumption settings. When a behavior is open to public, people’s concerns about others’ 

judgments increase (Ratner and Kahn 2002). For instance, in the context of sharing 

pictures, the goal of sharing increases self-presentational concerns especially when the 

observers involve distant others (Barasch, Zauberman, and Diehl 2018). In other words, 

people shape what they share (Clark and Murphy 1982; Krauss and Fussell 1991) or what 

they consume based on the parties that observe them (Ratner and Kahn 2002). One 

common finding of this research stream is that people act in a socially desirable way when 

they are being observed as they think of how other parties will evaluate them (Ariely and 
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Levav 2000; Asch 1956; Calder and Burnkrant 1977; Deutsch and Gerard 1955; Ratner 

and Kahn 2002). More critically, one common element inherent to this finding is that the 

observer has always been a human. However, in the marketplace, people may feel 

observed without the actual presence of other people, due to the pervasiveness of the 

tracking technologies used by corporations (Zwebner and Schrift 2020). The substitution 

of humans with companies has consequences which result from the nature of the 

interaction formed between the consumer and the observer. Being observed by other 

people mostly implies a communal interaction. Information exchange between two 

people is symmetrical; when a person shares a personal issue with their friend, they do 

not think about the potential misuse of this information as they also have private 

information that could be used to retaliate (Jagadish 2020). Similarly, when a consumer 

is being observed by another person while shopping, they can observe the other party, 

too. However, when the observer is a company, exchange of information between a 

consumer and the company is asymmetrical (Jagadish 2020). Company knows about a 

consumer more than a consumer knows about the company. Further, consumers are 

oblivious to the extent to which companies collect and use information about them. As 

companies become the new observers in the marketplace (Zwebner and Schrift 2020), 

and all consumer-company relationships involve exchange relationship elements 

(Johnson and Grimm 2010), we propose that being observed by companies implies an 

exchange relationship rather than a communal one. 

 

Different types of relationships convey their own behavioral norms which 

influence people’s evaluations of the other party and their responses (Clark and Mills 

1992). In an exchange relationship, the norm is “quid pro quo”; the main reason behind 

giving something to the relationship partner is to receive something back in return (Clark 

and Mills 1992; Aggarwal 2004). In other words, exchange relationships are characterized 

by their reciprocal nature. Gouldner (1960) proposes that for something to be perceived 

reciprocal, there are two critical components: what is exchanged and when it is 

exchanged. The former component relates to whether the exchanged resources are 

identical or not (i.e., equivalence reciprocity). The latter component pertains to the 

duration between the initial action and its return (i.e., immediacy reciprocity). When 

individuals’ inputs are not reciprocated by the other party, their willingness to provide 

benefits to the relationship decreases (Falk and Fishbacher 2006). Research suggests that 

reciprocity is one of the predictors of customer engagement (i.e., Kumar 2013; 
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Matchwick, Wirtz and Ruyter 2008; Vivek, Beatty and Morgan 2012). For building 

sustainable consumer-company relationships, the resources exchanged between 

companies and consumers should be fair (Verhoef 2003).  

 

While engaging with the businesses in which exchange relationship norms apply, 

consumers typically assess the value of their resources that they would use in return for 

products or services (Fiske 1992). Resources are defined as the assets that have inherent 

or instrumental value for people (Dorsch, Törnblom, and Kazami 2017, Hobfoll 2002). 

These assets can be material such as products or money, abstract such as time or 

information, and even personality characteristics such as traits and values. Consumer 

behavior research has focused on studying the differences in mostly temporal and 

monetary resources such as time and money (e.g., DeVoe and Pfeffer 2007; Mogilner and 

Aaker 2009; Okada and Hoch 2004). However, technological advancements in the 

collection and use of big data have increased the value of data. In the past couple of 

decades, data have been considered as “a business resource” (Levitin and Redman 1998), 

and the amount of data generated by companies surpassed their ability to utilize them 

(Fayyad, Piatetsky-Shapiro, and Smyth1996). As a consequence of the prevalence of data 

collection practices, we propose that consumers consider their data as a resource. In the 

interactions they have with the companies, consumers expect to receive comparable 

advantages in exchange for the benefit they provide to the other party (Clark and Mills 

1993); however, in a data collection setting where people are being observed without 

receiving something in return immediately, they feel like their resources are being utilized 

without reciprocity. To test our predictions about whether people consider their data as a 

resource and being observed as a utilization of their resource without reciprocity, we 

conducted a pilot study with 104 participants recruited from Amazon Mechanical Turk 

online panel (58 females; Mage =45.98 years). First, we provided the definition of 

resources and asked whether they considered data as a resource (1=Yes, 2=No). Second, 

to measure reciprocity, we asked them to report whether they thought that the data 

collected from them were as valuable as what they received in return from companies 

through distributing 100 points. A chi-square analysis revealed that the number of 

participants who considered their data as a resource was more than the ones who did not 

perceive it as a resource (80%; c2 = 132.69, p < .001). Further, a paired sample t-test 

showed that consumers considered their data collected from them as more valuable than 

what they received in return (M value of one’s data= 74.66, SD value of one’s data= 22.11; M value of 
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reciprocation= 25.34, SD value of reciprocation= 22.11; t (103) = 11.38, p< .001). These findings 

provide empirical support for our predictions that data are considered as resources and 

being observed by companies is a form of utilization of one’s resources without 

reciprocity, as consumers do not think that what they receive in exchange for their data is 

comparable.  

 

When consumers’ resources are used, they tend to balance them. Conservation of 

resources theory suggests that people have a motivation to protect their available 

resources and acquire new ones with the goal of minimizing their net loss of resources 

(Hobfoll 1989; for a review, Halbesleben et al. 2014). When there is a loss, people become 

more protective of their remaining resources (e.g., Benight et al. 1999; Halbesleben and 

Bowler 2007). Synthesizing key findings of the prior research with our preliminary 

findings, we propose that consumers will be more protective of their available resources 

when they are being observed by companies, which would decrease their engagement. 

The reason behind this detrimental effect is that consumers consider being observed by 

companies as a utilization of their resources without reciprocity when they have 

reciprocity expectations from this interaction. Thus, they feel like their resources are 

being taken from them when they are observed, and they become reluctant to spend their 

time, money, or data in their relationships with the companies. However, consumers have 

an inability to quantify the amount of data or accurately judge the value of data that have 

been collected (for a review, Acquisti, Brandimarte, and Loewenstein 2020), providing 

something in return immediately can be considered as a reciprocation, which will 

decrease the need for protecting one’s resources and increase their engagement. 

 

Figure 3.1: Conceptual Model 
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3.2 Overview of Studies  

 

In the remainder of this article, we present results from six studies that test our prediction 

in different settings. As being observed in online and offline settings may have different 

implications for consumers and companies, we operationalize customer engagement in 

multiple ways. In Study 1, we show that being observed by companies decrease 

consumers’ willingness to engage with the company cognitively, actively, and 

affectively. In Study 1B, we operationalize engagement as the likelihood of donating 

money to a fund that is initiated by a store and show that being observed decreases 

consumers’ willingness to donate.  In Study 2A, with a controlled experiment, we show 

that when people think that what they share will be observed by other parties, they use 

less characters and words in the content they generate. In Study 2B, using data collected 

from Twitter, we replicate our finding that being observed influences sharing behavior 

through limiting the content and decreasing the number of characters used. In Study 3, 

we operationalize engagement as spending time on a platform, and demonstrate that being 

observed reduced consumers’ desire to spend time in using products offered by the 

company. Further, we provide empirical evidence for the underlying mechanism that 

being observed increases one’s desire to protect their resources, which decreases their 

engagement with the company. Finally, in Study 4, we show further evidence for our 

theorization by testing whether providing additional resources that can change the 

perceived reciprocity mitigates the effect. We explore consumers’ willingness to engage 

with the company, spend money for a product and an additional service, and show that 

consumers become more willing to engage with the company while being observed if the 

interaction becomes reciprocal. 

 

 

 

 

 

 

 



 

 

40 

Table 3.1: Overview of Studies 

Studies Objective Design Key Findings 
Pilot 
Study  

To explore whether 
consumers perceive 
data as a resource, 
and being observed 
as a utilization of 
resources without 
reciprocity  

N=104 
Data as a resource (Yes/No) 
Allocate 100% between the 
value of their data and what 
they receive in return 

Data are considered as 
resources and what 
consumers receive in 
exchange for their data is 
comparable. 

Study 1A To explore whether 
being observed 
decreases customer 
engagement 

N=261 
Single factor (Context: 
Observed, Control) 
DV: Customer engagement 
scale  

Being observed decreases 
customer engagement. 
 

Study 1B To increase 
generalizability by 
changing the 
manipulation and 
the outcome. 

N=201 
Single factor (Context: 
Observed, Control) 
DV: Donation likelihood 

Being observed decreases 
consumers’ willingness to 
donate to the causes 
initiated by the company. 

Study 2A To explore being 
observed decreases 
the extent to which 
people share 
content 

N=154 
Single factor (Context: 
Observed, Control) 
DV: Total number of 
characters used in the Tweet 

Being observed decreases 
the number of characters 
used in the content. 

Study 2B To increase 
ecological validity  

Identifying the Twitter users 
who think that they are being 
observed and exploring their 
descriptions and Tweets. 

Users who have a 
perception of being 
observed use less characters 
in their descriptions and 
Tweets. 
 

Study 3 To explore the 
underlying 
mechanism and 
increase 
generalizability. 

N=198 
Single factor (Context: 
Observed vs. Control) 
DV: Willingness to spend 
time 
Mediator: Resource 
protection 

Being observed decreases 
consumers’ willingness to 
spend time in their 
interaction with the 
company and the effect is 
driven by the desire to 
protect one’s resources. 
 

Study 4 To provide stronger 
evidence for the 
proposed 
mechanism and 
extend the 
implications of our 
findings 

N=385 
2 (Context: Observed, Not 
Observed) x 2 (Reciprocity: 
Reciprocal, Not Reciprocal) 
between-subjects design 
DV: Customer engagement 
scale, willingness to pay for a 
product and additional service 
Mediator: Resource 
protection 
Measure: Scarcity 

Being observed decreases 
customer engagement, 
willingness to pay and 
increases consumers’ desire 
to protect their resources. 
Making the interaction 
reciprocal attenuates the 
effect. 
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3.2.1 Study 1: Exploring the Influence of Being Observed on Customer 

Engagement 

 

The goal of Study 1 is to explore our main prediction that being observed by the 

companies decreases customer engagement. To test it, we conducted an experiment where 

we used an online shopping scenario and measured customer engagement with a scale 

adapted from Hollebeek, Glynn and Brodie (2014).  

 

Method 

We recruited two hundred and sixty-nine US residents on Amazon Mechanical Turk to 

complete the study in exchange for a small monetary payment, 8 of whom failed to pass 

the attention check question; which resulted in a final sample size of two hundred and 

sixty-one (148 females; Mage = 42.96 years). The study employed one-factor (Context: 

Observed vs Control) between-subjects design. Participants were asked to imagine that 

they opened the website of a retailer as they would purchase a book for their vacation. 

Participants in the observed condition were informed that these retailers could track and 

record their activities on the website. Participants in the control condition were informed 

that the retailer could not track their activities as they opened the website from an 

incognito browser. Afterwards, all participants completed the adapted version of 

customer brand engagement scale (1=Strongly disagree, 7=Strongly agree; Hollebeek, 

Glynn and Brodie 2014). Hollebeek, Glynn and Brodie (2014) identified cognitive 

processing, affection, and activation as the three factors of customer engagement. We 

used one item from each factor and adapted them into our setting to measure consumers’ 

willingness to engage with the company cognitively, affectively, and actively (Appendix 

B). Participants also rated the extent to which they thought that the platform tracked their 

activities, which served as a manipulation check (1=Not at all, 11=To great extent), and 

responded to an attention check item. Finally, they provided demographics. 

 

Results 

Manipulation Check. A one-way ANOVA revealed a significant effect of the context on 

the perception of being observed (F (1, 259) = 275.16, p < .001). Participants in the 

observed condition thought that the company would track them (Mrecorded = 9.66, SDrecorded 
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= 1.77) more than the ones in the control condition (Mcontrol = 4.11, SDcontrol = 3.38), which 

suggested that our manipulation worked as intended. 

 

Customer Engagement. We computed a composite customer engagement score by 

averaging participants’ responses to the three scale items (Cronbach’s alpha = .91).  

A one-way ANOVA revealed a significant effect of the context on customer engagement  

(F (1, 259) = 56.54, p < .001). Participants in the observed condition were less willing to 

engage with the company (Mobserved = 3.75, SDobserved = 1.45) than the ones in the control 

condition (Mcontrol = 5.09, SDcontrol = 1.42). Controlling for the age, gender and education 

of the participants did not change the results (p < .001). 

 

The results of Study 1 provided evidence for our prediction that being observed 

would decrease customer engagement. When consumers are being tracked by a company, 

their willingness to engage cognitively, affectively, and actively with the company 

decreases. 

 

3.2.2 Study 1B: Exploring the Influence of Being Observed on Willingness to 

Donate 

 
The main objective of Study 1B is to extend the generalizability of our findings 

by changing the manipulation and the outcome of interest that would extend our 

understanding of the underlying mechanism. In Study 1A, we show that being observed 

in an online setting decreases customer engagement. In Study 1B, we test this finding in 

an offline setting and explore whether being observed in a store environment through 

security cameras also influences customer engagement. With this goal, we used a scenario 

as well as visuals to manipulate being observed (for details, please see Appendix B). 

Further, we operationalize customer engagement as the willingness to support the cause 

initiated by a store and measure consumers’ willingness to make a donation. One may 

argue that being observed through security cameras in a supermarket is the default; not 

being observed is something unexpected, and even suspicious. This would decrease the 

donation likelihood of our participants. However, we predict that consumers who are 

being observed will be less likely to donate to the fund as they will be protective of their 

money when their data are being collected.   

 

Method 
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We recruited two hundred and one US residents on Amazon Mechanical Turk to complete 

the study in exchange for a small monetary payment (119 females; Mage = 42.17 years). 

The study employed one-factor (Context: Observed vs Control) between-subjects design. 

All participants were asked to imagine that they went grocery shopping. Participants in 

the observed [control] condition were informed about a banner that was displayed at the 

entrance of the store. On the banner, it was stated that the store is [not] monitored by 

security cameras. As soon as they passed the door, the security cameras [bag of chips] 

caught their eyes. They walked through the aisles and picked up the items they needed. 

Then, they headed to the cashier lines. While waiting at the checkout line, they saw a flyer 

of the store’s Hurricane Ida Relief Fund. After reading this scenario, participants rated 

how likely they would be to donate money to the store’s fund (11-point bipolar scale) and 

responded to a manipulation check question.  

 

Results 

Manipulation Check. A one-way ANOVA revealed a significant effect of the context on 

the perception of being observed (F (1, 199) = 133.91, p < .001). Participants in the 

observed condition thought that the platform would record their activities (Mobserved = 8.37, 

SDobserved = 3.07) more than the ones in the control condition (Mcontrol = 3.42, SDcontrol = 

2.99). 

 

Donation Likelihood. A one-way ANOVA revealed a significant effect of the context on 

the likelihood of donating money to the charity (F (1, 199) = 4.29, p = .04). Participants 

in the observed condition were less willing to donate money to the charity (Mobserved = 

5.22, SDobserved = 3.22) than the ones in the control condition (Mcontrol = 6.24, SDcontrol = 

3.69). 

 

Study 1B increased the robustness of our findings through employing a setting 

where customers imagined being observed in an in-person store atmosphere and 

measuring customer engagement with donation likelihood. The results show that being 

observed decreases customers’ donation likelihood to the store’s relief fund. This finding 

implies that the aversion to being observed is so strong that even in a setting where 

consumers expect to be observed by the company, their engagement decreases. More 

specifically, when consumers’ data are being collected, they become more conservative 

in the use of their monetary resources. Therefore, our effect does not require the 
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compatibility between the resource that is acquired by other parties and the resource to 

be used by the consumers.  

 

 

3.2.3 Study 2A: Exploring the Influence of Being Observed on Sharing Content 

 

The goal of Study 2A is to increase the generalizability of our findings through 

operationalizing customer engagement in a different way, which will also provide support 

for the underlying mechanism. We predict that when consumers are being observed, they 

will decrease their engagement because being observed by other parties is considered as 

an acquisition of one’s resources without reciprocity, and they are motivated to preserve 

their remaining data. With the goal of testing whether the collection of data by companies 

leads to a conservation of data, we ask our participants to generate a Tweet as a measure 

of customer engagement and examine the difference in the number of characters used in 

the text which can be considered as a proxy for the users’ willingness to disclose.  

 

Method 

One hundred fifty-four US residents (64 females, Mage = 41.3 years) participated in our 

study on Amazon Mechanical Turk in exchange for a small monetary payment. The study 

employed a single factor (Context: Default Mode vs. Vanish Mode), between-subjects 

design. Participants were randomly assigned to one of the two conditions. In the default 

mode condition, we informed participants that “On Twitter, the tweets written by users 

appear for a while and they are recorded or accessed by other parties” which is the default 

version of Twitter. Then, we asked them to imagine that they were on Twitter. In the 

vanish mode condition, we informed participants that “Twitter is planning to implement 

a vanish mode. In this mode, the tweets written by users will disappear after a while and 

they will not be recorded or accessed by any parties.” Then, we asked them to imagine 

that they were using this vanish mode. All participants were asked to type a Tweet. 

Afterwards, they reported the extent to which they thought that their Tweet would be 

observed (i.e., seen, recorded) by other parties (i.e., companies, governments, people) on 

a 7-point Likert scale (1=Not at all, 7=To great extent). 

 

Results 
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Manipulation Check. A one-way ANOVA revealed a significant effect of context on the 

perception of being observed (F (1, 152) = 11.856, p < .001). As expected, participants 

in the default mode condition thought that their Tweet would be observed more than the 

ones in the vanish mode condition (Mdefault=4.99, SDdefault=1.85, Mvanish=3.95, 

SDvanish=1.89). Our manipulation of (not) being observed worked as intended. 

 

Number of Characters Used in the Content. A one-way ANOVA revealed a significant 

effect of the context on the number of characters used in a Tweet (F (1, 152) = 9.497, p 

= .002). In line with our prediction, participants in the vanish mode condition used more 

characters in their Tweet than those in the default mode condition (Mdefault=45.71, 

SDdefault=39.03; Mvanish=73.45, SDvanish=68.67). In this analysis, we did not put a limit to 

the maximum number of characters that can be used. However, when Twitter was first 

launched, it had a 150-characters limit. One might argue that some participants thought 

about this anchor while typing their Tweet. To control for it, we eliminated the 

participants who used more than 150 characters and re-run the analysis. Results did not 

change; the number of characters used in the content was higher for the participants in the 

vanish mode condition than the ones in the default mode (Mdefault=39.99, SDdefault=26.62; 

Mvanish=53.44, SDvanish=35.89; F (1, 140) = 6.505, p = .012). 

 

The findings of this study provided causal evidence for our prediction that being 

observed decreases the extent to which individuals share. When people think that the 

content they share will be observed by other parties, they use less characters. In other 

words, when their data resources are utilized without reciprocity, they behave in a way 

that would protect the same resource. 

 

3.2.4 Study 2B: Exploring the Influence of Being Observed on Sharing Content 

with Secondary Data Analysis 

 

The primary objective of Study 2B is to test the findings of Study 2A in the field for 

increasing ecological validity. With this goal, we identified the users who thought that 

they were being observed on Twitter and compared their sharing behavior with a sample 

for whom the perception of being observed was not salient. Thus, we operationalized 

engagement as the sharing behavior on Twitter. Using data collected from Twitter to 
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explore our main prediction would be a more stringent test. On the one hand, the main 

goal of using Twitter is to share information (Liang, Shen, and Fu 2017). The flow of 

information among users makes this platform social and dynamic (Papacharissi and 

Gibson 2011). On the other hand, what essentially makes it a social platform also evokes 

concerns about the privacy of data (Liang, Shen, and Fu 2017). People who are highly 

concerned about their data do not share content or use Twitter at all. Thus, detecting this 

phenomenon in a social media platform would provide critical support for our prediction. 

 

Method 

 

Using the keyword-based method, we collected Twitter posts with Twitter Search API. 

We used keywords that directly and indirectly captured whether people thought that they 

were being observed. “Being recorded” and “being observed” were the terms that directly 

corresponded to the perception that we aimed to explore. We also collected tweets with 

the keywords of “The Great Hack” and “The Social Dilemma”, as these documentaries, 

providing information about the recording and manipulation practices used by companies, 

gained traction among Netflix users and on social media. Finally, we explored the tweets 

about “Cambridge Analytica”, and considered it as a recent event in which the company 

collected and used user data to manipulate the US elections (Berghel 2018).   

 

We collected the Tweets in three batches. The first batch was collected in 

November 2020, consisting of 7,500 Tweets in total. The second batch was collected in 

December 2020, consisting of 3,244 Tweets in total. Finally, the third batch was collected 

in May 2021, consisting of 3,869 Tweets in total. In the cleaning process, we removed 

the incomplete Tweets from the data set. Excluding them resolved the potential problems 

arising from the uncertainty regarding the missing parts of the Tweets (Please see 

Appendix B for the details about the data classification and annotation processes). 

To explore our prediction, we merged the data sets. We assumed that users who shared 

content that included these keywords thought that they were being observed by other 

parties. So, we considered those users as our experimental group. In the final data set, we 

had 553 unique users who shared content about being observed by other parties, and 1,104 

users who shared irrelevant content. In our comparisons, we use both the total number of 

irrelevant tweets, and a randomly selected sample of 553 users from the pool of irrelevant 

Tweets to assure that the two groups were comparable. As the results did not change, we 
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reported the analysis using the whole sample consisting of 1657 Twitter users. Our 

dependent measures were the number of characters used in the Tweet as well as the 

number of characters used in the description section. 

Results 

Number of Characters Used in the Description. We calculated the total number of 

characters that were used in the description section where users gave information about 

themselves. As expected, results showed that users who thought that they were being 

observed (Mobserved = 90.8, SDobserved = 50.2) used significantly less characters than the 

users in the control group (Mcontrol = 101.1, SDcontrol = 48.2; t (1655) = -4.03, p =.000). 

Number of Characters Used in the Tweet. In line with the results of Study 2A, we 

predicted that being observed would decrease the number of characters used in a Tweet.  

To test our prediction, we calculated and compared the total number of characters that 

were used in the Tweets that the users shared. Results showed that users who thought that 

they were being observed (Mobserved = 152.7, SDobserved = 89.1) used significantly less 

characters in their Tweet than the users in the control group (Mcontrol = 222.6, SDcontrol = 

92.5) (t (1655) = -14.68, p =.000). 

 

Using data from the field and the lab, Study 2A and 2B demonstrate that being 

observed decreases users’ engagement. More specifically, the results of Study 2A show 

that people generate longer content when their tweets are not recorded and accessed by 

other parties. In Study 2B, using real data collected from Twitter, users that we identified 

as having a perception of being observed share shorter Tweets, and use less characters in 

the description section where they disclose information about themselves. These findings 

showed that when users’ data are being collected, they become more protective of their 

data and decrease their engagement through sharing less information. Together with the 

findings of Study 1B, Studies 2A and 2B show that regardless of the compatibility 

between resources, being observed by companies make consumers protect their available 

resources. 

 

3.2.5 Study 3: Exploring the Influence of Being Observed on Willingness to 

Spend Time 
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The primary objective of Study 3 is to test the proposed mechanism. We propose that 

being observed by other parties will activate a motivation to protect one’s resources, 

which will reduce one’s tendency to use their resources. In this study, we directly measure 

participants’ motivation to protect their resources. The secondary objective is to increase 

the generalizability of our findings through using another resource. With this goal, we 

operationalized customer engagement as the willingness to spend time on the platform.  

 

Method 

We recruited two hundred and four US residents on Amazon Mechanical Turk to 

complete the study in exchange for a small monetary payment, six of whom failed to pass 

the attention check question, leaving us with a sample of one hundred ninety-eight 

participants (113 females; Mage = 44.41 years). The study employed a single factor 

(Context: Recorded vs. Control), between-subjects design. Participants were informed 

about a new streaming platform that offered its members an extensive music, film, and 

television series library. The platform tracked its members’ activities and tailored its 

recommendations. Participants in the observed condition were asked to imagine that they 

wanted to test the platform, downloaded its application, and became a member. 

Additionally, they read that “As the platform tracks its members, you know that your 

actions are being recorded and tracked. Your data can be used for various purposes.” 

Participants in the control condition also imagined downloading the application, however, 

they would not become a member. As only members are tracked, they were informed that 

their actions would not be recorded or tracked, and their data would not be used for any 

purposes. After the being observed manipulation, all participants were asked to report 

their willingness to engage with the content available at the platform (1=Not much, 

11=Very much), how much time they would spend while testing the platform (1=Not 

much, 11=Very much), and how many hours they would spend on the platform on a 

regular day (0-10 slider scale). Then, participants completed resource protection scale 

adapted from Winterich, Mittal and Morales (2014; Appendix B). Finally, participants 

responded to a manipulation check question, an attention check question, and provided 

demographics.  

 

Results 

Manipulation Check. A one-way ANOVA revealed a significant effect of the context on 

the expectations regarding tracking (F (1, 196) = 180.69, p < .001). Participants in the 
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observed condition thought that the platform would record their activities (Mobserved = 9.69, 

SDobserved = 1.91) more than the ones in the control condition (Mcontrol = 4.46, SDcontrol = 

3.39) 

 

Customer Engagement. We computed a composite customer engagement score by 

averaging participants’ responses to the three scale items measuring participants’ 

willingness to spend time on the platform (Cronbach’s alpha = .84). A one-way ANOVA 

revealed a significant effect of the context on participants’ engagement with the platform 

(F (1, 196) = 37.16, p < .001). Participants in the observed condition were less willing to 

spend time (Mobserved = 3.91, SDobserved= 2.43) than the ones in the control condition 

(Mcontrol = 5.74, SDcontrol = 1.70). When we controlled for the age, gender and education 

of the participants, the results did not change (p < .001). 

 

Underlying Mechanism. We computed a composite resource protection score by 

averaging participants’ responses to the three scale items (Cronbach’s alpha = .95). Then 

we tested the proposed mediation model using PROCESS (Hayes 2018) Model 4 with 

10,000 bootstrapped samples. In the model, we included context (0: control, 1: observed) 

as the independent variable, customer engagement as the dependent variable, and resource 

protection as the mediator. Mediation analysis showed that resource protection mediated 

the relationship between the context and customer engagement. More specifically, being 

observed by the company increased consumers motivation to protect their resources (b = 

1.37; t = 6.09, p = .000), which decreased their willingness to engage with the platform 

(b = -.30; t = -3.22, p = .0015). The index of mediation was significant (Effect = -.40, 

%95 CI: [-.78, -.12]), and the direct effect was reduced but still significant (Effect = -

1.42, %95 CI: [-2.04, -.79]), suggesting a partial mediation (please see Figure 1 for path 

coefficients). 
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Figure 3.2: Mediation Model in Study 4 

 

 

The findings of Study 3 provided direct evidence for the underlying mechanism 

that being observed by companies increased people’s motivation to protect their available 

resources, which decreased consumers’ engagement with the company. Further, we 

increased the generalizability of our findings through using another resource and showed 

that participants were reluctant to spend time when their data were being collected.  

 

 

3.2.6 Study 4: Attenuating the Effect Through Making the Interaction 

Reciprocal 

 

The primary objective of Study 5 is to provide stronger evidence for our theorization. We 

predict that when consumers are being observed, they think that their resources are being 

utilized without reciprocity and become more protective of their remaining resources 

either in the same or other categories. This theorization would suggest that making the 

interaction reciprocal can enhance customer engagement as it would decrease one’s need 

for protecting their resources. For reciprocity, what is exchanged and when is exchanged 

are critical (Gouldner 1960), which guided our manipulation. 

 

As the first component of reciprocity suggests, our intervention should include 

something offered by the company. When companies observe consumers, they collect 

their data. However, consumers do not know the extent to which their data are collected 
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(Acquisti, Brandimarte, and Loewenstein 2020). Further, they are not good at judging the 

value of their data (Winegar and Sunstein 2019). These findings suggest that consumers 

may not have a clear sense of what would be the equivalence reciprocity. In order to 

control for the unintended consequences of giving high incentives, we used a 

manipulation where the company provides a special discount for the World Book Day in 

our scenario. We did not specify the discount rate or give cues about an ongoing 

relationship with the retailer, which would provide a more stringent test for our prediction. 

 

Related to the second component of reciprocity, research suggests that a delay in 

the return benefit has an influence on one’s accounting of the spent and received 

resources; thus, reciprocity of resources should be carried through immediately 

(Aggarwal 2004). In line with this finding, we predict that providing additional resources 

while collecting data on consumers could attenuate the negative influence of being 

observed on customer engagement, as people would consider it as a form of reciprocity. 

 

The secondary objective of Study 5 is to rule out an alternative explanation. Our 

conceptualization suggests that consumers balance their resources; if they think that one 

of their resources are used by other parties without reciprocity, their tendency to use their 

remaining resources decreases. However, one might argue that the utilization of one’s 

resources can increase the perceived scarcity. If the effect is driven by the perceived 

scarcity of resources that increases one’s motivation to protect their remaining resources, 

then providing additional resources can also increase engagement when consumers are 

not being observed, as the total level of resources would increase. On the other hand, if 

the effect is driven by the lack of reciprocity, then additional resources will only increase 

the engagement in the being observed condition. To rule out the changes in the perceived 

scarcity as an alternative explanation, we tailored the additional manipulation resources 

in a way that would not decrease the perceived scarcity and measured it in this study.  

 

Method 

We recruited three hundred ninety-one US residents on Amazon Mechanical Turk to 

complete the study in exchange for a small monetary payment, six of whom failed to pass 

the attention check question, leaving us with a sample of three hundred eighty-five 

participants (211 females; Mage = 43.18 years). The study employed a 2 (Context: 

Observed vs. Not Observed) x 2 (Reciprocity: Reciprocal vs Not Reciprocal) between-
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subjects design. We used the scenario in Study 1 for manipulating being observed and 

asked participants to imagine that they found a book they wanted to purchase at an online 

retailer. Then, participants in the reciprocal conditions read that at the checkout page they 

received a discount as a part of World Book Day campaigns and they would pay less than 

they expected. Afterwards, all participants completed the adapted version of the customer 

engagement scale used in Study 1 (1=Strongly disagree, 7=Strongly agree), reported their 

willingness to pay for the product on a 0-$100 slider scale and their willingness to pay for 

an additional service of shipment on 0-$30 slider scale. Then they completed resource 

protection scale (1=Strongly disagree, 7=Strongly agree), reported the extent to which 

they felt like they had scarce resources on an 11-point bipolar scale (1=Not at all, 11=To 

great extent) and the extent to which they thought that the retailer would record their 

activities on an 11-point bipolar scale (1=Not at all, 11=To great extent). 

 

Results 

Being Observed. A two-way ANOVA revealed a significant main effect of the context (F 

(1, 381) =286.46, p < .001), and a significant interaction effect of the context and 

reciprocity (F (1, 381) =66.44, p = .004) on the expectations regarding tracking. 

Participants in the observed conditions thought that the platform would record their 

activities more than the ones in the not observed conditions for both reciprocity conditions 

(Mobserved_additional resource = 8.66, SDobserved_additional resource = 2.34; Mcontrol_additional resource = 

4.68, SDcontrol_additional resource = 3.37; Mobserved = 9.48, SDobserved = 2.16; Mcontrol = 3.84, 

SDcontrol = 3.03).  

 

Unfolding the interaction, pairwise comparisons showed that making the 

interaction reciprocal decreased the extent to which people felt observed when they were 

being recorded (Mobserved_reciprocal = 8.66, SDobserved_reciprocal = 2.34; Mobserved_not reciprocal = 

9.48, SDobserved_not reciprocal = 2.16; F (1, 381)= 4.07, p =.044). Further, for participants in 

the not observed condition, the ones in the reciprocal condition had a higher perception 

of being observed than the ones in the not reciprocal condition (Mnot observed_reciprocal = 4.68, 

SDnot observed_reciprocal = 3.37; Mnot observed_not reciprocal = 3.84, SDnot observed_not reciprocal = 3.03; F 

(1, 381)= 4.56, p =.033). 

 



 

 

53 

 

Figure 3.3: Interaction Effect of Context and Reciprocity  

on the Perception of Being Observed 

 

 

Customer Engagement. As in Study 1, we computed a composite customer engagement 

score by averaging participants’ responses to the three scale items (Cronbach’s alpha = 

.85). A two-way ANOVA revealed a significant interaction effect of the context and 

reciprocity on customer engagement (F (1, 381) = 5.40, p = .021). In both reciprocity 

conditions, participants who were in the being observed conditions were less likely to 

engage with the company compared to the not observed condition (Mnot observed_reciprocal = 

5.42, SDnot observed_reciprocal = 1.09; Mobserved_reciprocal = 4.89, SDobserved_reciprocal = 1.30; F (1, 

381) = 8.75, p=.003; Mnot observed_not reciprocal = 5.20, SDnot observed_not reciprocal = 1.30; 

Mobserved_not reciprocal = 4.09, SDobserved_not reciprocal = 1.20; F (1, 381) = 39.22, p< .001). 

Among participants who were in the being observed conditions, the ones in the reciprocal 

condition were more likely to engage with the company compared to the ones in the not 

reciprocal condition (Mobserved_reciprocal = 4.89, SDobserved_reciprocal = 1.30; Mobserved_not reciprocal 

= 4.09, SDobserved_not reciprocal = 1.20; F (1, 381) = 19.68, p< .001). The difference between 

not observed conditions was not significant (p=.22) 
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Figure 3.4: Interaction Effect of Context and Reciprocity on Customer Engagement 

 

Willingness to Pay for the Product. A two-way ANOVA revealed a significant interaction 

effect of the context and reciprocity on willingness to pay for the product (F (1, 381) = 

10.01, p = .002). Pairwise comparisons showed that among the participants who were in 

the reciprocal conditions, the ones in the being observed condition were willing to pay 

for the product more than the ones in the not observed condition (Mnot observed_reciprocal = 

15.86, SDnot observed_reciprocal = 8.20; Mobserved_reciprocal = 19.26, SDobserved_reciprocal = 14.18; (F 

(1, 381) = 3.92, p = .048). However, among the participants who were in the not 

reciprocal conditions, those in the not observed condition were willing to pay more than 

the ones in the observed condition (Mnot observed_not reciprocal = 19.40 , SDnot observed_not reciprocal= 

13.81; Mobserved_not reciprocal = 15.13, SDobserved_not reciprocal = 9.52; (F (1, 381) = 6.22, p = 

.013).  

 

Further, among the participants who were in the being observed conditions, those 

who were in the reciprocal condition were willing to pay more than the ones in the nor 

reciprocal condition (F(1, 381) = 5.66, p = .018). However, among the participants who 

were in the not observed conditions, participants in the not reciprocal condition were 

willing to pay more than the ones in the reciprocal condition (F(1, 381) = 4.37, p = .037). 
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 Figure 3.5: Interaction Effect of Context and Reciprocity  

on Willingness to Pay for the Product 

 

Willingness to Pay an Additional Service. A two-way ANOVA revealed a significant 

interaction effect of the context and reciprocity on willingness to pay for an additional 

service (F (1, 381) = 4.82, p = .029). Pairwise comparisons showed that among the 

participants in the observed conditions, the ones in the reciprocal condition were willing 

to pay for the shipment more than the ones in the not reciprocal condition 

(Mobserved_reciprocal = 4.17, SDobserved_reciprocal = 4.72; Mobserved_not reciprocal= 2.78, SDobserved_not 

reciprocal = 1.91; F (1, 381) = 7.46, p = .007). Among the participants who were in the not 

reciprocal conditions, the ones in the not observed condition were willing to pay more for 

the shipment than the ones in the observed condition (Mnot observed_not reciprocal = 3.82, SDnot 

observed_not reciprocal = 3.32; Mobserved_not reciprocal = 2.78, SDobserved_not reciprocal = 1.91; F(1, 381) 

= 4.30, p = .039). The difference between the not observed conditions (p= .73) and the 

additional resource conditions (p=.30) were not significant. 
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Figure 3.6: Interaction Effect of Context and Reciprocity 

on Willingness to Pay for an Additional Service 

 

 

Resource Protection. As in Study 4, we computed a composite resource protection score 

by averaging participants’ responses to the three scale items (Cronbach’s alpha = .95). A 

two-way ANOVA revealed a significant main effect of the context (F (1, 381) = 19.74, p 

= .001), and a significant main effect of resources (F (1, 381) = 9.92, p = .002). The 

interaction was not significant (p= .45). Contrasts showed that in both of the reciprocity 

conditions, participants in the being observed conditions were more motivated to protect 

their resources than the ones in the not observed conditions (Mobserved_reciprocal = 4.60, 

SDobserved_reciprocal = 1.69; Mnot observed_reciprocal = 3.96 , SDnot observed_reciprocal = 1.72; F(1, 381) 

= 6.73, p = .010; Mobserved_not reciprocal = 5.28, SDobserved_not reciprocal= 1.49; Mnot observed_not 

reciprocal= 4.37 , SDnot observed_not reciprocal= 1.86; F (1, 381) = 13.62, p < .001). However, 

among the participants in the being observed conditions, the ones in the reciprocal 

condition were less motivated to protect their resources than the ones in the control 

condition (Mobserved_reciprocal = 4.60, SDobserved_reciprocal = 1.69; Mobserved_not reciprocal = 5.28, 

SDobserved_not reciprocal = 1.49; F (1, 381) = 7.45, p = .007).  The difference between not 

observed conditions was not significant (p=.09). 
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Figure 3.7: Interaction Effect of Context and Reciprocity 

on Resource Protection 

 

Perceived Scarcity. We ran a two-way ANOVA with context as the first independent 

variable, reciprocity as the second independent variable, and the perceived scarcity as the 

dependent variable. In line with our predictions, neither the main effects, nor the 

interaction of these variables was significant (p > .2).  

 

The results of Study 5 show that being observed decreases consumers’ desire to 

engage with the company, and their willingness to spend money on the product and 

additional services provided by the company. Further, making the interaction reciprocal 

through providing additional resources can attenuate the negative effect of being observed 

on customer engagement. Offering a discount decreased the extent to which participants’ 

felt observed, and increased participants’ willingness to engage with the company and 

spend money for the products and services when participants were being observed. In line 

with our theorization suggesting that being observed is considered as a utilization of one’s 

resources without reciprocity, making this interaction reciprocal attenuated the effect. On 

the other hand, offering a discount significantly increased the extent to which people felt 

observed, and decreased the amount people were willing to pay for the product. These 

findings may suggest that offering a discount imposes a reciprocity expectation on 

consumers. As they are offered a promotion, they should respond to it, which should be 

tracked by the party that made the offer, increasing the perception of being observed. 
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However, the offer might have been considered trivial as the details of the benefit was 

not clear, it could be considered as a sales tactic and increased consumers’ skepticism. 

 

Our findings also suggest that the effect is not driven by the perceived scarcity of 

resources. It is the perceived lack of reciprocation that drives the effect, as the additional 

resources provided by the company did not decrease the perceived scarcity; however, they 

reduced consumers’ need to protect their resources. 

 

 

3.3 General Discussion 

 

Digital technologies have been incorporated into consumers’ life; however, very little 

attention has been paid to its side-effects for both consumers and companies. In this 

research, across seven studies, with experiments supported by a secondary data collected 

from a social media platform, we show that companies’ data collection practices distort 

consumer behavior. Being observed by companies decreases customer engagement in 

various forms including willingness to share content and self-related information on 

social media, tendency to spend money and donate to charitable funds initiated by the 

company, and desire to spend time in their interaction with the company. This effect is 

driven by a desire to protect one’s resources. As being observed implies the utilization of 

one’s data resources without reciprocity, consumers become more conservative of their 

available resources, either in the same or different categories, when they are being 

observed by companies. Making this interaction reciprocal can attenuate the negative 

influence of being observed on customer engagement. Our findings contribute to the 

research streams in psychology and marketing and provide important managerial and 

consumer well-being implications. 

 

Our first and foremost contribution is to the social influence literature. Research 

has clearly demonstrated that individuals have a tendency to act in a socially desirable 

way in the presence of others (Ariely and Levav 2000; Asch 1956; Calder and Burnkrant 

1977; Deutsch and Gerard 1955; Ratner and Kahn 2002). However, our findings suggest 

that when people are being observed by companies, they can act in a non-normative way. 

In Study 1B, people’s willingness to make a donation decreased when they were being 

observed by companies, which is the opposite of the findings in social influence literature 
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suggesting that being watched by others increases prosocial behavior. This finding 

implies that the side-effects of being observed by companies can be detrimental for 

consumer and societal wellbeing. Further, in Study 2A, our participants generated shorter 

content when the fact that they were being observed was made salient to them. Similarly, 

in Study 2B, we tried to identify the existing users of Twitter who thought that they were 

being observed by other parties and showed that their description of themselves and their 

Tweets were shorter. Social media platforms, especially Twitter, provide valuable 

information about what individuals think and how they feel regarding the social and 

political events such as 2016 US Presidential election (Berman et al. 2019) and MeToo 

movements (Gautam et al. 2020), and global crisis such as Covid-19 outbreak (Singh et 

al. 2020). Contributing to this research stream, we show that even on a platform that 

people sign up to be observed and heard by other parties, individuals tend to share less 

when the fact that their data are collected and recorded is salient to them. In other words, 

even when consumers have an expectation to be observed, as on Twitter or in a 

supermarket, experiencing it can still influence their subsequent behavior. Although we 

did not directly measure the amount of time spent on writing content, we can infer from 

the shorter length of Tweets that they spent less time while actively engaging with the 

platform where the norm is to spend time and generate content. A decrease in users’ 

engagement and willingness to share content in various domains such as public health or 

politics in which user-generated content is a valuable and informative resource is critical 

for both social media platforms and consumers. These counter normative and potentially 

unfavorable behaviors triggered by companies’ data collection practices require further 

research for identifying the interventions that can improve the psychological and societal 

wellbeing of consumers.  

Second, we contributed to the customer engagement literature in multiple ways. 

Customer engagement has been conceptualized from different perspectives. Here, we 

operationalized it as the allocation of consumers’ resources to the various forms of 

company interactions. In line with this operationalization, we extended the boundaries of 

customer engagement through using different measurements in line with its definition. 

Research on social media engagement has mostly used liking or sharing behavior as an 

engagement measure (Pancer et al. 2019, 2021; Zor, Kim and Monga 2021). Aiming to 

provide a standardized measurement, multiple scales have been developed (i.e., 

Holleebeek, Glynn and Brodie 2014; So, King and Sparks 2014; Vivek et al. 2014). In 
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our research, we considered various behaviors as the manifestations of customer 

engagement, and we consistently showed that being observed by companies has negative 

consequences for it.  

Prior research has proposed that customer engagement can create emotional 

bonding, trust and commitment (Beckers, Risselada, and Verhoef 2014; Brodie et al. 

2013), suggesting a formation of a communal relationship between consumers and 

companies. However, our findings highlight the transactional nature of customer 

engagement. On a recent article, Hollebeek et al. (2018) has identified a critical 

managerial question: “How can companies motivate customers to invest their scarce 

resources in interacting with their brands?” (p.2). Our results suggest that a prevalent 

activity of companies prevent customers from engaging with the company, and the reason 

behind the decreased engagement is the motivation to protect one’s resources. Although 

long term benefits of customer engagement for consumers and companies can involve 

communal bonds, transactional elements should be taken into consideration in the 

facilitation of engagement as being a consumer, by definition, implies an exchange 

relationship (Bagozzi 1975).  

 

In the research exploring exchange relationships and the norm of reciprocity, the 

individual or the company typically gives something to the relationship partner, and they 

receive something in return. For instance, a consumer frequently buys something from a 

store, and expects to receive a discount in return, or this happens in the reverse order. So, 

one of the parties voluntarily do something that provides benefits to the other party (e.g., 

Gouldner 1960; Dahl, Honea, and Manchanda 2005; Giesler 2006). However, when 

people are being observed, they think that their data are being collected from them, and 

they do not receive something in return. The nature of this exchange in which the 

consumer has a passive role may influence the perceived equivalence of the reciprocation. 

Our findings in Study 4 showed that even making a negligible discount that was offered 

during the interaction could attenuate the effect, suggesting that short-term benefits can 

improve customer experiences. Future research could explore whether the long-term 

benefits of data collection are considered as a form of reciprocation and identify the 

factors that can decrease consumers’ need to protect their resources.  
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Our findings also contribute to the literature on resource and scarcity. Decrease in 

a resource has been primarily explored as an inadequate resource relative to a desired 

level. Here we explore the decrease in one’s resources as a result of other parties’ potential 

acquisition; however, consumers do not think of it as a substantive lack in a given 

resource. Even when consumers do not feel the scarcity of a resource, the acquisition of 

it by corporations without reciprocating can induce a resource protection motivation. 

Further, the motivation to protect one’s resources applies to different categories. When 

the data collection of companies was made salient, people protected their data and 

released less information in Studies 2A and 2B, kept their money and became less willing 

to spend it in Studies 1B and 4, and preserved their time and decreased their intention to 

use it in Study 3. To the best of our knowledge, we for the first time showed that 

consumers consider data as a resource and react to the collection of it in a negative way 

through safeguarding their remaining resources and decreasing their engagement. In our 

studies, we did not specify which types of data are collected by the companies. The 

collection of company-relevant and irrelevant data can differentially influence the 

perception of being observed and consequences of it, which should be further explored.  

 

Finally, our findings have implications for the consumer behavior in public and 

private spaces. Although research has clearly demonstrated the discrepancy between how 

people act in public and private spaces (e.g., Fazli-Salehi et al. 2001; Graeff 1996; Ratner 

and Kahn 2002; Swaminathan, Stilley, and Ahluwalia 2009; Wang, Zhu and Shiv 2012), 

the nature of “private-ness” has changed with the ubiquitous use of recording practices. 

Feeling of being observed resulting from the marketplace practices can change the way 

people construe public and private spaces. As being observed by other parties, either 

companies or consumers, has become the new normal in today’s world, social or cognitive 

processes triggered by being watched by others such as self-awareness (Baltazar et al., 

2014), impression management concerns (Ratner and Kahn 2001), and self-referential 

processing (Conty, George, and Hietanen 2016) may subject to change. Further, the 

enhancing effect of the presence of others on socially desirable behavior may not be 

replicable in a world where people get used to being observed. Future research should 

explore the new psychological and behavioral consequences of being observed that are 

introduced to the society with the change of the observer from other people to 

corporations.  
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Chapter 4 

 

CUI BONO? EXPLORING CONSUMERS’ RESPONSES 

TOWARDS PRIVACY NOTICES 

 

 

4.1 Introduction 

 

“We use cookies and other tracking technologies to enhance your site experience and for 

analytical purposes.” Every day, many consumers receive a great number of notifications 

about cookies, which is one of the various advanced technologies that provide means for 

companies to collect consumers’ data (Michael 2016). Although consumers are concerned 

about how companies collect and use their personal information, they do not know the 

exact ways in which their data is collected (Graeff and Harmon 2002). With the aim of 

giving more control to individuals over their personal data, General Data Protection 

Regulation (GDPR) was implemented in May 2018. This regulation requires companies 

to ask for the users’ consent for cookies before data collection begins. In Europe, GDPR 

has implemented an opt-in policy; companies need to get the consent of consumers. In 

the US, regulators prefer opt-out mechanisms; for instance, consumers can opt-out 

behaviorally targeted advertisements through AdChoices. Either opting in or opting out, 

consumers see various notifications or icons (Figure 1) that remind them that companies 

do observe their behavior. In this article, we explore how privacy notices influence 

consumers’ inferences about companies and their intention to use the products or services 

and extend the prior research through delineating the underlying process. 

 

          

Figure 4.1:  Privacy Notices Used by the Companies 
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4.2 Conceptual Development 

 

Data became the most powerful resource and is considered as the new oil for the digital 

era (The Economist 2017). With the goal of acquiring more data from consumers, 

companies allocate resources for tracking, monitoring, and analyzing how people act in 

the marketplace at pre, during or post decision making stages (Zwebner and Schrift 2020). 

In the last decade, in addition to incorporating tracking technologies, companies also 

started to let consumers know about how they use these practices for observing them. For 

instance, companies inform consumers that their previous purchases are being used for 

making recommendations, or the products they have viewed are still waiting in the 

shopping cart. These messages typically used in the marketplace make consumers aware 

that they are being observed (Zwebner and Schrift 2020). We propose that a privacy 

notice is one of the messages companies use that increases the salience of the sense of 

being observed. Therefore, exploring the influence of privacy notices on consumers’ 

reactions requires going beyond the privacy notice itself and understanding how 

consumers respond to being observed by others.  

 

We use the term “being observed” to refer to the occasions of being tracked, 

recorded, targeted, or seen by other parties. Emerging research stream exploring 

consumers’ reactions towards being observed suggests that consumers do not want to be 

observed. Zwebner and Schrift (2020) showed that consumers are averse to being 

observed, especially during the preference construction stage, as it undermines decision 

autonomy. This, in turn, can make consumers refrain from being observed and alter their 

preferences. Consumers’ reluctance to be observed is also uncovered in the studies that 

explore their responses to the notifications that increase the salience of being observed. 

An exploratory study showed that users respond to cookie disclaimers negatively (Kulyk 

et al. 2018). Analysis of the acceptance rate of cookies after the implementation of GDPR 

revealed that 88% of the users ignore or close the cookie banner (Mueller 2019). Turow 

et al. (2009) demonstrated that young adults are averse to be tracked; 86% of them don’t 

want to receive customized advertisements based on what they do on the websites other 

than the one they are visiting. When they are asked for consent, only 5.5% of people give 

consent for tracking of intrusive data such as location information (Godinho de Matos 

and Adjerid 2021). Receiving something in exchange for the acquisition of their personal 



 

 

64 

data such as personalized ads or coupons does not help much. Tucker (2012) showed that 

consumers find them intrusive, as receiving these ads makes them realize that the 

companies have been collecting their personal information without their consent. Despite 

consumers’ aversion to be tracked, they do not have a means of escape. Even when they 

do not give consent, it is difficult for users to avoid being observed by companies as most 

web pages continue tracking them (Sanchez-Rola et al. 2019). Recently, Brough et al. 

(2021) have suggested the bulletproof glass effect; although privacy notices are expected 

to increase the sense of security, they reduce consumers’ purchase intention on a website 

as these notices decrease their trust. Taking a step back and exploring how consumers 

process privacy notices, Cara and Dumitrasciuc (2021) demonstrate that cognitive 

engagement is not a significant predictor of changing the default settings of privacy. In 

other words, users do not put much effort into thinking about the content or changing the 

preferences, and they do not process the information presented in the privacy disclaimer. 

In fact, public surveys show that most Americans are neither aware of companies’ and 

governments’ data collection practices, nor capable of understanding privacy policies 

they receive from various applications and websites (Pew 2019). If an American user read 

every word of privacy policies, they would spend 201 hours, and the value of lost time 

would be $781 billion (McDonald and Cranor 2008). A key implication of this research 

stream is that consumers react negatively to being observed that can be triggered by the 

privacy notices and the main reason leading to this aversion may not be about the privacy 

notice itself. Bringing up a new perspective and extending the prior literature, we predict 

that this aversion stems from the processes that are triggered by the perception of being 

observed.  

 

Research also implied that asking for permission to track can have positive 

outcomes for both companies and consumers. Making a distinction between overt and 

covert data collection, the former involves informing consumers that their data is 

collected while the latter collects data without awareness, Aguirre et al. (2015) shows that 

covertly collecting data and using them for personalized ads decreases consumers’ 

willingness to click as they feel vulnerable. However, overt data collection increases click 

through rates (Tam and Ho 2006) as it may signal reliability of the company (Kim and 

Kim 2011). This finding provides insights about the potential benefits of overt data 

collection for online advertisement effectiveness. Exploring the consequences of overt 

data sharing, Schmidt, Bornschein and Maier (2020) showed that when consumers accept 
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cookies and share data, they perceive the price change fairer and increase their purchase 

intention. The underlying mechanism for the effect is that giving consent for collecting 

information leads consumers to attribute the outcomes of data sharing to themselves as 

opposed to the company. This research stream demonstrates that despite being limited to 

specific contexts, observing consumers and asking for permission to track can have 

favorable outcomes for companies. More critical for our research, these findings suggest 

that consumers use the privacy notice as a cue to make attributions to the companies or 

judge the capabilities of them. 

 

Synthesizing key findings of the prior research, we suggest that privacy notices 

make consumers aware that they are being observed, which, in turn, triggers a process 

that stems from the nature of being observed and leads to a reactance towards these 

notices. Social influence literature shows that when one’s actions are being observed, 

individuals think about the observers and the impression they make to them which leads 

to the distortion of their behavior (Ariely and Levav 2000; Asch 1956; Calder and 

Burnkrant 1977; Deutsch and Gerard 1955; Ratner and Kahn 2002). This finding implies 

that being observed can shift one’s attention to the other party and make them consider 

what the others think (Ratner and Kahn 2002), or what they have (Ariely and Levav 

2000). In line with this implication, we predict that the sense of being observed triggered 

by the privacy notices lead people to think about the party that sends this message and 

information being collected by them. In other words, it increases the salience of the 

company that sends the privacy notice and prevents consumers from paying attention to 

the message communicated in the privacy notice itself. 

In a typical information disclosure setting, the actor shares personal information 

with other parties. Privacy calculus model suggests that while deciding whether to provide 

information or not, individuals calculate the costs and benefits of disclosure (Laufer and 

Wolfe 1977). If the benefits surpass the risks, then consumers become more willing to 

share personal information (Dinev and Hart 2006). Although both benefits and costs are 

crucial factors of this calculation, research shows that the primary reason behind 

information disclosure is anticipated benefits as various elements such as trust to the other 

party can mitigate the anticipated costs (Krasnova et al. 2010). Sun, Wang and Shen 

(2021) suggest that perceived benefits and costs are not necessarily independent; both of 

them could be high but as long as the perceived benefits are relatively higher, individuals 



 

 

66 

disclose information. Here, we suggest that being observed by other parties can be 

considered as a form of information disclosure in which the actor has a passive role. 

Although consumers decide whether to give consent to this data collection, other parties 

are more active as they collect information which changes the self-centered nature of the 

privacy calculus. As the observer, the company in our case, is salient, consumers who 

receive privacy notices from companies try to calculate not only their own benefits, but 

also companies’ benefits and think about which party benefits the most. However, 

consumers lack the necessary knowledge to make this calculation as they do not really 

know the extent to which they provide data to companies, the value of their data, and how 

companies use them (for a review, Acquisti, Brandimarte, and Loewenstein 2020). 

Despite the lack of knowledge regarding the details of tracking and data recording 

practices of companies, they have an intuition that companies benefit from this data 

collection more than them. In a classical exchange between a buyer and seller, one party 

benefits more than the other from a transaction (Bhattacharjee, Dana, and Baron 2017). 

We propose that consumers think of a data collection setting as a zero-sum market 

exchange. The asset is consumers’ data which are being collected by companies from 

consumers, and consumers do not know what they will receive in exchange for them, or 

how their data will be used. As they do not receive immediate benefits or consider some 

of the potential benefits intrusive such as customized ads (Tucker 2012), they think that 

companies should be benefitting more than them. To test our prediction about the 

disproportion of benefits that are perceived to be in favor of companies, we conducted a 

pilot study with 100 participants recruited from Amazon Mechanical Turks online panel 

(52 female; Mage=40.8 years). We told participants that “Many companies track 

consumers and collect their data. Both consumers and companies receive benefits from 

it”. Then we asked them to report which party benefitted from it the most by allocating 

100% between two parties: consumers and companies. In line with our expectation, 

findings pointed out an imbalance between companies and consumers. A paired sample 

t-test showed that consumers thought that companies benefitted (Mcompanies=85.52, 

SDcompanies=15.63) more than consumers (Mconsumers=14.48, SDconsumers=15.63) from 

tracking practices (t (99) = 22.73, p <.001). This finding provided support for our 

prediction that consumers’ calculus results in the disproportion of benefits in favor of the 

companies provided by tracking activities. 
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Looking from the company’s perspective, tracking consumers, and collecting 

their data provide numerous benefits to them such as increasing their sales and profits and 

generating advertisements through targeting consumers based on what they viewed or 

purchased before (Lambrecht and Tucker 2013), what they read (Zhang and Katona 

2012), or which keywords they searched on the search engines (Desai, Shin and Staelin 

2014). Apart from providing monetary benefits, collecting data help companies 

understand their consumers. Companies implement technologies for understanding and 

improving consumers’ experience on their website (Waisberg and Kaushik 2009), they 

create customer profiles across various touch points (Wagner and Majchrzak 2006). 

These practices suggest that observing consumers through collecting data and tracking 

them can help companies identify the needs and desires of consumers and address them 

in a successful way. In other words, observing consumers can be considered as a process 

that help companies put customers’ interests at the center of firm’s actions which is 

referred to as customer centricity (e.g., Burmann, Meurer and Kanitz 2011; Lamberti 

2013). To better understand managers’ views on observing consumers with the goal of 

achieving customer centricity, we conducted a survey with 31 executives from an 

Executive MBA class at a private university (7 females; Mage=39.26 years) with a 

minimum of 8 and maximum of 28 years of work experience. These executives were 

asked to state whether they agreed with the statement suggesting that alongside with the 

various goals, the primary objective of tracking was to put customers' interest at the center 

of companies' actions (Appendix C). 84% of the survey respondents (N= 26/31) agreed 

with the statement, indicating that companies consider tracking consumers as a means to 

become more consumer centric. Only 16% of the respondents (N= 5/31) did not agree 

with the statement and thought that the primary objective of tracking was not being 

consumer centric (c2(2)= 5.135, p=.02). The findings of our pilot studies suggest that 

there is a mismatch between companies’ and consumers’ understanding of consumer 

centricity. On the one hand, consumers believe that companies disproportionately benefit 

from observing them and collecting their data. On the other hand, companies observe 

their consumers to serve them in a better way and provide them more benefits. 

 

Given the implications of extant literature and our preliminary results, we predict 

that consumers who receive a privacy notice will think that they are being observed and 

react negatively to the privacy notice. This negative effect is driven by the calculation of 

the benefits they and the company will receive from this observation. This calculus will 
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be concluded with the idea that companies benefit from tracking more than consumers, 

which decreases the perceived customer centricity of the company. As consumers 

consider tracking as an activity yielding profit to companies, we expect to observe a 

positive association of the perceived profitability of a company and anticipated tracking 

activities of it. Even when the company is non-profit, privacy notices are likely to change 

the perceived profit orientation of them because they are considered as an indicator of 

companies’ goal of making profit rather than serving consumers. This, in turn, decreases 

perceived customer centricity of the companies. In line with the research showing that 

perceived customer centricity increases consumers’ loyalty intentions (Gulati 2007; Lee 

et al. 2015), we predict that consumers’ willingness to use a product or a service in future 

will decrease as a function of the lower levels of perceived customer centricity when 

consumers receive a privacy notice. 

 

Figure 4.2: Conceptual Model of  

Cui Bono?:Exploring Consumers’ Responses Towards Privacy Notices 

 

4.3 Overview of Studies 

 

In the remainder of this article, we present results from seven studies that test our 

predictions. All of our studies have an initial screening question and an attention check 

question embedded in the study. In Study 1, we show a positive correlation between the 

perceived profitability of a company and its tracking activities. In Study 2A, exploring 

secondary data obtained from a university, we show in a real setting that consumers are 

averse to privacy notices; they do not tend to allow companies to track them. In Study 

2B, testing our main prediction in a more controlled setting, we demonstrate that privacy 

notices decrease consumers’ willingness to use a browser in future. In Studies 3A and 3B, 

we show that willingness to use an application or a platform in future decreases for 
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consumers who receive a privacy notice and provide direct empirical evidence for our 

proposed mechanism that receiving a privacy notice decreases perceived customer 

centricity of the company as well as making it seem more profit oriented, which in turn 

decreases users’ willingness to use the product. In Study 4, we show that the negative 

effect of privacy notices applies to the non-profit companies as receiving a privacy notice 

changes the perceived profit orientation of a company. Finally, in Study 5, using field 

data, we show that the effect can be mitigated when users are provided with an option to 

decline cookies as it can change the privacy calculus. 

 

Table 4.1: Overview of Studies 

Studies Objective Design Key Findings 
Pilot 
Study 1 

To explore 
consumers’ privacy 
calculus   

N=100 
Allocate 100% between 
two parties: companies 
and consumers 

Consumers’ calculus results 
in the disproportion of 
benefits in favor of the 
companies. 

Pilot 
Study 2 

To explore 
managers’ view on 
observing consumers 
for achieving 
customer centricity 

N=31(executives) 
Agree/Disagree with the 
statement suggesting that 
the primary goal of 
tracking is achieving 
customer centricity. 

Managers consider tracking 
consumers as a means to 
become more consumer 
centric. 

Study 1 To explore the link 
between the 
profitability of a 
company and 
anticipated tracking 
activities 

N=177 
Respond to the questions 
about the profit, tracking 
activities and motive of the 
company for 40 companies 
from Fortune 500 list.  

Consumers consider the 
profitability of a company as 
a proxy for the tracking 
activities that they engaged. 
The more a company made 
profit, the more consumers 
thought that it would observe 
consumers with the goal of 
making profit rather than 
serving consumers.  

Study 2A To explore 
consumers’ aversion 
towards privacy 
notices using 
secondary data. 

Exploring the metrics 
before and after the 
implementation of privacy 
notices on a website 

The number of users, new 
users and pageviews had a 
significant decline after the 
privacy notices were 
implemented on the website 

Study 2B To explore 
consumers’ aversion 
towards privacy 
notices using in a 
more controlled 
setting. 

N=191 
Single factor (Notification 
Type: Privacy Notice vs. 
Control) between-subjects 
design 
DV: Usage intention 

Receiving a privacy notice 
decreased consumers’ 
tendency to use the browser 
in future. 
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Study 3A To explore the 
underlying 
mechanism, increase 
generalizability, 
provide empirical 
support for our 
conceptualization. 

N=193 
Single factor (Notification 
Type: Privacy Notice vs. 
Control), between-subjects 
design. 
DV: Usage intention 
Mediator: Customer 
centricity 
Measure: Anticipated 
tracking 

The effect was robust across 
different types of privacy 
notices. 
Receiving a privacy notice 
decreased perceived customer 
centricity of the firm, which 
reduced consumers’ 
willingness to use the app. 

Study 3B To clarify the 
underlying 
psychological 
process. 

N=201 
Single factor (Notification 
Type: Privacy Notice vs. 
Control), between-subjects 
design. 
DV: Usage intention 
Mediator: Difference 
between the perceived 
profit and customer 
orientation 
Covariate: Trust 

Privacy notice made 
consumers perceive the 
company more profit and less 
customer oriented, which 
decreased the usage intention. 
The effect was not driven by 
the decrease in consumers’ 
trust. Instead, it resulted from 
the attributions made to the 
company based on the use of 
privacy notices. 

Study 4 To provide stronger 
evidence for the 
proposed mechanism 
and extend the 
implications of our 
findings 

N=671 
2 (Company Type: For-
Profit, Non-Profit) x 2 
(Privacy Notice: 
Available, Control) 
between-subjects design 
DV: Purchase intention 
Mediator: Customer 
centricity 
Measure: Profit orientation 

Privacy notices made 
companies perceived as profit 
oriented, decreased perceived 
customer centricity of it and 
consumers’ purchase 
intention. 

Study 5 To explore a 
boundary condition 

Exploring the metrics 
before and after a change 
in privacy notices on a 
website 

Giving an option to decline 
cookies could improve 
consumers’ willingness to 
accept the cookies.  

 

 

 

 

4.3.1 Study 1: Exploring the Association Between Perceived Profitability of a 

Company and Anticipated Tracking Activities 

 
The main objective of Study 1 is to explore the perceived relationship among companies’ 

profit, tracking activities and motives. Our pilot study showed a disproportion of benefits 

in favor of companies. In other words, consumer think that companies profit more than 

consumers as a result of tracking. In Study 1, we explore consumers’ perception of the 

link between profitability of a company and its tracking activities. We predict that the 
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more profitable the companies are perceived, the more they will be considered engaging 

in tracking activities. Further, we expect that if companies are thought as engaging in 

extensive tracking, they will be perceived as being motivated by making profit rather than 

serving customers. To test these predictions, we conducted a study based on 

Bhattacharjee, Dana and Baron (2017). 

 

Method 

We recruited one hundred and ninety-one US residents on Amazon Mechanical Turk to 

complete the study in exchange for a small monetary payment. 14 participants failed to 

pass the attention check question; and, thus, they were excluded from the analysis, which 

resulted in a final sample size of one hundred and seventy-seven (83 females; Mage = 

42.02 years SDage = 12.07 years). We randomly selected 40 companies on the Fortune 

500 list, 8 companies from each quintile, as these companies were profitable and mostly 

known by consumers. For each company, participants first read a short description of the 

company (e.g., Walmart Inc. is a multinational retail corporation that operates a chain of 

hypermarkets, discount department stores, and grocery stores). After reading the 

description, participants reported whether they were familiar with the company on a 3-

point scale (1= never heard of it, 3=familiar).  

Upon reporting their familiarity, participants rated the extent to which they 

thought that the company made profit in the last year (“How much profit do you think 

this business made on average (of businesses in general) in the last year?”; 0 = zero or 

less, 5 = a lot more than average). Participants then rated the extent to which they thought 

that this business tracked its consumers (1=Not at all, 3=To great extent). The first half 

of the participants responded to the question exploring perceived profit of the company 

first, the second half responded the perceived tracking activities question first. Finally, 

participants reported the perceived motives of these companies: “What is the most 

important motive of this business?” (1= to serve consumers, 3= to make money). 

Results 

In line with the analysis of Bhattacharjee, Dana and Baron (2017), we only kept the 

respondents that were familiar with the given company. If participants were not familiar 

with the company, their responses were excluded from analysis (N = 1030, or 14.55%, of 

7080 total participant-company responses were removed).  
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Perceived Profitability. Across companies, the mean ratings of profit and 

perceived tracking were positively correlated (r (38) =.42, p =.0064, Figure 4.3). As the 

perceived profitability of a company increased, participants thought that they would be 

engaging in tracking activities more.  

From the Fortune 500 list, we collected data regarding the actual profit of each 

company. In line with the findings of Bhattacharjee, Dana and Baron (2017), there was a 

high positive correlation between the perceived profit and the log of actual profit (r (38) 

=.64, p =.0001). Together, these findings suggested that individuals made accurate 

judgments about the profitability of each company. Further, they believed that profit was 

an indicator of the tracking activities a company engaged in.  

 

Figure 4.3: Relation Between Perceived Profit and Anticipated Tracking Activities of 

Fortune 500 Companies 

 

Anticipated Motives. Across companies, the mean ratings of perceived tracking 

and anticipated motives were positively correlated (r (38) =.48, p=.0018). As the tracking 

activities increased, company’s motive was perceived as making money rather than 
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serving customers. In line with the findings of our pilot study exploring consumers’ 

association of profit and tracking and on the contrary to the managers’ perspective that 

we showed in our other pilot study, tracking was perceived as an activity that aimed to 

increase profits rather than understanding the needs and desires of the customers, 

decreasing the perceived customer centricity of a company. 

Anticipated Tracking Activities. To explore how perceived profitability of a 

company and perceived motives influenced anticipated tracking activities of a company, 

we ran a regression analysis. As illustrated in Table 2, controlling for familiarity with the 

company, anticipated motive of the company, company fixed effects, age, gender and 

education of the participants, perceived profitability of a company increased participants’ 

anticipation of tracking activities (B = .27, SE =.03, p < .001). Note that we included 

every data point in the analysis and controlled for the familiarity with the company for 

this analysis.  

 

Table 4.2: The Influence of the Perceived Profit of a Company on the Anticipated 

Tracking Activities 

 

The results of Study 1 demonstrated the strong association between profit and 

tracking. Consumers consider the profitability of a company as a proxy for the tracking 

activities that they engaged. The more a company made profit, the more consumers 

thought that it would observe consumers with the goal of making profit rather than serving 

consumers.  
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4.3.2 Study 2A: Field Study Exploring Users’ Responses to Privacy Notices 

 
Study 2A aims to explore our main prediction that people have an aversion towards 

privacy notices. With this goal, we acquired secondary data through collaborating with a 

private university and exploring the website metrics of their homepage. Having around 

8000 students, this university implemented privacy notices on their websites on January 

15, 2021 as a part of GDPR regulations. Until this date, everyone visiting the website was 

included in the number of users and pageview. However, after this date, only the visitors 

who accept cookies were counted. Visitors who closed the privacy notice or customized 

and rejected cookies were not reflected in the numbers. Therefore, examining website 

traffic would provide preliminary evidence about users’ reactions to privacy notices, and 

we expected that users reacted negatively when privacy notices popped up. 

 

Results 

Our dataset consisted of the number of users, new users and pageviews over a period of 

5 years. Each year started on January 15 and ended on January 14. (i.e., 01.15.2017- 

01.14.2018). So, the final date in our dataset is January 14, 2022. We explored the 

influence of the availability of the privacy notice on the daily website metrics of the 

number of users, new users and pageviews controlling for the monthly and annual fixed 

effects. As illustrated in the Table 4.3, regression analyses showed that the 

implementation of the privacy notices in the website decreased the number of users, the 

number of new users on the webpage, and the number of pageviews. Around 10% of the 

visitors accepted cookies, and 90% of them might have closed the website, closed the 

privacy notice, or did not authorize the website to track (Table 4.4, Figure 4.4). 

 

Table 4.3: The Influence of the Privacy Notice on the Website Metrics 
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Table 4.4: Total Number of Users, New Users and Pageviews of the Webpage of a 

University from 2017 to 2022 

 

Years Number of Users New Users Pageviews 

2017 522,072 478,667 1,633,279 

2018 542,829 489,269 1,628,805 

2019 557,192 471,782 2,602,549 

2020 590,683 504,916 3,728,652 

2021 55,428 48,464 454,491 

 

 

 

 

Figure 4.4: Graphical Representation of the Change in the Number of Pageviews From 

2017 to 2022 

 

4.3.3 Study 2B: Exploring the Influence of Privacy Notices on Consumers’ 

Willingness to Use the Browser 

 

The main objective of Study 2B is to provide further causal evidence for consumers’ 

aversion to privacy notices. With this goal, we prepared two versions of an internet 

browser mockup that included real messages used in the marketplace. We expected that 

receiving a privacy notice would decrease consumers’ willingness to use the browser in 

future. 
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Method 

We recruited one hundred ninety-four US residents (91 females; Mage = 43.4 years) on 

Amazon Mechanical Turk to complete the study in exchange for a small monetary 

payment. Two participants failed a screening question asked at the beginning of the 

survey; and one participant failed to pass the attention check question and, thus, was 

excluded from the final analysis. The study employed a single factor (Notification Type: 

Privacy Notice vs. Control), between-subjects design. Participants were randomly 

assigned to one of the two conditions. Participants in the Privacy Notice condition were 

asked to imagine that they opened their browser on their personal computer and a privacy 

notice popped up. In the notification, it was written that “Your browsing history is at risk! 

If this problem is not fixed, your online activity can be tracked. Restore privacy and keep 

your searches private”. Below the message, there were two buttons, “Not Now” and 

“Restore Privacy”. This privacy notice asked consumers to do something which would in 

turn improve the service they would receive from the company. For the control group, we 

thought that an update setting would be proper as it would also ask consumers to engage 

in an activity that would enhance their experience. Therefore, participants in the control 

condition were asked to imagine that an update notice popped up when they opened their 

browser on their personal computer. More specifically, it was written in the notification 

that “Your browser is outdated! A new update for the Browser is available and will be 

applied as soon as you relaunch”. Below the message, there were two buttons, “Not Now” 

and “Relaunch” (see Figure 4.5 for the visuals used in the experiment). Participants only 

viewed these messages; they were not asked to report what they would do or which button 

they would click on. After viewing these messages, they were asked to report how likely 

they would be to use this browser in future (1=Not likely, 7= Very likely). 

 

    

Figure 4.5: Visuals Used in Study 2B 



 

 

77 

 

 

Results 

A one-way ANOVA revealed a significant effect of the notification type on willingness 

to use the browser (F(1, 189) = 25.235, p < .001). Supporting our main prediction, 

participants who imagined receiving a privacy notice reported a lower willingness to use 

the browser in future (Mprivacy notice = 3.53, SDprivacy notice = 1.89) than those who imagined 

receiving a pop-up about an update (Mcontrol = 4.94, SDcontrol = 1.97). This finding showed 

that consumers were averse to privacy notices, and when they received it, their usage 

intention decreased, which could damage companies that aimed to increase consumer 

loyalty.  

 

Using data from the field and the lab, Study 2A and 2B demonstrate that 

consumers are averse to privacy notices. Receiving a privacy notice decreases their 

tendency to accept it and even use the browser in future. 

 

4.3.4 Study 3A: The Role of Customer Centricity 

 
Study 3A has four objectives. The main objective is to explore the underlying mechanism 

of the effect of privacy notice on willingness to use, and to test our process explanation. 

We predict that when consumers receive a privacy notice that ask them to accept or 

customize, consumers rely on their calculus that suggests that companies benefit from 

tracking more than them, which decreases perceived customer centricity of the company. 

This, in turn, will decrease consumers’ willingness to use. To test this proposition, we 

measured perceived customer centricity.  

 

The second objective of this study is to increase the generalizability of our 

findings across different types of privacy notices sent by companies, and across different 

types of media that consumers use. With this goal, we asked participants to imagine a 

scenario involving the use of an application on a smart phone. 

 

The message we used in Study 2B may be perceived as intrusive. Although it is 

one of the messages used in the marketplace, it creates a sense of danger and threat. The 
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third objective of this study is to decrease the perceived intrusiveness of the message. 

With this goal, we used a message that asks for a permission to track.  

 

The fourth objective is to empirically show that privacy notices trigger the 

perception of being observed. In our conceptualization, we suggest that privacy notice is 

one of the messages that makes it salient to the consumers that they are being observed. 

To provide evidence for this prediction, we included a manipulation check question and 

measured the extent to which our participants thought that the company would track their 

activities.  

 

Method 

We recruited one hundred ninety-three participants (126 females; Mage = 35.4 years) on 

Prolific to complete the study in exchange for a small monetary payment. The study 

employed a single factor (Notification Type: Privacy Notice vs. Control), between-

subjects design. Participants were randomly assigned to one of the two conditions. 

Participants in the Privacy Notice condition were asked to imagine that while they were 

using an application on their smartphone, a privacy notice popped up and asked them to 

allow application to track their activity across other companies’ apps and websites. 

Participants in the control condition were asked to imagine that while they were using an 

application on their smartphone, a notification about an update popped up and asked them 

to install the update that was available (see Figure 4.6 for the visuals used in the study). 

Afterwards, all participants were asked to rate their willingness to use this application in 

future and complete the customer centricity scale adapted from Habel et al. (2020) (see 

Appendix C), the order of which was randomized. Finally, they were asked to think about 

the notification they received and rate the extent to which they thought that the application 

would track their activities. 
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Figure 4.6: Visuals Used in Study 3A 

 

 

Results 

 

Manipulation Check. A one-way ANOVA revealed a significant effect of the notification 

type on the expectations regarding companies’ tracking (F (1, 191) = 10.002, p = .002). 

Participants in the Privacy Notice condition thought that the application they used would 

track them (Mprivacy notice = 6.04, SDprivacy notice = 1.21) more than the ones in the control 

condition (Mcontrol = 5.45, SDcontrol = 1.39). This finding suggested that receiving a privacy 

notice that asked consumers for permission to track increased consumers perception of 

being observed. 

Willingness to use. A one-way ANOVA revealed a significant effect of the 

notification type on willingness to use (F (1, 191) = 63.984, p < .001). Replicating our 

finding in Study 2, participants who imagined receiving a privacy notice reported a lower 

willingness to use the application in future (Mprivacy notice = 3.06, SDprivacy notice = 1.72) than 

those who imagined receiving a notification about an update (Mcontrol = 4.89, SDcontrol = 

1.44). 

Customer Centricity. We computed a composite customer centricity score by 

averaging participants’ responses to scale items (Cronbach’s alpha = .89). Then we tested 

the proposed mediation model using PROCESS (Hayes 2018) Model 4 with 10,000 

bootstrapped samples. In the model, we included notification type (0: control, 1: privacy 

notice) as the independent variable, willingness to use as the dependent variable, and the 

perceived consumer centricity as the mediator. Mediation analysis showed that the 
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perceived consumer centricity mediated the relationship between the notification type and 

willingness to use. More specifically, the privacy notice reduced the perceived consumer 

centricity of the company (b = -.50; t = -2.44, p = .016), which decreased consumers’ 

willingness to use the application (b = .47; t = 6.44, p = .000). The index of mediation 

was significant (Effect = -.24, %95 CI: [-.48, -.05]), and the direct effect was reduced 

after accounting for the proposed mediator but remained significant (Effect = -1.59, %95 

CI: [-2.00, -1.17]), suggesting a partial mediation (see Figure 4.7 for path coefficients). 

 

 

NOTE.—Path coefficients of mediation model. *p < .05; **p < .001.  

 

Figure 4.7: Mediation Model in Study 3A 

 

4.3.5 Study 3B: The Role of Profit and Customer Orientation 

 
The main objective of Study 3B is to clarify the proposed mechanism.  Study 1 

demonstrated that consumers consider tracking as an activity that was profit oriented 

rather than customer centric. In our study design, we imposed participants to choose either 

profit or customer orientation for a given company. However, it may not be the case in 

the marketplace, as many companies can be both profit oriented and customer oriented at 

the same time. In Study 3B, we measure the perceived profit and customer orientation 

separately, and use the difference of these measures as the main dependent variable. We 

predict that the difference between the perceived profit and customer orientation of a 

company would be perceived as higher for the consumers who receive a privacy notice.  
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We further build upon the extant research to delineate the psychological processes 

underlying these findings. Recently, Brough et al. (2021) showed that one of the reasons 

for why consumers react negatively to the privacy notices was the decrease in trust 

because they were considered as formal contracts. However, our research proposes that 

our effect is driven by the privacy calculus, and subsequent decrease in the consumer 

centricity, which is triggered by privacy notices. In other words, it is not driven by the 

perception of privacy notices; rather, it is driven by the attributions made to the company 

based on the sense of being observed triggered by the use of privacy notices. To rule out 

trust as a potential mechanism for the observed effect, we measured consumers’ trust and 

included it into our mediation model. We predicted that even when we controlled for the 

trust, our proposed mediator would yield significant results. To test these predictions, we 

conducted a study, the scenario of which was adapted from Zwebner and Schrift (2020). 

 

Method 

We recruited two hundred and two US residents on Amazon Mechanical Turk to complete 

the study in exchange for a small monetary payment, one of whom failed to pass the 

attention check question, leaving us with a sample of two hundred and one participants 

(105 females; Mage = 41.1 years). The study employed a single factor (Notification Type: 

Privacy Notice vs. Control), between-subjects design. Participants were informed that an 

e-retailer was launching a new platform for vacation packages.  Then, participants were 

randomly assigned to one of the two conditions. Participants in the Privacy Notice 

[Control] condition were asked to imagine that they opened the website of the platform 

and received a privacy [welcome] notice. Afterwards all participants responded to the 

items measuring interest in using the platform (adapted from Zwebner and Schrift 2020). 

More specifically, they rated the extent to which they were willing to explore the platform 

(1=Not at all, 7=Very much), how interested they are in using such a platform 

(1=Definitely not interested, 7=Extremely interested), the extent to which they value such 

a platform (1=Not at all, 7=Very much), and how much they would be willing to pay for 

a premium membership to the platform (scale from 0 to $7). Afterwards, they reported 

the extent to which they think that this platform was profit oriented and customer oriented 

on a 100-point slider scale, the order of which was randomized. Then, they were asked to 

rate how comfortable they would be with the way their data would be collected and stored 

by this platform (0=Not at all, 100=Extremely, adapted from Brough et al 2021). Finally, 
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they reported the extent to which they think that the platform would track their activities, 

completed an attention check question and provided demographics.  

 

 

                  

Figure 4.8: Visuals Used in Study 3B 

 

 

Results 

Manipulation Check. A one-way ANOVA revealed a significant effect of the notification 

type on the expectations regarding companies’ tracking (F (1, 199) = 5.36, p = .022). 

Participants in the Privacy Notice condition thought that the application they used would 

track them (Mprivacy notice = 6.10, SDprivacy notice = 1.07) more than the ones in the control 

condition (Mcontrol = 5.74, SDcontrol = 1.12). This finding suggested that receiving a privacy 

notice increased consumers perception of being observed. 

 

Interest in using the platform. We generated a composite score out of 4 items 

(Cronbach’s alpha= .89). A one-way ANOVA revealed a significant effect of the 

notification type on the interest in using the platform (F (1, 199) = 27.43, p < .001). 

Replicating our main finding, participants who received a privacy notice reported a less 

interested in using the platform (Mprivacy notice = 3.25, SDprivacy notice = 1.42) than those who 

received a welcome message (Mcontrol = 4.30, SDcontrol = 1.40). 

 

Underlying Mechanism. We calculated a difference score using profit and 

customer orientation questions for identifying the perceived orientation of the platform. 

Then we tested the proposed mediation model using PROCESS (Hayes 2018) Model 4 

with 10,000 bootstrapped samples. In the model, we included notification type (0: control, 

1: privacy notice) as the independent variable, interest in using the platform as the 

dependent variable, and the company orientation as the mediator. Mediation analysis 
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showed that the perceived company orientation mediated the relationship between the 

notification type and interest in using the platform. More specifically, the privacy notice 

influenced the company orientation (b = 22.13; t = 4.43, p = .000), which decreased 

consumers’ interest in using the platform (b = -.02; t = -8.25, p = .000). The index of 

mediation was significant (Effect = -.45, %95 CI: [-.69, -.24]), and the direct effect was 

reduced but still significant (Effect = -.60, %95 CI: [-.96, -.24]), suggesting a partial 

mediation (please see Figure 4.9 for path coefficients). When we controlled for the trust, 

the effect did not change (the index of moderated mediation controlling for trust: Effect 

= -.16, %95 CI: [-.30, -.06]). 

 

 

 

NOTE.—Path coefficients of mediation model. *p < .05; **p < .001. 

 

Figure 4.9: Mediation Model in Study 3B 

 

 

Trust as a Potential Mechanism. We conducted a mediation analysis similar to 

the one described above with one difference; we substituted company orientation with 

trust. Results showed that the availability of a privacy notice decreased consumers’ trust 

(b = -11.19; t = -2.73, p = .007), which decreased consumers’ interest in using the platform 

(b = -.03; t = 11.60, p = .000). The index of mediation was significant (Effect = -.35, %95 

CI: [-.61, -.09]), and the direct effect was reduced but still significant (Effect = -.70, %95 

CI: [-1.01, -.39]). Considering the mediation indices, our proposed mediator had a more 

explanatory power. Further, when we controlled for the company orientation, trust did 

not mediate the effect (Effect = -.06, %95 CI: [-.25, .13]). In a study reported in the web 
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appendix, we only tested our proposed mediator, and the results yielded in a full 

mediation model (please see Appendix C). 

 

Study 3A and 3B had important results. First, they showed that our effect was 

robust across different privacy notices and control conditions. Receiving a privacy notice 

decreased consumers’ usage intentions. Second, they provided direct evidence supporting 

our proposed mechanism. More specifically, Study 3A showed that receiving a privacy 

notice decreased perceived customer centricity of the firm, which reduced consumers’ 

willingness to use the app. Further, Study 3B showed that privacy notice made consumers 

perceive the company more profit and less customer oriented, which decreased the usage 

intention. Finally, Study 3B showed that our effect was not driven by the decrease in 

consumers’ trust resulted from the bulletproof glass effect. Instead, it resulted from the 

attributions made to the company based on the use of privacy notices. 

 

4.3.6 Study 4: Exploring the Influence of Profit Orientation and Privacy 

Notice  

 
The main objectives of Study 4 are to provide stronger evidence for the proposed 

mechanism and to extend the implications of our results through measuring purchase 

intention. Our findings have provided evidence that consumers believe that companies 

benefitted more than consumers from tracking, which made them less consumer centric. 

In Study 1, with a correlational design, we show that as the perceived profitability of a 

company increased, the perceived tracking activities also increased. In Study 3B, we 

showed that privacy notice influenced the perceived company orientation; the difference 

between the profit and customer orientation was considered as higher for the company 

that sent a privacy notice. Building on these findings, we test our process by highlighting 

the profit orientation of the company through employing a 2 (Company Type: For-Profit, 

Non-Profit) x 2 (Privacy Notice: Available, Control) between-subjects design. We 

propose that consumers consider tracking as an activity that yields profits to the 

companies. When consumers receive a privacy notice from a non-profit organization as 

opposed to not receiving it, the perceived profit orientation of the company will increase. 

As the primary goal of non-profits is to serve the society rather than making profit 

(Bhattacharjee, Dana, and Baron 2017), receiving a privacy notice from them will make 

consumers think that companies will make profit from collecting their data. Thus, we 
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predict that a non-profit organization would be considered more profit oriented, and less 

consumer centric when it sends a privacy notice to customers. As the findings of Study 1 

show that profit is closely associated with tracking, we do not expect to see the effect of 

privacy notice for profit-oriented companies because profit implies tracking. Further, we 

do not expect to see a significant difference between a non-profit and a for-profit company 

when consumers receive a privacy notice from them. Finally, in line with the findings of 

Lee, Bolton, and Winterich (2017), we expect to see that consumers will report higher 

willingness to purchase a product from a non-profit framing of the company as opposed 

to the for-profit framing as our manipulation involves a social cause of an organization. 

In this study, we also test the influence of the privacy notice against a more neutral control 

group and do not show any message that could improve company perceptions. 

 

Method 

We recruited six hundred eighty-six participants on MTurk to complete the study in 

exchange for a small monetary payment, nine of which could not pass the initial screening 

question and six of them failed to pass the attention check question, leaving us with a 

final sample of six hundred seventy-one participants (345 females; Mage = 43.67 years). 

The study used a 2 (Company Type: For-Profit, Non-Profit) x 2 (Privacy Notice: 

Available, Control) between-subjects design. For Company Type manipulation, we 

adapted the manipulation used by Bhattacharjee, Dana and Baron (2017) and Aaker, Vohs 

and Mogilner (2010). All participants were informed about Artsy, which was an 

organization that helped artisans in developing nations to market their handmade products 

through buying them and distributing them to retailers in developed countries or selling 

them on its own website. In the For-Profit [Non-Profit] condition, participants also read 

that “The organization operates as a for-profit. Its leadership decides how to allocate 

resources to best pursue its mission by trying to maximize its profit.” [ “The organization 

operates as a non-profit. Its leadership decides how to allocate resources to best pursue 

its mission.”] Then, all participants were asked to imagine that they opened the website 

of the organization. In the For-Profit [Non-Profit] condition, we stated that they opened 

the website of “artsy.com” [“artsy.org”]. 

Participants in the Privacy Notice Available condition were informed that when 

they opened the website, a privacy notice popped up. In this privacy notice they read that 

“This website uses cookies to analyze and measure your engagement with our content 

and provide a better experience” (Figure 4.10). 
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Figure 4.10: Privacy Notice Used in Study 4 

 

 

Participants could see the accept button, preferences button, and the symbol that 

could make the privacy notice disappear; however, they were not further told about 

clicking on any of these buttons. In the Privacy Notice Control condition, participants did 

not view this privacy notice. Afterwards, participants were asked to report their purchase 

intention (“How likely would you be to purchase a product on this website?”; 1=Not 

likely, 7=Very likely) and completed the adapted version of the perceived customer 

centricity scale (Habel et al. 2020). Finally, they responded to the manipulation check 

questions which we measured by asking them to rate the extent to which that they thought 

that Artsy was a for-profit organization and non-profit organization (adapted from Aaker, 

Vohs, and Mogilner 2010). 

 

Results 

Manipulation Checks. A 2 x 2 ANOVA revealed the main effect of the company type on 

the manipulation check question. As expected, participants in the For-Profit conditions 

perceived Artsy as a for-profit organization more than the ones in the Non-Profit 

conditions (Mfor-profit, control= 6.29, SDfor-profit, control= 1.23; Mfor-profit, privacy notice= 6.30, SDfor-

profit, privacy notice= 1.25; Mnon-profit, control= 2.82, SDnon-profit, control= 1.87; Mnon-profit, privacy notice= 

3.03, SDnon-profit, privacy notice= 2.00; (F (1,667) =718.849, p <.001), and interaction was not 

significant (p=.43).  

For the non-profit question, a 2 x 2 ANOVA revealed the main effect of profit. As 

expected, participants in the Non-Profit conditions perceived Artsy as a non-profit 

organization more than the one in the For-Profit conditions (Mfor-profit, control= 1.80, SDfor-

profit, control= 1.37; Mfor-profit, privacy notice= 1.80, SDfor-profit, privacy notice= 1.40; Mnon-profit, control= 
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5.50, SDnon-profit, control= 1.69; Mnon-profit, privacy notice= 5.10, SDnon-profit, privacy notice= 1.93;           

(F (1,667) =780.203, p <.001). The interaction was not significant (p=.10). However, 

pairwise comparisons showed that participants in the Non-Profit condition who did not 

receive a privacy notice perceived the organization as more non-profit than the ones who 

received a privacy notice (F (1,667) =5.232, p=.022, Figure 4.11). In other words, 

receiving a privacy notice influenced the perceived non-profit orientation of the company.  

 

NOTE.—Error bars represent standard errors. 

Figure 4.11: Perceived Non-Profit Orientation of the Company 

 

Purchase intention. A 2 x 2 ANOVA predicting purchase intention indicated a 

significant main effect of privacy notice (F (1,667) =6.288, p =.012) and a significant 

main effect of company type, (F (1, 667) =8.134, p =.004; Figure 4.12). It did not reveal 

a significant interaction (F(1,667)= .628, p=.43). As expected, contrasts showed that 

when privacy notice was not available, participants reported a higher willingness to 

purchase from the non-profit company as opposed to a for-profit company (Mfor-profit, 

control= 4.01, SDfor-profit, control= 1.43; Mnon-profit, control= 4.43, SDnon-profit, control= 1.54;                   

F (1,667) = 6.677, p =.01).  

Moreover, for the non-profit companies, participants reported a higher willingness 

to purchase when they did not view a privacy notice compared to when they received a 
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privacy notice. (Mnon-profit, control= 4.43, SDnon-profit, control= 1.54; Mnon-profit, privacy notice= 4.05, 

SDnon-profit, privacy notice= 1.53; (F (1,667) =5.379, p=.021). 

 

 

 

NOTE.—Error bars represent standard errors. 

 

Figure 4.12: Purchase Intention as a Function of Profit Orientation and the Use of 

Privacy Notice 

 

 

Perceived Customer Centricity. A 2 x 2 ANOVA predicting perceived customer 

centricity indicated a significant main effect of company type (F (1,667) = 7.322,                 

p =.007). Contrasts showed that when privacy notice was available, participants perceived 

the for-profit company as more consumer centric than the non-profit company (Mfor-profit, 

privacy notice= 3.98, SDfor-profit, privacy notice= 1.39; Mnon-profit, privacy notice= 3.65, SDnon-profit, privacy 

notice= 1.56; F (1,667) =3.906, p =.049).  
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NOTE.—Error bars represent standard errors. 

 

Figure 4.13: Perceived Customer Centricity  

as a Function of Profit Orientation and the Use of Privacy Notice 

 

 

Study 4 showed that receiving a privacy notice changed how consumers perceived 

the profit orientation of a non-profit company and decreased perceived customer 

centricity of it. These results indicated that privacy notices were especially more 

dangerous for non-profit companies as it decreased consumers’ willingness to purchase 

products from them.  

 

4.3.7 Study 5: Mitigating the Negative Influence of Privacy Concerns  

The main objective of Study 5 is to explore a boundary condition. According to data 

protection regulations, companies should notify and receive permission from consumers 

before starting the data collection. In the marketplace, companies have their own ways of 

tailoring their messages and options they provide. We noticed that consumers mostly have 

two options when they received a privacy notice: i) accept or ii) change the settings 

(Figures 4.14-16).  
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Figure 4.14: Privacy Notice of Amazon 

 

 

 

Figure 4.15: Privacy Notice of Google 

 

 

 

Figure 4.16: Privacy Notice of Sony 

  

In our studies, we used similar designs and showed that privacy notices have a 

negative influence on consumers. This effect stems from the privacy calculus; consumers 

estimate the benefits and costs each party will receive, which decreases perceived 

customer centricity of the company. As demonstrated across multiple studies, consumers 

believe that companies benefit from tracking more than them. We predict that giving an 

option to decline the cookies could mitigate the negative consequences of privacy notices 
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for two reasons. First, it will be considered as a signal sent by the companies that they are 

willing to waive the benefits they receive from data collection. If they click on decline, 

companies cannot track them or receive benefits more than them. Thus, it will decrease 

the perceived benefits of the company, which will increase consumers’ tendency to accept 

cookies. Second, research on privacy paradox demonstrated that consumers tend to 

disclose more personal information when they have control (Brandimarte et al. 2013). In 

line with this finding, we expect that giving an option to decline will empower consumers 

and make them realize that they actually have control over their data. Consequently, 

consumers will allow cookies more when they have an option to decline. In Study 5, we 

measure our prediction in the field. 

 

Method 

As in Study 2A, we collaborated with a private university. This university implemented 

privacy notices on January 15, 2021 for the first time. In this version, the website provided 

two options to the users, allowing, or changing preferences. On February 24, 2022, 

privacy notice was changed. In this version, users were also provided with an option to 

decline. We compared the website metrics from February 25 to March 4, 2022 and 

compared it with previous week (February 16- February 23, 2022) during which the 

privacy notice only provided two options to the users.  

 

Results 

As illustrated in the Table 4.5, regression analyses showed that controlling for the month, 

a change in the privacy notice increased the number of users, the number of new users on 

the webpage, and the number of pageviews. These findings demonstrated that giving the 

option to decline the privacy notice could improve consumers’ willingness to accept the 

cookies.  
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Table 4.5: The Influence of a Change in the Privacy Notice on the Website Metrics 

 

 

 

4.4 General Discussion 

 

With the proliferation of the use of technology in the age of artificial intelligence, 

companies have started to extensively use tracking and recording practices to acquire data 

regarding their consumers. As part of protection of data regulations, companies have to 

notify their consumers when they track them, which rapidly increase the number of times 

a consumer receives privacy notices on a regular day. In this paper, across nine studies, 

with experiments supported by the secondary data obtained from a university, we show 

that consumers are averse to privacy notices; they do not prefer allowing companies to 

track them, their willingness to use the browsers or applications decreases, and they have 

a lower willingness to purchase a product from a website that has a privacy notice. The 

effect is driven by the fact that consumers feel observed by the companies when they 

receive a privacy notice, which makes them calculate the benefits and costs each party 

receives. They believe that companies benefit from tracking more than consumers, and 

their primary motivation behind tracking is to make profit rather than serving consumers’ 

needs and desires, which is in contradiction with managers’ perspective as they report 

that their main goal is to be more consumer centric. Consumers think that the more 

companies make profits, the more they are observed by them. Further, consumers 

perceive non-profit companies as more profit oriented when they receive a privacy notice 

from them. The effect is mitigated when the privacy notice provides an option to decline 

as it signals companies’ willingness to waive the potential benefits acquired from 
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observing consumers. Our findings contribute to the several research streams in 

marketing and provide managerial implications. 

 

Our first and foremost contribution is to the newly emerging research stream 

exploring consumers’ reactions towards being observed by the companies. Our results are 

in line with the recently documented phenomenon of the aversion to being observed 

(Zwebner and Schrift 2020). Consumers have concerns about data security, 

confidentiality, and the use of their data by other parties (Lambrecht and Tucker 2013; 

Morey et al. 2015; Steenkamp and Geyskens 2006). As they are living in a world where 

their data can be collected and used for targeting them, marketers should find a way to 

assure consumers that their personal information is not being collected as long as they do 

not give permission. Further, consumers should be explicitly informed about the benefits 

each party will receive, which they can take into consideration while doing their privacy 

calculus. 

 

Exploring the consequences of receiving privacy notices, Brough et al. (2021) 

have showed that the sense of security created by the privacy notices is illusory, as these 

notices decrease consumers’ purchase intention as a function of undermined trust. 

Further, Hoofnagle and Urban (2014) suggest that privacy policies provide companies the 

means to collect and use consumers’ information rather than protecting consumers. 

Extending these findings, we identify a new process and show that consumers evaluate 

the potential outcomes of being observed that is triggered by the use of privacy notices, 

which, in turn, influences their judgment of the company. As privacy notices continue to 

be an inevitable part of consumers lives, marketers should find additional ways to 

improve the impact of privacy notices on consumer and company related outcomes. Our 

findings suggest that elements in the choice architecture that can influence the privacy 

calculus can help mitigating the negative impact. Future research should design 

interventions that can change consumers’ perception of being observed or their cost 

benefit analyses and identify the ways in which consumers’ wellbeing can be improved. 

 

Our findings also contribute to the research exploring consumers attributions to 

the companies. To the best of our knowledge, we, for the first time, show that being 

observed can influence privacy calculus. Up to date, privacy calculus is referred to as the 

analysis of the costs and benefits the individual would receive (e.g., Dinev and Hart 2006; 
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Laufer and Wolfe 1977). In this study, we, for the first time, show that consumers also 

calculate the benefits that the company would receive when they think that they are being 

observed by them. So, privacy calculus is not only for the self-related costs and benefits, 

but also about the costs and benefits the company would get. This finding suggest that 

contextual cues can influence the cost benefit analysis of consumers, and companies 

should be aware of it. Second, we extend the anti-profit beliefs hypothesis suggested by 

Bhattacharjee, Dana, and Baron (2017). They proposed and demonstrated that people 

considered profit as in conflict with societal good. We replicate some of their findings 

and extend it through showing that profitability is closely associated with tracking 

activities of companies, and consumers perceive these activities to be profit-oriented 

rather than customer centric. We demonstrate that anti-profit beliefs are not simply about 

consumers’ judgment of social good done by firms, it can also extend to different domains 

such as data collection, tracking or privacy violation. Even when there is no information 

about the profitability of a company, consumers make judgments about it which has 

downstream consequences for companies. In addition to profitability, other company 

characteristics can influence consumers’ expectations from them. For instance, research 

has shown that small companies are expected to be communion oriented as opposed to 

large ones (Yang and Aggarwal 2019). Contributing to the emerging research that 

suggests that superficial characteristics of a company can shape consumers’ expectations 

(e.g., Yang and Aggarwal 2019), we show that privacy notices, which are in effect as an 

operationalization of data protection laws, can shape consumers’ expectations and lead 

them to make attributions to the company. In Study 1, we find that as the company size 

increases, operationalized by the market value data, consumers expectations about their 

tracking activities increase (r (38) =.48, p =.0015). More critically, we also show that 

privacy notices can change the perceived profit orientation of a company. As these 

findings suggest, seemingly unrelated elements can influence consumers’ relationship 

with the companies. As consumers’ privacy calculus can be influenced by contextual 

cues, marketers should find ways to communicate their message regarding the privacy of 

consumers’ data in a way that can be processed by consumers. 

 

Our findings also extend the customer centricity literature. Customer centricity 

has been considered as an asset that helps companies achieve competitive advantage (e.g., 

Selden and MacMillan 2006; Shah et al. 2006; Lee et al. 2015). Companies are also aware 

of the valuable role of customer centricity and highlight its importance in their company 
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cultures. For instance, on its website, Amazon states that “Amazon’s mission is to be 

Earth’s most customer-centric company” (2022). However, what companies do for 

achieving customer centricity may not be perceived as consumer centric. To the best of 

our knowledge, our study is the first to document a mismatch between managers’ and 

consumers’ view of customer centricity. We identify a domain, which is data collection, 

where perceived customer centricity of consumers diverges from that of managers. 

Further, we measured customer centricity in different ways, and showed that tracking 

activities were not considered as customer centric by consumers. Although there is a 

growing interest in defining and conceptualizing customer centricity (e.g., Burmann, 

Meurer, and Kanitz 2011; Habel et al. 2020), future research can integrate both managers’ 

and consumers’ perspective to identify the key values of customer centricity to provide a 

common ground for both parties, which will provide means to improve consumer 

wellbeing and companies’ success.  
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Chapter 5 

 

CONCLUSIONS 

 

Technological revolution has started off transforming the society and marketplace, which 

increased the range and depth of the interactions between consumers and different form 

of technologies. This dissertation identifies an outcome of these interactions, the 

perception of being observed, and provides insights regarding the potential antecedents 

and consequences for both consumers and companies. We use the term “being observed” 

to refer to the occasions when consumers think that they are being tracked, recorded, 

targeted, or seen by other parties that mostly consist of companies. With the goal of 

delineating what it means to be observed in the age of artificial intelligence, we conducted 

in-depth interviews, extensive literature reviews, experiments and explored secondary 

data. This chapter synthesizes the main findings that contribute to the understanding of 

the perception of being observed. First, we summarize the antecedents we identified. 

Second, we describe the processes through which the perception of being observed 

operates. Third, we report the outcomes that we demonstrated in our studies. 

Across three essays, we identified the antecedents of the perception of being 

observed, which are related to the self, technology itself, the interaction of them and the 

practices in the marketplace. First of all, the extent to which people think that they are 

being observed that captures the anticipation of other parties’ attention is associated with 

individuals’ tendency to attend to their inner processes. In other words, self-consciousness 

predicts the perception of being observed; the more self-conscious an individual is, the 

more observed they would feel. Second, born of the integration of technology, the 

perception of being observed is influenced by the individuals’ ability and willingness to 

engage with technology. The more anxious the consumers are while using technology, 

the more they think that they are being observed. Third, privacy concerns increase the 

perception of being observed. Consumers’ concerns about the privateness and security of 

their data suggests that they consider the possibility that other parties, either people or 

corporations, can observe them. Fourth, the recording practices in the marketplace such 
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as security cameras in the store environments or tracking technologies used in the online 

settings can increase the perception of being observed. Finally, privacy notices, which 

have been integrated into consumers’ lives with the General Data Protection Regulations 

in 2018, makes it salient to the consumers that they are being observed by the companies. 

Although the main goal of GDPR is to assure the data protection and privacy, these 

privacy notices make people aware of the other parties that can observe their actions. 

Future research can explore the contextual cues that can make consumers aware that they 

are being observed including product choices and the design of online and offline stores 

and identify the individual differences that interact with the perception of being observed. 

The processes that we reported in this dissertation suggests that consumers have 

an economic approach to issues regarding being observed by other parties that can 

influence the privacy of their data. We demonstrated that consumers consider data as a 

resource and being observed as a utilization of their resource without reciprocity. This, in 

turn, increases their motivation to protect their resources that can be time, money, or data 

during their interactions with the companies. Making the interaction reciprocal through 

offering something during the interaction can attenuate the effect. Consumers also think 

about the consequences of being observed that goes beyond the interaction period. When 

they are being observed by other parties, they make comparisons between the self and the 

observer and think about potential benefits and costs that each party receives.  This 

privacy calculus results in the belief that companies benefit from observing consumers 

more than the consumers themselves, which increases the perceived profit orientation and 

decreases the perceived customer orientation of the company. Protection of resources and 

the cost benefit analysis triggered by the perception of being observed suggests that 

consumers employ a more analytical thinking style and try to make conscious decisions 

when they are being observed by companies. A possible direction for future research 

could be the exploration of whether and when being observed triggers affective as 

opposed to analytical processes. Identifying the factors that increase people’s reliance on 

emotions as opposed to reason will enhance our understanding about the psychological 

mechanisms triggered by being observed.  

Our findings demonstrated that being observed can shape a variety of consumer 

behavior. Consumers who chronically have a higher perception of being observed are 

more sensitive to the data collection practices used in the marketplace, which decreases 
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their willingness to disclose personal information. This finding suggests that the 

perception of being observed can translate the privacy concerns into privacy protective 

behavior. Further, being observed decreases customer engagement; individuals become 

less willing to spend their time, money, or data in their interactions with the companies. 

When it is salient to the consumes that they are being observed through the use of privacy 

notices, the way consumers make inferences about the company orientation changes. 

These findings suggest that being observed by the companies can have detrimental 

consequences for building sustainable consumer-brand relationships, consumer wellbeing 

and company success. However, we also demonstrated that contextual cues that can signal 

companies’ customer orientation or willingness to waive the benefits that can be gained 

through collecting data on consumers can improve the outcomes. Further, providing 

additional resources can balance the loss of one’s data can also attenuate the negative 

outcomes of being observed. Apparently, consumers will continue to be observed by the 

companies at least in the near future, future research should identify the factors that can 

improve their attitudes towards being observed, and design interventions that enhance 

their wellbeing. 

 Overall, this dissertation contributes to the consumer behavior literature by 

looking into the new-age experiences of modern consumers like Jane that we mentioned 

at the beginning of this manuscript and providing an understanding of it. Through 

collecting data from approximately 5000 participants in our experiments and surveys as 

well as using secondary data, we identified the perception of being observed, developed 

a scale to measure it, and demonstrated some of its consumer and company related 

outcomes. The findings of this dissertations suggest that the perception of being observed 

is a non-interactive, non-social form of social influence that can change consumer 

behavior. Anticipating that other parties, especially companies, can collect data about 

consumers can influence the way people act, and even lead to counter normative 

behaviors including decreased donation likelihood to the charities and spending on 

products and additional services, and reduced data disclosure on social media platforms 

that are designed for sharing. Exploring the antecedents and consequences of the 

perception of being observed is important and timely considering the extensive use of 

data collection in the marketplace. Being among the pioneers who explore and try to 

conceptualize what it means to be “being observed”, I hope that our research would open 

a new field of exploration for researchers, provide insights to the managers and public 
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policy makers that can improve consumer experiences, and enhance the wellbeing of 

consumers. 
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APPENDIX A: CHAPTER 2 

 

Perception Of Being Observed Scale 

1- Whenever I do something different than usual, I feel like I am being watched. 

2- Even our simplest actions are being watched. 

3- I think my current online activities will be the focus of the other parties’ attention in the 

future. 

4- I think that I cannot control the extent to which I am being watched. 

5- When I take a selfie, I can’t help thinking about whether someone can connect to my phone 

and see my photos at that time. 

6- In general, I think that everyone is being watched while they are making purchases. 

7- I have concerns that when I am using technological devices, I am being watched. 

8- What I share privately in my online networks can be seen by anyone. 

9- I believe that I am being recorded even when I do not give consent. 

10- Coming across advertisements after I talk about a product makes me think that I am being 

recorded. 

 

Note: We randomized the order of the items in our scale development studies. For the 

ease of reporting the inter-item correlations, we assigned numbers to the items as seen 

above and created the correlation matrices accordingly.  
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Correlation Matrix Tables 

 

 

Table 1: Inter-item Correlation Matrix for Study 2A 

 

 

Note. N= 450  ** p <.01 

 

 

 

 

 

 

 

 

 

 

 

  1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 

1. 
         

  

2. .58** 
        

  

3. .57** .60** 
       

  

4. .34** .43** .39** 
      

  

5. .51** .44** .46** .27** 
     

  

6. .39** .55** .48** .45** .39** 
    

  

7. .56** .60** .54** .43** .56** .54** 
   

  

8. .46** .53** .51** .38** .39** .41** .50** 
  

  

9. .46** .56** .53** .53** .46** .62** .60** .44** 
 

  

10. .31** .44** .39** .46** .36** .50** .55** .33** .57**   
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Table 2: Inter-item Correlation Matrix for Study 2b 

 

  1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 

1. 
         

  

2. .71** 
        

  

3. .50** .59** 
       

  

4. .50** .61** .51** 
      

  

5. .73** .69** .45** .41** 
     

  

6. .55** .67** .47** .64** .50** 
    

  

7. .66** .69** .59** .56** .61** .72** 
   

  

8. .64** .65** .56** .49** .67** .58** .58** 
  

  

9. .56** .70** .54** .69** .54** .63** .60** .59** 
 

  

10. .55** .55** .45** .56** .49** .62** .61** .56** .58**   

 

Note. N= 143  ** p <.01 
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Table 3:  Inter-item Correlation Matrix for Study 3A 

  1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 

1. 
         

  

2. .49** 
        

  

3. .39** .48** 
       

  

4. .38** .44** .38** 
      

  

5. .47** .41** .41** .29** 
     

  

6. .40** .53** .42** .45** .34** 
    

  

7. .57** .58** .46** .43** .51** .52** 
   

  

8. .41** .49** .42** .40** .38** .36** .43** 
  

  

9. .43** .54** .45** .49** .40** .57** .59** .36** 
 

  

10. .35** .49** .32** .45** .34** .43** .54** .33** .50**   

 

Note. N= 534  ** p <.01 
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Table 4: Inter-item Correlation Matrix for Study 3b 

 

Note. N= 354. **p<.01 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 

1. 
          

2. .57** 
         

3. .50** .54** 
        

4. .46** .56** .46** 
       

5. .55** .48** .47** .38** 
      

6. .42** .64** .54** .56** .40** 
     

7. .60** .61** .53** .53** .56** .61** 
    

8. .51** .56** .51** .45** .43** .47** .50** 
   

9. .52** .71** .52** .55** .54** .61** .63** .50** 
  

10. .37** .54** .46** .45** .47** .60** .59** .40** .60**   
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Table 5: Inter-item Correlation Matrix for Study 4 

 

  1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 

1. 
         

  

2. .59** 
        

  

3. .44** .36** 
       

  

4. .42** .35** .32** 
      

  

5. .57** .46** .38** .30** 
     

  

6. .36** .50** .33** .48** .38** 
    

  

7. .53** .47** .43** .53** .45** .53** 
   

  

8. .41** .42** .37** .38** .33** .35** .49** 
  

  

9. .46** .59** .44** .52** .35** .70** .60** .54** 
 

  

10. .43** .47** .34** .48** .37** .59** .54** .40** .58**   

Note. N= 200 **p<.01 
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Confirmatory Factor Analyses 

Table 6: Test for Exact Fit for Study 2A 

c2 df p 

172 35 <.001 

 

Table 7: Fit Measures for Study 2A 

   RMSEA %90 CI 

CFI TLI RMSEA Lower Upper 

0.93 0.92 0.09 0.080 0.107 

 

Table 8: Test for Exact Fit for Study 2B 

c2 df p 

104 35 <.001 

 

Table 9: Fit Measures for Study 2B 

   RMSEA %90 CI 

CFI TLI RMSEA Lower Upper 

0.93 0.91 0.1 0.09 0.14 

 

Table 10: Test for Exact Fit for Study 3A 

c2 df p 

125 35 <.001 

 

Table 11: Fit Measures for Study 3A 

   RMSEA %90 CI 

CFI TLI RMSEA Lower Upper 

0.96 0.95 0.07 0.057 0.083 
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Table 12: Test for Exact Fit for Study 3B 

c2 df p 

93 27 <.001 

 

Table 13. Fit Measures for Study 3B 

   RMSEA %90 CI 

CFI TLI RMSEA Lower Upper 

0.96 0.95 0.08 0.065 0.102 

 

 

Supplementary Study on Brand Trust 

The goal of this study was to explore how the perception of being observed influences 

brand evaluations. Recent research has shown that being observed could lead to an 

aversion (Zwebner & Schrift, 2020) and influence consumers’ preferences (Schrift, 

Wertenbroch & Zwebner, 2019). These studies suggest that the perception of being 

observed can shape consumer behavior. In line with these studies showing that being 

observed could lead to negative consequences, we expected that consumers who have 

higher levels of the perception of being observed would be more sensitive to the recording 

practices existing in the marketplace, and their attitudes will be more negative towards 

the companies upon learning that they have been observing consumers. To explore our 

hypothesis and test the predictive validity of the perception of being observed scale, we 

conducted an experiment.  

 

Pretest 

The pretest was designed to ensure that we selected the brands that consumers considered 

to be using recording practices. We asked the participants (N=50) to name a brand that 

recorded consumer data.  Apart from technology companies such as Google and Amazon, 

the most frequently reported brand name was Nike. Therefore, we used the Nike brand in 

our experiment. 

 

Method 

We recruited 200 participants from Cloud Research (55% female, Mage = 45.46, SDage 

=12.58). Participants were randomly assigned to one of the two conditions in which we 
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manipulated the information about recording practices. Participants read the following 

text: 

 

Companies are using multiple methods and sources to capture and process 

customer data. However, most of the time, consumers do not even know that some 

companies are collecting information about their location, activity, preferences, 

demographics, attitudes, and behaviors. Certain brands in the marketplace make 

announcements regarding their recording practices. Recently Nike has announced 

that the brand has been collecting consumer data for various purposes. [Recently, 

Nike has announced that the brand has not collected consumer data for any 

purpose.] 

  

Upon reading this text, participants were asked to complete the Brand Trust scale 

(Chaudhuri and Holbrook 2001) and report the extent to which they believed that Nike 

would record consumer data. Afterwards, they were asked to complete the perception of 

being observed scale. 

 

Results 

We ran a one-way ANOVA to explore the influence of our manipulation on brand trust. 

The findings showed that the participants who learned that the brand was recording 

consumer data gave lower brand trust ratings (Mrecorded = 3.63 , SDrecorded = 1.554) 

compared to the ones who learned that the brand was not recording data (Mnot recorded = 

4.45 , SDnot recorded = 1.480;  F (1,198) = .14,404 , p < .001). There was not a significant 

difference between the perception of being observed scores depending on the condition 

(p >.05). However, we found a significant interaction between the recording information 

and the perception of being observed  (F (3, 196) = 4.687, p =.032). The floodlight 

analysis (Johnson-Neyman technique) showed that participants who experienced higher 

levels of the perception of being observed (3.87 and above) were more influenced by the 

recording practices of the brands and decreased their brand trust (b =-.6507, SE =.1512).  

This result supports our findings that that consumers experiencing the perception of being 

observed are more sensitive towards recording technologies.  
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APPENDIX B: CHAPTER 3 

 

Customer Engagement Scale Items Used in our Studies 

1- I would feel very positive about shopping from this retailer. 

2- Whenever I need to purchase something from an online retailer, I would visit the 

website of this retailer. 

3- I would think about this retailer a lot when I am using it. 

 

Resource Protection Scale Items Used in our Studies 

1- Protecting my resources (e.g. data, time, money) would be at the center of my 

focus. 

2- I would become more focused on protecting myself. 

3- I would be concerned about protecting my own resources (e.g. data, time, 

money) and interests. 

 

 

Additional Items Measured in Our Studies 

Study 1 

We also measured the maximum amount of money participants were willing to pay for 

the shipment of the book purchased from the platform on a $0-$30 slider scale.  A one-

way ANOVA revealed a marginally significant effect of the context on participants’ 

willingness to pay (F (1, 259) = 3.23, p < .074). The amount participants were willing 

to pay was lower for the ones in the recorded condition (Mrecorded = 4.26, SDrecorded = 

3.51) than the ones in the control condition (Mcontrol = 5.03, SDcontrol = 3.46). 

 

Study 3 

We measured the extent to which participants felt responsible for donating the money to 

the store’s relief fund. A one-way ANOVA revealed a significant effect of the context 

on the sense of responsibility (F(1, 199) = 5.11, p = .025). Participants in the observed 

condition had a lower sense of responsibility (Mrecorded = 3.91, SDrecorded = 3.30) than the 

ones in the control condition (Mcontrol = 5.00, SDcontrol = 3.53). 
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Additionally, we asked participants to distribute 100% to the customers and 

store. The main effect of the context was not significant (p =.85); however, the share of 

responsibility assigned to the customers was positively correlated with the sense of 

responsibility measure (r =.28, p <.001).  

 

In addition to the willingness to donate, we had a wtp measure. The context did 

not have a significant main effect on the wtp (p =.8); however, wtp was positively 

correlated with the willingness to donate ( r=.42, p <.001). 

 

 

Data Classification and Annotation Processes Used in Study 2B 

 

We used a data-driven classification method. First, we read all the collected Tweets, 

determined whether they were relevant for our research, and created categories in line 

with the content shared by the users. Thus, our classification consisted of a two-step 

process. 

1)Relevance: First, we determined whether the content of the tweet was relevant 

to our topic of interest. For instance, the word “record” has multiple senses, and the use 

of it as in “to record a song” was considered irrelevant. The use of the word “observe” 

in “As far as I observe...” was considered irrelevant. We coded the relevant tweets as 1, 

while the irrelevant tweets were coded as zero. There were incomplete sentences in 

Tweets. As it was not possible to exactly know how the sentence ended, we considered 

these incomplete tweets ambiguous and coded them as 3. 

As we focus on individuals’ experiences, the tweets that were relevant should be 

about people. There were tweets about other entities, such as animals or quantum 

particles which behaved differently when they were being observed. However, these 

tweets were not related to the scope of this project. Therefore, we considered them 

irrelevant. 

 

Tweets about the documentaries such as The Great Hack and The Social Dilemma or 

major data scandals like Cambridge Analytica were considered relevant, as we assumed 

that people who tweeted about these topics were knowledgeable and concerned about 
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being observed by other parties. Even the tweets that simply mentioned the name of 

these documentaries were considered relevant. 

 

Table 1: Examples 

 

Relevant “Bro I can’t even talk to my mates anymore without being recorded I feel like I’m 

in the Truman show” 

Irrelevant “I heard of a car crash death being recorded as a COVID death. This is genuine. I 

thought they were joking at first too.” 

Seemingly irrelevant, 

but relevant 

“Matt Hancock, the govt face of the pandemic. I’m not very re-assured. Poor 

leadership Poor management. If they were being observed by independent 

monitors like other public services are they would be under special 

measures.” 

Seemingly relevant, 

but irrelevant 

“It was so much fun! We just all clicked and forgot it was being recorded! Surely 

we should now be winning ALL THE PODCAST GUEST AWARDS?” 

 

2)Categorization: In the second step, we classified the tweets that were considered 

relevant based on their content. Exploring what people shared using the above-

mentioned keywords led to the emergence of 8 categories. 

1) Positive attitudes towards being observed. Tweets in this category expressed 

people’s happiness about the recording practices. This category suggested that there was 

nothing problematic about being observed unless people acted in a wrong manner. 

Example: “Public officials should not be concerned about being filmed/recorded. Public 

officials should be confident that they know they are following the laws and that the 

filmed/recorded truth supports their good and appropriate actions.” 

2) Change in one’s actions. Tweets in this category were about the change in 

one’s behavior while being recorded. Users shared their individual experiences about 

how they changed their behavior when they realized that their actions were being 

recorded. Further, they warned others and instructed them to act differently when they 

were being recorded. 

Example: “I think people kinda unconsciously pitch their voice up a bit when they know 

they’re being recorded because they get self conscious about being clear or understood.” 

3) Recording practices in the marketplace. Tweets in this category were related 

to the recording practices in the marketplace. People referred to certain brands (i.e. 

Xbox, Oppomobile, Twitter) and governments or mentioned general practices and 
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devices (i.e. microphones, CCTV cameras, “this call is being recorded” notifications). 

The recording practices in the marketplace could involve the themes that were present 

in the other categories. The main difference of this category was the element of the 

marketplace. If the tweet was about companies or specific recording practices, we 

categorized them in this group. However, Tweets that included a company name, and a 

keyword were not always relevant. For example, the Tweet saying that “I just recorded 

a video from Facebook” included both critical elements, but it was not related with the 

perception of being observed. 

Example: “Yall when I go on Instagram the audio goes weird on my music like my 

screens being recorded”. 

4) Acting as if not being observed. Tweets in this category were about the people 

who acted as if they were not being observed or people who did not care about being 

observed. In other words, being observed by others did not change anything in their 

behavior, they acted recklessly and carelessly. This category might look similar to the 

Category 2 at the first glance. The critical difference between these two categories was 

that #2 captured a realization of being observed by others which led to a change in one’s 

actions. However, #4 denoted that regardless of such a realization, people did not care 

about being observed. So, they behaved as usual or did not make any changes in their 

actions simply because they were being observed. 

Example: “How come these women abuse to a policeman; she knows she is being 

recorded but still continues the abuse”. 

5) Everything is being observed. Tweets in this category centered around the 

theme that everything was being observed. Whatever individuals did, they should be 

aware that their actions were being recorded and observed by other parties, and there 

was no way out of this system. 

Example: “So when someone mentions doing something stupid online and tweets their 

motive it’s being recorded and flagged you can’t erase or delete it’s in the sky already”. 

6) Negative attitudes towards being observed. Tweets in this category expressed 

people’s concerns about being observed and their negative emotions triggered by being 

observed. Any emotion that had a negative valence (i.e. anger, unhappiness, despair, 

stress, discontent) belonged to this group. 

Example: “Nobody likes being recorded while tryna shop.” 
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7) Possibility of being observed. Tweets in this category were related to the 

possibility of being recorded. People were not really sure whether their actions were 

recorded, however, they imagined this possibility, asked whether it was the case, or had 

such an assumption. 

Example: “Are these being recorded at all (she wondered).” 

8) Naming or recommending the documentaries. Tweets in this category simply 

mentioned the name of the documentary or recommended it to others. This code only 

existed in “The Great Hack” and  “The Social Dilemma” batches.  

Example: “The Great Hack is an excellent watch.” 

 

 

Data Annotation 

 

Data annotation process had two stages. In Stage 1, as explained above, we read the 

Tweets and created an annotation manual which explained the data classification 

process. In Stage 2, independent annotators labeled five batches; Batch #1 including 577 

Tweets with the keyword of being observed, batch #2 including 463 Tweets with the 

keyword of being recorded, batch #3 including 164 Tweets with the keyword of being 

observed, batch #4 including 574 Tweets with the keyword of The Social Dilemma, 

batch #5 including 567 Tweets with the keyword of being observed. The first three 

batches were also a part of the Stage 1. However, batch #4 and #5 were not categorized 

beforehand. Each batch was manually annotated by three annotators who were 

undergraduate or graduate students in social sciences. Nine unique annotators worked in 

this process, and two of them coded more than one batch. A total of 2,345 Tweets were 

labeled. The annotators were instructed to read the annotation manual and were allowed 

to ask questions while labeling the first 10 Tweets of each batch. For each Tweet, they 

determined whether the content was relevant, and to which category it belonged. At the 

end of each batch, we received feedback from the annotators according to which we 

updated our manual. We repeated this process to improve our annotation manual 

multiple times. After independent annotators read and determined the relevance and 

category of each tweet, we explored the differences in their classification. If the two out 

of three annotators regarded a tweet as relevant, we also considered it as relevant. Then, 

we compared the categories. If the majority of annotators agreed on the category, we 
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accepted it. If the annotators did not agree on the category, the item was excluded from 

the analysis.  

 

There were two issues that were critical for the data classification and annotation 

processes. First, we were mainly interested in the perception of being observed rather 

than actual observations. There were tweets about being watched, seen, observed or 

recorded by other people at that moment such as “She was watching me”. However, 

these tweets were considered irrelevant, as they might refer to an action which both 

parties were aware of. However, “I am sure that she was watching me” referred to one’s 

perception about being watched. These tweets belonged to the Category 7 as they 

implied a probability of being observed by others. Second, each Tweet could belong to 

only one category. In case of the existence of two categories for a Tweet, coders chose 

the category that was more representative. 

If we consider these categories as a continuum, we can say that #6 is at the 

negative end, #7 is neutral, and #1 is at the positive end of the continuum. The rest of 

the categories are more fluid in the sense that the content users shared do not 

communicate strong sentiments. However, we can position #5, #2, and #3 between 

negative and neutral, and #8 and #4 can be placed between neutral and positive. (#6-#5-

#2-#3#7-#4-#8-#1) 

Table 2 demonstrates the details such as the predetermined keywords, collection 

dates, the number of total and relevant tweets in our data set. As it can be seen on the 

table, the number of relevant tweets varied across the keywords (Hürriyetoğlu et al. 

2016). The ratio of the relevant tweets to the total number of tweets was higher for the 

keyword of “The Social Dilemma”, which was expected as it was a documentary that 

aimed to inform the audience about the recording practices of companies. Apart from 

the content that was about “The Social Dilemma”, the ratio was high for the tweets 

collected with the keyword of “being recorded”. To measure the inter-annotator 

agreement, we computed Krippendorff’s alpha score (Krippendorff 2011). Inter-

annotator agreement scores ranged between .44 and .62 for determining the relevance of 

tweets, and .33 and .77 for identifying the category of tweets.  As the scope of our 

research is demonstrating an emerging phenomenon of the perception of being observed 

precisely, relatively low scores of Krippendorff’s alpha, which may result from our use 
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of the labels on which the majority of the three annotators agreed, do not pose a major 

problem.  

 

Table 2: Details about the Data: Keywords Used for Data Collection, Date of Data 

Collection, Total Number of Tweets, The Number of Relevant Tweets, Krippendorff’s 

Alpha Scores Demonstrating Inter-Annotator Agreement 

 
Batch # 
 

Keyword 
 

Date of Data 

Collection 

Total Number 

of Tweets 

Total Number of 

Relevant Tweets 

Krippendorff’s 

Alpha 

#1 Being Observed 02.11.2020 480 52 .62 

#2 Being Recorded 20.12.2020 383 110 .56 

#3 Being Observed 20.12.2020 128 8 .48 

#4 The Social Dilemma 20.12.2020 509 431 .44 

#5 Being Observed 07.05.2021 414 32 .48 

 

 

Table 3 provides details about the number of tweets in each category. As it can be 

seen on the table, the number of tweets is not equal across categories. As our study aims 

to explore the nature of the perception of being observed, even the low number of tweets 

in each category provides insights about the potential consequences of this perception. 

Our findings show that users experience the perception of being observed (Table 2) and 

the themes that occurred most frequently are the change in users’ actions (Category #2) 

and their negative attitudes towards recording practices (Category #6) (Table 3). These 

findings suggest that people are concerned about being observed by other parties and this 

perception of being observed leads to a change in individuals’ behavioral patterns. 

Although there are certain instances when individuals can have positive attitudes towards 

recording practices (Category #1) or act as if they were not being observed (Category #4), 

negative attitudes and behavioral change are more common. 

 

Table 3: Classification of Relevant Tweets 
 

Batch # Category 

#1 

Category 

#2 

Category 

#3 

Category 

#4 

Category 

#5 

Category 

#6 

Category 

#7 

Category 

#8 

Krippendorff’s 

Alpha 

#1-Being 

Observed 

2 9 2 1 9 18 3 - .64 

#2-Being 

Recorded 

6 38 7 11 8 9 3 - .63 

#3-Being 

Observed 

- 1 - 1 - 2 2 - .77 
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#4-The 

Social 

Dilemma 

- 14 2 1 8 15 - 355 .33 

#5-Being 

Observed 

2 2 - 1 6 10 6 - .59 

 
 
 

To explore how often annotators agreed on the relevance and the category of tweets, and 

which categories they confused the most, we created a confusion matrix for the dataset of 

“#1- Being Observed”. On the Table 4, the first row and the first column denote the 

categories. As we explored the confusion of annotators on the data collected with the 

keyword of “being observed”, Category#8 does not exist. However, we have an additional 

category of #-1 which represents the agreement of annotators on the irrelevance of the 

given tweet to the scope of our research.  

 

 
Table 4: Confusion Matrix of the “Batch #1 Being Observed” Dataset 

 #-1 #1 #2 #3 #4 #5 #6 #7 
#-1 406 0 5 2 0 0 3 0 
#1 0 1 0 0 0 0 1 0 
#2 1 1 8 0 0 0 1 2 
#3 1 0 0 1 0 0 0 0 
#4 1 0 0 0 1 0 0 0 
#5 4 0 0 1 0 7 3 2 
#6 5 0 0 0 0 0 12 0 
#7 4 1 1 1 0 0 1 2 

 
 
 
The first row of our matrix shows that the probability of agreeing on the relevance of the 

content is around %98. This high percentage indicates that annotators could agree on 

whether the content of tweets was relevant or not for most of the time. Exploring their 

agreement on the specific categories, it can be seen that the probability of their agreement 

on Category #6 is around 7%. Although the ratio seems low, our findings show that 

annotators do not confuse this category with others as long as they consider the content 

relevant. However, the greatest degree of confusion lies between the categories of #5 and 

#6, while the former is about the belief regarding the pervasiveness of recording practices 

and the latter is about one’s negative attitudes towards them. For instance, one of the 

confused tweets is “You hate being observed but you are under it”. As it can be seen on 

this example, the content is both about being observed by others and the hatred toward 



 

 

136 

being observed. This confusion may result from the nature of the task given to the 

annotators. First, as the tweet could only belong to one category and we did not prioritize 

one of the themes over the others, the annotators might have difficulty in choosing one of 

them. Second, our goal was to identify as many consequences resulting from the 

perception of being observed as possible. However, some of the categories may be more 

inclusive which led to a confusion among annotators. For instance, tweets about the 

negative attitudes can also include elements that are about the ubiquitous use of recording 

technologies. Although our goal was to identify as many potential consequences as 

possible, future research could be more focused in exploring the perception of being 

observed.  Whether the belief about the pervasiveness of the recording practices is 

considered as the default in the marketplace, or what kind of negative attitudes individuals 

have towards being observed could be examined. 

 
 

Visual Stimuli Used in Study 3 

 
 
Being Observed Condition 

 
Control Condition 
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APPENDIX C: CHAPTER 4 

 

Pilot Study: Managers’ Perspective 

Pilot study aimed to provide support for our prediction that the main purpose behind 

companies’ tracking activities was to be more consumer centric, understand and address 

consumers’ needs and desires.  

 

Method 

31 executives from an Executive MBA class at a private university (7 female; Mage=39.26 

years) with a minimum of 8 and maximum of 28 years of work experience read the 

following statement. 

 

Many companies track consumers for various purposes such as designing new 

products and services, improving the existing ones, increasing sales, measuring 

performance. However, the primary objective of tracking is putting customers’ 

interests at the center of the companies’ actions and addressing them. 
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After reading the statement, participants selected one of the two options: “Yes, I agree. It 

is the primary objective” and “No, I don’t agree. It is not the primary objective”. Finally, 

executives provided demographic information. 

 

Adapted version of the perceived consumer centricity scale (Habel et al. 2020) 

• I, as a customer, am at the center of the company’s actions. 

• The company caters its actions entirely to me as a customer. 

• For the company, I play the undeniable primary role. 

• The customers are the top priority for the company. 

 

Additional Study Testing the Mediation Model 

We recruited two hundred US residents on Amazon Mechanical Turk to complete the 

study in exchange for a small monetary payment, one of whom failed to pass the attention 

check question, leaving us with a sample of one hundred ninety-nine participants (100 

females; Mage = 44.6 years). Our procedure was similar to the Study 3B, with only one 

difference. We did not collect participants’ trust ratings. 

 

Results 

Manipulation Check. A one-way ANOVA revealed a significant effect of the notification 

type on the expectations regarding companies’ tracking (F(1, 199) = 6.66, p = .011). 

Participants in the Privacy Notice condition thought that the application they used would 

track them (Mprivacy notice = 6.21, SDprivacy notice = 1.05) more than the ones in the control 

condition (Mcontrol = 5.76, SDcontrol = 1.39). This finding suggested that receiving a privacy 

notice increased consumers perception of being observed. 

 

Interest in using the platform. We generated a composite score out of 4 items (Cronbach’s 

alpha= .89). A one-way ANOVA revealed a significant effect of the notification type on 

the interest in using the platform (F(1, 199) = 9.09, p = .003). Replicating our main 

finding, participants who received a privacy notice reported a less interested in using the 

platform (Mprivacy notice = 3.60, SDprivacy notice = 1.33) than those who received a welcome 

message (Mcontrol = 4.21, SDcontrol = 1.47). 

 

Underlying Mechanism. We calculated a difference score using profit and customer 

orientation questions for identifying the perceived orientation of the platform. Then we 
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tested the proposed mediation model using PROCESS (Hayes 2018) Model 4 with 10,000 

bootstrapped samples. In the model, we included notification type (0: control, 1: privacy 

notice) as the independent variable, interest in using the platform as the dependent 

variable, and the company orientation as the mediator. Mediation analysis showed that 

the perceived company orientation mediated the relationship between the notification 

type and interest in using the platform. More specifically, the privacy notice influenced 

the company orientation (b = 13.6; t = 2.97, p = .003), which decreased consumers’ 

interest in using the platform (b = -.02; t = -6.96, p = .000). The index of mediation was 

significant (Effect = -.26, %95 CI: [-.47, -.08]), and the direct effect was no longer 

significant (CI: [-.70, .02]), suggesting a full mediation (see the figure below for path 

coefficients). 

 

 


