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ABSTRACT
Face Detection and Recognition Based On Raspberry Pi Using HAAR
Cascading and Convolution Neural Network
Rusul Naseer ALLAMI
M.Sc. in Electrical Electronics Engineering
Supervisor Prof. Dr. Ergun ERCELEBI
September 2023
73 pages

Face Detection is a form of biometric method that relates to the automatic
detection of faces by computerized systems through observation of the face. It is a
popular feature in biometrics, digital cameras, and social tagging. Face detection and
recognition have received increased research focus in recent years. In this thesis, a face
detection and recognition system have been proposed and developed for detecting and
recognition faces through the hybridization of two algorithms: HAAR cascading
algorithm and deep learning algorithm. The proposed system consists of two
approaches. The first approach, the HAAR cascading algorithm, was developed by
taking a shot of the face and reducing it several times to ensure that there is a face at
each shrinking time. The second approach has proposed convolution neural network
(CNN) model to increase accuracy of classification. In addition to improving each
algorithm, hybridization of the two algorithms significantly improved the results of the
classification. In proposed system two dataset was used: download dataset, and real
dataset. The accuracy of modifying HAAR in detection reached 98.667% for real
dataset, and 97.532 % for download dataset. The accuracy of proposed model of CNN
in classification reached 96.23% for download dataset, and 100% for real dataset. The
tests conducted on the developed facial recognition system have demonstrated that the
proposed algorithms and the developed real-time facial recognition system yield

satisfactory results.

Key Words: Face Detection, Face Recognition, HAAR Cascading, CNN.
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OZET
HAAR Basamakl ve Evrisim Sinir Ag1 Kullanilarak Raspberry Pi Tabanh Yiiz
Tespiti ve Tamima
Rusul Naser ALLAMI
Yiiksek Lisans Elektrik Elektronik Miihendisliginde
Damisman Prof. Dr. Ergun ERCELEBI
Eyliil 2023
73 sayfa
Yiiz tespiti, yiiziin otomatik olarak bilgisayar sistemleri tarafindan algilanmasiyla ilgili

bir biyometrik yontemdir. Biyometrik sistemlerde, dijital kameralarda ve sosyal
etiketlemede yaygin bir 6zelliktir. Son yillarda yiiz tespiti ve tanima alaninda artan bir
arastirma odaklanmasi gérmektedir. Bu tezde, yiiz tespiti ve tanima sistemi, iki
algoritmanin Dbirlestirilmesiyle (HAAR kademeli algoritma ve derin 6grenme
algoritmas) yiizleri tespit etmek ve tanimak i¢in dnerilmis ve gelistirilmistir. Onerilen
sistem iki yaklasimdan olusmaktadir. "ilk yaklasim olan HAAR kademeli algoritma,
yiiziin bir fotografini ¢ekerek bunu birka¢ kez kiiclilterek her kii¢liltme adiminda
yiiziin varligim saglamak iizere gelistirildi. Ikinci yaklasim, dogruluk oranini artirmak
icin bir konvoliisyon sinir agt (CNN) modeli 6nermistir. Her bir algoritmay1
gelistirmenin yani sira, iki algoritmanin birlestirilmesi smiflandirma sonuglarim
onemli dlciide iyilestirdi. Onerilen sistemde iki veri seti kullanildi: indirilebilir veri
seti ve gercek veri seti. HAAR algoritmasimin tespitinde yapilan degisikliklerin
dogruluk orani gergek veri seti i¢in %98.667, indirilebilir veri seti i¢in ise %97.532
olarak gerceklesti. CNN modelinin smiflandirmadaki Onerilen dogruluk orani
indirilebilir veri seti i¢in %96.23, gercek veri seti i¢in ise %100 olarak elde edildi.
Gelistirilen yiiz tanima sistemi iizerinde yapilan testler, 6nerilen algoritmalarin ve
gelistirilen gergek zamanli yiiz tanima sisteminin tatmin edici sonuglar verdigini

gostermistir.

Anahtar Kelimeler: Yiiz algilama, yiiz tanima, Haar basamakli, CNN.
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CHAPTER 1
GENERAL INTRODUCTION

1.1 Introduction

The human face is a vital component of daily social interactions because it conveys
information about who we are as individuals. Face recognition is a form of biometrics
that can be used to positively identify a person. This approach employs mathematics
to recognize a person's face in order to determine their characteristics, which are then
saved as a digital face print. A growing number of institutions and organizations have
recently expressed an interest in its wide range of applications in civilian domains as
well as other law enforcement [1]. Unlike fingerprint, palm print, and iris recognition,
face recognition does not require any physical contact. Facial recognition software can
also identify someone from a distance without needing to make physical contact with
them. Crime prevention is further enhanced by using face recognition technology to
store images of criminal suspects and use them in a variety of ways, such as to identify
a person. At venues like train stations, airports, and bus stops, face recognition
software is currently being employed [2]. It is also being used in health care and
advertisement. Face recognition necessitates large data sets and sophisticated features
in order to uniquely identify individuals in the event of changing stance, illumination,
and age. [3]. In comparison to where it was a decade ago, face recognition has
advanced significantly. Even when there are only a few persons in the frame, facial
recognition technologies typically perform well. In addition, these approaches have
been evaluated in well-lit environments with good face expressions and images of high
quality [4].

The field of computer vision has made significant progress in the area of face
recognition. Face detection and efficient recognition are more difficult than ever

because of technological advancements and the prevalence of multimedia applications



on smartphones. Since the pioneering work of Viola Jones in detecting the frontal face
in real time with low computational complexity, the field of face recognition has
developed considerably [5].

Afterwards, after training and recognizing multiple classifiers, numerous methods
emerged that made use of fundamental image processing techniques to extract distinct
facial features from the provided images. In addition, most of the earliest methods in
face recognition relied on upright images with limited variations in illumination, pose,
occlusions, etc. Separated face recognition includes a technique of feature extraction
and contrast identification of normalized face images to determine the identify of
human faces in the images. Because of this, facial recognition methods are crucial for
effective surveillance [6]. In order to verify an individual's identification, the Deep
Convolutional Neural Network (CNN) method is utilized to compare a live capture or
digital image to the stored face print. CNN can effectively communicate the qualities
of the chain of importance and the characteristics of the image. Classification of
protests, image division, and video recovery are only some of the many uses for the
current convolution neural system [7]. The convolution neural system is most useful
when applied to learning at a profound level. It can make use of a large amount of
labeled data, extract attributes from various levelled structure, and get the depth of the

image qualities, allowing for the communication of more nuanced picture aspects [8].

1.2 Related Work

Many previous related works are selected:

a.In 2017, Muhammad Sajjad, et al [9], they've been laid bare. They've been shown.
A Raspberry Pi and a cloud-based facial recognition software were suggested. A
wireless, small, portable camera was put on a police officer's uniform to record
streaming video. These streams were then transferred to a Raspberry Pi for facial
detection and recognition. The recommended method uses Bag of Words to extract
FAST and BRIEF points from the recognized face, followed by an SVM to identify
suspects. Experiment results support the suggested method's precision in recognizing
faces and its use for boosting law enforcement services in smart communities.

b.In 2019, Muhammad Zeeshan Khan, et al [10]. In their study, they suggested a

system for identifying and recognizing faces based on Convolution Neural Networks



(CNN) that works better than other methods. Face recognition in a smart classroom
could be used to test how well the suggested algorithm works. There are no known
problems with the way the system performs when the LFW dataset is used to train
it. After 35 faces, the system can distinguish 30 of 40 kids apart from a single image.
Based on the test results, it was found that the proposed method was 97 % accurate.

c.In 2020, Ahamed Yasar Z, Dinesh Kumar Rand else [11], a border monitoring
system is explained in this paper. This is accomplished via computer vision. All that
is required is a Raspberry Pi, a camera, a Buzzer, and an Arduino Uno. A digital
camera is used to record the live motions. OpenCV (computer vision) software uses
the collected data/records as an input on the raspberry pi to detect positive and
negative objects and faces. The relevant code is written in Python. When the pi
module identifies a face person or an object that's not quite right, the pi will
immediately transmit the signal. Central authorities or monitoring rooms can receive
whatever signal they want.

d. In 2021, Ratnesh Kumar Shukla and Arvind Kumar Tiwari [12], this article
highlights a device that focuses on images and allows the user to recognize and
detect a variety of facial features utilizing a webcam. In this paper, they conduct
comprehensive and systemic research to evaluate the effectiveness of various
traditional representation learning structures on class-imbalanced results. Also
demonstrates that deeper discrimination could be taught by creating a network that
preserves inter-cluster differences as well as differences within groupings. The
recently proposed (CNN) model, MobileNet, delivers both offline and real-time
precision and speed to achieve rapid and consistent stable outcomes. One of the
most common issues in face recognition and identification has been overcome by
this. In order to deal with the problem of faces, a number of researchers have
employed various methodologies and models across the literature. In order to
achieve the best results, they employ the most layers possible. A machine learning
approach combined with multiple image-based datasets improves the classifier's
ability to predict knowledge relevant to face detection and
recognition.

e. In 2022, Yuhang Lu, and Touradj Ebrahimi [13] Deep convolutional neural
networks have done very well at many different tasks involving detecting and
recognizing. Nevertheless, the performance of such detectors is frequently tested in

public benchmarks under limited and unreal conditions. Noise, compression, and

3



enhancement, which are common distortions and processing processes in image
workflows, are not well explored. Few studies have been conducted to enhance the
detector's robustness to unanticipated perturbations. This research provides a more
efficient data augmentation approach based on the actual process of image
degradation. This innovative technique is used for deep fake detection tasks and has
been assessed using a more realistic assessment framework. Extensive tests show
that the suggested data augmentation method makes it easier to generalize to data

distortions and datasets that were not expected.

1.3 Problem Statement

Face detection, face preprocessing, and face recognition are the three stages of a
complete face recognition system. To begin extracting the face difference features, the
face region must first be extracted from the face detection procedure and separated
from the background pattern. Face detection methods that rely on deep learning have
recently become popular since they are faster and more accurate than the previous
methods. Separated face recognition includes a technique of feature extraction and
contrast identification of normalized face images to determine the identify of human

faces in the images.

1.4 Aim of thesis
The aim of this thesis is to develop an intelligent monitoring system based on
Raspberry Pi hardware. This involves developing face detection and face classification
algorithms. summarizing the study conducted in the thesis briefly are:

e To design and implement a system for monitoring.

e To optimize face recognition using convolution neural network (CNN).

e To design hardware monitoring device using raspberry pi4.

e To analyze the performance of the system.

1.5 Content of Chapters

Chapter One: this chapter presents introduction about monitoring system, related
work, and aim of thesis.

Chapter Two: The theoretical background of convolutional neural networks, face

recognition, and hardware sensors are presented in this chapter.



Chapter Three: The proposed flowchart is included in this chapter.

Chapter Four: The experimental results of the suggested system are presented in this

chapter.

Chapter Five: this chapter contains conclusion and recommendation.



CHAPTER 2
Theoretical Background

2.1 Introduction

The need for video surveillance systems has been increasing recently. Closed-circuit
television (CCTV) cameras and other sensor systems are increasingly being installed
by governments and businesses to ensure the safety of their citizens and consumers
[14]. Video surveillance, which is widely used in the customs, military, police,
airports, firefighting, railways, urban transport, and a great many other public places,
can be regarded as an integrated system with powerful preventative abilities. Due to
the fact that it is precise, quick, and contains a lot of data, video surveillance has
become an integral aspect of the security system. [15-16]. There are many researchers
who have shown a keen interest in the development of intelligent systems of
surveillance. This kind of system keeps track of both permanent and temporary objects

in a certain environment in real time.

The main goals of these systems are to interpret and understand scenes automatically,
as well as to predict the actions and interactions of the monitored objects based on the
data collected by the sensors. In these types of surveillance systems, a lot of sensors
work together to process data. Objects' locations can be tracked with visual sensors,
while their identification can be verified with identity sensors. Also, visual sensors that
have a pan—tilt-zoom camera (PTZ camera) can zoom in on objects so that high-
resolution data can be obtained. In an intelligent surveillance system, searching the

database for information about a surveillance event is one of the most important tasks.

The management of information and the searching procedure have been regarded as

key strategies for use in various fields of study, such as the data Military



[17-18]. The automatic identification of fire and the detection of forgery are just a few

examples of the surveillance video processing that rely on motion estimate [19].

This chapter introduces a brief coverage on a way for an intelligent surveillance system
utilizing convolution neural network for face recognition and HAAR cascade for face

detection by using python programming and from Open-CV library.

2.2 Hardware Components
There are many parts of the hardware that are used in the design of monitoring devices.

Which are (Raspberry Pi, cameras, sensors, and etc.).

2.2.1 Raspberry Pi

The device known as the Raspberry Pi computer is an excellent choice for usage in
classroom because of its low price and small size. It uses open-source Linux and has a
GPIO (General Purpose Input Output), and it's based on the Core CPU. Connector for
electrical circuitry that can be used to connect to the robot. Connecting a camera to the
robot via the Raspberry Pi provides it the ability to observe its surroundings and send

images back to the user. [20]. Figure (2.1) shows a Raspberry Pi B.

40 Pin General-purpose
input/output Header PoE HAT Header

. -
z,:/hsls:‘i’;mig%ss » ] ® | 2 Of ® d Gigabit Ethernet
Micro SD Card Slot © 5
‘

2-lane MIPI DSI
display port

USB-C Power
Port 5V/3A

4-pole stereo audio

2-lane MIPI CSI
2 x micro HDMI
ports(up to 4Kp60) camera port

Figure 2.1 Raspberry pi model B [20]
2.2.2 Types of Cameras
Different kinds of cameras are used to connected to raspberry pi, such as USB-
cameras, Pi cameras vl and v2, and intelligent cameras.
Pi camera: Detecting faces through the utilization of the camera module. The

Raspberry Pi Foundation is responsible for developing this camera module with 5



megapixels of clearly visible picture quality. Every innovator can easily afford it for

camera projects. [21]. As depicted in Figure (2.2).

Figure 2.2 Types of cameras used for raspberry pi 4 [21]

2.2.3 Types of Distance Sensors

a. Human Detection Unit: Passive infrared sensors (PIR) which attached to the
Raspberry Pi board to detect any human movement. This passive infrared sensor's
sensitivity has been set to normal. When the motion sensor detects human
movement, the camera connected to the Raspberry Pi board is activated, and
capturing of pictures begins. Then, facial recognition software running on the
Raspberry Pi board extracts the facial portion from the captured image. [22]. As
depicted in Figure (2.3).

Figure 2.3 PIR sensor [22]

b. Ultrasonic Sensor: Using this tool, the distance to an object can be determined.
Objects between 20mm and 4500mm in length can be disclosed. The device's two
digital pins serve as a rough indicator of the measured distance. Up to twenty times

per second, a pulse can be activated. [23]. As shown in Figure (2.4).

8



Figure 2.4 Ultrasonic Sensor [23]

2.2.4 Communication (Router)
A router is employed to facilitate the transmission of data between the sender and the
receiver. The primary function of this router is to establish a connection between a

Raspberry Pi device and the server-side equipment [24]. Figure (2.5) depicts a router.

Figure 2.5 Wi-Fi adapter [24]

2.3 System of The Face Recognition

The system of the face recognition are useful for many security applications due to
their can applied using images, videos, real time recording, independence from the
individual (without regard to gender, ethnicity, or hair), robustness in varying lighting
conditions, and can work to detect and recognize a face from different angles [25]. As
depicted in Figure (2.9) [26]. There are three primary phases used to construct a robust
face recognition system like the detection of face, feature extraction, and the last phase
is face recognition are. The face detection step is used to detect and locate images of
human faces acquired by the system. The vectors of features for faces of human that

were determined in Step 1 are extracted in Step 2 of the process known as feature
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extraction. At the final stage of face recognition, extracted characteristics are
compared to a database of template faces in order to make an identity decision [27] as

illustrate in Figure (2.6).

Verification and
Image Face Features Face identification

— > ' > . > ..

Detection Extraction Recognition

aces
Database

Figure 2.6 Primary phases of face recognition system [27]

2.4 Convolution Neural Network (CNN) based recognition

With an input layer, an output layer, multiple hidden layers, and millions of
parameters, a Convolution Neural Network can learn complex patterns and objects.
Hidden layers are partially connected, and finally a fully connected layer that leads to
an output layer. The input is first subsampled by convolution and pooling, and then an
activation function is applied to the resulting data. The resulting image maintains its
original shape, in contrast to the input image [28]. Figure (2.12) is an example of

this. In what follows, we'll take a look at the CNN components:

A. Convolutional Layer

The convolutional layer is necessary for image classification. The main purpose of this
layer is to extract features from the input image. The convolution layer contains
multiple feature maps. On the former surface, the same neuronal characteristic map
extracts the regional characteristics of many locations. However, for a single neuron,
it is extracted via the regional feature map containing the same places as the previous
feature map, which the subsequent layer uses as input [29]. Figure (2.7) illustrates a
typical convolutional procedure.

The basic building blocks of a convolutional neural network (CNN) are called
"convolutions," and they are found in the layers of the network. The following are
typical features of this layer:

1- Input of CNN algorithm is vectors (Image)
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2-The filters is used as features detector.

3-Vectors of output (Feature map), where input image x

n

m

Feature Detector = z Z P;; X Kernal (2.1)
ij

Where n is map width, m is map height, P is pixel value, and kernel is features

extraction filter.

Input Feature Map Convolution Output

Convolution between k i k x D kernel
and region of input feature map

!
!
!

+—H —>

H = # feature maps
5 = kemel stride

«— D —

N = input height and width
k = kemel height and width
D = input depth

Figure 2.7 convolution layer [29]

B. Rectified Linear Unit (ReLu)

It is a part of the convolutional layer that is responsible for conducting the thresholding
operation, which means that a value less than zero is set to zero. As a result, there is
less duplication of data, and the most important aspects are unaffected. The output for
this layer will be the same size as the output for the previous layer, [30] It is represented

mathematically as:

maxpooling = Max (X; ;) (2.2)
Where X is input, and (i, j) are indices.
C. Pooling and Subsampling layers

Each feature map is processed independently by the pooling layer. Hence, the feature

map's resolution is decreased while the essential elements for classification remain
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retained. Down-sampling is when you take smaller samples. As depicted in Figure

(2.8), there are a number of methods to pool resources [31]:

1.Max-pooling: Max-pooling refers to a method of selecting the maximum elements
from the feature map. The max-pooled layer that is the outcome contains essential
data from the feature map. This is the most popular strategy because it produces
better outcomes [31].

2.Average pooling: This types will calculate the average for each patch on the feature

map when calculating the average [32].

21| 8| 8|12
12|19| 9| 7 |
8 10| a| 3]
18|12] 9 10\
[15] 9 | 21 [12]
2] 7] 18|10 |
Average Pooling Max Pooling

Figure 2.8 Max Pooling [32]

Square data of size 4x4 is provided as input. Subsampling by a factor of 2x2 involves
subdividing a 4x4 image into four 2x2 matrices that don't overlap. The output of max
pooling is the highest possible value from the four columns of the 2x2 matrix. The
result of average pooling is calculated by taking the average of the four input values.
It is crucial to consider that the mean value for the output at index (2,2) is a fractional
number, which has been rounded to the nearest integer for the purpose of providing

information [33].

D. Fully Connected layer

All of the neurons in this layer will have extracted and connected to the neurons in the
previous layer (the max pooling layer). The final number of classification classes is
the output of this layer. Overfitting can be mitigated by employing the regularization
technique dropout in neural networks. It's a technique wherein some of the network's
nodes are ignored at random while being trained. Its normal dropout rate is 0.5, and it

can be changed for optimal results and faster training [34]. Essential network
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properties can be learned and generalized as a result of this regularization. illustrate in

Figure (2.9).

E. Soft-Max Layer

The activation layer known as soft-max is frequently used as a classifier in the final
layer of a network. Classification of input into different classes occurs in this layer.
The soft max function provides a mapping between the unnormalized output of a
network and a probability distribution. The output of this layer is sent into the soft max
layer, where it is transformed into probabilities. Each class in a multi-class problem is
given a decimal probability that adds up to 1.0 using soft-max. The result can then be
interpreted as a probability. The logistic function is used for two-class problems, while
the soft-max method is employed for multiclass problems [35], as illustrate in Figure

(2.9).

128X 3= 384 /”1 fully-connected layer
=4 adn
reshape
3
128 filters / o] Lsoftmax layer
PR 1
6/ 128 {lners ; g s
a. input ‘. g ®
Wty 1 e. output
3,4,5 . X :
3 °
training 2
data size
4,953 ] . e
o
 J “still
b. convolution <)
d. dropout

Figure 2.9 General layers of CNN algorithm [34]

2.5 Viola and Jones Algorithm

Paul Viola and Michael Jones have introduced a useful technique for object detection
using HAAR feature-based cascade classifiers. Using a method based on adaptive
machine learning, a cascade function is trained using both positive and
negative images. From there, it can be applied to the task of finding objects in the other
images. To get started, the classifier has to be trained on a large number of positive
images (people image), as well as negative images (image for objects without people
in them). The data is then utilized to generate features, of which there are four primary

concepts [36].
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A.HAAR-like features: utilized by the HAAR cascade classifier to detect human
faces. There are three motions for HAAR-like features. From Figure (2.10), Edge
features come first, followed by line features and finally four rectangle features.
Fast calculation is guaranteed by the HAAR-like principle. A term for this is
"HAAR-like features." [37].

1. Edge features

L

(@ () () (d)

‘mmEE e

(@) (b) (&) @ (e (0 @) (h)

3. Center-surround features

n
(@ (@

Figure 2.10 HAAR-like features [37]
Subsequently, the features are extracted. Each feature is computed as the difference
between the sum of the pixel values below the white rectangle and the sum of the pixel
values below the black rectangle. These numerical values are then used to distinguish

across images [38].

B. Integral Image: Taking the input image and transforming it into an integral image
is the second stage in the Viola-Jones face detection algorithm. Summation of
values in a rectangular subset of a pixel grid is quickly and efficiently calculated
using an integral image [36], also called a summed region Table, illustrate in Figure
(2.11). Pixels above and to the left of X, y, are added to form the integral image at

the x, y location, consist of:

i(x,y) = Zaésx,ysyi(x' ¥, (2.3)

Where the original image's pixel value is denoted by ii(x,y)
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Figure 2.11 Example of an integral image [36].

In the Figure (2.11), and the Integral Image Equation (2.4), demonstrate the ability of
employing the integral image to efficiently determine the addition of any rectangular
area, where ii(x, y) is the analogical image's integral value. Only four values from the
integral image are needed to calculate the addition of the pixels in the rectangle ABCD.

Figure (2.12) illustration is the summation of every pixel above and to the left [37].

Y xyyeanco iG6Y) = ii(D) + ii(A) — ii(B) = ii(C).evevvenree. (2.4)

LT

Figure 2.12 Illustration of the integral image [37]

C. AdaBoost Learning Method is a machine-learning method that connects weak

classifiers that all have at least one Haar-like feature. This makes a strong
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classifier. The final classifier is a composite of the weak ones, weighted according
to the error they had, thus its accuracy depends on how well each of the weak ones
classifies the sample that was applied to it. as shown in the Figure (2.13). The

definition of a single weak classifier is [36]:

_ (1 pXf(x)<Ty
h(x.f,p,0) = { 0 otherwise 25

Where
x: is a subwindow that has a basic precision of 24 X 24 pixels.
P: is the polarity
f: indicates the value of the feature
Ty: is the threshold

A face or a not-face decision will determine the threshold. As can be seen in algorithm
(2.6), Viola —Jones adjusted the Adboost algorithm such that it chooses only the

more advantageous features.

H(x) = {1 Vi1 X ht(x).Z L (2.6)
0 otherwise

a;:log—
t- g .Bt
L¢: 1s picked in such a way that every positive training sample is classified
appropriately.
Bt =2t/ (1- Xt): the training error of the classifier h;.

T rounds: meaning construct weak classifiers [37].
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Figure 2.13 strong classifier. [37]

The Adaboost strategy works to determine the optimal polarity and threshold values
for a given task. Viola-Jones have devised a proficient and straightforward
methodology for identifying each novel weak classifier. This is achieved by estimating
various features of all the training instances, with the goal of determining the optimal
execution features. The term "weight error" pertains to an error function that is

associated with the training samples utilized [38].

D. Cascade Classifiers: Cascade classifier designs are employed to build a series of
effective classifiers that can quickly remove unwanted parts of an image [60]. So,
the basic classifier puts less emphasis on regions with unlikely to include face and

with high

include face. Display cascade work as depicted in Figure 2.14. This method

the more advanced classifier prioritizes regions likely to
drastically reduces calculation time while significantly increasing detection

execution. Figure (2.15) is Cascade Classifiers [39].
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Figure 2.14 Cascade work flow. [39]
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Figure 2.15 Cascade classifier. [38]

2.6 Image Optimizations Using Filters

2.6.1 Mean Filter

This is the simplest form of the mean filter, which is used to eliminate noise from
images. There are various kinds of noise for which mean filters are effective. Given a
rectangular sub-image with dimensions of n x m, centred at the coordinates (X, y), let
S denote the collection of coordinates within this window. The estimated arithmetic
average value of the restored picture at each point (x, y) was computed by considering
the pixels inside the area denoted by S, and the operation of arithmetic average filtering
computes this average value for the distorted image g (x, y). Figure (2.16) displays
the results of applying a mean filter [48].

N N

10|41 9 3 | 123 10 | 41 9 3 |123 10 | 41 9 3 |123
232|186 | 79 | 21 | 134 232 (186 | 79 | 21 | 134 232|186 79 | 21 | 134

1 43 | 56 1 12 1 43 | 56 1 12 1 43 | 56 1 | 112
88 | 98 34 4 2 88 98 | 34 4 2 88 | 98 34 4 2
134 | 76 | 89 |104| 5 134 | 76 | 89 | 104 | 5 134 | 76 | 89 | 104 | 5
88 [ 54 | 12 | 231 ] 1 88 | 54 | 12 | 231 1 88 | 54 | 12 [ 231 ]| 1
74 (12 | 42 |[111| O 74 112 | 42 |11 | O 74 |12 | 42 111 | O
Mean l Mean l Mean l
(10,41,9,232,186,79,1,43,56)  (41,9,3,186,79,21,43,56,1) (9,3,123,79,21,134,56,1,112)

10+41+9+232+186+79+1+43+56
9

=73.0

41+9+3+186+79+21+43+56+1_487
9 = 48.

Figure 2.16 Mean filter [48]

The main advantages of using a mean filter include:
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A. Noise Reduction: Mean filters are effective at reducing noise in an image.
They average out random variations in pixel values caused by sensor noise,
electronic interference, or other factors. This makes the image appear smoother
and less speckled.

B. Edge Preservation: Mean filters tend to preserve the edges and important
features in an image better than some other smoothing filters, such as Gaussian
filters. This is because they have a more uniform kernel that doesn't place as
much emphasis on the central pixel [49].

C. Simplicity: Mean filters are computationally simple and require minimal
memory, making them efficient for real-time or resource-constrained
applications. They are easy to implement and execute quickly.

D. Adjustable Strength: The degree of smoothing can be controlled by changing
the size of the kernel or window. A larger kernel will produce a stronger
smoothing effect, while a smaller kernel will result in a milder smoothing
effect.

E. Versatility: Mean filters can be applied to various types of data, not just
images. They are used in signal processing, audio processing, and other fields

for smoothing or averaging data points [50].

While mean filters have several advantages in image processing, they also come with
certain disadvantages and limitations. Here are some of the disadvantages of mean

filters:

A. Loss of Detail: Mean filters are primarily used for smoothing and noise
reduction. However, their averaging operation can lead to a loss of fine details
and subtle textures in an image. This blurring effect may not be suitable for

applications where preserving sharp edges and fine features is essential.

B. Lack of Control: Mean filters offer limited control over the level of
smoothing. You can adjust the degree of smoothing by changing the size of the
kernel, but this control is not as fine-grained as some other filters like Gaussian
or bilateral filters. It may be challenging to balance noise reduction with the

preservation of important image features [51].
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C. Limited Effectiveness with Non-Gaussian Noise: Mean filters are most
effective at reducing Gaussian noise, which has a bell-shaped probability
distribution. They may not perform well with other types of noise, such as salt-
and-pepper noise or speckle noise. More specialized filters may be required for

handling such noise types.

D. Uniform Averaging: Mean filters apply a uniform averaging operation to all
neighboring pixels within the kernel. This can lead to issues when processing
images with non-uniform noise or when there are strong gradients in the image.
In such cases, other filters that consider the similarity of neighboring pixels,

like the bilateral filter, may be more suitable [52].

In summary, while mean filters are simple and computationally efficient for noise
reduction and smoothing in images, they are not always the best choice for every image
processing task. The choice of filter should be based on the specific requirements of

the application and the characteristics of the image being processed.

2.6.2 Median Filter

While median filters can provide a similar smoothing effect, using a big mask size will
result in a more painted (and blurred) appearance. Significant morphological filtering
is produced by the median calculation. At first, you'll need to define a neighborhood
for each pixel in the image. Each pixel will have its own associated neighborhood,
which will likely contain some surrounding source pixels, this might be as simple as
creating a square box and centering it on each of the pixels, or it could be more
complex, in which case each of the pixels will have its own connected neighborhood,
which will comprise some source pixels that are located in the surrounding area. After
that comes the step of calculating the median for each of the neighborhoods and putting
the results away somewhere secure. In the end, we replaced every pixel with the
median value of the neighborhood it was associated with [49]. The effect of applying

a median filter is illustrated in Figure (2.17).
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Figure 2.17 median filter [49]

Here are the advantages and disadvantages of using a median filter:

Advantages of Median Filter:

A.

Effective Noise Reduction: The median filter is particularly effective at
reducing various types of noise, including salt-and-pepper noise, impulse
noise, and random noise. It can effectively remove isolated noisy pixels

without blurring the image.

Preservation of Edges and Details: Unlike mean filters that tend to blur edges
and fine details, the median filter preserves sharp edges and fine structures in

an image. It achieves noise reduction without compromising image quality.

Non-Linear Operation: The median filter's non-linear operation makes it
suitable for removing outliers and extreme values in an image. It is robust in

the presence of outliers and does not get easily influenced by them.

Adaptive Smoothing: The degree of smoothing is adaptive and depends on
the local pixel values within the kernel. It can effectively adjust to the local

image characteristics [52].

Simple Implementation: The median filter is relatively easy to implement,

and its computational complexity is reasonable for real-time applications.
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Disadvantages of Median Filter:

A.

Loss of Fine Details: While the median filter is excellent at preserving edges
and major structures, it can still lead to some loss of fine details, especially
when strong noise is present. In some cases, this may not be suitable for tasks

that require detailed image analysis.

Kernel Size Selection: The choice of kernel size in the median filter is crucial.
A small kernel may not effectively remove noise, while a large kernel may lead
to excessive smoothing and the loss of important details. Selecting the

appropriate kernel size can be challenging [51].

Computationally Intensive for Large Kernels: When using large kernels or
windows, the computational requirements of the median filter increase
significantly. This can be a drawback for processing high-resolution images in

real-time applications.

Edge Artifacts: The median filter can introduce slight artifacts near edges in
the form of staircase-like patterns. This effect is more pronounced with larger

kernel sizes.

Not Suitable for All Noise Types: While the median filter is effective for
impulse noise and some random noise types, it may not be the best choice for
reducing Gaussian noise or other specific noise patterns. Different filters or

noise reduction techniques may be more appropriate in those cases [50].

In summary, the median filter is a valuable tool for noise reduction in images,

especially when dealing with impulse noise or when preserving edges and details is

essential. However, it is not a one-size-fits-all solution, and its effectiveness depends

on the specific noise characteristics and image processing requirements. Careful

consideration of the filter's parameters and the nature of the image and noise is

essential when using the median filter.
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2.6.3 Gaussian Filter

As the size of the mask rises, Gaussian produces a more natural effect with less obvious

blurring. With a Gaussian filter, the blur is decreased. Gaussian filters give the quickest

pulse rise time without overshoot or ringing in the time domain, making them ideal for

filtering pulses. The optimal Gaussian filter characteristic is used. A Gaussian blur

wherein pixels closer to the kernel's center are given greater weight than those further

from the center, as indicated by the filter's corner attenuation frequency and corner

attenuation, which are additional parameters. This averaging is performed channel-by-

channel and then, it averaging determines the new filtered pixel value [50].

k1 k2 k1 X1 X2 X3
K2 kO k2 < X4 D G X6 PC
k1 k2 k1 X7 X8 X9

Figure 2.18 Gaussian filter [50]

Here are the advantages and disadvantages of using a Gaussian filter:

Advantages of Gaussian Filter:

A. Effective Noise Reduction: Gaussian filters are effective at reducing Gaussian

noise and some types of random noise. They achieve noise reduction by

smoothing pixel values based on their proximity to neighboring pixels, with

more weight given to nearby pixels [49].

B. Preservation of Image Structure: Gaussian filters tend to preserve the

underlying structure and edges in an image better than simple mean filters. This

means that important features and details are less likely to be blurred or

distorted.
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C.

Adjustable Smoothing: The degree of smoothing can be controlled by
adjusting the standard deviation (o) of the Gaussian kernel. Smaller values of
o result in mild smoothing, while larger values result in stronger smoothing.

This allows for flexibility in achieving the desired level of noise reduction.

Mathematically Well-Defined: The Gaussian filter is well-defined
mathematically, making it a reliable choice for various image processing tasks.
Its behavior is smooth and continuous, which can be advantageous in certain

applications [51].

Linear and Shift-Invariant: Gaussian filtering is linear and shift-invariant,
which means it can be efficiently implemented using convolution techniques

and can be applied to different image regions without modification.

Disadvantages of Gaussian Filter:

A.

Loss of Fine Details: While Gaussian filters are effective at noise reduction,
they can still lead to some loss of fine image details, especially when stronger
smoothing (larger ¢ values) is applied. This may not be suitable for tasks

requiring high levels of detail preservation.

Smoothing of Edges: Gaussian filters do blur edges to some extent. While
they preserve edges better than mean filters, there can still be a noticeable

reduction in edge sharpness when strong smoothing is applied.

Parameter Sensitivity: The effectiveness of the Gaussian filter depends on the
choice of the standard deviation (o). Selecting an inappropriate ¢ value can
result in either inadequate noise reduction or excessive blurring. Finding the

right ¢ requires some trial and error [52].

Not Ideal for All Noise Types: Gaussian filters are optimized for reducing
Gaussian noise and may not perform as well with certain non-Gaussian noise
types, such as impulse noise or salt-and-pepper noise. In such cases, other

filtering techniques like median filtering may be more appropriate.

Computationally Intensive for Large Kernels: When using large kernels

(large o values), the computational requirements for Gaussian filtering increase
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significantly. This can be a limitation for real-time processing or high-

resolution images [50].

In summary, Gaussian filters are a versatile tool in image processing, providing
effective noise reduction while preserving image structure to a reasonable extent.
However, they are not without their limitations, particularly regarding the trade-off
between noise reduction and detail preservation. The choice of filter and its parameters
should be made based on the specific requirements of the image processing task and

the characteristics of the image and noise.

Now will review the difference in deleting noise by changing the sequence of use of

filters:

Case 1: by applying random choice to filter (Gaussian filter, Mean filter, and
median filter) to the original image A we see a difference after applying case 1.

illustrated in Figure (2.19)

Original case 1: Gaussian - Mean - Median

case 1: Gaussian - Mean - Median

Figure 2.19 Case 1 Gaussian filter, Mean filter, and median filter
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Case 2: By applying random choice to filter (median Filter, Gaussian Filter, and
Mean Filter) to the original image A, we see a difference after applying Case 2.

As illustrated in figure (2.20).

Original case 3: Mean - Median - Gaussian

Original

Figure 2.20 Case 2 median Filter, Gaussian Filter, and Mean Filter

Case 3: By applying random choice to filter (Mean Filter, median Filter, Gaussian
Filter) to the original image A, we see a difference after applying Case 3. As

illustrated in Figure (2.21).
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Original case 2: Median - Gaussian - Mean

Original case 2: Median - Gaussian - Mean

Figure 2.21 case 3 Mean Filter, median Filter, Gaussian Filter

After testing the cases on the original image A, Case 3 was chosen because it
showed the best results and used to enhanced image. Figure (2.22) illustrates the

best result among the cases.
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Original Case 1: Gaussian - Mean - Median

Case 3: Mean - Median - Gaussian Case 2: Mean - Gaussian - Median

Figure 2.22 The difference between cases

2.7 Database systems

In the field of computer vision, a dataset is an organized set of pictures used to train,
test, and evaluate the effectiveness of various algorithms. Using two different face
databases, the suggested system and two different models were tested. The first
database was obtained over the internet (the Kaggle website), and the other was
captured by a mobile camera. The dataset type is front-face. Among the final steps of
a surveillance system is data storage and retrieval (valuable features such as user
interface design and alarm managing). Through a specific study, a process was carried
out to save and retrieve private data in all monitoring data Through a specific study, a

process was carried out to save and retrieve private data in all monitoring data.
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2.8 Face Recognition Library

Open-CV is an established and widely used open-source computer vision library. It
was originally developed by Intel, but it has recently received funding from Willow
Garage. Facial recognition, mobile robotics, motion tracking, and artificial neural
network are only some of the examples of library applications [66]. As a multi-
platform framework, Open-CV offers the advantage of supporting Windows, Linux,
and Mac OS X. Open-CV can be intimidating to novices because it offers so many
options. To use Open-CV efficiently, you must have a comprehensive understanding
of how various approaches work. Thankfully, it is only necessary to possess a few

prerequisites.

2.9 Multifarious Aspect in Evaluation Metrics

Recently, numerous different criteria have been employed to gauge the performance
of facial recognition systems. Many of these examples are provided in the next section.
The application of ground truth principles for negative and positive detection in facial
recognition system evaluations [51-52] has been popular for a long time. Table 2-3
depicts the confusion matrix. In any disclosure task, the absence of symmetry is made
clear by the use of both positive and negative terms if one class category can be the
related class category but the other cannot relate. It is important that the system can
distinguish between human and non-human evaluation methods. All the fake videos
that were detected as such are called true negatives, whereas all the non-human images
that were incorrectly identified as faces are called false negatives. Those who match
with images in the database via the system are considered true positives, whereas
persons who match with images that are not in the database are considered false
positives [53].

Table 2.1 Confusion matrix.

Predicted
Negative Positive
Negative TN FP
Actual —
Positive FN TP

There are two significant evaluative plots, namely PR (precision and recall)
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1. Precision
It's the percentage of detected faces by the system whose likenesses appear in the
database. Furthermore, it indicates the level of trustworthiness. The Equation 2-7

exemplifies them [54].

TP
TP+FP

Precision = 2.7)

2. Recall: Here, we are tracking the percentage of positive cases. As demonstrated
by this study [55], the recall rate of true positives may also be employed to indicate

sensitivity. It is computed by utilizing Equation 2-8.
TP
TP+FN

Recall = 2.8)

3. Recognition rate and error rate

The term "recognition rate," which refers to "accuracy," is defined as follows [55]:

TP
Total number of test images

Recognition rate = x100 % (2.9)

However, the definition of the error rate is:

Error rate = Fp x100 % (2.10)

Total number of test images
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CHAPTER 3
PROPOSED SYSTEM

3.1 Introduction

Face detection and person recognition systems have evolved significantly as they have
been used in many areas, but they have suffered from a number of problems and it was
necessary to develop a system for face identification and recognition. In this chapter

the algorithms and techniques proposed in this thesis will be illustrated.

3.2 Dataset Description

Deep learning necessitates a big quantity of data because it learns features directly
from the data using an end-to-end procedure. In this thesis, the following two datasets
were utilized:

a. The initial dataset has been obtained from the internet (Face Recognition Dataset)
[56] and is utilized to test the detection and recognition techniques utilized in the study.
The 320 images in this dataset are divided into 40 classes, each of which comprises 8
samples, and these samples show images that include faces. Recognition of faces is
enabled by the dataset.

b. For testing the designing device ability to detect face and recognize them, the second
dataset is a real archive from a real individual. This dataset has 150 images of faces,
each of which is categorized into ten classes, each of which contains 15 samples. With
the help of facial recognition, the designing is able to gather information about its
surroundings.

Datasets have been divided between training and testing parts in this study, as
follows:

a. Training part: 70% of the dataset is represented by these 224 images. The CNN is

used to train the system using these images.
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b. Testing part: 30% of the dataset can be found in this collection of 96 images. These
images are employed to evaluate the precision of the proposed method for classifying
and identifying individuals.

Real data has been divided into:

a. Training part: 70% of the dataset can be found in this collection of 105 images.

b. Testing part: 30% of the dataset may be found in this collection of 45 images. The
pool layers in the CNN algorithm were used to pull out the features of each image.

Which features were extraction depending on the algorithm that was used.

3.3 Proposed System Architecture

The proposed system consists of three main parts, the first of which is the proposed
device to face surveillance, the second part is the development of an algorithm to
identify faces, and the third part is the development of a model using a deep learning
algorithm, the aim of which is to obtain high accuracy in distinguishing people. Figure

(3.1) illustrate the general architecture of proposed system.

‘je

Surveillance Stage

«

Detection Stage

«

Recognition Stage

i~

Figure 3.1 Proposed System Stages
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3.4 Surveillance Stage

In this section, the proposed surveillance stage will be explained, as a monitoring
device has been designed through which people are monitored and their faces detected.
The monitor is designed based on the Raspberry Pi 4 controller. The proposed device
consists of a set of parts, namely the main controller, the distance sensor, the
surveillance camera, in addition to the resistors, breadboard, electrical power sources,

and etc. Figure (3.2) illustrate parts of hardware designing device.

(b)

(© (d)

L
L]
Efi

(e

Figure 3.2 Hardware Parts (a)Ultrasonic distance sensor (b) Power bank (c)

Raspberry Pi4 (d) Breadboard (e) Camera
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Where the distance sensor was connected to the main controller, using a number of
connecting wires and two resistors, one of which is 1 kQ and the second 2 k€, the
reason is to regulate the electrical energy entering the sensor. The use of this sensor is
intended for the purpose of determining whether a person is within surveillance or not.
Figure (3.3) illustrate electrical circuit of distance sensor. Algorithm (3.1) illustrate

distance sensor works.

Figure 3.3 Distance sensor circuit

Algorithm (3.1) Distance Sensor Work

Input: Signals

Output: Distance

Begin:
Stepl: Define two variables (Trigger and Echo). Where Trigger used to start
of sending signals, and Echo will receive signals.
Step2: Specify start and end time as the following:
StartTime=Current time
StopTime=Current time

Step3: While (Echo==0)
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StartTime=Current time
While (Echo==1)
StopTime=Current time
Step4: Find difference between two times use the following equation:
Times = StopTime — StartTime
StepS: Multiply with sonic speed (34300 cm/s) and divided by 2 because
there send and back:

Distance = (Times * 34300)/2

End

The surveillance camera is connected to the main controller directly via the
camera slot located in Raspberry Pi4. Figure (3.4) illustrate camera connection.

Algorithm (3.2) camera work.

Figure 3.4 Camera connection
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Algorithm (3.2): Camera Work

Input: Distance

Output: Capturing

Begin:
Stepl: Read distance from ultrasonic sensor
Step2: If the distance is less than 100 cm, the camera will open and capturing
video 5 second only then close.
Step3: If the distance is more than 100 cm the camera still close.
End

The complete electronic circuit can be illustrated by the Figure (3.5).

Power Bank

Figure 3.5 Complete electronic circuit

3.5 Detection Stage

Face detection is a very important process. In this section of the proposed system the
HAAR cascading algorithm developed for the purpose of detecting faces from the
image will be explained Figure (3.6).
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Read Capture Image
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emma Width = Width/2 and Height = Height /2
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Apply HAAR

Face

Yes
. ll

0%

Not Face

Figure 3.6 Modified HAAR Cascading Algorithm
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The HAAR cascading algorithm is one of the common algorithms in detecting faces
because of the speed of its performance, but it is not very accurate in detecting faces.
The algorithm was developed to be used within Raspberry Pi for the purpose of
detecting people's faces within the scope of surveillance. Algorithm (3.3) illustrate the

modification of HAAR cascading algorithm.

Algorithm (3.3): Modification HAAR Cascading

Input: Captures Image

Output: Face Detection

Begin:
Stepl: Read capture image
Step2: Apply HAAR cascading for detecting faces.
Step3: Cropping face from image
Step4: For 1 from 0 to 2
A. Divided the width and height of cropping face by 2.

_ Width,,
Widthy,e, = ——— (3.1)
Height
Height,,,, = % (3.2)

B. Shrink the cropping face with new dimensions
(Widthye,,, Height ).
C. Apply HAAR cascading.

StepS: Check if the result of HAAR is face in three times then return face

otherwise return not face.

End

Where the modified HAAR cascading algorithm checks the face three times, if the
result is a face in the three times, it means that it is a face, otherwise it is not a face.

Figure (3.6) 1illustrate the modification HAAR cascading algorithm

works.
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Figure 3.6 Modification HAAR work

3.6 Recognition Stage
The proposed device takes pictures, detects the face, and then sends the crop image to
the server, which is the last stage of the proposed system, which in turn identifies the

person. Figure (3.7) illustrate flowchart of recognition stage.
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Figure 3.7 Recognition stage flowchart
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After the faces are cut out of all the data images, they are divided into two parts, 70
percent of which are used to train the proposed model of the CNN algorithm and 30

percent are used for testing. Figure (3.8) illustrate steps of CNN training.

Mean Filter

U

Median Filter

Noise Removal

Gaussian Filter

1

Scaling and

Normalizing

Proposed CNN ' Trained File -
model training

Figure 3.8 CNN training steps

First, noise is removed from images using three types of filters, namely (mean,
median, and Gaussian) where each type of these filters removes a specific type of noise

in digital images. Algorithm (3.4) illustrate noise removal steps.
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Algorithm (3.4): Noises Removal

Input: Cropping Face

Output: Image Enhancement

Begin:
Stepl: Read cropping face image
Step2: Apply mean filter to remove intensity variation between one pixel
and the next by find the average between surrounding pixels.
Step3: Apply median filter to remove salt and pepper noise by finding the
mid value from surrounding pixels.

Step4: Apply Gaussian filter for non-uniform noise reduction.
StepS: Return enhancement image.

End

After the noise is removed from the image, the process of scaling and normalizing the
image begins. The goal of these steps is to reduce the size of the data for the purpose
of increasing the speed of system performance. Algorithm (3.5) illustrate scaling and

normalizing steps.

Algorithm (3.5): Scaling and Normalizing

Input: Enhanced images

Output: Normalized images

Begin:
Stepl: Read dataset images
Step2: Shrink the images with size (64 X 64) experimentally
Step3: Convert all pixel value to floats.

Step4: Apply normalizing equation:
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Pixeli‘]-
255

Pixel,-'j = (3 3)

Step5: Return normalizing image

End

After the data images are prepared, they are trained using the proposed model of the
CNN algorithm. Where a model consisting of 11 layers of the CNN algorithm was
designed, which is as shown in the Figure (3.9). where the proposed model consists of
three convolution layers, three pooling layers, two dropout layers, two fully connection
layers, and one SoftMax layer. In the proposed model, a number of convolution layers
are used, because the features of the faces may be close and therefore more convolution
layers must be used in extracting features to make the proposed system capable to
identify people. And when the number of people increases significantly, the number
of layers must also be increased. After each convolution layer, a pool layer must be
placed, because the features that extracted by convolution layer are random, so it must
be filtered and the best features between them must be chosen, and here comes the role
of the pool layer in choosing the best features. With regard to dropout layers, there are
some features that are extracted that may be strong and distinctive, but they may
negatively affect the facial recognition algorithm during training, and therefore they
must be delete. The number of dropout layers is related to the number of fully
connection layers. The SoftMax classifier is considered one of the best works that have
been used with the CNN algorithm, because its value ranges between negative 1 and

1, and this gives it greater freedom in classifying classes.
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Figure 3.9 Proposed CNN model

The proposed model contains three convolution layers for extract big numbers of
features from image in additional to used RelU as activation function to prevent
extracted features to be neared from zero. Table (3.1) illustrate specification of used

convolution layers.

Table 3.1 Convolution layer specification

Kernel Size Activated Function

Conv.1 64 RelU
Conv.2 32 RelU
Conv.3 32 RelU
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After extract features from image pooling layer will select the best features from

features map, Table (3.2) illustrate pooling layers specification.

Table 3.2 Pooling layer specification

Layer Kernel Size
Pool.1 7
Pool.2 5
Pool.3 3

The dropout layer used to remove nodes from fully connection layer that not effect on

the prediction. Table (3.3) illustrate dropout layer specification.

Table 3.3 Dropout layer specification

Layer Drop Size
Drop.1 0.45
Drop.2 0.25

Fully connection layers are the last layers in proposed model, these layers are used

with SoftMax to face recognition. Table (3.4) illustrate fully connection layer

specification.

Table 3.4 Full connection layer specification

Layer Activated Function

Full.1 RelU

Full.2 SoftMax
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CHAPTER 4
RESULTS AND DISCUSSION

4.1 Introduction

Face detection and recognition are two essential tasks in computer vision that involve
detecting human faces in images or videos and identifying the individuals present in
those faces. These tasks have numerous applications, including facial authentication,
surveillance. It's important to note that while face detection and face recognition are
related tasks, they serve different purposes. Face detection is the initial step of locating
faces in an image, and face recognition follows to determine the identity of the detected
faces. In this chapter, the most important results will be clarified by proposing a system

for monitoring, facial recognition and identification of people.

4.2 Datasets Explanation

In the proposed system, two datasets were relied upon, one (Face Recognition Dataset)
and the other built in a real way. The purpose of using more than one dataset containing
faces was for the purpose of testing the accuracy of the proposed system in detecting
faces and recognizing people through the proposed and developed techniques. Figure
(4.1) illustrate samples of (Face Recognition Dataset), Figure (4.2) illustrate samples

of real dataset.
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Figure 4.2 Samples of real dataset
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4.3 Face Detection Results

Face detection is the process of locating human faces in images or video frames. It
involves identifying the coordinates (bounding box) of the regions that contain faces.
Where the HAAR cascading algorithm was developed for the purpose of detecting
faces more accurately. Table (4.1) illustrate results of face detection using modified

HAAR cascading algorithm.

Table 4.1 Comparison between Classical and modified HAAR cascading results for

face detection
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It can be seen from the previous table that some images when using the classical
HAAR cascading algorithm have identified two faces in the image despite the presence
of one person in the image as in the second and fifth samples. When the modified
HAAR cascading algorithm was used, the parts that did not represent a face were
removed and the accuracy of the face was better.

On two databases, a modification was made to HAAR's algorithm, which proved to
increase the accuracy of face identification in images with repeated faces and to speed
the processing time of images. Tables (4.2) and (4.3) show the results of the testing on

the modified HAAR algorithm.
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Table 4.2 HAAR cascading face detection results using real dataset

Technique Classical HAAR | Modified HAAR
Number of Image
150 150
(Real Dataset)
Success detection 131 148
Failed detection 19 2
Accuracy 87333 98.667

Table 4.3 HAAR cascading face detection results using (Face Recognition Dataset)

Technique Classical HAAR Modified HAAR
Number of Image
320 320
(downloading Dataset)
Success detection 276 309
Failed detection 44 11
Accuracy 86.250 96.563

4.4 Cropping Results

The process of cropping the face from the image is one of the important processes in

the task of identifying people, where the important part of the image is cropped and

the rest of the parts of the image are deleted to be sent to the server so that it can

identify the person. In addition, the process of cropping part of the image, so the size

of the image is less than the original image, and therefore the process of sending it

over the network is faster. Figure (4.3) illustrate results of cropping process.
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Figure 4.3 Cropping results

4.5 Face Recognition Results

The process of recognizing faces is important in the system of surveillance, as during
this section many practical experiments were conducted for the purpose of training the
proposed model of the CNN algorithm, and many important and high results were
reached in prediction by changing the number of training epochs and the percentage

of dataset splitting. There are three cases that have been tested and they are as follows:

Casel: in first case split dataset into 90% of images for training and 10% of images
for testing for two datasets (Face Recognition Dataset and real dataset). Table (4.4)
illustrate results of train-test of real dataset, and Table (4.5) illustrate results of train-

test of Face Recognition Dataset.
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Table 4.4 Train-test of real dataset of casel for face recognition
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Table 4.5 Train-test of Face Recognition Dataset of casel for face recognition

model loss
model accuracy
200 [ win
— ain — fest
— test
08 175
07 150
2125
goe H
H
g
10
075
04
050
03
0 2 4 6 8
0 3 4 6 8 spach
epoch
model loss
model accuracy
200 — i
L01 — tain — test
Elest 175
aa /\,ﬂﬂv‘\.\/\/\/»\jv
150
08
125
07
2 g 100
8 K
R
5 O 3 015
05
0.50
Lo 025
o3 000
o 10 20 30 40 50
a 10 20 30 40 50 tooch
epoch
model loss
— wain
model accuracy 204l s
10{ — train
— test
09 15
08
07 )
g
g
100
®
05 L
0.4
00
03
0 20 40 60 80 100
02 epoch
o 20 40 60 80 100
epoch

The previous results can be summarized in the Table (4.6) where the highest
accuracy in the forecast is 0.8333 for real dataset and 0.8976 for Face Recognition

Dataset.
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Table 4.6 Summarized of casel results for face recognition

Real 0.4914 0.3074 0.4444 | 02876
10 Face
Recognition 0.8464 0.4472 0.7901 0.6868
Dataset
Real 0.9118 0.0745 08333 | 01244
50 Face
Recognition |  0.9868 0.0474 09177 | 03826
Dataset
Real 0.9731 0.0244 08333 | 0-1900
100 Face
Recognition |  0.9917 0.0198 0.8976 | 08731
Dataset

Case2: in second case split dataset into 80% of images for training and 20% of images
for testing for two datasets (Face Recognition Dataset and real dataset). Table (4.7)
illustrate results of train-test of real dataset, and Table (4.8) illustrate results of train-
test of Face Recognition Dataset.

Table 4.7 Train-test of real dataset of case2 for face recognition
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Table 4.8 Train-test of Face Recognition Dataset of case2 for face recognition
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The previous results can be summarized in the Table (4.9) where the highest accuracy

in the forecast is 0.8438 for real dataset and 0.9096 for Face Recognition Dataset.

Table 4.9 Summarized of case2 results for face recognition

Epoch Dataset Train-ACC | Train-Loss | Test-ACC | Test-Loss
Real 0.3241 0.3787 03717 | 0-3500
10 Face
Recognition 0.4197 0.3442 0.5819 | 0-2848
Dataset
Real 0.8647 0.1447 081sg | 01874
50 Face
Recognition |  0.9168 0.0695 0.8757 | 01182
Dataset
Real 0.9643 0.0363 0.8438 | 0-205
100 Face
Recognition |  0.9698 0.0305 09096 | 01378
Dataset

Case3: in third case split dataset into 70% of images for training and 30% of images

for testing for two datasets (Face Recognition Dataset and real dataset). Table (4.10)

illustrate results of train-test of real dataset, and Table (4.11) illustrate results of train-

test of Face Recognition Dataset.
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Table 4.10 Train-test of real dataset of case3 for face recognition
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Table 4.11 Train-test of Face Recognition Dataset of case3 for face recognition
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model loss
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The previous results can be summarized in the Table (4.12) where the highest accuracy

in the forecast is 0.8742 for real dataset and 0.9447 for Face Recognition Dataset.

Table 4.12 Summarized of case3 results for face recognition

Real 0.3568 0.2241 0.4012 0.2547
Face
10 .
Recognition 0.1510 0.1984 0.2254 0.1755
Dataset
Real 0.9564 0.1145 0.8795 0.4995
Face
50 .
Recognition 0.9643 0.1475 0.8214 0.5247
Dataset
100 Real 0.9742 0.1252 0.8742 0.6705
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Face

Recognition 0.9818 0.1463 0.9447 0.1784
Dataset

4.6 Comparison CNN Results
In this section, the results of the CNN algorithm will be discussed before and after
using the modified HAAR algorithm. Three cases have been taken for comparison and

they are as follows:

Case I: When using 10 iterations, Table (4.13) illustrate results of training and testing.

Table 4.13 Results of training and testing by 10 iterations for face recognition

Algorithm Dataset Accuracy Loss

model loss

Real / N \
Dataset o / T .
Classical o \

Haar P R B T
Classifier T~ S
235 ::;';' /‘ ==r
+CNN Face raee [ = -
Recognition | :.. _ \
Dataset //\ / , ol
Real el securaey
06 — ::5“ model loss

Dataset miNE

Modified ” 1T &
Classifier o / =

+CNN
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Recognition

Dataset
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model loss

— train
test

Case II: When using 50 iterations for training, Table (4.14) illustrate results of 50

iterations.

Table 4.14 Results of training and testing by 50 iterations for face recognition

Algorithm Dataset Accuracy Loss
Real Dataset | //
Classical //f |
Haar B I B
Classifier — ot oss
+CNN Face . .
Recognition H
Dataset .
Modified e S _
Haar \\
o Real Dataset | : \
Classifier . \
+CNN - T
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Case III: When using 100 iterations for training, Table (4.15) illustrate results of 100

iterations.

Table 4.15 Results of training and testing by 100 iterations for face recognition

Algorithm

Dataset

Accuracy

Loss

Classical
Haar
Classifier

+CNN

Real Dataset

model accuracy

model loss

L 80
0 20 40 60 a0 100 L] 0 40 60 B0 00
poch epoch
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. Lo ri P
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Through many experiments notice that the accuracy has reached the best possible in
the hybrid system in iteration 100 and the results can be summarized in the Table

(4.16).

Table 4.16 Results summarized for face recognition

Iteration | Dataset Algorithm frain frain et fest
Accuracy | Loss | Accuracy | Loss
Real Classical 0.3568 |0.2241 | 0.4012 | 0.2547
Face Haar
Recognition |  Classifier 0.1510 ]0.1984 | 0.2254 | 0.1755
Dataset + CNN
10 Real Modified 0.4982 ]0.2936 | 0.6963 | 03122
Face Haar
Recognition |  Classifier 0.3641 | 0.2357 | 0.3417 | 0.2411
Dataset + CNN
Real Classical 0.9564 |0.1145| 0.8795 |0.4995
Face Haar
Recognition | Classifier 09643 |0.1475 | 0.8214 |0.5247
Dataset + CNN
%0 Real Modified 0.9874 10.1865 | 0.9677 | 0.1995
Face Haar
Recognition |  Classifier 0.9748 10.1479 | 0.8641 | 0.1983
Dataset +CNN
Real Classical 0.9742 ]0.1252 | 0.8742 | 0.6705
Face Haar
Recognition Classifier 0.9818 |0.1463 | 09447 |0.1784
Dataset + CNN
100 Real Modified 0.9871 ]0.0346 | 0.9968 | 0.0020
Face Haar
Recognition Classifier 0.9858 |0.1177 | 0.9623 | 0.2190
Dataset +CNN
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The prediction accuracy reached the maximum degree in the number of 100 iterations,
which is 99.68 for the real database and 96.23 for Face Recognition Dataset. Figure

(4.4) illustrate confusion matrix, Table (4.17) illustrate system performance.

Model confusion matrix
clf 2 (=13 ca 5/

True

Predicted

(A)

Model confusion matrix
cly 2/ 3/ caf o5/ 6/ 7/

True

Predicted

(B)

Figure 4.4 Confusion matrix (A) Face recognition dataset (B) Real Dataset
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Table (4.17) System performance

Dataset Class Precision Recall F1-Score

Class 1 1.00 1.00 1.00
Class 2 1.00 1.00 1.00
Class 3 1.00 0.97 0.98
Face ]I){:tcaosi?ition Class 4 004 on 0.94
Class 5 1.00 1.00 1.00

Average 0.9623 0.9694 0.9658
Class 1 0.96 1.00 0.98
Class 2 1.00 1.00 1.00
Class 3 1.00 1.00 1.00
Real Dataset Class 4 1.00 0.94 0.97
Class 5 0.98 0.98 0.98

Average 0.9968 0.9961 0.9973

4.7 Interface and Implementation
Several tested were applied on the proposed system, this section will display user
interface of proposed system. At first, Figure (4.5) illustrates the main interface of the

proposed system.
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Figure 4.5 The main interface

The modify HAAR cascading algorithm is used for face detection. Figure (4.6)

1llustrates face detection.

¥ Survellance System = a x

Haar Delection Cropping Face

Figure 4.6 face detection using the modify HAAR cascading
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The image is cropped after detection as n Figure (4.7).

Cropping Face

Figure 4.7 image after cropping faces
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CHAPTER 5

CONCLUSIONS AND RECOMMENDATIONS

5.1 Conclusions

In this thesis, a system was proposed to recognize faces in addition to distinguishing

between them, and through experiments conclude the following:

1.

Concluding that shrinking the image several times and testing it indicates that the

HAAR cascading algorithm has decreased the error rate. As shown in Table (4.1).

. For real dataset the best accuracy of face detection is 87.333 for classical HAAR

and 98.667 for modified HAAR as in Table (4.2).

. For downloaded dataset the best accuracy of face detection is 86.250 for classical

HAAR and 96.563 for modified HAAR as in Table (4.3).

. Another conclusion after proposing a CNN model is that the highest accuracy of its

interface to classify faces is at 100 iterations.

. From Table (4.12) we can conclude that the best accuracy is 0.8742 for the real

dataset and 0.9447 for the downloaded dataset.

. Additionally, it can be concluded that using modified HAAR with CNN achieves

high accuracy. The results show 99.68% accuracy for the real database and 96.23%

for the face recognition dataset, as indicated in Table (4.16).

5.2 Recommendations

The monitoring system can be developed using rapid implementation techniques, and

there are many recommendations, which are as follows:

1.

The face detection algorithm can be developed using the YOLO algorithm being

faster in identifying the face.

2. The system can be developed using a network of cameras instead of a single camera.
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