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ABSTRACT

PRIVACY-PRESERVING DATA NORMALIZATION
TECHNIQUES WITH MULTTIPARTY HOMOMORPHIC
ENCRYPTION FOR FEDERATED LEARNING

Melih Cosggun
M.S. in Computer Engineering
Advisor: Sinem Sav
August 2025

Data normalization is a crucial preprocessing step for enhancing model per-
formance and training stability. In federated learning (FL), where data remains
distributed across multiple parties during collaborative model training, normal-
ization presents unique challenges due to the decentralized and often heteroge-
neous nature of the data. Traditional methods rely on either independent client-
side processing, i.e., local normalization, or normalizing the entire dataset before
distributing it to parties, i.e., pooled normalization. Local normalization can be
problematic when data distributions across parties are non-IID, while the pooled
normalization approach conflicts with the decentralized nature of FL. In this the-
sis, we explore the adaptation of widely used normalization techniques to FL
and define the term federated normalization. Federated normalization simulates
pooled normalization by enabling the collaborative exchange of normalization
parameters among parties. Thus, it achieves performance on par with pooled
normalization without compromising data locality. However, sharing normaliza-
tion parameters such as the median introduces potential privacy risks, which we
further mitigate through a robust privacy-preserving solution. Our contributions
include: (i) We systematically evaluate the impact of various federated and local
normalization techniques in non-IID FL scenarios, (ii) We propose a novel ho-
momorphically encrypted k-th ranked element (and median) calculation tailored
for the federated setting, enabling secure and efficient federated normalization,
(iii) We propose privacy-preserving implementations of widely used normalization
techniques for FL, leveraging multiparty fully homomorphic encryption (MHE).

Keywords: Federated learning, Data Normalization, Data Privacy.
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OZET

FEDERE OGRENME ICIN GIZLILIGI COK TARAFLI
HOMOMORFIK SIFRELEME ILE KORUYAN VERI
NORMALLESTIRME TEKNIKLERI

Melih Coggun
Bilgisayar Miihendisligi, Yiiksek Lisans
Tez Danigmani: Sinem Sav
Agustos 2025

Veri normallestirme, model performansini ve egitim kararliligini artirmak igin
¢ok onemli bir on igleme adimidir. Tgbirligine dayali model egitimi sirasinda ver-
ilerin birden fazla tarafa dagitildigi federe 6grenmede (FL), verilerin merkezi ol-
mayan ve genellikle heterojen yapisi nedeniyle normallestirme benzersiz zorluklar
ortaya cikarir. Geleneksel yontemler ya bagimsiz istemci tarafi iglemeye, yani
yerel normallestirme, ya da tiim veri kiimesini taraflara dagitmadan once nor-
mallegtirmeye, yani havuzlanmis normallestirme, dayanir. Yerel normallestirme
heterojen veri dagilimlarinda sorunluyken, havuzlanmig normallestirme FL’nin
merkeziyetsiz yapisiyla celigir. Bu tezde, yaygin olarak kullanilan normallegtirme
tekniklerinin FL’ye uyarlanmasini arastiriyor ve federe normallestirme terimini
tanimliyoruz. Federe normallestirme, taraflar arasinda parametre paylagimiyla
havuzlanmis normallestirmeyi simiile eder. Boylece, veri yerelliginden 6diin ver-
meden havuzlanmig normallestirme ile esit performans elde eder. Bununla bir-
likte, medyan gibi normallestirme parametrelerinin paylasilmasi potansiyel gi-
zlilik risklerini beraberinde getirir ve biz de bu riskleri gizliligi koruyan saglam
bir ¢oziimle azaltiyoruz. Katkilarimiz sunlari icermektedir: (i) Bagimsiz ve
ozdes dagilimli olmayan FL senaryolarinda cesitli federe ve yerel normallesgtirme
tekniklerinin etkisini sistematik olarak degerlendiriyoruz, (ii) Giivenli ve verimli
federe normallegtirme saglayan, federe ortam igin uyarlanmig yeni bir homomorfik
olarak gifrelenmis k-inci sirali eleman (ve medyan) hesaplamasi 6neriyoruz, (iii)
Cok partili tam homomorfik sifrelemeden (MHE) yararlanarak FL igin yaygin
olarak kullanilan normallestirme tekniklerinin gizliligi koruyan uygulamalarini

oneriyoruz.

Anahtar sozcikler: Federe Ogrenme, Veri Normallestirme, Veri Mahremiyeti.
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Chapter 1

Introduction

Machine learning (ML) has become an integral part of numerous applications,
ranging from healthcare and finance to entertainment and smart devices. How-
ever, the increasing prevalence of sensitive user data in training ML models neces-
sitates stringent privacy protections. Federated learning (FL) [1, 2] has emerged
as a promising paradigm for addressing this challenge by enabling decentralized
model training. In FL, data remains on local devices, and only model updates are
shared with a central server, reducing the risk of exposing raw data and thereby
enhancing user privacy. Despite its advantages, FL remains vulnerable to sev-
eral privacy attacks [3, 4, 5, 6], prompting the emergence of privacy-preserving
federated learning (PPFL) research [7].

A critical aspect of building effective ML models is data normalization, which
involves scaling or transforming input features to improve convergence and per-
formance. Normalization reduces the influence of feature-scale disparities, en-

abling models to learn more effectively. Widely used normalization techniques,
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Figure 1.1: Overview of data normalization approaches in federated learning. The
top (red) section shows traditional methods: (a) Pooled Normalization, where raw
datasets are centrally normalized, and (b) Local Normalization, where each client
normalizes data independently. The bottom (blue) section introduces our feder-
ated methods: (c) Federated Normalization, achieving comparable performance
to pooled normalization by aggregating normalization parameters while keeping
data local, and (d) Privacy-Preserving Federated (PPF) Normalization, further
enhancing privacy of (c¢) through homomorphic encryption to securely aggregate
parameters and minimize information leakage.

such as MinMax scaling, z-score normalization, and robust scaling, have con-
sistently proven their utility in centralized machine learning workflows. How-
ever, adapting these methods to FL presents unique challenges. Thus, espe-
cially PPFL approaches that employ differential privacy [8, 9, 10, 11, 12], homo-
morphic encryption [13, 14, 15, 16, 17, 18, 19], or secure multiparty computa-
tion [20, 21, 22, 23, 24, 25| require privacy-preserving data normalization prior to

training.

In FL, the heterogeneity of client data and the lack of direct access to raw data
make normalization a non-trivial task. Traditional approaches normalize datasets
in two ways. The first approach, which we refer to as the pooled setting, as also

referred to in [26], involves normalizing the entire dataset before distributing it



to clients (see Figure 1.1-a). This method applies only to experimental settings,
not real FL scenarios, as it assumes centralized data access, contradicting FL’s
decentralized nature. The second approach, which we refer to as the local setting,
involves each client normalizing their own data independently on their local device
(see Figure 1.1-b). While this method aligns with FL principles and ensures data
privacy, it encounters challenges in real-world scenarios where federated datasets
are typically non-independent and identically distributed (non-IID). This non-IID
nature leads to inconsistencies, reducing the effectiveness of local normalization

compared to the pooled approach.

We define federated normalization as normalizing federated data to achieve
performance similar to pooled normalization by exchanging specific information
among clients without sharing raw data. (see Figure 1.1-¢). While this approach
provides some privacy by keeping raw data local, the exchanged information can
still potentially leak dataset insights, depending on the normalization technique.
For example, federated MinMax scaling requires computing global feature-wise
minima and maxima, which involves clients sharing their local extremes. How-
ever, this can risk revealing sensitive information, depending on the dataset and

application context.

1.1 Problem Definition.

Existing literature lacks a thorough comparison between federated and local nor-
malization approaches in FL. Key questions remain: What is the practical im-
pact of federated versus local normalization on model performance, and how does
data heterogeneity affect their effectiveness? Finally, is it possible to implement
federated normalization techniques in real-world settings while preserving client

privacy?

To the best of our knowledge, the only prior work addressing a similar problem
is [26], which proposes a protocol for secure Yeo-Johnson (YJ) transformation

in FL. While this work offers valuable insights, it is focused only on federated



YJ Transformation and does not address the broader range of normalization
techniques. Moreover, their evaluation is limited to regression tasks and does not
fully address real-world heterogeneous FL scenarios. This leaves an opportunity
for further investigation into the key questions we aim to address. Similar to [26],
our work focuses on cross-silo FL, where a limited number of parties (typically
tens to hundreds) collaboratively train a model. We use the terms ’clients’ and

‘parties’ interchangeably throughout this thesis.

1.2 Contributions.

In this thesis, we make the following contributions to address the defined prob-

lems.

1. For the first time, we present a comprehensive comparison of local and
federated normalization techniques in non-IID FL scenarios. Our analysis
spans diverse datasets and varying client counts, evaluating both local and
federated settings. Using standard evaluation metrics, we demonstrate the

critical role of federated normalization in enhancing FL performance.

2. We introduce novel privacy-preserving implementations of various data nor-
malization techniques, including z-score normalization, robust scaling, and
MinMax scaling, tailored for FL. These implementations aim to reduce com-
munication overhead while preserving client privacy. By leveraging multi-
party fully homomorphic encryption (MHE), we ensure that client data re-
mains confidential throughout the normalization process. For an illustration
of the core idea behind privacy-preserving federated (PPF) normalization,

see Figure 1.1-d.

3. PPF robust scaling, one of our proposed privacy-preserving implementa-
tions, requires securely computing the k-th ranked element among multiple
parties. To address this, we propose a novel encrypted collaborative k-

th ranked element (and median) calculation by extending the algorithm



in [27] to support floating-point numbers. Leveraging MHE, our approach
ensures data confidentiality while enabling computations directly on en-
crypted floating-point data with potential applications beyond normaliza-

tion.

By addressing the intersection of data preprocessing and privacy-preserving
machine learning, this thesis offers valuable insights and practical guidance to

advance FL methodologies.



Chapter 2

Related Work

We summarize related work on local data normalization, activation layer nor-
malization and PPF data normalization. We also discuss prior approaches for
securely computing the k-th ranked element, relevant to our contributions in

Section 5.

2.1 Local Data Normalization.

Current research applies data normalization either in a pooled or local manner.
Zhang et al. [28] note in their FL healthcare survey that normalization is typically
performed before data distribution (pooled) or locally on each client. They fur-
ther suggest that local normalization may propagate biases in feature values into
the pre-processed data [28]. Example FL works which rely on local or pooled
data normalization include [29, 30, 31, 32, 33, 34]. To examine the impact of
local normalization, we compare it against both no normalization and federated

normalization scenarios.



2.2 Activation Layer Normalization.

Several studies have investigated activation layer normalization techniques in
FL [35, 36, 37]. Du et al. [35] introduce external covariate shift in FL and
show that layer normalization outperforms batch normalization under non-I11D
conditions. Subsequent studies further explore batch normalization’s limitations
in FL. and compare it with alternative normalization techniques [36, 37]. These
normalization methods operate within neural network layers during training, in
contrast to our focus on data normalization as a preprocessing step. Nonethe-
less, we include prominent activation normalization techniques—batch normal-
ization, group normalization, instance normalization, and layer normalization—in
our experiments. This allows for a comparative analysis of activation and data
normalization methods across diverse FL scenarios, providing a comprehensive

evaluation of their impact on model performance.

2.3 Secure Computation of k-th Ranked Ele-

ment.

The robust scaling normalization technique transforms data using the median,
25th percentile, and 75th percentile values. Thus, implementing robust scaling
in a PPFL environment requires the secure and federated computation of k-th
ranked elements (see Section 5). Aggarwal et al. [27] compute the k-th ranked ele-
ment in a multiparty setting via an iterative binary search, starting from a global
range and querying data holders for counts above or below a candidate value.
However, the method is limited to integers and lacks a secure implementation.
Goelz et al. [38] address this by providing a secure multiparty implementation
and benchmark, though it remains restricted to integer values and is not tai-
lored for ML tasks. To support FL, we adapt this algorithm for floating-point
inputs and incorporate MHE into its design. We introduce, for the first time,
a federated and encrypted k-th ranked element calculation, designed to enable

privacy-preserving federated normalization. To enhance security and minimize

7



data leakage, we incorporate MHE into our design, which differs from previous
work. Our implementation optimizes communication rounds by parallel process-
ing of input features and is specifically designed for robust scaling in FL, ensuring

both privacy and efficiency.

2.4 Privacy-Preserving Federated (PPF) Data

Normalization.

The only related work by Marchand et al. [26] propose a secure implementation
of the YJ transformation using secure multiparty computation within FL. Al-
though YJ is an established normalization technique, its application is limited to
specific tasks. In contrast, our work presents privacy-preserving implementations
of additional widely used normalization methods, extending their applicability to
a broader range of tasks and data types. In addition, the experiments in [26] are
limited to regression tasks with numeric datasets due to the specific nature of
the YJ transformation. Their evaluation primarily considers IID and quantity-
imbalanced non-IID data distributions, which do not fully represent the broader
spectrum of non-IID scenarios crucial for real-world FL applications. Further-
more, the datasets used in their experiments are relatively small (up to 1,797
samples), limiting their relevance for practical scenarios. As emphasized by [39],
incorporating diverse non-1ID data distributions is essential to accurately reflect

real-world FL challenges.

Our work addresses these limitations by investigating a wider range of non-
ITD data settings, incorporating both numeric and image datasets, and evaluating
performance on regression and classification tasks. We systematically compare
the proposed federated normalization techniques, including federated and local
YJ transformations, across diverse non-IID scenarios using various neural net-
work models. This comprehensive approach enhances the applicability of our
findings, bridging important gaps and aligning more closely with practical FL
deployments.



Chapter 3

Background

In this section, we summarize the normalization techniques, federated learning

with non-iid data and, multiparty fully homomorphic encryption.

3.1 Normalization Techniques

Normalization is a crucial preprocessing step in machine learning that standard-
izes feature scales, ensuring that models train effectively. For a dataset that
contains N number of features and each feature indexed as j, the most common

normalization techniques can be defined as:

3.1.1 Z-Score Normalization:

This method scales features to have a mean of zero and a standard deviation of

one. It is particularly effective when the data follows a Gaussian distribution.

Tj—Hy
. )
0j

Formally, for a feature value z;, the normalized value is given by: 2 =
where 11; and o; are the mean and standard deviation of the j-th feature, respec-

tively.



3.1.2 MinMax Scaling:

This technique transforms data to lie within a fixed range, typically [0, 1], by

x;—min(x;) . ) '
() —min(z)» Where min(z;) and maz(z;) represents

applying the formula: z/; =
the minimum and maximum values of the feature j. MinMax scaling is widely

used when feature magnitudes vary significantly.

3.1.3 Robust Scaling:

Designed to mitigate the impact of outliers, robust scaling scales features using

the interquartile range (IQR) instead of the mean and standard deviation. The
x;—median(z;)

transformation is given by: x; = TQR()
J

3.1.4 Yeo-Johnson Transformation:

The Yeo-Johnson transformation [40], an extension of the Box-Cox transforma-
tion [41], handles both positive and negative values. It stabilizes variance and

helps data approximate a normal distribution. The transformation is defined as

follows:
% if 2 >0,
Y= _
_% if 1 <0,

where A is a parameter that can be optimized to minimize the deviation from

normality.

3.1.5 Activation Layer Normalization:

Unlike the previously mentioned methods, activation layer normalization tech-
niques operate within neural network layers during training rather than in pre-
processing. Prominent examples include layer normalization [42], batch normal-

ization [43], instance normalization [44], and group normalization [45]. While

10



sharing a common goal, these methods differ in their data processing approaches.
They incorporate learnable parameters that integrate seamlessly into FL algo-

rithms, similar to standard neural network components.

3.2 Federated Learning with Non-I1ID Data

Federated learning (FL) is a decentralized machine learning paradigm that en-
ables model training across multiple clients without requiring data to leave their
devices. Instead of sharing raw data, each client i computes local models W} for
k-th FL iteration and sends them to a central server. The central server then ag-
gregates the local models to update the global model, e.g., W+ <« SV, nyyk
for FedAvg algorithm [2]. FL offers several advantages, including enhanced pri-
vacy, lower communication overhead, and the ability to utilize data that would

otherwise be inaccessible due to privacy or regulatory constraints.

In an IID (independent and identically distributed) FL scenario, all clients’ data
is assumed to be drawn from the same underlying distribution. This assumption
simplifies the learning process, as local updates accurately reflect the global dis-
tribution, facilitating effective aggregation and faster convergence. However, in
real-world scenarios, the IID assumption rarely applies, requiring FL to address
the challenges of non-I1ID data [39], where the data distribution across clients is
inherently heterogeneous. This heterogeneity introduces several challenges that

are critical to the success of FL.

Following Li et al. [39], who proposed data partitioning to simulate common
non-I1D scenarios, we explore key non-IID cases to evaluate normalization tech-

niques across diverse FL settings with P parties:

e Distribution-based Label Imbalance: Simulates non-uniform label dis-
tributions across clients—for example, some may predominantly hold sam-
ples from certain classes, while others have a more uniform distribution. To

simulate this, a Dirichlet distribution (Dirp) is employed, in which each

11



client 7 is assigned a proportion p; of the samples for each label, with
pi ~ Dirp(f8y). The concentration parameter 3, determines the level of
imbalance: smaller values result in pronounced imbalance, while larger val-

ues yield more uniform distributions [39].

e Noise-based Feature Imbalance: The feature distributions differ across
clients, often caused by variations such as environmental factors or sensor
noise. To simulate this, the dataset is first randomly and equally partitioned
among clients. Then, Gaussian noise n; ~ N (0,5 - i/P) with varying
intensity levels is added to the features of each client C;’s local dataset. The
user-defined parameter 3y controls the level of noise added. This technique
ensures that while the overall feature space remains consistent, the specific

details vary significantly across clients [39].

e Quantity Imbalance: This case represents scenarios where FL clients
possess datasets of varying sizes. This is simulated by allocating data sam-
ples to clients based on a Dirichlet distribution, where the concentration

parameter dictates the extent of imbalance in the data quantities [39].

These cases help us assess how non-IID data affects our proposed federated
normalization and test the robustness of normalization methods in real-world

scenarios.

3.3 Multiparty Fully Homomorphic Encryption

Fully homomorphic encryption (FHE) [46] enables computations directly on en-
crypted data without decryption. It supports both addition and multiplication
on ciphertexts, producing correct results upon decryption—as if the operations
were performed on the original plaintexts. FHE schemes such as CKKS (Cheon-
Kim-Kim-Song) [47] are specifically designed to efficiently support such compu-

7

tations. CKKS encodes plaintexts into polynomials packed into ”slots,” allowing

parallel processing of multiple values. Designed for approximate arithmetic on

12



complex numbers, it supports operations on floating-point arrays with minimal

noise—ideal for machine learning tasks that tolerate slight approximation errors.

In this work, we use the MHE variant of CKKS [48], which distributes the
encryption key across multiple parties. No single party can decrypt the data
alone; decryption requires partial shares from all participants. This collabora-
tive process ensures data remains protected unless all parties agree to decrypt,
strengthening privacy and preventing unauthorized access. MHE is especially
relevant to FL, enabling secure computation across distributed data while pre-
serving data privacy. The core CKKS functionalities we rely on are summarized

below:

1. Key Generation (KeyGen(\)): Each party i generates a secret key sk; and
participates in a secure key exchange to establish a collective public key pk

depending on the security parameter .

2. Encryption (Encrypt(m,pk)): Message m is encrypted using pk. We de-

note the encrypted message as (m).

3. Computations: Homomorphic operations such as multiplication or addi-
tion are performed on the encrypted data. The resulting ciphertexts remain
valid for decryption under the MHE scheme. However, repeated homomor-
phic operations can cause ciphertext noise to grow, potentially leading to

decryption errors, which is eliminated with collective bootstrapping.

4. Collective Bootstrapping (CBootstrap({m), {sk;})): To reduce noise ac-
cumulation and enable deeper computations, the protocol uses collective

bootstrapping [48, 49|, where all parties jointly refresh ciphertexts.

5. Collective Decryption (CDecrypt((m),{sk;})): Each party generates a
partial decryption share using sk;, which is then securely aggregated to

reconstruct the computed result in plaintext.

We omit the details of certain functionalities, such as relinearization and rescal-
ing, provided by the MHE-CKKS scheme, which facilitate efficient management

of ciphertext dimensions and scaling factors during computations.

13



Chapter 4

Evaluation of Normalization
Techniques for Federated

Learning

To address the questions outlined in Section 1, we design a comprehensive ex-
perimental setup to evaluate the performance of local normalization, activation
layer normalization, and our proposed federated normalization techniques. This
section introduces federated normalization, outlines the experimental setup and
its rationale, and concludes with an analysis and discussion of the results, high-

lighting key takeaways.

4.1 Federated Normalization

Before presenting the experimental evaluation, we begin by introducing the con-
cept of federated normalization and outlining our proposed methods. In federated
normalization, clients share certain information about their datasets, which is
then aggregated to compute global normalization parameters (see Figure 1.1-c).

These global parameters can be used to normalize data locally, ensuring that the
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Dataset Type Count Task

HCV Tabular 615 (13) Multi-class (5)
Parkinson’s Tabular 5,875 (16) Regression
BCW Tabular 569 (30) Binary
CIFAR-10 Image 60,000 (3,072) Multi-class (10)
MNIST Image 70,000 (784) Multi-class (10)

Table 4.1: Dataset Summary: Type, Sample Count (Features), and Task
(Classes).

data never leaves the client devices while enabling normalization as if the data

were centrally aggregated.

Since the process is straightforward, we use MinMax as a representative ex-
ample and present all algorithms, along with their PPF variants, in detail in
Section 5. In the MinMax scaling scenario, each client shares the minimum and
maximum values of its local dataset for each feature. The central server aggre-
gates these values to determine the global minimum and maximum. These global
statistics are then used to normalize each client’s local data, resulting in outcomes

equivalent to normalization performed on a centrally pooled dataset.

We propose and evaluate federated versions of MinMax scaling, robust scaling,
and z-score normalization. Additionally, we include a federated version of the YJ
transformation and activation layer normalizations in our experiments to provide

a more comprehensive analysis.

4.2 Experimental Setup

We run experiments on five datasets across diverse non-1ID scenarios. Key pa-
rameters include dataset choice, non-IID types and imbalance levels, number of
clients, and normalization techniques. For all experiments, we use the FedAvg [2]
strategy, with one epoch of local training and evaluation during training is per-

formed on a server-side validation set. Note that the validation dataset can also

15



be distributed for federated loss computation without affecting results. We use
early stopping based on validation loss, adjusting the patience parameter. Each
experiment is run three times with different random seeds, and we report the
average. Experiments are implemented using the Flower FL library [50] or our

custom simulation, depending on memory constraints. All experiments are run
on NVIDIA GTX 1080 Ti GPUs and AMD Opteron(TM) 6212 CPU with 256GB
RAM.

4.2.1 Datasets

We conduct our experiments two image and three tabular datasets. Four of these
are used for classification tasks, while one is used for regression. We select these
datasets to ensure diversity in size, features, tasks, and model architectures. In
particular, we use CIFAR10 [51], MNIST [52], Breast Cancer Wisconsin [53],
Hepatitis C [54] and Parkinson’s Monitoring [55]. We reserve 20% of the datasets
for the unseen test set and split the remaining data into 90% for training and

10% for validation. Table 4.1 summarizes the dataset specifications.

4.2.2 Model Architecture

We employ neural network-based architectures to incorporate activation layer
normalization techniques in our experiments. For image datasets, we adopt con-
volutional neural networks (CNNs), while for tabular datasets, we use fully con-
nected neural networks integrating variable activation layer normalization. Based
on the normalization type, we use layer, group, batch, or instance normalization
for the layers. We omit activation layer normalization from our networks dur-
ing data normalization experiments. Model architecture details are provided in

Appendix B.
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Imbalance Type Low Imbalance High Imbalance

Quantity B =0.5(0.7)* B=5
Label B8 =0.5 B=5
Feature o =0.3(0.01)* o=0.7 (0.1)*

* Parameters in parentheses indicate values used for image data.

Table 4.2: Summary of imbalance parameters.

4.2.3 Non-1ID settings

Following the dataset imbalance methods described in [39], we apply six non-IID
settings and one IID setting per dataset. Non-IID types include feature, label,
and quantity imbalance, each with high and low imbalance configurations (see
Table 4.2). For image datasets, we use different feature imbalance settings than
for tabular data, as strong feature imbalance on images degrades quality and

leads to model divergence.

4.2.4 Number of clients (P)

We rely on cross-silo FL setting with 10, 20, and 50 clients for image datasets

and 10, 20, 30 clients for tabular datasets-due to data size limitations.

4.2.5 Normalization Techniques

For all datasets, we evaluate both federated and local versions of z-score nor-
malization, MinMax scaling, and robust scaling across all datasets. For tabular
datasets, we also include local and federated YJ transformations. Additionally,
we explore activation layer normalization methods, including layer, batch, group,
and instance normalization. To efficiently simulate federated normalization, we
normalize all training, validation, and test sets using parameters computed from

the training set. For local normalization, each client computes normalization
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parameters from its local training data and applies them to its own training,
validation, and test sets. After the normalization, validation and test sets are

merged and moved to the server to speed up evaluation.

4.2.6 FEvaluation Metrics.

For all datasets, we track the training loss curves for both decentralized and cen-
tralized setups, the validation loss curve, and the final test loss. For classification
tasks, we additionally track training and validation accuracy curves, final test
accuracy, F'1 score, precision, and recall, using cross-entropy as the loss function.
For regression tasks, performance is evaluated using mean absolute error (MAE)
and R? on both validation and test sets, with MAE as the loss.

4.3 Experimental Results

4.3.1 Federated Normalization Outperforms Local Nor-

malization

Figure 4.1 displays the average performance of each normalization technique
across all datasets. Federated normalization methods consistently outper-
form their local counterparts, supporting our key claim that aggregating nor-
malization statistics globally leads to better generalization and robustness in
FL—particularly under heterogeneous data distributions. Table 4.3 summarizes
the number of runs in which federated normalization achieved an average perfor-
mance improvement between %1 and %8. Overall, federated normalization out-
performed local normalization in 232 runs, while local normalization performed
better in 59 runs. The comparison metric is test F'1 score for all datasets, except
Parkinson’s, where we use the test R? score (range (—oo, 1]). For Parkinson’s,
only runs with R? > 0 were included to ensure meaningful improvement calcu-

lations. Results were counted as ties if the improvement was below 0.5% for all
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Figure 4.1: Test F1 scores across different normalization techniques. Results are
averaged over all datasets, client numbers, and imbalance types. Note that YJ
transformations were not applied to image datasets; thus, average YJ F1 scores
are calculated over tabular datasets. Only classification datasets are included in
the computations due to representation with F1 score metric. Labels prefixed
with 'Fed’ denote the federated versions of normalization methods, while 'No
Norm’ represents the baseline without normalization.

datasets.

Except for CIFAR10, results show notable gains in non-IID settings. CI-
FAR10’s smaller gap likely stems from its higher complexity, which lessens the
effect of applied feature imbalance. Overall, local normalization, while effective
centrally, struggles in FL. due to client-specific biases. A key observation is that,
on average, models perform better even without any normalization than with lo-
cal normalization (see Figure 4.1). This aligns with the findings of Zhang et
al. [28], who argue that local normalization can amplify client-specific biases in
FL. These patterns are even more evident when examining specific imbalance

types, as discussed in the next subsection.
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Figure 4.2: Test F1 scores of different imbalance settings for 30 clients (50 for im-
age datasets). Highly imbalanced (more heterogeneous) parameters are selected
for each imbalance type. Only classification datasets (BCW, CIFAR-10, Hepati-
tis, MNIST) are included due to representation with F1 score metric. The x-axis
shows the dataset names.

From Figure 4.1 and Figure 4.2, we also observe that activation layer normal-
izations—i.e., batch, layer, instance, and group normalization—perform compa-
rably to various federated normalization techniques. However, it is important to
note that activation layer normal ization techniques are not universally applicable
to all PPFL methods, particularly those that rely on FHE [36, 16] and require
certain reformulations [56]. In privacy-critical federated applications, such tech-
niques must be applied cautiously or augmented with privacy-preserving mecha-
nisms—an effort that is often complex and not always straightforward. Thus, we

focus on the federated normalization techniques in later observations.
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Dataset Federated Local Ties Mean Fed. Impr.

BCW 71 4 9 0.0414
CIFAR10 16 15 32 0.0113
Hepatisis 33 21 30 0.0567
MNIST 45 2 16 0.0817
Parkinson’s 67 17 0 0.0645*
Total 232 59 87

* Mean Fed. Impr. for Parkinson’s dataset calculated on test R? score, while others calculated
on test F'1 score.

Table 4.3: Comparison of Federated vs. Local Normalization Across Datasets.
The “Federated” and “Local” columns report the number of runs each method
outperformed the other, while “Mean Fed. Impr.” reports the average gain when
federated normalization is superior.

4.3.2 Performance Under Imbalanced Distributions

Figure 4.2 presents the performance of all normalization techniques across differ-
ent imbalanced settings—IID, quantity, label, and feature—with 30 clients (see
Appendix A, Figure A.1 for other variations of these settings). Under IID dis-
tributions, most techniques achieve comparable results, as expected. However,
under imbalanced data distributions, the performance gap between local and fed-

erated normalization techniques becomes substantial.

Federated techniques retain high F1 scores across all imbalance scenarios. In
contrast, local normalization methods degrade significantly under non-IID set-
tings, especially when clients exhibit non-overlapping feature ranges or label dis-
tributions. This trend is further reinforced by results on the MNIST dataset
shown in Figure 4.3 and also for Hepatitis, Parkinson’s and BCW datasets in
Appendix A, Figure A.2, A.3 and A.4. Although all normalization methods
perform well under IID settings, federated normalization techniques continue to
outperform local methods across all types of imbalance. Particularly under [a-
bel and feature imbalance, federated methods maintain strong performance while
local methods degrade sharply. In quantity imbalance, performance resembles

ITD settings, as clients with large data shares can dominate training, mimicking
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Figure 4.3: Test F1 results of MNIST dataset averaged over client numbers to
observe the impact of different heterogeneous scenarios. We observe that under
the feature imbalanced distribution, federated normalization types performs much
better than local normalizations.

centralized learning.

In regression tasks, the gap between federated and local normalization is more
pronounced. As shown in Figure 4.4, under feature imbalance, local normalization
often fails to converge, whereas federated normalization consistently yields strong

performance.

4.3.3 Impact of Client Count Under Feature Imbalance

To examine the impact of the number of clients, we provide Figure 4.5, focusing on
the Hepatitis dataset, comparing performance across 11D and feature-imbalanced
settings (see Appendix A, Figure A.5 and A.6 for MNIST and BCW datasets).

While performance gap between federated and local normalizations remain stable
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Figure 4.4: Test R? scores of Parkinson’s Monitoring dataset experiments un-
der feature imbalance, averaged over normalization techniques used. Results are
sorted according to R? scores.

under IID across varying client counts, feature imbalance reveals a mild decline
in local normalization performance as client numbers grow. This suggests that

smaller client datasets benefit more from global normalization parameters.

4.4 Key Takeaways

e Federated normalization techniques outperform local ones on aver-
age, especially under feature and label imbalance, aligning with our hypoth-
esis. Local normalization, in contrast, fails to align the feature distributions

across clients, leading to less performance and instability.

e On average, models without normalization outperform those using
local normalization, suggesting that local normalization may amplify

client-specific biases.
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e Feature imbalance introduces significant performance challenges; only

robust federated methods remain stable.

e Quantity imbalance does not significantly affect performance and yields

results similar to IID scenarios.

e Activation layer normalizations perform comparably to federated nor-
malization but are challenging to integrate into PPFL frameworks due to

privacy constraints.
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Figure 4.5: Test F1 scores for Hepatitis dataset for feature imbalance & IID
comparison. In feature-imbalanced scenarios, increasing the number of clients
amplifies the performance gap between local and federated normalization. Under

IID settings, the results remain closely aligned regardless of the normalization
method.
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Chapter 5

Privacy Preserving Federated

Normalization

Our study in Section 4.3 demonstrates that federated normalization outperforms
other normalization techniques. However, sharing local parameters with the ag-
gregation server, such as the minimum or maximum values of a client’s dataset,
poses a privacy risk, particularly in heterogeneous FL environments. To mitigate
this leakage, we propose novel algorithms that enable federated normalization
under MHE. Our primary goal is to enable the execution of previously mentioned
federated normalization techniques under encryption, ensuring that sensitive val-

ues remain encrypted throughout the process.

We present privacy-preserving federated (PPF) protocols for z-score normal-
ization, MinMax scaling, and robust scaling with MHE-CKKS. The computations
for these protocols are executed on the FL aggregation server. Below, we describe

the protocols for PPF normalization techniques.

Notations. In the algorithms presented in this section, @5:1 denotes the ho-
momorphic summation of elements, which is the homomorphic counterpart of
25:1- Similarly, ® represents the homomorphic multiplication. We use (X) to

denote the encrypted version of a plaintext X. Other homomorphic operations
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are self-explanatory based on their names. We define the core operations (e.g.,
encryption) in the Background section 3.3. The Inv({m)) operation represents
the homomorphic inverse on encrypted message (m), which we rely on imple-
mentation in the Lattigo package [57]. This implementation in Lattigo relies on
the Goldschmidt division algorithm [58, 59]. Min((m1), (m2)), Max({my), (ms))
stands for homomorphic minimum and maximum comparison operations, which
we rely on the minimax approximation on the Lattigo package [57]. The prefix C
in operation names stands for Collective; for example, CBootstrap({mi), {sk,})
refers to the Collective Bootstrapping operation. PPF Robust Scaling protocol
uses PPF MinMax Scaling and PPF k-th Element Calculation protocols, which
we present in Algorithm 2 and Algorithm 4 as PPFMinMax() and PPF-Kth(),

respectively.

5.1 PPF Z-Score Normalization

Federated z-score normalization requires computing global mean (y,) and vari-
ance (03) per feature as if the data were pooled, without centralizing it. Our
protocol reveals only the final outputs: the collaboratively computed mean (p,)
and variance (07). We summarize the protocol in Algorithm 1 and provide de-

tailed steps below.

Parties begin by generating secret keys and jointly establishing a public encryp-
tion key (Line 1, Algorithm 1). Each party then computes the local summation
Sp, and the number of samples n,, for each feature in their dataset (Lines 2-7),
forming arrays of size N, where N is the total number of features. These arrays
are encrypted using the collective public key—denoted as (S,) (local sums) and
(ny) (local sample counts)—, with each value occupying a slot in the ciphertext,
utilizing N slots per ciphertext (Line 8). The encrypted values are then sent to
the server (Line 9), which aggregates them to compute (S;) (global sums) and
(ng) (global sample counts), representing the feature-wise encrypted summation

and sample count as if the data were centrally pooled (Lines 11-13).
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Algorithm 1 PPF Z-Score Normalization Protocol

: Initialization: {sk,}, pk < KeyGen(\)
: Compute Local Summations (Client Side):
: for each party p in {1,..., P} do

for each feature j in {1,..., N} do

Spli] S Dy 1j]li]
end for
(Sp)s (np) < Encrypt(S,, pk), Encrypt(n,, pk)
Send (Sp) and (n,) to the server
10: end for

1
2
3
4
5: np[j] < number of samples for feature j
6
7
8
9

11: Global Summations (Server side):

12: (Sg) ®5=1<Sp>

13: (ng) @5:1<”p>

14: Compute Global Means (Server side):

15: (ng ') + Inv((ngy))

16: (n, ') < CBootstrap({n '), {skp})

17: (ng) < (Sg) @ (ng")

18: g < CDecrypt({ug), {skp})

19: Compute Local Summation of Squared Differences (Client Side):
20: for each party p in {1,..., P} do

21:  for each feature j in {1,..., N} do

20 Spaglil & DI D L] - pg)?

23:  end for

24:  (Spsq) + Encrypt(Spsq, DE)

25:  Send S, to the server

26: end for

27: Compute Global Variances (Server side):
28: (Sg,sq) < @5:1<Sp,sq>

29: <U§> < (Sgssq) © (n;l>

30: Decryption and Local Normalization (Client Side):
31: 03 — CDecrypt((oE), {skp})

32: Parties apply z-score normalization locally using pg, 03.

27



Then, the server computes the inverse of (n,) in the encrypted domain and
parties apply collective bootstrapping to restore the level of the ciphertext (Lines
14-16), yielding (n,'). The calculated inverse and (S,) are then homomorphically
multiplied to compute (u,) (Line 17). Finally, (p,) is collectively decrypted,
making the global mean (p,) available to all parties (Line 18). Upon decryption,
our protocol proceeds to calculate the global variances. Each party subtracts pi,
from their local feature values and squares the results (Lines 20-23). The sums of
these squared differences for each feature are computed locally, resulting in arrays
Spsq- These arrays are encrypted, denoted as (S, sq), and sent to the server (Lines
24-25). The server aggregates the encrypted values to compute (S, ) (global

squared difference sums) (Line 28). Subsequently, the server homomorphically

2
g

decrypted to obtain o7 (Line 31). Finally, each client receives p, and o7, which

multiplies (Sgsq) with (n;') to compute (¢7) (Line 29). (07) is then collectively

are then used locally to apply z-score normalization to their data (Line 32).

5.2 PPF MinMax Scaling

Federated MinMax scaling requires global feature-wise minima and maxima, as
if the data were pooled. Our protocol reveals only the global minimum (Xyin,g)
and maximum (Xyax ) for each feature. To preserve privacy, the protocol uses
homomorphic comparison functions, which operate on inputs within the range
[—1,1]. These functions compute element-wise minima or maxima across cipher-

texts without revealing which party contributed the values.

This protocol also begins by key generation (Line 1 of Algorithm 2). Each party
then computes local feature-wise minima and maxima (Xpin p, Xmax,p) across their
dataset (Lines 3-7), producing two arrays of length N, where N is the number of
features. These values are encrypted using pk to obtain ciphertexts (X ) and
(Xmax,p), where each feature’s value is stored in a separate slot of a ciphertext

(Lines 8-9). The encrypted values are then sent to the server (Line 10).
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Algorithm 2 PPF MinMax Scaling Protocol (PPFMinMax())

10:
11:
12:
13:
14:
15:

16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:

1
2
3
4
o:
6
7
8
9

: Initialization: {sk,}, pk < KeyGen(})
: Compute Local MinMax (Client Side):
: for each party p in {1,..., P} do

for each feature j in {1,..., N} do
Xminp[j] <= min(Dyp|j])
Xl  max(Dy[j])

end for

(Xmin,p) ¢ Encrypt(Xminp, pk)

(Xmax,p) < Encrypt(Xmax,p, pk)

Send (Xminp) and (Xmax,p) to the server
end for
Normalization Factor Selection:
Parties agree on a normalization vector Vi,
Global MinMax Computation (Server Side):
Normalize received ciphertexts: (Xminp) ¢ (Xminp) © Vabs, (Xmax,p) ¢ (Xmax,p) @
Vabs
Initialize (Xmin,g) and (Xmax,g) using the normalized values of the first party
for each remaining party p in {2,..., P} do

(Ximin,g) < Min({Xmin,g)s (Xminp))

(Ximax,g) < Max({Xmax,g) (Xmax,p))

(Xmin,g) < CBootstrap((Xmin,g), {skp})

(Xmax,g) < CBootstrap((Xmax,g), {skp})
end for
Restore original scale: (Xmin,g) ¢ (Xmin,g) © vl bs o (Xmax,g) & (Xmax,g) OV, bsl
Decryption and Local Normalization (Client Side):
Xmin,g < CDecrypt((Xmin,g), {skp})
KXmaxg ¢ CDecrypt((Xmax,g), {skp})
Parties apply MinMax scaling locally using Xmin,g,Xmax,g

Before computation, the parties collaboratively agree on a normalization vector

Viaps, which contains estimated feature-wise absolute maximum values. (Line 13).

This vector scales the minimum and maximum values into the range [—1,1].

Assuming an absolute maximum is reasonable for most ML datasets, since feature
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ranges—such as ’age’ or 'weight’—are typically well-defined. This value serves
only for temporary scaling during normalization and does not need to be exact,

as the original scale is restored afterward.

Upon receiving the encrypted minimum and maximum values from all parties,
the server scales them using Vs to ensure they fall within the required range by
utilizing homomorphic multiplication (Line 15). The server initializes global min-
imum ((Xyin,4)) and global maximum ((Xmax,q)) ciphertexts using the normalized
values from the first party (Line 16). It then iteratively compares (Xuyin,g) With
each party’s encrypted minimum values using homomorphic comparison and up-
dates (Xming). After each comparison, collective bootstrapping is used to refresh
ciphertext levels. The same process is used to compute (Xpyaxg) through ho-
momorphic maximum comparison (Lines 17-22). Once the (Xing) and (Xmax,g)
values are determined, the server rescales them by multiplying with the inverse of
the normalization vector, V!, to restore the original range (Line 23). The final
encrypted results are sent back to the parties, who decrypt them collaboratively
to obtain Xpn, and Xpyaxg (Lines 25-26). Each party then applies MinMax
scaling to its local dataset (Line 27).

5.3 PPF Robust Scaling

Applying PPF Robust Scaling requires computing the median, 25th percentile,
and 75th percentile values of each feature as if the datasets of all parties were
pooled. The core algorithm is a general-purpose method for computing the k-th

ranked elements of features in FL. while preserving privacy.

The PPF Robust Scaling protocol also begins with key generation (Line 1 of
Algorithm 3). Next, each party computes the number of samples (n,) for every
feature in its local dataset (Lines 3-6) and encrypts these counts ((n,)) before
sending them to the server (Lines 7-8). On the server side, these encrypted counts
are aggregated (Lines 10-11) to obtain global sample counts ((n,)). The parties
then collectively decrypt (n,) to obtain the global sample counts n, (Lines 12).
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Using the global sample counts, the indices corresponding to the median, 25th
percentile, and 75th percentile —stored as arrays Kqi, Kg2, and K3 along with
boolean arrays Kj g1, Kp g2, and Kjgs respectively— are calculated for each
feature (Lines 13-17). Boolean arrays (K} o.) indicate whether the percentile for
feature j is at an exact index or requires interpolation (e.g., median of a length-
10 array). The protocol then computes global feature-wise minima and maxima
using PPF MinMax Scaling presented in Algorithm 2 (Lines 18-19).

Then, for each percentile (denoted as @* in {Q1, Q2, Q3}), the server calls the
PPF k-th Element Calculation protocol (Algorithm 4). This algorithm performs
a binary search over a floating-point range to find the value meeting the rank
condition. The search range is bounded by global min-max values, and precision
is controlled by a threshold € to ensure termination. Once the target percentiles

are identified, each party applies robust scaling locally using these values (Lines
25-26).

Below, we introduce our PPF k-th Ranked Element Calculation algorithm
which we build upon the algorithm proposed in [27]. Our novel approach com-
putes the k-th ranked element using homomorphic encryption based on the CKKS
scheme, enabling privacy preservation while supporting floating-point inputs for
the first time in this context. This contribution represents a significant advance-

ment not only for federated normalization but also broadly for PPF protocols.
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Algorithm 3 PPF Robust Scaling Protocol

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

1
2
3
4
:
6
7
8
9

Initialization: {sk,}, pk < KeyGen(\)
: Compute Local Sample Counts (Client Side):
: for each party p in {1,..., P} do
for each feature j in {1,..., N} do
np[j] < number of samples for feature j
end for
(np) < Encrypt(n,, pk)
Send (n,) to the server
: end for
Global Sample Counts (Server Side):
(ng) < @5:1<”p>
ng < CDecrypt((ng), {sky})

Determine Percentile Indices (Server Side):

for each feature j in {1,..., N} do

Compute the 25th, 50th, and 75th percentiles of ny[j] as Kq1[j], Kq2ljl, Kgs3lj]
For each Kq.[j], set Kp «[j] < true if given index is exact; else set to false
end for
Compute Global Min-Max:
Xnmings Xmax.g < PPFMinMax(Dy, Do, ..., Dp)

Compute Percentiles (Server Side):
for each percentile @« in {Q1, Q2, Q3} do
Set K < Kgx, Ky < K 0«
Q*g < PPF-Kth(Xmin g, Xmax,g> K¢, Kb g, 10g, €)
end for
Local Normalization (Client Side):

Parties locally apply robust scaling using Q14, @24, Q3,4

PPF k-th Ranked Element Calculation: Our proposed protocol begins by

initializing an empty boolean array B of size N to track whether the k-th element

for each feature has been found (Lines 1-2 of Algorithm 4). Then, for each feature,

the lower (min;) and upper (max;) bounds of the search range are set using the

global minimum and maximum values (Line 3).
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Algorithm 4 PPF k-th Element Calculation (PPF-Kth())

1: Initialization:

2: Initialize B[j] - False Vj, Qq[j] < 0 Vj

3: minj < Xuin g[J], max; < Xmaxglj] Vi

4: repeat

5:  Compute Midpoints (Server Side):
6: for each feature j in {1,..., N} do

7: M{j] + (min; + max;)/2

8: end for

9:  Send M to the parties.

10:  Count Smaller and Greater Values (Client Side):
11:  for each party p in {1,..., P} do

12: for each feature j in {1,..., N} do

‘ Dyl ot :
13 Leountylj] < 2071 Dyl < M)
14; Geounty[j] < LI247 1(D,[j][i] > M[j))
15: end for
16: (Lcounty) < Encrypt(Lcount,, pk)
17: (Geounty) < Encrypt(Geount,, pk)
18: Send (Lcounty), (Gcount,) to server.

19:  end for
20:  Aggregate Counts (Server Side):

21:  (Lcounty) < @5:1 (Lcount,)

22:  (Gcounty) @5:1<Gcountp>

23:  Lcount, < CDecrypt((Lcounty), {skp})

24:  Geounty < CDecrypt((Geountg), {skp})

25:  Update Bounds and Results (Server Side):
26:  for each feature j in {1,...,N} do

27: if not B[j] then

28: if K;[j] then

29: if Leounty|j] <= K[j] — 1 and Geount,y[j] <= n4[j] — K[j] then
30: Qqlj] < Mj], B[j] < True

31: continue

32: end if

33: else

34: if Leount,|j] <= K[j] and Geounty[j] <= ny4[j] — K[j] then
35: Qqlj] < Mj], B[j] « True

36: continue

37: end if

38: end if

39: Adjust the search range:

40: if Leount,y[j] > K|j] then

41: max; < M|j]

42: else

43: min; < M{j]

44: end if

45: Check if reached precision limit:

46: if max; — min; < € then

47: Qqlj] + (min; + max;)/2, B[j] < True
48: continue

49: end if

50: end if

51: end for

52: until Vj, B[j] = True
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In each iteration (starting at Line 4), the server computes the midpoint M j]
of the current search interval for each feature j (Lines 5-8). These midpoints
are sent to the parties (Line 9), which locally count the number of data values
smaller (Lcount,) than or greater (Gcount,) than the midpoint (Lines 10-15).
Each party encrypts the resulting counts as (Lcount,) and (Gcount,) and sends
to the server (Lines 16-18).

On the server side, the encrypted counts from all parties are aggregated and
then collectively decrypted to obtain the global counts (Lines 20-24). Next,
the server checks whether the current midpoint satisfies the rank condition by
comparing the counts to the target index K[j] (Lines 28-38). If the condition is
met, the k-th element is recorded (Lines 30, 35) and the corresponding boolean

flag is set to true.

If the condition is not met, the algorithm adjusts the search range (Lines 39—
44): It Leount,[j] > K[j], max; is updated to M[j]; otherwise, min; is updated
to M[j]. Additionally, if the updated search range is smaller than the precision
threshold ¢, the algorithm finalizes the value as the average of the current min;
and max; (Lines 45-49). This iterative process continues until all features have

their k-th element computed (Line 52).

34



Chapter 6

Evaluation of PPF Normalization

We evaluate the proposed PPF normalization protocols through theoretical and
empirical analyses, detailing complexity via dominant operations and benchmark-

ing performance across various settings.

6.1 Theoretical Analysis

In this section, we present the theoretical worst-case time and communication
complexity analysis of the proposed protocols. For clarity and ease of interpreta-
tion, we express time complexity in terms of the time required for each dominant
operation. Specifically, we denote the execution time of each fundamental oper-
ation by Toperation —for example, Toperype Tepresents the encryption time. Later,
we provide microbenchmark measurements of these operations to facilitate inter-
pretation and extrapolation in the Empirical Analysis section 6.2 under settings

with varying number of parties.

Note that the PPF Robust Scaling protocol incorporates the PPF MinMax
Scaling and the PPF k-th Ranked Element Calculation protocols. We denote the
time complexities of these protocols as T, and Tj, respectively, and use these to

represent the overall time complexity of the PPF Robust Scaling protocol. The
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Prot 1 Time Communication
rotoco Complexity Complexity
: : 3PTsum + Tebootstras 3P|C| + 3Scdecrypt
PPF Z- N lizat p yp
Score Normalization +Tinv + 2Tmul +Kznv Scbootst'rap
. . 4PTut + PTin + PTmaz 2P|c| + 2Scdecrypt
PPF MinMax Scalin muw men caecryp
8 (7) +2Pchootst7‘ap +2PK7nmScbootst7‘ap
PPF Robust Scaling PTaum + Ty + 3T Plel + ngg;m + 5y
. X X (2PTsum + 2Tcdecrypt X X (2P|c| + 2Scdecrypt
PPF k-th Ranked Element Calculation (3) 2 Temerypt) +Plp))

Table 6.1: Theoretical Time and Communication Complexities of PPF Protocols.

parameter X appearing in both the time and communication complexity analysis
for the PPF k-th Ranked Element Calculation protocol in Table 6.1 is defines as:

arg max;(mazx; — min;) )
)

leog(

€

where arg max;(max; —min;) denotes the search range for the feature j that has
the maximum search range for the k-th element calculation protocol. The maxi-
mum search range among features determines the worst-case time and communi-
cation complexity, as the protocol must wait until computations for all features

are completed in parallel.

For the theoretical time complexity representations, we consider only the dom-
inant terms, i.e., the time-consuming repetitive homomorphic operations. One-
time operations, such as key generation, encryption, or client-side plaintext op-

erations, are omitted as their impact is negligible.

We present the communication complexities in Table 6.1 in terms of total bits
transferred. In these representations, P denotes the number of parties, while |c|
and |p| denote the size of a ciphertext and a plaintext, respectively. Additional
variables, denoted by the letter S, are used to simplify the presentation. Specif-
ically, S, and Sz denote the communication complexities of the PPF MinMax
Scaling and the PPF k-th Ranked Element Calculation protocols.

Furthermore, Scgecrypt a0d Scpootstrap TePresent the communication complexities
of the collective decryption and collective bootstrapping operations, respectively,

both with a predefined worst-case complexity of Scgecrypt = Sevootstrap = (P —1)|c]|.
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The collective bootstrapping operation is the dominant factor in the overall com-
munication complexities, as it is executed several times and requires the partic-
ipation of all parties. Since the homomorphic min, max, and inverse operations
incorporate the collective bootstrapping operation, we define the terms K;,,, and

Krm as multipliers for Sgpootstrap in Table 6.1.

The PPF Z-Score and PPF MinMax protocols rely on homomorphic inverse,
minimum, and maximum operations, and the communication costs associated
with these operations depend on K,,, and C,,,,. The values of K,,, and C,,,,
are determined by the chosen security parameters and, for K;,,, also by the
acceptable input value range of homomorphic inverse operation. For example, in
a 10-party setting with a security parameter of log N = 15, we have K,,,, = 1
for the homomorphic minimum and maximum operations, and K;,, = 13 for
the homomorphic inverse operation where maximum absolute input value is [2%°|
(i.e., it can take inputs in the range —22° to 2?°). Our analysis shows that
PPF MinMax scaling is the most time- and communication-intensive, due to
bootstrapping operations that scale with the number of parties. This, in turn,

increases the overall cost of PPF Robust Scaling.

6.2 Empirical Analysis

6.2.1 Implementation Details

We evaluate the empirical runtime on a system with a 12" Gen Intel® Core" i5-
12400F processor (2.50 GHz base frequency, 6 physical cores, 12 logical threads)
and 32 GB of DDR4 RAM operating at 3600 MT/s. Unless otherwise specified,
the security parameters for the CKKS scheme are set to A = 128-bit security
with a ring size of log N = 15, and the maximum absolute input value for the

homomorphic inverse operation is set to |239.

37



6.2.2 Microbenchmarks

Table 6.2 presents benchmark results for micro-level homomorphic operations
with 10 clients. We also present the same benchmarks for 20, 30, and 50 party
settings in Appendix A, Tables A.1, A.2, and A.3. Tables categorize operations
by protocol, with common steps such as encryption and collective decryption

listed at the top.

Operation Name Time (ms)

Common Operations

Secret Key Generation (Txger) 9.67
Collective Public Key Generation (Tpxgen) 138.71
Collective Relinearization Key Generation (7}ekgen) 5507.03
Encryption (Ttperypt) 59.28
Collective Decryption (Tyecrypt) 536.63

PPF Z-Score Normalization

Homomorphic Multiplication (77,.;) 173.77
Homomorphic Summation (Tyym) 1.73
Homomorphic Inverse (T,,) 30135.78
Collective Bootstrapping (Thootstrap) 825.34

PPF MinMax Scaling

Collective Galois Keys generation (7jgen) 1908.93
Homomorphic Multiplication (7},.;) 173.77
Homomorphic Inverse (75,,) 30135.78
Homomorphic Minimum Comparison (7},;,) 12255.31
Homomorphic Maximum Comparison (7,4.) 12790.85
Collective Bootstrapping (Thoeotstrap) 825.34

PPF Robust Scaling

Homomorphic Summation (7, ) 1.73

Table 6.2: Microbenchmarks with 10 clients.

Some operations—mnamely, Tspgen; Lencrypts Lsum, and T, —are independent

of the number of parties, as they do not require any collaboration. Therefore,
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Protocol Time (sec)

PPF Z-Score Normalization 44
PPF MinMax Scaling 253
PPF Robust Scaling 368

Table 6.3: Total Runtimes of PPF Normalizations for 10 Parties. Precision value
(¢) for PPF Robust Scaling is taken as le™%.

the empirical runtimes of these operations remain constant across different party
settings. In contrast, other operations involve inter-party collaboration and scale
linearly with the number of parties (see Appendix A). Reported runtimes exclude
communication overhead, which varies with bandwidth, party location, and net-

work latency.

From all microbenchmark tables, we observe that certain operations domi-
nate the computational cost for specific protocols—for instance, T;,,, Tyin, and
Tinaz- These operations are inherently dependent on Tyoptsirap, as discussed in Sec-
tion 6.1. Additionally, the empirical benchmark values provided in microbench-
mark tables, in combination with the theoretical analysis in Table 6.1, can be used
to estimate the runtime for new use cases under different settings. The following

section demonstrates an example experimental total runtime for a 10-party setup.

6.2.3 Total Runtime

The computational runtimes of the proposed protocols for a 10-party setting
are presented in Table 6.3. It is important to note that these runtimes do not
account for communication overhead or client-side plaintext operations—such
as calculating the mean of a local dataset—as these are negligible compared to
computationally intensive ciphertext operations. Since the protocols are executed
only once during the data preprocessing stage for PPML and require only a few
minutes, as indicated in Table 6.3, they are practical and readily applicable to

real-world FL scenarios.

We further investigate the impact of the precision value (¢) on the PPF k-th
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Norm. Type Parameters Large Valued Small Valued

Mean 1.80x 105 2.32x10~6

PPF Z-Score /. ance 1.80x 10> 2.35% 107
. Min 2.92x10° 1.78x 104

PPE MinMax o 1.27x10~8 4.64x104
Median (e=10"°%)  1.45x107° 3.69x1077

PPERobust  yrodian (e=10%)  9.13x10~7 3.07x10~4

Table 6.4: Precision loss of PPF normalization techniques. Large Valued indi-
cates datasets with high-magnitude floats, while Small Valued refers to values
near zero.

element algorithm (see Appendix A, Figure A.7). We observe a linear increase
in runtime as € decreases exponentially, which supports the theoretical analysis
in Table 6.1. Additionally, we observe a linear relationship between the number
of clients and the runtime, indicating that the protocol scales well and remains

practical for large deployments, including cross-device FL.

6.2.4 Precision

While CKKS encryption allows us to securely compute normalization parame-
ters, it introduces a slight precision loss due to approximate encoding and noise
accumulation inherent in fixed-point arithmetic on encrypted data. Table 6.4
summarizes the precision loss for each privacy-preserving normalization technique
compared to computations on plaintext data. We evaluate using a 10-party sce-
nario and consider two cases: one involving small floating-point values (close to
zero), and another involving large floating-point values. We observe that as the
values move away from zero (i.e., become larger), precision loss decreases. For ex-
ample, for PPF MinMax Scaling, in a small-valued (all values close to 0) dataset,
we can calculate the minimum value of the dataset with only a 1.73 x 107 rel-
ative error, while for a larger-valued dataset, the relative error even decreases
to 2.915 x 107, For the median calculation in PPF Robust Scaling, precision
depends on the € value defined by the parties. We observe a direct correlation

between the defined e value and the precision loss, as shown in Table 6.4.
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Chapter 7

Conclusion

In this thesis, we addressed the critical challenge of data normalization in feder-
ated learning, particularly under non-1ID data settings. We proposed and eval-
uated federated normalization techniques that simulate pooled normalization,
demonstrating their superiority over traditional local normalization methods. To
further enhance privacy, we introduced novel protocols leveraging MHE for z-
score normalization, MinMax scaling, and robust scaling. Notably, we also intro-
duced the PPF k-th Element Calculation protocol, a general-purpose, privacy-
preserving primitive that enables robust scaling and has potential applications
beyond normalization. Collectively, our contributions advance the field of privacy-
preserving federated learning by providing effective, secure, and practical normal-

ization strategies suitable for real-world deployments.
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Appendix A

Supplementary Figures and
Tables

In this section, we provide the supplementary figures and tables for our experi-

ments.

Figure A.1 presents the test F1 scores of federated and local normalizations
for less heterogeneous scenarios on 30 clients (50 clients for image datasets). Fig-
ure A.2, A.3, and A.4 present the performance of federated and local normaliza-
tions for Hepatitis, Parkinson’s, and BCW datasets under different heterogeneous
FL scenarios, respectively. Figure A.5 and Figure A.6 present the impact of the
number of clients on federated and local normalizations for MNIST, and BCW

datasets. These findings are discussed in Section 4.3 in the main manuscript.

Additionally, Tables A.1, A.2, and A.3 present the PPF microbenchmarks with
20, 30, and 50 client settings, respectively. Figure A.7 illustrates the empirical
impact of the precision value (¢) on the PPF k-th element algorithm. These
tables and figures facilitate the findings and discussion in Section 6.2 of the main

manuscript.
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Figure A.1: Test F1 scores of different imbalance settings for 30 clients (50 for
image datasets). Less imbalanced (less heterogeneous) parameters are selected
for each imbalance type. Only classification datasets are included due to repre-
sentation with F1 score metric.
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Figure A.2: Test F1 results of Hepatitis dataset averaged over client numbers to
observe the impact of different heterogeneous scenarios.
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Figure A.3: Test R? results of Parkinson’s dataset averaged over client numbers
to observe the impact of different heterogeneous scenarios.
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Figure A.4: Test F1 results of BCW dataset averaged over client numbers to
observe the impact of different heterogeneous scenarios.
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Figure A.5: Test F1 scores for MNIST dataset for feature imbalance & IID com-
parison for observing the impact of number of clients.
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Figure A.6: Test F1 scores for BCW dataset for feature imbalance & IID com-
parison for observing the impact of number of clients.
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Operation Name

Time (ms)

Common Operations

Secret Key Generation (Tsrgen) 9.67
Collective Public Key Generation (T,xgen) 233.04
Collective Relinearization Key Generation (T;ekgen) 10052.85
Encryption (Ttperypt) 59.28
Collective Decryption (Tyecrypt) 949.49
PPF Z-Score Normalization
Homomorphic Multiplication (7},.;) 173.77
Homomorphic Summation (7, ) 1.73
Homomorphic Inverse (7,,) 43269.14
Collective Bootstrapping (Thoeotstrap) 1423.71
PPF MinMax Scaling
Collective Galois Keys generation (7jjgen) 3407.75
Homomorphic Multiplication (7},.;) 173.77
Homomorphic Inverse (7,,) 43269.14
Homomorphic Minimum Comparison (7,,,) 15377.25
Homomorphic Maximum Comparison (7,4.) 15486.16
Collective Bootstrapping (Thootstrap) 1423.71
PPF Robust Scaling
Homomorphic Summation (Tsym) 1.73

Table A.1: Microbenchmarks with 20 clients.

o6



Operation Name

Time (ms)

Common Operations

Secret Key Generation (Tsrgen) 9.67
Collective Public Key Generation (T,xgen) 342.94
Collective Relinearization Key Generation (T;ekgen) 13703.95
Encryption (Ttperypt) 59.28
Collective Decryption (Tyecrypt) 1357.74
PPF Z-Score Normalization
Homomorphic Multiplication (7},.;) 173.77
Homomorphic Summation (7, ) 1.73
Homomorphic Inverse (7,,) 56877.70
Collective Bootstrapping (Thoeotstrap) 2051.37
PPF MinMax Scaling
Collective Galois Keys generation (7jjgen) 5244.26
Homomorphic Multiplication (7},.;) 173.77
Homomorphic Inverse (7,,) 56877.70
Homomorphic Minimum Comparison (7,,,) 18146.61
Homomorphic Maximum Comparison (7,4.) 18914.46
Collective Bootstrapping (Thootstrap) 2051.37
PPF Robust Scaling
Homomorphic Summation (Tsym) 1.73

Table A.2: Microbenchmarks with 30 clients.
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Operation Name

Time (ms)

Common Operations

Secret Key Generation (Tsrgen) 9.67
Collective Public Key Generation (T,xgen) 567.72
Collective Relinearization Key Generation (T;ekgen) 22486.37
Encryption (Ttperypt) 59.28
Collective Decryption (Tyecrypt) 2224.26
PPF Z-Score Normalization
Homomorphic Multiplication (7},.;) 173.77
Homomorphic Summation (7, ) 1.73
Homomorphic Inverse (7,,) 86618.77
Collective Bootstrapping (Thoeotstrap) 3263.24
PPF MinMax Scaling
Collective Galois Keys generation (7jjgen) 8133.07
Homomorphic Multiplication (7},.;) 173.77
Homomorphic Inverse (7,,) 86618.77
Homomorphic Minimum Comparison (7,,,) 23936.17
Homomorphic Maximum Comparison (7,4.) 22475.76
Collective Bootstrapping (Thootstrap) 3263.24
PPF Robust Scaling
Homomorphic Summation (Tsym) 1.73

Table A.3: Microbenchmarks with 50 clients.
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Figure A.7: Effect of the precision (¢) on the PPF k-th element algorithm. We
observe that runtime increases linearly, while € decreases exponentially.
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Appendix B

Detailed Model Information

Table B.1 describes the models used in the experiments in Section 4.2 of the main

manuscript for each dataset.
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Dataset

Model Architecture

Parkinson’s

Type: Feedforward NN

Layers: Dense(128, ReLU, input: DATASET_INPUT_SHAPE)
— Norm — Dropout(0.2) — Dense(64, ReLU) — Dropout(0.2)
— Dense(32, ReLU) — Dropout(0.2) — Dense(16, ReLU)
— Output Dense(1)

MNIST

Type: CNN
Layers: Conv2D(6, 5x 5, ReLU, input: DATASET INPUT_SHAPE)
— Norm — MaxPool2D(2 x 2) — Conv2D(16, 5 x 5, ReLU)
— Norm — MaxPool2D(2 x 2) — Flatten
— Dense(120, ReLU) — Dense(84, ReLU) — Output Dense(10,
softmax)

CIFAR10

Type: Deep CNN
Blocks: Conv2D(64, (3,3), ReLU, same, L2) — Norm — Pool

— Conv2D(128, (3, 3), ReLU, same, L.2) — Norm — Pool

— 2xConv2D(256, (3, 3), ReLU, same, L.2) — Norm — Pool

— 2xConv2D(512, (3, 3), ReLU, same, L2) — Norm — Pool
FC: Flatten — Dense(1024, ReLU, L2) — Dropout(0.5)

— Dense(1024, ReLU, L2) — Dropout(0.5) — Output Dense(10,

softmax)

CIFAR10-50

Type: Reduced CNN
Blocks: Conv2D(32, (3,3), ReLU, same) — Norm — Pool
— Conv2D(64, (3,3), ReLU, same) — Norm — Pool
— Conv2D(64, (3,3), ReLU, same) — Norm — Pool
FC: Flatten — Dense(128, ReLU) — Dropout(0.5) — Output
Dense(10, softmax)
(Reduced model for 50-client hardware limitations)

Hepatitis

Type: Feedforward NN
Layers: Dense(16, ReLU, input: 12) — Norm

— Dense(8, ReLU) — Dense(8, ReLU) — Output Dense(5, soft-
max)

BCW

Type: Feedforward NN
Layers: Dense(12, ReLU, input: 30) — Norm
— Dense(8, ReLU) — Output Dense(1, sigmoid)

Table B.1: Model Architectures for Each Dataset. Norm = Normalization vari-
ants (BatchNorm/InstanceNorm/GroupNorm/LayerNorm). For CIFAR10 with
50 clients (CIFAR10-50), a reduced model was used due to hardware limitations.
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