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ABSTRACT

PHYSICAL LAYER SECURITY OVER FREQUENCY
SELECTIVE FADING CHANNELS

Kadir Ayhan
M.S. in Electrical and Electronics Engineering
Advisor: Tolga M. Duman
January, 2016

The inherent open nature of the transmission medium makes security a chal-
lenging issue in wireless networks. Physical layer security, which is an alternative
or a complement to the cryptographic approaches, exploits the differences be-
tween the physical properties of different channels in order to provide secrecy.
The idea is to ensure that the received signal at an eavesdropper is degraded
compared to that of the legitimate receiver in some sense which guarantees that
the confidential messages cannot be recovered by an unintended receiver. Over
the last decade, various researchers have studied fundamental limits of physical
layer security under different wiretap channel models, including Gaussian and
fading channels, and with different assumptions on the transmitter’s knowledge
on the channel state information.

In this thesis, we study physical layer security over frequency selective fading
channels modelling certain wireless links. Specifically, we investigate optimal and
suboptimal power allocation schemes across frequencies with perfect and partial
channel state information at the transmitter with the objective of providing se-
crecy. We demonstrate that frequency selectivity allows for positive secrecy rates
even though the eavesdropper’s channel is not a degraded version of the desired
user’s channel. We also analyse the impact of user mobility and the resulting time
variations in the wireless medium on the achievable secrecy rates. Furthermore,
we consider quantized channel state information at the transmitter and evaluate
the secrecy rate loss due to limited feedback from the legitimate receiver to the
transmitter. Our results reveal that the partial channel state information at the

transmitter can still be helpful in providing positive secrecy rates.

Keywords: Physical layer security, frequency selective fading channels, power

allocation, mobility, limited feedback channel.
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OZET

FREKANS SECICI AZALAN KANALLLARDA
FIZIKSEL KATMANDA GUVENLIK

Kadir Ayhan
Elektrik ve Elektronik Miihendisligi, Yiksek Lisans
Tez Danigmani: Tolga M. Duman
Ocak, 2016

Kablosuz aglarda giivenlik, bu ortamin dogasindan dolay1 zorlu bir probleme
dontisiir. Kriptografik yaklagimlarin alternatifi ya da tamamlayicisi olarak, fizik-
sel katmanda giivenlik, gizliligi saglamak i¢in farkli kanallarin fiziksel 6zellikleri
arasindaki farkhiliklar: kullanir. Istenen alicinin aldig: sinyale kiyasla istenmeyen
alicinin aldigi sinyalin daha kotii olmasi, bazi durumlarda gizli mesajin istenmeyen
alic1 tarafindan ¢oziilemeyecegini garanti eder. Son on yilda, fiziksel katmanda
glivenligin temel siirlarin1 anlamak i¢in Gauss ve azalan kanallar: igeren farklh
kanal modelleri ile ilgili ¢aligmalar yapilmigtir.

Bu tezde, frekans secici azalan kanallar iizerinde fiziksel katmanda giiven-
lik cahisilmigtir. Gizliligi saglamak amaciyla farkli frekanslar arasinda optimum
ve optimum olmayan gii¢ paylastirma yontemleri, gondericide istenen alicinin
ve istenmeyen alicinin kanal bilgileri oldugu durumda ve sadece istenen alicinin
kanal bilgisinin oldugu durumda incelenmistir. Istenmeyen alicinin kanali, istenen
alicinin kanalindan daha iyi olsa bile kanallarin frekans segiciliginin yardimiyla
sifirdan biyiik gizlilik kapasitesine erigebildigini gosterdik. Ek olarak, kullanicinin
hareketli oldugu durumlar tizerinde calisildi. Hareketlilikten dolay1 kanalin za-
manla degismesinin, ulagilabilir gizlilik kapasitesi tizerindeki etkisini analiz ettik.
Ayrica istenen alic1 ile gonderici arasindaki geribildirim kanalinin kisitli olmasin-
dan dolay1 istenen alici, kanal bilgisini kuantalanmig sekilde gonderir. Goénderi-
cide kuantalanmig kanal bilgisinin sebep oldugu gizlilik kapasitesindeki diisgiisii
inceledik. Elde ettigimiz sonucglar, sadece istenen alici kanalinin — kuantalanmig
versiyonunun gonderici tarafindan bilinmesi durumunda bile — sifirdan biiyiik
gizlilik kapasitesinin elde edilebilecegini gosterdi.

Anahtar sézciikler: Fiziksel katmanda giivenlik, frekans secici azalan kanallar,

gli¢ paylagtirma, hareketlilik, kisith geri bildirim kanali.
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Chapter 1

Introduction

With the advent of more wireless capabilities in communication systems than
ever, e.g., with the deployment of 3G, 4G, WIMAX and proposal of 5G etc., the
issue of wireless security has become an increasingly important concern for com-
munication systems designers. Due to the broadcast nature of wireless medium,
wireless signals are available to anyone with a receiver with enough sensitivity,
unlike the traditional wired or fiber optic media that require physical access to
the communications path for signal interception. This makes wireless communi-
cations potentially more insecure and wireless security a challenging issue to deal
with.

The problem of secrecy in communication systems has traditionally been tack-
led using cryptographic methods in the upper layers of the network. Though
effective, these methods have been shown to have their own inherent difficulties,
e.g., in secret key generation, distribution and management [1]. Hence, there
have been a growing interest in the research community to study the use of other
techniques in the physical layer to further enhance secrecy in wireless communi-
cation systems [2].

In physical layer security, the main idea derives from information theoretic
approaches to transmit confidential messages securely to a legitimate receiver
without using an encryption key by exploiting the differences between the chan-

nel to a legitimate receiver and the channel to an eavesdropper in order to benefit



the legitimate user. Secure transmission is enabled by using inherent random-
ness of the physical medium including noise and channel fluctuations due to its
time-varying nature. The wireless medium provides plenty of additional random-
ness, for instance, fading and interference in addition to opportunities for vector
communications via multiple antennas and cooperative communications through
overheard signals and relaying [3].

Shannon introduced the concept of information-theoretic secrecy and provided
a wiretap channel model where both a legitimate user and an eavesdropper ob-
serve the transmitted signal with no noise in [4]. In [5], Wyner considered a noisy
wiretap channel and characterized the capacity-equivocation region for a scenario
where the received signal at the eavesdropper is the degraded version of the signal
received at the legitimate receiver. In [6], Csiszar and Korner studied the general,
namely, not necessarily degraded, wiretap channel model and derived an expres-
sion for the secrecy capacity in the form of the difference between the mutual
information expressions corresponding to the main channel and the eavesdrop-
per’s channel, to be maximized over the joint distribution of an auxiliary random
variable and the channel input. This auxiliary random variable can be considered
as performing pre-processing on the information.

In [7], Leung and Hellman generalized Wyner’s results in [5] for discrete memo-
ryless wiretap channels to the case of Gaussian wiretap channels and they proved
that Gaussian signalling is optimal. Furthermore, they showed that the secrecy
capacity is the difference between the capacities of the legitimate receiver and the
eavesdropper if this difference is positive, and zero otherwise.

A long gap of about 30 years followed these initial papers until the research
community has regained interest in physical layer security for wireless networks.
As examples of recent contributions on the physical layer security over fading
wiretap channels [3] and [8] can be given.

Barros and Rodrigues analysed the role of fading for secure communications in
[9], where they assume that both channels experience quasi-static fading. Under a
setup where the channel state information (CSI) of the eavesdropper is not avail-
able at the transmitter, they show that secure communications can be attained
for the fraction of time when the main channel is stronger than the eavesdrop-

per’s channel. Bursty signaling is shown to mitigate the absence of information



about the eavesdropper’s fading by Li, Yates, and Trappe [10] for independent
and identically distributed (i.i.d.) Rayleigh fading. The secrecy capacity of block-
fading channels for different cases in presence or absence of information about
the eavesdropper’s channels is established by Gopala, Lai, and El Gamal in [8],
where the near optimality of bursty signalling is also proved for i.i.d. Rayleigh
block-fading in the high-power regime.

Along with the various research contributions which have studied physical
layer security for different scenarios, evaluation of secrecy performance over the
frequency selective fading channels has also been of recent interest. In [11], a fre-
quency selective channel is modelled as a multiple-input multiple-output (MIMO)
Toeplitz matrix and a Vandermonde precoding scheme is proposed with the aid
of perfect CSI at the transmitter (CSIT). Renna et al. [12] studies secrecy when
orthogonal frequency division multiplexing (OFDM) is employed over a frequency
selective channel. Another solution to secure communications over frequency se-
lective fading channels is proposed in [13] where the authors argue that deep
faded sub-channels of the legitimate receiver can be considered as the null space
of frequency selective channels, and hence the transmitter can fill them with the
noise in an effort to confuse the eavesdropper. Capacity degradation between the
transmitter and the legitimate receiver is negligible, because the transmitter fills
noise to already faded sub-channels, hence an enhanced secrecy performance can
be obtained.

In this thesis, we further explore the physical layer security over frequency
selective fading channels by deriving the optimal and suboptimal power alloca-
tion strategies with perfect and partial CSIT. We also analyze the impact of
inter-carrier interference (ICI) on the achievable secrecy rates in time-varying
multipath channels. A brief summary of the contributions and the outline of the

thesis are provided in the next two subsections.



1.1 Summary of Contributions

In this thesis, optimal power allocation over frequency selective fading wiretap
channels is studied when both the legitimate user’s and the eavesdropper’s chan-
nels are perfectly known at the transmitter. A low complexity algorithm is also
proposed for the purpose of power allocation. Moreover, numerical examples are
provided to analyze the effects of mobility on the secrecy rates. As a suboptimal
but potentially effective strategy, when only the CSI of the legitimate receiver is
available, the transmitter allocates power across different frequencies by using a
water-filling algorithm. Closed form expression for secrecy rate is derived when
this algorithm is utilized. Also, the performance of the water-filling power al-
location scheme when only legitimate user’s CSI is known at the transmitter is
studied through several examples.

The thesis also considers partial CSI at the transmitter. We assume that there
is a limited feedback channel from the legitimate receiver to the transmitter, and
the legitimate receiver quantizes CSI of its own channel by using random vec-
tor quantization (RVQ). That is, the legitimate receiver selects a codeword in
the common codebook, and then it sends a feedback message to the transmitter.
Therefore, the transmitter knows the CSI of the legitimate receiver imperfectly
and it utilizes a water-filling power allocation scheme with the aid of this imper-
fect information. Finally, numerical examples are provided to evaluate the effects
of using the quantized version of the CSI at the transmitter on the achievable

secrecy rates.

1.2 Thesis Outline

The thesis is organized as follows. Chapter 2 starts with a description of
frequency selective fading channels. Then the principles of OFDM and the ad-
vantages of using OFDM over frequency selective fading channels are described.

Furthermore, the secrecy capacity of additive white Gaussian noise (AWGN) and



fading channels are briefly reviewed. Lastly, a brief literature review on the phys-
ical layer security over frequency selective fading channels is given.

In Chapter 3, we explore the physical layer security problem over frequency
selective fading channels. We investigate optimal and suboptimal power alloca-
tion schemes when the CSIs of both the eavesdropper and the legitimate receiver
are available, and when only the CSI of the legitimate receiver is available at
transmitter. We also examine the impact of mobility on the achievable secrecy
rates in time-varying multipath channels.

In Chapter 4, we consider quantized CSI at the transmitter and evaluate the
secrecy rate loss due to limited feedback from the legitimate receiver to the trans-
mitter via a water-filling based solution and numerical examples.

Chapter 5 concludes the thesis and provides some possible directions for future

research.



Chapter 2

Secure Transmission over
Frequency Selective Fading

Channels

This chapter provides some preliminaries required for the rest of the thesis.
We start with a brief review of frequency selective fading channels and describe
OFDM as a useful communication technique to combat frequency selectivity.
After providing the formulation of the secrecy capacity over Gaussian channels, we
study the fundamental limits of secure communications for block fading scenarios.
Finally, we provide a review of the literature on the study of physical layer security

over frequency selective channels, and conclude the chapter with a brief summary.

2.1 Frequency Selective Fading Channels

Due to a variety of phenomena, including refraction, reflection and scattering,
transmitted signals over a wireless medium arrive at a receiver over multiple paths
with different delays and strengths. Therefore, overall channel is modelled as a

time-varying multi-path channel [14].



Multipath propagation in wireless channels results in frequency selectivity
which arises in the broad-band wireless communications where the coherence
bandwidth of the channel is smaller than the bandwidth of the transmitted sig-
nal. This is a valid model in practice because wideband transmission schemes are

used for many modern wireless applications.

h(t)

\ J

(@)

H(f)

(b) f

Figure 2.1: Illustration of multi-path effect. (a) Delays of signal caused by multi-
path in time domain. (b) Frequency selective fading caused by multi-path effect.

For a multi-path channel assuming no time variations, the channel is modelled
as a linear time invariant filter with an impulse response given by
L-1
h(t) =" pes(t —T) (2.1)
1=0
where L represents the number of arriving signal copies at different delays (7}’s),

and p;e?? stands for the complex amplitude of {** arriving signal component.

This a widely accepted model for a frequency selective fading channel. The
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corresponding frequency response can be obtained through a Fourier transform,

ie.,
H(f) = Fourier(h(t)) (2.2)
_ / T h(t)e Ity (2.3)
o [L=1 '
= / l pre?? 5 (t — Tl)] e Ity (2.4)
> Li=0
L-1
= peitiei2m (2.5)

~

=0

Figure 2.1-a illustrates a snapshot of impulse response of a frequency selective
channel. From the equation above, it can be observed that for different fre-
quencies, the magnitude of channel response in frequency domain varies which is
depicted in Figure 2.1-b.

Time selective fading is another important characteristics of a wireless channel
which arises as a result of relative mobility of the transmitter and receiver, or due
to some other time-varying behavior in the propagation environment. In wireless
communications, the fading channels generally exhibit both time-selectivity and
frequency-selectivity and these characteristics are important elements in deter-
mining the wireless link quality. The frequency response given above should be
considered as a snapshot of the behaviour of the channel with the understanding

that it varies over time.

2.2 OFDM Principles

OFDM is a way of transmitting digital data by making use of multiple orthog-
onal sub-carriers. OFDM converts a frequency selective fading channel into a set
of parallel frequency-flat sub-channels [15]. Block diagram of an OFDM system
is depicted in Figure 2.2.

The incoming serial data with a high rate is initially turned into a parallel
sequence with a low data rate. Each parallel sequence is modulated using an
appropriate scheme, such as M-QAM or PSK, etc. Inverse fast Fourier trans-

form (IFFT) block modulates these signals onto N orthogonal sub-carriers and
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Guard S-P J | P-S
Removal Converter | *® ' Converter,

Figure 2.2: A block diagram of the OFDM system.

generates the time domain signals. Guard interval, e.g., in the form of a cyclic
prefix, is added prior to the time domain signal generation in an effort to avoid
the multi-path effects. The receiver removes the cyclic prefix, and it takes the
fast Fourier of the samples of the incoming signal. The frequency domain signal
is de-mapped by making use of the corresponding constellation mapping scheme,
and hence the transmitted signal is recovered.

We utilize the OFDM scheme for two reasons. One of the reasons is that
OFDM scheme is robust to frequency selective fading, due to the fact that it is
insensitive to multi-path contained within the cyclic prefix. Accordingly, OFDM
is employed in numerous applications and studying this scheme in the context of
physical layer security is of interest. The second reason is that OFDM scheme
gives us a practical way to study power allocation strategies across different fre-
quencies. More specifically, OFDM divides the wideband signal into many nar-

rowband sub-carriers, each exposed to flat fading rather than frequency selective



: Main Channel Legitimate
Transmitter o
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hy Hyl T
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Figure 2.3: Communication system infrastructure with the existence of a wiretap
channel.

fading. With the aid of this division, at each time instant, it is possible to find
some sub-channels which are stronger in the direction of the legitimate receiver
than in the direction of the eavesdropper. Accordingly a power allocation policy
can be formulated which maximizes the quality difference between the received
signals at the legitimate receiver and the eavesdropper. Such a policy gives rise
to positive secrecy rates. The formulation of such achievable secrecy rates and

resulting performance will be studied in the remainder of this thesis.

2.3 Secrecy Capaciy

We consider a wiretap channel as depicted in Figure 2.3. Consider a sequence
of length k bits message w"* is encoded into a codeword of length n, 2", to be
transmitted through a flat (fading) channel. The signal received at the main user

is modelled as
ym = hyo +nay, (2.6)

where hjs is the channel coefficient that also serves as the channel state infor-

mation and nyy is a circularly symmetric Gaussian noise with zero-mean and o3,

10



variance. The eavesdropper can overhear the signal that the transmitter sends

where the signal received is described by
yw = hwa + nw, (2.7)

where hy is the channel coefficient of the eavesdropper’s channel and ny is
the circularly symmetric Gaussian noise with zero-mean and o, variance. The

transmitter is power limited in the sense that

iij[\Xﬁ] <P, (2.8)

=1

where P, is the maximum transmit signal power allowed.

AWGN Channels:

As a starting point, consider the main and the wiretap channels as AWGN
channels, i.e., the channel gains are both set to hy = hy; = 1. The power of
noise in the main and the wire-tap channels are 03, and 03, respectively. The

capacity of the main channel, which is achieved with Gaussian inputs, is obtained
as [7]

Iz
Cy = logy <1 + — ) . (2.9)

OMm

Likewise, the capacity of the eavesdropper’s channel is

c
2

Cw = logs <1 +
OWw

F ) . (2.10)

Up until now, the capacity of both main channel and the eavesdropper’s chan-
nel has been looked into. The secrecy capacity of the channel is defined in [9]

as
Cs = Cyy — Ciy. (2.11)

In other words, Cg is the capacity difference between the legitimate user’s and
eavesdropper’s channels. This concept can be characterized in a way that if the
maximum quantity of information transmitted in a legitimate channel is higher

than the maximum quantity of information transmitted in a wire-tap channel,

11



the eavesdropper is likely to never receive enough information to break through
the legitimate transmission.
It is important to remember that secure communication is attained in cases
h 2 2 which fi legiti i h i
where oy, > 03, which accounts for a legitimate receiver who can receive more
information than the eavesdropper. However, if 0%, < 0%, the transmission is

unsecured, hence the secrecy capacity is zero. In other words, we have

P. P\]"
CS == [ZOQQ (]. + 2) - lOgg (1 + B} >] y (212)
oM Ow

where (z)* = max{x,0}.

Fading Channels:

We now assume that both the main channel and the eavesdropper’s channel
experience block fading. Channel gains remain constant during each coherence
interval. The fading process is ergodic with a bounded continuous distribution.
Fading coefficients of both channels are independent of each other in any coher-
ence interval. Furthermore, each coherence interval is large enough to allow for
invoking random coding arguments. Under these assumptions, we investigate
secrecy capacity under the condition that full CSI is known at transmitter, and
secrecy rates when only main channel CSI is known at transmitter.

When the transmitter knows the CSI of the legitimate receiver and the wire-
tapper at the beginning of the each coherence interval, the secrecy capacity is
given by [§]

C,= max )/OOO /OOO 10g(1 + hn P(Bms ) — 10g(1 + g Py )]

P(hom;haw

F(ho) f(hw)dhpmdhey, (2.13)

where h,, and h,, in the integral are the magnitude of channel gains of the legiti-
mate receiver and the eavesdropper, respectively. f(h,,)and f(h,,) are probability
density functions of h,, and hy. P(hp,h,) denotes the power allocation policy
with perfect knowledge on h,, and h,,. The policy is required to satisfy the power

constraint, i.e.,

E[P(hm,hw)] < P (2.14)

12



Since in the optimal scheme, the transmission is allowed only when h,, > h,,, the
secrecy capacity can be written as

C,= max )/OO /OO 10g(1 + hn P(Bomy ) — 10g(1 + g P (B, )]
0 w

P(hmhw

F(h) f (hw)dhmdhe.  (2.15)

If we assume that the transmitter only knows the CSI of the main channel at
the beginning of each coherence interval, and only a statistical knowledge of the
eavesdropper’s channel is available an achievable rate is given by [8];

R, = max / / [1og(1 + hum P(h)) — log(1 + hy P(hu))]
m) J0 w
f(hm) f(he)dhydhy,,  (2.16)

where P(h,,) is the power allocation policy with the aid of the main channel only,
and it is selected such that E [P(hy,)] < P..

2.4 Physical Layer Security for Frequency Se-

lective Fading Channels

An intriguing perspective dwelling on secrecy over frequency selective channels
is proposed by Kobayashi and Debbah in [11]. In their study, the frequency selec-
tive channel is modelled as a multiple-input multiple-output Toeplitz matrix for
both the active and passive eavesdropping scenarios. With the assumption of the
perfect knowledge of the eavesdropper’s CSI at the transmitter a Vandermonde
precoding scheme is presented. This scheme offers a degree of freedom to trans-
mit secret information depending on the number of available paths. For the most
general case where the eavesdropper’s channel is not available at the transmitter,
one can make use of a mask beam-forming scheme with Vandermonde precoding
in an effort to transmit artificial noise on the zeros of the legitimate channel for
only jamming the eavesdropper. This scheme presents the drawback that both
the intended receiver and the eavesdropped are forced to use the same receiver

structure that corresponds to the description of parallel channel system. In the

13



case where the eavesdropper seizes on the information incorporated into the cyclic
prefix, the system’s security is put at risk. However, if this restriction is assumed,
the work in [11] allows one to exploit the full degrees of freedom offered by the
frequency selective wiretap channel to increase the security performance.
Information theoretic limits on secure communications over multi-path fading
channels are investigated in [12] with OFDM. Secrecy capacity reduction due
to an unconstrained eavesdropper is computed for the high signal to noise ratio
(SNR) regime. Furthermore, the impact of different channel conditions between
the legitimate parties and the eavesdropper on the secrecy capacity is evaluated.
More recently, a solution to secure communications over frequency selective
fading channels has been proposed in [13]. The achieved secrecy is quantified
using the concept of secrecy outage probability. Deep faded sub-channels are con-
sidered as the “null space” of the frequency selective single-input single-output
(SISO) channel and they are filled by noise and are not used for transformation

of useful information.

Usuful Data
Fy / ‘ 3 ‘ \

N e /\/\\J/\

frequency

7

Artificial Noise

| H,

el

o
>

frequency

Figure 2.4: Intelligent sub-channel usage between transmitter and legitimate re-
ceiver deteriorating the signal quality captured by eavesdropper.
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The idea behind the scheme proposed in [13] is illustrated in Figure 2.4. Trans-
mitter employs only the sub-channels on which she experiences relatively good
channel gains for the transmission of useful information towards the legitimate
receiver, and avoids transmission over the deep faded subchannels. Hence the per-
formance reduction over the main channel is minimized. However, Eve’s receiving
performance degrades due to the unused sub-channels on the transmit channel.
Also, using artificial noise in the unused sub-channels, a further degradation is

obtained in Eve’s reception performance.

2.5 Chapter Summary

In this chapter, we presented a brief description of frequency selective fading
channels and their features. We then discussed basics of OFDM scheme and
its advantages over frequency selective fading channels. We also studied secrecy
capacities and achievable rates for AWGN channels and fading channels with
different assumptions on the transmitter’s knowledge of the channel state infor-
mation. Finally, we reviewed the current literature on the physical layer security

over frequency selective fading channels.
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Chapter 3

Secrecy Rates of Frequency
Selective Fading Channel with
Perfect CSIT

In this chapter, we consider transmission of secret messages over frequency se-
lective fading channels assuming that OFDM is employed. We model this system
as an instance of a high dimensional MIMO wiretap channel and derive the op-
timal power allocation for the scenarios where perfect CSI of the main channel
and the eavesdropper’s channel is available at the transmitter. Furthermore, we
study the effects of user’s mobility on the secrecy rates over frequency selective
fading channels. In addition, for the scenarios where the transmitter has CSI of
the main channel only, we derive an achievable rate with the assumption that
the transmitter adopts a water-filling power allocation method as a sub-optimal
policy. Finally, we compare the secrecy rates achieved by these two scenarios to
quantify the loss in the achievable secrecy rates in the absence of the CSI corre-
sponding to eavesdropper’s channel.

This chapter is organized as follows. In Section 3.1, the optimal power allo-
cation for frequency selective fading channels is described when the transmitter
knows the CSI of both channels. A low complexity alternative for the maximiza-

tion of the achievable secrecy rates is introduced in Section 3.2. Then, the effects
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of mobility on the achievable secrecy rates are investigated in Section 3.3. In
Section 3.4, with an assumption that the transmitter employs waterfilling power
allocation based on the main channel CSI only, closed form expressions are de-
rived for the capacity and the achievable rates over the main channel and the
eavesdropper’s channel. Finally, the numerical results are provided in Section
3.4.

3.1 Secrecy Rates with Full CSIT

In this section, we assume that at the beginning of each coherence interval, the
transmitter has perfect channel state information of both the legitimate receiver
and the eavesdropper. Both eavesdropper’s and legitimate receiver’s channels
experience block fading. Channel gains remain constant during each coherence
interval and change independently from one to another. The fading process is
ergodic with a bounded continuous distribution. Furthermore, the fading coef-
ficients of the eavesdropper and the legitimate receiver are assumed to be inde-
pendent of each other in any coherence interval, and the coherence intervals are
large enough to allow for invoking the random coding arguments [8].

Consider the system model whose block diagram is depicted in Figure 3.1. The

signals received by the legitimate receiver and eavesdropper are given by

wt) =t Da(t — 1) + wn, (3.1)
ye(t) = Z ho(t, Da(t — 1) + w,, (3.2)

respectively, where h;, h. are the taps of the main channel and eavesdropper’s
channel, respectively. We assume that the multi-path fading channels consist of
Ly and L. resolvable paths whose gains are i.i.d. zero mean complex Gaussian
random variables. wy, w, represent circularly symmetric complex i.i.d. additive
Gaussian noise with zero mean and unit variance at the legitimate receiver and
the eavesdropper, respectively.

Frequency response of the main channel, i.e., between the transmitter and the
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Figure 3.1: Block diagram of the system model.

legitimate receiver is found by discrete Fourier transform (DFT) of tapped delay
line. We assume that there are N sub-bands (with flat fading) approximating the
frequency response of the channel. Signal received by the legitimate receiver can

be written as

Yo Hy 0 0 ... 0 xo Wy
o e Il I e R C Y
|UN-—1] 10 0 0 ... Hy.a| |ZNv—1] [wWN-1]
where zg,...,xny_1 represent the transmitted signals on each sub-band.
Wy, . . ., Wx_1 represent the noise terms. The diagonal elements of channel matrix

are sub-channel gain of frequency selective fading channel. The diagonal elements
of H matrix are the gain of the sub-channels.

Basically, we approximate the frequency selective fading channel via set of par-
allel Gaussian channels. A basic problem is the allocation of total available power
across the sub-channels. This is similar to the power allocation problem for the
independent parallel Gaussian channels. Each parallel independent channel can
be considered as a sub-channel of our frequency selective fading channel model.

Let us define Hg;, Hp; as the frequency responses of the eavesdropper and
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legitimate receiver channels at the i'® sub-band, respectively. When Hp; and
Hp; are known at the transmitter, one can easily say that if |Hg;|? > |Hp;|? no
power should be allocated for this band. For the cases where |Hp;|*> > |Hg;|?,

assuming that a power of P, is allocated to the band, the secrecy capacity of the

HyiP, Hy P,
f(P) = logy (1 + |B‘> —logs (1 + |E|> , (3.4)

sub-channel is

OBi ogo8

where ¢g; and ¢p; are the noise powers for the eavesdropper and the legitimate
receiver, respectively. Achievable secrecy rate is the sum of secrecy capacities of
the sub-channels. The question is that how the transmitter should allocate its
power to maximize the secrecy capacity. The optimal power allocation method
that achieves the secrecy capacity in the case where both channels are known can
be found by using a Lagrangian maximization approach as outlined below.

The secrecy rate maximization problem for a given power constraint can be

written as

2 2\ 1t
Igaxz llogg <1+P‘ZB| )—l 0gs <1+P|Z§E’ )] (3.5)

such that

<P, (3.6)

where P; is a function of Hp; and Hg;. P, represents total power that will be
allocated to all the sub-carriers. The Equation (3.5) is concave if Hg; < Hp,; [§]
because it is well-known that nonnegative weighted sums (or integrals) preserve
convacity [16]. As a result, the objective function is concave in P;. The Lagrangian

can be written as

L(P.A) = i[ (1+p'H '2) In <1+p’H |2>]—)\<§:H—Pc>.
z:l ¢Bz quz i=1

(3.7)

Then

OL(PN) _ 1 ( | H i 2 | Hpi?

_ —A=0 3.8
0P, ¢pi + P;|Hpil|? ¢Ei+Pi‘HEi‘2> ’ (38)
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, N

i=1

The solution for this optimization problem can be obtained as

P:E <¢Ei s >2+4<¢Ei _ </>B¢>_<¢Bi N <Z5Ez‘>
Z 2 ‘HEiP ’HBiP A |HE1‘2 |HBi|2 ‘HBJQ ‘HEiP .

(3.10)

For some channel realization for Equation (3.10) power can be negative. In that

case optimal value of power is zero. Thus the solution should be rewritten as

+
P-:l ( bpi  Ppi >2+4< bpi  Ppi )_( OBi n (Yo >
2 IN\IHel*  [Hel?)  A\|Hel |Hgil? \Hgi? " [Heil?)|

(3.11)

where )\ is selected in such a way that Y| P, = P, is satisfied. We note that
the solution to power allocation policy for frequency selective fading channels is

similar to the case of independent parallel Gaussian channels [17].

3.2 A Low Complexity Power Allocation Algo-

rithm

In this section, we propose a low complexity algorithm for the maximization
of secrecy rates over frequency selective fading channels. We assume that the
transmitter has full CSI. Both channel gains change independently from one co-
herence interval to the next and remain constant in any coherence interval. In
the previous section, for every channel realization, the constant A\ which is related
to power constraint is calculated by sweeping the values for A step by step in a
specific interval which may be undesirable in practical systems, hence motivating
this simple algorithm.

First, it should be noted that when the channel has a single tap, i.e., the fre-
quency response is flat, the power allocation is performed in an on/off manner.

That is to say, when Hg > Hp the entire power is allocated and if Hg < Hg no
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power is assigned. We now consider a case where there are two flat sub-channels
in the frequency domain. In this case, the power allocation can be performed
easily by a simple calculation without any need for sweeping over A. Let us give
a simple example.

Consider the two simple channels given in Figure 3.2. Let us find the power
allocation that maximize the secrecy capacity, when total power is required to be

less than 10. In other words, we want to find x shown in Figure 3.3.

Legitimate R. C.
Eavesdropper C.

I

15 2 0 05

0 05 15 2

1 1
Freauencv Freauencv

Figure 3.2: Example of legitimate and Eavesdropper channels.

10~

- - -Legitimate R. C.

oL -+ Eavesdropper C.
— Power Function

sl X\

7

S 10-x

0 L L L L 1 L L L L |
0 0.2 0.4 0.6 0.8 12 14 16 18 2

1
Frequency

Figure 3.3: Power allocation on legitimate and Eavesdropper channels.

Consider the secrecy rate expression
C=In(1+5x)+In(1+6(10—2)) —In(l+2x)—In(1+2(10—-12x)), (3.12)
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and taking the derivative with respect to the unknown x we obtain

ac 5 6 1 N 2
Or  1+5z 1+6(10—2) 1+1x 1+2(10-2)

=0, (3.13)

hence the optimal value of x is 6.047.

Clearly, when there are only two flat sub-channels in the frequency domain,
the power allocation is simple. For the general case with N sub-channels, as an
extension we propose the following algorithm. Firstly, discard the sub-channels
with Hp; < Hg;, i.e., allocate no power. Then,

1- Divide the entire frequency band in half.

2- Sum magnitudes of the channel gains of sub-channels for each part.

3- Allocate power for both parts following simple example above.

4- Proceed for |logy(N)] iterations.

Let us give a numerical example that studies the performance of the proposed
algorithm. Simulation results depicting the achieved secrecy rates for optimum
and the proposed low complexity algorithm are given in Figure 3.4. Frequency
response of the channel is found as follows. First, we generate complex valued taps
in time domain, whose components are circularly symmetric complex Gaussian
random variables with zero mean 1/2 variance per dimension, for both legitimate
receiver and eavesdropper. Number of taps are fixed to 12. Tap delays are
uniformly chosen in interval between 0 ns and 5000ns, and the corresponding
frequency responses of the channels are found by using DFT.

It can be seen from the Figure 3.4 that the gap between the optimal solution

and the proposed low complexity one is around 3-4dB.
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Figure 3.4: Comparison of optimal and low complexity solutions for power allo-

cation.

3.3 OFDM Transmission over Time-Varying
Multipath Channels

Consider a scenario in which the legitimate receiver and/or the eavesdrop-
per has motion, and the transmitter has the knowledge of main channel and
eavesdropper’s channel at the beginning of each coherence interval. In the previ-
ous section, we showed that when there is no motion, frequency selective fading
channels can be considered as parallel independent Gaussian channels. When the
channel is time varying, the resulting model (with the use of OFDM) is no longer
parallel Gaussian as there will be ICI.

In this section, assuming that the transmitter uses the optimal power alloca-
tion method which is formulated in the previous section, we utilize the OFDM
scheme to understand effects of mobility on the security metrics. Power alloca-
tion is done by using the knowledge of the channel realization at the beginning of

each transmission interval. In the presence of ICI, the channel matrices (for the
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OFDM transmission) are no longer diagonal. They are, however, banded matri-
ces where the off-diagonal elements have increased powers in the case of higher

mobility.

3.3.1 System Model

Samples of an OFDM word are obtained by the inverse fast Fourier transform

N-1
Tp= Y XN 0<n<N-1, (3.14)

m=0
where z,, is the n*” sample of OFDM word, X,, is input data for m‘* sub-carrier,
and N is the number of sub-carriers. Assuming a fading channel with L resolvable

paths, the received signal can be expressed as

L-1

Zp = Z P i Zn—1 + W, (3.15)

1=0
where w,, represents the AWGN sample at time 7, and h,,; is the complex valued
channel gain for the [!* path at time n. For simplicity, we do not take into
account the cyclic prefix that is used to prevent inter-symbol interference (ISI)
and simply assume that it is removed at the receiver. The demodulated signal is

then obtained by taking fast Fourier transform of z,
N—1L-1 S
V=Y 3 X H e 2N LWy (3.16)
i=0 1=0

where W, is FET of the noise vector (which is again white Gaussian). We can

write
L-1 ) N-1 L-1 S
Yo = {Z Hloeﬂ”lm/N} Xt D> YXH e PN LWL (3.17)
1=0 i=0,i%m =0

where H""* is the FFT of T,

Hm—i _ i Nz_:l h —j2mn(m—i)/N (3 18)
l - N n,le . .

n=0
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When there is no mobility, Hlm_i terms are zero and, the second term of the

Equation (3.17) vanishes. In the general case, however, we have

Yo a0 a1,0 . Qo,N—-1 Xo Wo
Y a10 a1 . a1 N-1 X1 Wi
= . . . ) + . , (3.19)
Yn_1 anN—10 ON-11 ON_1 N—1 XN Wn_1

where the o; ; is given by

Qg = Lzl Hj~ke=a2mkU/N (3.20)

1=0
Note that this models both the main user’s and eavesdropper’s channels (with
different path gains and delays). When there is the mobility, there is ICI and we
can treat the channel as the MIMO channel in which the sub-carriers are thought

as different antennas, the number of sub-carriers can be considered as the number

of transmit and receive antennas. In other words, the secrecy problem turns into
the that of MIMO channel.

3.3.2 Solution Approach

The power allocation issue for frequency selective fading channels can be con-
sidered as power allocation problem for multiple-input multiple-output multiple-
antenna-eavesdropper (MIMOME) systems. Secrecy capacity for MIMOME wire-
tap channel has been derived in [18]. Here, we model the OFDM transmission
over a single-input single-output (SISO) wiretap channel as a MIMOME wiretap
channel with N x N (not necessarily diagonal) channel matrices, where N is the
number of subcarriers. We assume that the CSI of the legitimate receiver and
the eavesdropper are known at transmitter at the beginning of the each trans-
mission block. Then, conditioned on the channel gains, the secrecy capacity can

be written as [18];

O s log det (I + H,KpH)) |
Keeks " det (I + HKpHL)

(3.21)
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where H, and H, are the channel matrices of legitimate receiver and eavesdrop-
per, respectively. (.)7 refers to Hermitian operation. I is the N x N identity
matrix, and Kp donates covariance matrix of input (z ~ CN (0, Kp)), where CA/
donates circularly symmetric complex Gaussian random vector with zero mean

and covariance Kp. Kg is defined as
KS:{KPZKPEO,Z%T(KI:')SPC}. (322)

Finding the input covariance matrix that satisfies Equation (3.21) is a non-convex
optimization problem whose solution satisfies the Karush-Kuhn-Tucker (KKT)
conditions associated with Equation (3.22) [8].

The effects of mobility of users are investigated by using the power allocation
method given in Section 3.1 by only utilizing the diagonal channel gains obtained
with the channel coefficients at the beginning of the transmission. In other words,
the only difference between no mobility and mobility cases is that, the transmitter
performs power allocation based on the outdated channel state information and
disregards the ICI terms. The fading process is ergodic, so we generate a large
number of the channel realizations, and take the average of resulting rates to

obtain achievable secrecy rates, i.e.,
R = Bpy e [[1(x,y|Hy) = 1(,2|H.)J ] (3.23)

where I(x,y|H,) refers to mutual information between the channel input and the
signal received at the legitimate receiver, given H,. Similarly I(z, z|H,) stands for
the mutual information between the transmitted signal and the eavesdropper’s

observation, given H, [8].

3.3.3 Numerical Examples

In this subsection, we investigate the effects of mobility on the achievable se-
crecy rates via several numerical examples. Firstly, we need to design a set of
uncorrelated channel realizations for each tap of the multipath channels modelling
the legitimate user’s and the eavesdropper’s channels. For this purpose, we utilize
the method of exact Doppler spread (MEDS) which is described in [19]. After
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modelling the behaviour of each path of the multi-path channel, corresponding
frequency domain matrices of both channels can be found by using the Equation
(3.20).

The MEDS generates multiple uncorrelated Rayleigh fading processes with the
approach of deterministic sum of sinusoids (SOS). That is, K mutually uncorre-

lated fading waveforms are generated by using an SOS channel simulator

15 (1) Zcos omfht+6r,),i=1,2k=12,_.. K, (3.24)
Z n=1
where ffn is discrete Doppler frequency. Hifn represent phases of n'* sinusoid
of the real component p%(t) and imaginary component u%(t) of the k™ complex
waveform. The phases 6f, are ii.d. uniform random variables over the interval
[0, 27]. N; represents number of sinusoids used. This process is depicted in Figure
3.5.

cos(27 £} i, 6’1(,”1()
cos(27 j;(f t + {91(,’;)) —
2/ N,
+ &
k
1O
cos(27rf(k>t + €(k> ) ==
k
+ a6
coszfPr+6%) —
cos2mf01 + %) — )
+ 2
2/N

COS(2Ef<k> t+ 6’® Y

Figure 3.5: Structure of the SOS channel simulator for Rayleigh fading channels.

We provide a few examples of the channel matrices that are found by using the
MEDS, as represented in Figures 3.6 and 3.7. The parameters are as follows; 32

sub-carriers are used and sampling frequency is 256 kHz, and 4 channel taps are
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considered where the maximum tap delay is 5us and the carrier frequency is 4.4

GHz.
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Figure 3.6: Simulation of the time domain channels and frequency domain channel

matrices when the velocities are Okm/h, 100km /h, respectively.
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Figure 3.7: Simulation of the time domain channels and frequency domain channel

matrices when the velocities are 300km/h, 600km/h, respectively.

29



It is clear that when there is motion, the corresponding channel matrix is no
longer diagonal. As the rapidity of the time variations is increased, the effects
of sub-carriers on their neighbours are also increased causing larger inter-carrier

interference.
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5 10 15 20 25 30 5 10 15 20 25 30
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Figure 3.8: (a) Channel matrix for the signal bandwidth is 256 kHz (b) Channel
matrix for the signal bandwidth is 340 kHz.

As a further example, we also provide the corresponding channel matrices for
two different bandwidths used in Figure 3.8. The velocity of the user is fixed
as 100 km/h in this example. Number of sub-carriers is also fixed to 32. Since
the sub-carrier spacing is linearly proportional to signal bandwidth, and with in-
creased sub-carrier spacing, the OFDM transmission will be more robust to ICI.
This is clearly observed in Figure 3.8.

We perform the power allocation at the transmitter by using the knowledge of
both channel matrices at the beginning of each OFDM word transmission. Since
the channel is time-varying due to mobility, the channel matrix estimates at the

transmitter are outdated during the transmission. We expect that due to using
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the outdated channel matrices, there will be losses in the achievable secrecy rates
compared to the case with exact channel knowledge.

We now present several numerical examples to study the effects of mobility on
secrecy rates via Monte Carlo simulations. We assume that the real and imag-
inary components of the channel taps are i.i.d. circularly symmetric Gaussian
random variables with zero mean and variance 1/2 per dimension. Delays of the
channel taps are chosen between 0 to 5000ns uniformly. The MEDS is used with
the number of sinusoids selected as 30 to generate realizations of the channel
coefficients. The sub-carrier spacing is 8 kHz, and the number of sub-carriers is

32. Carrier frequency is 4.4 GHz, and sampling frequency is 256 kHz.
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Figure 3.9: Secrecy rates, when the eavesdropper has mobility with different

velocities, whereas the legitimate receiver is static.
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First, we consider the effects of eavesdropper’s mobility on the achievable se-
crecy rates. The legitimate receiver is static over the OFDM word, i.e., the
channel of legitimate receiver experiences block fading. The power allocation
at the transmitter is performed by using the optimum power allocation strategy
with the perfect knowledge of channel of legitimate receiver and the knowledge

of eavesdropper’s channel at the beginning of each transmission block.
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Figure 3.10: Secrecy rates, when the legitimate receiver has mobility with different

velocities, whereas the eavesdropper is static.

The effects of eavesdropper’s mobility on secrecy rates are depicted in Figure
3.9. If the speed of eavesdropper is increased with respect to the transmitter, the
taps of eavesdropper’s channel vary faster. This increases the difference between
the actual channel and the channel knowledge which is employed for the power

allocation. We observe that, when the speed of eavesdropper is under 100km /h,
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secrecy rate is changed only slightly. However, the significant effects can be seen
when the speed is over 100km/h.

Consider a new scenario in which the eavesdropper is static with respect to
the transmitter whereas the legitimate receiver has mobility. The parameters are
the same as the previous simulation except for velocity of the legitimate receiver
and eavesdroppers. The results are as shown in 3.10.

We observe that when the mobility of the legitimate receiver is increased, the
secrecy rate is decreased due to the power leakage to neighbouring sub-carriers
of the legitimate receiver. In this case, the effects of mobility is more severe at

the velocities over 100km /h compared to the previous examples.

3.4 Security with Only Main Channel CSI at
the Transmitter

In this section, we assume that at the beginning of each coherence interval, the
CSI of the main channel and only a statistical knowledge of the eavesdropper’s
channel are available at transmitter. The channel experiences block fading, i.e.,
the fading coefficients change from one coherence interval to the next indepen-
dently and are constant within each coherence interval. Both channel gains are
ergodic with a bounded continuous distribution.

As a sub-optimal solution a water-filling based power allocation algorithm is
utilized at transmitter using only the main channel knowledge. The idea is to use
the optimum power allocation policy for maximization of the mutual information
over the main channel [20], however, for the secrecy capacity problem this is not
necessarily the best. We derive a closed form expression for both user’s capacities,

and compare the secrecy performances of different power allocations.
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3.4.1 Water-Filling Power Allocation

Consider a channel which is discrete-time, band-limited with additive Gaussian
noise, subdivided into N sub-carriers. Assume that the channel response is ap-
proximately constant in a bandwidth A f which is the sub-carrier spacing. If we
denote the signal power, channel frequency response and additive Gaussian noise
power of the sub-channel by Py, Hj, and ¢y, respectively, the channel capacity can

be expressed as [21];

C = loga[l + (Py|Hi|*/ 1)) (3.25)
k=1

The power allocated to each sub-carrier P is the same for uniform power allo-
cation. On the other hand, in a frequency selective fading channel, at each time
instance, some sub-carriers experience deep fading while others may experience
relatively good channel gains. When there is no unintended receiver the optimal
power allocation method is water-filling [22], that is, when the transmitter has
a perfect knowledge of the channel of the legitimate receiver, capacity over the

main channel can be written as

al Dp; | Hp,|*
Ciop = Zlogg 1+max | K — 5,0 . (3.26)
i=1 |HBi’ Pp;

We assume that the eavesdropper also adopts an OFDM demodulator with cyclic
prefix removal and FFT similar to the legitimate receiver [23]. The overall power
allocation is performed based on the channel of the legitimate receiver at the

transmitter, hence the channel capacity for the eavesdropper is

al bp; |H |
Cree = Y _ logs [1 + max (K - 2,0) ] : (3.27)
i=1 |Hp;l P

The achievable secrecy rate (conditioned on the channel gains) with this scheme

is the difference between Bob’s channel capacity and Eve’s channel capacity, so
RSec = [OBob - CEU6]+ . (328)

To evaluate each term, we first find the distribution of |H}|? to find the expected
value of the capacity per sub-carrier. Denoting the real part of H, by X} and the
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imaginary part by Y, and assuming that X, and Y} are independent zero mean

and variance o7 /2 Gaussian random variables, i.e.,
Hy, = Xy + 5V, (329)

the correlation between the coefficient X}, and Xy, is computed as [24];

E[Xk, Xk,] = Z oicos [Wg] : (3.30)
Similarly,
E[Y;, Yy, = Z oicos [W] , (3.31)
E[X3, Ya,] = Z ozsin [W] : (3.32)
and
E[Xk, Yi,] = —E[ Xk, Y, (3.33)

where 7 is the delay of the k' path. L is the total number of resolvable paths

and N denotes the number of sub-carriers. Note that, |Hg|?* is sum of X7 and

Y2, which is an exponential random variable with parameter \/5102.
k

3.4.2 Individual Rates in Closed Form

To find a closed form expression of the capacity of the legitimate receiver (with

no secrecy constraint), we evaluate

pe =E U{ > cb(k;)] . (3.34)

The capacity of k'® sub-carrier within an OFDM symbol is found in Equation
(3.26);

E[Cy(k)] = /0 loga <1 + max (K - a;j) ¢> \/;ﬂe_y/ﬂa’%dy, (3.35)
k
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where y = |HBk:|27

1 00 K
E[Cy(k)] = NCE: / 5 logg(qf>e—y/ﬁ“idy (3.36)
K
then usmg Ky = X and accordingly, %ﬁy = dX, we obtain
1 gbk o0 <25]€X2
E[Cy(k)] = K loga(X)eV* i dX. (3.37)
k

We then get [ e " lnxdx = %Ei(—u) , where Fi is exponential integral func-

tion [25], given as

Ei(z) = —/ . (3.38)

-z T

The Equation (3.37) can be written as
1 on —\/_KUkE Pi BN
V20r K ¢ —V2Ko} ) In2

Finally, the closed form expression for the capacity of legitimate receiver (with

E[Cy(F)] =

(3.39)

no secrecy constraint) can be written as

ECy(k)] = —mlez (%) | (3.40)

The capacity of eavesdropper can be found similarly. Expected value of eaves-

dropper’s capacity can be written as

k)]:/ooo/oooZOQQ(l—l—max(K—m 0)-*y 1

e~ @T/V208 10y (3.41
y
Yy OBk 2% (3.41)

where © = |Hpg|>. To remove the max function, we change the limits of the

integral

1 o0 oo ¢ X _ 52 52
E[Ce(k?)] = W/QS?CA ln(l + (K — %)E)e y/\/ﬁ ke /\/5 kd:L‘dy

(3.42)

Reorganizing, we obtain

1 00
- /202 oz
207 L o € | in(1+ gr)edrdy, (3.43)

BIC] =
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where 3 is (K — 225)-L and y is 1/y/207 and from [25];

y OBk
/ (1 + Br)e " de = —1/uet? Bi(—u/B). (3.44)
0
Finally,
1 oo Vo2 -1 u . Ju!
E[Ce(k)] = —W /‘ZB{I@ € v/ k;eﬂEl <_6> dzx. (345)

We found closed form expressions for the rates achieved by both the legitimate re-

ceiver and the eavesdropper above. The secrecy rate is the difference of Equations
(3.40) and (3.45).

3.4.3 Numerical Results

In Figure 3.11, we compare the average capacity of the main channel which is
attained by evaluation of the Equation (3.40) with the values of the average ca-
pacity obtained from Monte Carlo simulations. Clearly, analytical results match

the simulation results as expected.

.
S
1

—¥— Simulation Results
—=— Analytical Solution

e
S
T

Capacity of the legitimate receiver

~

o

25 30 35 40

20
SNR(dB)

Figure 3.11: Analytical results of expected value of the legitimate receiver’s chan-

nel capacity (with no secrecy constraint) and simulation results are compared.
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We now provide a numerical example. We assume that the time domain chan-
nel state information of the legitimate receiver, i.e., the magnitude of the path
gains and the related delays are known. Both users’ channels are divided into 64
sub-channels. The time domain channel response of the frequency selective fad-
ing channel is obtained by the MEDS method in [19] as in the previous section.
Then by using an FFT, the frequency responses are obtained. Path gains have
zero mean unit variance i.i.d. complex Gaussian distributions. The channel has
12 fixed taps and relating delays are chosen uniformly in the interval between 0
and 5000ns.

0.8~

—o— Optimum power allocation with Full CSIT
e \Water—filling power allocation with only main CSIT

o
o

o
o

o
w

Achievable secrecy rate (bps/Hz)
X 2

0 5 10 15 20 25
SNR of the legitimate receiver and the eavesdropper (dB)

Figure 3.12: Achievable rate of water-filling algorithm with only knowledge of
main CSIT, and the secrecy capacity with optimal power allocation with Full
CSIT.

The performance of optimal power allocation with full CSIT and with the

water-filling power allocation using only the main CSIT are depicted in Figure
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3.12. While the SNRs of both the legitimate receiver and eavesdropper are in-
creased, the rates achievable by the water-filling power allocation method fluctu-
ates. This is explained by noting that the water-filling power allocation method
is a sub-optimal solution and that both the SNR of the legitimate user and the
eavesdropper are the same in this example. The best performance of water-filling
method is for the SNRs ranging from 3dB to 4dB. Since the total power is al-
located almost uniformly in the high SNR regime with the water-filling power
allocation, the achievable rates saturate in high SNRs. Optimal power allocation

performance also saturates at high SNRs.

3.5 Chapter Summary

In this chapter, we have studied secrecy rates over frequency selective fading
channels. We started with the full CSI at transmitter assumption and described
the optimal power allocation for maximization of the secrecy rates. Then, a low
complexity algorithm was proposed as a sub-optimal solution. Furthermore, we
studied the effects of users’ mobility on the secrecy rates with sub-optimal power
allocation based on outdated CSI. Finally, we studied the performance of water-
filling power allocation algorithm over the frequency selective fading channels
for the case where only main CSI is available at the transmitter. The results
reveal that in the absence of the eavesdropper’s CSI, the achievable secrecy rates

undergo a considerable loss with respect to the perfect CSI case.
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Chapter 4

Secrecy for Frequency Selective
Fading Channels with Quantized
CSIT

In this chapter, we study the impact of quantized channel state information
at the transmitter on the achievable secrecy rates over frequency selective fad-
ing channels. When only a quantized version of main channel state information
is available at transmitter, a water-filling power allocation is employed and the
secrecy rate loss due to the limited feedback channel is quantified through nu-
merical examples. Our results demonstrate that this limited information on the

main channel can still be helpful in achieving positive secrecy rates.

4.1 System Model and Problem Description

A transmitter wants to send its messages to a legitimate receiver over a fre-
quency selective fading channel. The legitimate receiver has a perfect knowledge
of its channel. However, the transmitter acquires only a quantized CSI in the

following manner. The legitimate receiver and the transmitter have in common
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a randomly generated codebook for quantization. The legitimate receiver sends
the index of a codeword in the codebook to describe the current realization of
its channel. The transmitter obtains an estimate of the CSI by decoding this
codeword, and then, it uses this quantized CSI to allocate power across different
frequencies by using water-filling.

The system model is depicted in Figure 4.1. The main channel is estimated at
the transmitter, then power is allocated dynamically using information of quan-
tized delay taps. Single-carrier frequency-domain equalization (SC-FDE) [26] and
OFDM based systems are well-known examples that enable dynamic spectrum

usage with a simple DFT based implementation. In this chapter, we employ the
OFDM scheme.

Noiseless
Limited
Feedback
{ Channel J

Frequency wg,
Selective
Fading

Channel

Legitimate
Receiver

Legitimate
Transmitter

Frequency
Selective

Ty
N4 Fading w =
Channel w ye

Eavesdropper

Figure 4.1: Block diagram of the system model.

We assume that both the legitimate receiver and the eavesdropper channels
experience block fading where the channel gains remain constant during each
coherence interval and change independently from one coherence interval to the

next. The fading process is assumed to be ergodic with a bounded continuous
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distribution. In addition, the fading coefficients of the legitimate receiver and
the eavesdropper are assumed to be independent of each other in each coherence
interval. Moreover, each coherence interval is large enough to allow for invoking

the random coding arguments [8].

4.2 Adaptive Power Allocation

In our set-up, the practical channel uncertainty model at the transmitter consid-
ers the effects of only the quantized CSI, due to the limited feedback link. We
assume that the CSI is quantized by mapping the channel parameters into one of
the 28 unit-norm vectors in the codebook. Each codeword in the codebook is a
randomly and independently generated unit-norm Gaussian vector. This scheme
is called the Random Vector Quantization (RVQ) [27]. The legitimate receiver
estimates the location of delay taps and their magnitudes perfectly, then it sends
the codeword in the codebook closest to it in the Euclidean distance sense at each
time instant. RVQ is employed for quantization of both magnitude of path gains
and delays.

We provide two examples depicting the actual and estimated frequency re-
sponses of the channel via quantized CSI in Figures 4.2 and 4.3. The common
channel parameters of the examples are as follows. There are 12 delay taps in the
time domain. Frequency domain representation is obtained by using a 64 point
discrete Fourier transform. Two different random vectors are generated for the
gains and time delays. Path gains are i.i.d. complex Gaussian circularly symmet-
ric random variables with zero mean and 1/2 variance for each dimension. Path
delays are uniform random variables in the interval 0 to 5000ns.

Delay taps and quantized delay taps with a 5-bit RVQ and a 8-bit RVQ are
shown in Figures 4.2 and 4.3, respectively. The corresponding frequency domain
representations are also depicted in the same figures. Figure 4.2 shows the case
where 5-bit RVQ is employed for the quantization of both the magnitude of the
normalized path gain and the time delay. We observe that with the 5-bit RVQ, we
can track the main changes in the spectrum, however, we cannot locate the local

maxima and minima, precisely. The reconstructed channel with the 8-bit RV(Q
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Figure 4.2: Time and frequency domain representation of both constructed ver-
sion of channel using 5-bit RVQ and actual channel.

is a very good fit to the actual channel response. As expected, if the number of
quantization bits is increased, the quantized channel response approximates the
actual one quite well.

We use water-filling power allocation as a suboptimal strategy to analyze the
effects of limited feedback link from the legitimate receiver to the transmitter.
Water-filling power allocation can be written as

o
K—tpe iHfeW

0 it few

P(f) ={ (4.1)

where P(f) is the distribution of the power across frequencies, ¢(f) is constant

for AWGN channel. W stands for bandwidth, and H(f) is frequency response of

channel. K is a constant to be determined based on the total power constraint.
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Figure 4.3: Time and frequency domain representation of both constructed ver-
sion of channel using 8-bit RVQ and actual channel.

When the transmitter has quantized CSI, power allocation strategy at trans-

mitter can be written as

— 2D i few
P(f) = A0l
0 Jif fEW

(4.2)

where H(f) is quantized channel knowledge. The quantized version of H(f) is
obtained by reconstructing the channel in frequency domain by using quantized
magnitudes of the delay taps and relating time delays.

We consider a frequency selective fading channel that is subdivided into N

sub-channels. Bandwidth of each sub-channel is Af and its frequency response
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assumed to be flat. Then the resulting channel capacities can be written as

. ) Hail

Cpob =Y _logs |14 maz | K — —5,0 (4.3)
i=1 Hpg; Pp;
N [ (P 7: H 7; 2_

Cpue 2 ) logs |1 +maz | K — — B0 A (4.4)
i=1 Hpg; Pp;

Then an achievable secrecy rate conditioned on the channel gains can be written

as

RSec = [CBob - CEve]+ 5 (45)

where Hp; is quantized channel knowledge of i sub-channel. Fading coefficients
of the channels are assumed ergodic, hence the average achievable secrecy rate

can be found by taking average across time.

4.3 Numerical Examples

We use the random vector quantization under only the main channel CSIT
assumption. The channel is divided into 64 sub-channels. Frequency selective
fading channel is obtained by the MEDS method in [19] for each of the taps and
then utilizing FFT.

In all the scenarios considered in this chapter, there is limited feedback. In
other words legitimate receiver cannot send all the time domain path gains and
delays accurately. Also both the SNR of the legitimate user and the eavesdropper
are the same. For the first scenario whose results are shown in Figure 4.4, the
channel has 12 fixed taps and relative delays are chosen uniformly in the interval
0 to 5000ns. The results are obtained after 10000 realizations for every SNR value
simulated. Quantization vectors are generated randomly for every realization of
both magnitude of normalized path gains and related delays.

The effects of the number of quantization bits on the achievable rates are de-

picted in Figure 4.4. When number of bits that are used in quantization increases,
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Figure 4.4: Achievable secrecy rates for different quantization levels.

the quantization error decreases and the CSI can be obtained more accurately.
With 2 bit quantization, which means that 4 random vectors are generated for
the normalized path gains and delays, the achievable secrecy rates are far from
the perfect case in low SNRs. However, if the number of quantization levels is
increased, the achievable secrecy rates approach that of the perfect channel in-
formation case. There is not much difference for high SNRs. This is because in
this case, the water-filling algorithm allocates the total power almost uniformly
across all the frequencies. When the number of quantization vectors is above 26,
the achievable secrecy rate difference between the perfect case and the quantized
one is negligible.

In the second scenario, the legitimate receiver can send a limited number bits
for the path gains while the delays are known accurately. The receiver can choose

to send path gains with higher amplitudes. That is, the gains of most powerful
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Figure 4.5: Time and frequency domain representation of both actual channel
response and the constructed channel at transmitter by using 9-bit RVQ and
M=T.

M channel taps are quantized. The results of 10000 trials for every SNR level
are obtained. B is fixed to 9 bits which means quantization vector consists of
512 elements for both real and imaginary parts of the path gains. Both main and
eavesdropper channels have 12 fixed taps. The channel coefficients of eavesdrop-
per and length are changed in every trial.

Figures 4.5 and 4.6 are examples of the estimated channels at the transmitter
for different number of taps whose estimates are fed back to the transmitter. The
common channel parameters of the Figures 4.5 and 4.6 are as follows. There are
12 delay taps in the time domain. Frequency response of the channel is divided
into 64 sub-channels. The channel taps are i.i.d. circularly symmetric complex

Gaussian random variables with zero mean and unit variance. Delays of taps
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have uniform distribution in the interval from 0 to 5000ns. A 7-bit RVQ is used

to construct codewords in codebook.
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Figure 4.6: Time and frequency domain representation of both actual channel
response and the constructed channel at transmitter by using 9-bit RVQ and
M = 10.

The channel which is shown at the top of Figure 4.5 is constructed at the
transmitter by using the information of 7 most powerful taps in the delay profile.
The frequency response of the constructed channel is represented in the bottom of
the same figure. We observe that the frequency response of the estimated channel
is a good approximation to the actual case. Similarly, in the next example, we
assume that the information corresponding to the most powerful 10 taps is used
at the transmitter to construct the channel as depicted at the top of Figure 4.6.
When M = 10, the frequency response of the constructed channel is very good
fit to the frequency response of the actual channel.

The effects of quantizing the most significant M taps on the secrecy rates
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Figure 4.7: Achievable secrecy rates for different number of most powerful tap
information.

are depicted in Figure 4.7. As expected, by increasing the amount of CSI, the
achievable secrecy rate gets closer to the one obtained with the perfect CSI in
low SNRs. In high SNRs, the quality of the CSIT does not have a considerable
effect on the achievable secrecy rates. This is again due to the sub-optimality of
the water-filling approach.

One final note is that these experiments clearly show that it is possible to

achieve secrecy rate even if only a limited feedback channel is considered.
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4.4 Chapter Summary

In this chapter, we investigated the effects of quantized CSI at the transmitter
on the achievable secrecy rates over frequency selective fading channels by using
random vector quantization and adaptive power allocation. We derived achievable
rates for the water-filling power allocation, and provided numerical examples to
study the effects of number of quantization levels on the secrecy rates. The results
indicate that positive secrecy rates are achievable even in scenarios with a limited

knowledge of the main channel.
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Chapter 5

Conclusions

In this thesis, we investigated different power allocation strategies for maxi-
mization of secrecy rates over frequency selective fading wiretap channels with
different assumptions on the transmitter side channel state information. The im-
pact of the mobility on the achievable secrecy was analyzed and various numerical
experiments were conducted to evaluate the achievable secrecy rates in different
scenarios.

In Chapter 3, optimal power allocation for frequency selective fading channels
was described when the channel state information of both the legitimate receiver
and the eavesdropper is perfectly known at the transmitter. A low complexity
power allocation scheme is proposed to reduce the implementation complexity of
the optimal scheme. Proposed algorithm is found to perform 3-4 dB worse than
the optimal solution. Moreover, the impacts of mobility on the secrecy rates
were studied. When mobility of the legitimate receiver increases, the maximum
Doppler frequency also increases, and accordingly, the channel state information
which is employed by the transmitter deviates more from the actual channel con-
ditions. Since we consider a set-up where the transmitter allocates its power
by using this outdated channel state information, we observed that the achiev-
able secrecy rates undergo a loss. Furthermore, when only the main channel is
available at the transmitter, a water-filling based power allocation solution was

utilized. Closed form expressions for the achievable secrecy rates were derived,
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and the scheme was adopted as a suboptimal strategy. Finally, the performances
with partial CSI and full CSI at transmitter were compared. The numerical re-
sults reveal that the knowledge of the eavesdropper’s channel along with the main
channel is crucial in obtaining high secrecy rates.

In Chapter 4, we demonstrated that taking advantage of a quantized CSI of the
main channel only along with an adaptive power allocation over frequency selec-
tive fading channels lead to positive achievable secrecy rates. Numerical results
were conducted with an assumption of limited feedback channel. We observed
that, as expected, by increasing the number of quantization bits, the achievable
secrecy rates get closer to those with a perfect feedback channel.

In this work for the scenarios where only the CSI corresponding to the main
channel is available at the transmitter, we employed a water-filling power based
allocation, which is indeed a suboptimal strategy as far as the maximization of
the secrecy rates is concerned. Hence, a potential future work can be the investi-
gation of optimal transmission strategies in this scenario. Furthermore, artificial
noise injection along the null space of the main channel may yield better secrecy
performance. As another interesting future work, one may investigate the power
allocation schemes which may boost the achievable secrecy rates when the legiti-
mate receiver and the eavesdropper both have mobility. We also note that while
all the studies in this thesis was based on the Gaussian input assumption, a more
practical approach can be the investigation of the limits of secure communications

when the channel input is from a finite constellation.
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