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ABSTRACT

IMPROVING OUT-OF-DISTRIBUTION DETECTION IN
DEEP MODELS BY LATENT SPACE ANALYSIS

Despite their widely known success in various applications, deep models have
vulnerabilities due to their inner mechanics. Sensitivities against adversarial and out-
of-distribution (OOD) samples are some of the issues causing state-of-the-art networks
to make wrong predictions with high confidence. These problems are critical for high-
stakes applications such as self-driving vehicles and medical imaging. The underlying
reasons for this sensitivity could be explained by overfitting and the trade-off between
generalization and robustness. Some studies investigate the latent spaces of the net-
works to gain a more in-depth understanding of why networks capture some details that
lead to poor generalization. This thesis focuses on understanding the inner dynamics
of deep neural networks (DNNs) by investigating their intermediate layer weights and
activations. A latent space exploration method is designed to analyze the intermedi-
ate layer activations of DNNs. The adversarial robustness of DNNs is studied based
on the observations from this analysis. Finally, an out-of-distribution (OOD) sample
detection approach based on the intermediate layer activations and OOD samples is
proposed. The proposed OOD detection method trains a set of prototype vectors on
the in-distribution (ID) dataset. The prototype vectors are used to extract features
from ID and OOD sample activations to train a multi-layer perceptron for discrimi-
nating ID and OOD instances. Experiments on several benchmark datasets show that

the proposed OOD detection approach could perform state-of-the-art.



OZET

GIZLI UZAY ANALIZI ILE DERIN MODELLERDE
DAGILIM DISI ALGILAMAYI GELISTIRMEK

Cesitli uygulamalarda genig capta bilinen bagarilarina ragmen, derin modellerin
bazi zayifliklar1 bulunmaktadir. Hasmane ve dagilim dig1 orneklere karsi duyarlilik,
yiksek performansh derin aglarin yiiksek bir giivenle yanlig tahminler yapmasina yol
acan sorunlardan bazilaridir. Bu problemler, otonom araclar ve tibbi gortintiileme gibi
yiiksek riskli uygulamalar icin kritik oneme sahiptir. Bu duyarhligin altinda yatan sebe-
plerden bazilar1 agir1 uyumlama ve genelleme ile dayaniklilik arasindaki ikilem olarak
aciklanabilir. Baz caligmalar ise derin sinir aglarinin kotii genellemeye yol acacak
baz1 ayrintilara neden énem verdigini daha iyi anlayabilmek icin sinir aglarinin gizli
uzaylarini incelemektedir. Bu tez, derin sinir aglarinin igsel dinamiklerini anlamaya
odaklanarak, aglarin ara katman agirliklarin1 ve aktivasyonlarini incelemektedir. derin
sinir aglariin ara katman aktivasyonlarini analiz etmek i¢in bir gizli uzay kesif yontemi
tasarlanmigtir. Derin sinir aglarinin hasmane ataklara karsi dayanikliligi, bu analizden
elde edilen gozlemler temelinde incelenmigtir. Son olarak, ara katman aktivasyonlari
ve dagihim dig1 ornekleri kullanarak bir dagilim dig1 6rnek tespiti yaklagimi onerilmistir.
Onerilen tespit yontemi, dagilim i¢i veri kiimesi tlizerinde bir dizi prototip vektoriinii
egitir. Bu prototip vektorleri, dagilim i¢i ve dis1 6rnek aktivasyonlarindan ozellikler
¢gikarmak ve bu ornekleri ayirt etmek igin ¢ok katmanl bir algilayici egitmek icin kul-
lanilir. Birgok benchmark veri kiimesi tizerinde yapilan deneyler, onerilen dagihim dist

ornek tespit yonteminin istenilen seviyede performans sergileyebildigini gostermektedir.
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1. INTRODUCTION

In recent years, deep neural networks (DNN) have significantly improved the
state-of-the-art performance in many tasks, such as computer vision and natural lan-
guage processing. Although DNNs have been shown to be powerful, our comprehension
of their inner dynamics still needs to be explored. For instance, it is still not clear how
the effects of the adversarial perturbations and out-of-distribution (OOD) samples are
propagated through intermediate layers. DNNs are known to be susceptible to OOD
and adversarial samples since they are highly parametrized and prone to overfitting [1].
Such samples can be misclassified with high confidence by the state-of-the-art net-
works [2,3]. Therefore, it is essential to investigate the dynamics of intermediate layer
activations that might enable us to improve the reliability of the DNNs by detecting

the problematic samples or introducing robustness.

In one of the earlier studies on adversarial examples, Szegedy et al. [4] explained
that adversarial examples exist due to the decision boundaries being very close to the
examples in the input space. This property of DNNs is closely related to their inner
mechanics. For example, Montifar et al. [5] discussed the advanced learning capacity
of DNNs through paper folds. In their analogy, each nonlinear function is similar to a
paper fold, and a fold in deeper layers is applied to all earlier layers, which could be the
reason behind adversarial examples. Although adversarial samples look perceptually
similar to the natural samples in the input space, their effects in the intermediate
layers are similar to out-of-distribution (OOD) samples. DNNs are trained with the
assumption that there will not be a significant difference between the training and test
data distribution. However, data obtained from a real-world setting might have OOD
instances unfamiliar to the trained DNN. One coping mechanism for the existence of

OOD samples is to recognize them before feeding them into the network.

OOD detection tackles this problem by introducing additional OOD detection

modules in the network. The current state-of-the-art OOD techniques mainly utilize



only the penultimate layer. Besides, the research focusing on the intermediate layers
often relies on the statistical properties of the feature maps. For instance, Park et al. [6]
computed the feature map norms and detected OOD samples based on the deviation
from these norms. Also, Wan et al. [7] employed a density estimation technique based
on the training set and assessed the deviations from the training distribution for OOD
detection. In addition, characteristics of the intermediate layer activations of OOD
examples are yet to be clearly understood. For these reasons, this thesis focuses on
first understanding the intermediate layer characteristics of DNNs and then, from the
insights, developing new methods to enhance the adversarial robustness and OOD

detection capabilities of DNNs.

Investigating the intermediate layer activations is challenging for three primary
reasons. Firstly, DNNs eliminate the information that is not directly relevant to the
training task as the information travels throughout the layers, concentrating the se-
mantic information closely related to the training task. Thus, the earlier layers con-
tain information that is not directly related to the task, posing a challenge in fil-
tering out the noise. Secondly, the intermediate layer activations in convolutional
models are 3-dimensional tensors containing information from different input image
regions. As a result, the information structure in feature maps is highly depen-
dent on the input image orientation, which poses a significant challenge to explo-
ration. Lastly, the intermediate layers are generally not directly optimized to make
each class separable. Therefore, the activations from different classes are challenging
to cluster or compare. For these reasons, making observations on the global struc-
ture of the activation maps may not be possible. Instead, the literature mainly fo-
cuses on two methods. The first is creating visualizations in the input space to ex-
plore the most related input to a feature [8]. The second method of investigating
the intermediate layer activations is through the statistical properties of the feature
maps [6,7,9-11]. Some studies create manifolds of the activations in the forms of curves

and hyperspheres. However, these studies focus on the penultimate layer activations.



This thesis focuses on analyzing the latent spaces of intermediate layers of a con-
volutional neural network (CNN) trained for object recognition tasks and leveraging
the insights gained from the analyses to design an OOD detection framework. For this
purpose, we investigate the distributions of the latent representation of the samples
obtained from a network trained with natural and adversarial samples. This analysis
aims to explain the structure of the decision boundary by approximating where each
example lies with respect to the empirical decision boundary. Thus, we could gain an
understanding of how various design choices affect the structure of the decision bound-
ary in all layers of a neural network and how adversarial examples and adversarial
training work. Observations from this analysis show that a more structured intermedi-
ate feature space is the primary source of robustness. By leveraging the observations of
the analysis, we aim to improve the out-of-distribution detection capabilities of DNNs
by utilizing the intermediate layer activations. By definition, OOD samples have a
distribution that deviates from the training set. For this reason, they can prevent a

deep-learning model from making accurate predictions.

The OOD detection task aims to classify examples based on their proximity to
the training dataset distribution, called the in-distribution (ID) dataset. The OOD
detection is closely related to the anomaly, novelty detection, and adversarial example
problems [1,12,13], all of which are caused by the vulnerabilities of DNNs to various
distribution shifts, such as covariate and semantic shifts. These problems investigate
the different aspects of being outside the training distribution. However, they all com-
monly focus on the image classification task with CNNs. Therefore, this thesis also
considers designing an OOD detection framework for CNN architectures. OOD detec-
tion approaches for DNNs can be categorized into internal and external approaches [1].
Internal approaches aim to enhance the OOD detection performance by fine-tuning
the backbone model with various techniques, such as augmentations, regularizations,
or using OOD data in training [13-18]. On the other hand, the external approaches are
concerned with creating additional external modules that classify the output features
from the backbone model. Several external methods also aim to fine-tune the backbone

model.



The main goal of these methods is to improve the separability of the OOD sam-
ples from the ID counterparts in logit, penultimate, or intermediate layers [12,19-23].
Internal approaches focus on enhancing the backbone model to produce features that
make the ID distribution more separable from others, while external approaches inves-
tigate how the ID and OOD data can be separated. However, several methods do not
fit into this categorization. For example, they can fine-tune the backbone while also
making OOD detection. Current OOD detection methods commonly utilize only the
penultimate layer, and an approach using intermediate layer activations has yet to yield
promising results. Furthermore, some of the current OOD detection studies do not uti-
lize any OOD data to generalize unseen cases. However, incorporating OOD data into
the detection process can also have benefits. Essentially, using OOD data allows the
detector to be tailored to a desired definition of being OOD through modifications to

the training dataset.

1.1. Thesis Contributions

This thesis investigates how the insights from intermediate layer activations can
be leveraged to enhance certain capabilities of DNNs, such as adversarial robustness
and out-of-distribution detection. An OOD detection framework that incorporates
OOD samples is proposed. To prevent overfitting to the OOD data, a set of prototypes
is trained on the ID data to learn its characteristics that allow distance-based feature
extraction. Then, a binary classifier model is trained on prototype distance features
extracted from ID and OOD datasets. Our study [24], accepted for publication, is the
basis for the OOD detection part of this thesis. The figures produced during this thesis
work have been used in the thesis book in accordance with the publisher’s ”publication
policy on the reuse of writings and graphics created by the author,” as stated on the

publisher’s website. Contributions of this thesis are outlined below:

e Investigating the distribution of the intermediate layer activations in the feature
space. Analysis in this stage involves the exploration of statistical properties and

designing various approximation methods to extract generalizations.



Exploring how differently an adversarially robust model processes information
throughout its layers compared to a natural model. The effect of adversarial and
OOD examples on the intermediate activations was investigated.

A two-stage OOD detection framework was proposed. In the first stage, the
prototype learning module is trained using only the ID data. Prototypes are
trained on several intermediate and penultimate layers in an unsupervised setting.
In the second stage, prototype distance features are calculated from both ID and
OOD datasets, and a binary classification model is trained.

The proposed OOD detection method allows using any backbone model without
a significant overhead. Using prototypes trained on ID data reduces the chance
of overfitting OOD data.

Evaluation of the proposed method is based on the commonly used benchmarks
and datasets in the OOD detection problem. The qualitative and quantitative
results show that the proposed OOD detection method is on par with the state-
of-the-art OOD detectors on CIFAR10 and CIFAR100 datasets on the OpenOOD

benchmark.



2. RELATED WORK

The latent space of a DNN contains the encoded information from the input in
the form of feature maps and embeddings. The output of the last fully-connected
(FC) layer, or the penultimate layer, is commonly called the latent space. Earlier layer
activations are called the intermediate layer feature maps, which contain lower-level
information, while the penultimate layer activations have the information that is most

related to the training task.

Improving our understanding of the latent space structure can allow us to enhance
DNNs in various aspects. Examples of these are adversarial robustness, which aims to
improve the robustness against adversarial examples; NN explainability, which focuses
on attributing the model’s decisions to a set of rules; and out-of-distribution detection,

which aims to detect examples that don’t belong in the training dataset distribution.

One of the earlier studies explaining how DNNs process the input data is intro-
duced by Montifar et al. [5], who analyze the model capacity through the number of
linear piecewise functions required to approximate the decision boundary in the input
space. They also illustrate how non-linear activations functions transform the input
space with an analogy of folding a 2D paper. In addition, they explain that the paper
folds in deeper layers are applied to multiple partitionings in the input space. Pascanu
et al. [25] explain why deeper models can have more capacity compared to shallow
networks. Briefly, they attribute the higher capacity in deeper models to earlier layers
forming primitive functions and deeper layers reusing them. To support their claim,
they show that a deeper model can form a much higher number of linear regions in the

input space.

Many adversarial robustness methods are inspired by studies that investigate
the relationship between training examples and decision boundaries. However, most

of the observations are made on the input space. In one of the earliest studies on



adversarial robustness, Madry et al. [26] explain why a higher network capacity can
enhance adversarial robustness. In their illustration of the input space, they claim that
adding a margin around examples requires a more complex decision boundary. Out-
of-distribution detection is also a task that benefits from latent space analysis. For
example, Sunet al. [27] analyzed the structure of the penultimate layer activations and
observed that the ID and OOD data did not have smooth boundaries. Inspired by this,
the authors used a K-Nearest Neighbors-based approach to improve OOD detection.
Studies investigating the geometry of feature maps are less common compared to the
penultimate layer. An example is Meegahapolaet al. [28], who explain the decision
boundaries of classes through Prior Activation Distributions (PADs). In their method,
the authors use the statistical properties of the hidden layer activations by calculating

KL-Divergence scores to ID data distributions.

2.1. Adversarial Robustness

Deep learning models have proven themselves to have state-of-the-art capabilities
in many fields, including computer vision, natural language processing, and reinforce-
ment learning. Deep learning models have also been observed to have vulnerabilities
to small perturbations in the input space, which can flip the output of the model.
Besides, it has been discovered that we can use perturbations with magnitudes smaller

than humans can notice and still successfully flip the outcome.

One of the earliest research on adversarial examples was carried out by Szegedy
et al. [4] in 2013. After that, researchers discovered many other methods to generate
adversarial examples. Various methods were also developed to enhance the robustness
of neural networks towards these attacks. The current most successful defense methods
generally involve adversarial training, which consists of generating adversarial examples
and then using these perturbed inputs with the same labels. Other methods build
upon adversarial training with various regularization techniques, improving robustness

against adversarial examples.



Generating an adversarial example is a constrained optimization task, with con-
straint being the maximum size of the perturbations. The objective is to maximize
the model output corresponding to a misclassification. The size of the perturbations
is generally measured in the L-inf norm or the L2 norm. While the L2 norm is the
Euclidean norm of a perturbation, the L-inf norm measures the largest difference in
any pixel. Projected Gradient Descent (PGD) [26] is one of the well-known adversarial
attacks. PGD relies on calculating a gradient of the input space around the input
example, generating a perturbation, and then projecting the resulting perturbation
onto the feasible region. A feasible region in this method is the space around the input
example that satisfies the perturbation limit. The L2 norm limit will be a hypersphere;

with the Lo, norm limit, it will be a hypercube.

2.1.1. Adversarial Training

Adversarial training is training a robust model by providing a perturbed version
of the original dataset, where the labels are unchanged. In the theory of adversarial
training, this process is depicted as an outer minimization problem, where the in-
ner optimization is a maximization of an output other than the actual class [26]. An
adversarial attack carries out this first optimization. Then, the second part, outer min-
imization, is carried out by training the model with this perturbed example but using
the original label. We first run an adversarial attack to maximize the loss and generate
a perturbed example. After that, we train our model on the perturbed example with
the original label, minimizing our loss. The main goal of this process is to guarantee

that an L2 or L., norm space around all training examples will be correctly classified.

2.2. Out-of-Distribution Detection

One shortcoming of deep learning models that limits their use in high-stakes
applications is the possibility of critical decision mistakes that can have catastrophic
consequences. Such applications often have strict reliability requirements limiting de-

viation from the ideal predictions. However, with deep learning models, it is often



impossible to guarantee that the model will not make a critical mistake. For example,
it is unacceptable for a self-driving car to run a red light. With the current state of
deep learning models, researchers can gather a large dataset for testing. However, even
with enormous datasets, covering every possible scenario is often impossible, resulting
in untested out-of-distribution examples. A possible solution to this issue is recogniz-
ing when the network encounters an out-of-distribution case. The predictions on such

unseen cases can then be adequately managed to minimize risks.

OOD detection methods focus on a wide variety of applications. For example,
OOD detection systems are incorporated into autonomous driving systems to detect
unknown objects and take appropriate action [29]. In addition, OOD detection is also
used in diagnosis from medical images and manufacturing to find defects in materi-

als [30].

2.3. Out-of-Distribution Detection Methods

OOD detection is comprised of two main aspects. The first one is the detection
input, which is generated by the model to be used in OOD detection. In most studies,
the sources of the detection input are the activations from the logit layer and the
penultimate layer. Other less commonly used sources are the gradients or differences
caused by various perturbations. Studies using earlier layers also exist. A primary

distinction of our method is the incorporation of earlier layers.

Out-of-distribution detection techniques can be grouped into two categories. The
first one is the internal methods, which modify the target network to improve the
separability of the OOD examples from the ID ones. The second one is the external
methods, which analyze the activations and other patterns in the network to classify
the examples without affecting the target network. A significant number of internal
and external methods improve independent aspects of OOD detection. Therefore, an
external method can be used in conjunction with an internal method if the external

method does not involve fine-tuning the target model.
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Every OOD detection method requires calculating an OOD score. The quality
of this score depends on two main aspects. The first is the capability of the OOD
detection module to calculate the score. The second one is the inherent separability
and the noise detection module input. The quality of this input data depends on the
examples’ inherent characteristics and the target model’s generalization capabilities.
Generally, external methods aim to create a better OOD detection module, improving

the first aspect.

In contrast, internal methods aim to improve the target model to produce a better
input to the detection module. However, a significant number of hybrid approaches
also exist. Our method is an external approach; therefore, it can be used with an

internal method to improve detection quality.

2.3.1. Internal Methods

The main distinction of the internal methods is fine-tuning the backbone to im-
prove the separability of OOD and ID examples in various layers. One of the first
instances of this approach is Outlier Exposure. In this study, Hendrycks et al. [13]
fine-tuned the backbone model while mixing OOD examples into the training set and
optimizing the backbone to produce low softmax predictions on OOD examples. Some
internal methods fine-tune the backbone while not introducing a detector module. To
compare them, a baseline detection method proposed by Hendrycks and Gimpel [14]
is used. This method uses the maximum softmax score as the OOD prediction score.
When the backbone is trained, conserving the performance on the ID examples is cru-
cial. However, several internal approaches degrade the performance on ID data. Such
methods often incorporate synthetic data into the training dataset [31-33]. For exam-
ple, Du et al. [31] fine-tuned the backbone with virtual outliers, causing a decline in

the metrics on the ID dataset.

Approaches that avoid generating synthetic OOD data involve self-supervised

training, data augmentation techniques, and regularization. For instance, DeVries
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and Taylor [15] employed the CutOut augmentation method for regularization. Also,
Hendrycks et al. introduced the RotPred method as an augmentation-based ap-
proach [34] to improve the model robustness and in turn, enhance the adversarial
robustness and OOD detection. In another study, Tack et al. [35] created the distribu-
tionally shifted versions of the training examples and compared them to the originals
in a contrastive learning setting. Winkens et al. [36] also followed a contrastive learning

approach with a class-based density estimation method.

Various regularization approaches are proposed for the OOD detection task in
the literature. For instance, Ruff et al. [37] posed a one-class classification strategy in
conjunction with regularizing the output data distribution to form a small hypersphere.
Meanwhile, Wei et al. [38] regularized the logit norms since their vector norms are
observed to enlarge as the network gets overconfident. Similarly, Sun et al. [2] rectified
the activations to reduce the overconfidence of the networks for OOD examples. Song
et al. [39,40] modified the activation maps by removing the rank-1 feature associated
with the singular vector corresponding to the largest singular value of the feature map.
There are also studies focusing directly on the activation maps and weights. Sun and
Li [16] pruned the weights that undermine the OOD detection while Djurisic et al. [17]
sparsified the activations. Ming et al. [18] projected the penultimate layer activations
on a hypersphere and regularized the activations to be concentrated around the mean

values of classes.

Examples of studies using generated examples include Du et al. [31], and Tao et
al. [32], who generate synthetic OOD samples using density estimation and learn OOD
detection utilizing the synthetic data; Wang et al. [33], who boost the OOD detection
capabilities of the target model by generating informative OOD examples in the hidden

layers through perturbations in the model weights.
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2.3.2. External Methods

External methods keep the backbone model intact. This is achieved by using
only a detector module. External methods incorporate the softmax scores, activations
from various layers, and the gradients into their decision process. While the internal
methods also require a detection module, the difference from the external approaches

is that they also fine-tune the backbone.

A commonly used method is proposed by Hendrycks and Gimpel [14]. In this
method, the maximum softmax score is used as the prediction score for OOD detection.
In another study that utilizes softmax scores, Liang et al. [22] use the score change in

the softmax scores caused by perturbations on the input.

Gradient-based approaches analyze various characteristics of the gradients during
the inference and training stage. For example, Lee and AlRegib [20] measured the L2
norms of the gradients for OOD detection. The main idea behind their method is
that perturbations to the OOD examples would cause a minor change in the softmax
activations compared to ID examples. Huang et al. [41] calculated the gradients of
the KL divergence of the softmax scores from the uniform distribution. Then, they
compared the gradients produced by the ID and OOD examples and observed that they
were more significant for ID examples. As an extension to this method, Hsu et al. [19]
also computed OOD confidence scores from the logits by adding another NN branch
to the penultimate layer. Also, they employed various intermediate layers, similar to
other studies in literature [39,40]. Another study focusing on the logit difference is from
Liang et al. [22]. In their method, the authors applied perturbations to the inputs and

measured the logit difference for OOD classification.

Instead of averaging the feature map similarly to global pooling, the proposed
approach calculates distance features for each spatial dimension. The distances are the
cosine and Euclidean distances to the prototypes. The prototype approach is similar

to the memory bank method adopted by several external methods. For example, Roth
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et al. [42] proposed locally aware features to calculate local OOD scores, which are
used for anomaly detection. Also, Zhang et al. [43] introduced a method first to
memorize patterns using Hopfield networks, then calculate Hopfield energy scores from
the patterns for OOD classification. This thesis’s methodology involves training a set
of prototypes to represent the ID data characteristics in the intermediate layers. Then,
an OOD classifier model is trained on the distance features calculated from the ID and
OOD datasets. The main difference of our proposed method is calculating separate
distance features for each spatial coordinate. However, most related studies calculate

the OOD scores from the global average of the feature maps.

In a following study, Lee et al. [12] use density estimation on the penultimate
layer activations of the ID examples. Their method assumes that the ID data follows
a class-conditional Gaussian distribution, while the OOD data does not. Motivated by
this assumption, they calculate a Mahalanobis distance to each ID class and use the
minimum distance for OOD detection. In order to calculate a Mahalanobis distance,
firstly, the means and the covariances of each class are calculated on ID data. During
the inference phase, a Mahalanobis distance is calculated for each class. Then, a
threshold is applied to the minimum distance. Contrary to Hendrycks et al. [13], they

calculate the distances on the penultimate layer.

We decided to exclude several methods focusing on intermediate layers from our
comparison, such as [44,45], because they were not included in the OpenOOD bench-
mark [46,47]. The main reason is the significant difference between the reported metrics
and the OpenOOD benchmark metrics from several previous studies. This shows us

that creating a reliable test setting in OOD research is challenging.
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3. METHODOLOGY

This chapter presents the methodology used in this thesis, which consists of three
stages. The first stage is the latent analysis. In this stage, the structure of the interme-
diate layer activations is explored. This exploration aims to observe how examples are
positioned with respect to the decision boundary and then introduce generalizations

to facilitate designing better adversarial robustness and OOD detection methods.

The second stage is adversarial robustness. In this stage, after an initial explo-
ration phase focused on adversarial robustness, several experiments were carried out to
improve the adversarial robustness of DNNs. The third stage is out-of-distribution(OOD)
detection. In this stage, various experiments were conducted to enhance the OOD de-
tection performance of DNNs after an initial exploration phase. Also, a novel OOD

detection method that is on par with the state-of-the-art methods is proposed.

Although Adversarial robustness and OOD detection focus on different properties
of DNN, these topics have similar aspects in this thesis. Firstly, both stages focus on
the intermediate layer activations. Also, each stage investigates how the characteristics

of the activations differ from the training dataset.

Analysis for adversarial robustness investigates how adversarial examples can
manipulate intermediate activations and how a robust model can filter out the per-
turbations. Afterward, adversarial robustness experiments regularize the weights or

activations during a fine-tuning stage.

In the OOD detection stage, we first present our analysis outcomes, and then
we propose a novel OOD detection method. The proposed OOD detection method is
inspired by our findings in the previous two stages. In the analysis stage, we developed a
latent space analysis tool. Then, using this tool, in the adversarial robustness stage, we

observed that separate regions of the intermediate layer activations can have different
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contributions to the prediction. This observation inspired our proposed OOD detection
method, which uses prototypes to represent a part of the 3D feature maps and calculate

separate distances for each spatial dimension.

3.1. Latent Space Analysis

3.1.1. Latent Space Analysis by Likelihood Values

Explaining high-dimensional data usually requires a processing step that gener-
ates the target information. The reason for that is that, as human beings, we cannot
view the whole dataset with all dimensions at once and make a deduction about the
properties of the data. Unless there is a simple relation between the dimensions, we ei-
ther need to reduce the dimensionality, analyze different dimensions separately, or build
an overall understanding of the data. In other words, preserving the global structure
of a high-dimensional data during an analysis is challenging. As an alternative this

thesis focuses on analyzing the local region around the samples.

3.1.2. Likelihood Value Calculation

The main goal of this stage is to explore how robustness is related to the local
region around the examples and develop new methods of adversarial robustness and
OOD detection. To explore the latent spaces, this thesis considers the local region
around the examples. This is acheived by a customized likelihood calculation method
based on density estimation. However, to deal with the high dimensionality issue, the
proposed likelihood function calculates separate likelihoods for each dimension. Also,

this likelihood is calculated from the examples close to the target sample.

The likelihood value indicates the closeness of a particular example to the other
classes in all dimensions of the latent space. The simplest method to calculate this
is to keep other examples around our particular example and estimate the density

of different classes along each dimension. However, since latent spaces often have
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high dimensionality, this simple approach is not possible because, in most cases, this

hypercube contains examples from only a single class or only our particular example.

For this reason, our approach in this work is to slice the latent space around an
example only along a specific dimension. This dimension maximizes the separability of
our example. However, since we are calculating a likelihood value for each dimension,
this process must be repeated for all dimensions. For instance, consider an example
in a 3-D latent space. We would first calculate the likelihood for dimension A. For
this calculation, we will slice the latent space around dimensions B and C, then accept
B and C based on how much they increase the likelihood value along A. Then, this
maximum value is the likelihood value of A for this example. This process is repeated

for dimensions B and C.

3.1.3. Latent Space Subsets

A subset of the dataset X = {x;} is represented by X. 4. This subset is created
based on the dimension d of the example e, where the examples in the subset have
percentile values along dimension d within a range of the percentile value of the slicing

example e. Dataset subsets can be represented as

Xed =1 1 pid € [Pe,a — T, Pea + 7]} (3.1)

Lea={li:pid € [Ped — 7, Pea + 7]} (3.2)

where p; 4 is the percentile value of the example 7 along the dimension d and r is a
specified percentile range. 1, 4 is the corresponding subset of the targets. The dimension

along which we will calculate the likelihood is

Xe,dt = {Xe,di Tl = t} (33)

which is the 1-D vector from the dimension ¢ of the dataset subset.
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3.1.4. Likelihood Value

Then, the likelihood value for an example along dimension ¢ is calculated by

Le,t = mc?x >\(Xe,dt7 le,da Le,ty le) (34)

where L., is the likelihood ratio for the example e along dimension ¢. The first pa-
rameter is the data on which we create the KDE representation, and X, is the value
of the example e along the dimension . Each KDE is calculated on the dimension t.
However, the dataset is sliced along another dimension d in each step. In other words,
slicing along each different d produces a different subset along ¢, and then a likelihood
value for the example is found on these subsets. Finally, the resulting likelihood is the
largest of these values. A is a function that calculates a likelihood ratio for a given
dataset and an example, along with their targets. It uses a one-versus-rest approach
where we estimate density for the example’s class [., then make another density esti-
mation for the rest of the data, accepting them as the 'other’ class. The result of the
function is the ratio of the samples from these two estimations based on the example’s
value. Note that since we use this function on each dimension separately, the value of

the example is a scalar. Calculation in the A function can be represented as

T V(Ce d,>sLe t)
MNXea, led, Ty, le) =0 - - 1.0 3.5

( ,dy ,d St ) (fy(c/&dt’ xe,t) + € ) ( )
where c. 4 is the subset of X4, with examples that belong to the target class of the

slicing example, l.. Moreover, ¢/, 4 are the examples from other classes. € is a small

1

value added for numerical stability. o is the sigmoid function, where o(x) = ="

Two subsets for the example’s class and other classes are created by

Ced, = {Tit: Tip € Xeg, Nli = I} Example’s Class(3.6)

Cleg, = {Tip iy € Xeg, Ni # 1} Other Classes (3.7)
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3.1.5. Density Estimation

Function 7 calculates a kernel density estimation value with a Gaussian kernel,

which can be represented by

N

1 1 (s

V(% 7) = 5 ) won P 0o (3.8)
=1

where x = {x1, 29, 73, ..., 2N}
3.2. Adversarial Robustness

This section focuses on improving adversarial robustness with methods inspired
by analysis of how adversarially robust models differ from the standard ones. Two
experiments are presented, designed from the exploration stage outcomes that compare

robust models with standard ones.

In one of earlier studies on adversarial examples, Szegedy et al. [4] describe ad-
versarial examples as an input image with a specifically crafted noise added to it. This
noise is referred to as a perturbation, crafted by an adversarial example method to
manipulate the model’s output prediction. When the attacker has access to the model
weights, adversarial examples can be generated to manipulate the model to produce a
highly confident prediction for any class. Also, the authors attribute this weakness of
DNNSs to the local linearity of DNNs; they support their claim by stating that other

linear models also have this weakness.

In this section, a model subjected to adversarial training is called a robust model.
Before each experiment, a robust model is compared to a standard one to explore
a robustness-related property. In the first experiment, the alignment of activation
clusters with other classes is compared, while in the second one, the overall activation
distribution is compared. A promising property of the robust model is selected in

this exploration process. Then, in the experimentation stage, a regularization-based
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method is designed to fine-tune the standard model to induce the previously observed
property. Both experiments focus on fine-tuning the pre-trained standard model with
regularization loss function to enhance its robustness. In addition, both experiments

focus on intermediate-layer activations.

Activation Activation
- .
> >
Cluster (1) 2 3 4 Class Cluster (1) 2 3 4 Class

Figure 3.1. Comparison of cluster-class alignment between a standard (left) and
robust model (right). During this analysis, a cluster from a class is compared with
the overall distributions of other classes. Dashed lines indicate the range of the
cluster. The standard model has arbitrary intersections. Also, activations of classes

have aligned extreme values in the robust model.

3.2.1. Cluster Assignment

In our investigation focusing on adversarial robustness, we created clusters from
the activations using the analysis tool developed in the previous stage. In addition,
the clusters are created from the examples in the same class. Then, the range of each
cluster is compared with other classes. As a result of this comparison, we observed that
the clusters from the robust model had very high intersections with other classes or
did not intersect. However, low intersection levels were typical for the standard model.

This observation is illustrated in Figure 3.1.
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Inspired by this, we hypothesize that a robust model avoids low levels of inter-
sections in most dimensions. In other words, a robust model makes some dimensions
completely separable while making others completely non-separable. For an adversar-
ial attack to be successful, the example must move towards the distribution of another
class in many dimensions. The standard model clusters are already close to the other
classes in many dimensions. The robust model clusters are distant from other classes
in some dimensions while fully intersecting in others. This can enhance robustness for
two reasons. Firstly, when a cluster is already fully intersecting with other classes, the
adversarial attack cannot gain from an attack targeted to this activation because it is
already inside the distribution of other classes. Second, the non-intersecting clusters

are more challenging to manipulate because they are more distant from other classes.

Inspired by this investigation, we designed a loss function to induce the same
characteristics during the fine-tuning of the standard model. The loss function is
based on calculating a desired shift for a cluster and then regularizing the activations

for that class to shift them. The proposed loss function can be represented as

1
L=~ Z (fijm —tigw)”, where t; ;5 = fijn + Sijn- (3.9)

N <
1,5,k
where f; ;1 is the activation in the specific spatial coordinates of the 3D activation
map, s;;x is the calculated shift for this example and ¢, ;, represents a target value
for the activation. In each optimization iteration, we calculate a target value from the

calculated shift instead of optimizing based on the shift itself because that would make

the backpropagation much more complex.

To calculate the shift values, we consider the intersection of a cluster with other
classes. Shift value s; ; is a cluster’s total shift calculated from the intersections with
all other classes. During its calculation, the intersection with all other classes is checked
independently, and then a shift value is calculated. Finally, all shift values are added
together to find a total shift. If the intersection of a cluster is more than 20% of the

cluster range, a shift towards the class is added to the total shift. If the intersection is
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less than 20%, a shift away from the class is added to the total shift. This optimization

aims to induce the alignment property in the robust model through regularization.

According to our experiments, we managed to enhance the adversarial robustness

of the MNIST model. However, the improvement in the CIFAR10 model was minimal.

Density A

>
0.0 0.5 1.0 Activation
Figure 3.2. The target histogram in the second experiment. Activation distribution

on each coordinate of the activation map is optimized to have this distribution.

3.2.2. Activation Histogram Regularization

Secondly, the overall activation distribution in each coordinate of the 3D acti-
vation map is investigated. For each coordinate on the feature map, a histogram is
calculated from the set of activations on the dataset. The set of activations used for

each histogram can be represented as
{7 In=12..N} (3.10)
where n is the example index and fz.{?)k is the activation for a single example on a

specific coordinate on the 3D activation map. A separate histogram is calculated for

each coordinate.
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In this investigation, activations of the batch normalization layers were consid-
ered. After comparing the robust model with the standard, we observed that activa-
tions of the robust model were concentrated on the extreme values of the activation
range. Histograms of the robust model showed two peaks around the extreme values.
Also, the peak on the lower end was significantly below zero, indicating that a slight
change in the activation would not affect the ReLU output. In contrast, the standard
model had its activations mostly around the mean value, which was mostly above zero.
In addition, both MNIST and CIFAR10 models exhibit this property. However, the
CIFAR10 model has several layers that do not adhere to this generalization.

Inspired by this exploration, we hypothesize that activations around the mean
value are pushed toward the extremes when a model is subjected to adversarial training.

The main goal can be creating a large margin from the decision boundary.

To induce this property by fine-tuning, we first defined a target histogram rep-
resenting the robust model characteristics, shown in Figure 3.2. Then, we calculated
separate histograms for each coordinate on each batch. Then, we calculated a KL-
Divergence loss and minimized it. This loss function is applied to the activations of
the convolutional layers before the batch norm layers. As a result of this experiment,
we significantly increased the adversarial robustness of the MNIST model when the
perturbation value was 0.1, without any impact on the natural accuracy. However, the

improvement in the CIFAR10 model was minimal compared to adversarial training.

After the development of two adversarial robustness methods, we decided to
apply our insigts in a more general way to OOD detection problem. This change in our
approach is due to that our methods were challenging to optimize and they reduced

the natural accuracy.
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Figure 3.3. The proposed OOD detection method consists of two main components:
prototype learning modules and an OOD classifier. The OOD classifier is trained
using ID and OOD data, while the prototypes are trained only with the ID data.
Several layers are selected for feature calculation. A separate prototype learning

module is created for each selected layer.

3.3. Out-of-Distribution Detection

An out-of-distribution (OOD) example is a sample that does not belong to any
of the training classes. For example, an image of an airplane will be an OOD example
for a model trained on a dataset of land vehicles. In contrast, the data from the
training classes is referred to as in-distribution (ID). However, according to Yang et
al. [48], deviations from training data have two aspects: the covariate shift and the
semantic shift. Covariate shift refers to the changes in pose, color, or lighting. Such
changes do not change the meaning of an example. For this reason, examples from a
training class with a covariate shift are still ID samples. However, semantic shifts refer
to deviations from the meaning or object class training set. OOD detection aims to

detect the samples with a semantic shift.

All OOD detection methods require a backbone and an OOD score calculation

module. In some studies, this method is a calculation based on the activations of
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softmax scores [14]. In other studies, a machine learning model uses activations or
gradients as the input. Also, in some studies, the detection module is trained only on ID
data, while others incorporate OOD samples into the dataset and follow a supervised
learning approach. The method proposed in this thesis uses OOD data during the
training of the OOD detector module. Also, several methods fine-tune the backbone
while others keep it intact. For example, Hendrycks et al. [13] add the OOD data to
the training dataset and optimize the backbone model to produce low softmax scores.

The proposed method in this thesis does not fine-tune the backbone.

Our study accepted for publication [24] is the basis for the OOD detection method
in this thesis. Our proposed method consists of two stages: prototype learning and
OOD classifier. The first stage trains a set of prototype vectors on the ID dataset
to represent the characteristics of the ID dataset. In the second stage, a set of dis-
tance features are calculated on the ID and OOD datasets. A binary classifier model

consisting of fully-connected layers is trained in a supervised learning approach.

In the first stage, only ID data is used during prototype training. This aims
to prevent overfitting to the OOD data in the OOD classifier training stage. Also,
each selected intermediate layer, besides the penultimate layer, has separate prototype
vectors, producing separate distance features. However, these features are concate-
nated and fed to a single binary classifier model. This allows the method to be used
in any architecture. Not fine-tuning the backbone also has benefits. Firstly, it allows
the proposed method to be used without access to the entire training dataset. Sec-
ond, it significantly reduces the computation cost required to train the OOD classifier.
However, our method can be used with models fine-tuned by other methods, further

improving the detection performance.

3.3.1. Prototype Learning

Using intermediate layer activations from multiple layers for binary classification

is a challenge due to the characteristics of the intermediate layer activations. Firstly,
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intermediate layer activations have much higher dimensionalities than the penultimate
layer. For this reason, using all activations as the input for a binary classifier will cause
an overfit. Also, the location of the information in the intermediate layer activations
depends on the input image orientation. In addition, before using a binary classifier
model, 3D activation maps must be converted to a vector. The most straightforward
approach for this would be using global pooling. However, this method incorporates
unrelated background information into the feature vector, drastically reducing OOD
detection performance. In order to overcome these issues, we employed a prototype
approach. This approach converts the 3D activation maps to distance features through

prototype vectors. Training of these prototype vectors is presented in this section.

Prototype learning aims to capture the ID data characteristics in prototype vec-
tors, p € RMchannels where Nepannels represents the channels of the activation map. The
prototype vectors are learned in a way that the activation maps can be reconstructed
when some of the nyannels-dimensional vectors on the nepannels X h X wtheprototypesreplace
activation map. Thus, prototypes are trained unsupervised using only the ID samples.
Therefore, the prototypes are intended to learn how to represent the ID sample distri-
bution at the activation level. During the training process, nchannels-dimensional vectors
at each spatial coordinate of the activation map are replaced with the most similar pro-
totype regarding cosine similarity. The replaced vector in the activation map can be

represented as

f . = So (f; 5 3.11
i = argmax Sc (fi;, p) (3.11)
where f; ; € R"eharnel is the ith and jth vector on the activation map with ¢ =1,--- ,h

and j =1,--- ,w, P = {p1,--- ,Pn,} is the set of prototypes of size N,, and S¢ (-, ")

is the cosine similarity.
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The prototypes are optimized to minimize the reconstruction loss,

Nip

1
Lusse (F.F) = == 3 |[F, — P, (312
n=1

where F,, € R7chanelsXhxw and F/ € RnchamelsXnXw represent the original activation
map and the activation map reconstructed by the most similar prototypes of the layer,
respectively. The loss function shows that prototypes are trained only on the ID data.
This aims to prevent the prototype from overfitting to the OOD samples. After the
prototype training stage, they are used to extract similarity features for OOD classifi-

cation. During the training stage for OOD classification, prototypes are not modified.

The primary motivation behind using prototypes is that the activations produced
from the OOD examples would be outliers in the feature spaces of the intermediate
layers. Another intuition is that during the initial training, the backbone model learns
to ignore the unrelated parts of input images. Ignoring unrelated parts is driven by
blocking the information from the unrelated parts from being transferred to the next
layer. In our initial analysis of the activations generated from CIFAR10, we observed
that the features on the spatial dimensions that correspond to the background are more
similar to a fixed background pattern. In the middle sections of the spatial dimensions,
activation vectors along the channels are more unpredictable. In addition, activations
produced from the OOD examples are commonly more similar to the background pat-
tern, which is a pattern frequently generated on the regions of the activation maps that

correspond to the background on the input image.

To verify the prototypes’ diversity, we explore each prototype’s contributions
in Chapter 4. Our observations show that the trained prototypes learn to represent
separate regions of feature maps. On the CIFARI10 dataset, a significant portion of
the prototypes were more similar to the regions close to the edges regarding cosine
similarity. However, another group of prototypes showed higher cosine similarities
around the center of the layer output. Also, the similarities to the center occurred only

in specific examples. Based on these observations, we hypothesize that the prototype
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approach can successfully learn the characteristics of the training dataset. The second
and final step of the method is OOD classifier training. This step is presented in the

next section.

3.3.2. OOD Classifier

The second stage of the method consists of feature calculation with prototypes
and OOD classification. In feature extraction, the distance between a prototype and
all vectors across the spatial dimensions of the feature map is calculated. Then, the
minimum cosine similarity and the maximum Euclidean distance are the features of a

prototype. Distances are calculated as

diz; = |Ipr — £ijl2 (3.13)

pk'fij >
So (pe.£i) = [P0 3.14
o (P fy) (||pk||z||fiju2 (3.14)

E
kij

where d;;. is the Euclidean distance and Sc (pi, fi;) is the cosine similarity, which
are calculated between the prototype vectors and the activations where ¢ = 1,--- | h,
j=1,--,w,and kK = 1,--- ,N,. Each activation map produces multiple distances
across the spatial dimensions. Then, the minimum of the cosine similarities and the
maximum of the Euclidean distances from the h-w spatial coordinates of N, are used as
the two features for a prototype. This results in an /V,,-h-w-2 dimensional feature vector
for each layer, which is used for classification. Features are generated independently

from each used layer and finally concatenated.

The next step is training the OOD classifier module, a fully connected 3-layer
neural network trained on a binary classification task. However, since the binary
classification is a supervised training, this step also requires OOD data. ID and OOD
samples are fed to the backbone to create the binary classification dataset, and the

distance features are calculated from the feature maps. Then the loss function is
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calculated as
XN
LBcE = N ;tn logt, + (1 —t,)log (1 — tn) (3.15)

which is the cross-entropy loss used for optimization, where N is the number of training
examples, t, is the ground truth, which is a binary label, and £, is the output of the

OOD classifier module for nth sample.

During the inference stage, the feature extraction operates in the same fashion.
However, the OOD classifier module’s OOD score prediction is compared to a threshold.
In practice, this threshold is selected based on the desired rate of false positives. In the
testing stage, scores from the ID and OOD datasets are compared using AUROC, which
measures the separation between ID and OOD scores. Compared to the backbone, the
proposed method is lightweight, and the computation cost depends on the number of

selected layers and used prototypes.
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4. EXPERIMENTS

4.1. Datasets

MNIST [49] and CIFAR10 [50] are among the most commonly used datasets in
adversarial robustness research. Therefore, this thesis also focused on these datasets
in the analysis and adversarial robustness stages. The MNIST dataset contains 60,000
training samples and 10,000 test samples, while the CIFAR10 dataset has 50,000 for
training and 10,000 for testing. The MNIST dataset contains digits from 10 classes,
while the CIFAR10 has 10 classes that are commonly known objects such as airplane,

bird, and cat.

An OOD detection system requires an ID dataset to train the backbone and the
OOD classifier. Besides our proposed method, some studies also use an OOD dataset
for training, such as Hendrycks et al. [13]. The required datasets for training mainly
consist of an ID training dataset and an external OOD. For the test, the test part of
the ID dataset, a set of ID datasets, and a set of OOD datasets are required. These

ID and OOD datasets are presented in the following sections.

4.1.1. OpenOOD Benchmark

In this thesis, all pre-trained models and datasets for OOD detection were ob-
tained from the OpenOOD benchmark. This benchmark was created by Yang et al. [46]
in 2022 to standardize the OOD detection evaluation. This benchmark was then up-
dated by Zhang et al. [47] to include several datasets that focused on OOD detection.
New datasets considered examples with a covariate shift as ID and the samples with
semantic shift as OOD. Yang et al. [48] have defined these two deviations from the
training set. By their definition, a covariate shift is a change in color, pose, or light-
ning, while a semantic shift is a change in meaning or class. In this fashion, Yang et

al. [3] introduced three new benchmarks using the ImageNet-1k as the ID dataset. The
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main difference between these benchmarks is that various augmentations are added to
test ID samples, enhancing the covariate shift on the ID samples. Also, they cleaned

the dataset so that the same class did not exist in both ID and OOD datasets.

4.1.2. OOD Detection ID Datasets

The ID datasets are CIFAR10 and CIFAR100 [50], which consist of 50,000 training
examples from 10 and 100 classes, respectively. CIFAR10 and CIFAR100 have mutually
exclusive classes. While they have classes in different granularities, examples of no
class in CIFARI10 exist in the CIFAR100. For example, on of the CIFARI10 classes
is horse, while CIFAR100 has many large herbivore classes similar to a horse, but
the horse is not in CIFAR100. This is an original feature of CIFAR10 and CIFAR100
datasets. ImageNet-1k [51] is the third ID dataset. Also, a subset version of ImageNet-
1k is created by Zhang et al. [47] to make quicker OOD experiments. The number of
classes was reduced to 200 from 1000 in this version named ImageNet-200. On the
OpenOOD benchmark, ImageNet-1k and ImageNet-200 have separate benchmarks:
the ID dataset. Another version of ImageNet is ImageNet-200-FS, which incorporates
several versions of ImageNet as the ID data. These datasets are Imagenet-V2 [52],
ImageNet-C [53] and ImageNet-R [54]. These OOD datasets were used to train the
backbone and the OOD classifier. However, we sampled 100,000 examples from the
ImageNet-200 to reduce the computational cost to train the OOD classifier.

4.1.3. OOD Detection Training Datasets

Our proposed method uses OOD datasets during the training of the OOD clas-
sifier module. In the OpenOOD benchmark, each benchmark has a set of ID datasets.
Also, an OOD dataset is selected to train the OOD classifier for each benchmark. This
dataset is not in the test set and is used only as a training OOD dataset, referred
to as an external OOD dataset. During our experiments, we used two external OOD

datasets created by Deng et al. [51], Tiny-ImageNet(resize) and ImageNet-1k.
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In the benchmarks that had CIFAR10 and CIFAR100 as the ID dataset, Tiny-
ImageNet(resize) was used as the external OOD dataset. However, the OpenOOD
benchmark defines a subset of the Tiny-ImageNet(resize) as the external dataset, which

consists of 29,850 samples from 596 categories.

Benchmark using ImageNet-200 as the ID dataset has a modified version of the
ImageNet-1k as the external OOD dataset. This version has 800 classes because it
excludes the classes from ImageNet-200. The modified ImageNet-1k was introduced
by Zhang et al. [47]. For training the OOD classifier in this benchmark, we sampled
100,000 examples from ImageNet-800 and used this as the OOD class. The ID class
consisted of 100,000 samples from ImageNet-200.

4.1.4. OOD Detection Test Datasets

On the OpenOOD benchmark, each ID dataset has a defined set of OOD datasets,
separated into two categories: Near-OOD and Far-OOD. Near-OOD datasets are sim-
ilar to the ID dataset and are more difficult to separate from the ID class. These
datasets exhibit small semantic shifts. For example, a Near-OOD dataset for CIFAR10
is the remaining classes of CIFAR100, which have different classes but similar charac-
teristics. However, Far-OOD datasets show significant semantic and covariate shifts.
For example, a Far-OOD dataset for CIFAR10 is Textures [55], which does not consist
of objects like CIFAR10 and is easier to separate than CIFAR100.

4.1.5. OOD Detection Validation Set

The validation datasets were provided by the OpenOOD benchmark [46,47]. The
CIFARI10 and CIFAR100 datasets have a validation set of 972 and 1,000 examples from
the TinylmageNet dataset [51]. For the ImageNet-200 benchmark, 1,000 examples from

the same dataset are defined as the validation set.
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4.1.6. Benchmark Setup

We used the pre-trained models in each benchmark, which had been trained on
the ID datasets. The ID dataset and an external OOD dataset were used to train the
OOD detection module in each benchmark, which was designated in the OpenOOD
benchmark. All other OOD datasets were used for testing. Also, during the training
of the prototype learning modules, only the ID dataset was used. However, the ID and

external OOD datasets were used to train the binary classification module.

In the CIFARI10 [50] benchmark, the ID dataset is the CIFAR10, while the exter-
nal OOD dataset is a subset of the TinylmageNet [51] dataset. The OOD datasets for
this benchmark are CIFAR100 [50], other classes of the TinylmageNet, MNIST [49],
SVHN [56], Textures [55] and Places365 [57].

The CIFAR100 benchmark datasets are the same as the CIFAR10 benchmark,
except that the CIFAR100 is the ID and CIFAR10 is the OOD dataset.

The ID dataset in the ImageNet-200 benchmark is the ImageNet-200 [51], while
the external OOD dataset is the other 800 classes from the ImageNet-1k dataset. The
OOD datasets are SSB-hard [58], NINCO [59], iNaturalist [60], Openlmage-O [61]

The ID dataset in the ImageNet-200 Full Spectrum (FS) benchmark are Imagenet-
V2 [52], ImageNet-C [53] and ImageNet-R [54], which are the covariate shifted versions
of the ImageNet-200. The OOD and external OOD datasets are the same as the
ImageNet-200 benchmark.

4.2. Models
In the Latent Space Analysis stage, we used two kinds of architectures. The

model for the MNIST dataset was a simple model with two conv layers and two fully-

connected layers. For the CIFAR10 dataset, we analyzed five different models from
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the adversarial robustness benchmark, RobustBench [62]. We picked five models with
varying robust and natural accuracies. However, all models had the WideResNet-28-10

architecture.

The adversarial Robustness stage used the same 4-layer model for the MNIST
dataset. The model used in CIFAR10 experiments was a ResNet-18 model [63]. All
experiments investigate the intermediate layer activations in the analysis stage and
regularize in the training stage. Standard versions of the models are trained on CI-
FAR10 and MNIST using a cross-entropy loss. The robust versions are subjected to

adversarial training on the same datasets using a TRADES loss [64].

In the OOD detection experiments, the ResNetl8 [63] model was used as the
backbone, and its pre-trained weights were obtained from OpenOOD benchmark [46,
47]. Each benchmark has its separate model, trained on CIFAR10, CIFAR100, and
ImageNet-200.

4.3. Latent Space Analysis

Our experiments analyzed the latent spaces of various models trained on several
datasets. In each analysis, we first sampled 100 examples from each class and kept
their latent activations. After that, we calculated the likelihood values of each example
on all layers and dimensions. In our analysis of the MNIST dataset, we also used
the robustness properties of examples. We divided the examples into clusters in the
likelihood space and observed that clusters closer to the decision boundary on more
dimensions showed a loss of robust accuracy. We observed that the likelihood values
mainly increased with robustness on both datasets. However, the results are sensitive
to the KDE value of the density estimation function. For this reason, we can also

implement a KDE bandwidth optimization algorithm in future work.
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4.4. Adversarial Robustness

This section presents the datasets, metrics, and experiment settings used in the

adversarial robustness stage of the thesis.

4.4.1. Experiment Settings

During each experiment, a standard model is first compared with its robust ver-
sion, which was subjected to adversarial training. The first experiment focuses on the
activation ranges, while the second investigates the relationship between the convolu-
tional layer weights. In the analysis stage, a property of the robust model is selected as
a possible cause behind the robustness. Then, the standard model is fine-tuned with a

loss function inspired by the property.

Afterward, the fine-tuned model is tested using adversarial attacks to measure
its adversarial robustness. During the testing phase, robust accuracy is measured by
calculating the accuracy when the input examples have perturbations. For adversarial
attacks, the TRADES [64] method is used. Also, the perturbations of adversarial
attacks are generally limited by various norms. The norm used in this thesis is the
L-inf norm. The maximum perturbation size is denoted by €. Our experiments used
an epsilon of 0.1 for MNIST and 3/255 for CIFAR10. However, the regular values used
for this problem are 0.3 for MNIST and 8/255 for CIFAR10.

4.4.2. Metrics

The two metrics measured in the adversarial robustness study are the natural
accuracy and the robust accuracy. Natural accuracy measures the regular accuracy of
the test set without any perturbation. Robust accuracy measures the accuracy at which
an adversarial attack modified each test sample. A robust accuracy of 0.5 indicates a

50% accuracy on examples with perturbations.
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4.4.3. Experiment Results

In both experiments, we enhanced the adversarial robustness in the MNIST
dataset. However, the improvements were measured only when the € values were lower
than the common benchmark standards. Also, improvements were insignificant in the

CIFARI10 dataset compared to the adversarial training.

Our adversarial robustness experiments achieved robustness improvements only
on lower epsilon settings. However, the second experiment produced a small robust-
ness enhancement on both datasets without any significant trade-off with the natural

accuracy. Still, adversarial training obtained far better results than our experiments.

4.4.3.1. Investigation of Perturbation Effects on Intermediate Layers. We also inves-

tigated how an adversarial example can cross the decision boundary despite slightly
moving towards the other classes in each dimension. We observed that in a standard
model, an example can be misclassified when it is shifted by a small amount across
many dimensions. In other words, the effect of each dimension on the final prediction
is additive. In contrast, a robust model’s weights are structured to prevent this addi-
tive effect. According to our observations, this additive effect is still present when the
intermediate layer activations are directly perturbed. However, the weights before that
layer prevent such perturbations. This is an interesting observation, but we could not
manage to induce this property through regularization without a decline in the natural

accuracy.

4.4.3.2. Investigation of Correlations Between Weights. Another property of the ro-

bust model was that two channels in two successive layers produced an activation
function that limited the feature space to a specific region, similar to a two-sided
ReLU. These two channels also interacted with other channels, producing similar ef-
fects that limited the output regions in other channels. However, when we tried to

reproduce this effect and directly introduce robustness using two-sided ReLLU func-
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tions, robustness did not increase, and the standard accuracy declined. Therefore,
the characteristics of proportional weights and channels working together restrict the

output space while preserving the standard accuracy.

In both methods, we successfully improved the adversarial robustness. However,
the improvements were only in a setting with a lower epsilon value than the values com-
monly used in benchmarks. Also, with each incremental enhancement, the versatility
of the adversarial robustness method decreased due to the increase in computational
cost and difficulty in optimizing. As a result of our experiments, we deduced that a
single low-level rule that explains the adversarial attacks did not exist. Rather than
a single rule, the flaws in the optimization process and the dataset produced many

low-level imperfections in different layers.

4.5. Out-of-Distribution Detection

This section presents the details of implementation, baseline methods, ablation

studies, results, and the datasets.

4.5.1. Baseline Studies

We selected three related studies from the OpenOOD benchmark for compari-
son. The first is Outlier Exposure (OE) [13]. This method incorporates OOD samples
into the training set and fine-tunes the backbone to produce low softmax scores for
OOD samples. Since every OOD detector requires a detection module, they employ
MSP [14] as the post-processor, which uses the maximum softmax score as the OOD
score. However, this method can be paired with any other detection module that does
not fine-tune the backbone. This method was selected because of its use of OOD data

in training.
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Table 4.1. Comparison of our proposed method with selected methods. We present
the results that are averaged over three separate runs. Near-OOD and Far-OOD are

the average metrics for their respective datasets.

Methods

ID Dataset OOD Dataset | OE [13] + MSP [14] k-NN [23] SHE [43] Prototype(Ours) 1D-Conv(Ours)

FPR95) | AUROCY | FPR95) | AUROCT | FPR95) | AUROCT | FPR95) | AUROCY | FPR95) | AUROCT
CIFAR100 | 36.71 90.54 37.64 89.73 81.00 80.31 | 33.46 | 91.64 | 3543 90.83

TinylmageNet | 2.97 | 99.11 | 3037 | 9156 78.30 82.76 14.93 96.61 17.23 96.01

Near-OOD 19.84 94.82 34.01 90.64 79.65 81.54 24.19 94.12 26.33 93.42
MNIST 24.67 90.22 20.05 94.26 42.22 90.43 2.81 99.37 3.68 99.01
CIFARI10
SVHN 1.25 99.60 22.60 92.67 62.74 86.38 4.31 98.98 5.75 98.52
Textures 12.07 97.58 24.06 93.16 84.60 81.57 12.14 97.52 13.15 97.41
Places365 14.53 96.58 30.38 91.77 76.36 82.89 15.45 96.58 16.39 96.43
Far-OOD 13.13 96.00 24.27 92.96 66.48 85.32 8.68 98.11 9.75 97.85
CIFAR10 61.26 76.70 72.80 77.02 60.41 78.15 73.84 71.93 91.07 57.43
TinyImageNet 0.21 99.89 49.65 83.34 57.74 79.74 41.92 88.53 54.97 85.24
Near-OOD 30.73 88.30 61.22 80.18 59.07 78.95 57.88 80.23 73.02 71.34
MNIST 53.31 80.68 48.58 82.36 58.78 76.76 18.89 95.07 5.04 98.86
CIFAR100
SVHN 51.84 84.37 51.75 84.15 59.15 80.97 34.60 89.31 20.46 93.08
Textures 55.83 82.18 53.56 83.66 73.29 73.64 63.02 83.97 85.65 81.52
Places365 58.30 78.39 60.70 79.43 65.24 76.30 51.77 84.79 67.90 88.29

Far-OOD 54.82 81.41 53.65 82.40 64.12 76.92 42.07 88.29 44.76 88.29
SSB-Hard 64.67 82.34 73.71 77.03 72.64 78.30 75.44 71.45 85.65 64.28
NINCO 39.93 87.35 46.64 86.10 60.96 82.07 64.31 76.74 77.89 70.84
Near-OOD 52.30 84.84 60.18 81.57 66.80 80.18 69.88 74.09 81.77 67.56
ImageNet200 iNaturalist 27.03 90.30 24.46 93.99 34.38 91.43 50.04 82.31 57.11 80.15
Textures 41.92 87.76 24.45 95.29 45.58 90.51 40.41 92.29 30.84 93.79
Openlmage-O | 33.56 89.01 32.90 90.19 46.54 87.49 63.45 79.12 73.91 74.34
Far-OOD 34.17 89.02 27.27 93.16 42.17 89.81 51.30 84.57 53.95 82.76
SSB-Hard 88.71 54.31 91.73 44.05 91.16 52.82 92.10 45.05 94.12 45.48

NINCO 77.80 58.85 81.23 54.51 86.49 56.64 87.47 50.86 90.20 52.15

Near-OOD 83.26 56.58 86.48 49.28 88.82 54.73 89.78 47.95 92.16 48.82

ImageNet200-FS iNaturalist 69.18 61.08 69.10 71.53 71.48 72.20 80.17 57.26 77.56 61.86
Textures 78.88 60.75 69.06 81.88 78.98 74.27 74.02 80.55 55.63 85.60

Openlmage-O | 73.85 60.57 74.43 62.12 79.50 64.95 87.17 55.90 88.07 57.23

Far-OOD 73.97 60.80 70.86 71.84 76.65 70.47 80.46 64.57 73.75 68.17

The second selected method is k-NN [23]. Using the penultimate layer activations,
k-NN calculates the distances to the k nearest ID samples and decides based on these
distances. We selected this method because of its distance-based approach and the

high metrics obtained on OpenOOD.

The third selected method is SHE, introduced by Zhang et al. [43]. Their method
trains a pattern for each class from the penultimate layer activations. This method
was selected because their pattern approach is analogous to our proposed prototype

approach.
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Figure 4.1. OOD detection performance comparison of various layers. It is shown
that the layers closer to the penultimate layer have the most significant contribution.
Solid lines indicate the performance of individual layers. Our method uses
convolutional layers from block 1,2,3 as well as the penultimate and logit layers. The

dashed lines indicate the results with the selected layers.
In addition, we proposed a simpler alternative to the prototype approach for com-

parison. This approach uses a 1D convolutional layer for distance calculation instead of
prototypes. The weights of the 1D conv layer are trained on the ID and OOD samples,
similar to the OOD classifier. In this approach, the output of the 1D convolutional
layer is fed to the OOD classifier instead of the prototype features. Our results show

that the prototype approach outperformed the convolutional layer approach, justifying

the complexity introduced by the prototype approach.

4.5.2. Experiment Settings
The benchmark process consists of training the proto-

4.5.2.1. Benchmark Process.
types on the ID dataset, training the OOD classifier on the ID and external OOD
datasets, and testing the test part of the ID and OOD datasets. OpenOOD bench-

mark defines an ID dataset, an external OOD dataset, and OOD datasets.
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4.5.2.2. Prototype Feature Generation. Prototype features are the minimum cosine

distances and the minimum euclidean distances from the prototype to the vectors in
the 3D feature maps. Each selected layer has a separate set of prototype vectors, and
the features of each layer are calculated separately. Then, the features from each layer

are concatenated before the OOD classification.

The individual contribution of each layer is measured by training an OOD clas-
sifier using only that specific layer. The results of this study are shown in Fig. 4.1.
Based on these results, deeper layers contribute more to the OOD detection perfor-
mance. However, two conv layers, that is, two layers before the penultimate, had the

most significant contribution.

4.5.2.3. Selected Layers. The ResNet architecture is used throughout our experiments.

This model has four main blocks that consist of two parts. Each part has two convo-
lutional layers. The ResNet model also includes a penultimate layer and another fully
connected (FC) layer. In our experiments, we used only the first convolutional layer of
the second part from various blocks. The logit layer and the AvgPool were also used,
which adds up to a maximum of six selected layers for each experiment. The selected
layer setup is also a hyperparameter and must be optimized on the validation set. The

selected layers for each experiment setup are:

e CIFARI1O0 is ID: Part 2 ReLU 2, Part 3 ReLLU 2, Part 4 ReLLU 2, Logit Layer

e CIFARI100 is ID: Part 2 ReLLU 2, Part 3 ReLU 2, Part 4 ReLLU 2, Avgpool, Logit
Layer

e ImageNet-200, ImageNet-200 FS is ID: Part 4 ReLU 2, Avgpool, Logit Layer

Also, training the prototypes on the earlier layers introduced a significant memory
cost. For this reason, we created a downsampling mechanism for the layers with large

spatial dimensions for resource optimization.
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4.5.2.4. OOD Classifier. The OOD classifier is a multi-layer perceptron (MLP) trained

on a binary classification task using binary cross-entropy loss. Before this training,
distance features are calculated from the ID and OOD datasets using the prototypes.
The two classes in this task are the ID and OOD, while by definition, the positive
class is the OOD samples. In the prototype approach, only the MLP is optimized
during backpropagation. However, in the 1D-Conv setting, the convolutional layer is

also trained.

4.5.2.5. Hyperparameters. Hyperparameters of the prototype learning module are the

number of learning rates, prototype count, training epochs, batch size, and the selected
layers. The OOD classifier module uses the number of hidden units, learning rate, batch
size, and epoch count. Also, the level of augmentations is a hyperparameter for both
modules, which significantly impacts the results. All hyperparameters are optimized
on the validation set. However, some extreme settings resulted in severe overfitting to
the validation set, such as adding a center cropping to all samples. In such cases, we

did not proceed with the optimal hyperparameters on the validation set.

4.5.2.6. Prototype Count. Additionally, each layer can have a different number of

prototypes. We previously discussed that the number of prototypes should be higher
than the number of categories. However, using many prototypes also causes overfitting,
according to our observations. Generally, the number of prototypes largely depends on

the dataset and must be optimized for each use case using the validation set.

4.5.2.7. Validation. Validation was conducted using the validation set for evaluation
instead of the test set. However, we did not use a hyperparameter optimization tech-
nique for systematic optimization. The final hyperparameters were selected based on

validations using manually selected values for hyperparameters.
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Figure 4.2. Relationship of OOD detection performance with the OOD dataset size.
Left figure is the AUROC metric and the right figure is the FPR95. We show that
the number of required examples before a plateau depends on the dataset’s

complexity. For example, CIFAR100 requires a larger OOD dataset than CIFAR10.

Our results showed that the hyperparameters with the most significant impact
were the augmentation level, the number of hidden units of the OOD classifier, and
the batch size. Training the prototypes for many epochs, such as 100, reduced OOD
detection performance, indicating a need for early stopping. Also, a high learning
rate in OOD classifier training caused overfitting. We used early stopping during the
training of the OOD classifier, which was generally activated between epochs 5-10.
Also, we observed significant overfitting during the training of the OOD classifier for
the ImageNet-200 dataset, which could be why our method is underperforming on this
dataset.

Table 4.2. Ablation Study Metrics
Near-OOD Far-OOD

FPR95 | AUROC | FPR95 | AUROC
Regular (Augmentation, Prototype Training, | CIFAR10 23.90 94.16 8.23 98.15
Separate Features for Spatial Dimensions) CIFAR100 | 58.25 80.59 41.81 88.52
CIFARI0 | 21.65 | 94.94 10.04 97.73
CIFAR100 | 55.72 | 81.20 50.54 84.66

Method ID Dataset

No Augmentations

No Prototype CIFARIO | 23.82 94.20 9.94 97.86
Training CIFAR100 | 57.73 80.10 43.29 88.52
Spatial Averaging CIFAR10 | 24.81 93.80 9.94 97.81

(Avg. and Max Pooled Similarities) CIFAR100 | 60.11 79.66 48.07 86.12
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4.5.2.8. Augmentations. Our experiments demonstrate that two augmentations can

effectively enhance the metrics on the CIFAR100 test set: scaling and center crop.
Interestingly, applying the augmentations to all datasets reduced the overall perfor-
mance. We observed that using these augmentations on the OOD samples during the
training phase improved the outcome. Augmentations were not used during the testing
stage because they would introduce a bias to our results and invalidate them. This

would also make our results incompatible with the OpenOOD benchmark.

We also tested other augmentations such as rotation, skew, color, and perspective

distortion. However, these augmentations did not provide any improvements.

4.5.2.9. Computational Cost. The proposed method has a computational cost largely

depends on the number of selected layers and the prototype count. However, the
method is lightweight during inference, adding close to 1 ms for each layer to the
response time. However, the training stage can have large memory requirements if very
early layers are selected. In order to alleviate this issue, we introduced downscaling to
each layer so that each activation layer is downsampled to make their spatial dimensions

less than a defined value.

4.5.2.10. Prototype Contributions. In the analysis stage of the OOD detection exper-

iments, we investigated the similarity characteristics of the prototypes to the training
dataset to examine the information that they had learned. The most significant ob-
servation was that some prototypes exhibited higher cosine similarities to the feature
vectors around the edges of the feature maps. These prototypes also showed higher
similarities to the OOD samples. Therefore, we hypothesize that these prototypes
learned features related to the background. Another set of prototypes showed higher
similarities to the center but towards a smaller set of examples. This behavior indicates
that this set of prototypes learned to represent class-related features. For this reason,
the required number of prototypes can be less than the number of classes because

background-learning prototypes can be used to recognize easier OOD samples.
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5. CONCLUSION

This thesis explored how intermediate layer activations of DNNs could provide
insight to enhance the adversarial robustness and OOD detection performance of DNNs;
then proposed a novel OOD detection method that is on par with the state-of-the-art

methods on some datasets.

This thesis consisted of three stages. In the first stage, we explored the latent

space of DNNs and proposed a latent space exploration framework.

In the next stage, we further explored the intermediate layer activations from
an adversarial robustness perspective and conducted several experiments to improve
the adversarial robustness of DNNs. Also, this thesis presents various properties that
adversarial training induces, such as the alignment between data clusters, activation

distributions, perturbation filtering, and correlations between weights.

In the OOD detection stage, we first investigated how OOD data differ from
ID in the latent space. Inspired by that, we proposed our novel method, prototype
similarity. The detection performance of our proposed method is on par with the state-
of-the-art methods on several datasets. Also, in the current state of the OOD detection
research, no high-ranking method on the OpenOOD benchmark uses intermediate layer
activations. This thesis highlights that the intermediate layer activations can enhance

the OOD detection performance.

Enhancing the detection performance in datasets with larger image sizes is essen-
tial in further research, such as ImageNet. Also, in our adversarial robustness exper-
iments, we adopted a bottom-up approach that directly aims to induce the observed
property. For example, the cluster alignment experiment directly shifted clusters. This
approach made the optimization process considerably more challenging. In future work,

we could design experiments that interact with the model through more general objec-
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tives. Also, the exploration tool proposed in the first stage can be used in other tasks,

such as data visualization.
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