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ABSTRACT

TRANSFORMER-BASED DEEPFAKE DETECTION
METHODS

Deepfakes are synthetic media products generated by editing or swapping identi-
ties in videos or audio using artificial intelligence. Over the past few years, significant
progress in deep learning has led to the development of advanced techniques to cre-
ate deepfake images and videos. Although deepfake technology has legitimate uses in
entertainment and education, it can be hazardous when misused. These tools, readily
available to anyone, have the potential to manipulate societies, fuel hatred and hostility,
violate privacy, and falsely accuse individuals or organizations of crimes. The inability
of human perception to differentiate between real and fake content has spurred research
into more sophisticated deepfake detection methods. Vision transformers have been in-
creasingly used by state-of-the-art models for deepfake detection in recent studies. We
propose a novel deepfake detection model, the Combinational Cross-Attention Vision
Transformer (CCAViT), which integrates convolutional neural networks with Vision
Transformers. CCAVIiT also utilizes the power of the cross-attention mechanism with
combinational connections of visual transformers. This thesis aims to set a new bench-
mark in deepfake detection, offering robust performance against a wide range of ma-
nipulation techniques, leveraging the complementary strengths of convolutional neural
networks and visual transformers. We developed an improved face detection technique
for use in the data preprocessing stage. The challenges related to various stages of the
deepfake detection process are explored to ensure more streamlined workflows. This
thesis also provides guidance at every step in the implementation of deepfake detection

methods, highlighting key focus areas to enhance detection performance.



OZET

GORU DONUSTURUCU TEMELLI DERIN SAHTE
TESPITI YONTEMLERI

Derin sahte, video veya seslerdeki kimliklerin yapay zeka ile degistirilmesiyle
tiretilen sentetik medya iiriinleridir. Son yillarda derin 6grenmedeki énemli ilerlemeler,
derin sahte goriintii ve videolar tiretmek igin ileri tekniklerin gelistirilmesini saglamigtir.
Derin sahte teknolojisinin eglence ve egitim gibi yasal kullanim alanlari olsa da, kotiiye
kullanimi ciddi riskler tagir. Bu araclar, toplumlar: manipiile etme, nefret ve diigmanlik
kortikleme, mahremiyeti ihlal etme ve bireyleri veya kurumlar: asilsiz suclama potan-
siyeline sahiptir. Insanlarm gercek ve sahte icerik arasindaki fark: algilayamamasi, daha
gelismis derin sahte tespit yontemlerine yonelik arastirmalar: tesvik etmistir. Gori
dontigtiiriiciiler, son galigmalarda ileri diizey modeller tarafindan derin sahte tespiti
i¢in giderek daha fazla kullanilmaktadir. Bu ¢aligmada, evrigimsel sinir aglariyla gorii
donitigtiiriiciileri entegre eden Kombinasyonlu Capraz Dikkat Gorii Doniigtiiriiciileri
(CCAVIT) adh yeni 6zgiin bir derin sahte tespit modeli 6neriyoruz. CCAViT, ¢apraz
dikkat mekanizmalariyla gorii doniigtiiriiciilerin kombinasyonel baglantilarindan yarar-
lanir. Bu tez, evrigimsel sinir aglari ile gorii dontistiiriiciilerin tamamlayici ve giiclii
yonlerinden yararlanarak, genig bir yelpazedeki manipiilasyon tekniklerine karsi etkili
oncii bir derin sahte tespit yontemi sunmay1 amaglar. Ayrica, veri 6n igleme agamasinda
daha verimli bir yiiz tespit stratejisi Oneriyoruz. Derin sahte tespitin her asamasindaki
zorluklar ele alinarak daha diizenli bir ig akisi hedeflenmigtir. Yaklagimimiz, tespit
siirecinin her adiminda uygulamali rehberlik saglayarak sonuglari iyilegtirmek i¢in odak-

lanilmasi gereken anahtar alanlar1 vurgular.
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1. INTRODUCTION

The rise of computational power and the abundance of digital information avail-
able online have contributed significantly to the evolution of new advanced artificial
intelligence technologies. In recent times, innovative approaches in deep learning have
made it possible to create deepfake images and videos with remarkable precision. This
process involves removing a face from one image and replacing it with a face from
another while carefully replicating the original expressions, gestures, and movements.
In Figure 1.1, two faces in the images are swapped using face swapping methods. To
increase realism, the target individual’s voice can also be synthesized to match the
source audio. Since videos are composed of image frames and audio, stacking and
blending frames through deepfake generation techniques can produce hyper-realistic

media outputs.

Source Image Target Image Fake Image

Figure 1.1. Example of deepfake generation using face swapping.

The difficulty humans face in discerning authentic content from manipulated
media has led to extensive studies on detecting deepfake imagery. Although this tech-
nology serves legitimate purposes in areas such as education and entertainment, its
misuse has serious consequences. Easily accessible tools can distort reality, provoke so-
cial discord, breach privacy, and falsely accuse people or organizations of wrongdoing.
Therefore, improving methods for identifying deepfake content is essential. The spread

of these deepfakes can also be curbed before reaching a wider audience.



If proper legal frameworks and preventative measures effectively minimize the
misuse of deepfake technology, its beneficial applications could be utilized more freely,
publicly, and even at no cost in certain fields. For instance, in filmmaking, deepfake
technology enables the recreation of historical figures with stunning realism, making it
appear as though the individuals themselves are performing. Similarly, in the gaming
industry and digital art, it streamlines the development of diverse virtual characters

and visual assets, significantly reducing costs and increasing production speed.

Deepfake detection models demonstrate outstanding performance when tested
on familiar datasets containing deepfake images and videos. However, to ensure that
these models are reliable and versatile, they must also exhibit strong predictive ac-
curacy when confronted with previously unseen data. Key metrics for evaluating the
effectiveness of such models include their performance in both intra-dataset and cross-
dataset scenarios, their robustness against inputs with varying image resolutions, and

the complexity of the model as measured by the number of parameters it utilizes.

A Reddit user with the alias ”deepfakes” shared videos in 2017 that utilized face-
swapping technology to superimpose celebrities’ faces onto explicit content. This event
marked the introduction and popularization of the term ”deepfake”. Shortly after,
in 2018, FakeApp [1], one of the earliest and most widely used tools for generating
deepfake videos, became available as open-source software on GitHub. This application
leverages Generative Adversarial Networks (GANs) to enable users to exchange faces
within video footage. The combination of Reddit’s deepfake-related content and the
accessibility of tools like FakeApp has intensified concerns surrounding privacy and

security in the context of deepfakes.

Artificial intelligence is increasingly playing an important role in professions such
as software engineering, retail operations, and healthcare analytics. Although this
advancement improves the efficiency of existing industries, it also poses the risk of

unemployment for many.



As with every major technological breakthrough, humanity is expected to adapt
by turning this transformation into an opportunity, paving the way for new professions
and reducing its potential drawbacks. For instance, software engineers who are profi-
cient in Artificial Intelligence (AI) are now in higher demand, and a new profession,
known as ”prompt engineering”, has already emerged, focusing on effectively utilizing

AT tools.

Beyond the sector-specific risks posed by artificial intelligence, deep learning tech-
nologies such as deepfake can influence human perception, leading to issues such as
fraud or defamation. Furthermore, conversational AI models can hinder social interac-
tion by encouraging individuals to spend excessive time in virtual environments with
artificial companions, potentially weakening their sense of reality and social skills. The
psychological and sociological impacts of such applications must be thoroughly ana-
lyzed and necessary precautions should be implemented by authorities. Social security
organizations and regulatory bodies have begun to take a more active role in addressing

these challenges by introducing various legal frameworks and regulations.

In recent days, a new multimodal AI model is introduced named Grok [2]. With
Grok, deepfakes can be created quickly and for free, delivering highly effective results.
It has demonstrated success in challenging tasks such as converting readable text to
images, transforming images into videos, and generating visuals from text. However,
predicting the usage and impact of such rapidly advancing and publicly accessible

technologies remains highly challenging.

For example, shortly after its beta release, a new visual generator of Grok, Au-
rora, known for producing highly realistic deepfakes, was discontinued and replaced by
another visual generator. During its brief availability, numerous malicious deepfakes
with high realism were widely shared. This scenario illustrates how fast technology
is advancing, often outpacing humanity’s ability to predict its consequences. Despite
extensive analyses on the implications of these innovations, practical implementations

remain scarce, underscoring the difficulty of anticipating real-world outcomes.



New technologies must undergo a thorough examination for potential misuse sce-
narios even before their release, enabling the implementation of more proactive mea-
sures. This highlights the need to educate people about deepfakes and equip them
to critically evaluate the authenticity of the content they encounter. Individuals and
governments have significant roles to play in addressing these challenges. Furthermore,
collaboration with experts in fields such as security and social psychology is essential
to develop effective strategies and protect society from the potential harms of these

advances.

This thesis provides a comparative analysis of recent successful methods using
various criteria. We aim to establish a foundation for future investigations by cen-
tering our research on studies from the past three years. Our experiments primarily
evaluate the effectiveness of Vision Transformers (ViTs) [3] in this domain. Moreover,
we implement and analyze the performance of the Convolutional Cross ViT (CCViT)
model [4], which incorporates Vision Transformers for deepfake detection. As part
of this work, we also introduce a new deepfake detection model, the Combinational

Cross-Attention ViT (CCAViT).

The structure of this thesis is organized as follows. Section 2 provides a review
of the literature on deepfake detection, covering key perspectives and classification ap-
proaches from prominent survey studies. This section classifies models based on their
modality and, in its subsections, delves into recent state-of-the-art deepfake detection
models, emphasizing their similarities and differences. The interrelations and depen-
dencies among various detection methods are thoroughly explored to provide a cohesive
understanding of their advantages and limitations. Section 2 also includes an intro-
duction of the deepfake detection datasets that are used in our experiments. Section 3
details the architecture and implementation specifics of our proposed CCAViT model.
Section 4 is divided into parts. We first present and analyze the performance results of
the models discussed in the thesis. Then, there are the implementation details of the
framework for the deepfake detection model. Benchmark datasets such as FF-++ [5],
DFDC [6], DFD [7], and CelebDF (CDF) [8] are used in our evaluations.



We also propose novel data preprocessing techniques. Optimal practices are in-
vestigated including the appropriate number of frames for training and testing. Fur-
thermore, the performance of CCAViT is assessed under various conditions. Images are
provided to enhance the visual understanding of the model’s test results. The perfor-
mance of the model was assessed using various performance metrics, such as accuracy
and F1 score. To achieve optimal performance from the CCAViT, experiments were
conducted for hyperparameter tuning. During fine-tuning of the hyperparameters, re-
sults are analyzed in a comparative manner to evaluate how each hyperparameter has
influence on the model’s effectiveness. The thesis concludes with Section 5, summariz-

ing the findings and implications.



2. LITERATURE SURVEY

Survey-based studies on deepfake detection often classify detection methods us-
ing various criteria. For example, a notable comprehensive survey [9] on the deep-
fake organizes deepfake detection techniques into four primary categories: machine
learning-based methods, deep learning-based methods, statistical measurement-based
methods, and blockchain-based methods. As this study seeks to dig deeper into the
most advanced and effective approaches, the focus is placed on deep learning-based
methods, which have demonstrated superior performance compared to others. In gen-
eral, deepfake detection techniques can also be categorized based on whether they rely
on predefined features. Early detection models typically involve extracting predefined
high-level features from images, followed by predictions made using machine learning
methods such as Support Vector Machine (SVM), Long Short-Term Memory (LSTM)
and Convolutional Neural Network (CNN).

In this thesis, we discuss the methods and techniques used in deepfake detec-
tion, in order to understand their mechanisms, evaluate their effectiveness, and explore
their broader implications. To gain a better understanding of how these methods
work and why they are so significant, it is essential to first explore deepfake genera-
tion techniques. We have categorized deepfake generation methods into three primary

approaches: Facial Image Generation, Face Swapping, and Face Reenactment.

2.1. Deepfake Generation Methods

The first method, commonly referred to as ”Face Synthesis” or ”Facial Image
Generation”, involves generating facial images of identities that do not exist. In this
approach, models are designed to produce distinct outputs corresponding to different
random noise inputs. These models essentially learn the distribution of facial features
and characteristics within their parameters, enabling them to generate realistic faces

by modeling the underlying distribution of facial structures.



In the facial image generation process, larger and more diverse deep learning mod-
els capable of capturing complex distributions deliver significantly better performance
in generating detailed and realistic faces. Among the methods used for face generation,

Generative Adversarial Networks (GANs) [10] are the most prominent.

GANSs introduce a dynamic learning process, unlike traditional neural networks,
which rely primarily on labeled data and achieve their best performance when fitting
training and validation sets. Proposed by Ian Goodfellow et al., GANs consist of
two competing neural networks: the generator and the discriminator. The generator
produces increasingly realistic images by iteratively refining its outputs based on the
feedback from the discriminator. Meanwhile, the discriminator classifies images as real

or fake and improves its ability to distinguish between the two.

This adversarial process ensures that both networks improve over time. The
generator becomes more skilled at creating convincing images, while the discriminator
refines its ability to identify fakes. Eventually, the system reaches equilibrium, where
the generator produces highly realistic images and the discriminator achieves balanced
performance. This framework has established GANs as a leading method for the facial

image generation approach.

In recent years, as GANs have demonstrated high performance, their range of
applications has expanded significantly. For example, the CycleGAN [11] model enables
domain translation, allowing tasks such as aging young individuals in photos or altering

a summer photograph to appear as if it was taken in a different season.

GANSs have also become widely used in the deepfake field, proving to be highly
promising by generating hyper-realistic media content that does not exist in reality.
In the context of face generation for deepfakes, notable examples of GANs include
StyleGAN [12] and StarGAN [13], both of which are commonly used to create highly

realistic facial images.



Another face generation tool that does not require a prior image, source, or target
image is the autoencoder. Autoencoders function as deep feature extractors. In the
encoder phase, they compress the input data, capturing the essential features that
make up the image. In the decoder phase, the model learns to reconstruct the original
image with minimal difference between the generated output and the original input.
This process relies on a loss function based on the similarity between the original and

the reconstructed image.

Once trained, the encoder and decoder enable the decoder to generate new face
images directly from latent space features. By providing random feature inputs to the
decoder, it can produce entirely new images. Variational Autoencoders (VAEs) enhance
this process by incorporating mean and variance calculations during encoding and
decoding. This addition allows VAE to better capture the distribution of human faces,
resulting in more realistic output. However, in recent years, the use of autoencoders
and VAEs for deepfake generation has decreased significantly compared to GAN-based

models, which have become the dominant approach in this field.

Moreover, instead of relying on a single approach, modern datasets increasingly
feature deepfakes where face swapping and face reenactment techniques are applied
together on the same image. This trend highlights the evolving complexity of deep-
fake generation, posing greater challenges for detection models to accurately identify

manipulated content.

Face swapping can be defined as the process of exchanging facial regions between
two different images. However, in the context of deepfake technology, face-swapping
involves extracting the facial region from a source image and integrating it into a
target image while preserving the background and non-facial parts of the target. This
operation generates a new fake image or video. Face-swapping often overlaps with
face reenactment, as it frequently retains the facial expressions of the target image,

effectively reshaping the source face to match the target’s structure.



Traditional methods used for face-swapping include Poisson image editing, his-
togram matching, and shape-based warping. Poisson image editing is based on the
gradient matching between the source and target images. By solving the Poisson equa-
tion for gradients, it ensures consistency in local texture, lighting, color, and intensity,

allowing for seamless integration of facial regions.

Histogram matching, on the contrary, operates at the pixel level rather than focus-
ing on gradients. It aligns the distributions of pixel attributes, such as color, between
the source and target images to achieve visual consistency. Shape-based warping, as
its name suggests, concentrates on geometric transformations. This method uses facial
landmarks to adjust the shape of facial features in the source image, ensuring alignment

with those in the target image.

In addition to these traditional methods, GAN-based techniques are increasingly
employed in face-swapping tasks. While GANs are well-known for facial image genera-
tion, they have also become widely adopted for creating highly realistic face-swapping
applications due to their ability to model complex facial structures and attributes ef-

fectively.

Most of the benchmark datasets used by detection models consist mainly of con-
tent generated through face-swapping and face-reenactment methods. Recently intro-
duced datasets have started to include a growing number of samples created using
GAN-based techniques, reflecting advances in deepfake generation methods. High-
quality face swapping can be achieved using CycleGAN. Furthermore, the FaceShifter
sub-dataset in the FF++ dataset, which we utilized in our experiments, consists of
data generated through face swapping using GANs. This underscores the significant
role of GANs not only in facial image generation but also in face-swapping applications,

contributing to the creation of highly realistic deepfake content.

Autoencoder-based approaches are widely used in face-swapping tasks. Typically,

two separate encoder-decoder pairs are trained independently for source and target im-
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ages. Once trained, the source and target images are passed through their respective
encoders to obtain latent features. These features are then fed into each other’s de-
coders, resulting in face-swapped outputs. In addition, there are models that utilize a
single shared encoder during training, paired with two separate decoders for source and
target images. In these variants, face swapping is achieved during the testing phase by
exchanging the decoders, allowing the latent features from the shared encoder to be
decoded into swapped outputs. The FaceSwapping sub-dataset of the FF++ dataset,
which we utilized in our experiments, serves as an example of videos generated using

this method.

2.2. Deepfake Detection Methods

Analyzing video frames involves capturing high-level visual and behavioral pat-
terns to understand semantic information. Deep learning algorithms often face chal-
lenges in accurately modeling semantic features such as natural facial expressions,
blinking, and head pose. Since many generative models operate frame-by-frame ba-
sis, the deepfake faces they produce frequently exhibit unnatural features, such as
consistently open eyes. Moreover, these models typically do not capture temporal de-
pendencies between consecutive frames. In [14], an effective technique for identifying
fake videos was introduced by examining the absence or irregularities in eye-blinking
patterns within Al-generated faces. This method employed a CNN architecture to de-
termine whether the eyes were open or closed, while an LSTM utilized temporal data
for predictions. Similarly, [15] focused on analyzing the speed of eye movements and
coordination between both eyes by examining pupil positions and eye geometry, using
these features for detection through an SVM classifier. In another study, Haliassos et
al. [16] explored inconsistencies in the speech process to identify deepfakes. A differ-
ent approach, proposed in [17], detects irregularities in three-dimensional head poses
in the images. This technique utilizes a multilayer convolutional network to extract
features, which are then embedded and processed by a temporal convolutional network

for prediction.
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Deepfake detection has also been approached with models that rely on large-scale
standalone Deep Neural Networks (DNNs), bypassing the need for a separate feature
extractor [18]. MesoNet, for instance, consists of sequential convolutional, batch nor-
malization, and pooling layers, followed by a dense network. All components in the
MesoNet are trained end-to-end. On the other hand, methods such as Scale Invariant
Feature Transform (SIFT) [19] utilize deep neural networks as feature extractors to
capture more intricate patterns from deeper layers of DNN. Similarly, [20] employs
only CNNs, such as XceptionNet and MobileNet, for deepfake detection tasks. An-
other innovative approach is demonstrated by [21], where capsule networks address the

positional sensitivity issues of CNNs by representing spatial features through vectors.

We propose a novel classification framework that emphasizes the shared character-
istics of state-of-the-art methods in the literature review section. This approach aligns
with our objective to analyze the similarities and differences between these advanced
techniques. Deepfakes are classified into five dimensions based on the model’s modality:
spatial, temporal, frequency, audio, and multimodal. In this section, a modality-based
classification is adopted to provide a coherent and systematic framework for examining

detection methods from a historical perspective.

Deepfake detection methods, such as those in [15], [17, 18], [21], focus exclu-
sively on spatial features, operating within a single modality framework. In contrast,
approaches such as [14], [16] integrate spatial data with temporal dynamics to im-
prove detection performance. Temporal models typically leverage spatial character-
istics alongside temporal patterns through combined design strategies. Depending on
their use of temporal information, deepfake generation and detection techniques can be
categorized as frame-based or video-based. The high realism achieved by frame-based
generation models in the spatial domain has motivated detection methods to place
more emphasis on temporal features. Furthermore, low-resolution images and videos
often lack sufficient visual detail for reliable spatial analysis. Another limitation arises
when detectors, trained on deepfakes generated by specific methods, overfit unique

spatial artifacts, hindering their ability to generalize across diverse datasets.
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Temporal models, such as Recurrent Neural Networks (RNNs), are designed to
process sequential data effectively. Among these, Long Short-Term Memory (LSTM)
networks stand out for their ability to capture long-term dependencies, facilitated by
an architecture that addresses the problem of vanishing gradients. In the context
of deepfake detection, LSTM is commonly paired with a convolutional neural network
(CNN) as feature extractors, forming a convolutional LSTM. For example, [22] achieved
strong results using convolutional LSTM for videos at least two seconds long. Similarly,
[23] demonstrated that models that employ three-dimensional convolutions are more
effective in identifying motion-related anomalies due to their ability to analyze spatio-
temporal data. Another notable approach, proposed by Cairong Zhao et al., is the
Interpretable Spatial-Temporal Video Transformer (ISTVT) [24]. This architecture
incorporates self-attention and a self-subtraction mechanism, enabling the visualization
of temporal and spatial heatmaps while addressing the interpretability issues associated

with large-scale models such as vision transformers.

An early example of a deepfake detection method leveraging frequency domain
features is presented in [25], where the Discrete Cosine Transform (DCT) is preferred
over the more commonly used Fast Fourier Transform (FFT) for frequency transfor-
mation. In [26], the proposed model incorporates a residual-guided spatial attention
module and a high-frequency noise extraction module to address overfitting issues in
spatial models caused by method-specific artifacts. Instead of focusing on artifacts
unique to specific fake face generation techniques, this approach targets inconsistencies
arising from face-blending operations such as color correction and blending, thereby
improving generalization. Similarly, the model in [27] integrates a transformer architec-
ture with two innovative modules utilizing information from the spatial and frequency
domains. This design includes a Central Difference Attention (CDA) module that
outperforms traditional approaches relying on DCT and FFT by identifying subtle
fine-grained forgery artifacts. Additionally, the architecture employs a high-pass filter
module to capture high-frequency details, further enhancing its capacity to generalize

effectively across diverse datasets.
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In [28], recent surveys on deepfake detection are reviewed, with particular crit-
icism directed at their insufficient focus on the audio modality of deepfakes. The
approach introduced in [29] addresses this gap by utilizing two independent detectors:
one for the detection of audio spoof and the other for the analysis of video image. The
performance of these detectors is assessed separately. However, a key limitation of this
method is the lack of a unified decision-making mechanism that integrates information
from multiple modalities when identifying deepfakes. To overcome this, [30] presents a
synchronized joint audiovisual detection model, which effectively combines data from
both modalities. Their findings reveal that this integrated approach surpasses separate
stream models, where decisions are derived from independently computed probability

outputs of modality-specific detectors.

The model proposed in [31] represents a multimodal approach by integrating spa-
tial and temporal feature mapping within the frequency domain. The model identifies
temporal inconsistencies in deepfake videos by detecting deviations from the expected
random distribution in high- and low-frequency components. Similarly, [32] focuses on
exposing artifacts at different levels, including low, medium, and high, that arise dur-
ing image processing. Low-level features are extracted using steganalysis techniques
that leverage abnormal statistical patterns in pixel distributions within the frequency
domain. In contrast, middle- and high-level features are derived through a spatial-
temporal network combining CNNs and LSTMs. Sliced Spatio-Temporal Network
(SSTNet), the resulting architecture, operates in the spatial, temporal, and frequency

domains, offering a comprehensive approach to deepfake detection.

This study explores various approaches across multiple modalities, emphasizing
the benefits of ensemble techniques in deepfake detection. Combining multiple detec-
tion methods enhances prediction accuracy while promoting better generalization by
leveraging the diversity of integrated techniques. EfficientNet [33], a widely recognized
architecture for visual tasks, offers outstanding accuracy and efficiency in image recog-
nition and classification. For example, [34] achieved impressive results by integrating

a standard EfficientNet-B4 model with another EfficientNet-B4 model enhanced by an
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attention mechanism. This attention mechanism improves detection performance by
directing focus toward the most relevant areas of the input image. Another notable
approach, DeepfakeStack [35], employs an ensemble of basic deep learning models us-
ing a greedy pairwise pretraining strategy. This method capitalizes on the strengths
of individual models, enhancing overall performance and surpassing the capabilities of

the standalone base models.

The evolution of deepfake detection has moved beyond simple visual methods
to advanced deep learning approaches incorporating temporal dynamics, multimodal
inputs, and GAN-based strategies. With deepfake generation techniques becoming
increasingly complex, it is essential for detection models to remain robust against

emerging manipulations and maintain their ability to generalize across various datasets.

In the following sections, we analyze 13 studies selected for their notable success.
The analysis groups these methods based on shared attributes and evaluates them

under three overarching themes.

2.2.1. Identity-Based Approaches

Overfitting to patterns such as background details and identity-related features
is a common issue in deepfake detection models. Identity leakage, a phenomenon in
which a synthetic face retains identity traits from both the source and target images,
exacerbates this problem. To mitigate identity leakage, researchers have introduced
several strategies. Studies have highlighted that this leakage significantly reduces the

generalizability of deep neural network models across diverse datasets.

Deepfake detection can be enhanced using the FST Matching (the matching fake,
source, target images) approach [36], which enables models to differentiate the identity
features of source and target images from fabricated attributes. Expanding on this
idea, the Uncovering Common Features for Generalizable Deepfake Detection (UCF)

method [37] goes further by incorporating method-specific features alongside the feature
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space defined in FST Matching. Since datasets often represent a narrow range of
deepfake generation techniques, models risk overfitting to textures unique to those
methods. UCF demonstrates superior generalization capabilities across varied datasets
and deepfake face generation approaches by utilizing fake attributes extracted from

both content-based and method-specific features.

The Implicit Identity Driven (IID) framework introduced by Baojin Huang et
al. [38] improve detection performance by utilizing face identity information, rather
than isolating it from fake attributes in deepfakes with face swapping. The framework
involves extracting feature vectors from the source and target images separately and
calculating the distance between these vectors. After training on the FF++ dataset
and evaluating on the DFDC dataset, their approach achieved the highest score in
Table 2.1, with an Area Under Curve (AUC) of %81.23. Despite its effectiveness, the
method’s dependency on identity information requires datasets to be labeled according

to identity features, which introduces additional constraints.

Shichao Dong et al. [39] designed a deepfake detection model that operates in-
dependently of identity awareness to address the issue of implicit identity leakage.
Their approach features an Artifact Detection Module (ADM) that focuses on local-
ized distortion areas within images. This ensures that the model does not learn general
features, such as identity information. ADM shares conceptual similarities with models
that use vision transformers by segmenting images into distinct regions and incorpo-

rating positional data.

Biases related to gender and race present a risk for models, as does their tendency
to overfit identity information. Although fair loss functions can reduce bias within a
specific domain, they generally do not enhance performance across different domains.
Preserving Fairness in Deepfake Detection (PFGDFD) [40] method addresses this chal-
lenge by combining disentanglement learning with fair learning modules, achieving no-
table improvements in both generalization and fairness. This approach demonstrates

exceptional performance on datasets previously unseen by the model.
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Table 2.1. Performance of the methods trained on FF++ in terms of AUC(%).

Model Year | Backbone FF++ | DFD | DFDC | CDF
FST-Matching [36] | 2022 | EfficientNet-B4 | 99.92 - - 89.39
DFDT [41] 2022 | ViT 99.94 - 76.10 | 88.30
HCIL [42] 2022 | ResNet-50 99.01 - 69.21 | 79.00
UCF [37] 2023 | Xception 99.60 | 94.50 | 80.50 | 82.40
11D [38] 2023 | ResNet18 99.32 | 93.92 | 81.23 | 83.80
ADM [39] 2023 | EfficientNet-B3 | 99.76 - 73.85 | 93.88
TALL-Swin [43] 2023 | Swin-B 99.87 - 76.78 1 90.79
SFDG [44] 2023 | EfficientNet-B4 | 99.53 | 88.00 | 73.64 | 75.83
QAD-E [45] 2023 | EfficientNet-B1 | 98.47 - - -

PFGDFD [40] 2024 | Xception 98.28 | 84.82 | 61.47 | 74.42
LSDA [46] 2024 | EfficientNet-B4 - 88.00 | 73.60 | 83.00
StyleDFD [47] 2024 | ResNet-50 98.40 | 96.10 - 89.00
CCVIT [4] 2024 | EfficientNet-BO | 99.28 | 93.50 | 63.10 | 79.90
CCAVIT (Ours) 2025 | EfficientNet-BO | 99.58 | 93.80 | 64.30 | 82.00

As an improved version of Identity Consistency Transformer (ICT), Identity Con-
sistency Transformer with Regerence (ICT-Ref) [48], has a transformer-based architec-
ture with an identity-based approach. ICT-Ref, categorized as a method utilizing
identity information and vision transformers, operates exclusively with original videos
due to its reliance on generating fake images during training. Since no training exper-
iments are reported on the FF++, ICT is not included in Table 2.1. However, when
evaluated in the FF4++ dataset after training in original videos outside of FF++ it
achieved an impressive AUC score of %98.56. A key limitation of this approach lies in
its focus on deepfake face images and videos specifically created through face-swapping
techniques. Deepfakes generated by ICT using original datasets may struggle to suc-
ceed with newly developed or future generation methods, as ICT currently produces

fake content through a limited set of predefined approaches within its framework.
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2.2.2. Vision Transformer-Based Approaches

The remarkable success of vision transformers in deep learning applications has
motivated their adoption in the domain of deepfake face detection. Facebook’s Deit
[49] demonstrated the potential to integrate vision transformers with the distillation
method. Based on this concept, a study focused on deepfake video detection [50]
achieved an impressive AUC score of %97.8 in the DFDC dataset. However, a signif-
icant drawback of models that employ the distillation method is their large size and

high parameter count, which can affect computational efficiency.

DFDT [41] incorporates a vision transformer architecture as its backbone. The
images are divided into square regions, and the resulting image patches are transformed
into embeddings. These embeddings are then combined on the basis of the positional
information of the image patches. Then, DFDT processes image patches of two dis-
tinct sizes using separate vision transformer blocks, enabling it to extract fine-grained
and high-level features effectively. This innovative design allowed DFDT to outper-
form all other models reviewed, achieving a remarkable %99.94 AUC on the FF++
dataset. Unlike conventional approaches, DFDT leverages the vision transformer for
classification tasks and feature extraction, making it particularly effective in identify-
ing subtle artifacts within manipulated videos. Instead of conventional self-attention
mechanisms, a recurrent attention mechanism is utilized, further enhancing model per-
formance. Furthermore, its dual-patch embedding mechanism enhances the model’s

ability to generalize across different deepfake generation techniques.

A novel approach to deepfake video detection introduced by Davide Coccomini et
al. [4] combines Convolutional Neural Networks (CNNs) with vision transformers. In
this method, CNNs extract features that are further processed within the vision trans-
former for accurate prediction. Convolutional Cross Vision Transformer (CCViT),
similar to the DFDT model, uses two distinct image patch sizes to capture detailed
and high-level patterns. However, it used patches of latent features not image itself.

Vectors from two different branches are combined using a cross-attention mechanism.
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This approach enables the model to effectively capture both local and global forgery
patterns, demonstrating high generalization performance. Convolutional ViT shares
similarities with the DFDT model in its use of two different image patch sizes, enhanc-
ing its ability to detect diverse patterns. Despite its lower parameter count, the model
achieved results comparable to those of ensemble learning approaches and distillation-

based methods, both known for their effectiveness in achieving high accuracy.

A state-of-the-art multimodal approach to deepfake face detection, Temporal
Aware Layered Learning (TALL) [43], combines three-dimensional spatial patterns
and temporal patterns to ensure robust and reliable identification. This method was
integrated into the swin transformer [51], which utilizes a sliding window strategy
with self-attention mechanism, resulting in the creation of the TALL-Swin model. In
this method, four consecutive images are randomly chosen from densely sampled video
frames. After being subject to masking and resizing processes, these images are merged
into a single 2 x 2 grid image. Subsequently, convolution operations with sliding win-
dows are performed. Achieving an exceptional AUC score of %99.87, TALL-Swin
stands out as the most effective technique to detect deepfakes in videos compressed
with the ¢23 method from the FF++ dataset. In terms of model size, TALL-Swin
operates with 86 million parameters, requiring fewer parameters and computational

resources compared to other vision transformer models.

2.2.3. Other Approaches

The Spatial-Frequency Dynamic Graph (SFDG) [44] method establishes a corre-
lated integration of frequency-related and spatial features, enhancing their interaction
through dynamic graph learning. Similarly, Liang Chen et al. [52] employ various
forgery techniques to generate synthesized images within datasets and trained these
images using a Generative Adversarial Network (GAN). Input diversity is enhanced
during image generation by employing a range of variations in parameters, including
fake regions, blending methods, and mix ratios. Tests conducted with images com-

pressed at different rates prove the model’s improved generalization capability.
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Quality-Agnostic Deepfake Detection EfficientNet (QAD-E) [45] employs a uni-
versal intra-model collaborative learning framework to adapt to diverse distributions
of real and fake images. The model improves its generalization by using videos with
a range of image qualities instead of relying on compression levels. In contrast, Hier-
archical Contrastive Inconsistency Learning (HCIL) [42] focuses on detecting motion
inconsistencies in deepfake videos. This framework is based on contrastive learning
and examines both local and global perspectives of movements. HCIL excels at iden-
tifying subtle irregularities in manipulated videos by analyzing spatial and temporal

dimensions simultaneously.

Face forgery methods often create distinct clusters in the latent space feature
distribution. Latent Space Data Augmentation (LSDA) [46] mitigates overfitting to
method-specific features by augmenting data within the latent space. Within-domain
augmentation is performed using operations such as addition and rotation of latent
features, while interpolation is applied for cross-domain augmentation. This approach
is effective for datasets with a limited variety of forgery methods. However, in more
complex scenarios, overlapping distributions in the latent space make distinguishing

real images from fake ones more challenging.

Style Deepfake Detection (StyleDFD) [47] represents another approach that uti-
lizes latent space, but it emphasizes analyzing the temporal behavior of style latent
vectors rather than altering latent space features. This innovative method provides
insights into the temporal consistency of latent representations, which are crucial to
understanding deepfake generation mechanisms. Furthermore, it bridges the gap be-
tween spatial and temporal analyses by leveraging both aspects effectively. The method
incorporates a style attention module that integrates temporal inconsistency data from
latent space vectors with spatial features derived from content. The study revealed that
fake videos tend to have lower variance among latent space vectors. Unlike many meth-
ods that rely on pixel-level temporal information, this approach targets the temporal
dynamics of high-level features within the latent space. The interpretability of deep

learning models remains a critical area of interest in the Al community. The inclusion
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of two latent-space-based models in our analysis highlights a promising direction for

future research.



21

3. PROPOSED METHOD

3.1. Combinational Cross-Attenntion Vision Transformer

Many models listed in Table 2.1 employ EfficientNet as their backbone for deep-
fake detection tasks. EfficientNet [33], a widely recognized CNN architecture, highly
regarded for its accuracy and scaling efficiency, which ensure robust performance across
a wide range of datasets. Vision Transformer (ViT), on the other hand, processes im-
ages by dividing them into patches and treating each patch as a token for a transformer,
a mechanism originally designed for natural language processing. Unlike CNNs, which
focus on local features, ViT captures global relationships throughout the entire image,
demonstrating superior performance in tasks such as image classification, particularly

when trained on large-scale datasets.

Early explorations of attention mechanisms in conjunction with CNNs, such as
those of [53] and [54], laid the groundwork for enhanced feature extraction and repre-
sentation learning. Big-Little Net [55] introduces a multiscale feature representation
strategy by using CNN branches of different sizes for visual and speech recognition.
Inspired by this approach, CrossViT [56] adopts two Vision Transformer branches, each
processing image patches of varying sizes. Through cross-attention, the model effec-
tively combines information from these branches, enhancing its capacity to represent
multiscale visual information. Similarly, [57] achieved notable results by integrating
transformers with a convolutional network that extracted patches from faces detected

in videos, showcasing the potential of hybrid architectures in visual tasks.

Following the approach of [57], Davide Coccomini et al. [4] integrate Efficient-
Net with CrossViT, employing the architecture depicted in Figure 3.1 for deepfake
detection. Another approach, presented in [58|, utilizes a novel deep convolutional

transformer that combines convolutional pooling with re-attention mechanisms.
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In our study, we implemented the Convolutional Cross ViT [4], a model designed
for the detection of deepfake faces, and performed extensive tests. As illustrated in
Figure 3.1, the Convolutional Cross ViT architecture generates visual features of two
distinct sizes, 7x 7 and 64 x 64, using EfficientNet-B0. This dual-patch design enhances

the model’s ability to capture both local details and global patterns effectively.

The Combinational Cross-Attention Vision Transformer (CCAViT), illustrated in
Figure 3.2, is presented as a sophisticated solution for deepfake detection. This model
is based on the convolutional ViT architecture, where each branch of the convolutional
cross ViT structure originates from a straightforward implementation of convolutional
ViT [57]. What distinguish CCAViT from CCViT are the inclusion of an additional
branch with a mid-level patch size and the combinational connections to cross trans-
formers. Inspired by MesoNet [18], which established the importance of mid-level
mesoscopic features as a bridge between pixel-level details and global structures, this
model is designed to capture low-, mid-, and high-level features comprehensively. In-
stead of using a two-branch architecture, the addition of a third branch enables a more

detailed representation of facial features across multiple scales.

Face images are first processed through CNNs,; using EfficientNet-B0 pretrained
on ImageNet [59] for image classification. The model’s final layers are removed via
its delete block function, with the patch size determined by the specific layer where
the truncation occurs. These two-dimensional visual patches are then converted into
vector inputs through linear projection, making them compatible with transformer
encoders. Vision transformers, combined with a cross-attention mechanism, serve as
a classification module. The cross-attention mechanism enhances the focus on various
local regions within the images, improving feature discrimination. Finally, the outputs
from the three parallel streams are passed through a sigmoid function to generate the

deepfake prediction.

The CCAVIT architecture, shown in Figure 3.2, is specifically designed for a

three-branch configuration, which is the default version discussed in this article un-
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less otherwise stated. KEach ViT branch in the model is paired with every other
branch through cross-attention mechanisms. As the number of branches (n) increases,
the number of cross-attention modules and the corresponding parameters grow at a
quadratic rate, as they depend on all possible pairwise combinations of branches. De-
spite using EfficientNet-B0, a relatively lightweight backbone, CCAViT outperforms
state-of-the-art models. Furthermore, we compare CCAViT with single-branch ViT,
CCVIiT, and PCCVIiT (Parallel Convolutional Cross Vision Transformer), analyzing pa-
rameter counts and performance in both intra-dataset and cross-dataset evaluations.
All models are based on EfficientNet-B0 and are trained with identical datasets, pre-

processing methods, and voting strategies.

Deepfake detection datasets are typically large and require substantial storage
capacity. Moreover, the models designed for these tasks are highly complex, with
numerous parameters that demand significant GPU power and long training durations.
To address these issues, a common practice is to compress videos using standards such
as ¢23 and c40, which effectively reduce file sizes. However, this compression often
reduces the resolution of images, potentially compromising the performance model. To
avoid such drawbacks, we conducted our experiments using raw, uncompressed videos,

preserving the original image quality.

3.2. Datasets

Many deep learning models are expected to demonstrate success in benchmark
datasets before their performance in real world samples is widely accepted. If re-
searchers did not showcase their models’ results on similar datasets, it would be chal-
lenging to track progress across models, as each would claim success on different real-
world datasets. However, the models that achieve the highest performance in bench-
mark datasets are not always the best in practice. In some cases, transitioning from
well-established benchmark datasets to newer benchmarks can take considerable time.
This delay can hinder the ability of rapidly evolving artificial intelligence technologies

to address current real-world challenges effectively. Therefore, it is essential not to
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focus solely on a single dataset. Models are expected to be evaluated not only on
intra-dataset experiments but also through extensive cross-dataset studies to ensure

broader applicability and robustness.

In the domain of deepfake detection, specific benchmark datasets have emerged
as the standard for evaluating models, distinguishing themselves from others in terms
of widespread adoption and utility. In this study, the most recent versions of these
benchmarks are used to ensure the validity and applicability of the research findings.
As illustrated in Figure 4.1, our review of the literature reveals that FF++ is the most
widely used dataset for training and testing in deepfake detection studies. Prominent
datasets in this field include FaceForensics++ (FF++), DeepFakeDetection (DFD),
Deepfake Detection Challenge (DFDC), and CelebDF, all of which are incorporated
into our experiments to ensure a comprehensive evaluation of the proposed models.
This section provides a detailed analysis of these datasets, highlighting their charac-

teristics and content.

3.2.1. FF++4

The FF+4++ dataset comprises 1000 original videos, sourced from 997 distinct
YouTube videos, and five sub-datasets containing deepfake videos generated using var-
ious manipulation techniques. The initially announced sub-datasets are Deepfakes,
Face2Face, FaceSwap, and NeuralTextures, with FaceShifter added later. Each sub-
dataset includes 1000 deepfake videos, generated by applying its respective deepfake
generation method to all original videos. Table 3.1 demonstrates examples from all

sub-datasets from FF++ [5].

To ensure consistency in experimental conditions and result comparisons, each
sub-dataset is divided into 140 test videos, 140 validation videos, and 720 training
videos. This setup results in a total of 700 manipulated videos and 140 original videos
for each test set and validation set. For the training set, 3,600 manipulated videos and

720 original videos are used.



Table 3.1. Example images from sub-datasets of FF++-.

Datasets

Images

Original

Deepfakes

Face2Face

FaceSwap

FaceShifter

NeuralTextures

The raw version of the FF++ dataset requires approximately 700 gigabytes (GB)
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of storage. Compressed versions in two formats are available for FF++, providing

smaller file sizes to accommodate varying storage constraints. Two compression rates

are applied to the FF++ dataset using the H.264 video compression standard, com-
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monly known as Advanced Video Coding (AVC). The compression levels, referred to
as ¢23 and c40, are determined by constant rate factors (CRF), which range from 0
to 51. The c40 compressed FF++ dataset consists of highly compressed videos with a
storage requirement of approximately two GB, while the ¢23 compression, considered

the standard rate, requires around 10 GB.

Working with the 700 GB raw dataset poses significant challenges due to the
substantial hardware requirements. Using all frames of videos can require storage
capacities in the range of several terabytes. However, models trained on raw data
often show superior performance during evaluations. In contrast, detecting deepfake
content in compressed videos proves to be more challenging. One contributing factor to
the performance drop in models tested on compressed data is the compression artifact.

These artifacts can lead models to incorrectly classify non-deepfake videos as fake.

Training models on compressed videos can help them better adapt to scenarios
involving compressed content. However, compression reduces video resolution, which
adversely affects training performance by providing less detailed information and sim-
ilarly impacts test set performance. State-of-the-art models typically achieve their
highest performance metrics when trained and tested with raw videos. In our experi-
ments, we opted to work with raw images to maximize model performance and ensure
the best possible results across datasets. The sub-datasets and the deepfake generation

methods used to create them are as follows:

(i) Deepfakes [60] is a specific manipulation method using two autoencoders with a
shared encoder for face region swapping. The autoencoder output is then blended
with the background of the image by Poisson image editing.

(ii) Face2Face [61] is a facial reenactment system designed to transfer the expres-
sion from a source video to a target video, while preserving the identity of the
individual in the target video.

(iii) FaceSwap method [62] fits landmarks in swapped images and then blends with

color correction.
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(iv) FaceShifter [63] capable of handling better facial occlusions. The method adap-
tively integrates the identity and the attributes for face synthesis. The model is
design to maintain high visual fidelity in various conditions.

(v) The term "neural texture” refers to artificially generated textural details that
are learned and stored by neural networks. FF++ utilizes the deferred neural
rendering method [64] to create the NeuralTextures sub-dataset to create only the
mouth part of the fake images. The deferred neural rendering method is based
on neural rendering and neural textures. The NeuralTextures also utilizes GANs

for manipulation of videos.

3.2.2. DFD

The DeepFakeDetection (DFD) dataset contains over 3,000 manipulated videos
and 363 original video from 28 actors in 16 different scenes. The dataset has a similar
file structure and is presented together with the FF++ regular dataset. DFD raw videos
require a total capacity of 1.6 terabytes for manipulated videos and 200 gigabytes for
the original videos. 387 manipulated videos are separated for test dataset among 3,000
manipulated videos. Cross-dataset evaluations also include 363 original videos. Table

3.2 presents sample images to provide a detailed perspective on the structure and

content of the DFD [7] .

Table 3.2. Example images from DFD.

Datasets DFD Images

Original

Fake
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3.2.3. CelebDF

The Celeb-DF is a large-scale dataset which comprises 590 original videos col-
lected from YouTube. 5,639 deepfake videos include videos with diverse ages, ethnic
groups, and genders. The average length of all videos is approximately 13 seconds,
with a standard frame rate of 30 frames per second. Original videos are sourced from

publicly available YouTube content, primarily interviews of 59 celebrities.

The dataset employs Deep Neural Networks (DNNs) for color matching and ap-
plies video-level corrections using facial landmarks between frames. This approach
incorporates visual and temporal features during the creation of deepfake content, re-
sulting in highly realistic visual properties and temporal movements in facial regions.
Table 3.3 showcases sample images, providing information on the composition and

characteristics of the Celeb-DF dataset.

By enhancing the consistency of details such as natural facial expressions, mouth
movements, and lighting conditions, Celeb-DF achieves a more realistic appearance
compared to earlier datasets, where fake videos were of lower quality. Celeb-DF rep-
resents a significant improvement and is specifically designed to evaluate the general-

izability of deepfake detection methods.

Table 3.3. Example images from CelebDF.

Datasets CelebDF Images

Original

Fake
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3.2.4. DFDC

Deepfake Detection Challange dataset is a third generation deepfake detection
dataset that is the largest among datasets used in our experiments. It consists of
124,000 videos including 3,426 paid actors. Featuring eight facial modification algo-
rithms and eight modification algorithms. The test dataset has 5,000 videos, which is
more than many datasets. Manipulation methods include face swapping using GANS.

Table 3.4 shows the image frames randomly selected from DFDC [6].

Table 3.4. Example images from DFDC.

Datasets DFDC Images

Original

Fake
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4. EXPERIMENTAL RESULTS

The recent deepfake detection methods included in this analysis represent some
of the most remarkable advances in the field. Figure 4.1 illustrates the frequency of
the datasets most commonly used in these studies, excluding survey-based research.
Among the 35 works reviewed, FF++, CelebDF, DFDC, and DFD emerge as the
datasets that are used most frequently. A few studies use datasets they created them-
selves, represented as ’self’ in Figure 4.1. FF++ is particularly prominent, serving
as the primary dataset for both training and testing, and is widely recognized for its
contribution to high detection accuracy. In comparison, DFDC, DFD, and CelebDF
are generally reserved for cross-dataset evaluations. These datasets are rarely used for
training purposes and serve a critical role in evaluating the generalization performance

of models trained on FF++.

The evaluation results for intra-dataset tests on the FF++ dataset and cross-
dataset tests on the DFD, DFDC, and CDF datasets are summarized in Table 2.1.
Among the models, DFDT achieved the highest performance in the intra-dataset eval-
uation. As a large-scale model, DFDT incorporates vision transformers directly into
its backbone, contributing to its superior results. The AUC values listed in Table 2.1
represent the average scores obtained from the sub-datasets of FF++ that rely on face-
swapping techniques for generating fake videos. The FF++ dataset itself consists of
several sub-datasets corresponding to distinct deepfake generation methods, including
Face2Face, FaceSwap, NeuralTextures, DeepFakes, and FaceShifter. When studies do
not report average values, the table includes averages calculated from all sub-datasets

to ensure comparability.

Table 4.1 presents the performance of various models evaluated in the DFDC
dataset. The DFDC dataset is considered to be one of the most challenging benchmarks
for deepfake face detection. Its synthetic videos are created using a variety of deepfake

generation techniques, including Generative Adversarial Networks (GANs).
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A few methods have achieved notable success in both intra-set and cross-dataset

evaluations. Among these, the model proposed by [50] recorded the highest AUC score

on the DFDC dataset. However, this model, which integrates a Vision Transformer

(ViT) with a distillation mechanism, requires 462 million parameters, making it de-

pendent on high-performance hardware and long training times. In comparison, the

Convolutional Cross ViT model achieved nearly equivalent performance while utilizing

approximately one-fourth the number of parameters with a compact backbone.

Table 4.1. Performance comparison of the methods on DFDC in terms of AUC.

Model Year | Backbone DFDC
ADM [39] 2023 | EfficientNet-B3 | 95.67
ViT with distillation [50] | 2021 | EfficientNet-B7 | 97.80
CCViT [4] 2022 | EfficientNet B0 | 95.10
Efficient ViT [4] 2022 | EfficientNet-BO | 91.90
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The implemented models are tested and evaluated using the most widely uti-
lized datasets in deepfake face detection research, including FF++, DFDC, DFD,
and CelebDF. Furthermore, Table 2.1 highlights the best cross-dataset performance
achieved by models trained on the FF+4 dataset. Among these, the IID method,
which adopts an identity-based approach, recorded the highest AUC score on the DFDC
dataset. This outcome suggests that identity-based methods are particularly effective

in enhancing generalization capabilities.

The literature review part of the thesis reveals that the most successful deepfake
detection models in recent years predominantly utilize vision transformers or adopt
strategies based on face identity information. We also figure out that FF++ is the
most frequently used dataset for evaluating the performance of these models. Building
on this trend, we develop a convolutional cross ViT structure [4] inspired by the vision
transformer approach, introducing several enhancements to improve its effectiveness.
The CCAVIT model is tested under various experimental conditions. In our experi-
ments, the model is trained using the FF+4++ dataset, and the results are evaluated
through the FF++, DFD, DFDC, and CelebDF datasets, as detailed in Table 2.1. All
experiments were performed with a GeForce RTX 4070 TI Super graphics card with
16 gigabytes (GB) of memory.

4.1. Combinational Cross-Attention ViT Results

4.1.1. Ablation Study

The ablation study presented in this thesis focuses on the primary components
of the CCAVIT architecture. Initially, we analyze the model performance when the
combinational connections are excluded. Next, we investigate the impact of omitting
additional middle-level features from the design. The study also evaluates the per-
formance of CCAVIiT in the absence of the cross-attention module. In addition, we

examine single-branch models that do not combine low- and high-level features.
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The effect of excluding supplementary output from the convolutional neural net-
work to the vision transformers is also assessed. This configuration represents a sim-
plified convolutional vision transformer design, serving as a baseline for comparison.
For each ablation condition, we performed a performance analysis using models named
according to their architectural structure or, if applicable, based on existing terminol-
ogy in the literature. Comparisons were made between models missing some specific
component and those missing an additional component. For example, cross-attention
cannot be applied to single-branch models. This approach allows for a more detailed
evaluation of how each architectural element contributes to the model’s overall perfor-

mance.

A novel convolutional ViT architecture is proposed, as depicted in Figure 3.2,
featuring cross-attention modules applied to all possible 2-way combinations of to-
ken outputs from n transformer branches. In this design, each of the n transformers
represents an individual branch, with their outputs connected pairwise through cross-
attention modules, resulting in (g) such modules. Our experiments specifically focus
on the case of a combinational architecture where n is three, as illustrated in Figure
3.2. Additionally, we implemented two baseline models: CCViT, shown in Figure 3.1,

and a simple single-branch Convolutional ViT (CViT), for comparison.

We define Parallel Convolutional Cross ViT (PCCViT) as an extension by simply
combining n CCViTs in parallel. In PCCVIiT, the cross-attention outputs of n CCViTs
are aggregated before generating the binary prediction. PCCViT is referred to as
P2CCVIiT or P3CCViT, depending on whether it consists of two or three CCViTs.
Additionally, we implemented Parallel CViT (PCViT), two CViTs in parallel, without

a cross-attention mechanism.

Table 4.2 provides details on the sizes and training times of CViT, PCViT,
CCViT, P2CCViT, P3CCViT, and CCAViT with three and four branches. In addi-

tion to model size and architecture, training time is influenced by hardware components

such as CPU, RAM, and GPU.
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Due to hardware constraints, we trained and tested all models listed in Table
4.2 except for the four-branch CCAViT and P3CCViT, as these represent large-scale
models. Since we use mini batch gradient descent optimizer, batch size also has an
impact on training time. All training time values are calculated by training with the
batch size of 16. The experimental results for intra- and cross-dataset evaluations of
our CViT, PCViT, CCViT, CCAViT, P2CCViT implementations are summarized in
Table 4.3.

Table 4.2. Model size and training time of our implemented models.

Model Parameters | Average Training Time (min/epoch)
CViT 62M 3.71
P2CViT 89M 4.64
CCViT 101M 6.48
CCAViT (n=3) 152M 8.32
CCAVIT (n=4) 213M 13.03
P2CCViT 159M 11.10
P3CCViT 216M 13.55

We conducted a comparison of various convolutional vision transformers with dis-
tinct designs to evaluate the architectural advantages of our CCAViT model. Although
its performance does not match that of more sophisticated models, CViT, with a single
branch consisting of 56 x 56 large patches, demonstrated satisfactory performance in
intra-dataset evaluations, as presented in Table 4.3. However, in cross-dataset evalu-
ations, its performance was limited, showing strong results only on the DFD dataset
while failing to generalize effectively to CelebDF and DFDC test images. By increas-
ing the number of branches to two in the P2CViT architecture, the model was able
to combine small and large patches, enabling it to simultaneously capture low- and
high-level features. This dual-branch structure enhances the model’s generalization

capability, resulting in substantial performance improvements on the CelebDF and

DFDC datasets.
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The CCVIiT architecture improved performance with the integration of the cross-
attention module, particularly in cross-dataset evaluations. In contrast, P2CCViT
did not perform as well in cross-dataset scenarios. A comparison between CCAViT
and the more complex PCCVIiT architecture demonstrates that the combinational ap-
proach with three CNN branches produces better results than the integration of two
CCViTs in parallel. CCAViT surpasses CViT, PViT, CCViT, and PCCViT in both
intra-dataset and cross-dataset evaluations. This superiority is first attributed to the
inclusion of an additional branch in CCAViT that captures middle-level features, en-
hancing its representational capacity compared to CCViT. Second, the combinational
connections amplify the effectiveness of the cross-attention mechanism in convolutional

vision transformers, leading to further performance gains.

Table 4.3. Test results of implemented models trained in FF++.

Model FF++ | DFD | DFDC | CDF
CViT 99.16 | 91.20 | 57.50 | 53.60
P2CViT 99.32 19290 | 63.10 | 76.70
CCViT 99.38 ] 93.50 | 63.10 | 79.70
P2CCViT 99.36 | 92.00 | 64.30 | 77.20
CCAVIT 99.58 | 93.80 | 64.30 | 82.00

CVIiT, P2ViT, CCViT, CCAVIiT, and the parallel variants of CCViT were trained
using the StepLR scheduler, binary cross-entropy loss, and mini batch Gradient Descent
(GD) with weight decay, following the original methodology outlined in the study [4]
that CCViT is proposed. To accommodate the unique combinational architecture of our
proposed CCAViT model, we fine-tuned its training process. Each model was trained
three times with the same set of variables to reduce the influence of the initial parameter
values. Training was carried out over 300 epochs, with an early stopping criterion
applied if no improvement in the validation score was observed for five consecutive

iterations.
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4.1.2. Implementation and Data Preproccessing Strategy

The best performing models were identified based on their highest validation
accuracy among the top five models across all datasets. Since training accuracy consis-
tently converged during our tests, we selected models based on epochs where training
accuracy had stabilized, typically after 40 epochs. Importantly, the results of the top
five models showed minimal variation in terms of accuracy, AUC, and F1 score, under-

scoring the reliability of the training process.

The process of predicting deepfake detection in videos begins with extracting
images from video frames. Similarly to other methods for deepfake detection, our
approach depends on analyzing images to determine video authenticity. We utilized
the Multi-Task Cascaded Convolutional Neural Network (MTCNN) method [65] to
extract frames that contain only facial regions. To ensure effective face detection

across all videos, the threshold parameter of MTCNN was adjusted.

MTCNN uses three parameters, each with values between zero and one, to bal-
ance the weighting across the three stages of its cascaded deep convolutional network.
Increasing a parameter value closer to one improves the accuracy of face detection pre-
dictions. However, this adjustment also decreases the probability of detecting a face in

the frame, highlighting the trade-off between detection precision and coverage.

We introduced a technique called the cascaded MTCNN strategy, which itera-
tively applies MTCNN by starting with parameter values close to one and gradually
reducing them until each video contains at least one frame available for deepfake de-
tection. This strategy proves especially effective for datasets where extracting face
frames is challenging. For instance, while MTCNN with high parameter values per-
forms reliably for FF++, the cascaded strategy yields slight improvements in face
detection accuracy for cross-dataset evaluations, such as DFDC. Using a 10-stage cas-

caded MTCNN approach, we improved AUC by %0.04 on DFDC.



38

Face detection plays a critical role in the accuracy of deepfake detection. Although
MTCNN is among the most effective face detection methods for deepfake datasets,
it struggles to accurately extract thousands of face frames from videos. Although
the cascaded approach enhances model performance by improving face frame capture,
integrating multiple face detection methods could further refine performance through

cross-validation mechanisms, ensuring better reliability.

Deepfake datasets often contain a large number of frames in each video, however,
it is unnecessary to use all of them for training or testing. Many frames provide almost
identical information to the ones immediately preceding or following them. To optimize
efficiency, we explore the most effective number of frames to use. Figure 4.2 illustrates
the evaluation of a model trained in the FF++ dataset with 45 frames per video and
tested on the DFD dataset with varying numbers of frames. Our experiments determine
that using 30 frames is optimal for test data. For training, we selected 45 frames, as

the performance began to stabilize at this number, as shown in Figure 4.3.

We reduce both storage requirements and testing times by decreasing the num-
ber of frames used. Furthermore, the time required for face detection and extraction
decreased, as these times depend on the complexity of the algorithms employed to
obtain images from videos. Using the FF++ dataset, we validated that 45 frames are
sufficient for training by comparing the results obtained with 16, 30, 45, and 60 frames.
This approach establishes threshold values that can be applied to real-world scenar-
ios, guiding models trained not only on a single dataset but across diverse datasets to

ensure that only the necessary frames are processed for each video.

There are several voting strategies that can be utilized for video-based predic-
tions. In our approach, the prediction scores of images are derived from actor-based
classification labels generated through MTCNN. For each actor, the final score is de-
termined by averaging the scores of all images in which the actor is detected. A strict
voting method is then applied, predicting the video as fake if any actor within the

video is classified as fake based on their actor-based score.
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Figure 4.2. AUC for DFD test videos relative to frame number per video.
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Figure 4.3. AUC for CelebDF test videos relative to frame number per training video.

4.1.3. Performance Analysis of CCAViT

Table 4.4 provides randomly chosen examples of fake images for correctly and
incorrectly classified videos from FF++ [5], DFDC [6] and DFD [7] in our experiments.
The first three rows in the correct prediction part of the table highlight instances where
the CCAViT model successfully identified fake images, showcasing its strong detection
capabilities. In contrast, the second part of the last three rows in the incorrect part of

the table illustrates cases where the model misclassified fake images as real.
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Table 4.4. Examples of fake images used in experiments with CCAViT.

Model Prediction FF++ DFD

\

Correct

Incorrect

A detailed analysis of benchmark datasets such as DFD and DFDC reveals that,
as noted in [8], many fake samples are not cumbersome to detect for humans. However,
certain fake samples remain highly challenging even for state-of-the-art models. For
the FF++ dataset, the CCAViT model exhibited a notably low false positive rate, with
only four incorrect predictions on fake image samples, as depicted in Table 4.4. This

highlights the reliability of the model in detecting fake images with minimal errors.
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The 18 examples in Table 4.4 emphasize the difficulty of distinguishing deepfake
images solely through visual analysis, underscoring the advanced nature of modern
deepfake generation techniques. To achieve robust performance on unseen images in
real-world scenarios, models need to be trained on advanced datasets that include

high-resolution original videos produced using the latest deepfake creation methods.

We conducted a detailed analysis of the correct and incorrect intra-dataset predic-
tions made by CCAViT on the FF++ dataset, where the model exhibited exceptionally
high success rates. Focusing on a small number of incorrect predictions allows for more
precise generalizations. Our evaluation includes 840 test videos from FF++, consisting
of 140 videos from each of the five sub-datasets and 140 original videos. In particu-
lar, the model did not make incorrect predictions among the 140 original videos. For
the 700 Al-generated videos, only four incorrect predictions are observed, one of these
being the same video pair manipulated using different methods. This highlights the

model’s strong performance and its reliability in detecting deepfakes.

The correct and incorrect predictions summarized in Table 4.4 are based on the
classification of the prediction scores for images from benchmark datasets. The predic-
tions depend on whether the scores from the last layer of the model exceed or fall below
a predetermined threshold. Accuracy calculations are totally the result of calculated
binary predictions. Such predictions not only reflect the model’s ability to distinguish
fake from real content but also highlight the importance of choosing an optimal thresh-
old value to balance false positives and false negatives effectively. We choose 0.55 as

the threshold value in our test calculations.

We analyze the performance of our CCAViT model, optimized with the best
parameters, using confusion matrices based on accuracy values. The accuracy values
presented in the confusion matrices correspond to video-level predictions rather than
frame-level predictions. This approach ensures that the performance evaluation re-
flects the model’s ability to classify entire videos accurately, rather than individual

frames. To further investigate the performance of the model on the FF+4 dataset,
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confusion matrices were individually examined for each sub-dataset, including Deep-
Fakes, Face2Face, FaceShifter, FaceSwap, and NeuralTextures. This detailed analysis
provides insight into the effectiveness of the model in different video manipulation

techniques.

Since deepfake detection is a binary classification problem, the confusion matrices
for all datasets consist of four cells. False predictions are highlighted in red to indicate
errors, whereas true predictions are marked in green to represent correct classifications.
This color-coded representation helps to visually distinguish between correct and in-
correct predictions. Confusion matrices provide a comprehensive view of the model’s
classification performance across both original and fake samples. Since the primary
objective of a deepfake detection model is to identify fake videos rather than original
ones, a positive prediction corresponds to the classification of a video as fake. The

confusion matrice presented in Figure 4.4 includes the meaning of each cell.

True Positive (TP): Fake videos correctly identified by the model as fake.

False Positive (FP): Original videos incorrectly classified by the model as fake.

False Negative (FN): Fake videos incorrectly classified by the model as original.

True Negative (TN): Original videos correctly identified by the model as original.

Predicted
Original Fake
=
g
B0 TN FP
=0
=
3]
<
O
g FN TP
[,

Figure 4.4. Confusion matrix of deepfake detection models.
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The confusion matrices presented in Figures 4.5 and 4.6 illustrate the classification
performance of CCAViT in the DeepFakes and FaceShifter sub-datasets in FF++, with
high values for true positives (140) and true negatives (125), indicating the robustness
of the model. All fake videos in the DeepFakes and FaceShifter datasets are correctly
classified by the model.

Predicted
Original Fake
=
=
&b 125 15
=0
=
©
< L
= 0 140
=
DeepFakes

Figure 4.5. Confusion matrix of CCAViT in DeepFakes.

The results in Figures 4.7, 4.8, and 4.9 highlight the effectiveness of the CCAViT
model. Since the original videos remain consistent across all sub-datasets, the 15 incor-
rect predictions for original videos are consistently reflected in the confusion matrices.
The total accuracy for the FF++ is calculated by combining the incorrect predictions
for fake videos in each sub-dataset with those for original videos. The CCAViT incor-
rectly classified five fake videos in FF++, resulting in a total of 20 incorrect predictions

out of 840 videos. This corresponds to an overall accuracy of %97.61.

NeuralTextures stands out as the most challenging sub-dataset within FF-++.
Unlike the other sub-datasets, NeuralTextures and Face2Face are not based on face-
swapping techniques; instead, they employ face reenactment. As a result, achieving a
high success rate in the Neural Textures sub-dataset is more difficult compared to those

involving traditional face-swapping methods.
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Figure 4.6. Confusion matrix of CCAViT in FaceShifter.
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Figure 4.7. Confusion matrix of CCAViT in Face2Face.

The confusion matrices for FF4++ reveal that the model exhibits imbalanced
performance in the favor of fake videos. During the training phase, 720 videos are
used for each sub-dataset, including 720 videos from the original dataset. This created
a five to one ratio of fake to original videos. To maintain the generalization ability
model, particularly due to the variety of fake generation methods, we chose not to
adjust this ratio to an even one to one balance. However, to address the imbalance
between original and fake videos, a rebalancing factor of 0.3 is applied during training.

This factor controls the probability of selecting fake images.
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Figure 4.8. Confusion matrix of CCAViT in FaceSwap.
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Figure 4.9. Confusion matrix of CCAViT in NeuralTextures.

In Table 4.5, the manipulated videos retain the identity and background details of
the source image due to the manipulation approach used in the Neural Textures dataset.
The images in the table illustrate that partial mimicry and expression swapping are
challenging to detect, even from a human perspective. Among the three images, the
difference between the real and fake versions is noticeable only in the teeth of the

rightmost image. However, no trace of manipulation or anomaly is evident in the

presented images.
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Table 4.5. Images incorrectly predicted by CCAViT from NeuralTextures.

Image label Neraltextures

Original

Deepfake

Table 4.5 presents three misclassified images from the NeuralTextures [5] dataset
along with their original counterparts. The CCAViIT model successfully identified all
three original images as genuine. However, for the corresponding fake images from
the NeuralTextures dataset, the model did not make correct predictions. Upon de-
tailed examination, it is evident that detecting the fake nature of these images is a
highly challenging task, even for human perception. This difficulty arises from the fact
that NeuralTextures is based on face reenactment rather than face swapping. Unlike
face-swapping techniques, which alter the face itself, face reenactment modifies facial
expressions and gestures between source and target images. Consequently, identifying

these images as fake becomes significantly more complex.

In Table 4.5 and Table 4.6, the first frames are extracted from videos to allow
a clear comparison between the same images in the manipulated and original forms.
Table 4.6 presents the fake images from Face2Face [5] and FaceSwap [5] incorrectly pre-
dicted by CCAViT. The manipulated image of Face2Face closely resembles its original
counterpart, making it difficult to distinguish. Similarly, the fake image from FaceSwap
appears nearly identical to the original but differs slightly in the camera’s gaze direc-
tion. Both images from these datasets present significant challenges in predicting their

authenticity as either fake or real.
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Table 4.6. Images incorrectly predicted by CCAViT Face2Face and FaceSwap.

Image label Face2Face FaceSwap

Original

Deepfake

We present four examples of original images from the FF+4+ dataset that were
incorrectly predicted by CCAViT. Among the 15 original videos misclassified by the
model, 13 contain background faces that are not related to the main characters in the
videos. The deepfake detection model struggled to correctly classify these background
faces, accounting for the majority of errors. This proportion, 13 out of 15, is significant
given that the FF++ dataset consists primarily of videos without background faces.
A detailed examination of the images in Table 4.7 reveals that all frames include two

background faces, which misled the model.

The images in Table 4.7 show the full video frames of FF++ [5] before face
extraction was applied. Green squares in the images indicate the faces detected by
MTCNN. It is evident that even smaller faces relative to the foreground faces are
detected, while very small individuals in the background remain undetected because of
the appropriate parameter tuning of the face detector. This tuning ensures a balance
between detecting relevant faces and avoiding excessively small or irrelevant facial

frames.

Background faces pose a significant challenge to obtain the perfect deepfake de-

tector, as highlighted in our experiments. Advanced face detection algorithms used
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in the deepfake detection phase capture faces, even those with very small sizes. Con-
sequently, the detection model can classify these low-resolution faces as fake images.
Although this issue can be mitigated wisely using a face detection strategy, it is im-
portant to note that overly restrictive settings could lead to missed foreground faces,
further impacting performance. Balancing sensitivity and precision in face detection is

crucial to effectively address this problem.

Table 4.7. Examples of original images incorrectly predicted by CCAViT from FF+4+.

.
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The intra-dataset confusion matrices are presented in Figures 4.10, 4.11, and
4.12. From the confusion matrices for FF++, it becomes evident that our training
balancing approach does not fully address the performance issues with original images
in the intra-dataset evaluations. Similarly, in DFD cross-dataset evaluations, the same

challenge persists.
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Figure 4.10. Confusion matrix of CCAViT in CelebDF.
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Figure 4.11. Confusion matrix of CCAViT in DFDC.

However, the model struggled more to predict fake videos in CelebDF and DFDC
datasets. This difficulty is attributed to the diversity and the large number of gener-
ation methods present in these datasets. In real-world scenarios, the variety of gener-
ation methods is even greater and continuously evolving, making the development of
robust real-world deepfake detection applications more challenging. The performance
of deepfake detection methods is directly proportional to variety of datasets used during

training.
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CelebDF contains 178 real and 340 fake test videos, as illustrated in Figure 4.10.
The CCAVIT model demonstrates a more balanced performance in predicting both
original and fake images on this dataset. In contrast, DFDC, a much larger dataset with
2,500 manipulated and 2,500 original videos, presents a greater challenge. As shown
in the confusion matrix in Figure 4.11, CCAViT demonstrates robust performance on
original videos, while it encounters considerable difficulty in accurately predicting fake
images. This aligns with the widely recognized difficulty of DFDC, which includes a
diverse range of deepfake generation methods, making it one of the most challenging

datasets for deepfake detection.

The DFD dataset consists of 363 original videos and 387 manipulated videos. Fig-
ure 4.12 presents the confusion matrix for the DFD dataset using the CCAViT model.
The results of the cross-dataset evaluation indicate that the model faces challenges in
accurately detecting the original images. However, it performs exceptionally well in
identifying fake images and correctly classifies the vast majority of them as fake. Since
DFD shares more similarities with FF++4-, both published in the same study, we place
greater emphasis on the CelebDF and DFDC results to evaluate the model’s perfor-
mance on truly unseen data. Consequently, our balancing strategy aligns well with the

trends observed in the confusion matrices.
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Figure 4.12. Confusion matrix of CCAViT in DFD.
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The study in [20] trains four separate models, each focusing on one of the face
generation methods within the FF+4 dataset, and combines their outputs using an
ensemble approach. In contrast, our method relies on a single model trained across
the entire FF++ dataset, with the aim of creating a generalized solution capable of
handling unseen examples. The vast range of generation techniques in real-world sce-
narios makes it impractical for models to specialize in individual methods. Instead,
training on datasets with diverse generation techniques allows the model to develop
strong generalization capabilities, enabling it to detect manipulations from previously
unseen methods. To further evaluate its effectiveness, we test our model on each FF++

subset to measure its performance against specific manipulation techniques.

Videos with higher loss function errors during predictions were found to share
a common characteristic. The FF++ dataset includes both single-face and multiface
videos. Although the proportion of multiface videos is relatively small, seven out of
eight original videos containing multiple faces in our analysis exhibited higher error
values. Despite this, only one incorrect prediction occurred when applying the optimal
threshold value. For videos predicted with high accuracy, it is evident that multiple
individuals are clearly visible on the screen. In cases where a person appears in the
background, either distant from the camera or displayed on a background monitor, the
model’s performance slightly declines because of reduced resolution and smaller face

sizes in the frame.

Employing more exponential loss functions could potentially enhance the model’s
AUC score. However, this approach could negatively impact the model’s cross-dataset
performance by increasing the risk of overfitting. Therefore, our main objective is to
increase performance not only by tracing the AUC score but also other indicators such

as the accuracy of the results.

Improving predictions in scenarios involving undesirable background faces can be
achieved by ignoring detected face frames that are considerably smaller than foreground

faces or filtering out images below a specific resolution threshold. A more advanced so-
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lution involves designing deep models capable of addressing multiface scenarios directly

within their architecture, eliminating the reliance on heuristic-based methods.

Another approach is to train models for three-way classification, distinguishing
between genuine faces, fake faces, and undefined categories for low-resolution face
frames, although this would require new labels and datasets. Enhancing face detection
models with specialized modules for detecting fake faces is becoming increasingly vital

to improve overall performance.

4.1.4. Hyperparameter Tuning

The performance of the CCAViT model, similar to other deep learning models,
is influenced by the choice of hyperparameters. Since CCAViT shares numerous simi-
larities with CCViT as its foundation, we based our approach on the parameters used
for CCVIiT to identify the most optimal values. With 152 million parameters, CCAViT
requires significant training time and substantial hardware resources. Despite extensive
fine-tuning tests, the potential for even better performance remains. Since the model
incorporates both convolutional neural networks and vision transformers, it offers a
wide range of architectural parameters that can be further optimized. This flexibility
allows for the exploration of enhancements that could lead to improved outcomes in

future studies.

All experiments in this section are performed using the optimal hyperparameters
determined by prior analysis. For each experiment, all hyperparameter values are kept
at their optimal settings except batch size, with only one parameter adjusted at a time
to isolate its impact on the model’s performance. This controlled approach ensures
a clear understanding of how each individual hyperparameter influences the overall
results while minimizing the effect of interactions between multiple parameters. The
batch size value is not currently optimal in experiments, as it was the last parameter
to be optimized. As new optimal values are identified, other hyperparameters can also

be updated to further enhance the model’s performance.
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Throughout the hyperparameter tuning experiments, we use batch size of 16, 0.2
for dropout ratio in transformers, 0.2 for dropout ratio in cross transformers, 7,14 and
56 patch sizes, 0.01 for learning rate and 1.0 for middle branch coefficient. All hyper-
parameter tuning experiments are conducted with a training duration of 100 epochs.
For models demonstrating performance close to the best performing ones, the number
of epochs is increased to 300 to enable more precise fine-tuning to obtain the best
model. For CCAViT, a remarkably higher number of epochs is used in hyperparameter
tuning because even small performance improvements could solidify its position among

state-of-the-art models.

This section of the thesis examines how hyperparameters such as batch size, the
number of frames per video, drop rate, patch sizes, learning rate, and the mid-level
coefficient influence the model’s performance. Each table detailing the hyperparameters
presents the optimal value as well as the values that are one step below and one step
above the optimal. Some extreme hyperparameter values are excluded from the tables

as their performance results were worse and irrelevant.

The CCAVIT model utilizes Mini-batch Gradient Descent (GD) as its optimiza-
tion algorithm. While Batch Gradient Descent processes the entire dataset and calls
the loss function once per epoch, Stochastic Gradient Descent operates on a single data
instance at a time per epoch. In contrast to these methods, the mini-batch gradient
descent algorithm divides the dataset into smaller batches for processing. Gradients
for all images within a batch are calculated and propagated simultaneously, enabling

more efficient optimization.

We compared the performance of CCAViT using batch sizes of 8, 16 and 30, as
shown in Table 4.8 and Table 4.9. Larger batch sizes demand higher GPU capacity,
and batch sizes exceeding 30 were beyond the limits of our GPU hardware. Thus, 30
was selected as the upper limit. The results indicate that a batch size of 8 surprisingly
outperforms 16 and 32. For deep learning models, larger batch sizes are often preferred

because they tend to deliver better performance. However, the primary disadvantage
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of using a large batch size is the increase in the amount of input data processed per
epoch, which consequently extends the training time. Some of the large models are
implemented using batch sizes of 100 or even 1,000. However, increasing the batch size

does not yield better results for our model.

The performance of the CCAViT model with different hyperparameter values is
evaluated on each sub-dataset in FF++4. The FF+4+ dataset comprises DeepFakes
(DF), Face2Face (F2F), FaceSwap (FS), NeuralTextures (NT), FaceShifter (FSh), and
pristine images labeled real. For cross-dataset evaluations, the model is tested on
the CelebDF (CDF), DFD, and DFDC datasets to assess its generalization capabili-
ties. Each sub-dataset calculation also includes original videos. The average value is
calculated by taking the direct mean of the AUC values across all sub-datasets. In
fine-tuning experiments, all versions of the CCAViT model are trained using whole

FF++ training set videos.

Table 4.8. AUC of CCAVIT across sub-datasets of FF4-4- versus batch size.

Batch size | DF F2F FS FSh | NT | AVG
4 99.80 | 99.30 | 99.60 | 99.50 | 99.00 | 99.44
8 100.00 | 99.30 | 99.90 | 99.70 | 99.00 | 99.58
16 100.00 | 99.30 | 99.90 | 99.70 | 99.00 | 99.58
30 99.90 | 99.10 | 99.80 | 99.50 | 98.60 | 99.38

Table 4.9. AUC of CCAViT in DFDC, DFD and CelebDF versus batch size.

Batch size | DFD | CelebDF | DFDC

4 93.10 76.40 64.00
8 93.80 82.00 64.30
16 93.80 80.20 64.00

30 93.50 75.40 63.10
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Dropout is a regularization technique used in deep learning models, where some
nodes are randomly ”frozen” (set to inactive) during training. This process helps pre-
vent overfitting by reducing the dependency on specific nodes and encouraging the
model to generalize better. During testing, all nodes are utilized, including the previ-
ously frozen ones. Since the model uses fewer parameters during training compared to
the full network, a compensation mechanism is applied during testing to account for

this reduced parameter usage, ensuring consistent performance.

The dropout rates that we used in fine-tuning, such as 0.10, 0.25 and 0.20, corre-
spond to percentage values, representing the proportion of nodes frozen during training.
For example, a rate of 0.10 indicates that %1 of the nodes are frozen, while a ratio of
0.20 means %2 of the nodes are inactive during training. We obtain the best results

using the dropout rate of 0.20 by fine-tuning the model.

Table 4.10 and Table 4.11 present the performance variations observed in ex-
periments based on different dropout rate values. CCAViT demonstrates improved
performance in both intra-dataset and cross-dataset evaluations by dropping out %20
of the nodes in the vision transformers during training. The optimal dropout rate for
CCVIT is reported as 0.15. Considering that the likelihood of overfitting the train-
ing set increases with larger models, CCAViT achieving better performance with a
higher dropout rate compared to CCViT. Since the architectural designs of the two
models are not identical, it is not appropriate to assume a linear relationship for all

hyperparameters.

The cross-attention module of CCAViT incorporates cross-transformers with dropout
strategy. We define the dropout rate used in the cross-transformers in CCAViT as the
cross-dropout rate. The performance in the intra-dataset with cross-dropout rates of
0.15 and 0.20 is comparable as shown in Table 4.12, with 0.15 performing slightly bet-
ter. In contrast, a cross-dropout rate of 0.20 improves the performance in the DFDC
dataset by %1.7, as shown in Table 4.13, which is a notable increase. Furthermore, the

dropout ratio of 0.15 yields slightly improved results in the DFD and CelebDF.
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Table 4.10. AUC of CCAViT across sub-datasets of FF++ versus dropout rate.

Dropout rate | DF F2F FS FSh | NT | AVG

0.15 99.90 | 99.30 | 99.80 | 99.50 | 98.90 | 99.48
0.20 100.00 | 99.30 | 99.90 | 99.70 | 99.00 | 99.58
0.25 99.90 | 99.20 | 99.70 | 99.50 | 98.80 | 99.42

Table 4.11. AUC of CCAViT in DFDC, DFD and CelebDF versus dropout rate.

Dropout rate | DFD CelebDF | DFDC

0.15 92.50 73.70 62.70
0.20 93.80 80.20 64.00
0.25 92.70 79.00 63.10

Since the preferred dropout ratio for cross transformers in the CCViT model is
reported to be 0.15, we used this value as our starting point. Given that CCAViT
is a larger and more complex model compared to CCViT, it is expected to have a
greater tendency to overfit under similar conditions. Increasing the cross-dropout ratio
is typically effective in preventing overfitting. However, our experiments indicate that
the high dropout rate applied to the cross-transformers in CCAViT did not produce
the same effect. This outcome underscores the significant architectural differences in
CCAVIiT, demonstrating that the impact of dropout can vary according to the model
structure. Since the model comprises various components and architectures, including
convolutional neural networks, vision transformers, and cross-attention modules, ap-
plying different dropout strategies to specific components can influence performance in
unexpected ways. A dropout rate of 0.15 is determined to be the most optimal choice
for cross-dropout. The model performs exceptionally well on certain datasets, and any
decrease in performance on these would not be justified by a slight improvement in
poorer-performing datasets. Since DFDC performance remains low with cross-dropout
rate of 0.15, the improvement is insufficient to warrant prioritizing it over the perfor-

mance on other datasets.
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Table 4.12. AUC of CCAVIiT across sub-datasets of FF++ versus dropout rate of

cross-attention module.

Cross dropout rate | DF F2F FS FSh | NT | AVG
0.15 100.00 | 99.30 | 99.90 | 99.70 | 99.00 | 99.58
0.20 99.90 | 99.30 | 99.80 | 99.70 | 99.00 | 99.54

Table 4.13. AUC of CCAViT in DFDC, DFD and CelebDF versus dropout rate of

cross-attention module.

Cross dropout ratio | DFD | CelebDF | DFDC
0.15 93.80 80.20 64.00
0.20 93.40 80.00 65.70

The CCAVIT structure consists of three branches, each corresponding to a differ-
ent patch size. For these branches, three convolutional networks (EfficientNet-B0s) are
truncated at different specific depths, and the remaining blocks are discarded. Using
224 x 224 input images, EfficientNet-B0 can generate latent space features only with
dimensions of 7 x 7, 14 x 14, 28 x 28, and 56 x 56. Patch sizes are determined on the

basis of these feature sizes at specific layers of the CNN at backbone.

Models employing patching and a two-branch architecture, such as CCViT and
DFDT, typically extract features from the first and last layers of the backbone. Thus,
we selected patches of 7 x 7 for low-level features and 56 x 56 for high-level features. To
include mid-level features, we introduced an additional branch in the CCAViT model.

Experiments are conducted to identify the optimal mid-level patch size.

Table 4.14 and Table 4.15 present a comparison of the model performance using
middle-branch patch sizes of 14 x 14 and 28 x 28. The model with a 28 x 28 patch
size shows slightly better results in the DFDC dataset, while the 14 x 14 patch size

outperforms in both intra-dataset and cross-dataset evaluations.
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Table 4.14. AUC of CCAVIT across sub-datasets of FF4+4 versus middle branch

patch size.

Middle branch patch size | DF F2F FS FSh | NT | AVG
14 x 14 100.00 | 99.30 | 99.90 | 99.70 | 99.00 | 99.54
28 x 28 99.90 | 99.20 | 99.80 | 99.60 | 98.80 | 99.46

Table 4.15. AUC of CCAVIiT in DFDC, DFD and CelebDF versus middle branch

patch size.

Middle branch patch size | DFD | CelebDF | DFDC
14 x 14 93.80 80.20 64.00

28 x 28 92.80 79.80 64.20

The learning rate is a hyperparameter that controls the extent to which gradients
are updated during each backward calculation. A higher learning rate allows the model
to adjust the parameters more quickly, but excessively high values can hinder fine-
tuning and may prevent convergence. Conversely, a very small learning rate enables
the model to learn slowly and risks getting stuck in local minima, but it can achieve
a highly precise solution. Even when using a high learning rate, the application of
weight decay in our training process helps the model converge to better results toward

the end of the training phase.

We selected a learning rate of 0.1 as the starting point, consistent with the recom-
mended value for the CCViT model. Since our proposed model has a larger number of
parameters, we demonstrated whether it could perform successfully with a high learn-
ing rate. As shown in Table 4.16 and Table 4.17, increasing or decreasing the learning
rate resulted in reduced performance. Despite the significant difference in model sizes,
the CCAViT model achieved optimal results with learning rates in a range similar to

that of CCViT, highlighting the compatibility of the proposed structures.



29

Table 4.16. AUC of CCAViT across sub-datasets of FF++ versus learning rate.

Learning rate | DF F2F | FS FSh | NT | AVG

0.005 99.90 | 99.20 | 99.70 | 99.30 | 98.60 | 99.40
0.01 100.00 | 99.30 | 99.90 | 99.70 | 99.00 | 99.58
0.02 99.90 | 99.20 | 99.90 | 99.60 | 98.90 | 99.50

Table 4.17. AUC of CCAViT in DFDC, DFD and CelebDF versus learning rate.

Learning rate | DFD | CelebDF | DFDC

0.005 92.80 76.10 63.60
0.01 93.80 80.20 64.00
0.02 93.80 80.20 63.00

We evaluated the impact of mid-level features by assigning different coefficients
during the aggregation of cross-transformer outputs in the final layer With the introduc-
tion of the three-branch mechanism in the CCAViT model. Although the influence of
mid-level features was already demonstrated when comparing all implemented models,
this experiment specifically focuses on analyzing the effect of mid-level contributions
during the aggregation process. To explore potential performance improvements, the
middle-branch coefficient has been examined in greater detail, serving as an example

of the numerous tests performed related to architecture design.

Table 4.18 and Table 4.19 demonstrate that a middle branch coefficient of 1.0
yields the best performance. Similarly, the other two branches also use a coefficient of
1.0 during aggregation, effectively acting as if no additional multiplier were applied. To
avoid the problem of exploding gradients in training, all values are normalized when
the middle branch coefficient is adjusted. Consequently, applying an extra coefficient
multiplier other than one for the CCAViT architecture does not result in superior

performance.
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Table 4.18. AUC of CCAVIT across sub-datasets of FF4+4 versus middle branch

coefficient

Middle branch coefficient DF F2F FS FSh NT | AVG

0.5 99.90 | 99.20 | 99.70 | 99.40 | 98.90 | 99.42
1.0 100.00 | 99.30 | 99.90 | 99.70 | 99.00 | 99.58
1.5 99.80 | 99.20 | 99.80 | 99.60 | 98.90 | 99.46

Table 4.19. AUC of CCAViT in DFDC, DFD and CelebDF versus middle branch

coeflicient.

Middle branch coefficient | DFD CelebDF DFDC

0.5 93.30 78.10 57.50
1.0 93.80 80.20 64.00
1.5 92.70 79.90 63.80

All hyperparameters are fine-tuned to the best values using an approach similar
to grid search. However, testing all possible combinations of multiple variables is
impractical for large models such as CCAViT. Instead, we adjusted one value at a time,
starting from the optimal values determined for CCViT model. Once all experiments
were completed, we focused on refining parameters of the model around these optimal

values.

Although hyperparameter tuning experiments yielded consistent results, the step
size of parameter adjustments could be reduced, and wider intervals could be explored.
This suggests that further optimization may still be possible for CCAViT. However,
such experiments require significantly more time and some tests might result in dimin-
ishing returns. The complexity of the optimization process also highlights the need
for more efficient methods or automated approaches to explore hyperparameter spaces.
Furthermore, leveraging distributed computing resources could mitigate time and hard-

ware constraints, enabling more extensive experimentation. Moreover, like batch size,
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our experimentation is also constrained by hardware limitations. However, the results

indicate that we have achieved near-optimal hyperparameter values for CCAViT model.



62

5. CONCLUSION

As digital media usage continues to expand in today’s society, safeguarding the
security and reliability of shared information has become critically important. Rapid
progress in deepfake image and video generation technologies has resulted in the pro-
duction of fake content that is nearly impossible for humans to distinguish. To avoid the
potential for misuse, the development of highly accurate and robust deepfake detection

methods becomes crucially necessary.

The results of our experiments reveal that current deepfake detection methods
perform well on existing datasets. However, detecting fake content in real-world images
requires methods with stronger generalization capabilities. A review of recent studies
highlights the increasing prominence of vision transformers in deepfake detection. Fur-
thermore, models addressing overfitting to identity information have demonstrated
notable improvements in their ability to generalize. Despite these advancements, the
effectiveness of such models remains largely confined to synthetic videos created using

face-swapping techniques, underscoring the need for further innovation.

In this study, a new deepfake detection model is introduced, the Combinational
Cross-Attention Vision Transformer (CCAViT). The model integrates the strengths of
Convolutional Neural Networks (CNNs) and Vision Transformers (ViTs). Additionally,
we implement Convolutional Vision Transformer (CViT), Convolutional Cross Vision
Transformer (CCViT), and parallel variants of convolutional vision transformer models.

Various versions of CViT, CCViT, and CCAViT are trained and evaluated.

In the experiments, CCAViT demonstrates superior performance compared to
the other implemented models in both intra-dataset and cross-dataset evaluations.
This model leverages multiscale features extracted from different layers of EfficientNet
using its multibranch structure. Unlike CCViT, CCAViT incorporates mid-level fea-

tures, further enhancing its representational capacity. The combinational connections
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in CCAVIiT enable the use of additional cross-attention modules per branch, contribut-

ing to its improved effectiveness.

This thesis offers researchers a comprehensive guideline for implementing convolu-
tional vision transformer architectures in deepfake detection, addressing key challenges
and obstacles encountered in the detection process. Through our experimental re-
sults, we provide insight into determining the optimal number of frames to extract
from videos for both training and testing. Additionally, we introduce an efficient data

preprocessing approach for the face detection phase, termed cascaded MTCNN.

Our comparative analysis of recent high-performing models demonstrates that
CCAVIT, even when using the smallest version of EfficientNet (EfficientNet-B0), per-
forms competitively with state-of-the-art approaches. However, the substantial number
of parameters in these models necessitates significant hardware resources and extended

training durations.

Enhanced hardware capabilities would enable the proposed model to undergo ad-
ditional training with minor architectural adjustments and more precise fine-tuning,
potentially achieving even greater performance. The intra-dataset analysis of experi-
mental results on FF+4+ indicates that most incorrect predictions are linked to videos
where multiple faces appear in the frames. Consequently, future research could fo-
cus on several areas to enhance deepfake detection models. These include integrating a
more advanced face detection system, refining data preprocessing strategies, or creating

novel techniques specifically tailored for multiface scenarios.
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