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ABSTRACT

PROPOSE Al SYSTEM TO ENHANCE IMAGE STEGANOGRAPHY

AL-BAIDHANI, Yousif Talib Zghayer

M.Sc., Information Technologies, Altinbas University,

Supervisor: Asst. Prof. Dr. Ayca Kurnaz TURKBEN
Date: March /2023
Pages: 47

Steganography is one of the methods used for the hidden exchange of information and it art
of invisible communication. The confidential communication is concealed so that it cannot
be seen by human senses. Steganography and encryption offer an effective means of
achieving that privacy. Conventional methods of image steganography tend to start with the
first pixel and proceed with subsequent pixels until the last piece of the hidden message is
embedded. In order to increase the security of the steganography system, modern trends
involve arbitrarily hiding data in images using various clever algorithms.

Numerous methods will be used in this thesis to improve image steganography and provide
high levels of security systems and exchange the secret information in secure way.

By arbitrarily concealing encrypted data in the cover, a proposed image steganography
method based on Ant Colony Optimization (ACO) aims to improve geographic image
steganography. Data Encryption Standard (DES) is used to encode a secret communication
to increase the security of the suggested system. The use DES algorithm With using breadth
algorithm to generate the key to increase the complexity against the attacker and difficult
way to detect the original message. Cover image separating into groups (n*n) optimum
pixels can discovered through the connection between pixels. Each block has the Ant Colony
System (ACS) applied to it in order to determine the texture of colour among the pixels in
the block and determine which pixel is best to use to embed the encrypted secret message
bits. This process is repeated for each subsequent block until the secret message finished.
The testing study demonstrates that in terms of quality (MSE and PSNR) and security.

vii



The final experimental results between security techniques (steganography and
cryptography) and artificial intelligence (ACO (ACS) with security techniques) explains.
Ant Colony System (ACS) of the ACO algorithm outperforms R(RGB-LSB). The PSNR in
the R(RGB-LSB) technique is 71 and ACO is 83, according to the findings of the contrast
between the ACO and R(RGB-LSB).

Keywords: ACO, DES Algorithm Steganography, Cryptography, ACS, PSNR, RGB.
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1. INTRODUCTION

The most current advancements in information technology require us to safeguard the
privacy of digital data. The creation of a method that can satisfy criteria is essential. Several
methods/strategies were used to make it happen. One of the best methods to achieve such

privacy is by combining cryptography with steganography [1].

The art and science of steganography include disguising data via common cover medium
[2]. Steganography, which is the study of covert communication and often concentrates on
methods for disguising the existence of the message being communicated, is one method for
transmitting information secretly. If done correctly, this prevents attackers and
eavesdroppers from overhearing the conversation. In a variety of containers, also known as
embedding materials, information may be hidden via steganography. Text, audio, video, or
image data are all acceptable carriers [3]. Steganography is one of the most dependable

techniques for conveying confidential messages between individuals [4].

Encoding and decoding secret messages using cryptography protects them from being
accessed by unauthorized people [5]. The term "cryptography" is derived from the Greek
terms "kryptds" for "secret" and "graphin™ for "writing"[6]. Cryptography aims to protect
data and communication channels by using calculations and a set of rules known as an
algorithm[7]. Steganography may provide a special way to communicate sensitive
information that is only understandable by the talking parties[8]. Steganography and
cryptography are common techniques for data preservation in computer security [7]. Ant
colony optimization (ACO), one of the intelligent swarm algorithms, is influenced by the
foraging methods of several ant species. These ants make smell trails on the ground that
point the other ants in the colony in the direction they should proceed. Ant colony
optimization approaches optimization problems in a similar manner. In ACO, a system that
is based on the communication method used by actual ants is utilized to generate
optimization issue solutions and communicate on their quality [9]. Ant colony optimization
(ACO) was the brainchild of Marco Dorigo. A metaheuristic called the ACO algorithm was
inspired by how real ants found their way to food sources [10]. The meta-heuristic
optimization method ACO provides a rough solution to difficult combinatorial optimization

problems. Artificial ants in ACO travel across the problem graph to provide solutions, and



they mimic real ants by leaving behind synthetic pheromones that will aid other synthetic
ants in producing even better solutions in the future [11].

1.2 THE THESIS'S OBJECTIVE

This thesis uses ACO algorithms with steganography and cryptography to improve image
steganography and develop a system that is more secure. Secret data is encrypted, then it is
embedded in a cover image that is separated into n blocks to provide security. ACO method
may be used to extract the best pixel from each block. This theory leads to improved stego

image quality and increased hacker resistance (good security).
1.3 THESIS OUTLINE

The remainder of this paper is divided into the following sections.

a. Chapter Two: “Theoretical Background”, presents steganography, cryptography, DES
algorithm, ACO and ACS.

b. Chapter Three: “The specifics of the proposed system's methods and their

implementations are presented in "Design and Implementation of the Proposed System."
c. Chapter Four: "Results and Discussions”, presents show the results of proposed system.

d. Chapter Five: “Basic findings and a number of recommendations for future works are

covered in Conclusions and Recommendations for Future Work.



2. LITERATURE REVIEW

2.1 INTRODUCTION

Steganography is the science of concealing sensitive information inside of image, audio,
video, or text files [12, 13, and 14]. The Greek terms steganos, which mean "covered or
shielded," and Graphic, which mean "writing," are combined to form the English word
"steganography” [15, 16]. Steganography has the advantage of preventing the initial hidden

message from becoming the focus of careful scrutiny [12, 17].

The study of methods for transforming information from its typically understandable form
into an unintelligible structure is known as cryptography [18]. The practice of transforming

textual (message) into an unintelligible code is known as cryptography [19].

The primary flaw in cryptography is that it is possible for hackers to identify encrypted
communications and attempt to decode them using a variety of techniques, such as
automated counters or arbitrary tests based on mathematical formulas. As a result, the
encryption technique still has security flaws, such as its reliance solely on decryption secrets.
Another security method, such as steganography, can be used to assist and enhance the
cryptography technique. One of the most helpful techniques for raising the security degree
of encryption is steganography. These two approaches can effectively be combined to offer
a high degree of online data protection [20]. Combining encryption and steganography

improves the security of the protected data of secret and secure communication [21].

Ant Colony Optimization, or ACO, is a meateuristic used to tackle complex combinatorial
optimization issues [22]. Ant Colony Optimization (ACO) is an optimization method that
draws inspiration from nature and employs ants as search agents to explore a search area
[23]. In ACO some of artificial ants in ACO can find the solutions through indirect

communication and shortest path between theirnest and food using pheromone. [24].
2.2 STEGANOGRAPHY

Steganography is a potential technique for securing data while it is being transmitted over
communication networks. Steganography methods enable us to conceal hidden messages in

media artifacts like digital images [25].



There are three components of information hiding are shown in figure (1) [26. 27 ]:

a. Cover: It is the carrier of message such as image, audio, video or other digital media
[20.26].

b. Secret Message: Information that must be hidden in digital media [26].

c. Key: used to hide secret message through Steganography algorithms [20-28].

Steganograph

y tools

Figure 2.1: Components of Steganography [29].

There are some requirements which need to achieve a secure steganography technique;

security, robustness, and embedding capacity [30.31].

a. Security: The resistance of the stego-media against steganalysis .
b. Robustness: The main requirements of the steganography techniques. The ability of the
stego media strength against steganolaysis technique [30.32].
c. Capacity: Capacity refers to the amount of data hidden in a cover media without
degradation of stego_media quality [30.33.34].
As shown in figure (2.2), three requirements represent a triangle in steganography
[35,36].



Security

Capacity Robustnes

Figure 2.2: The Requirements in Information Hiding System.
2.2.1 Digital Image Steganography

The most common cover item for information concealing is an image [37]. The cover image
that conceals secret information is known as the cover image [38], and the cover image that
transmits a secret message is known as the stego image [39]. There are several
steganographic methods that use a digital image as a carrier. Least-significant-bit (LSB)
replacement is the most popular and straightforward technique, in which one bit of secret
data is substituted for each LSB location in the cover image [40]. The fundamental concept
behind LSB is the direct substitution of LSBs of noisy or unused bits in the cover image with
the hidden message bits. The most popular method for data hiding is called LSB. It is easy
to implement, has a high hiding capacity, and makes it simple to regulate the quality of the
stego-image. However, it is not very robust to changes made to the stego-image, like low

pass filtering and compression, and is also not very imperceptible [41]. See figure (2.3):



Pixel

| Red | Green | Blue

Position for embed and extract secret message bits

Figure 2.3: One Pixel from Image.
2.3 CRYPYOGRAPHY

In order to prevent unauthorized parties from accessing sensitive data, information, or
communications, cryptography is a practice that includes the study of safe communication
methods [6]. Data secrecy, integrity, and verification are just a few of the information
security-related concepts that are incorporated into this practice (CIA) [42]. Decryption and
encryption are the two basic operations of cryptography [21]. The Encryption process is
applied before transmitting the message and decryption process applied after receiver

receives the encrypted message [18]

The message's open form is referred to as "plain text,” and its protected form is referred to
as "cipher text." [43] show figure (2.4) [18].

Encrvotion Decrypti

Ke Ke
Plaintext |—— > | Cipher text Ciphertext |— | Plaintext

\ ) \ )

Figure 2.4: Encryption and Decryption in Cryptography.

The primary flaw in cryptography is that it is possible for hackers to identify encrypted
communications and attempt to decode them using a variety of techniques, such as
6



automated counters or arbitrary tests based on mathematical formulas. Steganography,

another security technique, can be used to support cryptography for better security [20].

Steganography and cryptography are two techniques that could be used to secure data.
Steganography is a method of concealing data inside of another data, while cryptography is
a method of protecting data by converting its substance into a character that the other person
cannot comprehend. Because of the steganography method, the other people are unaware
that the data transfer contains private information. [1]. Show figure (2.5) [20.21].

(Secret message) (Secret message)
Encryption
Decryption
Cipher text
Cipher text
Embedding Extraction

) S (i

Cover_ Media Stego_Media

Figure 2.5: Combination of Cryptography and Steganography.
2.3.1 Data Encryption Standard (DES)

DES is a symmetric key block encryption method. Currently, this method uses the same
private key for both the encryption and decryption processes (Symmetric-key). 64-bit data
was used as input by the method. The method converts data into a sequence of 64 bit cipher
text blocks. Every raw block goes through 16 iterations of encryption. By introducing sulky

ki, the decryption procedure is carried out in the opposite order of the encryption technique



by main key k where i=1.......

[48, 49]:

...16 [44, 45, 46 and 47]. Figure (2.6) explain DES structure

Input (64-bits)

Initial
Permutation

v

L0 (32 bits)

v

RO (32 bits)

L1=R0

|

Y
L15=RI14

R1 = L0OXOR f(R0,K)

l

Yy
R15=L14XO0R f(R14,K)

K16 (48 bits)

f —

R16 = L15XOR f(R15,K)

\
L16=RI3

nverse Initia
Permutation

Output (64-bits)

Figure 2.6: Structure of DES.



2.4 ANT COLONY OPTIMIZATION (ACO)

Ant colony optimization is the most basic swarm-based solution for discrete problems [50].
Finding excellent routes through networks is the goal of the probabilistic ant colony
optimization algorithm (ACO), which is used to solve computational issues [51]. ACO is a
discrete combinatorial optimization algorithm based on the foraging food of an ant group.
An ant colony is able to find the shortest distance between their nest and a food source
through the method of indirect contact through putting a chemical called (pheromone) when
traveling along their path. The desirable path and shortest path contain a large amount of
pheromone, where desirable by colony [52, 53]. The difference between ACO algorithms
and search by random algorithms is that artificial ants use a rule to construct solutions (using
probabilistic transition rule based on pheromone intensities on edges) [54]. The
resemblances between actual ants and ant in artificialnintelligence ones used in ant colony

optimization include [55]:

a. the use of a cooperative group of people to discover a more effective, global answer to
the issue or job at hand.

b. using a synthetic pheromone trail for a stigmatizing reaction.

c. the use of a local motion to determine the quickest route between the nest and food.

d. Use probabilistic decision policy to navigate through neighbouring nodes.

ACO algorithm is basically a construction algorithm, that is, in each iteration of the
algorithm, each ant builds a solution to the problem by traversing the construction
graph.[56]:

a. Heuristic Information: measures the heuristic preference of moving from node ,,a“ to
node,,b”. It is denoted by nrs and this information is not modified by the ant during the
algorithm run.

b. Pheromone in artificial intelligence pathway information. It measures the acquired
desire for movement. This information is progressed while the algorithm is running

based on the solution found by the ants, which is denoted by ab.



c. Ant Colony System. ACS improves over AS by increasing the importance of
exploitation of information collected by previous ants with respect to exploration of the
search space. This is achieved via two mechanisms. First, a strong elitist strategy is used to
update pheromone trails. Second, ants choose a solution component using the so-called

“pseudo-random proportional rule”’[57].

10



3. METHODOLOGY

3.1 INTRODUCTION

The enhancement of image steganography and the provision of a more secure system are the
aims of the suggested system. ACO algorithms, steganography, and cryptography are used
to achieve the improvement. Each block (m*m) in the image will have optimum pixels found
using the ACS method. The highest optimized pixel will be chosen to include the encrypted

secret message bits. Three stages make up the proposal.

a. Implementation a new method of LSB with modification on it to make steganography
more secure.

b. Implementation DES algorithm to encrypt secret message.

c. Implementation ACS to find the optimal pixel in each block (m*m) which used for hide

data bits. Figure (3.1) show general block diagrams of the proposed framework.

Secret Message

|

Cryptoaraphy Process

7

Steganbg raphy ﬁ

7

[ Stego_Image ]

ACO

Alnnrithm

Figure 3.1: ACO And DES To Enhance Image Steganography.
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3.2 STEGANOGRAPHY IN PROPOSED SYSTEM

In this part a new technique of LSB will be shown which is termed R(RGB-LSB). Figure
(3.2 (a,b) explains how can embed and extract data in R(RGB-LSB):

A |
Pixel \
:Red | ~ Green I ~ Blue J “
\MsB | Lss KT MsB [ [LsB [ MsB | LsB |
""“‘.““"‘Ifred(o):O
Position for embed and extract secret message bits
B u
Pixel
|‘ |
| Red | G | o Bhe | ‘
! [ | \
B ! B 1‘ B | L M LB
[ N e e B
\ ()0
" Posion forembed and exactsecrt message bits

Figure 3.2: Both (A) and (B) are Embedding and Extraction in R(RGB-LSB).
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3.3 CRYPTOGRAPHY IN PROPOSED SYSTEM

Encrypted secret message bits by using DES algorithm as shown in figure (3.3).). In the part
will use breadth algorithm to produce key will used to encrypt secret data, this approach give

good randomness for key. The results are system more secure and more resistance to hackers.

At the existing time, the security of data and information transmission over the Intemet has become a
vital concem and a vital issue

<éICGSOBC"'ﬂkYL\,?1’uE "®©NN OliceZKcBH Tbb i pidn-aSt>OE s #b{j2Z=[§IQS€9:.€-z (ROt eI M

cOVEDERCT -&AFI«EledkgluciiwhAB@a%"§ EIZ9S Ye

Figure 3.3: Use DES to Encrypted Secret Message.

The input is a string of eight characters, which will be converted to binary and given a 64-
bit result. This 64-bit result will go into a fixed table that will be shared by both the sender
and the receiver, as shown in the following table 3.1.

Table 3.1: Initial Key.

585042 342618102
605244 362820124
625446383022146
645648 4032 24168
574941 33251791

5895143352719113
615345 372921135

63 5547393123157

13



This table will be used to propagate the tree, the first 32 bits will be propagated to the left
tree, and the second 32 will be to the right of the tree Then breadth algorithm will be used to

generate a new 64 bits, which can be seen in the following figure (3.4).

\
1% B 361 33 45 37 292 13 543 547 39 33 35

2 % % B W g oy o Bosg 48 o4 RN

Figure 3.4: Breadth Algorithm to Generate Key.

When the breath algorithm runs in the tree, it can get a new subkey, as shown in the following

table 3.2;

Table 3.2: Output Key.

585057 42 3949 41 26

28102332517960

52443624201241

5951433527291162

54 46 383022 146 64

56484032241683

615345372921135

635547393123157

14



3.4 ANT COLONY OPTIMIZATION IN PROPOSED SYSTEM

To improve image steganography, we can use some of artificial intelligence such as ACO
this algorithm combined Cryptography and steganography algorithms provide better results
in (MSE and PSNR). Cover divided into number of blocks (horizontally) as shown in figure
(3.5) and every block includes many of pixels each pixel is visited only once. ACS algorithm
used to find an optimal pixel within one block. Optimal pixel cans obtained through finding
the texture of colours between pixels in each block. Figure (3.6) explains how to find optimal
pixel within block.

Figure 3.5: Divide Cover into Blocks (Horizontally).

15



source

goal

Figure 3.6: Pixels Within Block.

There is some information to how can employ ACO with steganography.

a. Block (5*5) will be used.

b. Calculate the capacity between the number of secret message bits and a cover as shown

in equation (3.1).

16



Capacity = cover size / number of pixel within block (3.1)

Capacity must be large than total number of secret message bits to ensure the security and
quality.

C. After dividing the cover image in blocks (m*m), each block contains number of pixels,
three bits of the secret message is embedded in each block. Figure (3.2) explains this:

d. Heuristic measure njij : Calculated through finding MSE between pixels in cover and

stego as shown in equation (3.2):

i = 1/MSE (3.2)
5 - Number of iterations = 5.
6 - Number of ants = 3.
7 - Each iteration the ants select pixels randomly.

8 - Alpha and Beta = 2.

17



Enter secret Figure (3.6)
message and explain how to
load cover general diagram
image.
4 Calculate )
(__\ Heuristic
Find ASCII measure
to ever Latter through.
and converted
into binary N=1/MSE
bit. \ )
———
Find the capacity Use ACS to find
between cover and optimal pixel.
secret message
bits.
\. Y,
Optimal pixel
Use DES \ will use to hide
algorithm to encrypted
encrypt secret secret message.
message bits. \_ )
\. J

Stage _Image

Figure 3.7: General Block Diagram of Proposed System.
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4. EXPERIMENTAL RESULTS

4.1 INTRODUCTION

In this chapter we will explain the result of R(RGB-LSB) algorithm and proposed system

(ACO with steganography) in details.

The proposed framework is built by using different dataset and secret message size. In the

system will use (30 images different in type of the file format and size) and dataset of secret

messages (three secret messages with different size). Figure (4.1(a,b)) display the images,

Table (4.1) display the secret messages with their size and table (4.2) display the images file

format and size.

The suggested system was developed in a Windows 7 environment with an Intel 2.50 GHz

processor, 4.00 GB of Memory, and a 64-bit system type. The proposed system code was

created using the Visual Basic.net 2010 and 2008 programming languages.

m

S
w
&

T0b6001a0e30fde5117879c493005998  b8099821 shutterstock_174531506-68 be-happy download (1) download (2) dovnload (3)
1454

i

download fundo-de-paisagem-png images (1) images 2) images (3) images ()

Figure 4.1: Images in Proposed System.
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Table 4.1: Secret Message.

Number of Secret Message Size (Byte) Size (Bit)

Sec Msg 1 136 1088

Sec Msg 2 499 3992

Sec Msg 3 717 5736

Table 4.2: Images Characteristics.

1 704*880(80 KB) JPG
2 681*454 (46KB) JPG
3 500*345(51KB) JPG
4 290*174(14KB) JPG
5 225*225(10KB) JPG
6 300*168(10KB) JPG
7 228*221(12KB) JPG
8 665*499(858KB) PNG
9 275*183(5KB) PG
10 183*275(8KB) JPG
11 358*141(19KB) PG
12 253*199(18KB) JPG
13 259*194(11KB) PG
14 900*600(116KB) JPG
15 840*525(155KB) JPG

20




Table 4.2: Images Characteristics “table continued”

16 616*380(57KB) PG
17 300*200(139KB) PNG
18 348*289(13KB) PNG
19 720*480(159KB) PG
20 630*345(654KB) BMP

4.2 EXPERIMENTAL RESULTS

To identify which algorithm has the highest quality, capacity, and security, experimental
work comparing (R(RGB-LSB) with cryptography) and ACS with (R(RGB-LSB) with
cryptography) will be shown in this part. used to guarantee superior quality and
imperceptibility (security). In the suggested system, the ACO algorithm necessitates a large
capacity since the image is separated into several blocks, and each block is utilized to conceal
three bits of the secret message. Table (4.3) explains experimental results of (R(RGB-LSB)
with cryptography) when using sec msg (1). Table (4.4) provides an explanation of
experimental findings of (R(RGB-LSB) with cryptography) while utilizing sec msg. (2).
Table (4.5) explains experimental results of (R(RGB-LSB) with cryptography) when using
sec msg (3). The findings are provided in tables (4.3), (4.4), and (4.5). The (R(RGB-LSB)
with cryptography) is excellent in terms of MSE and PSNR because the sec msg bits are
incorporated in the values of the red, green, and blue colors, as illustrated in figure (4.2).
(R(RGB-LSB) with cryptography) Even though it gets good quality, it gets a high
imperceptible (poor security).
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Table 4.3: Experimental Results When Using Sec Msg (1).

Cover No. MSE PSNR
1 0.010526 68.85765
2 0.01456635 61.665402
3 0.01067135 62.876468
4 0.01877550 61.50568
5 0.03741660 68.933505
6 0.0252056 68.568469
7 0.0078972 63.529179
8 0.0833660 70.561061
9 0.0522961 66.4324874
10 0.08114695 66.7114050
11 0.0476444 60.2884261
12 0.00845336 68.991904
13 0.019837 68.772894
14 0.0488087 71.67702
15 0.01194383 70.63068
16 0.0823714 66.773944
17 0.07257941 63.13779
18 0.00773041 68.661684
19 0.0272333 67.8442180
20 0.0151537 69.901038
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Table 4.4: Experimental Results When Using Sec msg (2).

Cover No. MSE PSNR
1 0.01458125 65.332743
2 0.01662 66.70028
3 0.038283 60.188402
4 0.0451320 62.91546
5 0.0770444 609681
6 0.0091133 69.106505
7 0.009777 67.765590
8 0.0211087 62.87717
9 0.0119383 70.59106
10 0.0275714 65.553487
11 0.02717257 66.328050
12 0.061625 60.398426
13 0.0182703 68.5719040
14 0.0055306 66.733743
15 0.00723333 67.817284
16 0.02409375 62.359027
17 0.02296875 61.927468
18 0.06109 60.528568
19 0.007718 68.915505
20 0.0138125 69.922469
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Table 4.5: Experimental Results When Using Sec Msg (3).

Cover No. MSE PSNR
1 0.0834488 62.73817
2 0.0593009 60.4352
3 0.172249 67.07760
4 0.0622875 67.07850
5 0.0381625 68.56429
6 0.0611015 69.31416
7 0.089214 69.32832
8 0.081467 67.49185
9 0.0622808 65.385
10 0.0572361 65.46540
11 0.094603 66.52134
12 0.007794 61.37726
13 0.08222 60.49948
14 0.0100213 70.1336
15 0.01975 71.23450
16 0.022118 69.30669
17 0.029958 69.26556
18 0.0311941 65.11245
19 0.0375 65.11587
20 0.091148 68.57512

In the proposed system, ACS algorithm with (R(RGB-LSB) with cryptography) Table (4.6)

explains the number of pixels when use block (5*5).
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Table 4.6: Number of Pixels.

1 17396
2 16008
3 10370
4 15181
5 10660
6 12559
7 15311
8 2176
9 11229
10 7844
1 11799
12 21847
13 18106
14 29754
15 16099
16 36225
17 19870
18 15660
19 17084
20 22362

26



Tables 4.7, 4.8, and 4.9 show the results of ACS's experiments. Table (4.7) shows that the
image which a big size gives the high value of the MSE and PSNR as in colour shaded green.
The relationship between the size of the second msg and the size of the image is very
important. As seen in the following tables, this works best when the image is too huge for
the secret messages.The status of the using block(5*5) gives a high random in ACS
algorithm and thus will achieve high security as well as good quality as shown in figure
(4.3).

Ants Take Path
"] Ant 1-—-> 1023456789101112131415161718192021222324
"] Ant 2-——-—->2301234567891011121314151617181920212224
] Ant 3-—->1801234567891011121314151617192021222324
] Ant 1-—-> 3012456789101112131415161718192021222324
"] Ant 2-———->1601234567891011121314151718192021222324
] Ant 3-—->7012345689101112131415161718192021222324
"] Ant 1-—-> 2301234567891011121314151617181920212224
"] Ant 2--——->1023456789101112131415161718192021222324
"] Ant 3-—->2401234567891011121314151617181920212223
] Ant 1-—-> 2201234567891011121314151617181920212324
] Ant 2-—->7012345689101112131415161718192021222324

Figure 4.3: Randomization in ACS.

Table 4.7: Experimental Results When Using Sec Msg (1).

1 0.0005175 80.08600171
2 0.001109259 76.30561020
3 0.0014756 78.07410581
4 0.00134231 79.18848924
5 0.001473215 76.40663

6 0.00125333 77.18045342
7 0.001034315 79..396128606
8 0.001222770 78.538732843
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Table 4.7: Experimental Results When Using Sec Msg (1) “table

continued”.

9 0.00131512 75.30141024
10 0.00159653 78.9261627
11 0.00103125 79.04516992
12 0.00136929 82.41836715
13 0.001018738 80.04495824
14 00012260705 | 8393971187
15 0.00103125 77.05779825
16 0.00306375 76.97888349
17 0.0010232291 79.0817982
18 0.001209176 78.68440553
19 0.0012404040 79.25559711
20 0.00156656 80.0371199041

Table 4.8: Experimental Results When Using Sec Msg (2).

1 0.00061041 79.61562

2 0.00452833 77.2376441
3 0.00266511 76.7791011
4 0.00235059 76.8578162
5 0.001192181 75.52575
6 0.003434 74.1081897
7 0.001436 77.23324908
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Table 4.8: Experimental Results When Using Sec Msg (2) “table

continued”.

8 0.00166820 73.5245169
9 0.002641975 74.3432366
10 0.00033874 78.6512010
11 0.003059843 74.9296654
12 0.0005656178 76.3664476
13 0.001494849 80.1501648
i 0001710705 plsssolls
15 0.002598 75.4590863
16 0.00144775 75.1340966
17 0.00294375 74.889265
18 0.00140354 76.9668685
19 0.00182263 75.9920054
20 0.001833 73.5823550

Table 4.9: Experimental Results When Using Sec Msg (3).

1 0.00122607 77.5774235
2 0.00123293 76.3778568
3 0.002122143 77.8331692
4 0.002164751 75.849059
5 0.001933333 75.1663938
6 0.002115804 74.074401
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Table 4.9: Experimental Results When Using Sec Msg (3) “table

continued”.
7 0.001835402 77.3545914
8 0.001335987 74.48264
9 0.000722142 75.3432366
10 0.000791517 78.7318772
11 0.000243361 74.9704445
12 0.001980703 77.3913356
13 0.00121070 80.3214984
i oooesE BSOS |
15 0.00235 78.429840
16 0.003358645 77.1888978
17 0.00025051 75.9432159
18 0.00373141 74.9809006
19 0.002626 78.0324051
20 0.001193 79.6443440

Table (4.10) and figure (4.4(a,b)) shows the comparison among ACS algorithm and R(RGB-
LSB) The results show that use ACS with DES and R(RGB-LSB) is the better in quality
and security because depends on encryption algorithm, R(RGB-LSB) method, blocks and
random pixel which is optimal to hide bits of secret message.
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Table (4.10): Comparison Among ACS Algorithms and (R(RGB-LSB)).

R(RGB-LSB) ACS
Cover No. MSE PSNR MSE PSNR
1 0.010526 68.85765 0.0005175 80.08600171
2 0.01456635 61.665402 0.001109259 76.30561020
3 0.01067135 62.876468 0.0014756 78.07410581
4 0.01877550 61.50568 0.00134231 79.18848924
5 0.03741660 68.933505 0.001473215 76.40492663
6 0.0252056 68.568469 0.00125333 77.18045342
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Figure 4.4: Comparison Among ACS Algorithms and R(RGB-LSB) with Cryptography (a) MSE
Between (R(RGB-LSB) with Cryptography) and ACS while (b) PSNR between R(RGB-LSB) and
ACS.
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5. CONCLUSIONS

5.1 CONCLUSIONS

This thesis introduces new methods for image steganography to obtain secure way to
exchange secret information. Three levels to in this thesis will be used. The fires one in
steganography, will use simple approach of LSB which termed R(RGB-LSB) to increase
security and quality. The second way is in cryptography to increase the complexity and make
the system more secure and difficult to detect the secret information from attacks. The third
way is in swam intelligence (ACO algorithm) will use ACS with security techniques
(cryptography and steganography) to make the suggest system more powerful through

increase the security and quality.

For hiding information R(RGB-LSB) provides a good security but provides a low quality.
For encrypted data DES algorithm, it uses to increase security. ACO with previous
algorithms provide good quality and security. With using breadth algorithm to generate the
key Use ACS with hiding data provide similarity between pixels cover and stego_image this
means high level of security and quality. The divided the image horizontally, number of
iteration, blocks and ants is more appropriate in suggest system. ACO needs high capacity
because the cover image divided into blocks and each block used to embed three bits from

secret message.

In future work could be use another approach of ACO or another intelligence algorithms to

obtain the optimal pixels and find appropriate way to solve the problem of capacity in ACO.
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