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ABSTRACT

GROBNER BASES FOR SOME VARIANTS OF ADVANCED
ENCRYPTION STANDARD
MSC THESIS
DILSHAD RAHEEM KAREEM BAJALAN
INSTITUTE OF GRADUATE STUDIES
BOLU ABANT IZZET BAYSAL UNIVERSITY
DEPARTMENT OF MATHEMATICS
(SUPERVISOR: PROF.DR. EROL YILMAZ)

BOLU, AUGUST 2021
(x +32)

The some different variants of the Advanced Encryption Standard are investigated.

Algebraic equations and Grobner basis for them are obtained in two different setting
of the polynomial ring.

KEYWORDS: Block ciphers, AES, S-boxes, Lagrange polynomails, Grobner
bases, Crytanalysis.
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OZET

ILERI SIFRELEME STANDARTLARININ BAZI TURLERI iCIN
GROBNER TABANLARI
YUKSEK LiSANS TEZi
DILSHAD RAHEEM KAREEM BAJALAN
BOLU ABANT iZZET BAYSAL UNIVERSITESI
LiSANSUSTU EGIiTiM ENSTITUSU
MATEMATIK ANABILIiM DALI

(TEZ DANISMANI: PROF. DR. EROL YILMAZ)

BOLU, AGUSTOS - 2021
(x +32)

Gelismis Sifreleme Standardinin bazi farkl gesitleri incelendi. Bu varyantlar igin
cebirsel denklemler ve Grobner tabanlari polinom halkasinin iki farkli durumu igin

elde edildi.

ANAHTAR KELIMELER: Blok sifreler, AES, S-kutular1, Lagrange polinomlari,
Grobner tabanlari, Kriptanaliz.
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1. INTRODUCTION

Cryptography is the process of converting plaintext into ciphertext and vice-
versa. Converting the plaintext into ciphertext is called encryption. The breaking of
the ciphertext is called decryption. An algorithm for performing encryption and
decryption is called cipher. There are basically two types of ciphers. While
symmetric cipher has a single key used for both encryption and decryption,
asymmetric cipher contains two keys, a public key for encryption and a secret key
for decryption. Symmetric ciphers split into block ciphers and stream ciphers. Data
is broken up into blocks and each block is encrypted and decrypted with the secret
key in block ciphers. Each character is individually encrypted and decypted with a

keystream varies in each step in stream ciphers.

The best known examples of block ciphers are the Data Encryption Standard
(DES) and the Advanced Encryption Standard (AES). DES is published by USA
National Bureau of Standards in 1977. After the DES was broken by using
differential and linear attacks, it was replaced by the AES in 2000. The AES is still

the most used block cipher.

Cryptanalysis is a branch of cryptography which focuses on breaking
ciphers. Like many block ciphers, the design of AES contains highly algebraic
structures. The algebraic properties of block ciphers have attracted the attention of
cryptanalysts. They designed different algebraic attacks against block ciphers. The
main idea is to write the encryption operations as a system of multivariate
polynomial equations and then solve this system to recover the secret key.

Algebraic attacks gave new perspectives in block cipher cryptanalysis.

Courtois and Peiprzyk developed an algebraic attack on AES [1]. They try
to solve a large system of quadratic equations using Extended Sparse Linearization
(XSL). Although it was later realized that the XSL method was useless, this study
pioneered the use of computational algebra techniques in attacks on block ciphers.
At this stage, Grobner bases techniques came to the forward. Grobner bases,
introduced by Bucberger in his Ph. D. thesis [2], are special generating sets of
polynomial ideals that can be used for solving systems of polynomial equations.

Two block ciphers, Flurry and Curry, which are resistant against linear and

1



differential attacks but vulnerable to Grobner bases attacks are developed in [3]. A
zero dimensional Grobner basis for AES-128 over GF(28) is obtained in [4].
Similar studies have been done for AES-196 and AES-256 in [5] and [6]
respectively. They all use a degree lexicographic order which can not be used for
solving the system of polynomial equation. Hence these bases can not directly used
for cryptanalysis of the AES systems. Although they proposed algebraic
cryptanalysis schemes based on a Grobner basis conversion, they have no practical

use. Hence these Grobner bases has no security implications for AES.

In cryptanalysis, one of the best ways to measure the performance of an
attack is to test it on reduced versions of the cipher. The small scale variants of the
AES is defined in [7]. After that, some of these variants were cryptanalyzed in [7]
and [8]. Grobner bases over GF(2) for small scale variants variants are obtained in
[9]. Using these Grobner bases the authors were also go further in cryptanalyzing

of the small scale variants of AES.



2. AIM AND SCOPE OF THE STUDY

In this thesis, it is aimed to compute Grobner bases for small scale variants of
AES to be used in cryptanalysis. We investigate the smale scale variants of AES
in details in chapter 4. Then we obtain algebraic equations for them over GF (2%) in
the first section of chapter 5. Since S-boxes are the only non-linear part of block
ciphers, finding the polynomials that represent them is the most important part of
finding algebraic equations. We use the Lagrange interpolation polynomials for S-
box as they did in [4]. We also get algebraic equations over GF(2) in the second
section of chapter 5. We find the quadratic polynomials for S-box using linear
algebra techniques. Then we use elimination theorem via Grobner bases and
express output variables as polynomials of input variables of S-box. Although the
methods we used in this section show some similarities with [9], our study includes

more detailed results.



3. GROBNER BASES

In this chapter, we will give a brief introduction to Grobner bases. We refer

the interested readers to [10] for a more detailed information about this topic.

3.1. Monomial Ordering and Division Algorithm

Definition 3.1. A monomial in x4, x5, ..., x,, IS the product of the form

[P AN 4] a
b S
Where all exponents are non-negative integers. The total degree of this monomial

isthesum |a| = a; + -+ .

We can simplify the notation for monomials as follows: let @ = (a4, ..., @y,)

be the n-tuple of non-negative integers. Then we set

an

a _ .%1.,.02
X7 =X X" X

Definition 3.2. A monomial ordering on K[x;, ..., x,, | is any relation > on

L, or equivalently, any relation on set of monomials x%, a € ZZ, satisfying

e > istotal order,
o Ifa>p,thena+y>p +yfory eZl,,
e > is a well ordering on ZZ,. That means every non empty set of ZZ, has a

smallest element
The well ordering is important because

Lemma 3.3. A monomial ordering > is a well ordering on ZZ, if and only

if every decreasing sequence must terminate after finitely many steps.



This lemma will guarantee that the division algorithm on K[x4, ..., x,,] stops

after finitely many steps.

There are several monomial orderings on K|[x, ..., x,] unlike polynomials
of single variables where there is only one ordering. Now, we will define three of

them.

Definition 3.4 (Lexicographic Order). Let a, B € ZZ, we say a >, B if

the first nonzero entry of a — g is positive.
For example, @ = (2,3,1) > B = (1,2,5) sincea — = (1,1, —4).

Definition 3.5 (Graded Lexicographic Order). Let a, 8 € ZZ, we say
A >griex g ifla] > |Blor |a| =|B]and a >, B.

For example, & = (2,3,2) >griex B = (41,1) since [a| =2+3+2 > |f| =4+
+1+1o0ra=(235) >gex B = (2,2,6)since |a| = |B] but a >, .

Definition 3.5 (Graded Reverse Lexicographic Order). Let a, 8 € ZZ,
We SaY & > grepiex B if @] > |B| or |a| = |F] and the last nonzero entry of a —

is negative.

For example, a = (2,6,3) >gyiex B = (5,2,4) since |a| =[B] and a—p =
(=34,-1).

Definition 3.6. Let f =), a,x%*be a polynomial and > be monomial
ordering
e The multidegree of f
multideg (f) = max{a:a, # 0}
e The leading coefficient of f
LC (f) = anmultideg(r)
e The leading monomial of f
LM(f) = xmultideg(s)

e The leading term of f

LT(f) = LC(HLM(S)



For example if f = 5x2y3z% 4+ 523 — 6x* + 8x323, then

order | multideg(f) | LC(f) LM(f) LT(f)

lex (4,0,0) -6 x* -6x*
grlex (3,0,3) 8 x3z3 8x3z3
grevlex (2,3,2) 5 x2y3z?% | bx?y3z?

Theorem 3.7 (Division Algorithm). Fix a monomial ordering Let F =
(fi, -, fs) be the s-tuple of polynomials in Kl[xy,...,x,]. Then every f €

K[x4, ..., x,] can be written as

f:a1f1+“‘+asfg+r

Where a;, 7 € K[x4, ..., x,] and either r = 0 or no term of r is divisible by LT (f;)

fori =1,...,s. Furthermore if a;f; # 0, then multideg(a;f;) < multideg (f).

The polynomial r is called the remainder of f upon division by F.the
polynomials a4, ..., as and the reaminder r can be computed by the following

algorithm.

Table 3.1. Division Algorithm
Input: f5, ... fs, f
Output: a4, ..., a,, T
a;:=0,..,a;:=0h:=f

WHILE h # 0 DO
IF there are i’ s such that LT(f;) [LT(h) THEN
Choose the least i satisfying this

o LT(h)
a;:= aq; +—LT(fi)
L LT(h)
=TT
ELSE
ri=r+ LT(f;)
h:=h — LT(f))




3.2. Grobner Bases

Definition 3.8. Fix a monomial ordering. Let I ¢ K[x4, ..., x,] be a non-

zero ideal. The ideal of leading terms of I is the ideal generated by the set

LT() = {LT(f):f € I}
And it is denoted by (LT(I)).

If I =(fy, ..., fs), then clearly (LT(f;), ..., LT(f;) < (LT(I)) but converse is

not always true.

Definition 3.9. Fix a monomial ordering. Let I c k[x, ..., x,] be a non-zero

ideal. A set of polynomials {g;, ..., g} € I is called a Grébner Basis for I if

(LT(D)) = (LT(g1), -, LT(gp))-

The most important property of a Grobner basis is that the reaminder of
division of a polynomial by a Grobner basis is unique. This is not always true for a

general division on a several variable polynomial ring.

Definition 3.10. Let f,g € K|[xy, ... , x,] be two nonzero polynomials. Fix a
monomial ordering. Let x¥ = LCM(LM(f), LM(g)). The S-polynomial of f and

gis

xY xY

o it

S5(f.9) =

Theorem 3.11 (Buchberger’s Criterion). The set G = {g1,92, --- ,gs} €
K|[x1, ... ,xn] is a Grobner basis for the ideal generated by G if and only if the

remainder of the division of S(g;,g;) by Giszerofor1 < i <j <s.

Lemma 3.12. Let f,g € K][xy, ... ,x,] be two nonzero monic polynomials.
Fix a monomial ordering. If LM(f) and LM(g) are relatively prime, then the
remainder of the division of S(f, g) by {f, g} is zero.

Proof. Since LM(f) and LM(g) are relatively prime,



LCM(LM(f), LM(g)) = LM(f)LM(g).

Therefore

S(f,9) = LM(g)f — LM(f)g = —(g9 — LM(g))f + (f — LM(f))g.

Corollary 3.13. If the leading monomials of the the monic polynomials G =

{91, 92, .- , gs} are pairwise relatively prime, then G is a Grébner basis.

The following algorithm finds a Grobner basis for an ideal starting from a
given generating set of that ideal.

Table 3.2. Buchberger’s Algorithm

InpUt: F: = (fllei :fs)
Output: G, a Gobner Basis for (F)

G:=F
B: ={(i,j):1<i<j<s}
t:=s
WHILE B # @
Choose (i,j) € B
B:=B —{(i,/)}
r := remainder of the division of S(g;, g;) by G
IFr+ 0 THEN
t=t+1, B: =B U {(i,t):1 <i < t}
G: =Gu {r}.

3.3. Zero Dimensional Ideals

Let! € K|[xq,xy,...,%,] beanideal and let G be a Grobner basis for 1. then

K[xq, x5, ..., x,]/I forms a vector space with a basis
B ={x“:x%¢ LT(I)}

Theorem 3.14. Let K be algebraically closed field and let I <
K|[x4, x5, ..., x,] be an ideal. Then the followings are equivalent

8



i.  K[xq,x9,...,x,]/1 is a finite dimensional vector space over K.
ii. If G is a Grobner basis for I, then there are g € G and a; = 0 such
that LT (g) = x;* for1 <i <n.
iii. ThezerosetV(l) ={a € K™:Vf €1, f(a) = 0}is a finite set.

Definition 3.15. An ideal satisfying conditions given above theorem is

called zero dimensional ideal.

Definition 3.16. If I © K|[xq,x;,...,X,] IS an ideal, then the i-th

elimination ideal is
Ii =InN K[xi+1,xi+2, ...,xn].

Theorem 3.17 (Elimination Theorem). If G is a Grobner basis for

I S K[xq,x5, ..., X,] With respect to lex order with x; > x, > -+ > x,,, then
G; =G NK[Xj41, Xi12, - Xn]
is a Grobner basis for the elimination ideal ;.

The Elimination theorem implies that a Grobner basis induced by a
lex order successively variables. This theorem therefore suggests the
following strategy to solve a zero dimensional system of polynomial
equation: Starting with the single variable equations, solve them. Then
replace these solutions to other equations of the system. Apply the same

process again and again until reaching the whole solution.



4. SMALL SCALE VARIANTS OF AES

In this chapter, the small scale variants of AES given in [7] will be examined
in detail. While the number of variables and number of steps were reduced, the
structure of AES preserved in these variants. Thus it will be possible to investigate

the applicability of various algebraic cryptoanalysis methods on AES.

4.1 Parameters
We define two small scale variants of AES: SR(n,r,c, e) and SR*(n,r,c, e)

which differ in the form of the final round. The parameters are

e nis number of rounds where 1 < n < 10.

e 7 is number of rows of the input matrix where r = 1,2 or 4.

e ¢ is number of columns of the input matrix where ¢ = 1,2 or 4.

e e isthe length (in bits) of each element of the input matrix where e =

4 0re = 8.

When e = 8, we use the field

GF(28) — GF(Z)[X]/

(xB+x*+x3+x+1) = GF(2)(9)

where @ is a root of the Rijndael polynomial x® + x* + x3 + x + 1 over GF(2).

When e = 4, we use the field

GF(2)

Greny =AW L= F@0)

where p is a root of the primitive polynomial x* + x + 1 over GF(2). Let us take
a closer look to this field.

We use hexadecimal notation when refering the elements of GF(2%) as
follows: The coefficient vector of p3+p+ 1€ GF(2)(p) is 1011 which
corresponds to B in hexadecimal notation.

Let us give an example of multiplication of elements

BRD =3 +p+ D)3 +p?+1)=p°+p°+p*+p3+p2+p+1
Now divide p® + p°> + p*+ p3 +p2+p+1byp*+p+ 1.

pe+p°+pt+pP+pP+p+1=(p*+p+D(p*+p+1)+p*+p.

10



Hence

=6

p*+p

pe+p>+pt+p3+pi+p+1=

B®D

The complete addition and multiplication table of GF(2*) are given below.

Table 4.1. The Addition Table of GF (24).

| m Ao MM o|oNoniton N« o
MM oA AooONFn N m o«
AAQO|L I oM< | F| N O O m|N
Qo Ao dmFn ool N|m
MM <G OO mAO M N O[N] O|n|<F
<g|<|m|o|olioAlNm| o[V X
oo g AlU|nM— o m NN NO
O oo MUAR|ILO|H N M <F N[Ol
NNO N FnNH O LAl M| <g|o|m
O(O|IN|F NN Mol Em|oAlgm oo
nwmiF o -omnaAoO| | mio|olm|<
FH | F | o|NOoO|lHI N MmO AW oo <<|Mm
NN oINVO T Mo |EAO
NN MO |H| VN F MO OA
| [ OMmN|| F N Ol oM AlO| M|
OO NN F | VO|NO|O T MO A ]|k
Dlo|—|nm|<xinv~Nolo|<lmnoalm|m

Table 4.2. The Multiplication Table of GF (2*4).

| O AN O O[F | A O|m|o| N | <
Mol AmNOo|o oo T <<im|in
AolAlot| O N MOl <~
Olo|lvMINWNOIN|C|O| Al m|F|wo
MomMun Mg d|liwFNNNOoNoAlojo|lm
g o< NAKF|IOM|LnoN-=MOlo
o|o|joH|oNmM T IAINO[O|E| N M|
W olomnmmMOULN AU F| N CNo| -
NOoOINME OOl OA TG FNnom
Volv oA mio|mlm|oln|F
mondlnNaAlommMm |l on|o|mn| o
| o|F|o|O|mnnNM |V NKC N - Ao
N[OV N O|LConM oA < |
NOIN|F| O OO NN MAo|A
O NN F(Nn|O[N|o| o C O A I
Oo|lo|o|o|o|lo|lo|o|o|o|ojo|lo|lo|o|o|o
Qlo|=|nm|wnv|No ogmo alm|m
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4.2 Round Operations

Each round in a scaled AES consists of some combination of the following

operations:

e SubBytes

e ShiftRows

e MixColumns

e AddRoundKey

We will explain these operations only for e = 4. The case e = 8 uses the

original AES 128 operations.

SubBytes operation applies an S-box operation to each element of the
input matrix. S-box takes a 4-bit input c;c,cico and return a 4-bit output

535,515, using the following transformation.

So 1 1 1 0\ /bo 0
51_0111b1®1
s2)] |1 0 1 1])\b, 1
S3 1 1 0 1/ \bg 0

Where b;b,b, b, is multiplicative inverse of c5c,c;cy. Here we assume the

inverse of 0000 is itself for the sake of completeness.

For example, take 5 = 0101 as an input. Its inverse is B = 1011. Then

—_ = o R
[ S SN
O R R R
_ =l O
S ==
—_ o oo
O R =k O
S =

Hence S-box maps 5to 1110 = E. The following table gives S-box maps of each

element.

Table 4.3. S-box Substition Table.

8|9/A|B|[C|D
6/ B|5/4|2|E|7|/A|9|D|F|C|3]1]0,8

S
N
N
w
N
Ul
(o)}
N
M
eS|

12



The ShiftRows operation rotate row i of the input matrix by i positions to the

leftfor 0 < i < r — 1. For example if input matrix

A 5 E 7]->row0
6 C 0 4|-rowl
F 8 3 D|-row2
2 B 1 91-row3

Then after the ShiftRows operation the ouput matrix is

O waAa ™
N o v
W
= oy

MixColumns operation multiplies of data by an invertible matrix which

varies according to number of the rows of the data.

Table 4.4. MixColumns Multiplication Matrices.

Number of Rows Matrix
1 (D)
3 2
2 G 3)
2 3 1 1
1 2 3 1
4 1 1 2 3
31 1 2
For example, take input matrix
A 5 E 7
C 0 4 6
3 D F 8f
9 2 B 1

Now apply MixColumns operation to each column of the input matrix.

13



2RABGBRIOB(IRNBARI)
1RHBCROBBRND(1RI)
1RANBIRO)BRRND(BRI)
BRINBAROB(IR3)D(2RI)

Wk =N
= =N W
=N W

-
Il

RN

w oo

~___ ~—____~— ~__

N W =

(1®502R0)DBRID)D(1R2)
1®50(1R0D2AD)DBR2)
BR5NBUIRND1IRID)D(2®2)

W R R, N
_ RN W
RN W R

v
Il
~
oax O wun

N W =

CREDOBEINDURIFND(ARX®B)
(IRE)D2LIHNDBRIFND(ARXB)
IXE)S(1HDRIFDBRB)
BRIEDUINDURFD(2ZR®B)

N N/

[SSIN N A S

Il

((2®5)€B(3®0)G§(1®D)®(1®2)

== N W
=N W =
N W R
<_— -
Il
—

1I®7ND2LR6)DBRND(AR®1)
1I®7NDP(1R6)DR2Y®YDB®1)
BRNDO(1IR6)D(1XHD2Z®1)

_ N W
_, N W e
= 0 Oy N

(2®7)€B(3®6)@(1®8)69(1®1)> (

N W)
\_/

Wk kN
N W =

Hence the output after MixColumns operation is

w oo

7
F
9
F

ox T ul
AR R,

AddRoundKey operation simultaneously adds a roundkey matrix to some
intermediate matrix. Each SR(n,r,c,e) or SR*(n,7,c,e) has a initial roundkey
matrix of size r X c¢. Then each roundkey is then used to define the next roundkey
as described below. The definition of the roundkey depends on the number of

columns (c) in the array.

Table 4.5. Key Schedule.

Number of
Columns Input Output
1 Co lo = Fi(co)
lo = Fi(c1)®co
2 Co, C1 L, = 1,®c,
lo = Fi(c3)®c
I, =1,bc
4 CO! Cll CZ! C3 l; — l(i@C;
l3 = 12®C3

14



where

sbox(cjo) K;
Fi(¢j) = @ O , k; =pt modp*+p+1.
sbox(¢jr-1) 0

Each small scaled AES has a user provided key of r x ¢ X e bits which is
called initial sub key. The round keys can be found by using key schedule explained

above. Let us start with the initial subkey

1 ¢ F 7
3 0 A 2
D 4 9 B/
8 E 5 6
sbox(7) 1 1 A 2 A
_ | sbox(2) 0 31 _|[5 31 _|[6
£°‘sbox(3)@o®D_c®D_1'
sbox(6) 0 8 7 8 F
A C 6 6 F 9
|6 ol _|[e6 |6 Al (¢
£1_1®4_5’£2_5€B9_C'
F E 1 1 5 4
9 7 E
_|c 2\ _|[E
b3 = C ® B| \7
4 6 2
Hence the first round subkey is
A 6 9 E
6 6 C E
1 5 C 77/
F 1 4 2

The second round subkey can be similarly obtained from the first round

subkey using the above formulas. This process repeat itself for n rounds.

Like in the original AES, the operation MixColumns is omitted on the last

round of SR*(n,r,c,e) whereas MixColumns is contained in the final round of

15



SR(n,r,c,e). Hence AES is identical to SR*(10,4,4,8). We finish this chapter

with a complete example of SR*(4,2,2,4).

Table 4.6. An Example of SR*(4,2,2,4)

Start of After After After RoundKey
Round | SubBytes | ShiftRows | MixColums
Round 0 (’; g) (g g)
st (01D G CD e (Y
rownd2 | (5 )| (5 7) | (5 | G4 (s 7)
wnss (0O C DG GD o &
_ No
amda |3 7)| (4 4) | (3 f) |Mhcoms o (5 )
round
Output is

G o)

16




5. ALGEBRAIC EQUATIONS FOR SMALL SCALE AES

For the small scaled AES, two different multivariate polynomial systems of
equations can be considered. One can write polynomials over GF(2%) another is
over GF(2).

5.1 Algebraic Equations Over GF(2%)

Since the S-box is the only non-linear part of AES, we start with writing an

interpolation polynomial for the S-box.

Definition 5.1. The Lagrange interpolation polynomial L(x) that passes

through (x, vo), (X1, Y1), -, (Xk, yi) IS given by

k
L@ = ) 3@
=0

J

where

Hence the interpolation polynomial for S-box can be found by

15

15

=) [5=
= 7 Xj = Xi
j=0

i=0
i#j

where

xj|0/1/2|3]4]|5|6|7|8]/9|A|B|C|DJE|F

yi|6|B|5|4|2|E|7]|A|9|D|F|C]|3

=
(e}
o]

After making the necessary calculations over GF (2%),

L(x) = 5x¥* + x3 + Cx'* + 5x7 + 6.

17



We also need two find the interpolation polynomial for inverse of S-box.
Interchanging roles of x;’s and y;’s in the above table the interpolation polynomial

for inverse of S-box is

L71(x) = 5xM + 2x13 + 2x12 + Ax™! + x10 + 7x8 + x + Bx® + Bx* + 6x3
+Fx?>+3x+E

We will use a column vector instead of a matrix for the internal state and the
round keys. This notation will allows us to express the MixColumns and ShiftRows

operations as a single matrix multiplication. For example if we have the matrix
(aoo ao1)
Ao Q11/’

then we will represent it by the column vector

1 0 0 O Qoo Qoo
0 0 0 1 Ao\ [ Q11
0 0 1 0 o1 | | Qo1
01 0 O aii Qa0

and MixColumn operation can be express as multiplying by the matrix

SO N W
OO WN
N Wo o
w N oo

The combination of two operation can be express as multiplying by the matrix

SO DN W
S O Wi
N WO O
wnNn oo
O OO
o O O
o= OO
(=l )
SO N W
wNnN oo
N WO O
SO Wi

18



The inverse of D is

SO M AN O
o NMmoO
NO O m

MmO O N

D—l

If the Mix column operation is omitted on the last round, then we use the

matrix

S - O O
o O - O
S O O

— O O O

I
(s

Notice that D~* = D.

Similarly, ShiftRow operation for SR(n, 4,4,4) can be express as

Aoo

Qoo

10 0000 O OOOOOUOUOOTPO

FEESFIESIEFESE
Il
FESESESEIEEEIS
C O 1O OO OO OO OO OO
C OO OO HOODOOOO OO
QO OO OO OO HOO O OO
SO OO OO OO OO O OO
SO OO OO OO OO O O OO
O H OO OO OO OO O O OO
OO OO -HOOODOOOO OO
QOO OO OO HO OO O OO
SO OO OO OO OO O OO
C O OO OO OO OO OO O
H O OO OO OO OO O O OO
C OO H OO ODODOOO O OO
SO OO OO HOOOOO OO
OO OO OO OO O OO OO
SO OO OO OO OO OO O
SO OO OO OO OO O O OO

asz

ass

0o 0000 00O0O0OOOO0OT1TUO0OO0OTGOTPDQ

and MixColumn operation can be express as multiplying by the matrix

coo =
oo =o
oS oo

S ocoo

where

19



— — 0N N

— N AN

M AN

Then

2 00003 0O0OO0OO0OT1TTO0O0O0O0T1

N ANOOOOOOOO O OO
C OO = MNMAN+HOOOOO OO
QOO OO OO MNH A O OO
QOO OO OO OO OO N v
SO OO OO OO OOO A M
MAN 1O OO OOOO OO oo
QOO MANHHOOOO O OO
QOO OO OO N-HAMNOOO
C OO OO OO HAMNOOO
O OO OO OO OO OO MmN
N O OOOOOO OO OO
QOO N =HAMNOOOO O OO
QOO —H = MNOOOOO OO
C OO OO OO -HMANHOOO
SO OO OO OO OO OMN
N O OOOOOO OO OO

I

Q

0100O0O0O1TO0O0O0OO0OZ23 000

and

23110000 O0O0OO0OO0OO0OTO0OO0OTUO

0 0000 OOOOOOOTI1TZ2 31

0o 000 0O0O0OO0OT1T12 3 0O00O00O0

0 000 31.02 0000 O0O0O0O0
0 000 2 31 100O0O0O0O0O0DO0
123100 0O0O0O0O0O0OO0O0O0TO

o 0o o000 0O0O0OOO0OOO0OT1TT1 2 3

0 0000 O0OO0OO0O31 1206000
0 000 0 0OO0OO0O2 3110000

0 00012 3 10O0O0O0O0O0O0OUO
112 3 00 0 O0OOOO0OO0OO0OO0O0O0

0o 0o 0o00OOOOOOTOS311 2

0 0000 O00OO0OOOOTOZ2Z23 11

0 0000 OO0OO1T 2310000

0 000112 3 0O0O0O0O0O0O0O
3112 00 O0O0O0O0OO0OO0OO0OTO0OTO0OUO

D—l

20
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where x;;is the ith component of the state vector after jth round and k;; are key
variables with same concept. In particular we call x;,'s as plaintext variables, x;;,'s

as ciphertext variable and k;,'s as cipher key variables.
One round operation can be described as

Xo,j L(xo,j—1 + ko,j—1)
( ; ) _». =

Xre-1,j L(xrc—l,j—l + krc—l,j—l)

Hence the round polynomials for 1 < j < n — 1 can be written as

L(xo,j—1 + ko j-1) Xoj
: +p| .1)

L(xrc—l,j—l + krc—l,j—l) Xre-1,j

For the last round we also considering adding the final key

L(xO,n_l + kO,n—l) xO,Tl + kO,n

: +D1 : (5.2)
L(xrc—l,n—l + krc—l,n—l) Xrc—1,n + kTC—l,n

Notice that in SR*(n,7,c,4) we use the matrix D~ instead of D~ for the last

round.

The key schedule operation can described as

ko,j ko,j—1 L(k(r—l)c—l,j—l) pj—l
k | k S L(k | ) 0
c—1,j _ c—-1,j-1 + rc—1,j—-1 + :
ke kej-1 koj
krc—l,j krc—l,j—l k(r—l)c—l.j—l 0

for 1 < j < n. Therefore key schedule polynomials are
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L_l(ko‘j + kO,j—l + pj_l) krc—l,j—l

-1 ) ) )
L (kc—1,j + kc—l,j—l) + k(r—l)C.J—l (5.3)
kC,j + kC,j—l kO,j
\ krc—l,j + krc—l,j—l k(r—l)c—l,j

for1<j<n.
Let us order the variables as follows:

plaintext variables xg g < *** < Xyc_1
ciphertext variables xp , < -+ < Xpc—1 7

key Val’lab|es koo < kl,O < < krc—l,n

w0 N oE

interstate variables x; o < x50 < *** < Xpc-2n

Theorem 5.2. The polynomials given in (5.1), (5.2) and (5.3) forms a Grébner
basis for the small scaled AES with respect to degree lexicographic ordering where
variables are in the above given order. Moreover, the ideal generated by these

polynomials is zero dimensional.

Proof. Polynomials in (5.1), (5.2) and (5.3) has either x;;* or k/;* as a leading

term. Furthermore, the leading terms are relatively prime. Hence Corollary 3.13
implies that they form a Grobner basis and Theorem 3.13 implies that the ideal

generated by these polynomials is zero dimensional.
5.2 Algebraic Equations Over GF(2)
A general quadratic polynomial in the polynomial ring
GF(2)[x,y] = GF(2)[xo, X1, X2, X3, Y0, Y1, Y2, V3]

is of the form
3

3 3
flx,y) = Z QjX; Vi + Z bjx; + Z Vi +d
j=0 k=0

J k=0

22



where aj, bj, ¢k, d € GF(2). Notice that since u? = 1 for all u € GF(2) we omit

the terms x7 and y; from the quadratic polynomial.

We say a map T: GF(2)* —» GF(2)* satisfied by the quadratic polynomial
f(x,y) if f(u,v) = 0 for all input u and corresponding output v of T. To find the
system of quadratic equations satisfying T, we can use linear algebraic techniques.
A quadratic polynomial f(x,y) satisfies the T if and only if coffecients

aji, bj, cx, d forms a solution to the following linear system.
fu®,v®) = Z ik u(l)vlgl) Zb-u]@ Zc vlgl)
Jj,k=0
fori =0,1,..,15.

Inverse map in GF(2*) with binary representation for the small scaled AES

given by the following table.

Table 5.1. Inverse Map Substition Table.

i u® p® i u® »®

0000 | 0000 | 8 | 1000 | 1111
0001 | 0001 | 9 | 1001 | 0010
0010 | 1001 | 10 | 1010 | 1100
0011 | 1110 | 11 | 1011 | 0101
0100 | 1101 | 12 | 1100 | 1010
0101 | 1011 | 13 | 1101 | 0100
0110 | 0111 | 14 | 1110 | 0011
0111 | 0110 | 15| 1111 | 1000

N O U] | W N R O

Hence the coefficient matrix of the linear system is
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0000000000O0O0OO0O0O0OO0OOOO0OOO0O01
0000000000000001000100O011
0000000010010000001010011
0000000011101110001111101
0000110100000000010011011
0000101100001011010110111
0000011101110000011001111
0000011001100110011101101

1111000000000000100011111
0010000000000010100100101

1100000011000000101011001
0101000001010101101101011

1010101000000000110010101
0100010000000100110101001
0011001100110000111000111

1000100010001000111110001

The null space of the matrix generated by the rows of the following matrix

1000001110100001000000010
0010101111110000000000100
1101001110010000000001000
0100011011100000000010000
0110100101000001000100000
1100011101010000001000000
1001111110110000010000000
0010111001100000100000000
0110110010010010000000000
1100100100100100000000000
1001001001001000000000000

Q:

for 0 <j,k <3. Then the quadratic polynomials

Let v = (Xjyk, X, Vi, 1)

satisfting the inverse map given by Q. v which are

{xoyo + X2Y0 + x1y1 + X2¥1 + X1¥3 + X33 + Yo,
X1Yo + X2Y0 + X1Y1 + X2Y1 + X3Y1 + X1Y2 + X1Y3 + X2Y3 + Y1,

X1Yo T X2Y0 + X3Y0 + X2V1 + X3V, + X1Y3 + X3Y3 + V3,

X1Y1 T X2Y1 + X1y, + X2z + X3y, + X1Y3 + 3,
XoYo + X2Yo + X3Y1 + X1Y2 + X3Y2 + X2Y3 + X,
X1Yo T X1Y2 + X2Yo + X2¥1 + X2z + X3V, + X3Y3 + Xy,
X2Yo + X2Y1 + X2Y2 + X3 + X1Y0 + X3Yo + X1Y1 + X1Y3 + X3Y3 + X3,

X3Y1 + X1Y1 + X2Y1 + X1V + X2Y2 + X235 + X3,
X1Yo T Xo¥1 t X3Y1 + X2z + X3V, + X1Y3 + X33,
X2Yo T X1Y1 + XoY2 + X3Y2 + X2Y3 + X33,
X3Yo + X1 + X172 + Xo¥3 + X3Y3 }-
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The Grobner basis for ideal generated by these polynomials with respect to lex order
Y3 >V > Y1 > VoS> Xg > Xy > X > X IS
G = {x2 + x3,x% + X3, X% + x1, X3 + X0, X1 XX + XX + Xo + X1 + X125 + X5
+ X XX3 + X3 + Vo, XoX1 + XpX1 + XoX3Xq + X3X1 + XXy + X3

+ Y1, XoX1 + XXy + Xg + XoX3 + XoX3X3 + X3 + Vo, XoX3X,
+ x3x1 + X1 + x5 + XgX3 + X3X3 + x3 + Y3}

From G, output variables can be express as polynomial functions of input variables
as follows:
yo = fo(xo, xl, x2, X3) = xlexO + xeO + xO + x1 + xle + X2 + X1XZX3 + X3
Y1 = fi(xo, X1, X2, X3) = XoXq + XpX1 + XgX3Xy + X3X1 + XX, + X3

Y2 = fa (X0, X1, X2, X3) = XoX1 + XoXz + X + XoX3 + XoX2X3 + X3
y3 = f3(x0, xl, xz, x3) = x2x3x1 + X3x1 + xl + x2 + xOX3 + xe3 + x3

Hence S-box operation is

Xo 1 1 1 0\ /folxo x1,%3 x3) 0
shox Xx1|_(0 1 1 1 f1(xo, X1, X2, X3) 1
X2 1 0 1 1 fz(xo,xl,xZ,x3) 1
X3 1 1 0 1 f3(x0,x1,x2,x3) 0

Each element of GF(2%) can be represented by a 4 x 1 column vector in
GF(2). Therefore the corresponding matrices for ShiftRow operations in
SR(n, 1,1,4),SR(n, 1,2,4) and SR(n, 2,2,4) respectively are

I, 0 0 0
, (14 0) 00 0 I
©»\o ) {o o1, o

0 I, 0 0

where 0 is 4 x 4 zero matrix and I, is 4 X 4 identity matrix. Similarly, the
Corresponding matrices for ShiftRow operations for r =1,r =2 and r =4

respectively are

My Myl
o (M My [ h Mo M
v My M)\ Lo L My M

My L L M,
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where M, and M5 are 4 X 4 matrices which carry the multiplication by 2 and 3 in

GF(2%) into GF(2).

Let us find these matrices. Suppose that

a1 Q12 Q13 Qg4
a1 Az dz3 dpg

MZ = asq as, asz3 a3y
g1 Qyup QAuz Qg
Since2®1=1,
a1 Qa4 QA3 QAqq 1 0
Az; Q2 Az Az |[O) _[1 ~ ~ B )
a3y Q3zp Qazz 0zg ol o = a4 =0a3; = Ay = 0,05, = 1.
Since 2 ® 2 = 4,
0 a;; a3 as\ /0 0
1 a3 a3 Az |[1)_|[0 . B
0 as; asz as [|0) |1 = Q13 = Az = A4 = 0,03, = 1.
0 as; a3 asa/ \O 0
Since 2 ® 4 = 8,
0 0 a3 agu 0 0
1 0 a23 a24 O _ O B B _ ~
0 1 as3 an|\1) |0 = Q13 = Az3 = a3z = 0,a43 = 1.
0 0 a3 ay 0 1
Since2 ® 8 =3,
0 0 0 ay\ /0 1
1 0 0 a 0 1
0 1 0 aij ol lo]™ %s= G2 = 1,a34 = ay4q = 0.
0 0 1 a4/ \1 0
So
0 0 0 1
|1 0 0 1
M=o 1 0 o0
0 01 0

One can check that this matrix satisfies all other multiplication operations. Similarly
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o R R
o R RO
[N = =)
O R R

Then corresponding matrices for combination of ShiftRow and MixColumn
operations in SR(n, 1,1,4),SR(n, 1,2,4) and SR(n, 2,2,4) respectively are

M, I, L M

_ _ (M; M; | L I, M; M,
D=1 b= (Ms Mz)' b= I, M; M, I,
M; M, 1, I,

Let K = GF(2). Define the polynomial ring
R = K[xiiyi'ki: 0<i< TL]

where y, is plaintext variable, y,, is ciphertext variable, x;’s are intermediate
varibles corresponding beginning value of each round, y;’s are intermediate
varibles corresponding value after SubBytes operation of each round and k;’s are

key variables. Notice that each variable is in fact a vector of variables. For example

Xo = (X0,0,01 ++»X0,0,31 =1 X0,rc—1,00 =+ » X0,rc—1,3)-

Then the following algebraic equation represent SR(n, 7, ¢, 4).

Xo = Yo + ko (5.4)
y; = sbox(x;_1) 1<i<n (5.5)
ki =T(ki—1) 1<i<n (5.6)
xl=Dyl+kl 1<i<n (57)
Yn = Xn +kn (5.8)
where T is given by
kO,j—l SbOX(k(r—l)c—l,j—l) pj—l
: : 0
ke qi_ sbox(kyc—q i :
c—-1,j-1 + ( rc—1,j 1) + :
kej-1 ko;
krc—l,j—l k(r—l)c—l,j—l 0
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Theorem 5.3. The equations (5.4) to (5.8) forms a Grobner basis for the small
scaled AES with respect to lexicographic ordering with ky < y, < xy < -+ <
k, <y, < x,. Moreover, the ideal generated by these polynomials is zero

dimensional.

Proof. Equations (5.4) to (5.8) has either x;,y; or k; as a leading term.
Furthermore, the leading terms are relatively prime. Hence Corollary 3.13 implies
that they form a Grobner basis and Theorem 3.13 implies that the ideal generated

by these polynomials is zero dimensional.
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6. CONCLUSIONS AND RECOMMENDATIONS

One of the purposes of cryptanalysis is to obtain the key of the cipher using
known plaintexts and ciphertexts. For this, it is necessary to compute the Grobner
base under the lexicographic order of the corresponding polynomial system.
Grobner basis given in [4] with respect to degree lexicographic order. They failed
to convert the existing Grobner basis to a Grébner basis under the lex order because
this base contains high degree polynomials that depend on many variables. They

were not able to translate their findings into a successful cryptanalysis.

Similar to what they did, we were able to obtain Grébner bases for small scale
variants of AES under the degree lexicographic order. Naturally, our polynomials
are of lower degree and contain fewer variables. However, despite trying various
conversion techniques, we were also unable to obtain a Grobner basis with respect
to lexicographic order. We think that the reason for this is that the processors and
memory of the computers we have are not sufficient for this kind of computations.
We believe that the desired results can be achieved by using more powerful
computers and more advanced techniques. The results obtained in this thesis will

be a starting point for such a study.
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8. APPENDICES

Appendix 1: The Mathematica Codes for Lagrange Interpolation Polynomial

Computations.

list: ( Or 1/ Y, ¥ 1/ Y"2, Y"2' 1/ yAz' Y/, yAz' y: 1! YA3I Y"3' 1/ yA3‘ Y,
y*3: y+ 1, y*3:i y*2, y*3: y*2: 1, y*3: y*2: y, y*3 y*20 y U ;

16 |
X 7| list]i['listj[] | 21ist] | 5[] ;
il
16 |
Ui = [[ | x: list]i[] | xo listl| F ]
il

llist: Table Table|l PolynomialMod| Coefficient| 1] j| , x, i|] , y*4: y¢ 1, Modulus: 2| ,
{i, 0,151 ,13,1,16];

slist: 1list/|| 7, 12, 6,5, 3, 15,8, 11, 10, 14, 16, 13,4, 2,1, 9 || ;
table: Table PolynomialMod| slist| | i|| 1llist|/|i|| , y*4: y¢+ 1, Modulus: 2 ,|i, 1, 16/] ;

q: PolynomialMod| Applyl Plus, tablel , y*4: y: 1, Modulus: 2|

v+ v>,0,0,0,0,0,0,1:vy%,0,0,0, v y°, 0,1, 1+ y*, 0

polyl x | = |1, yzi x4 13 yzl ysi L1 1 yz‘ <7 - y2
polyl % | . y: 2

7

6. 5% 11, 13

12xM x5t

slistl: 1list/||15, 14,5,13,4,3,1,7,16,9,8,2,12,10, 6, 11]|] ;

tablel: Table| PolynomialMod| slistl| | i| | 11list/ | i|| , y*4: y: 1, Modulus: 2| ,
[i,1,16];

gql: PolynomialMod| Apply Plus, tablel| , y*4: y: 1, Modulus: 2| ;

polyll x| i Sum qlf|i: 1| xAi,[i,1,15]  y y*@ y°

polyl %l | . y: 2

14+ 3 x! l5x2< 6 Xt 1lx5~x6~x7-7x8~x10~10xll 2x
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Appendix 2: The Mathematica Codes for Quadratic Polynomial and Grobner

Basis Computations for Inverse Map.

00000O0OO0OO0O1II1111111
0000111100001111
0011001100110011
W0101010101010101_
0011110010101 001]
0001101110110100
0001011111001010
0110111010010010

T: Join| Join| Flatten Table W/ | i|| W |3/ | ,!4i,1, 4 ,(3,5,8],1 , W,
| Tablel 1, |16/ ||| ;

Q: NullSpacel Transpose T| , Modulus: 2| ;

list: | X3 Y3, X3 Y2, X3 Y1, X3 Yo, X2 Y3, X2 Y2, X2 Y1, X2 Yo, X1 Y3, X1 Y2, X1 Y1,

X1 Yo, X0 Y3, X0 Y2, X0 Y1, X0 Yo, X3, X2, X1, X0, Y3, Y2, Y1, Yo, 1 ;
p: Q.list

Yo' Xo Yo' X2Yo! Xpyi! XzpVyi'l X1Y3' X3Y3y

X1 Yo'l X2¥Yo! Yi! X1 Y1' Xoyi'l X3VYi1!l X1 Yo' X1Y3l X2 VY3y

X1 Yo' X2Yo! X3Yo! X2¥1'! Yo! X3¥Y2! X1Y3' X3Y3,

X1 Y1t X2 y1l X1ye! Xp Yo' X3VYo! Y3! X1¥Y3, Xo! XoYo! X2 Yo' X3VYi! X1¥Y2! X3VY2! X2 Y3y
X1t X1 Yol X2Yo! Xepyi! Xi1Y2! XoYyo! X3Y2' X3Y3y

X2t X1 Yo' X2Yo! X3Yo! X1Y1' XpVi1'! Xpyo! X1Y3' XpVY3' X3Y3,

X3l X1 Y1t Xp Y1l X3 Y1t X1 ¥Ye! Xp Yol Xp¥3, X1 Yol XoY1' X3 Y1l Xo¥Yo! X3Yo! X1Y3' X2 VY34

X2 Yo! X1 Y1'! XoYo! X3zy2! Xp¥Y3' X3VY3, X3 Yo' X2VY1' X1Y2! Xo¥Y3l X3Y3

GroebnerBasis| p, | Y3, Y2, Y1, Yo, X0, X1, X2, X3/ , Modulus: 2|

2 2 2 2
X3t X3y X! Xy, X1t Xy X! Xpy Xl X1t Xpt Xp Xpf Xy Xpt X X3 Xpf X3! X1 Xp X3! Yo
Xo X1t Xp Xpl X1 Xpf X3t X3 X3l Xg X1 X3t Vi, Xo X1t Xpf XXzt X3t Xg X3t X X2 X3! Y2

X1t Xpt X3t Xg X3l X1 X3zt Xp X3l X1 Xp X3! Y3
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