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ABSTRACT

DEEPFAKE DETECTION THROUGH MOTION
MAGNIFICATION INSPIRED FEATURE
MANIPULATION

Aydamir Mirzayev
M.S. in Computer Engineering
Advisor: Hamdi Dibeklioglu
September 2022

Synthetically generated media content poses a significant threat to information
security in the online domain. Manipulated videos and images of celebrities,
politicians, and ordinary citizens, if aimed at misrepresentation, and defamation
can cause significant damage to one’s reputation. Early detection of such content
is crucial to timely alleviation of further spread of questionable information. In
the past years, a significant number of deepfake detection frameworks have pro-
posed to utilize motion magnification as a preprocessing step aimed at revealing
transitional inconsistencies relevant to the prediction outcome. However, such
an approach is sub-optimal since often utilized motion manipulation approaches
are optimized for a limited set of controlled motions and display significant vi-
sual artifacts when used outside of their domain. To this end, rather than apply
motion magnification as a separate processing step, we propose to test train-
able motion magnification-inspired feature manipulation units as an addition to
a convolutional-LSTM classification network. In our approach, we aim to take
the first step at understanding the use of magnification-like architectures in the
task of video classification rather than aim at full integration. We test out results
on the Celeb-DF dataset which is composed of more than five thousand synthet-
ically generated videos generated using DeepFakes fake generation method. We
treat manipulation unit as another network layer and test the performance of
the network both with and without it. To ensure the consistency of our results
we perform multiple experiments with the same configurations and report the
average accuracy. In our experiments we observe an average 3% jump accuracy

when the feature manipulation unit is incorporated into the network.

Keywords: Deepfake detection, computer vision, facial expression, motion mag-
nification, video classification, deep learning, spatio-temporal analysis .

il



OZET

HAREKET BUYUTMESINDEN ESINLENEN
OZNITELIK MANIPULASYONU ILE DERIN
SAHTELERIN TESPITI

Aydamir Mirzayev
Bilgisayar Miihendisligi, Yiiksek Lisans
Tez Danigmani: Hamdi Dibeklioglu
Eylil 2022

Sentetik olarak olusturulmus medya icerigi, ¢cevrimici alanda bilgi glivenligi
icin onemli bir tehdit olugturmaktadir. Unliﬂerin, politikacilarin ve siradan
vatandaglarin manipiile edilmis videolar1 ve gortintiileri, yanhg beyan ve iftira
amagcliysa, kiginin itibaria ciddi zarar verebilir. Bu tiir icerigin erken tespiti,
siipheli bilgilerin hizli yayilmasinin zamaninda onlenmesi i¢in ¢ok onemlidir.
Gegtigimiz yillarda, onemli sayida derin sahte algilama metodu, uzay-zaman
tutarsizliklarini ortaya cikarma amaciyla, bir on igleme adimi olarak, hareket
biiyiitme teknolojisin kullanilabilecegini ileri stirdii. Fakat, siklikla kul-
lanilan hareket biiyiitme metodlari, siirhi bir hareket kiimesi i¢in optimize
edildiginden ve etki alanlarinin diginda kullanildiginda 6nemli gorsel yapayliklar
gosterdiginden, bu tiir bir 6n igleme yaklagimi optimal degildir. Bu amacla,
hareket bliytitmeyi ayr1 bir iglem adimi olarak uygulamak yerine, bir CNN-LSTM
simiflandirma agina, ek olarak eklenen, egitilebilir, hareket biiyiitmeden esinle-
nen, oOznitelik manipulasyonu unitesini test etmeyi oneriyoruz. Yaklagimimizda,
tam entegrasyondan ziyade, video smiflandirma gorevinde, hareket biiytitme
benzeri mimarilerin kullanimini anlamak igin ilk adimlar1 atmay1 hedefliyoruz.
Sonuclart DeepFakes sahte olusturma yontemini kullanarak olusturulan, ve
beg binden fazla sentetik video iceren Celeb-DF veri kiimesinde test ediyoruz.
Sonuclarimizin tutarliligini gostermek igin ayni deneysel kurulumla birden fazla
deney gerceklestirerek ortalama dogrulugu sunuyoruz. Deneylerimizde, 6znitelik
manipulasyonu unitesini aga dahil edildiginde dogrulugun ortalama 3% artigln

gozlemliyoruz.

Anahtar sézcikler: Derin sahte tespiti, bilgisayar goriisii, haraket biiyiitme, video

siniflandirmasi, derin 6grenme, uzay-zamansal analiz.
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Chapter 1

Introduction

Although recent in public popularity, face replacement and manipulation is an
ever-growing sub-field of computer biometrics that has been around for a while
now. Earlier approaches rely on signal processing and geometrical mesh compu-
tations to estimate the spatial dimensions of the target and the source faces and
map one onto the other. However, the introduction of generative, and reconstruc-
tive networks, growing availability of large scale datasets and improvements in
GPU technology have propelled the utilization of learning based approaches in
the field.

In recent years, owing to the fast-paced advancement, increased availability of
potent convolutional neural networks, and commercialization of the face-swapping
technology, through mobile apps such as Face-App, there has been a surge in the
amount of fake video and photo media content propagating through the internet.
Such content, although more often created for entertainment purposes, has also
been used to harm and taunt the reputation of targeted individuals, manipu-
late political debates, and influence elections. Although unlikely to fully prevent
the spread of misinformation, timely detection of such manipulated content can
significantly alleviate the intended harm caused by deepfake media. Automatic

deepfake detection routines can also help to increase the speed of misinformation



labeling that has been employed by social networks such as Twitter and Face-
book; potentially saving management resources, and preventing possible large-

scale damages and scams.

In 2019 Facebook launched a deepfake detection challenge which brought in
several scholars as competitors to develop methods for early detection of manip-
ulated content. Although promising performance-wise, much of the top-scoring
results relied on vanilla CNN networks and frame-based classification, while fail-
ing to thoroughly explore temporal relations in the dataset. Since then many
new methods have emerged which tackled spatiotemporal cues through use of
features such as optical flow [1, 2], color fluctuation [3, 4], behavioral patterns
[5, 6], and more. One family of spatiotemporal analysis approaches relies on
the use of motion magnification [7, 8, 9] as means of revealing temporal incon-
sistencies in the video and thus aiding the detection process. A common theme
among such approaches is the use of motion magnification as a preprocessing step
which although potentially effective is less than ideal as magnification networks
are usually designed to work on a limited set of motions that might fall outside
of the domain that is relevant to deepfake detection. In this work, instead of
using magnification as preprocessing step, we are aiming to take a first step at
understanding the effects of task-specific magnification like architectures on clas-
sification results. We borrow and modify the motion feature manipulation unit,
and plug it into our deepfake classification network to measure relative improve-
ments over the baseline network. We show that a magnification-inspired motion
manipulator unit can lead to accuracy improvement on a deepfake classification

network.

1.1 Research Question and the Motivation

Early motion magnification approaches propose to amplify subtle micro-motions
such as trembling of steel structures, human micro-movements, fluctuations of a
swing, etc., that would usually be challenging to spot with a human eye [7, 9].

Proposed methods use a combination of automatic motion grouping, tracking,
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and human input to isolate the motions of interest in the frame. More often than
not, such approaches assume the absence of larger motions in the recording. Liu
et al. [7], for example, make use of user input to help correct for imperfections in
layer segmentation. Similarly, Wu et al. [9] specifically focus on small fluctuations
in the absence of the larger motions, and incorporate the user selected band of
frequencies for an optimal result. Although such methods can operate without
manual user adjustment, the authors specifically note that optimal results are

achieved with a restricted band of motions and semi-automatic configuration.

Despite this seeming limited domain of applicability many deepfake detection
frameworks, inspired by initial attempts in video spoofing detection literature
[10, 11], propose to use magnification as preprocessing step [12, 13], with the
goal of it enhancing prediction accuracy of convolutional networks. For exam-
ple, learning based motion magnification model, proposed by Oh et al. [8] that
is often utilized in deepfake detection literature as a preprocessing method, is
trained to operate on a synthetically generated motion enhancement dataset and
is only validated on a limited set of samples outside of that dataset. Moreover,
it is specifically optimized to preserve texture and shape consistency in the re-
constructed video recording. Such reconstruction is in opposition to the deepfake
detection objective that benefits from the amplification of inconsistencies. And
although many of the methods utilizing magnification as preprocessing do report
accuracy improvements, the reasoning outlined above provides sufficient grounds
to ask if such use of motion magnification is indeed optimal not only for video

forensics but video classification in general.

It is not uncommon in deep learning to observe performance improvements on
a classification task without being able to fully interpret the factors leading to
that improvement. This is in part due to large modularity of network architec-
tures and the complexity of the dataset at hand. We argue that interpretation
of the accuracy improvement with a combination of motion magnification as pre-
processing and a convolutional-LSTM classification is unreliable due to the high
complexity of the system. The interpretability, which requires comprehensive

experimental evaluations, is further complicated by the high computational and



memory cost associated with preprocessing the entire datasets with motion mag-
nification. Considering that adjustment of motion magnification techniques to
deepfake detection would require optimization across different frequency bands,
magnification factors, and regions of interest, efficient and cost-effective estima-
tion of such parameters seems challenging. We, therefore, argue that a much
more tempered approach is needed if we want to understand the contribution of
magnification-like architectures to deepfake detection and video classification in

general.

Considering all of the points made above, we pose our main research question
as follows: "What type of magnification-like feature manipulation architectures
can lead to performance improvement on a deepfake classification task?”. We

believe that answering this question can have following practical benefits:

e This might serve as a first step in understanding the applicability of learned,
task-specific motion magnification-inspired feature manipulation in detec-
tion of manipulated video content. Such knowledge might prove useful in
gauging the potential use of similar feature manipulation in classification

tasks beyond deepfake classification.

e As the main contribution of any deepfake detection task, this method can
introduce improvements to the literature on deepfake detection, therefore,
contributing to the protection of individuals, and organizations from per-

sonal attacks and scams.

In answering the research question posed above, we avoid using motion mag-
nification as preprocessing step, but rather device and test magnification-like,
learnable feature manipulation unit, inspired by the architecture proposed by
Oh et al. [8], and measure its contribution to the resulting classification accu-
racy. Instead of focusing on the visual reconstructive consistency of the network,
which is outside the scope of our objective, we re-target the loss function to op-
timize for final classification accuracy in the network. Consequently, we do not

enforce texture or shape consistency in generated frames which, as previously



stated, is in contradiction to our main objective. This prevents the overloading
of the network with an expensive reconstructive load and instead reserves compu-
tational resources for accurate prediction. In addition, we replace the rigid and
predefined scalar multiplication, with amplifying and dampening learnable mul-
tiplication array. We ensure smooth variability across the multiplication mask
and add input-dependent variability. We believe that the following are the main

contributions of our research:

e We propose and test the use a plug-in, magnification-inspired, learnable,
dynamic feature manipulation unit for the task of deepfake detection. We

display that it can yield accuracy improvements over the baseline network.

e We extend the existing feature manipulation unit by swapping scalar mul-

tiplication factor with a learnable, and input specific multiplication mask.

e Finally, we let the values across different sections of the mask vary smoothly
while enforcing dampening beside amplification, which adds another dimen-

sion to learned feature manipulation.



Chapter 2

Related Work

In this section, we review existing literature on deepfake generation, detection,
and use of motion magnification in video forensics. We first go over the evolu-
tion of fake generation methods from rule-based geometric approaches to learning
based generative networks and talk over existing detection techniques. We then
discuss motion magnification frameworks and their use in video and photo foren-

sics.

2.1 Generation and Detection Methods

One of the factors that complicate manipulated content detection is the diversity
and multiplicity of available fake generation methods which makes the devel-
opment of source-agnostic detection methods challenging. Such techniques are
not limited to face manipulations either, and expand well beyond the biometric
domain, with works in the manipulation of scenery, viewpoint, motion, and ev-
eryday objects [14, 15, 16, 17, 18, 19]. Zhou et al. [16], for example, utilize two
generative networks to design a person-to-person body motion transfer framework
while Bansal et al. [18] use spatiotemporally constrained generative adversarial

networks for appearance and motion transfer of, both, human faces and random



objects. Such approaches vary in goal and implementation but are relevant top-
ics of past and present computer vision research. Similarly, the science of face
manipulation is an ever-growing branch of such frameworks and has been around
for more than two decades. While earlier approaches utilize computational ge-
ometry and linear algebra to compute mapping, reordering, and reconstruction
of targeted video frames [20, 21, 22, 23, 24|, more recent approaches increas-
ingly rely on the use of generative, neural networks, and pixel-to-pixel transfer
25, 26, 27, 28, 29, 30]. In the context of face transfer and mapping, the photo or
the video that is used as a canvas is referred to as the target, while the face that

replaces the original is usually referred to as the source.

One of the earliest frameworks on face swapping by Blanz et al. [22] com-
putes 3D and texture estimates of both target and source faces with a linear
combination of existing face models while using standard graphics and rendering
routines to match color and illumination. Authors first compute the boundaries
of the domain of possible texture and 3D shapes by averaging a sample 200 faces
and restricting any linear combination to lie withing few standard deviations
from the mean. From a 3D estimate of the face, the final image is computed
by estimating parameters such as pose, light direction and intensity, and color
parameters. These parameters are estimated using an analysis-by-synthesis loop
which seeks to minimize the distance to the original target image. Authors report
a face swapping framework that is consistent across genders and a diverse set of
face types. However, this approach and many similar ones that improve upon
it [31, 32] require computation of 3D shape estimate of the face which could be
computationally expensive. In later work by Bitouk et al. [21] authors eliminate
the need for estimation of 3D geometry by ranking candidate source faces in
their resemblance to the target face. The framework uses attributes such as pose,
resolution, image blur, lighting and etc. to rank candidate replacement faces.
Following this, the lighting and color properties of candidate’s faces are adjusted
to better blend into the target image. To adjust the candidate image to the tar-
get, they use quotient image formulation and alter low-frequency image content

while high-frequency color information such as highlights and shadows remains



preserved. Although both previous works and many similar ones obtain ade-
quate and visually convincing results, with the increased popularity of generative
and encoder-decoder networks many recent approaches switch to learning-based
solutions. Nirkin et al. [33] use a cascade of UNet and pix2pix structured sub-
networks to first segment the source face and reenact it to match the position
and pose of the target face and then fit and blend it to the target face. After
initial detection and segmentation of the face region, the framework iteratively
interpolates the source face to match the pose and position of the target face. To
account for previously occluded regions of the now re-positioned face, the frame-
work uses a face in-painting network while a blending network performs color

adjustment to account for color and intensity differences.

Another family of face manipulation techniques aims to reenact or alter the
existing face in the image or video rather than replace it. Such methods are
often less likely to display artifacts such as illumination differences and blending
inconsistencies and therefore can be more persuasive and dangerous adversarial
tools. Much like face swapping methods, earlier face reanimation frameworks rely
on signal processing and geometric computations. Bregler et al. [34] for example,
propose a sequence manipulation framework, that position adjusts, and reorders
video frames to manipulate the lip movements of the subject into creating an il-
lusion of the subject uttering they never pronounced in the context of that video.
The approach keeps subject-specific idiosyncrasies such as mimicking, particu-
lar eyebrow movements by phoneme learning. Authors apply the same logic to
Visemes, which are visual counterparts of phonemes. Visemes are obtained from
corresponding automatically segmented phonemes segments and later concate-
nated and blended into the background during synthesis. In another approach,
Blaze et al. [20] model the face as a linear shape and texture combination of base
faces. Authors control the likelihood of obtained face being a real face by comput-
ing the probability distribution of linear coefficients. Their method successfully
models natural-looking faces and provides control over geometric and textural
features of the face while preserving the realisticity of obtained faces. In an at-

tempt to reduce the length of required training, in a transfer learning fashion,



Chan et al. [35] perform multidimensional morphable model transfer from a sub-
ject with a large video corpus to a subject with much smaller video corpus. The
framework relies on initial facial correspondence matching by the user, during
which the user places matching facial key points, then a flow matching algorithm
selects images from the new corpus by minimizing the difference between optical
flow of the original subject. Finally texture matching on the new corpus is per-
formed to obtain final photo-realistic frame. Just as with swapping techniques,
with the increased popularity of generative networks newer approaches have come
to increasingly rely on neural network for image and video reanimation. In their
end-to-end approach Xu et al. [36] leverage CycleGAN architecture to reanimate

the original video to match the contex of target video.

Frameworks mentioned above and many others have sparked an unprecedented
increase in the amount of manipulated content online. And although mostly in-
nocuous, such methods present real threat to online security. Therefore, question
of manipulated video detection is paramount to online security. In 2019 Face-
book launched Deepfake Detection Challenge, along with a dataset of the same
name [37]. The dataset contains 5214 samples of varying quality, background,
race, lighting, etc. This further sparked active research interest in the detection
of manipulated video content detection along with new datasets [38]. Deepfake
detection literature is relatively young, with the first scientific publications emerg-
ing as recently as 2018. Initial frameworks closely followed photo and video face
spoofing detection work [39, 40, 41, 42, 43, 44] by aiming to detect color and

inconsistencies, temporal abnormalities, warping artifacts, and more.

Some of the approaches rely on the use of contextual information to detect
object-level abnormalities in the video or image. Nirkin et al. [45] use identity
level features from the swapped face and remaining regions of the head to deduct
identity level discrepancies. To reveal such discrepancies author first separates the
outer and inner regions of the face into two identity vectors. This is done by first
detecting a larger bounding box containing the head region and then segmenting
and separating the boundaries of the face. Segmented images are then trained for
subject identification on two publicly available datasets. Authors then combine

outputs from two networks to train a discrepancy detection network which uses
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identity information obtained from each sub-network to decide if the two agree.
Finally, the output of the discrepancy detection network is combined with the
output of the generic face-swap detection network to produce the final output.
Authors report state-of-the art performance on Celeb-DF [46] and FaceForen-
sics++ [47] datasets. Some other works, utilize temporal contextual information
instead [48, 49, 43]. Li et al. [43] utilize the fact many early deepfake generation
methods focus on spatial realisticity of generated images but fail synthesize the
temporally consistent behavior. More precisely the observe many deepfake videos
lack natural human eyelid movements, with manipulated subjects blinking very
rarely or not at all. Therefore to detect abnormal eye blinking behavior, authors
first extract facial landmarks in each frame and normalize alignment and size
of the face across frames. After face frames are aligned, eye region from each
frame is cropped and fed to CNN network for extraction of object level features.
Latly, these feature vectors are fed to the LSTM network for analysis of tempo-
ral behavior for the final prediction on the authenticity of the generated video.
Authors find that the average blinking frequency for artificially generated videos
is multiple times higher than that of original videos, and that setting a proper
threshold value for frequency parameter, videos can be classified with state of the
art accuracy using this method. Ciftci et al. [50] instead use an array of pho-
toplethysmography signals extracted from cheeks and nose regions of the face.
Authors argue that such signal do not preserve neither spatial nor temporal con-
sistency in fake videos, and thus can be analyzed to detect deepfakes. Authors
perform singal transformations to obtain a vector of features to feed to an SVM
and CNN based classifiers.

Another family of solutions focuses on the analysis of micro-level temporal
and spatial inconsistencies rather than analyzing global abnormalities. Guarn-
era et al. [51] employ convolutional traces pronounced in the local correlation of
GAN-generated pixels to discriminate between natural and GAN-generated im-
ages. The authors use an expectation maximization algorithm over the image
descriptors extracted from the images. The framework reports accuracy in the
neighborhood of 90 percent on 6 different datasets. Zhao et al. [52] use a cascade

of attention networks, textural feature enhancement, and feature aggravation to
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reveal low-level spatial inconsistencies in the video frames of artificially gener-
ated videos. They argue that the discriminative inconsistencies between real and
fake videos are better revealed at the local level and thus cannot be effectively
captured by vanilla feed-forward networks. To resolve this discrepancy, at the
first stage of the model, the authors generate several channels of attention maps
that focus on separate regions of the face. Then to extract enhanced textural
features, the authors utilize an enhancement block composed of local average
pooling and densely connected convolutional block. Finally, Bilinear Attention
Pooling is used to obtain the final feature map from texture and attention fea-
ture maps. Authors validate their approach on FaceForensics++, Celeb-DF, and
DFDC datasets while reporting state-of-the-art performance. Hu et al. [53] try
to estimate frame discrepancy by predicting future video frames using an autore-
gressive model and them comparing them with the actual frames from the video.
Dang et al. [54] use plug-in attention network to a CNN backbone to attend to
relevant regions of interest in the input frame and detect fakes. Beuve et al. [55]
devise and test triplet loss with fixed positive and negative vectors tested with
state-of-the-art convolutional backbone and attention block and report competi-
tive performance on FaceForencis++ dataset. In [56] authors fuse frequency clues
and convolutional RGB features to obtain a feature array representative of both
domains. Frequency ques are obtained by first converting RGB space into YCbCr
color space, then a Discrete Cosine Transform is performed on individual sections
of the image, thirdly a new channels are formed from transformed sections of the
image at a given frequency, and finally newly formed vectors of individual fre-
quencies are concatenated together to form the final array. These transformed
are then fed into a convolutional neural network and later fused with the features
obtained from RGB network. Authors argue such processing enables the network
to ignore the high-level semantic ques while preserving frequency information in

the image, which positively contributes to the analysis of frequency-domain cues.

Several other approaches use frequency domain analysis to reveal artifacts
resulting from uplconvolutional operations used by deepfake generation methods.
Liu et al. [57] use changes resulting in the phase spectrum of up-sampled deepfake

images to detect manipulated samples. The authors also note that low-level
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texture information has more relevance to predictive outcome than higher level
semantic information, and thus suppress higher-level information by contracting
the convolutional neural network used in classification. Li et al. [56] on the other

hand, use

2.2 Motion Magnification and Forensics

Although there is ample literature on selective signal amplification, the first at-
tempt at a magnification of subtle motions in video recordings is proposed by Liu
et al. [7]. The authors propose a user-aided motion tracking and amplification
algorithm which performs semi-automatic clustering of pixels based on factors
such as similarity of position, intensity, and motion characteristics. The afore-
mentioned factors are evaluated over time and obtained cumulative similarity is
then used to determine, and amplify selected clusters. Although reasonably effec-
tive cumulative grouping of pixels is time-intensive and requires long processing
times. For this reason, in an attempt to arrive at a more efficient isolation and
magnification of motions of interest, Wu et al. [9] propose to use temporal filter-
ing of selected group of motions. The authors tackle this by first decomposing
the video sequence into different spatial frequency bands, denoising, and then
amplifying selected frequencies at any spatial location. The advantage of such an
approach over [7] is that it does not rely on precise estimation and tracking of
specific pixel motions and thus can yield more efficient processing. Following re-
cent improvements in deep learning technology, Oh et al. [8] propose to utilize the
power of convolutional networks for pixel-to-pixel motion magnification. Much
like the approaches before it, they first extract valid spatiotemporal features and
then amplify them by a selected amplification factor. Unlike the previous two
approaches, authors rely on convolutional networks for deconstruction, spatial
feature selection, and reconstruction of video frames. In addition, to train the
network end-to-end they create a synthetic motion magnification dataset and

utilize pixel difference as the estimate of relative motion.
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Following significant improvement and increased availability of motion magni-
fication routines, several approaches postulated that their use as a preprocessing
step may help to reveal subtle inconsistencies in fake videos, thus aiding clas-
sification. Earliest such attempts are primary focused on the detection of face
spoofing [10, 11, 58] while later transferring to deepfake detection. Fernandes et
al. [59] propose to use motion magnified Neural Ordinary Differential Equations
to estimate the heartbeat of the subject in the video with the goal of using in-
consistencies in the heartbeat to estimate if the generated video is fake. In a
similar approach, Qi et al. [12] perform motion magnification on non-overlapping
regions of the face aided with the combination of temporal and spatial attention
networks to reveal if the video in question is fake. A few other methods utilize
motion magnification as a direct preprocessing step with the assertion that it has
the potential to improve the accuracy of CNN-LSTM networks [60, 61]. Summary
of existing works that utilize motion magnification for the detection of fake video

content is outlined in Table 2.1.

One common feature among the methods described in Table 2.1 is the use
of magnification as a preprocessing step. As per discussion in Section 1.1, we
believe that such an approach is sub-optimal and an incremental and task-focused
utilization of motion magnification-like units is required. To this end in this work,
we focus on the experimental evaluation of magnification-like architectures in the

task of motion magnification.
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Table 2.1: Structural Summary of Existing Video Forensics Methods Utilizing Concept of Motion Magnification

Author Overal Magnification  Description
Sctructure Utilization

Fei et al. [60] CNN, LSTM  Prepossessing  Use [8] to magnify video, extract spatial features with Incep-

tionV3 [62] network, and feed the features to LSTM network.

Das et al. [61] SSIM, CNN,  Prepossessing Use [9] to magnify input video, Then use frame similarity

LSTM, HR (SSIM), CNN-LSTM network, and heartbeat rhythms (HR) to
make the final prediction.

Qi et al. [12] CNN, LSTM,  Preprocessing Use [9] to magnify video, separate frames into ROI and feed into
Spatiotempo- temporal and spatial attention module, aggregate results with per-
ral attention frame classification.

Fernandes et al. [59]  Neural-ODE Feature Use [9] as one of the feature extraction methods to feed to Neural

Extraction Ordinary Differential Equations (Neural-ODE) model.
Bharadwaj et al. [10] LBP, HOOF  Preprocessing Use [9] to magnify input video, then extract Local Binary Pat-
tenrs (LBP) and Histogram of Oriented Optical Flow (HOOF)
for SVM and LDA classifiers.

Raja et al. [11] Fourier, CPI Adapted Use phase adapted FEulerian magnification [9] on input video.

Preprocessing  Use magnified representation to compute and threshold cumula-
tive phase information.

Ge et al. [58] CNN, LSTM,  Preprocessing Use [9] to magnify input videos, extract features using VGG-

Temporal Face network, and feed it to LSTM unit enhanced by temporal

attention

attention.




Chapter 3

Classification of Deepfake Videos

Here, we provide detailed information about the organization and inner workings
of the proposed deepfake detection framework. We go over the structure and im-
plementation of the motion magnification-inspired feature manipulation unit and
its variations. The overall workflow of our framework is represented by Figure
3.1. As illustrated by Figure 3.1, frames are first aligned using facial landmarks,
aligned frames are then segmented into sections of length K, passed through the
CNN network for feature extraction, and then fed to the feature manipulation
unit before making their way to the LSTM network. Predictions for individual
segments are then aggregated using probability mean and majority aggregation
methods. The backbone of the network consists of a small convolutional neural
network meant for extraction of spatial features. In our approach, rather than
aim to maximize accuracy on any given dataset, we aim to arrive at a magnifica-
tion inspired feature manipulation architecture that would positively contribute
to the prediction accuracy of the classification network. We compare the per-
formance of baseline CNN-LSTM network to a feature manipulated CNN-LSTM
architecture. We test several variations feature manipulation unit with features
such as static multiplier, learned mask and Gaussian smoothed mask. We also
perform multiple tests to verify the consistency in performance. The entire net-
work is end-to-end trainable, while the aforementioned feature manipulation unit

can be plugged in and out at the start of training.
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The organization of our paper is as follows; in section Section 3.1 we describe
the initial prepossessing of the input video stream where facial landmarks are
used to isolate and normalize the face region in each frame. Later in Section 3.2
we briefly provide the details of the backbone convolutional network structure,
along with the description of layer parameters. Finally, in section Section 3.3
we provide an overview of the temporal feature manipulation unit along with

corresponding variations and modifications.
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Figure 3.1: Overall workflow of the proposed framework. a) Frames are first
aligned and cropped based on face landmarks. b) Aligned frames are segmented
into sequences of equal length. c¢) Spatial features are extracted using CNN net-
work. d) Magnification-Inspired Feature Manipulation. f) LSTM-DS network for
final prediction of selected segments. g) Probability aggregation from individual
segments.

3.1 Face Alignment

Contextual and diverse set of backgrounds, and large pose variations in the image
complicate the task of deep neural networks and make it harder to learn latent
representation crucial to detection of deepfake videos thus necessitating some of
form of face normalization. However, due to the task at hand, the choice of face
normalization is not as straightforward. That is, the objective of our network

is to utilize spatio-temporal inconsistencies in the video for the classification of
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deepfake videos. Omne possible option for normalizing faces in the frame and
fitting them to a localized face model is face warping, however, such an approach
is not ideal for our purposes since warping techniques inevitably introduce visual
artifacts that are, in fact, very similar to those found in deepfake images. In fact,
since many of the existing face swapping approaches use warping as a means
of fitting the source face onto the target, the use of such preprocessing before
detection might increase the similarity between two classes in the feature domain.
For this reason, we instead opt for use of face rotation and centering to achieve a
compromise between the preservation of original features and processing. More
precisely we perform face cropping and alignment prior to feeding images to
the model. We first extract facial landmarks using state of the art OpenFace
landmark detection network [63, 64, 65] which, as illustrated in Figure 3.2, tracks
a total of 68 facial landmarks across the boundary of the face, eyes, nose, and

mouth.

Figure 3.2: OpenFace landmarks.

Landmarks are then temporally smoothed using Running Median Smoothing
algorithm. We then estimate the center of each eye by obtaining the mean of 6
respective eye landmarks for that eye. Two of the landmarks correspond to the
right and left edges of the eye, and remaining four mark the points where pupil
touches the eyelid. We then rotate images so that the line connecting centers

is parallel to the horizontal axis. Finally we crop the images into squares such
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that the midpoint of the horizontal line containing the center of the eyes of the
subject is at the center of the image, and total distance between the eye centers

is quarter of the image width. procedure is illustrated in figure Figure 3.3.

Figure 3.3: Overview of the face normalization routine. a) Detection of the center
of the eye b) Computation of the angle with the horizontal axis c¢) Rotation,
resizing and cropping of the final frame.

Finally images are resized to required lenght and width before being fed to the
network. Additionally, input video streams are split into the segment of equal
length, K, for training purposes, predictions for individual segments are later

used for final classification which is described in Section 4.2.

3.2 Backbone Architecture

The main contribution of our work is centered around the magnification-inspired
feature manipulation network which we test by plugging it in and out the main
classification network. The baseline classification network consists of a small CNN
comprised of three layers, two stacks of LSTM units, and a dense network for the
final prediction. All the layers in the convolutional network are time-distributed,
meaning that the K consecutive frames are fed to the network in sequence. This

only changes when the feature manipulation unit is plugged into the network.
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Since the feature manipulation network takes as input the difference between two
features, the number of frames at the output is K — 1, since the first frame has
no reference frame. This relation and and simplified structure are illustrated in
Figure 3.4. For clarity purposes the frames in the Figure 3.4 are illustrated as
being fed to the network in parallel. In reality during training consecutive frames

are fed in sequence and the gradients are computed based on the entire sequence.
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Figure 3.4: Simplified overview of the backbone architecture with the manipulator
unit inserted in between.

3.3 Magnification-Inspired Attention Unit

In our work, we seek to utilize a magnification-inspired feature manipulator unit
to enhance the prediction accuracy of the deepfake classification network. Pro-
posed architecture borrows from existing motion magnification literature, and
tries to re-target the task at hand to video classification. Unlike the original ap-
proach, we are not concerned with full-on motion magnification, and rather seek
to utilize magnification-like feature manipulation architecture to obtain feature
representations best suited for deepfake classification. Our approach borrows, and
extends the feature manipulation unit proposed by Oh et al. [8], and sandwiches
it between convolution and LSTM networks for spatiotemporal feature manip-
ulation. As previously mentioned, instead of using magnification to preprocess

the input videos we instead take an incremental approach in understanding the
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contribution of learning-based magnification inspired architectures to the perfor-

mance of the network.

The earliest attempt at motion magnification proposed by Liu et al. [7] re-
lies on estimation and amplification of pixel-wise motions by tracking feature
point trajectories. In light of the expensive computational cost associated with
pixel-wise motion approximation, Wu et al. [9], instead, propose to use spatial
decomposition, and temporal filtering to isolate the regions and frequency bands
of interest for magnification. Oh et al. [8] extend this idea to learnable networks
and propose to learn spatial features via convolutional networks; while modeling

temporal manipulation as the distorted difference of consecutive frames.

By defining the video frame intensity I(x,t) as both function of time ¢, and
position z, and following the convention outlined by [8, 9], in its ideal form, the
problem of motion magnification can be formulated by the Equation 3.1, where
d(x,t) represent the displacement function, « represents the magnification factor,

and [ (x,t) represents the resulting magnified frame of interest.

I(x,t) = fix + (1 + a)d(x, 1)) (3.1)

In Equation 3.1, above, the entire displacement function is magnified uniformly
with no feature selection. For a targeted task at hand, however, we are more con-
cerned with amplifying designated regions relevant to the learning task. To isolate
translations in these regions, motion selector J(+) is introduced as displayed by

Equation 3.2.

I(x,t) = fix+ (14 )T (0(x,1)) (3.2)

Introduction of feature selector () into the equation, ensures that only rele-
vant regions of interest are amplified, which finalizes the most basic formulation

of selected motion magnification.
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In practice, however, it is challenging for a single bank of filters, or a net-
work, to obtain or learn feature representations diverse and powerful enough to
reconstruct an accurate representation of motion with this basic relation. Thus,
additional segmentation of the Equation 3.2, and further approximations are re-
quired. Effectively, when the ultimate task is photo-realistic but manipulated
motion reconstruction, it is more feasible to perform displacement manipulation
on the feature level rather than on the image level. This transfers the task of ac-
curate reconstruction from feature selector network J(-) and delegates it further
down the line to the reconstructive network. Such configuration is also advan-
tageous for our problem since tasking the network with proper reconstruction is
outside the scope of this paper and introduces redundant learning loads. For this
reason it makes sense to perform motion manipulation on feature lever rather than
image level. Thus, by annotating the feature vector corresponding to the frame [/

as F', we can rewrite the Equation 3.2 for feature manipulation in Equation 3.3.

F(x,t) = flx+ (1+ a)J(6r(x,1))) (3.3)

Here in Equation 3.3, «, and J (+), similarly, represent magnification factor and
feature selector while dp(x,t) represents the displacement for the feature vector
F. Utilization of feature manipulation, is also displayed by Figure 3.4 where
features obtained by deep convolutional neural network are fed sequentially to

the feature manipulator unit.

Another computation that exerts a significant load on the learning network
is the estimation of the displacement vector dp(x,t), which requires isolation
of object boundaries and tracking their motion. On-the-run estimation of the
displacement vector is rather costly and prevents the network from running end-
to-end. Because of this, [8] instead opt for the difference of the consecutive
feature vectors as an approximation of displacement. This relation is expressed
by Equation 3.4, where Fj,,, and F; are consecutive feature vectors and A4, is

their difference.
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Aip1 = (Fiy1 — Fy) (3.4)

Similar to how the original displacement features are processed by J(-) in
equation 3.3, difference features are then passed through a selector network L(-).
The function of £(-) within the Equation 3.4 is to further isolate relevant motions
for the prediction just as J(-) would in the original equation. Resulting selected
displacement approximation then can be expressed by Equation 3.5, where D

denotes the selected features of interest.

Dy = ﬁ(FHl - E) (3-5)

Utilizing relation defined by Equation 3.5 we can rewrite Equation 3.3 as se-
lective amplification of difference vector defined by Equation 3.6, where F', and

F' denote the original and manipulated feature frames respectively.

’

Fiy=F+(1+a)Din (3.6)

To add further non-linearity to the amplified feature vector, convolutional

network 7(-) is added to the manipulator unit, resulting in Equation 3.7.

Foi=F+H((1+ ) Dyyy) (3.7)

Configuration expressed in Equation 3.7 closely follow the manipulator archi-

tecture proposed by [8] and is illustrated in Figure 3.5.

In this configuration the section b represents the residual layer that is used in
the final processing of the feature vector before addition to the original feature
vector. As expressed by Equation 3.7 and illustrated by Figure 3.5, amplification

factor « is multiplied by all elements of the difference vector D which results in
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Figure 3.5: General architecture of manipulator unit with static multiplication
factor a) Overall layout b) Residual block ¢) Operands and operations.

C

uniform amplification of the vector across the spatial domain. In practice how-
ever, it could be desirable to use different multiplication factor in different sections
of the displacement vector. In addition, with the original configuration, ampli-
fication factor is a constant and cannot be modified individually for each video,
which complicates the optimization of the alpha value. Previous approaches uti-
lizing motion magnification as prepossessing step, thus perform a series of full
data experiment to arrive at optimal alpha value that maximizes total accuracy.
It is clear such optimization is expensive in terms of cost and therefore dynamic
optimization of multiplication factor is desirable. In addition, when the task at
hand is manipulation of feature vector for the task of classification, in theory, it
could be desirable to amplify some regions of the feature vector while dampening
the others. To this end, diverging from the original manipulation unit, we propose
to use point-wise, learnable, and dynamic multiplication-dampening array .A(-)
in our implementation. Modified version of the resulting feature manipulation
network is expressed by Equation 3.8, where A(:) is a dynamic multiplication

array function that takes as an input processed difference vector D and produces
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multiplication factors for each pixel of the feature vector.

Fz‘/+1 =F,+H(A(Dit1) © Dijq) (3.8)

This introduces additional flexibility to the network allowing it to discriminate
spatially between displacement vector regions. In our experiments we compare
the performance of multiplication mask with that of static multiplication factor.
The architecture of obtained feature manipulation unit is described in Figure
3.6 where, similarly, section b represents residual processing of the final feature

vector, and ¢ contains denominations of individual functions.
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Figure 3.6: General architecture of manipulator unit with dynamic multiplication
factor a) Overall layout b) Residual block ¢) Operands and operations.

It can be observed by comparing figures 3.6 and 3.5 that the dynamic
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magnification-inspired feature manipulation unit has a lower convolutional sec-
tion A(-) that is used to obtain dynamic multiplication mask that changes based
on the input and corresponding difference vector. This enables us to have a more
robust estimation of amplification factors and to distribute them based on input
pixels. As previously indicated, by replacing static multiplication with dynamic
multiplication vector we are allowing the feature manipulation unit to selectively
dampen or amplify different regions of the feature vector. This is achieved by
enforcing the mean of multiplication unit to unity by a custom-designed layer
activation. Proposed feature multiplication function A(-) work similar to spatial
attention units. Firs the processed difference vector is passed through a series
of convolutional layers. This is done to make the model dynamic, and vary the
multiplication mask based on the input. Later the model is passed through mean
enforcement function which as the name suggests enforces the mean of the mul-
tiplication array to unity. To achieve this, we perform Softmax-like activation,
where first each element is exponentiated and then divided by total sum. This
forces all the elements in the array to sum up to one much like probability vector.
We then multiply the resulting array by its area to ensure that the average of all
values in the array is one. This forces some sections of the mask to be attenuated
while others are dampened. Finally the output of unity enforcement function is
passed to spatial Gaussian smoothing to enable smooth spatial variability. Result-
ing relation is described by Equation 3.9, where, T'(-) denotes the convolutional
processing layers, ®(-) denotes unity enforcement function, and G(-) denotes the

Gaussian smoothing.

A(Di—i-l) = g(q)(T(Di-i-l)) (3-9)

Detailed detailed description of the activation function described in Equation
3.10, where X denotes the input vector, H, and W, denote the dimensions of
the input vector X, a;; denotes an individual element of X at location [i, j], and

exp(-) denotes the point-wise exponential function.
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B(X) =

(3.10)

Activation function described in Equation 3.10 ensures that only relevant sec-
tions of the difference feature vector are amplified while the ones that are ir-
relevant to the task are dampened. Contrary to the static multiplication his
introduces additional flexibility to the network, since, as described above, when
the task at had is classification rather than magnification, we are more concerned
with isolating relevant features rather than amplifying the entire array. In this
sense, the activation function ®(X) performs as probability distribution of feature

relevance and helps to amplify relevant ones.
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Chapter 4

Experiments and Results

In the previous section, we described our method that utilizes an improved ver-
sion of the motion magnification-inspired feature manipulator unit. The detection
method proposed in this work aims to take the initial steps at understanding the
applicability of learned motion manipulation in classification tasks. Rather than
aim at maximizing performance on a given dataset we instead focus on exploring
the types of feature manipulation architectures that constitute an improvement
in the performance of the model. To this end, we perform a series of experiments
with a standard baseline, and variations of feature manipulated architecture. The
layout of this section is as follows; we first describe the dataset used for exper-
imental evaluations, we then reveal prepossessing and network parameters, and
we compare the performance of the model in the absence of feature manipulation,
with the static multiplier, with a dynamic multiplier, and a Gaussian smoothed

dynamic multiplier.

4.1 Dataset

For our experiments we utilize Celeb-DF deepfake detection dataset [66]. The

dataset is comprised of 5,639 deepfake videos, sources for which serve 590 real
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videos from 59 subjects. Resulting dataset has a total of 2 million fake frames.
The dataset also contains an additional 300 real YouTube videos which are also
used in training and prediction. Subject in the videos are sampled from a varied
set of genders, race, and ages with 56.8% being male and 43.2 being female. Racial
diversity of the dataset is less varied with 5.1% of the subjects being Asian, 6.8%
being African American and remaining 88.1% being White. An example sample

of subjects from the dataset is presented in the Figure 4.1.

Figure 4.1: Synthesized frame samples from the original dataset.

The videos have an average frame rate of 30 frames per second and an average
length of 13 seconds. All real videos are obtained from YouTube and later manip-
ulated by a modified version of DeepFake [67] face swapping method. Authors of
the dataset perform several improvements to the original manipulation methods
to obtain more realistic and consistent results. They first increase the resolution
of the output from 64 by 64 pixels to 256 by 256 pixels by increasing the size and
resolution of encoder-decoder filters. Authors also add color perturbations to the
input during training to force the network to learn more color-consistent output,
thus improving color and intensity uniformity between source and target faces. To
improve the alignment of the source face onto the target, the authors also improve
the estimation of face boundaries by increasing the number of points around the
contours. Lastly, the authors use temporal Kalman filtering to introduce better

temporal consistency in the output frames.

4.2 Framework Parameters

As described in Section 3.1, for training, we split the sequence of frames into non-

overlapping sections of uniform length. During experiments, we set this constant
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K at 32, with an image resolution of 256 by 256 pixels. Both parameters are
picked as a compromise between computational efficiency and input resolution
and are determined as a result of early experimentation. All of the experiments
are carried out with GeForce GTX 1080 Ti and GeForce RTX 2080 Ti graphic

processing units and Tensorflow 2.3.0 deep learning library.

The overall layout of the network is illustrated in Figure 3.4 with a more

detailed description of the parameters described in Table 4.1.

Table 4.1: Layer Architecture of the Proposed Framework

Layer Sequence Filters  Activation = Kernel
or
Units

Convolution Yes 64 LeakReLU 3x3
Max Pool2D Yes - Linear 2x2
Convolution Yes 32 LeakReLLU 3x3
Max Pool2D Yes - Linear 2x2
Convolution Yes 16 LeakReLU 3x3
Max Pool2D Yes - Linear 2x2
Manipulator Yes - - -
Flatten - - - -
LSTM Yes 256 Tanh -
LSTM No 256 Tanh -
Dense No 2 Linear -

The entire Convolutional network that is illustrated in Figure 3.4 is time dis-
tributed. This means that each individual frame is fed sequentially to the con-
volutional neural network to extract spatial feature representations. The convo-
lutional network is made up of three convolutional blocks. Each convolutional
block is made up of a convolutional layer, followed by a 2D Max Pooling layer, a
Leaky ReLU activation, and Batch Normalization followed by a Dropout layer.
The Alpha parameter for the Leaky ReLLU function is set at 0.4 while the dropout
is fixed at 0.2. Kernel size for convolutional layers is 3 by 3 while the pool size
for the pooling layer is 2 by 2. We use Gloroth Uniform Initializer for all of our
convolutional layers on the backbone network and L2 regularization for LSTM

and dense layers.
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Layer parameters of the dynamic and Gaussian smoothed manipulator unit

are outlined in Figure 3.6 with layer parameters outlined in Table 4.2.

Table 4.2: Layer Architecture of the Dynamic Manipulator Unit

Block Layer Type Filters  Activation  Kernel
L(+) Conv2D 16 ReLU 3x3
’ Ay Conv2D 4 RelU 3x3
Conv2D 1 G(P(+)) 3x3
b UK Conv2D 6 Lincar 3x3
H(-) Conv2D 16 ReLU 3x3
Conv2D 16 Linear 1x1

As can be observed from Table 4.2, we do not alter the number of filters of the
convolutional layers of the manipulator unit and perform zero padding to preserve
the original spatial dimensions. This results in the input and output dimensions of
the unit being equal. This enables us to seamlessly integrate the manipulator unit
after any of the convolutional layers without disturbing the original configuration
of the baseline network. Implementation details of the feature manipulation unit
with a static multiplication factor, illustrated in Figure 3.5, are identical to that of
the dynamic feature manipulator. Layer parameters of the feature manipulation
unit with static multiplier are also described in Table 4.2, with the only difference
being the absence of the sub-unit A(-) in the second and third rows. The Gaussian
filter G(+) in block A(-) of the dynamic feature manipulation unit has a kernel

size of 3x3 and standard deviation of 1.

To evaluate the contribution of the manipulator unit to the prediction accu-
racy of the network we train the network without the manipulator unit. During
these experiments, we keep the remaining training parameters unaltered, while
only plugging and unplugging the manipulator unit. During training, we utilize
Stochastic Gradient Descent with a learning rate of 0.0001 as an optimization
function and Categorical Cross Entropy as a loss function, while randomly shuf-
fling the samples at the start of each epoch. We use early stopping conditions for
our training loop. During training, we conduct validation checks at the uniform
intervals of 2000 samples and stop the training if the accuracy of the network

does not increase for more than 5 intervals. We then record and report the model
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with highest validation accuracy. However, for computational limit reasons we
only perform validation checks after the first epoch. We perform a total of sever

experiments with each configuration and report the average results.

As previously mentioned we subdivide the input video recordings into the seg-
ments of equal size. Later to obtain results on individual video recordings we
utilize two distinct probability aggregation methods. The two probability aggre-
gation methods are majority voting and total mean. The former, as the name
suggests, obtains the final prediction for the recording based on the prediction

from the majority of the samples. Equation 4.1 displays this relation.

P, S Z d;, where
| | 1€S,

4.1
. 1, ifP;>0.5 (4.1)

0, otherwise

Here, P, denotes the probability of the entire video recording, S, denotes
the subject of all video samples for the video v, and P, ; is the probability of
an individual segment. The second method of final probability accumulation
is average of total probability. This relation is expressed by Equation 4.2, and
computes the probability of the final video being fake as the probability mean of

individual segments of the video.

P, WZPM (4.2)

1€SY

Similarly, in Equaiton 4.2, P, denotes the probability of the entire video, while

S, denotes the subset of all segments for that video.
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4.3 Effect of Manipulator Unit

In the first set of experiments, we evaluate the contribution of the magnification-
inspired feature manipulation unit to the prediction accuracy of the network.
To compare the optimal contribution from the manipulation unit we use dy-
namic, and Gaussian smoothed configuration that is illustrated in Figure 3.6.
As previously discussed, with this configuration multiplication mask is computed
dynamically for each individual input while a unity enforcing function introduces
both amplification and dampening to the mask. Finally, for spatial consistency, a
Gaussian smoothing function is applied before actual multiplication. During the
experiment, we first train and test the network without feature manipulation to
obtain a benchmark on the performance. We then plug in the manipulator unit
and repeat the same process to measure the contribution to the final accuracy.
Each individual run is repeated seven times and average results are reported for
individual segments of length 32 and entire videos. All the accuracy results are
reported in Table 4.3.

Table 4.3: Effect of Gaussian Smoothed Dynamic Manipulator Unit on Accuracy

Manipulation Aggregation Train Validation Test

No No aggr. 0.84 0.80 0.81
Yes No aggr. 0.88 0.85 0.83
No Voting 0.85 0.82 0.82
Yes Voting 0.91 0.89 0.85
No Mean 0.86 0.84 0.83
Yes Mean 0.91 0.88 0.86

From the Table 4.3 we can observer that across results on individual segments
and two probability aggregation methods results with feature manipulation unit
display higher accuracy. We can also observe that in general results for two
probability aggregation methods seem to agree on the final accuracy, with vot-
ing method displaying higher accuracy on validation set and mean of probability
displaying higher accuracy with the test set. However, with both, the difference
is very small and marginal. Results of this section display that, if properly con-

figured, feature manipulation inspired from motion magnification literature can
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yield performance improvements on general classification tasks. The high mod-
ularity of the feature manipulator unit allows us to conduct robust experiments
and plug it in and out of the network as any other layer architecture, which
gives us the chance to compare several configurations of the network. While in
this section we primarily focus on the performance comparisons of the optimally
performing, dynamic, and Gaussian smoothed feature manipulation unit to the
baseline, in the following sections we also investigate the effects of non-dynamic,

static multiplication and Gaussian smoothing individually.

4.4 Effect of Scalar Multiplication

The original feature manipulation unit proposed by Oh et al. [8], also illustrated
in Figure 3.5, relies on the use of predefined magnification factor a. During our
experiments, we determined that such a configuration is not ideal for our purposes
since it is clear that feature selection by the preceding convolutional layers is not
quite sufficient to obtain the best spatial representations of the features to be
amplified. It could be argued that because our ultimate goal is not magnification,
and subsequent reconstruction of selected features, our approach does not have to
rely on amplification only. That is, much like with spatial attention networks it is
of interest to amplify some regions of the feature map while dampening the others.
In addition, while in the context of motion magnification the constant alpha
serves the purpose of amplifying selected motions of interest by a given factor,
thus serving as s controlling parameter of the output video, no such immediate
function is required for the task of deepfake detection. For this reason, a constant
value in the context of deepfake classification can only serve as an additional
complexity in the network. Furthermore, optimization of such a constant would
require brute-force search and be network-specific at best. To demonstrate this
point we perform experimental evaluations of the results with static multiplication

and report them in Table 4.4.
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Table 4.4: Accuracy of Dynamic and Static Manipulator Units and « set at 2

Manipulation Aggregation Train Validation Test

Static No aggr. 0.85 0.82 0.72
Dynamic No aggr. 0.88 0.85 0.83
Static Voting 0.88 0.86 0.75
Dynamic Voting 0.91 0.89 0.85
Static Mean 0.88 0.85 0.75
Dynamic Mean 0.91 0.88 0.86

From the Table 4.4 we can observe that the reported average accuracy for the
dynamic feature manipulator unit is much higher to that of static multiplier. Here
as a static value we use 2 which is often used as the default magnification factor
in motion magnification literature. As with previous experiments we perform a
total of seven experiments with each configuration and report the average results.
Higher accuracy achieved by the dynamic unit can be attributed to more complex
feature selectivity and attention-like amplification and dampening. Inclusion of
the a learnable and frame specific multiplication mask enables the networks to
suppress the features that are common to the feature space of both, deepfake
and real videos and that don’t contribute the classification accuracy. When com-
paring the Table 4.3 and Table 4.4 we can see, in fact, that result with static
multiplication factor are not significantly better than those of baseline network
and which fails to justify added complexity and proves superiority of dynamic

multiplier.

4.5 Effect of Gaussian Smoothing

In previous sections we discussed the use of dynamic multiplication mask and
its effectiveness compared to static multiplication factor a. The optimal fea-

ture manipulation unit proposed in this research therefore is a cross between
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magnification-inspired temporal feature manipulator and spatial attention. Fol-
lowing best practices in existing literature on spatial attention networks we apply
Gaussian smoothing to our multiplication mask prior to multiplication with the
feature map. This has the potential of achieving spatial consistency and smooth
variability across the obtained mask thus simplifying the learning process. In
addition, frame preprocessing and face alignment performed by this by our pre-
processing algorithm means that face parts in the frame, although centered in the
eye region move spatially depending on the initial pose of the subject. Smoother
spatial variability, therefore, has the potential of simplifying the learning of such
variations by the network and prevent overfitting to specific variations. To verify
our initial assumption we perform experiment to measure quantitative contri-
bution of the smoothing. Similar to all previous configuration a total of seven
experiments are carried out with each configuration and average results from

those runs are reported. Obtained results are presented in Table 4.5.

Table 4.5: Effect of Gaussian Smoothing on Accuracy

Manipulation Aggregation Train Validation Test

No Gauss. No aggr. 0.85 0.82 0.80
Gaussian No aggr. 0.88 0.85 0.83
No Gauss. Voting 0.86 0.84 0.82
Gaussian Voting 0.91 0.89 0.85
No Gauss. Mean 0.87 0.85 0.82
Gaussian Mean 0.91 0.88 0.86

We can observe from the results presented in Table 4.5 that in-fact Gaussian
smoothing has a very significant contribution to the final accuracy of the network.
Accuracy results in the absence of Gaussian smoothing, almost resemble those
obtained with a static multiplication as presented in Table 4.4 factor confirming
that spatial consistency plays a significant role in the isolation of relevant and
irrelevant motions of interest. In is also a contributing factor in preventing the
network to overfitting to specific to specific pixels and instead focusing on relevant

regions of interest, which in turn, contributes to final accuracy.
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4.6 Visualization of Multiplication Mask

By replacing the static multiplication factor with a dynamic mask we are enabling
the network to attend differently to various sections of the image. Although we
observe from the table 4.3 that dynamic mask indeed significantly contributes
to classification accuracy it is also crucial to have a visual interpretation of such
results. Essentially, in this section we aim to provide visual representation of the

obtained magnification mask and interpret its regions of attenuation.

Frame Mask Overlayed

Figure 4.2: Values of the multiplication mask A(-) represented along with frames
that generate them. Original frame is displayed on the left, multiplication mask
in the middle and overlayed picture of the two is to the right.

Our initial expectation would be to observe the regions containing warping
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artifacts and transfer seams to see the most attenuation. In our task, such regions
coincide with the boundaries of the face and the lower hairline. Attenuation of
such regions would mean that most relevant artifacts occur at the boundaries
where source face meets the target face. Such a result would be expected for
several reasons; due to the nature of DeepFake generation method, the estimation
of the face mask around the target and source face is inherently imperfect resulting
in inconsistent seams and boundaries. In addition, there is often a color mismatch
between source and target faces which results in color artifacts around the seams.
Lastly, estimation of face landmarks is highly irregular and even in the presence
of temporal filtering yields rippling. All of these factors, although addressed to
a degree by the generation method, result in color, shape and temporal artifacts
around the bounds of the merged face. Thus in our visual observations to expect

the model to focus on these sections of the frame.

To observe and interpret the results, we plot the sample input frames from the
dataset along with up-scaled multiplication mask, and the image overlayed with
the mask, in Figure 4.2, where brighter colors represent higher intensities. As
can be observed from the Figure 4.2, per initial expectation, the network indeed
focuses on boundaries of the face which are expressed with a brighter color in the
mid column. An interesting observation is that the eye regions and the mouth re-
gions are less attenuated, this can be explained by the fact that these regions usu-
ally lie inside of the boundaries that represent the seams of the transferred face.
An important observation to make is that not all multiplication masks display
equal visual interpretability. Boundaries of different face regions of the subject
(a) in Figure 4.2 are more clearly defined those of the subject (b). In Figure 4.3
we also plot a close-up shot of the multiplication mask. As can be observed from
the figure values range somewhere in between 0.2 and 1.6 proving that indeed
both dampening and amplification is performed by the mask. Observation of the
multiplication mask provides us with an intuitive understanding of the processed
involved in the magnification-like architecture. The network selectively amplifies
sections of the difference vector most relevant to our predictive outcome. In that
sense the magnification mask acts as a spatial attention network expanding the

range and variability of the network. This is in stark contrast to multiplication
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with a static constant which is rigid and does not vary between samples. This

rigidity, as observed by the results leads to lower predictive accuracy.
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Figure 4.3: Close-up visualization of the multiplication mask (\A(-)) values with
rounded quantities printed on the pixels and a heatmap to the right. Values can
be observed fluctuating between 0 to 1.6, which ensures both amplification and
dampening.

4.7 Discussion of Preliminary Observations

Before settling on the final architecture of the network, several preliminary exper-
iments are carried out. These experiments have influenced further architectural
details of the detection framework and formed the foundations of initial decision-
making. To understand the effects of different types of face normalization on the
performance of the network, we have constructed a simple image classification

using an Imagenet pre-trained convolutional network, and trained it on frames
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extracted from the videos of the Celeb-DF [46] dataset. In addition visual patters

in these videos have also been analyzed.

We have tried three forms of preprocessing in initial experiments; In the first
form of preprocessing faces are simply cropped using OpenFace [63] face detection
library. For the second preprocessing, face landmarks are detected, 2D mesh is
estimated, and the face is warped to a pre-defined normalized face mask. Finally,
in the third type of processing, which is also described in Section 3.1, images
are rotated, resized and cropped such that the eyes of the subject are always at
the center of the image. In these experiments we have observed the following;
Although the use of standard cropping eliminates a good chunk of surrounding
scenery from the image, a lot of facial movement remains. This means that at any
frame transition the face in the video fluctuates significantly in the 2D plane and
is not centered at any one location. This can be explained by the imperfections
in face landmark detection but also by the innate instability in the type of pro-
cessing utilized. Additionally, we have also observed that the network struggles
significantly with learning meaningful representations and obtaining statistically
significant accuracy. To account for large fluctuations of the face in the 2D do-
main, in the second experiments, we resort to the use of face warping as processing
routine. Based on visual observations, this almost completely eliminates spatial
fluctuations of the face and ensures that all the individual face regions are at pre-
defined locations of the image. However, this type of preprocessing introduces
a problem of warping artifacts. A lot of face swapping frameworks use some of
form of warping during the face transfer from the source to target. Such artifacts
prove useful features in the detection of fakes later on during training. How-
ever, by introducing warping into the preprocessing routine, both, for real and
fake samples, we suppress such artifacts as discriminant features. Warping also
removes sections of the face beyond the seams of the inner face region which coin-
cides with the seams of face swap where a lot of spatiotemporal artifacts manifest
themselves. As a result, the ability to visually differentiate between fake and real
videos is also reduced. To find a compromise between two approaches we instead
opt to use a less aggressive normalization method that is discussed in Section
3.1. With the third method, to minimize the motion of the face in the 2D axis
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we detect and center the eyes of the subject at two pre-defined locations in the
image, in parallel to the horizontal axis. If the eyes of the subject are at an angle
to the horizontal axis, the image is first rotated and only then cropped. This
does not fully eliminate 2D fluctuations, however it ensures that the input face
is more localized than standard cropping, while warping artifacts are not intro-
duced and the seams of the inner face are preserved. Indeed, initial experiments

shown better visual interpretability and higher classification accuracy.

Another initial challenge in the research has been related to design character-
istics of the magnification inspired feature manipulation unit and improvements
made upon it. Due to convolutional building blocks of the magnification inspired
feature manipulation unit described in in Figure 3.5, the number of parameters
increases exponentially with the the dimensions of the input. To avoid the curse
of dimensionality, earlier on we have experimented with the use of separated con-
volutions, however, with such configurations the feature manipulation unit has
been struggling to learn meaningful representations of the input and the weights
of the unit were changing only slightly. By recording the gradients of the network
at each iteration, the problem of dying gradients have been observed. For this
reason, it has been decided to bring back conventional convolutions and instead
reduce the channel dimensions of the input to the manipulation unit and add

pooling layers in between convolutional layers of the network.

One significant modification introduced to the magnification inspired feature
manipulation unit is the use of dynamic multiplication mask that both amplifies
and dampens selected features. Activation function ®(-) illustrated in Figure 3.6
and expressed by Equation 3.10 has been carefully designed to amplify relevant
sections of the frame while dampening the others. In earlier forms of the network,
the values of the mask have been fluctuating in the free range without any re-
striction of the values. However, we have observed that, often times, the values of
the mask converge to values that are very close to zero. And this in turn results
in dampening of the entire feature map. This phenomenon is illustrated by the
Figure 4.4.
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Figure 4.4: Comparison of the mask values with and without activation function
®(-). Tt can be observed from the image that the values without activation (a)
converge to subzero values thus dampening the entire array, while (b) activation
function helps to restore the values to a desired range.

Early experimentation on the type of input processing and feature manipu-
lation techniques leads to more robust architecture that is able to learn valid
representations of the input image and amplify and dampen relevant transitional

features in the image.
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Chapter 5

Conclusion

In our research we have investigated the use of magnification inspired feature
manipulation unit for the task of deepfake classification. There is a significant
amount of literature that investigates the use of motion magnification as a pre-
processing step for deepfake detection. However, we argue that, when the task at
hand is deepfake classification, such an approach is sub-optimal for several rea-
sons. First, motion magnification routines utilized by a lot of deepfake detection
methods are optimized for a very narrow set of motions and lack applicability to
motions outside of that domain. If the objective of the preprocessing is to reveal
and amplify temporal inconsistencies in a deepfake video then there is no guaran-
tee that using motion magnification will focus on these precise motions. Second,
far from revealing desired inconsistencies in the video, many of the magnification
approaches aim to preserve and enhance temporal and spatial consistency in the
output, magnified, recording which is likely to dampen the features relevant to
deepfake classification. It is therefore important to understand the applicability
of motion magnification-like architectures to deepfake classification in a more in-
cremental fashion. For this reason, in our research, instead of utilizing motion
magnification as a preprocessing step, we aim to take a first step at understanding
the effect of motion magnification inspired network architectures to the classifi-
cation accuracy of convolutional neural networks. As a starting point for our

research we use existing learning-based motion magnification unit proposed by
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Oh et al. [8]. However, unlike the original network, we are not concerned with the
reconstruction of the resulting video frame but only with manipulation of feature
vector of concern. To understand the contribution of the unit we test several
variations of the network. In our experimentation we find that using dynamic,
learnable, and Gaussian smoothed multiplication mask work achieves optimal ac-
curacy on the dataset at hand. We also show that values of the multiplication
mask posses spatial interpretability by visualizing the mask, and observing at-
tenuation at regions such as outer boundaries of the face which would normally
contain merging artifacts. To prove the consistency of the results we conduct
seven runs with each experimental setup and report the average accuracy. We
test the results on publicly available Eye-Q deepfake detection dataset. Overall we
observe that the inclusion of motion magnification-inspired feature manipulation
unit in the network positively contributes to the final accuracy of the network
with the exception of using static multiplication factor. Such a result is not
completely surprising because while the dynamic multiplication mask manages
to learn input specific amplification of the features vector, static multiplication
factor does not constitute any meaningful constant for the task at hand. There-
fore, the multiplication factor of two used in our experimentation has a very little
relevance to the classification performance of the network. In addition, because
our task at hand is not the magnification of the input video stream we do not
always benefit from amplifying the feature vector. To the contrary, since some of
the spatial regions bear no relevance to the classification of the video, it could be
beneficial to dampen such regions instead of amplifying them. Thus by altering
the activation function to active both dampening and amplification we add an-
other dimension of flexibility to feature manipulation network. In this research,
by experimenting with different configurations of magnification-inspired feature
manipulation unit, we take the first step at understanding use of magnification-
like architectures in classification, and manage to display potential applicability
to the task of deepfake detection.

As future work applicability of aforementioned architecture to more types of
backbone convolutional architectures can be tested. In addition performance on

other types of deepfake detection architectures can be measured as well. The
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method can also be tested on classification tasks outside of deepfake classifica-
tion to understand contribution of magnification-like architectures to the task of
classification in general. Because the magnification-inspired feature manipulation
unit is highly modular and can be inserted at any section of the convolutional
network, the performance improvements from inserting the unit into multiple

sections of the network can be measured.

As a closing remark, although we display reasonable improvement with the
addition of magnification-like feature manipulation unit, we believe that further
experimentation needs to be carried out to understand magnification architectures

and their use if video classification.
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