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ABSTRACT

PRIVACY-PRESERVING PROTOCOLS FOR
AGGREGATE LOCATION QUERIES VIA
HOMOMORPHIC ENCRYPTION AND MULTIPARTY
COMPUTATION

Cihan Eryonucu
M.S. in Computer Engineering
Advisor: Erman Ayday
July 2019

Two main goals of the businesses are to serve their customers better and in the
meantime, increase their profit. One of the ways that businesses can improve
their services is using location information of their customers (e.g., positioning
their facilities with an objective to minimize the average distance of their cus-
tomers to their closest facilities). However, without the customer’s location data,
it is impossible for businesses to achieve such goals. Luckily, in today’s world,
large amounts of location data is collected by service providers such as telecom-
munication operators or mobile apps such as Swarm. Service providers are willing
to share their data with businesses, doing this will violate the privacy of their
customers. Here, we propose two new privacy-preserving schemes for businesses
to utilize location data of their customers that is collected by location-based ser-
vice providers (LBSPs). We utilize lattice based homomorphic encryption and
multiparty computation for our new schemes and then we compare them with our
existing scheme which is based on partial homomorphic encryption. In our proto-
cols, we hide customer lists of businesses from LBSPs, locations of the customers
from the businesses, and query result from LBSPs. In such a setting, we let the
businesses send location-based queries to the LBSPs. In addition, we make the
query result only available to the businesses and hide them from the LBSPs. We
evaluate our proposed schemes to show that they are practical. We then compare
our three protocols, discussing each one’s advantages and disadvantages and give
use cases for all protocols. Our proposed schemes allow data sharing in a private

manner and create the foundation for the future complex queries.

Keywords: Data Privacy, Information Security, Homomorphic Encryption, Loca-
tion Privacy, Multiparty Computation.
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OZET

HOMOMORFIK SIFRELEME VE COK PARTILI

HESAPLAMA KULLANANARAK CGIZLILICI
KORUYAN TOPLU KONUM SORGULARI

Cihan Eryonucu
Bilgisayar Miihendisligi, Yiiksek Lisans
Tez Danmigmani: Erman Ayday
Temmuz 2019

Miigterilere daha iyi hizmet saglamak ve bunu yaparken de karlarini arttirmak
sirketlerin iki ana hedefidir. Sirketlerin miigteriye servislerinin kalitesini
arttirmanin bir yolu ise migterilerin konum bilgisini kullanmaktir (6rnegin,
sirket miisterilerinin en yakin subelerine olan ortalama mesafeyi azaltcak
sekilde tesisleri konumlandirmak). Ancak, miisterilerin konum bilgisi olmadan
sirketlerin hedeflerine ulagmalr1 miimkiin degildir. Neyse ki, bugiiniin diinyasinda,
telekomiinikasyon operatorleri ve Swarm uygulamasi gibi servis saglayacilar
yliksek miktarda veri toplamaktadir. Servis saglayicilar ellerinde bulunan ver-
ileri, bu tip sirketlerle paylagmaya istekli ancak, bu paylagimi miisterilerin gi-
zliligini ihlal etmeden yapmak sorunlara yol agabilir. Bu ¢aligmada biz, girketler
tarafindan kullanimasi i¢in, servis saglayicilarin topladigi konum verilerinin gi-
zliligini koruyan iki yeni protokol tasarladik. Yeni protokollerimiz i¢in orgii ta-
banli homomorfik sifreleme ve ¢ok partili hesaplamay1 kullanmaktayiz. Ayni za-
manda daha once tasarladigimiz kismi homomorfik gifreleme tabanli protokol ile
iki yeni protokollerimizi karsilagtiriyoruz. Protokollerimizde, sirketlerin miigteri
listesini servis saglayicilarindan, miisterilerin konum bilgilerini girketlerden ve
sorgu sonucunu ise servis saglayicilarindan sakliyoruz. Protokollerimizi deney-
sel ortamda degerlendirip onlarin pratik oldugunu gosteriyoruz. Sonrasinda, bu
i protokolii kendi aralarinda kargilastirarak her birinin yararlar1 ve zararlari
hakkinda tartigiyoruz ve her protokol i¢in birer kullanim 6rnegi veriyoruz. Tasar-
ladigimiz protokeller veri paylagimini gizliligi koruyan sekilde gergeklestiriyor ve
ayni zamanda gelecekteki karmasik sorgular icin de bir temel olugturuyoruz.

Anahtar sézcikler: Veri gizliligi, bilgi giivenligi, homomorfik sifreleme, konum

gizliligi, ¢cok partili hesaplama.
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Chapter 1

Introduction

Today, people’s location data are collected easier than ever. Together with exten-
sive usage of smart phones and apps, these location data are mostly collected by
Location-based Service Providerss (LBSPs) and mobile telecommunication op-
erators. Businesses often want to use this location data of their customers (or
potential customers) to provide better service. For example, businesses can use
their customers’ location data to determine where to open a new branch. LBSPs
are eager to share these data with the businesses for their own interest, however, it
is not possible for LBSPs to share these data directly because of privacy reasons.
If LBSP share the location data of their customers directly to the businesses,
businesses can see whereabouts of the customers without the consent of the cus-
tomers. If businesses asks for the location data of some specific customers, then
LBSP’s may infer that some customers registered with that business which is a
privacy issue. Therefore privacy-preserving solutions are needed to improve their
services without violating the privacy of LBSPs’ customers. To address these is-
sues, we propose new types of privacy-preserving queries between businesses and
LBSPs and design such queries with three different cryptosystem while comparing
them each other. Businesses require locations of their customers to optimize their
location-based decisions. Most of the businesses already have some information

about the customers such as their home addresses, but what they want to know
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the whereabouts of their customers during certain hours. Mobile telecommuni-
cation operators or LBSPs such as Swarm usually have this kind of up-to-date

location data.

In this thesis, we denote data owners as servers and businesses as clients. We focus
on a particular problem in which a client is interested in finding the most optimal
location to open a new facility (based on the whereabouts of its customers). For
instance, consider a bank that has existing branches and want to open new branch.
The bank can use the Reverse Nearest Neighbor Cardinality Query (RNNQ) to
see how many of its customers are close to each of its existing facility, and decide
where to open a new facility accordingly. In a non-privacy preserving setting
for RNNQ), the client shares its user list along with the locations of its existing
facilities (and locations of facilities that it plans to open). The server checks the
whereabouts of client’s customers and determines the nearest facility for each
customer. Then, server sends the number of closest users to each facility (the
query result) to client. In this setting, client’s customers are exposed to the
server. In addition, query result is exposed to the server as well. This is not
desired since for example, the server may use the query result to inform other
rival businesses. Thus, we consider query result as a sensitive information and it
should stay hidden from the server. Both customer lists are sensitive information,

and hence they should stay hidden to each parties.

We propose two new privacy-preserving methods to execute such location-based
queries. Then, we compare these two methods with our existing previous work
[1] which addresses the same problem and proposes a solution using homomor-
phic encryption (Paillier cryptosystem [2]). Our first proposed scheme uses
Lattice-based cryptography and the second proposed scheme uses secure Mul-
tiparty computation (MPC) methods. Lattice-based cryptography is resilient
against quantum computers which most of the famous cryptographic protocols,
such as RSA, are vulnerable to the such attacks. Paillier cryptosystem and lat-
tice cryptosystem both support homomorphic operations, meaning that one can
perform mathematical operations on the encrypted data without the need for de-
cryption. We discuss advantages and disadvantages of each method and compare

them with each other. In our protocols, we hide customer lists of businesses from
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LBSPs, locations of the customers from the businesses, and query result from

LBSPs. In addition, we make the query result only available to the businesses
and hide them from the LBSPs.

Our contribution in this work is as follows:

1. We propose a method which uses lattice cryptography. Lattice cryptosys-
tems are resistant to post-quantum based attacks. Thus, we show how
such a privacy-preserving scheme can be developed that is resilient against
quantum computers. While doing so, we introduce negligible amount of ex-
tra overhead of memory usage and computation time compared to existing
work [1].

2. We introduce a scheme that utilizes MPC when executing queries. The
proposed scheme uses very little memory and its computational complexity

is comparable to a non-privacy preserving setting.

3. We compare the proposed methods with the existing work and investigate
their advantages and disadvantages. Furthermore, we discuss which scheme

is more suitable to certain settings.

Rest of this paper is organized as follows: In chapter 2, we discuss related works
and provide background information about the cryptosystems we used in this
work. In chapter 3, we describe the system model. We describe the Paillier
cryptosystem-based protocol in chapter 4, lattice-based protocol in chapter 5,
and MPC-protocol in chapter 6. chapter 7 presents experiments and results.

Finally conclusion and future work is in chapter 8.



Chapter 2

Related Works and Background

2.1 Related Works

Optimal location query finds the best possible location using the given facilities
and customers while maximizing a specific property [3]. Property can be any-
thing such as distance or time. Optimal location queries are useful especially
for businesses. A business can execute queries to find optimal locations for their
new facilities. Optimization criteria depends on the business’ needs. For exam-
ple, a business may looking for a location that is close to the majority of their
customers. In other words, that business is trying to maximize influence over its
customers. These kind of queries are based reverse nearest neighbors (RNNs) [4]
queries. We use bichromatic version of RNN query which focuses on the nearest

facility. We assume that each customer prefers his/her nearest facility.

In the area of privacy-preserving location query processing, several approaches
exist. One approach proposes to anonymize the customer locations and execute
queries on the cloaked customer locations [5, 6] which are based on k-anonymity
model [7, 8]. There are also cryptographic approaches exist [9, 10]. There are
also combined approaches. For example, [11] combines differential privacy with

k-anonymity model.
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2.2 Homomorphic Encryption

Homomorphic encryption is special type of encryption that allows one to perform
computations on ciphertexts. For instance, multiplication of two ciphertexts is
equal to addition of the plain-texts of that ciphertexts. Homomorphic encryption
schemes that supports only limited type of operations are called Partially Ho-
momorphic Encryption (PHE). PHE supports either addition or multiplication.
Paillier cryptosystem [2] and ElGamal encryption [12] are examples of par-
tially homomorphic encryption schemes. Fully Homomorphic Encryption (FHE)
supports both multiplication and addition at the same time. Gentry’s scheme
[13] opened the way for FHE schemes. However, drawback of the FHE is its
practicability. FHE schemes are slower compared to PHE schemes. There is also
another type of homomorphic encryption called Somewhat Homomorphic Encryp-
tion (SWHE). SWHE is similar to FHE that is one can use both addition and
multiplication. However, there are two main differences of SWHE compared to
FHE. First difference is SWHE schemes are more efficient compared to the FHE
schemes. Second difference is FHE schemes allows one perform unlimited number
of operations over ciphertexts. In SWHE schemes, one can perform limited oper-
ations. If limited number operations are exceeded in SWHE schemes, ciphertext
becomes corrupted and can never be decrypted. So in SWHE we trade perfor-
mance for the usability. The Fan-Vercauteren cryptosystem (FV) cryptosystem
[14] is an example to somewhat homomorphic encryption. Below, we will give

the homomorphic encryptions we used in our protocols.

2.2.1 Paillier Cryptosystem

Paillier cryptosystem is PHE scheme which also uses public key cryptography.
We use additive property of Paillier cryptosystem. Keys are generated by as
follows: Two large primes, namely p and ¢, are chosen and let n = pg. We pick a
random integer ¢ which is in range of 0 to n?. n and g are the public keys. X is
defined as A = lem(p — 1,q — 1) where lcm stands for least common multiple. In

addition, y is defined as u = (L(¢g* mod n?))~! mod n where L(z) = (x — 1)n~L.
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1 and A are the private keys. Encryption and decryption are defined as follows:
E(m) = g¢g™"™ mod n® ; r € {1,2,...,n* — 1} (2.1)

D(c) = L(c¢* mod n?).; mod n (2.2)

Random number r ensures that encryption of same message will result a same
ciphertext with very low probability. In addition » and n must be co-prime.
Paillier cryptosystem allows one to multiply the ciphertext and obtain its addition

in plaintext domain. Additive property is defined in Eq. (2.3) below.
E(z).E(y) = E(x +y) (2.3)

Formally, E(z).E(y) = ¢*™¥(ry + r,)" = E(x +y). We can use this property to

multiply ciphertexts with constants.
E(z)f = E(x.k) (2.4)

Paillier cryptosystem can be used in many areas from e-voting [15] to genomic

privacy [16].

2.2.2 Somewhat Homomorphic Encryption

Gentry’s Ph.D. thesis [13] was first of its kind and it introduced first ever FHE
scheme. Gentry’s FHE scheme supports both addition and multiplication of the
ciphertexts. However, its performance is not efficient in terms of both memory
and computation time. SWHE is kind of a FHE scheme but SWHE is more
practical and efficient compared to the FHE. One can use both additions and
multiplications in SWHE but number of operations are limited. Each operation
on a ciphertext adds a 'noise’ to that ciphertext. If a noise threshold of the ci-
phertext is exceeded, then ciphertext become corrupted and cannot be decrypted
again. Noise threshold of the ciphertext depends on the security parameters
of the scheme such as ciphertext size. Generally, addition increases noise little
compared to the multiplication of two ciphertexts. Most of the SWHE schemes
[14, 17, 18] are based on Learning with Errors problem [19] for their hardness
assumption. Therefore, using SWHE is much more preferable to FHE for real life

applications.
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2.3 Multiparty Computation

MPC is a powerful tool which allows parties to make desired computation jointly
without need of a trusted third party. First two-party computation is proposed
by Yao in 1982 [20] which is secure against semi-honest attacker. In our MPC
based protocols, parties do not reveal their private data but reveal the parts of
their private data. In other words, if there are n parties, each user first splits
their secret data x as x = V) + 2 + . 4+ 2 randomly and sends the parts
to the corresponding parties. Each party make their own computation using the
parts they own. In this way, each party contributes to the end result without
revealing their private data. Multiparty computation is more efficient compared
to the homomorphic encryption schemes, due to there are no costly operations as
encryptions/decryptions. Data are not stored in huge ciphertexts. In addition,
instead of homomorphic operations over the ciphertexts, multiparty computations

are simple floating number computations.
A simple MPC addition example is as follows:

There are 3 parties, namely P, P, and P3, and they have their secret values z,
y and z respectively. Fach party randomly splits their secret data to three data
parts such that 2 = 2 4+ 2@ 420y =y 4942 14O and 2z = 2V 4+ 22 423,
Then, each party sends the data shares to the corresponding party, i.e P; gets
My and 2V, P, gets 23, y@ and 2 etc. After the data distribution, each
party adds their data parts. P; computes RV = z® + ¢y + 21 P, computes
R® = 22 4+ 9@ 1 2@ and P; computes R® = 20 + ¢y 4 20). Parties later
later share or broadcast their intermediate results, R, R® | R®). All parties
add the intermediate results and obtain the final result since RY) + R® + R() =
M 4y 420 4 2@ 4 y@ 4 2@ 4 2B B 4 20) = ¢ 4y + 2. Parties jointly

compute the desired sum without showing their secret values to the each party.

In our MPC based protocols, we use secure two party multiparty multiplication
which is more complex then simple addition. For multiplication, we use Beaver’s

multiplication triplets [21].



Chapter 3

System Model

We define client C' as businesses who wants to execute aggregate queries. LBSPs
who have the location data of their customers are defined as server S. We call
customers of the server and client as the users. We define the set U, as the user
ids of the client and U, as the user ids of server. We need an identifier to evaluate
our queries and identify the customers uniquely in the user sets. Client wants to
identify its customers in server since not all users of U, and Uy are overlap. We
define their common users, i.e. the intersection of two user sets as U;. Parties
agree upon an identifier before the queries. Identifier may be telephone numbers
or national identification numbers or social security numbers. Businesses collect
this kind of information from their customers as well as LBSPs. Lastly, we define
superset U which has the all possible ids for selected identifier. For example,
if the identifier is selected as Social Security Number (SSN), we have 9 digits
and 1 billion (10%) possible ids. Thus U consist all the possible social security
numbers. To clarify the user sets and role of identifier let’s give an example:
Assume that a person with a social security number of 35 is customer of client
but not a customer of server. Then U, will include 35 but U, will not include 35
since customer with SSN is not the server’s customer. In this example 35 will
be a element of superset U since it is a valid SSN. With right identifier, we can
uniquely identify the users in user sets. Choosing an identifier will play crucial

part in our protocols. We will return why we define such a superset later. We
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show the overall system model on the Fig 3.1.

Querv bv client. Client sends the facilities

Server sends the result and does not learn
any information about result

Client Server

Figure 3.1: System Model

We denote the facilities by F. Existing facility locations are public since busi-
nesses’ existing facility locations are known by all. Client wants to execute aggre-
gate queries using its users location data. However, client does not have a such
data. Server holds the location data of its own users. If some users of client is
also users of server, then we have the location data. So, the client is interested
in users in U;. Challenge is to prevent server from learn anything about the U,
and client from learn anything about U while executing queries. Homomorphic

encryption and MPC ensures that the private data is protected.

3.1 Threat Model

Our system is secure in semi-honest, or honest-but-curios, model. In other words,
both server and client follow the protocol correctly, but they may try to analyze

the data and learn some information about the users or query result. Both
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parties correctly provide inputs, do the computations as stated and output the
correct results. They may not, for example, do arbitrary computations during
the query or insert some other input to the query. However, there might be some
malicious people in both parties and they might to try learn some information.
For instance, person in server might want to learn the query result and sell this
result to businesses’ rivals. Client wants to get the correct result in order to
serve their customers better and server knows that correct result crucial because
otherwise client may stop using the services of server. For these reasons, we

believe semi-honest threat model is acceptable and realistic.

In all of three protocols, we aim to protect the same private data of the parties.

We can list the private data as follows:

1. User lists U, and Us. Both parties should not know whether any specific
user ¢ exist in the opposite party. In other words, C' should not understand
in any way whether i € U, or S should not understand whether ¢ € U.. All

users should stay anonymous.
2. Locations of users in Uy should be hidden away from C

3. Query result should stay hidden from S.

We assume that, during the protocols, communication channel is secure and en-
crypted against the eavesdroppers. Table 3.1 includes the symbols that are used

within our protocols.

3.2 Query Types

We have two different aggregate queries for our protocols which both of them

uses user location data. We use the same queries in our previous work [1].
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Table 3.1: Symbols and Notations

Symbol Description

PK Public key of C

SK Private key of C

E(m) Encryption of message m using PK

[x] Encrypted message x

D(c) Decryption of a ciphertext ¢

U. User list of C'

U, Users list of S

U User superset i.e all possible users

Ur U.NU,

F Facilities send by client during query

T Existence Array of client

Y Existence Array of Server

A Randomized existence array of C'

r Randomized existence array of S

Q)i Intermediate result parts of C'

Zji Intermediate result parts of S

x; Result parts of C'

vj Result parts of S

Ne Number of users in U,

N Number of users in U,

Ny Number of users in U

nr Number of users in U;

ny Number of triplets

d(u, f), dy,; | Distance between user v and facilitiy f
Total number of facilities in the query, | F|

a, b and ¢ | Pre-computed triplets in the form of ¢ = ab

11
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3.2.1 RNN Cardinality Query

Aim of the RNNQ is to distribute the users to the facilities equally so that all
facilities work evenly. Businesses, such as banks, want to open new branch of their
facilities in places where their customers densely exist. This will make sure that
the new branch is closer to customers and at the same time reduce the workload
of the existing facilities. Formally, we can define RNNQ as: Given users, U, and
U,, and facilities F', find the total number of users that is closest to each facility.
In other words, for each facility, find the total number of users that is closest to
that facility. Client can run RNNQ to find the distribution of their users in its
existing facilities or it can run RNNQ to find the distribution of users in new

planned facilities.

3.2.2 Average Distance Query

Another optimal location query is Average Distance Query (AVGQ). Businesses
may want to learn and minimize the average distance of their customers to each
ones closest facility. In other words, AVGQ finds the average distance between
users in U; and their closest facilities in F'. Businesses can run AVGQ to reduce
the distances of their customers to their facilities. In this way, businesses may

want to make their facilities more attractive to their users.



Chapter 4

Paillier Cryptosystem Based

Protocols

In this chapter, we present our previously proposed scheme [1]. We include this
chapter for comparison with other schemes since this is our base scheme. In
addition, Paillier based protocols are similar to the lattice and MPC based pro-
tocols. We have also demonstrated the practicability of this scheme in our demo
paper [22]. We use Paillier cryptosystem in these schemes where we especially
utilize additive homomorphic property of Paillier i.e E(z).E(y) = E(x+y), (2.3).
We use client based protocols from [1] because it is shown that client based pro-

tocols are more efficient in terms of communication and computation efficiency.

Before any query execution, there is one time setup phase which needs to be
completed. In setup phase, client generates PK and SK, then sends PK to
server. Client also decides the superset by choosing the identifier and then creates
the encrypted existence array [T'] = {[t1], [t2], ..., [tn,]} Where n, is total number
of users in U. For every user ¢ € U client calculates the following: If ¢ € U, then
[t;] = E(1) otherwise [t;] = E(0). In other words, client puts encrypted 1 to the
existence array’s ¢'th location if that user ¢ is also clients’ user. For example,
let’s consider the identifier as phone numbers. If the client has a customer with

phone number x then [t,] = E(1). Since every encryption Paillier cryptosystem

13
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has random number in it, existence array will contain the same value with very
low possibility. Proper superset should be chosen to ensure that U hides the U..

Client sends the encrypted existence array [17] to the server.

Paillier based protocols can be summarized in 6 steps. In the first step, client
sends the query request along with facilities, F', which is used by server for optimal
location queries. In second step, server calculates distances between its users U
and F. In third step, server calculates the query result. In fourth step, server
masks the result. In fifth step, server sends the result to the client. In final step,
client decrypts the result and obtains the query result. We describe the protocols

in detail below. Figure 5.1 is the overview of the protocols.

4.1 RNN Cardinality Query

Objective of RNNQ is to find the total number of users closest to each facility.
Below, we explain each step in detail. Step numbers are matched with protocol

overview in fig. 5.1

1. Client, C, sends the query request along with the locations F =
{fhf?a"'afk}‘

2. Server, S, calculates the distance between each user and the facilities. S

decides the each user’s closest facility.

3. S calculates the result ciphertexts [X| = {[z1],[z2], ..., [zx]}. For every
facility, S multiplies existence array values which their closest facility is the
same. In other words, if ¢'th user’s closest facility is f;, then [z;] = [z;].[t:].
Note that [t;] = E(1) if user i« € U, and [t;] = E(0) if user i ¢ U.. S only
multiplies its own users existence array values, [¢;]’s. Further, if [¢;] is also
the user of C' then it is E(1) thus by Eq. (2.3), S adds 1 to the results [z;].
If user 7 is not user of U, then [t;] = F(0), basically S adds 0 to the result.
By definition of the user sets we successfully count the number of elements

in U[.
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4. S encrypts k zeros and them multiply them with results. For every
[z;] € [X], S does [z;] = [z;].£(0). This will not alter the results X since
multiplying with encrypted 0 means adding with 0.

5. Server sends the results [X] to the client.

6. Client decrypts D([X]) = {D([x1]), D([z3]), ..., D([zx])} obtains the query

result.

4.2 Average Distance Query

In AVGQ), client aims to find the average distance of their users to each ones

nearest facility. In Figure 4.1, we give an example to this process.

1. Client, C, sends the query request along with the locations F =
{f1’f27"'afk}‘

2. Server, S, calculates the the distance between each user i € U, and the
facilities and decides the user’s closest facility, f;. In addition, S holds the
distances between users and their closest facility, d; ;. Note that d; ; means

that distance between user ¢ and facility f;.

3. S calculates the two result ciphertexts [X] = {[x1], [x2]}. Initially, both re-
sult ciphertexts are encrypted zeros. For every user i € U, server first raises
its existence array value with user i’s distance to his/her closest facility and
then it multiplies with [z;]. In other words, if i’th user’s closest facility is f;
and his/her distance to it is d; ;, then [z] = [z1].[t;]%. We can summarize

the operation as [z1] = >, [t:)]%7 where f; is the i’s nearest facility. Note

i€Us
that [t;] = E(1) if user ¢ € U. and [t;] = F(0) otherwise. Hence, if user
exist in U; we multiply 1 with d; ; then add it to the result by Eq. (2.3) and
Eq. (2.4) otherwise we multiply 0 with the user’s distance and add it. Thus
users that are not in U; does not included in result. [x;] becomes addition

of the distances of the users to their closest facility. We can call [z;] be as
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encrypted sum. In addition, server calculates total number of user in Uy,
ny, by [x2] = [][t;] which i € U, using the property of (2.3). We can call

[z5] as encrypted n;.

4. S encrypts zeros and then multiply them with result ciphertexts. [x;] =
[21]. E(0) and [z9] = [x9]. E(0)

5. Server sends the result [X] to the client.

6. Client decrypts D([X]) = {D([x1], D([x2])} and obtains total sum sum and

ny. Average distance is avg = sum/n;
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Chapter 5

Lattice Based Protocols

In this chapter, we propose protocols for our aggregate optimal location queries
using lattice based cryptography. As shown in our previous works, our cur-
rent protocols can be implemented by using any simple additive homomorphic
scheme. However, for complex queries, additive homomorphic property may not
be enough. In addition, additive homomorphic property may not be practical to
design such complex future queries. For example, one such query is filtering the
users based on features such as age. For this query, client must prepare another
existence array according to the ages. Another possible problem with the Pail-
lier cryptosystem is, one needs to raise the ciphertext to constant d to multiply
plaintext with d, E(z)¢ = E(x.d). This operation may become a costly operation
since ciphertexts are large numbers and d may be a large number too in some
cases. In addition, Paillier cryptosystem is not a post-quantum resistant scheme.
For our future works, where we plan to extend queries to more complex structure
and more suitable to real life applications, Paillier cryptosystem may not a suit-
able for these drawbacks. Instead of Paillier cryptosystem, one can use fully or
somewhat homomorphic encryption schemes which are more flexible in terms of
computation type. For these reasons, we design and implement the queries using
SWHE scheme to see whether they are pratical and feasible or not. We use the
FV cryptosystem for our queries [14].

18
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We use basically two functions from FV scheme namely add(ci,c) and
plain_mult(ci,d). add(ci,cs) function takes two ciphertexts, ¢; and cp, adds
them and put the resulted sum to ¢;. plain_mult(c;,d) takes ciphertext ¢; and

constant rational number d, multiplies them and put the result to ¢;.

Lattice based protocols are almost the same as Paillier based protocols. All the
operations are and order of the steps are same. Before any query, setup phase
must be completed in lattice based protocols as well. C' creates the keys and
sends PK to S. C also generates existence array [T'] = {[t1], [ta], ..., [tn.]} as
follows: If i € U, then [t;] = E(1) otherwise [t;] = E(0). In other words, client
puts E(1) to the existence array’s ¢'th location if that user i is also clients’ user.
For example, let’s consider the identifier as phone numbers. If the client has a
customer with phone number z then [t,] = E(1). C sends the existence array to

S. Proper superset should be chosen to ensure that U hides the U..

Client KeyGen Server Client Server
c 5 c 5
1) Create many ! | 1) Tripletidsand F |
i c=ak: riplote i i ’i 2) Distance
12)Divide ¢ as ! ! 1 calculation
1 e=c + @ ' ' |
: , 3) Randomized |
! Existence array |
1 ' ' '
et Tand 2 i 3)c!? and b i Acreation | H

4) A and al?! :
| | | 7

g 5) I and b!"
)

| 3) Randomized
| Existence array
I creation

i i 6) Calculation| ! 6) Calculation

of intermediate! | of intermediate
| | resultsgq |

'
' '
] 1
\ (?I Intermediate results z _}
I ]

, , 8) Combination | :

| | intermediate | !

' ' results to get ' '
result

Figure 5.1: Overview of the setup phase on left. Overview of the lattice and
Paillier based protocols are on right

We have 6 steps in lattice based protocols. Steps 1 and 5 are communication
steps. In step 2, S determines closest facilities of users and their distance to
facilities. In step 3, encrypted results are calculated. In step 4, masking occurs.
In step 6, C' decrypts the encrypted result and obtain query result. Figure 5.1

summarizes the protocols.

results z
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5.1 RNN Cardinality Query

Skeleton of lattice based RNNQ is same with Paillier based RNNQ. Instead of

(2.3), lattice based protocols use add(cy, ¢2) function here.

1. Client, C', sends the query request with the locations F' = {fi, fo, ..., fx}.

2. Server, S, calculates the the distance between each user and the facilities

and decides the user’s closest facility.

3. S calculates the result ciphertexts [X| = {[z1], [x2], ..., [zx]}. Initially all
values of [X] is encrypted zeros. For every facility, S adds existence array
values which their closest facility is the same. Formally, for all ¢ € U, that
i’s closest facility is f;, S calls add([z;],[t;]). Basically S counts the the

total users who are closest to f;.
4. S encrypts k zeros using PK of C' then calls add([x;], E(0)) for all facilities.
5. Server sends the result [X] to the client.

6. Client decrypts D([X]) = {D([z1]), D([z2]), ..., D([xx])} obtains the query

result.

5.2 Average Distance Query

We use plain-mult(cy, d) function here instead of (2.4) compared to the Paillier
based AVGQ.

1. Client, C, sends the query request with the locations F' = {fi, fo, ..., fx}.

2. Server, S, calculates the the distance between each user ¢ € U, and the
facilities and decides the user’s closest facility, f; also holds the distances

of users, d;;.
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3. S calculates the 2 result ciphertexts [X] = {[z1], [x2]}. Initially both result
ciphertexts are equal to E(0). For every user i € Us, server first multiply
d;; with its existence array value with then adds it to the [z;]. In other
words, [z1] = add([x1], plain-mult([t;]d; ;)) where i € Uy and f; is the i’th
users closest facility. For all i € Ug, S executes first plain-mult([t;], d) and
then add([xy], [t;]). Let’s call [z1] as encrypted sum. Further, we need to
calculate n; since sum is only the total distance of users in U;. S calculates
[z5] as adding up all its users’ existence array values. [zs] = add([zs], [t;]

where 7 € U,.

4. S encrypts zeros with C’s PK and then adds them to the results. In other
words, S does add([z1], £(0)) and add([z2], £(0)) operations.

5. Server sends the result [X] to the C'.

6. Client decrypts D([X]) = {D([z1], D([x2])} and obtains total sum sum and

ny. Average distance is avg = sum/n;



Chapter 6

Multiparty Computation based

Protocols

In this chapter, we propose protocols for the aggregate optimal location queries
without any encryption/decryption and at the same time protecting the privacy
of the parties and their customers. There are no encryptions/decryptions, hence
the absence of ciphertexts saves time and memory. Our MPC scheme hides the
users by one-time pad style masking which is provably secure. Since we are only
interested in users in U;, we can use similar idea to the other protocols. Each
party creates its own existence array(vector). Inner product of the these two
vectors gives us the U;. In other words, we conduct set intersection operation.
Base of our protocols in the MPC based protocols is this inner product idea. Our
multiparty multiplication scheme is based on multiplication scheme in [23]. We
will multiply these two vector in a private manner. For RNNQ, both C' and S
have existence arrays T' = {t1, 2, ..., t,. } and Y = {y1.1, Y12, ..., Yk.n, } Tespectively
which is constructed by the same rules as in previous protocols that is ¢; = 1 if
i € Us, t; = 01if i ¢ U.. In other words, T specifies users of C' in the superset,
whether they are the customers of C' or not. S creates its own existence array
Y in MPC based protocols. However, S create existence array for all k facilities
meaning that y;; = 1 if ¢ € U, and also ¢’s closest facility is f;. Otherwise,

y;; = 0. We can think Y as a k parallel existence arrays, each for indicating

22
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closest users to different facility. In other words, server creates existence array
for each facility. For AVGQ), Y is constructed as T constructed since we do not
need to count for each facility. Thus for AVGQ, Y is defined as, y; = 1 if i € Uj,

otherwise y; =0

In our protocols, there is no third party in computation part. However, for once,
triplet generation is needed before any query can begin. In setup phase, pre-
computation phase, a semi-trusted third party, as we call generator, generates
many three variables which are a, b and c. These triplets are generated in the
form of ¢ = a.b [21]. Generator generates sufficiently large amount, n, of triplets
that is n; >> n,. Finally, generator distributes these triplets to client and server
as follows: Each c is divided into 2 parts randomly such that ¢ = ¢ + ¢?. C
receives ¢V and a. S receives ¢'® and b. Neither client or server cannot recover ¢
since client lacks either needs b or other part of ¢. Similarly, server needs a or ¢V
to recover c¢. Thus b is secret to C' and a is secret to S. c is secret to all parties.

After this setup phase, query execution is ready.

Client KeyGen Server Client Server
c 5 c 5
1) Create many 1) Triplet Id's and F -
c=ab triplets r 2) Distance
2)Divide c as calculation
C=Cq + Cz

3) Randomized

Existence array 3) Randomized

3jcyand a Existence array

3)cp and b A creation I creation
4) A and a; -
»~
L 5) " and b
Y
&) Calculation &) Calculation
of intermediate] of intermediate
results g results z
(Z) Intermediate results z

8) Combination
intermediate
results to get

result

Figure 6.1: Overview of the MPC based protocols. Setup phase is shown in left.
Overview and steps of the MPC based protocols are on right.

In our protocols, we use secure multiparty multiplication and addition. We define

equations for our computations.
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c=a.b (6.1)

c=cM 43 (6.2)
a=a¥ +q? (6.3)

b ="+ (6.4)
A=t—a (6.5)
y=y-—b (6.6)
ty=c+Ab+y.a+ Ay (6.7)

We have 8 steps in multiparty computation based protocols. In first step, C
picks the n, triplets from pre-computed n; triplets and send their id’s to the
S along with facilities and query request. In step 2, distance calculation and
determining the closest facility takes place. In step 3, C' and S calculates A and
I' respectively also splits their a and b’s randomly. In step 4 and 5, C' and S sends
the corresponding data which they calculated in step 3. In step 6, result shares
are calculated. In step 7, S sends its share of query result to C'. In the last step,
C' combines the result shares and obtains the result. Fig. 6.1 shows the overview

of setup phase and protocols. Fig. 6.2 shows an example of the RNNQ run.
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6.1 RNN Cardinality Query

1. Client C' picks k.n,, triplets from already received triplets. For every mem-
ber of the existence array, we need different triplets in order to the achieve
privacy. Therefore, we need triplets as large as superset size. C has only
part of the triplets, @ and ¢, hence S must choose the corresponding part
of the triplets. C' sends the id’s of triplets as well as the facility locations
F' and query request.

2. S determines the each user’s closest facility. Remember that S can only

calculate the users in U,.

3. C calculates A as for alli € U, \;; =t;—a;,. a;, comes from pre-computed
triplets. Note that, ¢; = 1 if ¢ € U, and 0 otherwise. In addition, C' splits
every a randomly such that a = a™ + a®. Similarly S calculates I' as for
all i € U and j € F, v,; = y;; — bj;. Remember that, y;; = 1if i € U;
and j is the closest facility of user 7. Also S randomly splits every b as

b=bM +b?. Note that a;; pairs with b;; to complete the triplet ¢ = ab.
4. Csends A = {\j, Ay, ..., A\, } and all a®’s to S.

5. S send I' = {1,712, s Vkon, } and all b1’s to C. After this step, S has
@ A, T, a® and b. Similarly, C has ¢V, A, T, b and a.

6. Both parties calculate the part of the result. C' calculates the intermediate
result parts for all7 € U and j € F, ¢j; = cg-’li) +Aj7i.b§.’1i) +’yj,i.a§-7li). Note that,
g;; is the half of the Eq. (6.7), not all of the equation. Other part of Eq.
(6.7) will be calculated by S. After all g ;’s are calculated C' adds them all
according to their facilities. x; = >, ¢;; where j € F. By summing the
intermediate result parts, C' obtains k different result parts. In addition,
summing the intermediate result parts, g;;, ensures that we anonymize the
users results and obtain only aggregate information about them. Similarly
S does the exact same thing but with its parts of the data. For all i € U
and j € I, z;; = cfi) + /\i.bfi) + wjvi.aﬁ) + Aji.v;,q. After all intermediate
result shares are calculated, S calculates v; = ),/ 2z;; where j € F. Let
X ={x1,29,...,zx} and V = {21, 29, ..., 2 }.
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7. S sends the V to C. C' does not sends it result parts since we do not want

S to learn query results.

8. C adds z; with v; to obtain total number of closest user to Fj.
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6.1.1 Proof of RNNQ

We will prove the security and correctness of RNNQ. We start with the correctness

then proceed with the security.
Correctness of RNNQ

We first show that intermediate result parts are actually multiplication of y;;
and t;. Remember, y;;.t; determines that whether user ¢’s closest facility is j.
If y;;.t; = 1, then user ¢ is in U; and its closes facility is 7. Thus objective is
obtaining yjq-ti. It can be seen that ¢;; + z;; = (1) + A b(l) + 7ji-a 52 + c( ) +
i b 450 ”+A]m”—c(l)+c2)+Aﬂb +Aﬂb(2 ;00 §2+%Z N+Aj,7jl

Clearly, ;;.b\) 42,08 = A, (08 +b )— )\“bjiusmg (6.4), 75,-05) ;.05 =
@ _

Vji(a;, W a( )) = 7,4.a;; using (6.3) and c ) 4 ¢;; = cij using (6.1) to simplify
the equation. We get ¢;; + 2;; = ¢;; + )\j’i.bjﬂ- —|— V5,i-Gji + Aji7v;: which is our
multiplication equation (6.7). If we decompose A, v and ¢ by (6.5), (6.6) and
(6.1), we get qj; + 2 = a;;.bj + (ti.bj0 — aji.bj;) + (Y005, — a;ib;) + (8.9, —
ti-bji — yji-a;; + a;;.b;;). We simplify the equation and get ¢;; + 2z;; = t.y;4

which is indeed the multiplication of two entries of existence array.

In step 6, C' adds all of its parts, g;;, according to their facility and S does
the same thing with its parts, z;;. At step 8, C' adds this parts to combine
the shares to obtain the result. For example, for facility j, result is z; +v; =
gin+zj1+qi2+zi2+ ... +qjn, +2jn,. We previously show that ¢;; +z2;, = t;.y;.
Thus z; +v; = t1.y;1 +t2.Yj2 + ... +tn, . Yjn, Where t;.y;, is 1 if ¢’s closest facility
is j and ¢ € U;. Hence we count the total number of users of both client and

server whose closest facility is j.
Security of RNNQ

We show the security of RNNQ by investigating each data part. First we investi-
gate \;; and ;, since they are directly shared with other party. S cannot recover
t; and a;; from A;; since \;; = t; —a;; which S does not know any of the variables.

C' cannot recover any data form +;; too since it has the same characteristic. For
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every t; and y;;, there is a distinct a;; and b;; respectively. Thus (6.5) and (6.6)
works like a one time pad. C' shares aﬁ) with S at step 4. S now has the a}li),
b;; and cg-’li). Clearly, S cannot recover a;; since other part is not known to it.
Same applies for ¢;,; as well. Thus, S cannot recover c;; = a;;.b;;. Same thing
applies to C too it has the opposite parts. Thus, C' cannot recover c;; = a;;.b;;
too. Since g;; and z;; calculated with these data parts, ¢;; and z;; are perfectly
private. Directly adding ¢;, and z;; may be problematic since it gives the the
direct multiplication of ¢; and y;,. Parties knows their value and from the multi-
plication, they can infer the other value. For example, let ¢;.y;; = 1 which means
both variables are 1. C' knows its own value which is t; = 1 from the result C'
can infer that y;; = 1. However, we only need aggregate information about the
users thus adding intermediate result parts, g;; and z;;, hides this sensitive in-

formation. Therefore z; and v; is remains private. Finally, without x;, S cannot

recover the query results.

6.2 Average Distance Query

1. Client C picks 2n, different triplets. C' sends the id’s of triplets with the

facility locations F' and query request.

2. S determines the each user’s closest facility with their distance. Remember

that S can only calculate the users in Us.

3. Ccalculates Aasforalli € U, \;; = t;—a1,; and \y; = t;—as,; . In addition,
C splits every a randomly as a = a®™) + a®. Similarly S calculates I as for
allicUand je€ F, vi; =v.d;j —bi; and y2; = y; — ba;. Also S randomly
splits every b as b = b(1) 4+ (). Note that ay ; pairs with by ; to complete the
triplet ¢ = ab.

4. C sends A and all a@’s to S.

5. 9 send T and all 8V’s to C.

6. Both parties calculate the parts of the result. C' calculates the intermediate

result parts for all i € U, 1, = c§13 + )\M.bfz + ’yl’i.a&) and qz; = cglz) +
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)\2,1'-5%) + 7271-.&&) . Note that client computes two intermediate result parts

namely ¢;;’s and ¢o;’s which are sum and n; respectively. Client lastly

computes the aggregate result by 2 = > .., q1; and x5 = Y ., qa;5. Server
. 2 2 2

S calculates, for all i € U, z; = c§2 + Al,i.bg’g + 'ylvi.ag’i) + A7, and

29 = cfl) + )\271-.1)%) + 727i.a§2 + Ao y2,. After all intermediate result parts

are calculated, S calculates the aggregate results v; = ZiGU z1; and vy =

ZZEU z9.; which z; is the sum of all distances of users to their closest facility

sum and zy is nj.

7. S sends the v; and vy to C'. C' does not sends its result parts since C' does

not want S to learn query the results.

8. C adds x; with v; to obtain total distance of all users to their closest
facility, sum. It then adds xs with vy to obtain n;. It gets the average by

avg = sum/ny

6.2.1 Proof of AVGQ

We will prove the security and correctness of AVG(Q. We start with the correctness

then continue with the security.
Correctness of AVGQ

We first show that intermediate result parts are actually multiplication of y;.d; ;
and t;. Remember, y;.t; determines that whether user 7 is the users of both client
and server. Further, d, ; is the distance of user ¢ to the F;. Thus objective is
obtaining y;.t;.d; ; and also y;.t;. It can be seen that ¢ ; + 21, = c§13 + )\172-.b§2 +
VM.Q&) + c§23 + )\1,2'-5%) +7l,7;.afi) + X171, We previously showed how to simplify
a statement similar to this when we proved the RNNQ. We get ¢1,; + 21, =
c1i+A1i-b1i+71,.01,i M 71, If we decompose A, v and ¢ = a.b we get ¢y ;+21,; =
aribii+ (8.1 —ar; b)) + (viodij.ar,; —ar ;b)) + (tyidij — ti.bi — vinds joar; +
ay;.b1 ;). If we cancel out the other variable at the end we get ¢1; +21; = ti-yi-di

which is indeed the multiplication of two entries of existence array multiplied
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with ¢’s distance. In addition, we get the same equation for the other parts which

18 g + 22 = ti-Yi-

In step 6, C' adds all of its parts, ¢i; and go;. S does the same thing with its
shares, z1,; and z,. At step 8, C adds this shares to combine them and obtain
result sum and n;. For sum, g1 +2z1 = qua+2110+ Qo+ 212+ .+ Qn, + 210, =
ZEUI&]EF d; ; = sum. Forny, qa+20 = qo1+221+q2+222+...4q2n, 220, = N1
and we know that g, + 29, = t;.y;. Therefore, C' successfully obtained sum and

nr.
Security of RNNQ

We show the security of AVGQ by A and I'. First we investigate \’s and ~’s
since they are directly shared to each other. S cannot recover ¢; and a;; or ag;
from A;; or Ay, since S does not any of the variables. C' cannot recover any data
form v;; or v,,; too for the same reason. C' shares a;;; with S. S now has the
ai;’s, bi’s and cy;’s. From these parts, S cannot recover ¢ = a.b. Same thing
applies to C too. Client has the other parts of the shares so it cannot recover
¢ = a.b. Since q1,;/q2; and z1;/z2,; calculated with these data parts, ¢;/g2; and
21/ %2, indistinguishable. Thus when client add this parts, it obtains the results

of AVGQ.
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Chapter 7

Experiments and Results

In this chapter, we analyze the performance and the utility of our protocols. We
compare our protocols between each other and discuss each ones advantages and
disadvantages. First, we give experimental results and performances. Second, we

compare the protocols and discuss them.

7.1 Performance

We show the number of computations by each query with each protocol type in
Table 7.1. This table shows that the relation of each query’s run time to the
query parameters. For example, Paillier based RNNQ depends on n, whereas
MPC based RNNQ depends on n,. Note that different cryptosystems have dif-
ferent operations which have different costs. For example, Paillier encryption is
different than Lattice encryption or Paillier multiplication is different than Lat-
tice homomorphic add (Hm. add). This table only shows the query dependencies

to the execution parameters.

To investigate the cost of privacy in our protocols, we implemented the non-
privacy preserving protocols for our both queries. In this way, we can see that the

additional computation cost that our protocols brings. In non-privacy preserving

32
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solution, client sends its user list to server. Server calculates the distance of users
to facilities and calculate the query result according to the query type. Lastly,
server returns the query result to the client. We implemented the non-privacy
preserving solution using Java. Our client and server was in the same machine
but running in the different processes. Our machine was a Mac OSX with Intel

i5 processor. We include the results in Table 7.2.

Table 7.1: Computations Numbers of Each Query

RNNQ AVGQ Setup
k.n, dist. comp. k.ng dist. comp.
It ns exp.
- ns mu 92.n, mult N, enc.
Paillier k enc. 92 enc 1 key gen.
k mult. 2 mult
k dec. '
2 dec.
k.ng dist. comp. . A comp-
ns Hm. plain_mult
Ng Hm. Cl,dd 9 H dd N, €enc.
Lattice k enc. s Q. a 1%
2 enc. €y gen.
k Hm. add
]{Z dec 2 Hm. Cde
' 2 dec.
2.k.n, add 4.n, add
2.k.n, split 4.n,, split
k.ng dist. comp. k.ng dist. comp. r.n, key gen.
MPC 7.k, add 14.m, add r split
7.k.n, mult. 14.n,, mult.
k add 2 add

We evaluate each protocol with the following criteria. First, runtime of the queries
is investigated. Investigating query runtimes are one of the main goal of this work
and it is important since real life applications mostly deal with this property.
We additionally measure the setup phase times.. Second, we look for memory
usage of the query that is how much memory used during the execution of the
queries. Memory usage values are total memory of usage of both server and
client. Third, we look for communication efficiency (Bandwidth in the Table
7.3). We measure how much data is transmitted during the protocols. Most
of this transmitted data is ciphertexts in Paillier and lattice based protocols,
so bandwidth is mostly effected by ciphertext size. In MPC based protocols,
parties send the masked existence matrix to other parties, thus superset size

n, and facility number k effects the bandwidth in MPC protocols. Note that
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we exclude one-time setup cases in memory efficiency field. Next, we look each
protocols ability to dynamically update their existence arrays. Protocols and
their operations are based on the existence arrays and encrypted existence arrays
as we explained in previous sections. In real life, some businesses’ customers are
very dynamic meaning that new people constantly becoming customers of the
businesses’ at the same time some customers stops being customers of businesses.
Hence, existence arrays may need some updates according to these customer
changes. We look protocols ability to change their existence arrays without use
of an intensive calculations. Lastly, we investigate the ability to handle multi
client, one server scenario. In other words, we look for whether protocols can run
with one server with multiple client scenarios at the same time without setbacks

for any client. We summarize our findings in Table 7.2 and Table 7.3.

We already tested the performance of the Paillier based protocols in our demo
paper [22]. We implemented Paillier based protocols in Java and we used the
Paillier cryptosystem implementation from [24]. We used two different machines
for client and server to make the setting more realistic. Our client was in Ankara,
Turkey and server was in London, UK. Client was Mac OS X with 1.6 GHz
Intel i5 processor. Server was Ubuntu with 1.8 GHz Intel Xeon processor. Our
parameters for scheme are as follows. Our modulus n was 1024 bit which means
each ciphertext is 2048 bit long. We artificially generated data since we are testing
the protocol’s feasibility and correctness. Superset size is one million. Server has

250, 000 users and client has 50, 000 users. In our queries there are 5 facilities.

For lattice based protocols, we used Simple Encrypted Arithmetic Library (SEAL)
version 2.2.0 [25] [26]. We implemented lattice based protocols using C++. Our
machine was Mac OS X with Intel i5 processor. We picked 1024 as our polynomial
modulus. We again generated the data artificially. For lattice based protocols
our user numbers are 10 times smaller compared to Paillier based and multiparty
computation based protocols. In lattice based protocols, superset size is 100, 000,
server has 25, 000 and client has 5,000 users. We executed queries with 5 facilities.
Reason for that is, lattice based protocols allocates huge amounts of memory
that our machines cannot not handle. However, in table 7.2, we normalized the

runtimes and memory values to scale the values as other protocols. Memory
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cost is coming form the size of the encrypted existence array which we have 1
million encrypted values. It increases and decreases with respect to superset
size. Runtime of the queries depends on the user number of server. It increases
linearly with respect to the user number of server. Hence, we tested the protocols
using less number of users but in the end we normalized the values to compare
lattice based protocols with other protocols. SEAL uses FV cryptosystem [14]
which is a SWHE scheme meaning that there is limited number of operations on
ciphertexts which we can conduct. However, our queries mainly uses addition of
two ciphertext with AVGQ uses plain_mult operations additionally. Both of the
operations, especially add, generates very little noise. During our experiments,

both RNNQ and AVGQ used only 2% of their noise budget.

Multiparty computation based protocols is written in Java and tested on Mac OS
X with Intel i5 processor. We generated 10 million triplets, ¢ = a.b, and superset
size is 1 million. Server has 250, 000 and client has 50,000 users. There are again

5 facilities. We artificially generated the data here as well.

Table 7.2: Result of different methods for the queries. All times are in seconds
except for setup

RNN AVG

Runtige Runtige Setup
Non-Privacy 0.12 0.13 -
Paillier 9.12 94.50 11 h
Lattice 6.03 53.05 2.5h
MPC 0.47 0.36 0.13 s

Table 7.2, basically shows the total runtime of the all the proposed queries in-
cluding the non-privacy preserving queries. Runtime measurement starts with
query request and ends with client obtaining the result. Measuring the total time
of the queries is one of the simplest way to compare the existing protocols. It
also shows the setup times for the queries. In Paillier and lattice based protocols,
setup phase involves encrypting the n, values which may be large. Usually en-
crypting is a costly operation. Hence setup phase takes a lot time. Setup phase
of MPC based protocols, involves only generating large amount of ¢ = a.b triplets

which are computationally cheap compared to encryptions.
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Table 7.3: Summary of the proposed protocols

Memory | Bandwidth Dyll};lél;zzﬂy 1(\3/[1111@124;
Paillier 594 MB 1.25 KB Partially Yes
Lattice 63 GB 326 KB Partially Yes
MPC 558 MB 332 MB Yes Yes

7.2 Discussion

In this section, we discuss the experimental results. Moreover, we give a scenario

that exploits the advantages of each protocol.

MPC based protocols are clearly faster than the other protocols. MPC based
queries are almost fast as non-privacy preserving protocols. Hence we can say
that it is much more suitable to the real life applications where responsiveness is
more important to the users. Lattice based protocols are faster compared to the
Paillier based ones. Remember, only difference between lattice based and Paillier
protocols are the cryptosystem. Lattice based protocols use huge amounts of
memory. Most of the modern systems cannot fit the query into their memory
during the query execution unless superset size is relatively small. MPC based
protocols uses very small memory since there is no encryption of any kind. Paillier
based protocols has the greatest setup time since one encryption took roughly 40
ms in our experiments. Lattice based protocols encrypt the data faster compared
to Paillier based ones. One encryption take roughly took 9 ms in our experiments.
MPC based protocols have the fastest setup phase by far, making it preferable
in many cases. In terms of communication efficiency, bandwidth, Paillier based
protocols are considerably efficient compared to other protocols. This is because
each ciphertext is 2048 bits in Paillier and 64 KB in lattice based encryption.
For MPC, 2(k + 1)n,, numbers transmitted over the network since n, is a large
number there is a lot of network traffic. Paillier and lattice based protocols holds
the encrypted existence arrays. Changing one user might expose that user to
the server since if client sends the new encrypted value for that user server can
understand status of the user changed. One solution for that is freshly encrypting

the whole existence array or some parts of the array. However, this may be costly
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because encrypting is a expensive operation in terms of time. Hence, Paillier
and lattice based cannot update their existence arrays with small amount of
work so they can partial dynamically update their users. Table 7.2 shows that it
requires large amount time to encrypt the whole existence arrays. At the other
hand, MPC based protocols can easily update their users since they mask their
existence arrays as I' and A in every time there is a query. All protocols can
support multi-clients. In Paillier and lattice based protocols, client sends the
encrypted existence arrays with clients PK. Server can hold each clients data
and use it when necessary. In MPC based protocols, existence arrays send when
there is query. Server will calculate its existence arrays according to the query

locations so there will not be any problem.

7.2.1 Paillier Based Protocols Use Case

Paillier based protocols has the slowest runtime but also the best in terms of
communication efficiency. Therefore, Paillier based protocols are better when
they exploit their advantage of communication efficiency. One scenario is when
the network between client and server is either poor or unreliable or latency is
high, Paillier based protocols can be used since Paillier based protocols transmit
very small data compared to others. Paillier based protocols uses smaller mem-
ory compared to lattice based protocols. If memory is a constraint in a certain

scenario with network limitations, Paillier based protocols may be preferred.

7.2.2 Lattice Based Protocols Use Case

Lattice based protocols has mediocre runtime but memory consumption is high. It
has a good communication efficiency as the Paillier based protocols. In addition,
it is post-quantum resistant and allows multiplication of ciphertexts which is
essential for our future complex queries. Client may request queries consecutively
sometimes. In such cases, Lattice based protocols outperforms other queries.

Although MPC based protocols are faster, in each query, MPC based protocols
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need to transfer huge chunks of data and transmitting such a large data could take
more time than the query itself. In scenarios that users of the client are static,
lattice based protocols are preferable. For example, consider a case that client
sends 5 RNNQ request. Paillier based query would take 45 seconds meanwhile
lattice based would take only 30 seconds roughly.

7.2.3 MPC Based Protocols Use Case

MPC based protocols are superior in many ways compared to other protocols
except for communication efficiency. It is the fastest both in query times and
setup times, uses the least memory and can easily update its user list. MPC
based protocols can be used in many cases. For example, in cases when high
rotation of customers exists for LBSP where many new customers arrive and
existing ones leave, Paillier and Lattice based protocols became inefficient due to
their long setup phase. On the other hand, MPC based protocols complete the
setup phase and query less than one second. In addition, MPC based protocols
can be used in machines with low memory power such as mobile phones since it

requires small memory.

7.3 Improvements on Implementation of Pail-

lier Based Protocols

To make our Paillier based protocols more realistic to the real world application
and further improve its efficiency, we reorganized and re-write the implementation
of [1]. Firstly, we placed the client and the server to the different machines and
different locations. In the real life, LBSPs stores their data in big data centers
which are usually located in big cities [27]. For this reason, we placed our
server to the London, UK and our client to the Ankara, Turkey. To show that
our protocols can be practical, we improved the efficiency of our test code. We

further tested our protocols with different scenarios which differ by user numbers.
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Our implementation also includes a basic graphical user interface for client and

server. Screenshots of our GUI can be seen in figure 7.1.

[ ] [ ] RNNQ Settings [ ] [ ] GSM Settings

Please select the query type to proceed
Enter the Query Settings P B

Enter the number of users. 30000
Number of POl locations: | 5 B Set Locations

Set User Number Show random 20 users

Start the Que
Query Accept Queries

Figure 7.1: Screenshots of our demo paper implementations are above. Client
GUI is at left just before sending the query request. Client can change the num-
ber of locations and set their coordinates. Server GUI is at right in initialization
phase. Server can set their user number. User coordinates are generated ran-
domly. Server can see users coordinates.



Chapter 8

Conclusion and Future Work

We proposed two new schemes for privacy-preserving optimal location queries
and compared them with our existing Paillier based scheme. We proposed two
privacy-preserving queries which one aims to distribute the users to the facilities
evenly and the other aims to minimize the average distance of users to their
closest facility. In our protocols, we hide user lists of client and server, u. and
ug, from each other. We further hide locations of users of servers from client and
we hide query result from server. We implemented, evaluated and compared the
performance of the three proposed schemes. We showed that these queries can be
executed in three different privacy-preserving way. All three types of protocols
have different advantages and suitable for different situations. For future works,
more complex queries can be designed since RNNQ and AVGQ are simple queries
to show that our schemes are practical and feasible. Queries such as filtering the
users according to some feature, i.e age or gender, can be added. In addition, our
methods can be used in digital advertisement systems. Scenario of these kind of
systems are similar to ours which client provide user data and advertisers hold
the advertise history of users. Problem here is the intersection of these two user
sets in privacy preserving manner. We plan to extend and apply our protocols

for these kind of scenarios which requires logical query processing.
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