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ABSTRACT

Hybrid Deep Learning Approaches for Cyber-Physical Security of Smart Grids

Kiibra Bitirgen

Department of Electrical and Electronics Engineering
Programme in Electrical Installation Systems

Eskigehir Technical University, Institute of Graduate Programs, June 2024

Supervisor: Prof. Dr. Ummiihan BASARAN FILIK

The main purpose of this thesis is to propose approaches to detect cyber-
physical attacks against smart grids. In this context, three proposed case studies
have been conducted to ensure the security of data flowing between buses, phasor
measurement units, and phasor data concentrators in smart networks, respectively,
against cyber-physical attacks. In the first case study, the detection and classifi-
cation of cyber-physically attacked data taken from phasor measurement units is
carried out as a hybrid approach of the long-short-term memory model and convo-
lutional neural network, whose hyperparameters are optimized with particle swarm
optimization. In the second case study, a long-short-term memory model-based
Markov game approach is modeled, where the data paths of buses, phasor mea-
surement units, and phasor data concentrators are defined as an environment and
the attacker-defense agents are determined as players. In the third case study, a
Markov game approach is developed by incorporating a differential evolution al-
gorithm to improve the decision mechanism and strategy, based on the data flow
in the three interconnected environments described in the second case study. The
proposed Markov game approach is extended to solve the problem of information
network management and protection within the communication network of smart
grids. Proposed case studies are analyzed using OpenDSS and Python software and

the results are presented.

Keywords: Smart grid; Cyber-physical system; Attack detection; Markov game
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OZET

Akilli Sebekelerin Siber-Fiziksel Giivenligi icin Hibrit Derin Ogrenme Yaklasimlar:

Kiibra Bitirgen

Elektrik-Elektronik Miihendisligi Anabilim Dali
Elektrik Tesisleri Bilim Dali

Eskisehir Teknik Universitesi, Lisansiistii Egitim Enstitiisii, Haziran 2024

Danmisman: Prof. Dr. Ummiihan BASARAN FiLIK

Bu tezin temel amaci, akilli gsebekelere karsi gergeklegtirilen siber - fiziksel
saldirilarin tespitine yonelik yaklagimlar 6nermektir. Bu kapsamda, akilli sebekel-
erde sirasiyla baralar, fazor 6l¢iim birimleri ve fazor veri yogunlagtiricilar: arasinda
akan verilerin siber-fiziksel saldirilara karsi giivenliginin saglanmasi amaciyla 6ner-
ilen {ic durum calismasi yiiriitiilmiistiir. Ik durum calismasinda, parcacik siiriisii
optimizasyonu ile hiperparametreleri optimize edilen uzun kisa siireli hafiza modeli
ve evrigimsel sinir aginin hibrit bir yaklagim olarak fazor 6l¢iim birimlerinden ¢ekilen
siber fiziksel saldiriya ugrayan verilerin tespiti ve siiflandirmas: yapilmstir. Ikinci
durum g¢aligmasinda, baralar, fazor 6lgiim birimleri ve fazor veri yogunlagtiricilarin
veri yolllarinin birer c¢evre olarak tanimlandigl ve saldirgan-savunma ajanlarinin
oyuncu olarak belirlendigi uzun kisa siireli hafiza modeli tabanli Markov oyun yak-
lagimi modellenmistir. Uciincii vaka calismasinda, ikinci vaka calismasinda tanim-
lanan birbirine bagh {i¢ ortamdaki veri akigi temel alinarak, karar mekanizmasini ve
stratejiyi iyilestirmek amaciyla diferansiyel evrim algoritmasi dahil edilerek Markov
oyunu yaklagimi gelistirilmistir. Onerilen Markov oyunu yaklagimi, akilli sebekelerin
iletisim ag1 icerisinde bilgi agi yonetimi ve korunmasi sorununu ¢ozecek sekilde
genigletilmigtir. OpenDSS ve Python yazilimlar1 kullanilarak onerilen durum ¢alig-

malar1 analiz edilmisg ve sonuclar sunulmustur.

Anahtar So6zciikler: Akilli sebeke; Siber-fiziksel sistem; Saldir1 tespiti; Markov oyunu
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1. INTRODUCTION

In Section 1.1, recent studies related to the content of this thesis are reviewed.
Section 1.2 presents the objectives and motivation behind this research. The research
questions are defined in Section 1.3. Finally, the outline of the subsequent chapters

is provided in Section 1.4.
1.1. Literature Review

The importance of efficient energy production has grown significantly due to
technological and economic advancements, along with the decline of traditional en-
ergy sources. The development of communication and information networks has
enabled the emergence of smart grid (SG) systems, which now consist of advanced
and complex networks [1|. As a result, cyber layers have become integral to the
communication networks within SG systems, transforming traditional closed power
systems into public data networks. However, the inclusion of cyber layers has in-
troduced vulnerabilities, making SG networks susceptible to cyber-physical security
threats. This situation raises concerns about the security vulnerabilities of these
networks. The models presented in |2, 3] underscore the significance of network
simulation in managing multiple data flows and dynamic control within SG sys-
tems. Therefore, comprehensive studies focusing on the vulnerability analysis of SG

components and potential attack scenarios are essential.

The main architecture of communication-based SGs is divided into three main
components: Advanced Metering Infrastructure (AMI), Supervisory Control and
Data Acquisition/Energy Management Systems (SCADA/EMS), and Wide Area
Measurement Systems (WAMS).

AMI units are enhanced smart meter systems that regularly measure and
record energy consumption data, transmitting it to the utility. This data can be
used for further SG system operations through data analysis and IT systems, mak-
ing AMI a crucial component of SG systems. It provides a bidirectional intelligent
connection between the service provider and each consumer [4]. Additionally, AMI
enables more accurate fault localization, reduces costs, and improves efficiency for
grid-connected service providers, while also reducing energy costs for end users. It
allows for bidirectional data transmission, enabling multi-analysis processes for reg-

ular data flow, such as optimization and forecasting related to system control and



market pricing.

EMS and SCADA are other essential components of the SG system, serv-
ing as valuable tools for SG operators’ cybersecurity planning. For instance, the
primary objectives of the SCADA system include assisting distributed generation,
recording measured data, generating alarms, performing telemetry, logging events,
managing switching procedures, and remotely controlling outstation equipment [5].
By evolving security tools and providing guidance on SCADA protocols and secu-
rity implementation, SCADA ensures sustainable safety for SG networks. In [6],
an experiment of detecting cyber attacks on public data sets from a SCADA power
system based on the 10-fold cross-validation technique and classifying normal and

cyber attack events using selected optimal features is conducted.

The SG central authority mechanism is responsible for collecting dynamic char-
acteristics of transmission parameters and identifying potential security vulnerabil-
ities. Utilizing a local area network, the authority manages human-machine inter-
faces, control servers, and workstations. WAMS, which provides synchronization
through Phasor Measurement Units (PMU), allows for the observation of data from
multiple points simultaneously. The central authority collects data from WAMS

units, which is transmitted using a GPS-based satellite signal [7].

Power grid operations, such as SG energy management [8,9|, reactive power
control, Volt/VAR control [10], and demand response [11], can be effectively ana-
lyzed using reinforcement learning (RL)-based approaches. RL has an advantage
over other machine learning techniques because it involves reward-dependent agents
making sequentially consistent decisions in response to their environment. Unlike
classical supervised learning techniques that rely heavily on labeled data and pre-
defined reward signals, RL optimizes decisions based on interactions with the envi-

ronment [12].

Various methods for detecting False Data Injection Attacks (FDIA) are dis-
cussed in the literature, including time-series simulation [13], state forecasting [14],
network theory [15], Kalman filter algorithms [16], statistical methods [17], and
sparse optimization [18]. These methods have yielded effective results in detecting
FDIA data. However, their accuracy relies on the assumption that power flow is
provided with optimal accuracy. As noted by [19], due to the nonlinearity of power

flow equations in some proposed models, attackers must make educated guesses



about the state estimation (SE) of transmission systems. Furthermore, effective ap-
proaches have been proposed for observing FDIAs in SE, considering scenarios with

missing or faulty system information [20)].

Any attack on interconnected systems can impact both the individual inter-
connected systems and the central system. Furthermore, SE functions in accordance
with its intended purpose, which includes filtering out noise and errors present in
the measured data [21]. Regrettably, attackers can infiltrate the system and inject
false data into the SE process, leading to potentially disastrous events [22]. In such
cases, a bad data detection system is used to protect the state prediction system
from unauthorized attacker intrusions. Esmalifalak et al. [23] propose an inference
algorithm based on linear independent component analysis and simulation. The
algorithm allows an attacker to obtain information about the SG topology and elec-
trical grid status from phasor observations while keeping the attack low detectable.
Bitirgen and Bagaran Filik presents a performance evaluation of five machine learn-
ing approaches combined with principal component analysis to do the task of FDIA
detection of an PMU measurements [24]. Nawaz et al. [25] introduce a linear
regression-based FDIA against the state estimator of an SG. This method utilizes
linear regression to inject false data into the electrical grid, compromising the in-
tegrity of state estimator. The simulations in this study are conducted using the
IEEE 5-bus system. Chen et al. [26] present a Q-learning-based FDIA generator
on the IEEE 39-bus system, specifically targeting automatic voltage control. The
study incorporates stealthy attack scenarios into a partially observable Markov deci-
sion process model to evaluate the effectiveness of the attacks. In SG systems, case
studies based on attacker traces in the cyber-physical layers aim to detect network
anomalies and identify the source of falsified data. Bitirgen and Basaran Filik pre-
sented a hybrid FDIA detection approach to identify and discriminate cyber-physical
attacks in a SG [27].

As the size of smart networks expands, new threats emerge when data leakage
in one layer disrupts the functioning of other layers [28]. Studies have demonstrated
the effectiveness of RL, showing that using a learnable tool is more effective and re-
liable for interacting with the environment compared to other methods [29-31|. The
SG network faces threats from vulnerabilities in the infrastructure layer to the last
communication layer, where malicious attacks can cause failures in cyber-physical

nodes. RL approaches offer optimal sequential decision-making policies to maximize



long-term rewards. Recent studies have proposed various combinations of RL with
different machine learning models, such as Deep Neural Networks, particularly in
high-dimensional settings [32]. Liu and Cheng proposed a specific attack strategy
where false data is injected at each step to counteract the anomalies caused by pre-
vious false data. This method successfully deceives the Kalman filter-based detector
[33]. Additionally, Bitirgen and Bagaran Filik proposed Multi-CAs game aiming to
coordinate PMU signals across intersections to improve the network efficiency of
a 123 bus SG system [34]. The MG model-based MARL approach is improved to
enhance network safety, addressing the problem more comprehensively by optimiz-
ing policy and incorporating three different environments of the SG system [35]. In
[36], wavelet singular values are integrated into the mixture wavelet transform and
singular value decomposition method. The resulting mixture is then used as input
to a deep machine learning model for detecting abnormalities in SG conditions. In
the study by Rahman et al. [37|, a stealthy topology poisoning attack that com-
promises the integrity of the optimal power flow (OPF) routine is presented. The

authors analyze the impacts of such attacks on the OPF.

To address the temporal relationship of historical data and effectively identify
large instantaneous noise in SG networks, the FDIA detection problem is formulated
as a partially observable Markov decision process model in [38]. Model-free RL
is then considered as a tool to detect harmful attacks. To effectively utilize this
detector, it is necessary to collect a large number of datasets for training. Robust
detection methods based on model-free RL frameworks have been developed to tackle
these challenges. To optimize system operations and detect various types of attacks
in different attack scenarios, Deep Q-Learning algorithms are a powerful choice.
Moreover, the data flow in the SG system is constrained by the power demand of

the main grid, taking into account the interests of each subsystem.

One of the most powerful and versatile evolutionary optimization algorithms
for continuous parameter spaces in current use to solve complex problems in a rea-
sonable time frame is differential evolution (DE) [39]. It is popular in the field of
stochastic real-parameter optimization with its satisfactory results. Unlike other
evolutionary algorithms that generate offspring by disrupting solutions with scaled
difference vectors, DE algorithm produces new offspring by recombining existing
solutions under certain conditions until the algorithm is completed [40]. It is men-

tioned that DE algorithms can use both synchronous/asynchronous modes of sur-



vivor selection or population updating. In the effectiveness of the dynamic updating
strategy of population, the population is updated simultaneously with all new so-
lutions, without each individual being updated immediately after being produced.
Moreover, studies based on DE have been successfully applied to attack detection

in SG applications [41].

The DE algorithm is used for optimization accuracy and time to detect un-
known intrusion vectors and to adjust the systems parameters for accurate and as
fast as possible detection of attacks [42]. In recent years, DE has been reported to
be a successful meta-heuristic method and to solve the relay coordination problem
smoothly [43]. In the algorithm [44], a flexible encoding scheme, evolution operator,
and crossover operation are proposed to indicate the attack location to solve dynamic
false data injection attack (DFDIA) model. Therefore, the FCLs and DOCRs opti-
mization problems are proposed to solve via Differential Evolution Multi-Objective
Algorithm (DEMO) [45]. However, many existing evolutionary multi-objective op-
timization algorithms excel in solving unconstrained multi-objective optimization
problems, they encounter greater challenges when applied to constrained multi-

objective optimization problems, especially with low applicability [46].

Data-driven algorithms based largely on deep learning are preferred for current
attack detection researches and studies. A model-free algorithm that is DeepLearning-
based locational detection architecture based on CNN to utilize the spatial charac-
teristics of the data to detect attacked location accurately is proposed in for the
whole 14-bus and 118-bus systems under various noise and attack conditions [47].
The model architecture, which does not depend on any default attack model, does
not require any changes to the existing BDD system and is built on existing BDD
and the detection process is microsecond in size. In recent years, the development of
a data-driven network modeling framework based on graph neural network models
(GNN) are among the successful methods about capturing topological connections
of graph networks, providing successful solutions to the related problems [48]. In
paralel with this, the application field of GNN in the SG has recently expanded
to FDIA detection for electrical grids modeled as undirected connected weighted
graphs [49-51]. Javaid et al. presented adaptive synthesis methods in [52], devel-
oped to identify outliers, reduce overfitting, and address imbalanced data flows in

SG systems.

Ensuring the security of PMUs against cyber-physical risks is crucial for main-



taining the security of information flow in the SG and its interconnected networks.
Ding et al. proposed a probabilistic model on the effects of various cyber factors
on PMU deployments [53]. These factors include risk propagation, the dependency
between attack outcomes, and the number of PMUs directly attacked. Wu et al.
have presented a deep learning model where encryption of transmitted data via
non-linear mapping is achieved using the same modified denoising auto-encoder,
which prevents attackers from recording useful information [54]. Additionally, Li et
al. developed an efficient heuristic based on greedy search for locally coordinated
cyber-physical attacks [55]. Their approach, including case studies on the six-bus
system and the two-domain IEEE RTS-96 system, provides satisfactory solutions

for real-time application

As a decentralized approach, federated learning has been successfully applied
to detect IoT security attacks. Hence, the study of efficient data encryption algo-
rithms holds significant importance for SG systems. An effective cross-silo federated
learning scheme utilizing secret sharing has been proposed and empirically evaluated
for privacy enhancement. Consequently, the algorithm is resilient to local private
data extraction attacks within the SG domain [56]. Additionally, a transformer
based FDIA detection model is proposed for secure federated learning scheme local
training, combining the Paillier cryptosystem [57]. An attack which aims to distrupt
a signal in a centralized management may be set to use just the certain amount of
power to stop a specific part [58]. In a decentralized attack model, each attacker
shares information with neighbor attackers to capture the system data flow. Shen
et al. for the state model of a closed-loop power system for one area, load frequency
control of a single-area power system under denial of service attacks has been studied

[59].

A Denial of Service (DDoS) attack is a serious attack that can prevent the usage
for authentic user when a similar intrusions happen from different sources. DDoS
attacks act in cyber layers that can cause serious transmission load and also cause an
interruption in the part or whole network connection, control and/or communication
[60-62]. In network control systems, manipulation of channels makes it easy to
inject DDoS attacks, thus preventing measurement and control data from reaching
targets [63]. A new distributed fuzzy load frequency control approach is proposed
for multi-domain power systems under cross-layer attacks [60]. Interlayer attacks

that destabilize power systems are treated and modeled as an independent Bernoulli



process, including PMU attacks in the physical layer and DDoS attacks in the cyber
layer. The main sources of disruption of DDoS attacks are the transmission channel
infrastructures, including the connection between the RTU, PMU and the control
center, respectively [64]. In addition, this study addresses an analysis for possible
vulnerabilities of the SCADA system and also present the impact analysis of DDoS
attacks by modeling attacks using influence diagram [65]. The study focused on
Remote Telemetry Unit and Master Terminal Unit by targeting availability of the
system. DDoS attacks can block the measurement information transmitted to the
control center, prevent the upgrading of a command from the control center, or
disrupt the performance of the electrical network by causing a delay in the control

signals transferred to the actuator |66].
1.2. Problem Statement, Main Contributions and Novelties

Building upon the aforementioned studies, the primary objective of this thesis
is to propose cyber-physical attack detection approaches for SG systems. The ex-
panding communication layers of cyber spaces within SG systems are increasingly
susceptible to threats such as theft, manipulation, and malfunction in the connected
electrical network. In line with this objective, the problem of attack detection in a
SG network from buses to Phasor Data Concentrator (PDC) units is identified. Fol-
lowing this problem formulation, three main approaches have been proposed, each

containing the following innovations:

e To address CPA detection in the SG system, an approach called convolutional
neural network long short-term memory particle swarm optimization (CNN-
LSTM-PSO) is proposed. This approach optimizes CNN-LSTM using PSO
based on PMU data. It enables the detection and discrimination of faulty data
caused by cyber-attacks or physical failures. The study focuses on addressing
the security concerns of SG systems. Specifically, it emphasizes the criticality
of ensuring the optimal protection of data flow within the communication and

power network to maintain the reliability of the central control in SG systems.

e A novel approach that integrates the PSO-LSTM algorithm with a MG-based
framework to address the problem of identifying optimal strategies for de-
tecting faulty data and their sources within the system is presented. PSO, a
meta-heuristic method, is employed within the LSTM strategy update phase
as a time series algorithm. The PSO-based LSTM-CNN algorithm is intro-



duced for CPA detection, serving as compelling evidence for the efficacy of
the proposed approach. Within this MG, the LSTM structure functions as
the policy iteration agent. Validation of the proposed MG-based approach is
conducted using a 123-bus I[EEE test system.

e The proposed MG is enhanced using the DE algorithm. A RL-based game is
developed in which attackers create observation and attack strategies based
on the system’s complexity and their observations. This game is built using
the initial classification model, CNN-LSTM, leading to an effective detection
system. The system’s robustness is further improved through DE-based opti-

mization.

e The CNN-LSTM model is chosen for the decision mechanism in the MG due
to its successful performance with time series data. The DE-enhanced Markov
game (DE-MG) can be further improved by incorporating innovative contri-
butions that enhance data path security through the effective discovery and

exploitation capabilities of additional agents.
1.3. Research Questions

Based on the study results in the literature and considering the cybersecurity

issues of SG systems, the following research questions are investigated:

I. What is the methodological trend and the current most effective approach

to network security of cyber attacks on data exchange in the SG?

II. Is there a clear causal relationship between attack severity, connectivity
and rate between vulnerable and powerful network structures in the same network,
or can cyber networks have both high-level operational and below-average attack

detection?

III. How does taking into account the temporal distribution, that is, the time
at which attacks or electrical faults occur in the normal operating cycle of networks,

affect the conclusions reached in the context of attack point detection?
1.4. Outline

An outline of the thesis is briefly given in this section. A detailed outline
of subsequent chapters is given at the beginning of each chapter. In Chapter 2,
the problem of CPA for SG systems is introduced along with the PSO-CNN-LSTM



approach proposed to address this problem. In Chapter 3, the MARL approach is
proposed as solutions for the problem of CPA in SG systems. As a first MG, the
CPA detection mechanism, which is designed to protect vulnerable layers and to
sustain safety of SG systems, is presented. Additionally, the initial CPA detection
and discrimination approach is enhanced using DE as the second MG approach. In
Chapter 4, SG simulations are presented to show the effectiveness of the developed
MARL approach. Finally, in Chapter 5, the key findings of the thesis are highlighted,

and possible research objectives for the future are discussed.



2. CYBER-PHYSICAL ATTACK DETECTION

In Section 2.1, the formulation of cyber-physical attack problem is presented,
which includes data manipulation of attackers and physical disturbances of the SG
system. In Section 2.2, the definition of the proposed M-MARL approach is given.
In Section 2.3, the procedure for solving the considered problem is explained based
on the three environment RL algorithm, the implementation steps for the M-MARL

game approach.
2.1. Problem Description
2.1.1. Details about streaming PMU dataset

PMU has time-synchronized data consisting of device status and measurements
of the system. The system state is monitored by using this data. To sustain the
normal operating conditions of the network, quality and cybersecurity challenges of
synchrophasor technology should be deeply considered. This study depends on an
open-source simulated power system data provided by Mississippi State University
[67]. To monitor the SG devices, the power grid of the system has multi layers
including SNORT and Syslog systems. The central control center is in communi-
cation with these systems. The system state is monitored by four PMUs on the
transmission lines. Each PDC in the network stores the time-stamped synchropha-
sor data via Ethernet at a frequency of 120 samples/second. The system also has
intelligent electronic devices switching the circuit breakers on or off. The voltage
magnitude and A-C phase angle of voltage and measured by PMU; are represented
by R1-PM1:V - PM3:V and R1-PA1:VH - PA3:VH. The SG system has three dif-
ferent classes for system faults and disturbances. Voltage/current magnitude and
phase angles at phase respectively are represented as binary-class, three-class, and
multi-class data under varying cyber-physical attacks and normal conditions seen in

Figure 2.1 to 2.3. Problems in the SG networks are represented as following:

e Attacked and natural events are in the first class including two system states

in the binary-class.

e Attack events, natural events, and normal conditions are considered three-

class.
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e Normal conditions, disturbances, and attacks are called multi-class.
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Figure 2.1. Phase angle versus voltage magnitude at phase A for binary-class measurement

The dataset including measurements of four PMUs is used in this study. In
addition, data consist of thousands of individual samples, 29 types of parameters
and 128 features from each PMU located in the network. Furthermore, the data
consists of 294 no-event instances, 3,711 attack instances, and 1,221 natural events

instances.

ﬂ
=
m
=

200 : m

LR N N
(=T

i0o

R1-PA4:IH
=

=100

—200

Figure 2.2. Phase angle versus voltage magnitude at phase A for three-class measurement

2.1.2. Disturbances and attack characteristics analysis

The types of attacks are defined below. Binary-class data consists of two condi-

tions of the network. The binary-class distinction between "attacked" and "natural
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Figure 2.3. Phase angle versus voltage magnitude at phase A for multi-class measurement

events" is depicted in Figure 2.1. In this figure, natural events are represented as 1

and attack events are represented as 0.

Three-class data encompasses three different conditions: natural events, nor-
mal conditions, and attack events. In Figure 2.2, natural events are represented in

red, normal conditions in green, and attack events in blue.
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Figure 2.4. The workflow of the CNN-LSTM based CPA detection algorithm

Third class is a multi-class data consisting of 37 types of conditions that are 5
main types of attacks, physical disturbances, and normal condition. Natural events
occurres in the power network such as SLG faults represented as 1 to 6, SLG fault
replay attacks represented as 7 to 12, and line maintenance represented as 13 to 14.
Remote tripping command injection attacks are represented as 15 to 18. Command
injection attacks against a single relay are represented as 19 to 20. Relay setting

change attacks are explained such as an attack disabling a single relay ranked as

12



21 to 30. From 31 to 34, there are no ranked attacks. The attacks disabling two
relays are ranked from 35 to 38. The integrated attacks including disabling relay
function and line maintenance are represented 39 to 40. In addition, each marked
color represents a condition such as a fault from 20-79% on the second power line is
represented as 5, a command injection against the third relay and the fourth relay
is represented as 20, and disabling relay function from 20-49% on the power line 2
is represented as 27. Load changes accepted as normal operation are represented as

41. Furthermore, the main attack types exist in the dataset are defined as follows:

e The main objective of relay attacks is to break the distance protection by
preventing of tripping of the breakers. An attacker generally tricks a network

into authenticating to an attacker side.

e Short-circuit fault: It is a faulty junction that occurs at some points of the

power line, whether made accidentally or intentionally.

e Line maintenance: Line maintenance involves checking and correcting any
disturbances or malfunctions that may have occurred during the network op-

eration.

e Data injection: It is one form of data attack orchestrated when adversaries
can alter or modify the measurements supplied by PMUs, PDC or sensors in

the network, misleading the control center’s computational capability.

e Remote tripping command injection: Attackers block out the system protec-

tion and send deceptive commands to selected relays.
2.2. Cyber-Pyhsical Attack Detection and Discrimination

In order to develop a successful detection algorithm, this large data set must
first be preprocessed. Various studies using LSTM show that it is a model that pro-
vides efficient results with high accuracy for this type of data [68,69]. Moreover, the
detection mechanism where PSO is incorporated into the system is used to improve
detection accuracy, LSTM model performance, and reduce execution time. Selecting
the most appropriate values of hyperparameters is an important step to launch a
successful DL classifier. It performs hyperparameter optimization to improve the

performance of the DNN on the selected dataset. PSO is successfully applied to the
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proposed hybrid CNN-LSTM model, simplifying the deep learning training stages.
PSO-based LSTM model is generally preferred in predictive or detection-based stud-
ies to minimize the weights of key parameters, optimize training time, and improve
LSTM [70,71] performance. The proposed model for FDIA detection on PMU mea-

surements is given in Figure 2.4.

2.2.1. CNN model

It has been successfully demonstrated that the CNN model has a strong ability
to process data from different network systems for cyber attack detection. The CNN
architecture consists of several layers: convolution, pooling, fully connected, and
output layers. The convolution layer is particularly significant due to its ability to
extract features from input variables using convolution kernels, making it the most

crucial layer in the CNN model.

In this study, the CNN structure is meticulously designed to extract and clarify
information from the data, achieving high detection rates in binary, three-class, and
multi-class data classifications. Pooling layers are not used in this design to handle
large volume parameters effectively without issues for one-dimensional data. To
enhance the model’s performance, samples undergo a normalization phase before

processing.

During the training phase, the Adam optimizer is employed to determine the
adaptive learning rate for each parameter. This optimizer is chosen for its ease of
implementation, efficient memory usage, and computational efficiency. Training loss

results are monitored to prevent jumps and overfitting during the training process.

The proposed model’s architecture, designed for false data detection, includes
an input layer, several convolution layers, LSTM layers, and an output dense layer.
In (3.8), * and fi; represent the convolution operator and the feature maps of
the first layer generated from the input data x, respectively. The term A, ;, a 1D
filter, denotes the j convolution kernel. A scalar bias, b; j, is also included in the

convolution output. The output at location ¢ is defined as follows [72]:
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flj = R@LU(.% * hlj + blj) (21)

The convolution operation is denoted by * in (2.1) and the output at position

I is defined as:

By = oy x (@)~ k+ 2] (2.9

li; and denote the length of the filter at h;; and the inner product opera-
tion, respectively. The hidden features h,; generated from filters in the (¢ — 1)
convolutional layer are used as the input to the ¢ convolutional layer. In (3.8), f, ;
is the j¥ feature map at the ¢* convolutional layer and the output calculation is

expressed.

f%j = ReLU(fq_l S hqj + bqj) (23)

The number of filters in each layer and the depth of the convolution layers are
set by hyperparameters optimized by the PSO algorithm and adjusted according to
the system.

2.2.2. LSTM model

LSTM is a type of RNN algorithm designed to evaluate patterns in sequential
data, exhibiting significantly high accuracy in detecting FDIAs. Among the hybrid
models studied, the proposed model for CPA addresses system protection deficiencies

and meets various control requirements.

The accuracy of deep learning models is generally affected by the sample types
and dimensions. Compared to other models, LSTM is particularly powerful for
dynamic time-series data and offers advantages in multi-class classification. How-
ever, LSTM models can lose sequence information when dealing with large datasets,

necessitating iterative and time-consuming hyperparameter adjustments.
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Figure 2.4 illustrates the architectures of CNN-LSTM for binary-class, three-
class, and multi-class classifications across different datasets. LSTM’s robust algo-
rithm preserves short-term memories without losing long-term dependencies, out-
performing RNNs with a single gate. In LSTM, x; represents the current state
vector at time ¢, o denotes the logistic sigmoid function, and ¢ is the cell state.
The weights in each gate are learnable parameters that enhance LSTM'’s capability

beyond simple neurons, enabling the model to effectively memorize prior sequences.

Each LSTM cell comprises three gates: the forget gate f, the output gate o,

and the input gate i. These gates control the flow of information, as follows [73]:
e f determines what information to discard from the cell state.
e | updates the cell state with new information.
e The output gate o decides what information to output from the cell state.

This gating mechanism allows LSTM blocks to handle both short-term and
long-term dependencies effectively, making them more capable than standard RNN

cells with a single gate.

i = o(Wyixy + Wiihi—1 + Weici_1 + ;) (2.4)

¢t = ficim1 + ictanh(Wyexy + Wehi—y + be) (2.5)

Whether the previous memory h; ; pass or not is determined by the forget

gate, expressed as:

fi = J(fo:vt + thht—l + Weper1 + bf) (2.6)

The output gate works as a decision mechanism in LSTM. This mechanism is
for the memory cell to accept or reject its passage. The calculation of h; is illustrated

by the following equations.

16



0 = U(onxt 4+ Whohi—1 + Weoer + bf) (27)

hy = ogtanh(c;) (2.8)

2.2.3. Hybrid CNN-LSTM preprocessed by PSO

This section explains the convolutional LSTM networks integrated into the pro-
posed model architecture, designed to develop an effective deep learning technique

for detecting Control Performance Attacks (CPA) and anomalies in SG networks.
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Figure 2.5. The workflow of the PSO-based CPA detection algorithm

The steps of the PSO algorithm are outlined in Table 2.1. A fitness value
calculation is conducted to determine an appropriate value range or an accurate
value for the Br hyperparameter. Hyperparameter optimization is carried out to
enhance the accuracy of the erroneous data detection algorithm. During the training
of the deep learning model, the development of its ability to learn the properties of

the selected data sample is observed.
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Table 2.1. Steps of the attack detection method

Algorithm

1.

Start initialization of the parameters and determine the system topology

2. Preprocess the dataset

OOk W

[O BN

. Set error as the fitness function using (2.14)

. Update speed and position of the particle using (2.12) and (2.13)

. Determine Root Mean Square Error (RMSE) of the input and training data
. If solution converges

Perform step 7
Else
Perform step 4

. Set the input weights of the CNN-LSTM network model
. If error < personal min error

Stop the criteria
Else
Adjust the weights of the CNN-LSTM network model and perform step 8

. End

PSO is a well-established metaheuristic algorithm inspired by the collective

movement of schooling fish and flocking birds. In deep learning approaches, selecting

the optimal set of hyperparameters is crucial for achieving the best results. However,

this process often requires intensive effort. Manual calculations are generally not

effective for guiding improvements and ensuring convergence from a steady-state

condition in an algorithm.

Using the PSO model for the training phase, hyperparameters are automati-

cally optimized. This method enhances the CNN-LSTM architecture by adjusting

its hyperparameters through swarm intelligence. A swarm consists of many parti-

cles, each considered a candidate solution. A cluster of n particles is represented as

S, as expressed below [74]:

S =x1,T9,...,Ty

(2.9)

; is the i" particle among the particles society. The i,*" particle is in the p;,

position in the space and the representation of the position vectors shown below:

Pi = Piys Digy -5 Piy,

and the velocity V; varies through time as expressed in the following:
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V; = Vi1, V524 «ovy Uin (211)

The special velocity vector v;;(t + 1) in the search space is used in the next
iteration to calculate both the direction and velocity of a particle in the search space.
The current position of a particle is determined by the position x;,(it). The best
position of a particle is calculated with the help of the personal best vector p;/(t).
The global best storage p;,(t) is the parameter determined as the best location on
the herd. As a result of each iteration, the personal best vector and global best
vector are updated for each particle. The update is performed based on the vectors

((2.12) and 2.13), respectively, of velocity and position.

Vij(t + 1) = wvii(t) + erri(pa(t) — ij(t)) + cara(pig(t) — xi(t)) (2.12)

P; can move according to the following equation:

The movement of a particle at time ¢ + 1 is represented by x;;(t + 1). The
acceleration coefficients ¢, ¢o are within the range (1, 5), and the random variables
r1,T9 are within the range (0, 1). To prevent the particle from moving out of the
search space, an inertia weight constant w within the range (0.4, 0.9) is used in

calculating the particle’s speed.

Each individual in the system has information used to evaluate their positions
and velocities within the search space. The system makes optimal decisions based on
the current state of these individuals. To determine the best position, particle fitness
is utilized as an evaluation metric for all individuals. The training time limit of the
detection approach influences the selection of the fitness function. Considering this,

root mean square error (RMSE) is chosen as the fitness function, as shown below:

N
: 1 N
Fitness = N ;:1 (2 — 21)? (2.14)
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As seen in (2.14), the real and fitted values of the samples are denoted as z;
and Ty, respectively, for a number of N validation samples. After each iteration, the

ordinary, local optimal, and global optimal particles are determined.
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3. CYBER-PHYSICAL ATTACK DETECTION IN MG
ENVIRONMENT

3.1. Problem Description

3.1.1. SG infrastructure

The IEEE 123 bus network is selected as environment I for the purposes of
this research. Additionally, data regarding the network connection pattern and data
migration scheme are collected from [75]. Case study networks and load data are
passed through the optimized hyperparameters PSO algorithm by transmitting the
decision that the agent behavior will make in the history set based on the selected
environment and past actions to the algorithm, and the missing and erroneous be-
haviors of the agent are eliminated after the second optimization method and the
strategies of CNN-LSTM agents are also determined. They apply their idealized
decisions and axioms, optimized by DE. The number of agents in Environment I
is more than the number of agents in Environment II. In addition, the faulty data
received by Environment III from Environment I and II is a compelling element in
the decisions of agents and the successful classification of LSTM-CNN agents in the
classification [27| problem, which constitutes the basis that DE optimization must
fulfill, and the physical attacks and system failures that are different from the cyber

attacks successfully detected by defensive agents.

As shown in Table 3.1., the model identifies the PMU located on bus 1 as a
potential attack target to compromise PDC-3 across various waiting time values.
The attack vector, which varies based on waiting time, leads to PDC-3 dropping
measurements from other PMUs, specifically the PMU situated on buses 1-5. Con-
sequently, this measurement drop results in buses 1, 2, 3, 7, and 149, as identified by
the PMU, being unobservable. Any additional delay in the network (delays exceed-
ing 30ms) is categorized as a network, PMU, or PDC delay, owing to the minimal

values assigned to network delays.

In this section, the integration of players’ attack-defense competition and the
zero-sum DE-based MG model are first designed. The proposed model aims to

optimize the moves and strategies of the attacker and defender with differential
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equations and DE.

Table 3.1. Coordinated cyber-physical attacks for a second

Cyber attack

Physical disturbances

PDC Target Attack vector Observed Buses Operation Type

10ms 1,3 Fault from 9% on Li_149 1,2,3,7,149 SW3 fault

30ms 2,3 Fault from 17% on Lg_13 7,8,9, 12,13 SWy fault

20ms 3,3 Fault from 25% on Lz_4 1,3,4,5 Relay fault

30ms 4,3 Fault from 35% on L3z_5 3,5, 6 Normal operation load changes
30ms 5,3 Fault from 19% on Lis_17 15, 16, 17, 34 L15-16 maintenance

30ms 6, 2 Fault from 37% on Lig_11 9, 10, 11, 14 L14_10 maintenance

30ms 7,2 Fault from 19% on Lig_19 18, 19, 20 SWs fault

30ms 8, 2 Fault from 19% on Lai_92 18, 21, 22, 23 SWy fault

10ms 9, 2 Fault from 43% on Log_24 21, 23, 24, 25 L23_24 maintenance

20ms 10, 2 Fault from 55% on Loy_33 26, 27, 33 Normal operation load changes
30ms 11, 2 Fault from 65% on Lag_31 26, 31, 32 Normal operation load changes
20ms 12,2 Fault from 45% on Los_og 25, 28, 29 Normal operation load changes
30ms 13,2 Fault from 72% on Lag_30 29, 30, 250 SW; fault

30ms 14,1 Fault from 77% on Lggq_47 47, 48, 49 Normal operation load changes
10ms 15,1 Fault from 63% on Lsg—51 50, 51, 151 SWy fault

30ms 16, 1 Fault from 63% on Lg4—45 44, 45, 46 Normal operation load changes
30ms 17,1 Fault from 50% on Lggq—42 41, 42, 43, 44 Normal operation load changes
20ms 18,1 Fault from 68% on L3s_49 35, 40, 41, 42 L4140 maintenance

30ms 19,1 Fault from 78% on L37_36 35, 36, 37, 38 L3g—38 maintenance

30ms 20, 1 Fault from 75% on L3g_39 38, 39 Normal Operation load changes
10ms 21,4 Fault from 75% on Ls3_s54 52, 53, 54 SWg fault

30ms 22,4 Fault from 75% on Lss_56 54, 55, 56 SWg fault

30ms 23,4 Fault from 70% on Lsg_58 57, 58, 59 L57_58 maintenance

30ms 24, 4 Fault from 49% on Lga_60 57, 60, 61, 62 SW+

20ms 25,4 Fault from 76% on Lga—_g3 62, 63, 64 Le3—64 maintenance

30ms 26,4 Fault from 92% on Lg4_65 64, 65, 66 Le4—63 maintenance

30ms 27,5 Fault from 87% on Lgs_g6 95, 96 SWj5 fault

30ms 28,5 Fault from 90% on Lgs_93 91, 93, 94, 95 SWs5 and SWg fault

10ms 29,5 Fault from 90% on Lgi_92 91, 92 Normal operation load changes
30ms 30,5 Fault from 75% on Lgg—_g0 89, 90 Normal operation load changes
30ms 31,5 Fault from 90% on Lgg_g7 86, 87, 88, 89 Lg7_g9 maintenance

20ms 32,8 Fault from 90% on Lgi—g2 81, 82, 83 Normal operation load changes
30ms 33,8 Fault from 90% on Lgs_g4 81, 84, 85 Lg1-84 maintenance

30ms 34,8 Fault from 80% on L77_78 77,78, 79, 80 L79_78 maintenance

10ms 35,7 Fault from 90% on Lzg_72 67,72, 73, 76 Lg7—72 maintenance

30ms 36, 7 Fault from 89% on L74_75 73,74, 75 Normal operation load changes
20ms 37,7 Fault from 89% on Lg7—¢s 67, 68, 69 Normal operation load changes
30ms 38,7 Fault from 10% on Lgg_70 69, 70, 71 Normal operation load changes
30ms 39,7 Fault from 75% on Lig7_97 68, 97, 98, 197 Lg7—97 maintenance

30ms 40,7 Fault from 80% on Lgg_100 99, 100, 450 SWyg fault

10ms 41,6 Fault from 90% on Lig2—103 102, 103, 104 Normal operation load changes
30ms 42,6 Fault from 10% on Ligs—107 105, 106, 107 Normal operation load changes
30ms 43,6 Fault from 80% on Lig5_108 105, 108, 109, 300 SWyg and SWyg fault

30ms 44,6 Fault from 80% on Li1p0—111 109, 110, 111, 112 Normal operation load changes
30ms 45, 6 Fault from 10% on Li12_113 112, 113, 114 L111—-110 maintenance

*Physical disturbances such as line faults, switch faults, and load changes inserted before the MG

The solution to the security problem in the electrical network requires coor-

dination with communication networks and intervening in changes and disruptions

in the data flow as quickly as possible, thus aiming to ensure safe data flow, reduce

power outages, minimize investment costs and improve reliability indices. For this

purpose, having both aggressive and protective agents in the environment makes

it easier to reveal system deficiencies and strengths. On the other hand, security

problem resolution ensures distribution network integrity by optimizing protection

device parameters.
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Figure 3.1. Schematic presentation of MG workflow on simulated system

A solution from the upper level, that is, the communication of agents present
in each protection and PMU equipment used in the distribution network, is sent
to the lower-level program to optimize the protection agent parameters and ensure
proper coordinated operation between them. If the internal task cannot reach a
suitable setup, such a method identifies the protection agent that most disrupts
low-level detection and removes it from the solution. The lower-level program then
runs again, and this process is repeated iteratively until a suitable solution is reached

for the external task.

In general, the estimation of policy indices plays a major role in the study
of the coordination and selectivity function of the proposed conservation philoso-
phy. Incorrect strategy selection encourages worse estimation of reliability indices

than using the previously mentioned philosophy and causes agents to aim at the
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wrong target and cause miscoordination. Agent strategies are reached to the opti-
mum target by applying two-stage optimization in line with the importance of the

problem.
3.1.2. SG modeling

Reliability indices such as Environment I, II and III are based on different
perspectives. I is based on the frequency of physical disturbances in interruptions
and remote controlled circuit breakers, transmission line breaks between busbars;
This addresses the more important issue of whether such indicators are due to an
attack or a systemic failure, as transient faults are more common in distribution
systems. For example, attack agents disrupt coordination and increase the frequency
of outages, compromising the power flow between buses. Environment I includes the
physical main cause of the outage; the information obtained from here is of great
importance; This means that permanent faults have a more significant impact on
these state environments II and III. For example, improper coordination between
overcurrent relays during permanent faults can cause defensive agents to deviate
from targeting the fault point, depending mainly on the duration of the outage. It
contains a vulnerability to attack agents based on Periphery I, IT and III connections.
For this reason, defined environments may exhibit different behaviors depending on

the system being examined and the fault/attack characteristics of the system.
3.1.3. Data flow analysis

The environment space encompasses the different layers of the SG network and
game policy, which involve complex coordination in the MARL game. To preserve
the integrity of the real measured data within the system, considerations are given to
the vulnerability of each node and link in the network, as well as the dual role played
by each player. In the face of attackers, defenders strategically select endangered
nodes and transition to their protection. This study provides an observation of the
confrontations between attackers and defenders. Based on their respective policies,
each attacker updates its knowledge about the environment and the type of defender
after observing the system. The agents in our model interact as defenders and
attackers. Subsequently, the MARL game is formulated, along with its variant. In

the following sections, we first introduce the SG network operation model and the
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formulated ISQV-MARL approach. Specifically, we jointly observe the coordination
of the operations of the SG system and the decision-making mechanism of the agents,

based on policy updates and rewards received by the agents.
3.1.4. Design of synchrophasor communication network

To test and observe the proposed approach, the IEEE 123 Bus Test Distribu-
tion Feeder, detailed information given in [76], is selected as a Test system using
data from New York Independent System Operator (NYISO) [75]. Timestamped
measurements obtained by time-synchronized devices known as PMUs include bus
voltage and current phasors under normal, attack, and natural event conditions.
Through this data, real-time dynamic monitoring, control and protection of SG net-
works is achieved. The PyPMU-PDC simulator, based on the IEEE C37.244-2013
standard in Python, with the ability to send realistic PMU data streams to PDC
receivers containing phasor data corresponding to a wide range of scenarios and situ-
ations such as power grid events, synchrophasor commands, etc., forms the primary
environment in the game to be defined. The synchrophasor module is still under

development, but it contains useful tools to carry out successful research and studies

[77].

In this section, we provide an overview and workflow of the proposed attack-
defense game based on ISQV-MARL approach, followed by a detailed explanation
of each key step. Initially, we consider the FDIA problem within the SG context.
The game environment comprises 45 different PMUs and their corresponding data
storage unit, known as the PDC, as depicted in Figure 3.2. The proposed approach
is employed for the prior identification of FDIA detection. As mentioned earlier in
the literature review, the usage of MDP-based game RL models is generally less
preferred due to their computational expense. Instead, table learning approaches
are commonly favored. The agent in our proposed approach recursively explores the
environment and makes decisions to maximize its rewards. The agent’s goal is to

determine the optimal path and actions to achieve the best possible outcome.

The game space comprises two environments: PMU, and PDC spaces, as de-
picted in Figure 3.2. In our analysis, we primarily focus on the physical structure

and measured parameters of PMUs, without sacrificing generality. To elaborate

25



Figure 3.2. Schematic presentation of simulated system

further, the attacker manipulates the measurements within these spaces by inject-
ing false data. Each attacker is driven by the objective of gaining control over the

macro-environment by targeting and infiltrating each sub-environment?.
3.1.5. Spoofing signals to PMU-PDC layers

Ensuring a continuous flow of data from PMUs to connected PDCs provides
system controllers with comprehensive monitoring capability and it is of great im-
portance in ensuring system stability and traceability. As shown and used in [78],

the observability of the SG system is expressed as:

Ok = Z Ckim] ke Nk (31)

keNk,lENl,mGNm

Observability is essential for system analysis and control in the SG. The ob-

servability function O, depends on the connection parameter cy;,, and the binary

1Sub-environment means each PMU connected to its belonged PDC that is a part of total macro
environment including all BUS, PDC and PMU units.
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variable x;, which indicates whether a PMU on bus k of the network is placed on
bus [. N is a set of nodes N = { Ny, N;, N,,,}, the set of PMUs placed in the network
denoted as Nj, the set of PDCs placed in the grid denoted as N,,, the set of buses
for the system represented by Nj.

(

11 ifk=I0l=mfor {k,l,m} e N
10 if k#1=mfor {k,l,m}eN
Clkim — (32)
01 if k=1#mfor {k,l,m} e N

00 otherwise

\

If the data flow from the buses O, > 1 for all buses, it indicates an observable
situation. Observability of busy is ensured either through the PMU located directly
on bus, or via a PMU located on bus; that is connected to bus,. This holds true

for every data flow from the busbars to the PMUs.

In the second and third environments, the attacker’s main goal is to minimize
the observability of the network by injecting the attack vector to take the targeted

buses and measurements out of control, as stated in (3.3).

Min Z o + Mazx Z up, (3.3)

(3.1) gives the calculation of the observability of a data path. Additionally,
the current measurements obtained from a PMU and connected buses located on
the bus; have a significant impact on the calculation of the observability variable Oy

for each bus. The observability calculation of each bus in the SG is given in (3.4).

Oy, = Z CrimX V] (3.4)

kGNk,lENl,meNm

Considering (3.15), observability calculations are performed to determine the
validity of PMU measurements. The observability of the buses is assessed based on

the busbar, PMU, and PDC points, as described in (3.5). Here, M represents a set
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of large positive numbers, containing M;, Ms, and M3 for the Bus, PMU, and PDC

units, respectively.

@)
o > ﬁk and o, < O, Vk € Ny, (35)

1

The defined environments including (123-Bus, 45 PMUs and 8 PDCs) are
expressed in (3.6). The surface for attack operations covers respectively three envi-
ronments considering v for k € N; for Buses, y; for [ € N; for PMUs, and y,, for
m € N,, for PDCs.

ZkGNk Y = 123
AN = S ien Ui =45 (3.6)

ZmEN,m ym = 8

Each link on the compromised communication path experiences a delay, de-

noted as 07", which is calculated as follows:

o =ty + bty +tp (3.7)

For each time slot ¢, the reasons for physical attacks are determined based on
the bus delay t5. Bus delay based on bus data flow time factor 3,, and its threshold

Bry is expressed as follows:

07 ﬁyk S BTh
tg = (3.8)

1, otherwise

Where transmission delay ¢; (m <> [) calculated based on the fraction of the
flow from PMU, on edge (m < [) and the capacity of the communication link C,,.,;

seen as follows:
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fm(—)l
ly = 3.9
' Cm(—)l ( )
The queuing delay at node 7, through which the total flow f,,.,; on the link path
is transmitted on link m <+ [ and determined by the traffic behavior is expressed as

follows:

1
tg= ——— (3.10)
ms — Pmesl
The mean service speed ms is the number of packets processed per unit time
and p,,.,; varies depending on the port speed and the average traffic speed to that
port. A function of the flow protection variables y; is also expressed as p,,.,;. The
calculation and evaluation of ¢, propagation delay is considered as the distance

between nodes and the speed of light in the communication medium. Additionally,

end-to-end delay is calculated as follows:

o' = Z Yoy (3.11)
leN;,mENy,

In the proposed games, the network delay between the targeted PMU and
the receiving PDC is calculated as shown in (3.11) to accurately determine the
specified time window, ensuring secure data flow from the PMU to the PDC. This
framework enables the defensive agent to reliably estimate the available time interval

for maintaining secure data transmission.

As an attacker, intruding on the time-stamped measurements of the PDC is
crucial for seizing the targeted nodes of information flow from PMU; to PDCm. The
reference internal alert conditions, based on the time-stamp (as given in (3.12)), iden-
tify a future point in time. When the measurements do not include time-stamped

measurements, the attacker can more easily compromise the targeted nodes.
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(

2z, < Mymin(o") Vk € Ny VI € N, Ym € N,
2z < maz(o]") VIl € N, Ym € Ny,
AV = 2 < ngl and z; > ]\Z—; Vil € N, (312>

2™ > y™Ms and 2™ < y™ Vm € N,

2™ = ZleNl Yz Ym € N,

By injecting an attack vector into a compromised PMU, the PMU’s timestamps
are manipulated. The attack vector operates within a selected range of values to
conceal the attacker’s presence. Compromised PDCs are assigned non-zero attack
vectors, whereas unaffected PDCs have empty attack vectors. The computation of
the attack vector 2™ against PDC,, depending on the expressions (3.11) is evaluated

as a binary variable.
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Figure 3.3. Relative data alignment as defined by C37.244-2013

The communication process that facilitates data flow between PMU and PDC
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units is represented by the time frame (seen in Figure 3.3), which defines a specific
time period, as explained in (3.13). It is crucial to distinguish between the measure-
ment arrival time from PMUI to PDCm and the time it takes for the measurement
to traverse the communication network between them. Differentiating the inher-
ent time loss in the data flow from the time loss caused by an attack is vital for
detecting such attacks. Specifically, time losses are formulated by considering the
time required for data to traverse the communication network between PMU and
PDC units, as described in (3.13). Figure 3.3, based on (3.13) [78], accounts for
measurements from other PMUs to the corresponding connected PDCs, including

delays in time-stamped measurements from an attacked PMU.

d" = "+ 7" — 2™ — 0" VI € N; and Ym € N, (3.13)

The validity of PDC measurements is determined by four criteria. For the
identification and classification of attacks, these criteria are evaluated using four
equal values. The attack type is characterized based on the criteria set for permanent

switching errors, PDC delay, PDC under attack, and PMU under attack.

e BUS under physical attack: If the time window d]” (which represents the
duration of the measurements of a PDC receives from the buses, as seen in
3.13) is less than a threshold 7, then the measurement delays become invalid.
In this case, measurements sent from PMUs cannot be made available to the

PDC timer, and the variable v} is assigned a value of 0.

e Communication network latency, PDC latency, and PMU measurement re-
porting latency: If the time window d;* (which represents the duration of the
measurements of a PDC receives from the buses, as seen in 3.13) is less than
a threshold 75, then the measurement delays become invalid. In this case,
measurements sent from PMUs cannot be made available to the PDC timer,

and the variable v;" is assigned a value of 0.

e PMU is under attack: The equations indicate that the PDC is used to de-
termine whether a measurement received from an under-attack PMU has a

spoofed timestamp. This can be resolved through the value assigned to the
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variable y, in (3.14), which validates the measurements transferred from PMU,
to PDC,,. When y; = 1, corresponding to the PMU value under attack, the

variable v} in (3.14) is assigned the value 1.

e PDC is under attack: The attack status of the PDC is monitored using the 2™
variable in (3.13), which verifies the measurements sent from PMUI to PDCm.
When 2™ = 0, indicating that the PDC is not under attack, the variable
v in (3.13) is assigned the value 1. However, if 2™ = 1, the transmitted
measurement is evaluated based on its arrival time at a hacked PDC that

receives phasors from the targeted PMU.

vznzM—Feandv}"gw—klwe]\ﬁ,‘v’m]\ﬁn (3.14)
M3 M3
v <wvpand v < Z " VYl € Ni, Vm N, (3.15)
MmENm,

For PDCs that collect phasor measurements from PMUs in the system, the
validity criteria of the measurements are crucial for tracking and detecting attack
data. For each PDC, the validity of a measurement from PMU,, on which the

system’s observability is based, is determined using (3.14).

The coordinated attack involves physical disturbances, disruption of system
observability, and manipulation of PMU measurements. In the previous equations,
we explained how system observability disruption occurs. The attack vector de-
scribed above is applied to the PMUs placed in the SG system, resulting in a loss

of system observability.
3.1.6. Spoofing effect on measurement

The PMU provides time-synchronized measurements in complex SG networks
at a rate of 60 samples per second. For synchronization, GPS clocks are used to
generate synchronization pulses. Simultaneous sampling of measurements is based
on assigning a timestamp to each signal received by the PMU [80]. An attacker
targeting the PMU changes the receiver time by shifting it from ¢ to ¢ + ¢;. The

32



t, parameter specifies the time difference caused by the attacker agents. The phase

angles of post-attack measurements are expressed as follows:

(battacked — ek + d) (316)

The described spoofing attack results in a manipulated phase angle @®tacked

causing a phase shift 6. In coordinated attacks, the current signals of the n'*
branch, represented by the phasor current i,(t), and the voltage signal v,(t), are

misleading.

Z-attacked(t) o |izttacked’8in(wt + an + Hk) (3]_7)

n

The parameters contained in the signals include the current magnitude |i,],
the voltage magnitude |v,|, the angular frequency w and the original phase angles
before the attack, 0;, and 60, . The effect of the spoofing attack on the phasor signals

is formulated as follows:

prttacked () — |yattacked) gin (wt + 6, + 0, (3.18)

n

A spoofing attack targeting PMU units specifically affects the phase angles in
phasor measurements. All signals received from a PMU impacted by the spoofing
attack exhibit a consistent shift in phase angles. However, this GPS spoofing attack
does not influence the complex power S,, of the n”* branch connected to the bus.
This is because the calculation of complex power, which includes reactive power
@, and active power P,, does not depend on the phase angle in the same way.

Mathematically, this condition is expressed as follows [81]:

Sp=PF,+7Qn (3.19)

Szttacked — P;lzttacked + jtatacked — Vn[nl(evn o ek . eln + ek) (320>
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: N
The complex power equation S = Yt yaftacked fattackeds

for each branch con-
nection N, to a bus is obtained. GPS spoofing attacks do not affect complex power;

therefore, in this case, complex power does not provide any indication of the attack.
3.2. Markov Convex Game (MCGQG)

At the beginning of the MG design, 10-tuple T,= < S, D, A, T.oy, L, R.ay, it
,E, po, F' > is defined [35|. The environment E is considered fully observable when
a finite set of states S := sq, s9, ..., s, completely describes the set of world states
W [82]. All players in coalition games are represented by the set [L] := 1,2, ..., L.
For the two defined sets of players, the set of joint actions for the defending agents

is denoted as D =x;c;, D;, and the set of joint actions for the attacking agents is

denoted as A =x;¢1, A;.

Additionally, the transition probability 7' : W x A x S < [0, 1] provide for
action a € A and each state s € S, the conditional probability? T, of transitioning

to state s € S given that the MDP is takes action a in state s.

T =P[s" = s|st=sal=d,at,=a (3.21)

P[s'tts!] = P[s'™ s, ..., s, A", DY] (3.22)

A coalition structure C'S = (41, ..., C; is defined for the set L of all agents in
the game. Each C; C L denotes a coalition, where each coalition C; is a subset of

the set L of all player agents®.

Vie(s) = Eu[) ' (s) ! (s, do)|Si = 8] (3.23)

For each set of players, the coalition value is given by (3.23), the GC value

V#(s), and the value of the empty coalition V##(s) is based on the equivalence proof

2P is the notation of the probability function
3Based on the assumption that C,, N C,, = @ for all C,,, C,, N L, where C, represents the union
of C,, and C,,.

34



from [83]. Determining a coalition structure (CS) bundle < CS, (maz,(z;(s))); €
L > gives the solution of MCG. The payoff distribution, such as the credit allocation,
for the optimal joint policy assigned to a CS, is represented by (maz,(z;(s))icr. The

state of the MG is given by mazV#on (s’ a;) +maxVHom (s a;) < mazVHou (s a;)

HCn HCom HCy,
based on the assumption?.
RA(s, A, D)= mouy(s) + mausg(A) + maug(A) (3.24)
—— —— ——

compensation level  spoofing costpry—PpDC spoofing costppo s pmU

+ myug (D) g msus(D)
—_——— ————

encrypting costppu—PDC encrypting costppo—pMmU

Each player’s strategy depends on the states and the stationary mixed strate-
gies of the agents. As defined in [84], a cluster of strategies for defenders is as

follows:

FP(s) = [(8) 2 (), ooy FL, ()] (3.25)

The defender secures the transmitted data by adding unpredictable signals to
the communications between the PMU and PDC in the network. The reward value
rP in the m'" stage of the MG is expressed as follows:

m

rm(s) = (F4(s) R (). (s) (3.26)

The past action sets (C2A = Al Al ..., Al | for the attacker C2 = D , Di,
., D! | for the defender) are defined until the m' stage for L-stage MG. For
a defender player, the expected sum of the discounted reward V' (s) is defined as

follows:
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L
VP(s) =E{Y_7"rnls, Ci, Co)} (3.27)

m=0
~™ represents the discount factor, capturing the current condition where the
benefit or cost of one unit in time interval m+ 1 is valid only if v < 1 in the previous
time m. The expected sum of discounted rewards V4(s) for an attacker player is

defined as:

L
VA(s) =E{Y_7"rm(s, O O} (3.28)

m=0
Payoff distributions are among the factors that determine the course of the
game in calculating the optimal joint policy (max,, 1;(s))ieL, considering the coali-
tion structure. A grand coalition is a set that includes all agents of a game group.
The Markov core (MC) formulation, which is a solution concept that expresses sta-

bility in this coalition, is expressed as follows:

MC = (maxxz;(s)icr)|maz(s|C) > maxV*H(s),VC C L,s € S (3.29)

i Te

3.2.1. Markov shapley value (MSV)

The GC is constructed gradually through the permutation of agents, utilizing
cooperative game theory. The credit reflecting the contribution of a single agent
represents the marginal contribution. In the multi-agent coalition game with an
array of agents < ji,7J2,...Jjr| >, where j; € L for all j;. L represents the grand
coalition for n € 1,....,|L| and j, # jp if a # b, the marginal contribution of an

agent 7 is expressed as follows:

»i(s|Cy) = maxVHeivi(s) — maxVFe(s) (3.30)

He; He;

The intermediate coalition C; = ji, ..., j;_1 for j; = i describes where the it"
agent can participate in the GC structure. The marginal contribution of the i**

agent is expressed as follows:
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w’i(87 a;, dl’CZ) = maxQuzi (87 Qe Uiy dQU’i) - maxQuzi (57 Qe dcl) (331>

aci aci

> Hapi(s|Cy) (3.32)

C;CL\ {3}

In a coalition (C') of players L, for a given player i, where L\{i} denotes the

set of players excluding 7, the coefficient H is calculated as H = w

In the proposed MCG, the Shapley value, a solution concept in cooperative
game theory, is used to solve the credit allocation problem. The Markov Shapley
Q-value (MSQV) is based on the integration of the MSV (expressed in 3.32), which
provides the weighted average of the marginal contributions. This is represented as

Vi(s, a;, d;|C;) in (3.31).

Additionally, according to the probability distribution Pr(Cy|L\i) = CLIE-ICIZ!

IL]!

an agent can randomly join a formed coalition C' to create a complete grand coali-

tion.

QV(s,a;) = Z Hapi(s,a;]C) (3.33)

C;CL\{i}
The main characteristics of the defined MSV are as follows:

(I): Defined specific covert movements of offensive and defensive agents are
based on the Shapley-Bellman equation, formulated mathematically for multimedia

scenarios.
(IT): Efficiency is explained by the maxV*#(s) =", , maxV"(s).
J Wi

(III): Identifiable counterfeit agents indicates that the MSV serves as a basic
index to numerically describe the contributions of each player to their respective
clusters, with the equation V;w(s) = 0 indicating the identification of fake players.

This feature plays a crucial role in evaluating value factorizations.

(IV): Symmetry states that if two different agents are symmetrical, their op-

timal MSV values are equal.
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3.2.2. Markov shapley Q-learning (MSQL)

In the approach that assumes an explicit model, where transition probabilities
between states and targeted rewards serve as attack points and vulnerable points
for agents, the value Q;ﬁ is determined within the policy framework by solving the

Bellman optimality equation [83].

. (w(s,a) Xocs PLs'|s,a, d}[R+
QY (s, i, d;)) = = (3.34)
Y ZieN T%:Bsz (S/v Qs dl)] - b(S)
The optimal Q¥*(s, a;, d;) seen in (3.34) is expressed as w(s,a,d) = [w;(s, a;,
)" € RY;b(s) = [bi(s)]” € RY; Q¥ (s,a,d) = [Q¥*(s,a,d)]" € RY,. df =

argmazQ¥* (s, a;, d;) is derived from the equations based on the solution w;(s, af, d;)
d;

= L for any s € S. In the strict sense, the assigned credits for each environment

~— L
4 w* d
are equal and each agent receives W

on condition of cost the optimal action
performance. It should be emphasized that each agent in their environment receive
their own credit based on an action selectivity of an i'* agent. External effects
change agents’ decisions or actions. Not well-desingned modifications of agents’
actions which are preferred by the principal yield disutilities to that agent. However,

w;(s; a;, d;) should be identified for u; # argma:c@ff*(s; a;, d;).

ai,d;
0i(s, a;, d;) depends on two conditions that are respectively a; = Tax@?(s, a;, d;)
and a; # T%xQ;p(s,ai,di). At first condition, d;(s,a;,d;) equals 1 ;nd at sec-
ond conditiozr’l,l equals «;(s,a;,d;). The expression of o;(s,a;,d;) is formulated as
|L|"w;(s, a;, d;)~". The term b(s) is nullified and the condition w;(s, a;) = ¢ when
a; # argn;ax@f(s,ai,di) is adjusted in [85]. Based on the condition such that
aj,05

> ieNw, (8 i d;)7'b;(s) = 0. For the convergence of SQ-Learning during the imple-

mentation process, the condition to w;(s; a;, d;)?* is used.

The mentioned security problem is transformed into a strategic partially ob-
served Markov game (POMG) including PMU agents. The MG consists of a reward
function R, for each agent p, a set of actions A = Ay, Ay, ..., Ap, a state transition

function 7": S x Ay x As X ... x Ap — pu(S), and a set of states S. In this respect,

4Corresponding optimal joint deterministic policy and converging to the optimal MSQV are
two important functions of Bellman operator for this game if maxz{>_, mcbxwi(s, a;,d;)} < %
s A, a4
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the configurations for PMUs are described by the states S. Ei, ..., Ep denote sets of
explorations for PMU 1 and PMU p, respectively. Each corresponding decision of
PMU p is taken based on the E, that is a part of the S.

3.2.3. Validity and interpretability

In this section, the performance of two agent clusters is evaluated using the
multi-environment Shapley-Bellman equation algorithm and MSQL seen in Ta-
ble 3.2.. This approach considers the diverse choices of action-value functions
among the agents. The key insight of MSQL is that the full factorization of multi-
environment Shapley-Bellman equation is necessary to extract decentralized poli-
cies. The marginal contribution for all actions is denoted as v;(s|a;, d;, C;) =

o(s, ac,ui, de,ui) Q\i(s, a;, d;). The specified conditions are as follows:

1 a;, d; = mazxQY (s, a;, d;)

a;,d;

K€ (0,1) aid; #mazQy (s, a;,d;)

aq,Qq

Ec,prciio\an o (s, acugiy, deugy) =
(3.35)

For a condition o; = max@i(s, a;, d;), the expression @i(s, a;, d;) = Qf(s, a;, d;)

Q;g,0;
is valid. For a condition «; # Zfi%:lp@i(s, a;, d;), the equality a;(s, a;, di)@i(s, a;,d;) =
Q?’(S, a;, d;)a;(s, a;, d;) is deriveci based on the study [85]. &(s, a;, d;) depends on two
conditions that are respectively a; = Tax@f(s,ai,di) and a; # Tg%:p@;p(s, a;, d;).
For first condition, d;(s,a;,d;) is acceptzezdl as 1. For second condi’cZ{oZIl, 3i(s,a;,d;)
is calculated as (s, a;, d;) where a;(s, a;, d;) = Egiwpr(ciw\{i})[@(s, a;,d;; ac,,de,)]
and @//;i(s, ai, dizac,)] = ai(s, a;, d;)o(s, acuqy). A centralised system for managing
3 different environments is proposed using parametric function @i(n; a;,d;) to di-
rectly approximate Q?’(Ti;ai,di). It also further motivates dynamically adjusting
the above mentioned parameters, o;(s, a;, d;) is derived from these equations seen in

(3.36). The detailed configuration of the defined network, along with other critical

hyperparameters of the MG algorithm, are comprehensively listed in Table 3.3..
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M
1 ~
al-(s,ai,di) = E FS<QCZk(TCZ[c,aCf,dcgc),Qi(Ti,a,l',di)) +1 (336)

3.2.4. Mathematical framework for MARL

The parameters determined for the defined MG are given in detail in Table ?77?.
In the MG , where the Q value is calculated with the optimized LSTM algorithm,

the optimal strategies of the players are calculated as follows:

I
Qeent = ZQi(Tiaaiadi> (3.37)

i=1

The local representative formulated in the Recurrent Deep Q-Network con-
structed from a PSO-LSTM layer [27| and Multilayer Perceptron to solve the partial

observability is represented as follows:

Qi = g(1, 7% h) (3.38)

where h represents the hidden state of LSTM. e-greedy is adjusted for the

exploration policy and the exploration rate of episode £ is:

€ (§) = max(Estart —-v,0) (3.39)

v is the decreasing count of € each episode. The initial exploration rate is

represented as € gqp¢-

Each C/Q\g’(s,ai,di) cannot be directly updated by the global reward due to
relation of the MSQV of each agent to the local reward,. In this way, loss function

that the local reward closed to global reward is represented by (3.40).

£(¢C> = ES,T,CL,d,RJ' [(Q’lcbecnt - (7” + Vchnt))Q] (340>
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Table 3.2. Algorithm MSQV deep deterministic policy gradient

Algorithm 1T MSQL

Initialize: Critic network 1, target critic 1) and agents’ Q value networks " = (¢!, ..., @)
1. for each training episode € do

2. Initial state sp at t = 0, hY = 0 for each agent i
3. while s;= terminal and ¢t < T do

4. t=t+1

5. for each agent i do

6. Qi(ot,ia ')7 hf = DQN(Ot,’i> h§71 : wl)

7. Sample a;; from p;Q;(0¢ 4, )

8. end for

9. Perform the joint actions af, d!

10. Consider the reward r; and next state sy41

11. end while

12. Store € to B

13. Sample a batch of episodes
with batch size B from B

14. for € in batch do

15. fort=1to T do

16. Calculate targets y; using °
17. end for

18. end for

19. Update each critic parameter ¢¢ with loss £(¢°)

20. Each episode reset ¢ = )°
21. for € in batch do

22. for for t = 1 to T do

23. Unroll PSO-LSTM using s;, a;,d; and 7;

24. Decompose Qcent at time ¢ into Q! for
each agent 4

25. end for

26. end for

27. Update 1* with loss £(1*%) for each agent i
28. end for

An MDP policy, u : S — A explains actions as functions of the current
states. The optimal policy p¥ that maximizes the value function V¥ (s) is the main
aim of an MDP. The relation between y¥ and the actions/states of the MDP is
provided with the Bellman equations (3.34) where pu¥(s) = argmaz,Q¥(s,al,dt).
Inaccurate explorations are usually supplied in real situations because the states of
each component in an MDP are known at each time step. For instance, measurement
uncertainty and noise generally exist in the PMU units. The generalization of MDPs
[86] can be expressed as the POMG parameters for the states are sensed by agents
through inaccurate observations. The set of exploration results is expressed as F

and the exploration function is denoted by F' = Fle|s] for e € F and s € S.

The aforementioned security problem is formulated as a strategic POMG in-
volving PMU agents. The MG comprises a reward function R, for each agent [, a set

of actions A = Ay, As, ..., Ap, a state transition function 7" : S X A1 x Ay X ... x A, —

41



1(S), and a set of states S. In this context, the configurations of PMUs are repre-
sented by the states in S.

For PMU p, sets of explorations are denoted as Fji,..., Ep. Each PMU’s
decision-making process relies on the corresponding exploration set F,, which is

a part of the overall state space S.

Table 3.3. MG parameter settings

Parameters Value
Number of episodes 10000
Number of nodes [64,64]
Size of hidden layers 256
Number of hidden layers 2
Learning rate 0.0003
Optimizer Adam
¥ 0.99

T 0.0003
Replay buffer size 2210°
Non linearity ReLU

To compromise the integrity of PMU measurements (P, ), the attacker ex-
plores the infrastructure and targets components along the path to Pyu,. Coordi-
nated cyber-physical attacks on 123 Bus system for a second are given in Table 3.1..
Physical attacks are inserted before the initiation of the game. PMUs measure the
falsified and normal data synchronously. During the game defender agents have to
learn both game attack and former attacks. In response, the system controller must
actively monitor the PMUs and enhance their protection to prevent data manip-
ulation. Initially, the attacker does not have access to the network topology and
vulnerabilities of the grid, while the system controller possesses complete knowledge
of the SG system characteristics. However, the system controller cannot directly

observe the instantaneous states of the entire system.

The adversarial events unfold as a round-based game, where the system con-
troller and the attacker take turns performing actions on the PMUs. This game
continues until either the system controller wins by successfully detecting the at-

tacker or the attacker wins by compromising all PMU units in the network.

The components of the infrastructure are represented as nodes P of the graph.
In this respect, the connection of the PMU units indicates the vulnerabilities against
any coordinated attacks. In addition, each node P, € P has an associated node

state, S, =< S{1, SP >. The entity properties are set in the range 0, ..., m, where
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m > 0. Attack status of each node S;! includes p attributes, S,ﬁl, ...SI‘,“. Similarly,

the defense status of each node SP* includes p 4 1 attributes, S,..., SP ;.

The robustness of the protection of the nodes against the p types of attacks and
encoding security settings of the nodes such as encryption and firewall functions are
represented by the entity properties of the defenses S,fl, ey S,fp. In addition, each

node P has a particular defense attribute S ,fp 1

that represents the attack detection
capability of a node. Likewise, p types of attacks e.g. Malware infection, and DoS

attacks are represented by the attack attribute cluster S,él, e S,ép.

It can be inferred that constructing an FDIA detection mechanism at node Py
corresponds to stimulating an increment in the detection value S £p 41 in the model.
Simultaneously, this mechanism also corresponds to stimulating an increment in the
defense attribute S,ffj, where 7 € 1, ..., p represents the attack type for FDIA in the

model.

The actions are modeled within a specific framework, where the defender and
attacker perform actions that lead to a new state in the constructed environment
in each round of the game. The detection model exhibits the Markov property,
Flsii1]st] = Flsiv1]s1, - - -, se), as determined by the aforementioned game character-

istics.
3.3. DE-based MG and Solutions

SG, defined as an evolutionary algorithm whose main purpose is true parame-
ter optimization, is first proposed in [87]|. In DE, the representative of each decision
variable in the chromosome is a real number. The initial population is randomly
generated and then evaluated, just like any other sorting algorithm. The next pro-
cess is the selection process. A single offspring is produced by adding the weighted
difference vector between two competing parents to a third parent to determine
which of the three parents selected at the selection point will pass on to the next

generation.

The IoT-enabled SG communication network is modeled as a (dynamic) Markov
environment. Here, points are a set of nodes with important information flow, and
each line represents the interaction (communication) between these points. We pro-

pose a SG-based MG to solve the security risk for any SG device.
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Figure 3.4. Schematic presentation of Markov-DE game workflow on simulated system

The proposed MG presents each player has a competition power defined as
attack power (aj,as, ...,ar) with choice probability (pi,ps,...,pr) and the defense
power (di,ds, ...,dr,) with the probability of choice (qi, ¢, ...,qr). The objective of
the attacker is to manipulate and change the information flow at the point by adjust-
ing the appropriate attack competitiveness to each attack point and, respectively, to
maximize seized points. The objective of the defender is to detect attacks and pro-
tect specified system layers by adjusting intended defensive competitiveness to each
point and, accordingly, to minimize system loss. In this report, MCG is formulated

as a 13-tuple T,= < S, A, Ty, L, Roay, i1, po, B, F, Pw,=,t >.

The action space is denoted as A = {P4(t), P4(t)}. P(t) = {ai,as,...,arla; <
as < ... < ap} is the competitiveness of the attacker cluster. P(t) = {dy,ds, ..., dy|d;
dy < ... < dp} is the competitiveness of the defender cluster. Strategy space is de-

noted as w = {w,, wy}. Attacker and defender strategies depends the selecting
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probability of the attacker and defender competition strength P® and P¢.

S = {Gea, 5ed Ga g4 Sua Gudl ig the state space of points in the defined en-
vironment. The states to be encountered at one point are dynamically transferred
between the six states with the dynamic distribution of players’ competitiveness. A
function of the probability of the difference in competitiveness of the players of each

cluster, as seen in (3.50) is defined as transition probability.

In this section, firstly, the Markov-DE game model based on LSTM-CNN
agents acting with PSO optimization is established to optimize the attacker and
defender competition interaction process of players. The proposed solutions to max-
imize the detection rate and minimize the system loss are analyzed, and the optimal

policy selection is obtained by applying discretization process.

To overcome the challenges mentioned considering the research results and
questions, in this report, we propose a Markov-DE dynamic model and an LSTM-
CNN based approach to estimate the system parameters. To be specific, we first need
to reformulate the strategy optimization problem as a MG [35]; it is a framework for
multi-agent RL and also a multi-agent extension of MDP. Since there are N variable
agents in PMUs in each time interval, in this report we consider N agents in the

formulated MG corresponding to N PMUs.

R*(s,a,d) + R%, ., =0 (3.41)

cent

The Makrov-DE algorithm is adopted to maximize collaborative defender strate-
gies for multi-agent. The action-value function @) is used to define the expected
payoff after performing an action. CNN-LSTM is used to approximate critical func-
tions and policy functions. PSO algorithm is used to optimize CNN-LSTM agents.
As an actor-critic based algorithm, Markov-DE is also secondary optimized with
PSO. To this end, some of the attacker’s tricks are applied to Markov-DE to create

a multi-agent deep deterministic policy gradient.

Ve (s, i, pim) = thJE RY|usems 1, 50 = 5) (3.42)

and the state value function V(s ui" |y ) is defined as:
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The goal of each agent k is to determine a policy u; that provides the optimal
payoff .J d(qu’;l, [, ) (shown in (3.44)) expected from the random initial state where

R, is the sum of agent n’s discounted future reward.

T tyms 1) = Epggom Z’Vt "Roi(se, ar)] (3.44)

In the presence of multiple Nash equilibrium, players with common interests
may not learn an optimal coordination policy. For this purpose, a two-stage opti-
mization algorithm within the Nash equilibrium is proposed. The algorithm proves
convergence to Nash equilibrium in a joint action player teamwork game. In other
words, both players use their best response strategies against the opponent by opti-
mizing their strategies with the help of two-stage optmization including differential
equation and PSO to reach optimal policies. It is a game in which the policies of the
opposing players are interdependent and the players do not change their strategy in

the direction where a is a Nash equilibrium.

A Nash equilibrium consists of an optimum strategy for both players (u*®, 1u*?)
for all mixed strategies p® and p in all states s € S in the proposed zero-sum

two-player Markov-DE game.

Qi (1) = Bpsiap [reen + 7V (s141)] (3.45)

Qﬁ*(st, af) = Eu,st,af [req1 + VVf*(StJrl)] (3.46)

where Bellman equations for the performances of the value functions as follows:

Vi (se) = minageaaly s as [ + V" (s041)] (3.47)

Vi (s,) = Maz i gally s ag [re+1 + YV (5141)] (3.48)

46



As mentioned earlier, the game is zero-sum, stationary, and v < 1, it follows

from game theory that V*(¢) = V& (¢) = V,#(C).

V*(C) = ma 5 4aminypes aaByg e [ty + 7V (Gan)] (3.49)

3.3.1. State transition

The state of the defined environment varies between three states depending on
the relative competitiveness shown by the offensive player and the defensive player.
Figure 3.5 represents the state transitions of the predefined environment. Therefore,

the threshold values are the values optimized with the help of PSO.

Figure 3.5. State transitions of the environment

e ua — a: If the attacker’s competitiveness is higher than that of the defender
and the power difference P%(t) — P"*(t) is greater than the determined thresh-
old o', the point below this state is considered vulnerable to attack and the
attacker will gain control. The state of point i defined in the environment
is transformed from unattacked (ua) to attacked (a). 7™(t) is defined as the

probability that perimeter point i is compromised by an attacker at time t.

e ud — d: Similarly, if the defender’s competitiveness is higher than the power
difference P4(t) — P(t) is greater than o?, the defender gains control of the
system. The state of the environment will be converted from undefended (ud)
to defended (d). 7™(t) is defined as the probability of transitioning to a state
where the perimeter is protected by the defender at time t, 77(¢) is calculated

as:
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7™(t) = P{P™(t) — P™(t) > 0"} (3.50)

T = {7071 7172 777n+1Y s a cluster of the transition probability 7 € 7.
The state evolution variable denoted as Z(t) = { S (t), S (t), S“*(t), Se¥*(t), S“*(t),
Suw*(¢)} and the game evolution process is clarified by differential equations ex-

pressed as follows;

e d — cd: For the defender, if the competitive power injected by the attacker
is higher than the power difference P¢4(t) — P4(t) is greater than a defined
threshold o?, the point i in the environment under the defender’s control is
transformed to the robust defender’s control by updating. In this case, the
state of the point will change to continue defend (¢d). The probability of

switching from defense to robust defense at time t is denoted as 747,

e a — ca: For the attacker, if the competitive power injected by the attacker is
higher than the power difference P (t) — P*(t) is greater than a determined
threshold o*, the point i in the environment under the attacker’s control is
transformed to the robust attacker’s control. In this case, the state of the
point will change to continue attack (ca). The probability of switching from

attacked point to seized attacked point at time t is denoted as 7%7¢*.

The a — d and d — a transition processes are also known as seizing the
opponent’s control point. In addition, the opponent’s control point is more difficult
to seize than points that have not been previously attacked or under control. For
instance, the probability of intruding on points protected by the defender are low

campared to points in state U.

e a — d: In this state change, point i has been attacked before and will be
taken over by the defender. If the defender wants to negate the effects of the
attack, the defender must estimate the damage incurred at this point with a
fairly high probability. Here, threshold values are optimized with PSO. In this
report, if the competitive power injected by the defender to the attack point
is higher than the power difference P%(t) — P4(t) is greater than ¢°, the attack

point is captured by the defender. Defining 7¢74(¢) as the probability of an
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attacked point i passing to the safe zone under the control of the defender at

time t.

d — a: If the attacker wants to manipulate data at point 7, the attacker must
attack the point with a very high power. In this report, it is stated that if
the competitive power injected by the attacker to the attack point is higher
than the power difference P““(t) — P%(t) is greater than %, the attack point
is trespassed and the state of the point is converted to a. We define 7¢74(¢)

as the probability that point ¢+ will become attacked at time .

ca — d: For the defender, if the competitive power injected by the attacker
is higher than the power difference P?(t) — P¢(t) is greater than a defined
threshold o7, the point i in the environment under the defender’s control is
transformed to the robust defender’s control by updating. In this case, the
state of the point will change to defend (d). The probability of switching from

defense to robust defense at time t is denoted as 76%~<,

ua — d: For the defender, if the competitive power injected by the attacker
is higher than the power difference P“4(t) — P%(t) is greater than a defined
threshold ©®, the point i in the environment under the defender’s control is
transformed to the robust defender’s control by updating. In this case, the
state of the point will change to defend (d). The probability of switching from

defense to robust defense at time t is denoted as 7@,

ud — a: If the attacker wants to manipulate data at point ¢, the attacker must
attack the point with a very high power. In this report, it is stated that if
the competitive power injected by the attacker to the attack point is higher
than the power difference P4(t) — PU4(t) is greater than ¢°, the attack point
is trespassed and the state of the point is converted to ud. We define 74%~4(¢)

as the probability that point ¢+ will become attacked at time .

cd — a: If the attacker wants to manipulate data at point 7, the attacker must
attack the point with a very high power. In this report, it is stated that if
the competitive power injected by the attacker to the attack point is higher
than the power difference P°4(t) — P?(t) is greater than o'°, the attack point

is trespassed and the state of the point is converted to ud. We define 7¢74(¢)
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as the probability that point ¢ will become attacked at time t.
3.3.2. First level: MG policy optimization

We denote S = {Sua, Sud Ge Gd Gea Gedl as functions of the states occurring
in the defined environment. The change in other stated cases is also explained by
the connections of similarly expressed parameters. More precisely, security in the
established Markov environment is related to the following equation in line with this

framework.

(

Tudﬁd(t)sud + Tua%dsua(t) + Ta%d(t)sa if s = Sd(t)

_Td—wd(t)Sd o Td—)a (t) Sd + Tca—)d(t) Sea

THI0 () SU - e Gue(t) 4 74 (1) S if s = 5°(t)
. _Ta—>d<t>sa + Tcd—m(t)scd . Ta—ma(t)sa
=) T4 Ga () — peamd gea ) if s = S°(t)
rd=ed §d(t) — red—aGed(¢) if s = Sd(t)

Tud—ma(t)Sud o Tua%dsua(t> o Tua—m(t)Sua o Tua—)ud(t)Sua if s = Sua(t)
(t)

k,7_ua—>ud(t)Sua _ Tud—mlsud(t) _ Tud—)ua(t)sud _ Tud—)a(t)sud if s = Sud t

The attacker’s goal is to increase the number of attack points at the minimum
cost value, while the defender’s goal is to maximize the number of defense points at
the least cost. It is stated that the attack cost is a function of the attack power in
the defined environment and the number of points the attacker agents aim to seize
all points. As a result, the number of target points between the attacker-side and
the defender-side is the sum of S**+ 4 4 5% 4§44 S 4 54 For a point i defined
in the environment, C%(t) and C%(t) are defined as the average competitive power

for the attacker and the defender, respectively. C™(t) is calculated as follows:

L
C™(t) =) miny(t) (3.52)
i=1
For this purpose, the cost values for attack/defend are calculated by using
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the cost coefficients f?, f¢ of the offensive and defensive players, respectively, with

(3.53).

C™(t) = fmC*™(1)[S(t) + S(t) + SU(t) + S°U(t) + S“(t) + S"(t)] (3.53)

Payoff function p(t) is expressed as follows:

p(t) = §%(6) + S°(1) + 5(1) — §(1) — (1) — 5(¢) — S[0°(1) — B(1)] (359

The total payoff function P is obtained by integrating [0,7] over time. The
main aim of the defensive player cluster is to minimize p(t) and it achieves this by
optimizing u¢. The aggressive player cluster aims to maximize p(t) and achieves this
by optimizing u¢. The sum of the attacker and defender’s strategies is expressed as
S p™. (3.55) forms an attack-defense zero-sum MG. Considering the balance

of the proposed differential game:

;

ma%g(t)P(u?(t),u?*(t)) if attacker

0<pa(t) <1
) (3.55)
mina ) P (" (1), pd(t)) if defender

0<pudt)<1

3.3.3. Equilibrium and solutions

The case of minimizing P by optimizing the attacker’s policy and maximizing
P by optimizing the defender’s policy gives rise to two conditions for the optimized
players’ policy at condition {P(b3*, b%) > P(b%,b%)} and {P(b¢*, %) < P(b%*,b%)}
is called saddle point policy. The instantaneous payoff p(¢) and the dynamic evolu-
tionary equations in (3.54) are defined as continuous and bounded. Based on (3.52),

equilibrium occurs if and only if p(f) is convex for the offensive policy uf(t) and

concave for the defensive policy ud(t).
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8;5 2(2) > 0 if defender (3.56)

% < 0 if attacker
a3

According to the differential algorithm, p(t) is expressed as concave with re-
spect to p¢(t) and convex with respect to ud(t). Furthermore, it is known that a

saddle point policy {ud*(t), u¢*(t)} exists in this optimization phase of the MG.

To obtain the optimal saddle point policy, the following steps are performed
respectively: Based on the Pontryagin minimization principle in optimal control
theory, it is solved by introducing common state variables, achieved by the Hamil-
tonian function. Then, specified state functions and common state functions are
solved together to obtain optimal control policies. The Hamilton function is obtained
from the integration of multiple differential equations with p(t) expressed in (3.54).
The common state variable ¥(t) € ¥ gua(t), Vgua(t), Vsa(t), Vga(t), Vgea(t), Vgea(t) is
defined as a 6-dimensional vector. The optimization of the objective function is

described as follows:

H(s,w, Vs, t) = u(t) + > 04(H)Z(t) (3.57)
SE{Sua’Sud’Sa’Sd,Sca’Scd}

The state variables must be solved to produce an optimal solution to the prob-
lem in (3.55). The common state variables Jga(t), ¥ga(t), 9 gua(t), Fgea(t), I gua(t), I gea(t)

are then determined and assigned.

Specifically, in the MG optimized with differential equations, the optimal

strategies of the players are calculated as follows:

0 if pi"(t) <0
() = pm(t), if0<pm(t) <1 (3.58)
L, if pi"(t) > 1

where p¢(t) and ul(t) are expressed as:
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ZSuaVSud7Sa7Sd7Sca7SCd ﬁsSWs Zy;éi my/“‘y (t)

mEH) = —
H ) = Ta(e) 1+ 59(0) 1 5wa(t) + 5%4() + 5ea(2) + 5(0)] frm? m;
(3.59)
SWS"‘Z = SUd zai—di 'u;n -5 Zai—di 'u;n B SUd Zai—di M;n B Sd Zai—di ’U/;n
SWua = 5" 32, _q, 1" — S Dy M =S D g T — S D aid; M7
SWSE =5 Zai—di /”L;n + Sd Zai—di qun + S’Ud Zai—di /”L;n + SCd Zai_di M;n
SN g 1= ST g 1"
ar DRSNS o

SWa = 803, 4 i+ SU Y i+ SO, S
=Sy g M — 8% g i
SWaea = 830 g " = 840 g 1"
| SWsea = 8437, g 1" = 8% 30 _g, 1"

(3.60)

The players’ optimized policies are closely interconnected. Expressions in close
form for common state variables Ygua(t), Vgua(t), Vga(t), Vga(t), Vgea(t), Vgea(t) and
state variables S“2(t), SU4(t), S%(t), SU(t), S¢(t), S4(t), optimized attack-defense poli-

cies are obtained by discrete iterations.
3.3.4. Optimal policy selection

The optimized attack-defense policies p"*(t) are not calculated in continuous
form. Accordingly, the Gauss-Seidel-like implicit finite difference method [88] is
used to transform the continuous time differential equation to discrete equation. In
time T divided into K an indefinitely small time periods, each time period length
is 1 = T/K. k' time interval is represented by k. By discretizing the combined
state variables and state variables, the new formulation of the attack-defense policy

of the MG are expressed as follows:

m(k + 1) _ ZS““,Sud,Sa,Sd,Sca,Scd ﬁn—k—lSWx B Zy;ﬁi,my<0 muy(k’) (3 61)
. [Saes S+ D] f7m? m, |
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Uy(n —k — 1) are the discrete forms of the combined state variable ¥,. Since

policies in this discrete form are probabilities at [0, 1|, the optimized policies are

m

denoted as p]
defined in (3.62).

*(k + 1) respectively. It is formulated in discrete piecewise functions

0 if ym(k+1)<0
pi(k+1) = S pm(k+1), if0<p™(k+1)<1 (3.62)
1, if p(k+1)>1

The convergence of the set of policy pairs to a NE is estimated based on the

approximate availability metric v [89]:

VP — Jd(lud*,n”ua*,n) + J@(Md*,n“ua*,n) (363)

3.3.5. Second level: CNN-LSTM optimization

From an evolutionary optimization perspective, determination of the optimal
CNN-LSTM architecture for a MG based on a PMU dataset collected from the SG is
formulated as a constrained optimization problem, where the aim is to maximize the
accuracy and minimize the number of CNN-LSTM model parameters determined.

The formulation starts with the initialization as follows:

maxkeK,leLO(k, l) = [AC(/{, l), —Hp(k, l)] (364)

HP(k,l) < Hpax

CNN-LSTM network to be optimized is denoted as {k,[}. The search spaces of
CNN-LSTM network { K, L}, accuracy obtained by a CNN-LSTM network denoted
as A(k,l), the number of parameters in {k,[} denoted as HP and the maximum
limit based on the requirements of a real cyber attack detection objective H,,,, are

the main parameters for initialization stage.
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The DE algorithm process is included in the algorithm each candidate in the
population are given as X = [(k1,l1), (ko,(2), ..., kn;In]. The evolution process is
shown in (3.65). The evolved solution E takes a uniform random number value at
(0,1), where {K,, L, } is a randomly selected candidates and {K, L,} is the global
best candidates for the last population. Evolution probability controls the evolution
function E(): for the case r < o, it is performed on the global best solution, otherwise

the evolution operation is performed on a individual that is selected randomly.

B(K,),E(L,) if r<o
Ei(z) = (3.65)

E(K,),E(L,;) otherwise
The evolution process is followed by the trial solution U generated by (3.66),
where 6 denotes the crossover probability and CO denotes the crossover process.
The recombinant and, more importantly, evolved solution of the ith individual in

the population is provided with the condition that r < 6.

CO(K;, Li,E;) if r<8

U, = (3.66)

E; otherwise
Finally, the fitness values of the trial solutions are calculated and compared
with {K}, L;}. The solution with higher fitness values survives the next round of
iteration. First, population G is randomly initialized with predefined population
size N. Following this, the fitness values of each individual in G, are calculated
and the DE-based evolution process is initiated, which includes evolution, crossover
and selection processes. Once the maximum number of generations is reached, the
best individual to construct the CNN-LSTM architecture is decoded. Finally, the
CNN-LSTM architecture is evaluated for cyber attack detection in the MG. Detailed
explanations of initial population, fitness evaluation and evolutional operation based

DE are given in the sub-processes of the algorithm.
3.3.5.1. Population initialization

In the proposed approach, the DE algorithm, one of the most effective evo-

lutionary optimization techniques, is integrated optimally. To enhance the global
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optimization capabilities of DE, its procedure is incorporated into the algorithm as
an additional evolutionary operator. The objective of this phase is to determine the

optimal combination of the CNN and LSTM algorithms.

Details of population initialization are clarified as L individuals are initialized
as initial population Go. [; = [R, [Ty, HP\|, [Ty, HP,] ,...,[Tr, H Pg|] represents a
formulation to identify individuals. I; denotes the i** individual in Gy, R denotes
the number of units in the individual. In i** array, the type of the i** unit 73, the

parameters of the " unit HP,. The definition of HP, is expressed as follows :

(

l[amounty, ki, iny, outy] if type(u;) = ConvlD
l[amounty, ki, iny, outy] if type(u;) = Act.func.
HP; = q [amountsy, ko, ing, outy] if type(u;) = LSTM (3.67)
l[amounts, ky, ing, outs| if type(u;) = Dense
\ l[amounts, ko, ing, outs] if type(u;) = Dropout

A random number R = randint(1, D) is denoted as the number of network

unit of each individual based on the specified networks have bounded depth (D).
3.8.5.2. Fitness evaluation

The steps of fitness evaluation in detail for each individual in the generated
population are specified in this section. The CNN-LSTM network is created by de-
coding the architectural information received from each individual and training it
on the training set. As performance indices for the evaluation of the created CNN-
LSTM networks, fitness variances for the validation sets throughout the training
processes, final fitness in the validation set and CNN-LSTM model parameter num-
bers are collected. This process starts after the training process is completed. The
indices in the population are considered comprehensively and the best agent Indices
in the population are determined. Algorithm 5 shows the comparison process of two

agents and its explanation is as follows:

e Two agents, d-agent 1 and d-agent 2, are entered, it is checked whether their

fitness evolution in the validation set reaches limit, that is, the lower limit of
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accuracy in the validation set, and the agent that cannot reach the lower limit

is eliminated.

e When [; and [;;; both reach or are below the limit, the difference between their
fitness is calculated, and if this difference is greater than the fitness threshold

(B), the agent with lower fitness is eliminated.

e When the difference between the fitness values of (I;, I;11) are lower than g,
the difference between the number of parameters is calculated. When the pa-
rameter is larger than its threshold, the individual that has smaller parameters

is selected.

e The difference between the fitness variance is calculated, if the difference of the
parameters is lower than . If the variance is greater than [, the individual

that has smaller variance is selected.

Table 3.4. Ezperimental setups of attacker-defender agents

Hyperparameters Value
Batch Size 32
Discount factor ~ 0.99
Replay buffer size 7,000
Learning rate 0.0001
Sample size 100
Episode length 300
Test episode 36
Test interval 2,000
Target update interval 400
Optimizer Adam
LSTM Hidden units 64
Epsilon start 0.8
Epsilon finish 0.03
Exploration step 25,000
Max training step 30,000

3.3.5.3. DE-based evolutionary process

The system initiates the Markov-DE game based on evolutionary processes
that updates a population. The update based on operations such as evolution,
crossover, and selection. Individuals in population G produces evolved individuals
through the process. If the evolution probability is lower than mutation probability
o, the best individual [ in the population is a candidate for evolution. In a dif-
ferent state, a random I, is selected from the population G as a candidate. Position
7 is then randomly selected in the candidate individuals to perform the evolution

operations. The following equation is used to generate the evolved individual E:
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b Diff(Iyest, H) if q<o (3.68)

Diff(l.,H) otherwise
Evolution of an individual at point Z is shown as Diff(-). There are three types
of evolutions an individual can undergo: removing a unit, replacing an existing unit,
and adding a new unit. The proposed evolution steps are defined. It represents the
individual created for evolution, the randomly created block for modification, and

the evolution position Z.

The best sub-policy for each player is computed with the help of dynamic
programming. When v**? is 0, the objective of NE is achieved. The central policy

is achieved with CNN-LSTM algortihm.

M
Qo = ZQi(Tuai,di) (3.69)
i=1

Each local agent is formulated in a Recurrent Deep Q-Network that is formed
from an CNN-LSTM layer [27] and a Multi-Layer Perceptron to solve partial ob-

servability. The local agent is represented as follows:

Qi = g(r8, 75 el) (3.70)

where ¢l denotes the hidden state of CNN-LSTM network after DE optimiza-
tion. e-greedy is adjusted for the exploration policy and the exploration rate of

episode £ is:

6(5) = max<€start - g'yu O) (371)
v is the decreasing count of € each episode. The initial exploration rate is
represented as €gqp¢-

Each @g’(s,ai,di) cannot be directly updated by the global reward due to
relation of the MSQV of each agent to the local reward. It is very important to

select the proper intermediate state in the current environment locations, which
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can largely improve the accuracy of the players. Inspired by Reference [35], a loss
function based on expected value operator is to evaluate the actions of the players

in the last stage of the proposed game expressed as follows:

‘C(M;*m) = Eu,st,a?,ag[(Qiz’:t—i_l - (T’ + r)/Qi;k(St’ CL?))2] (372>
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4. SIMULATIONS AND RESULTS

In this chapter, the effectiveness of the proposed approaches on cyber-physical
attack detection in communication network in SGs is presented as case studies. Data
preprocessing and model evaluation criteria are given in Section 4.1 and Section 4.2,
respectively. Results regarding cyber attack and pyhsical faults occurring in data
flow over the dataset and game-based simulations are discussed in Section 4.3 and

Section 4.4, respectively
4.1. Dataset and Preprocessing

Time-synchronized data includes system measurements and device status. Syn-
chrophasor technology improves the security of the cyber-physical environment for
the SG. Data is collected from an operational test environment that represents an
extension of the test environment. For unsupervised multiple detection and classifi-
cation scenarios, PMU whole datasets are used to detect attacks on normal operating
datasets and successfully differentiate these attacks, then the method is evaluated
on datasets with attacks. For this purpose, the Min-Max normalization is applied

to turn into [0,1] range calculated as follows:

K/ _ Kz - Ki,min

4.1
‘ Ki,max - Ki,mm ( )

where K and K; are the normalized value and original value of the iy, feature,
respectively. K 0, and K i, are the maximum and minimum values of the i,

feature, respectively, before normalization.
4.2. Model Evaluation Criteria

The proposed intrusion detection approaches have been validated using model
evaluation metrics. Unlike most studies, the selected evaluation criteria is examined
on a large scale, considering the maximum and minimum values for metrics such as
accuracy, precision, recall, and F1 score. The studies focus on both physical units
(such as busbars, switches, and transmission cables) and communication units (such

as PMU and PDC).
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4.2.1. Binary classification

The confusion matrix (shown in Table 4.1.) is used to validate the proposed
approach for binary classification, as detailed in Table 4.2.. Binary classification is
applied to the approach proposed in Chapter 2 for distinguishing between normal
and attacked data.

Table 4.1. The confusion matriz of binary classification of SG system FDIA detection

Actual class Predicted class
Normal Attack

Normal TN FP

Attack FN TP

Table 4.2. The metrics for evaluation of binary classification

Measure Formula class Intuitive meaning

Accuracy % The percentage of predictions those are correct

Precision TPE_% Thi percentage of positive predictions those are cor-
rec

Recall o ;fh(la{ rate of samples that correctly classified as an at-
ac

F-measure 2};‘5 g The weighted harmonic mean of Precision and Recall

4.2.2. Multiclass classification

The evaluation metrics scores for the proposed PSO-CNN-LSTM and MG
approaches in a multi-classification context are crucial for verifying the model’s ef-
fectiveness in attack detection and identifying its shortcomings and errors. Correctly
detected attacked and unattacked data (tn;, tp;) or undetected data (fn;, fp;) for

the i"" attack class are presented in Table 4.3..
4.3. Cyber-Physical Attack Detection based PSO-CNN-LSTM

In studies beginning with binary classification, the performance of PSO-CNN-
LSTM (given in Table 4.4. to 4.6.) and the proposed MG approaches (given in
Table 4.8.) are compared based on the metrics specified. Optimized hyperparame-
ters for convolutional layers and LSTM include the following: learning rate, number
of network layers, number of nodes per layer, number of neurons, activation func-
tion, initializer, dropout rate, kernel size, optimizer, and batch size. Among these
hyperparameters, the learning rate is particularly important because it controls the

learning progress of the model. The speed at which the model learns varies de-
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Table 4.3. The metrics for evaluation of multi-class classification

Measure Formula class Intuitive meaning
Ov. Acc. % The rate of overall true predictions for
the test set
$h_g tritin,
Av. Acc. Ipitingtipiting Average per-class effectiveness of a

Ov. Error Rate

Av. Error Rate
Prec.
Rec.

Fl-measure

Mac.-Av. Prec.

Mac.-Av. Rec.
Mac.-Av. F1-Score

Mic.-Av. Prec.

Mic.-Av. Rec.

Mic.-Av. F1-Score

l

FP+FN
TestSetSize

sty fpiting
tp;t+tn;+fp;+fn;

2.Precision s .Recallys

Precisionyr+ Recall yp
1
i—1 tPi

S tpit+fps

i=1 tpi
L tpitfni

2.Precision,.Recall,
Precision,+Recall,

classifier
The rate of overall false prediction for
test set

The average per-class classification er-
ror

The percentage of positive predictions
those are correct

The rate of samples that correctly
classified as an attack

The weighted harmonic mean of Pre-
cision and Recall

The mean of the precision of each class

The average recall of each class
The percentage of correct positive pre-
dictions

The precision computed from the divi-
sion true positive prediction and total
positive predictions

The determination of how many posi-
tive samples are truly predicted as the
positive class

The computation from micro-recall
and averaged precision of each class

*Ov.=O0verall, Acc.=Accuracy, Av.=Average, Prec.=Precision, Rec.=Recall, Mac.=Macro, Mic.=Micro

pending on the learning rate. A higher learning rate can accelerate training, but
if set too high, the model may overshoot the optimal solution and fail to converge.
Determining the optimal learning rate is not intuitive and often requires careful

tuning.
4.3.1. Test results based on binary-class dataset

The binary classification approach is assessed based on the criteria outlined in
Table 4.4.. A comparative analysis between the proposed CNN-LSTM model and
the PSO-optimized and selected DL models reveals significant differences in their

performance.
4.3.2. Test results based on three-class dataset
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Table 4.4. The results of binary-class classification

Metric Classifiers
Accuracy Precision Recall F-measure

PSO-LSTM-CNN 98.61 93.89 92.01 92.94
PSO-LSTM 96.06 96.20 75.00 84.23
CNN-LSTM 88.88 74.21 95.25 83.42
LSTM 84.02 86.55 93.56 90.78
multi-CNN [90] 86.95 89.56 87.25 88.41
ResNets [91] 97.50 - - -

DL [92] 97.77 98.25 99.31 98.78
Bloom filters [93] 97.00 98.00 92.00 95.00
MCNN [94] 91.46 - - -
PCA-SVM [95] 97.00 - 97.00 97.00
LSTM-Autoencoder [96] 94.56 - 94.54 93.68

Table 4.5. The results of three-class classification

Metric Classifiers

PSO-LSTM- PSO-LSTM CNN-LSTM LSTM

CNN
Ov. Acc. 96.92 93.62 86.55 78.82
Av. Acc. 98.78 97.46 94.63 94.11
Ov. Error Rate 2.44 5.27 12.01 18.27
Av. Error Rate 1.22 2.54 5.37 7.31
Mac.-Av. Prec. 98.11 95.87 91.41 78.93
Mac.-Av. Rec. 92.30 86.21 69.84 78.82
Mac.-Av. F1-Score 95.12 90.78 79.18 78.82
Mic.-Av. Prec. 96.92 93.62 86.55 78.82
Mic.-Av. Rec. 96.92 93.62 86.55 78.82
Mic.-Av. F1-Score 96.92 93.62 86.55 78.82

The significance of three-class classification lies in its capacity to differenti-
ate events within electrical networks, particularly for data encompassing physical
attacks, cyber attacks, and occurrences outside normal situations. This renders
three-class classification more crucial and intricate compared to binary classification.
While numerous methods for binary classification excel in detecting anomalous data,
they frequently encounter difficulties in accurately classifying attacks and managing
large sample sizes in the context of three classes. Multi-class classification metrics
(given in Table 4.3.) are employed to assess the performance of the proposed model

for triple classification.
4.3.3. Test results based on multi-class dataset

In binary classification, two states are labeled: 0 for the normal operating state

and 1 for the under attack state. However, for the selected multi-class data, there
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Table 4.6. The results of multi-class classification

Metric Classifiers
PSO- PSO- CNN- LSTM multi- EDNN Ensemble DBN SACS-
LSTM- LSTM LSTM CNN  [97] [98] [99] SAE
CNN [90] [100]
Ov. Acc. 95.80 9244 82.05 74.70 81.33 89.40 90.48 95.60 93.70
Av. Acc. 98.94 98.12 95.55 89.90 - - - - -
Ov. Error 2.59 6.21 16.08 23.11 - - - - -
Rate
Av. Error 1.26 3.88 5.55 10.15 - - - - -
Rate
Prec. - - - - - 89.80 - - 93.2
Rec. - - - - - 89.40 - - -
F1-Score - - - - - 88.20 - - -
Mac.-Av. 95.81 92.46 82.13 83.34 - - - - -
Prec.
Mac.-Av. 95.80 9243 82.05 5045 - - - - -
Rec.
Mac.-Av. 95.80 9245 82.09 62.85 - - - - -
F1-Score
Mic.-Av. 95.80 92.44 82.05 74.72 - - - - -
Prec.
Mic.-Av. 95.80 92.44 82.05 74.72 - 2 - - -
Rec.
Mic.-Av. 92.80 92.44 82.05 74.72 - . - - -
F1-Score

are 41 different conditions, each labeled from 0 to 41.

As shown in Table 4.6., the performance metrics of the models in this study
decrease as the number of class examples in the dataset increases. Strengthening the
classification ability of the model is essential for an effective intrusion detection sys-
tem. Multi-class classification requires more complex learning for data analysis and
separation compared to binary classification. Therefore, optimizing the hyperpa-
rameters of the LSTM and CNN algorithms is crucial for the proposed approaches.
The results for the PSO-CNN-LSTM algorithm demonstrate that the diversity of
attacks in the data significantly impacts the model’s effectiveness. Consequently,
the classifiers used in the initial study are chosen for multi-class classification in the

proposed MGs, yielding successful results.

The results of the first study illustrate why CNN and LSTM models are cur-
rently preferred for the CPA detection problem. This preference is largely due to
the challenges of detecting well-disguised CPAs and protecting data streams. Clas-
sifying attacks and disturbances is a complex issue for control units in connected

SG networks. Deep learning (DL) techniques are increasingly utilized to detect such
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attacks, but the parameters of a deep neural network (DNN) need to be optimized
for both detection rate and classification accuracy. In this study, a PSO-based hy-
brid CNN-LSTM approach is deemed suitable for comparing these techniques. After
applying the optimization algorithm, the optimal number of hidden units and cell
types are determined. The results underscore the importance of optimizing the hy-
perparameters of deep learning models. The evaluation reveals that detection speed
depends on different combinations of DL models, highlighting the need for tailored

optimization strategies.

DL algorithms achieve a high detection rate with specific datasets (given in
Table 4.4.-4.6.). However, comparing the performance of DL algorithms with differ-
ent combinations for all types of attacks does not yield entirely accurate findings.
This is because the datasets used are obtained from different power grids and com-
munication networks. When the performance of the proposed model is compared
with other approaches, it is evident that most studies report only accuracy rates
for dimension reduction and optimization models based on DL algorithms. In light
of these findings, further research is needed on out-of-sample validation for all DL

models and the use of comprehensive datasets.

The proposed approaches are based on hybrid models with hyperparameter op-
timization from the first study. The main objective is to promptly address erroneous
data and related issues, thereby enhancing detection success. Various approaches
have been suggested, including the utilization of Bloom filters [93] and the integra-
tion of the self adaptive cuckoo search algorithm (SACS) and stack auto-encoding
(SAE) [100], as evidenced in existing literature. These methods can be further en-
hanced through additional optimization models, surpassing other fully supervised
machine learning methods. Optimal results are often achieved when supervised
models are developed using optimized frameworks, as illustrated in the example

from [95].

Enhancing the performance of LSTM networks operating on stream arrays for
integrated physical-cyber attacks can significantly benefit the development of hy-
brid models. Increasing network complexity has been shown to lead to improved
performance, as demonstrated in [96]. Additionally, the proposed PSO-based CNN-
LSTM model showed comparable performance to DBN [99|, achieving 95% accuracy
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on various PMU and SCADA datasets. However, it’s important to note that the
comparison of deep learning (DL) approaches in the literature lacks consistency due

to variations in the operating regions of SG networks.

4.4. Cyber-Physical Attack Detection based MG Approaches

The effect of the proposed three scenarios scheme on the overall attack detec-

tion strategy is analyzed in this section.
4.4.1. Simulation scenarios

The proposed game models are validated under three different scenarios (S).
In S-1, physical attacks on buses, transmission lines, and relays result in permanent
delays in communication links. S-2 involves attacks causing latencies between 10
ms and 30 ms on communication links associated with PMUs, which are sub-units
of PDCs. S-3 defines variable network latency on communication links connecting
PMUs to PDCs. This assigned delay includes two types of delays: one attributed to
the buses, as described in the methodology section, and the other between communi-
cation units. The source of these delays, whether physical or due to communication

line issues, is examined based on threshold values ranging from 10 ms to 60 ms.

The attacker’s messages are designed to send tripping signals to linked switches.
This implies that attacker messages for new attacks are issued when there is an ab-
normality in the network. Therefore, in a healthy system, attacker messages are not
expected to fluctuate sharply. Events are very frequent and mostly consist of cyclic

attacker messages in the SG.
4.4.2. MG based shapley equations and PSO-LSTM

Compared to the game problems mentioned earlier, the defending agents ex-
pand their decision making mechanism by encountering complex situations due to
the existence of three different sub-environments affected by the actions of the at-
tacking agents. In addition, under certain scenarios, an attacker’s action can only
be performed when the attacker can make enough observations at that location. In
addition, instant attack effects and types are shown in Figure 4.1. If examined in

detail, the Voltage measurement graph for a day in Figure 4.2 includes three differ-
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ent states, respectively, SWGq fault, which refers to the fault condition occurring
in the line between the 50th and 51th busbars, and the normal system state. At
the beginning of the game, the reward value is given as '0’ for the attacker and the
defender. In the continuation of the game, the attacker and the defender accumulate
prizes by making strategic moves towards the points they target. The player who
accumulates a sufficient amount of reward gains an advantage for himself because
it knows the environment better. For example, this provides the attacker with the

opportunity to gain unauthorized access to more points and layers.

Based on the characteristic of the MG, a single agent tries to explore the envi-
ronment by operating multiple PMUs and maximizing the expected reward requires
learning a policy based on that environment. There is a complex area in this decen-
tralized control system. Agents in the system must have the ability to find effective
solutions to the problem through competition with guardians or coordination with
other agents. As the environment space expands, additional complexities arise. Rep-
resentative exploration and action selection are coordinated with the reformulated
MDP algorithm. The actor-criticism system naturally incorporates the actions of
the agent into the policy iteration procedure, and a classification algorithm is also
used in conjunction with the LSTM-PSO, whose effectiveness has been proven in

the previous study.

The three interconnected layers of the SG system are defined as the sub-
peripheries of the network with the help of the RL algorithm. ISQV-MARL is
an improved approach of the RL algorithm with the addition of the LSTM model,
optimizing the system parameters. Rewarding players, as defined in the equations
mentioned earlier, is designed to adapt to different scenarios shown in Figure 4.3
to 4.6. The interaction between PMU-BUS and PMU-PDC forms the basis of the
strategies developed in the MG of the offensive and defensive orbital agents shaped
by LSTM networks and the MARL approach. The multi-agent reward function
takes into account the past action of each agent and provides a holistic considera-
tion of the rightness or wrongness of actions during the interactions of each agent
in the observed environments. Also, inferring the accuracy of the attacker’s actions
based on past reward values presents a challenge for the defender due to the exis-

tence of different sub-environments and the different definition of the locations of
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Figure 4.1. Measured current values from PMUys for attacked and normal condition

the targeted points on them.

To give an example specifically, an attacker tries to gain control of a switch
when it observes the sub-environment based on past actions. Simultaneously, the
defender using its observations must find a trace by monitoring the attacker’s ac-
tions that cause changes in PMU measurements. Awards are collected in the working
environment according to the right decisions made. Initially, the environment rep-
resents normal operating conditions in the domain. Each observation made during

the game guides the agents in their mission to control or break the keys.

The spoofing effect and coordinated cyber-physical attacks are presented in
the error Table 4.7.. ISQV-MARL algorithm with LSTM has proven to be effective

in addressing and detecting the mentioned problems for SG security.

Figure 3.2 depicts the measurements taken by the PDCs and collected at the
control center, specifically in the 123-bus system where the target PMU is located.
The attack is initiated by altering the timestamp of the software PMU at the speci-
fied time shown in Figure 4.7. As illustrated in Figure 4.7, there is a significant drop
in the measurements collected from the relevant PMU in the presence of the attack.
Figure 4.7 also specifies the scenario where busbars under attack lead to perma-
nent measurement loss. In this attack, coupled with SW7, the loss of measurements
from Bus 160 results in the disappearance of observability and control capability.
Throughout the attack, some measurements taken from the target PMUs are not

dropped by the connected PDC. This occurrence is attributed to slight changes in
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Figure 4.2. Voltage measurements of PMUys for attacked and normal operating conditions

network latency, allowing measurements from these PMUs to reach the correspond-
ing PDC before the waiting time expires. This is because the model transmits the

relevant data to the PDC based on the network delay at a particular moment.

As depicted in Figure 4.8(a), in the presence of a cyber attack, measurements
from the target PMU are effectively transmitted to the connected PDC. However,
when the delay in the power system coincides with the cyber attack, the same
outcome is not observed, resulting in a significant decrease in data transmission
to the relevant PDC. Furthermore, as illustrated in Figure 4.9(a), when delays in
the communication network accompany both physical and cyber attacks, a severe
disruption in information flow occurs at the PDC until the defense agents detect the
attack and its location. Consequently, alterations in the physical and cyber aspects
of the network impact the arrival of measurements, thereby affecting the extent to

which the PDC is influenced and receives measurements from the PMU.

Compared to the previously mentioned game problems, defensive agents face
more challenging situations due to the existence of a single layer in the game and
the sub-environment that is influenced by the actions of the offensive agents. These

actions affect the layer, and certain actions can only be taken if an attacker’s move
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results in a specific trace at a particular location. To examine this in detail, Figure
4.2 shows a voltage measurement graph for a day under three types of conditions.
Initially, both the attacker and defender have a reward value of zero. As the game
progresses, the attacker accumulates rewards by making strategic moves toward the
target location. With a sufficient amount of accumulated rewards, the attackers
become capable of executing more impactful actions that inflict greater damage on

specific locations within the environment.
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Figure 4.3. Attacker-Defender Reward at PDCy and PDCs in ms for S-2.
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Figure 4.4. Attacker-Defender Reward at PDC3 and PDCy in ms for S-2.
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Figure 4.5. Attacker-Defender Reward at PDCs and PDCg in ms for S-2.

Specifically, when an attacker observes the environment based on past actions,
they attempt to manipulate a switch. Simultaneously, the defender, utilizing their
observations, must track the attacker’s actions that result in changes in the PMU
measurements. Rewards are accumulated in the studied environment based on the
correct decisions made. Initially, the environment represents normal operating con-
ditions within the domain. Each observation made during the game guides the

agents in their task of controlling or disrupting the switches.

As a result, an insightful analysis of the MDP-based FDIA detection approach
reveals three key aspects. First, the MDP game approach has been effectively uti-
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Figure 4.7. a) Attacked and b) Corrected voltage measurements delivered to PDCy for S-1.

lized as a defender, allowing for efficient detection of FDIA. Second, as an attacker,
the adversary strategically launches attacks on the vulnerable nodes. Third, the
game construction involves the integration of virtual junction points of the PMUs
to form the PDC, creating a comprehensive environment. Throughout the game,
both the defender and the attacker exhibit strategic behavior in response to specific
states. The defender’s strategy aims to maximize rewards, while the attacker seeks
to minimize the defender’s rewards by exploiting the most vulnerable pathways in

the complex environment.

The errors associated with the spoofing effect and physical /cyber attacks are
presented in the error Table 4.7.. The thesis summarizes all the results into the
ISQV-MARL algorithm with LSTM, which proves to be effective in addressing these
issues. By adopting the LSTM algorithm in the context of MARL, the approach
provides insightful and powerful means to empower one side of the players. Based
on the results, the protection of the PMU-PDC and accordingly BUS-PMU layers

of the SG network is completed less error.

First, the proposed defender strategy achieves a superior performance with
LSTM-PSO. Secondly, distinguishing the spoofing signal is a challenging process
as the attack strategy carried out on the busbars is included in the cyber attack.
Finally, LSTM is included for decentralized control and centralized learning by tak-
ing advantage of its good classifier feature. With these integrated stages, it has
significantly improved control performance in terms of convergence and stability of

learning, as well as reducing data losses and cyber attack leaks.
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Figure 4.8. a) Attacked and b) Corrected voltage measurements delivered to PDCy for S-2.
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Figure 4.9. a) Attacked and b) Corrected voltage measurements delivered to PDCy for S-3.

4.4.3. MG based DE with CNN-LSTM

IEEE 123 bus system includes three layers in the proposed game, these three
layers are connected to each other by BUS-PMU-PDC. An improved version of the
system, the proposed DE-MG is evaluated in this study by including the normal
operating conditions and fault situations of the system. Moreover, to improve the
effectiveness of the proposed framework, MADRL and RL techniques manage con-

temporary LSTM-CNN agents.

Based on the Markov property, a single agent explores the environment by op-
erating multiple PMU units and learns a policy to maximize the expected reward.
In this decentralized control system, there exists a complex domain. Agents in this
system are required to possess the capability to discover effective solutions to the
problem, either through competition or coordination with others. As the environ-
ment space expands, additional complexity arises. Representative exploration and
action selection are coordinated using the reformulated MDP. The actor-critic sys-
tem inherently incorporates the agent’s actions into the policy iteration procedure

and will also be used in conjunction with a classification algorithm.

In addition to the above-mentioned explanations, it is not enough to evaluate
errors in the network information flow only based on the information coming from
a single agent in a certain time period, so the decision is made according to the

central decision maker. State transitions occurring in nodes are important in terms
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Table 4.7. Mean square tracking errors for some disturbance and sub-domains

PDC waiting time Target (PMU, PDC) 01 02 Attack Type Error
10ms 15,1 0.079 0.004 0.011
30ms 20, 1 0.014 0.017 0.061
30ms 7,2 0.043 0.007 0.032
30ms 11, 2 0.043 0.008 0.363
10ms 1,3 0.534 0.012 0.124
30ms 5,3 0.557 0.018 0.114
10ms 21,4 0.016 0.005 0.235
20ms 25, 4 0.016 0.009 0.523
30ms 27,5 0.043 0.003 0.431
30ms 30, 5 0.043 0.008 0.313
10ms 41, 6 0.646 0.015 0.130
30ms 44, 6 0.397 0.009 0.110
30ms 36, 7 0.036 0.013 0.156
30ms 39,7 0.038 0.012 0.176
20ms 32, 8 0.676 0.014 0.168
30ms 34, 8 0.870 0.018 0.188

Table 4.8. Comparison for cyber-physical security, threats and resilience strategies in SGs

Metric  Ov. Av. Ov. Av. Mac.- Mac.- Mac.- Mic.- Mic.- Mic.-
Acc. Acc. Er- Er- Av. Av. Av. Av. Av. Av.

ror ror Prec. Rec. F1- Prec. Rec. F1-
Rate Rate Score Score
Game;
S-1 99.37 99.77 1.01 0.25 99.38 99.39 99.39 99.40 99.41 99.42
S-2 99.15  99.75 147 0.46 99.03 99.01 99.01 99.02 99.03 99.02
S-3 99.08 99.42 1.53 0.51 99.01 99.00 99.00 99.01 99.01 99.00
Gamesy

S-1 99.64 99.86 0.97 0.19 99.67 99.51 99.42 99.54 99.68 99.79
S-2 99.57 99.82 1.12 0.21 99.65 99.49 99.53 99.49 99.61 99.68
S-3 99.43 99.58 1.25 0.23 99.45 99.41 99.47 99.47 99.57  99.62

of showing the protection vulnerability and protection success in the system. For
instance, even though the detection rate is quite high in the three different scenarios
for all time periods (as given in Table 4.8.). The reason for this is that the defense
expresses the detection result of the agent when it is not yet working under central

control.

The result shows evolutionary process of the proposed approach. Figure 4.10
to 4.12 illustrate the state transitions of agents after the LSTM-CNN evolution on
the MG. In addition, its variation decrease as the number of generations increases,
while the verification accuracy of the network becomes better and its variation be-
comes smaller. Put differently, the performances of CNN-LSTM increase and the
complexities of the CNN-LSTM model decrease until the final stage of the evolution
process of DE-CNN-LSTM. To observe the trade-off between population size and

agent performances proportional to training time, the total population number is
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considered as the variable to identify attack agents under unsupervised learning of

Nash.
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Figure 4.10. Transition for S*¢ during cyber attacks on PMUs.

4004

1784
3001
150 1
07 el
. %
2007 31004
1501 754
w04 504
504 234
o | m i« o
50 1on 150 200
Episode

o 250 a st 1 50 200 250 a0 350
Episede

(a) Bus; (b) Busy

Figure 4.11. Transition for S during cyber attacks on PMUs.

By evaluating the attack detection performance of the proposed Markov-DE
method, effective inferences about the model are obtained by comparing the pro-
posed method with other data-based detection techniques. The detection system is
a method developed for cyber networks in SG, first stage optimization consists of
differential equations, second stage optimization of the Markov-DE method, which
it is applied for multi-label classification tasks in the field of intrusion detection,
and moved it to the CPA detection. Markov-DE’s CNN-LSTM based detection

mechanism achieves spatially aggressive intrusion localization detection.

The DE-Markov method is recommended to determine the ideal defense mech-

anisms and precise locations of busbar, PMU and PDC units, as well as to determine
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the optimal strategies of defenders, and the following procedural steps describe:

Step 1: Changes in network information, communication information and
important points of the data flow diagram must be detected along with the setting

parameters for the game diagram (Table 3.4.).

Step 2: Initialize the MG framework by creating an initial population. Each
population contains optimization of hyperparameters of LSTM-CNN agents for each

new case and information on the attack location.

Step 3: Apply the DE-MG with attacker behaviors and system faults in the
electrical network environment. The DE algorithm calculates the optimal strategy

state of the agents created by the MG in the optimum position.

Step 4: With the ideal security strategy generated by the DE algorithm, apply
the DE optimization to each agent to calculate the state, action, and environmental

changes for each population set.

Step 5: Check whether the new solutions can be implemented within the
options that meet the constraints specified in Section 3.3 in case of increased attack

rate and capture of important units.
4.4. Multi-agent System Limitations

The integration of RL into SG holds significant prospects for ensuring cyber-
security, identifying and mitigating possible limitations and challenges is of great

importance to increase the effectiveness of these models. One of the challenging
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elements arising from the complex and dynamic nature of cyber attacks requires
real-time creation of more realistic simulation environments and network configura-
tions of current communication systems, on which possible attack scenarios can be

developed.

RL learns about the environment by making mistakes and then avoiding them
from previous experiences, imitating the learning process of humans. It can solve
some problems that traditional methods cannot solve. It also has the ability to
outperform humans in some tasks. However, RL also has some limitations. First of
all, too much supplementation can cause situations to become overloaded, resulting
in diminished results. Additionally, RL assumes that the environment is a Markov
model in which the probability of events occurring depends only on previous states.
In this case, the LSTM model discovers more quickly that not only are there cyber
attacks in the environment, but physical disturbances from the sub-environment will

also exist.

This study addresses the SG security problem in a centralized system task
for the 123 Bus system and demonstrates strong empirical performance against
attackers. However, it should be noted that the proposed approach controls the
actions of attacker-defender agents. Future research topics include exploring the
uncertainty of power distribution models for each player in relation to the sub-
spaces. However, this introduces complexity to the interactions among agents and
their neighbors, making it challenging to maintain global interactions among agents

operating in different domains.

The importance of addressing attacks occurring in cyber networks is empha-
sized by the network-wide malfunction when considering the temporal distribution
of information flow from the buses due to faulty data transfer between network
layers caused by data manipulation of intrusions. As mentioned in the previous
sections, ’advanced’ algorithms for the development of faulty data detection sys-
tems have shown that low life cycle is an effective way to detect faults and attacks

immediately and prevent these attacks as much as possible.
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5. CONCLUSION AND FUTURE RESEARCH

In Section 5.1, the concluding remarks of this thesis are given. Then, in Section
5.2, regarding the present contributions of this thesis, the possible research objectives

for the future are discussed.
5.1. Conclusion

The main objective of this thesis is to develop a deep learning-based CPA
detection algorithm capable of identifying and classifying multi-class attacks. Ad-
ditionally, the thesis aims to design and develop an attack-defense system. This
system leverages a structured PMU-PDC environment, enriched with both attacked

and normal datasets, to enhance its effectiveness.
The most decisive contributions of this step-by-step study are summarized as follows:

e Intruder detection and attack type discrimination: This is achieved through
a holistic approach that integrates the PSO-LSTM hybrid model with Multi-
Agent Reinforcement Learning (MARL). This integration effectively detects
attacks against defined targets.

e Effectiveness in Case studies: The proposed approaches have demonstrated
effectiveness in three case studies. These involve distinguishing dynamic in-

stability caused by communication layer errors, power grid faults, and outages.

e Innovation in detection accuracy: The first study introduces an innovation
by optimizing the parameters of the hybrid CNN-LSTM model with the PSO
algorithm for CPA in SG. Results indicate that the PSO-CNN-LSTM approach
is more robust for detecting data injection, remote opening command injection,
attack subtypes (such as command injection against a single relay), and relay
setting-changing attacks. It also outperforms other methods in predicting

samples during natural events like SLG failures and line maintenance.

e Superior performance in MG: The second study proposes a MG modeled with
PSO-CNN-LSTM, which performs better than other machine learning models,
showing less error margin and higher accuracy. Players in the study optimize
their policies based on the Shapley value, with the LSTM-CNN model used

in the classification stage. The study confirms the approach’s accuracy by
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achieving superior results in system defensive CPA detection and attack dis-

crimination.

e Enhanced Monitoring and Learning Rate: The achievement values and policy
updates of the players based on the game facilitate easier monitoring of the
detection mechanism’s functioning and learning rate. In the DE-based MG,
the hyperparameters of CNN-LSTM agents are updated using the evolution
algorithm, which increased detection success compared to the first proposed

game.

Due to the large dataset of power and information flow in the interconnected
SG system, more empirical studies are needed to solve this problem. Additionally,
these approaches require more data from advanced systems to ensure their perfor-

mance against powerful cyber attacks and natural events.

To reduce observation costs and enhance the effectiveness of reward designs in
training multi-agent games, policies and reward structures can be improved com-
pared to traditional algorithms. These enhancements aim to optimize the learning

process and achieve better performance in multi-agent settings.
5.2. Future Research

Future studies aim to further improve the performance of the proposed models
and evaluate them from different perspectives by integrating various approaches.
The focus will be on extending performance analyses to prevent integrated cyber
attacks, multiple data manipulations, and common network failures encountered at

cyber-physical layers.

Another crucial issue is ensuring the privacy and security of the RL model
itself. To address this concern, both decentralized federated learning and central-
ized learning approaches will be considered. These approaches aim to protect the
attacker’s actions and enhance privacy during the model update process. By in-
corporating these privacy-preserving mechanisms, the improved approach will meet
the essential requirements of real-world applications, providing a robust and secure

framework for training RL models.
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