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ABSTRACT

The pervasive utilization of social media platforms has introduced a multitude of threats,
among which cyberbullying stands as a significant concern. Cyberbullying is defined as the
repetitive use of social and electronic media, to perpetrate immoral actions with the intent to inflict
harm upon a victim. In both Turkey and globally, cyberbullying is recognized as a pressing issue
necessitating urgent attention due to its profound emotional and psychological repercussions, which
can include depression, stress, anxiety, and in extreme cases, suicide. For this concern, numerous
researchers and scientists have endeavored to develop solutions leveraging machine learning (ML),
deep learning (DL), and natural language processing (NLP) techniques. These efforts aim to create
models capable of identifying cyberbullying within textual contexts, with the ultimate goal of either
detecting and removing such content or preventing its dissemination. However, the large number of
studies in this context have been conducted in English, with a dearth of research in Turkish
language. Moreover, existing studies often segregate their analyses between English and Turkish,
overlooking potential cross-linguistic nuances. Motivated by these gaps in the literature, this thesis
endeavors to address the detection of cyberbullying in both English and Turkish languages. Framed
as a binary text classification problem, the research scrutinizes the efficacy of standard techniques
across languages, aiming to discern whether a unified approach can effectively detect
cyberbullying in diverse linguistic contexts. To achieve this objective, comprehensive experiments
are conducted, including the comparative evaluation of ML, DL, and Large Language model
(LLM) Furthermore, an array of feature extraction techniques, including traditional feature
weightings and word embeddings, are rigorously assessed. Additionally, the efficacy of an
optimization technique LoRA, applied to LLM, is thoroughly evaluated. Furthermore, recognizing
the problem created by labeled data shortage, a novel semi-supervised learning technique is
proposed. Specifically, a self-training with LLM is implemented, demonstrating its potential to
enhance classification performance by leveraging a blend of both labeled and unlabeled data,
thereby mitigating the resource-intensive nature of manual labeling processes. This research
contributes to advancing cyberbullying detection methods and encourages more inclusive
approaches across languages to combat cyberbullying in the digital sphere.

Keywords: Cyberbullying detection, Natural Language Processing, Machine Learning,
Deep Learning, social media.
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Sosyal medya platformlarmin yaygin kullanimi, aralarinda siber zorbaligin da énemli bir
endise kaynagi oldugu cok sayida tehdidi beraberinde getirmistir. Siber zorbalik, bir magdura zarar
vermek amaciyla ahlak dis1 davranislarda bulunmak i¢in elektronik veya dijital medyanin tekrarl
kullanimi olarak tanimlanmaktadir. Hem Tiirkiye'de hem de diinyada siber zorbalik, depresyon,
stres, anksiyete ve asir1 durumlarda intihar1 da igerebilen derin duygusal ve psikolojik yansimalari
nedeniyle acil dikkat gerektiren bir konu olarak kabul edilmektedir. Bu endise i¢in ¢ok sayida
aragtirmact ve bilim insan1 makine 6grenimi (ML), derin 6grenme (DL) ve dogal dil isleme (NLP)
tekniklerinden yararlanarak ¢oziimler gelistirmeye ¢alismistir. Bu ¢abalar, siber zorbaligi metinsel
baglamlar i¢inde tanimlayabilen modeller olusturmayi ve nihai hedef olarak bu tiir igerigi tespit
edip kaldirmay1 ya da yayilmasini 6nlemeyi amaglamaktadir. Ancak, bu alandaki ¢aligmalarin
biiyiik cogunlugu Ingilizce dilinde yapilmis olup, Tiirk¢e dilinde yapilan arastirma sayis1 oldukca
azdir. Dahasi, mevcut ¢aligmalar analizlerini genellikle ingilizce ve Tiirkce arasinda ayirmakta ve
potansiyel diller arasi niianslar1 goz ardi etmektedir. Literatiirdeki bu bosluklardan hareketle bu tez,
hem Ingilizce hem de Tiirkge dillerinde siber zorbaligin tespitini ele almaya calismaktadir. ikili
metin siniflandirma problemi olarak cergevelenen arastirma, birlesik bir yaklagimin farkli dilsel
baglamlarda siber zorbalig etkili bir sekilde tespit edip edemeyecegini anlamay1 amaglayarak diller
arasinda standart tekniklerin etkinligini incelemektedir. Bu amaca ulagsmak i¢in ML, DL ve biiyuk
dil modelinin (LLM) karsilastirmali degerlendirmesi de dahil olmak tizere kapsamli deneyler
gerceklestirilmistir. Ayrica, geleneksel 6zellik agirliklar1 ve kelime katistirmalar1 da dahil olmak
iizere bir dizi 6zellik ¢ikarma teknigi titizlikle degerlendirilmistir. Ek olarak, LLM'ye uygulanan bir
optimizasyon teknigi olan LoRA'min etkinligi kapsamli bir sekilde degerlendirilmistir. Ayrica,
etiketli verilerin azliginin yarattigi zorlugun farkina varilarak, yeni bir yari denetimli 6grenme
teknigi onerilmistir. Ozellikle, kendi kendini egiten biiyiik bir Dil Modeli uygulanmus, etiketli ve
etiketsiz verilerin bir kombinasyonundan yararlanarak smiflandirma performansini artirma
potansiyeli gosterilmis ve bdylece manuel etiketleme islemlerinin kaynak yogun dogasi
hafifletilmistir. Bu arastirma, siber zorbalik tespit yOntemlerinin gelistirilmesine katkida
bulunmakta ve dijital alanda siber zorbalikla miicadele etmek i¢in diller arasinda daha kapsayici
yaklagimlari tesvik etmektedir.

Anahtar Kelimeler: Siber zorbalik tespiti, Dogal Dil Isleme, Makine dgrenmesi, Derin 6grenme,
sosyal medya.



GENISLETILMIS OZET

Son yillarda, teknolojik gelismeler, giiclii internet hizmetlerinin yayginlasmasi1 ve akill
telefonlar, tabletler ve bilgisayarlar gibi dijital cihazlarin yayginlasmasina bagli olarak sosyal
medya aglarinin kiiresel kullaniminda kayda deger bir artis olmustur. Bu platformlar kisiler arasi
baglantiy1, acik etkilesimi ve igerik paylasimini kolaylastirmaktadir. Bunlar arasinda 6ne ¢ikanlar
Facebook, YouTube, Instagram, TikTok, WhatsApp ve Telegram'dir.

Sosyal medyanin sundugu firsatlara ragmen, yas sinirlamalar1 s6z konusu oldugunda etkili
bir kontrol eksikligi vardir. Hem Tiirkiye hem de diinya niifusunun énemli bir bliimiiniin sosyal
medyada oldukea aktif olan gocuk ve genglerden olustugunu belirtmek gerekir. Buna ek olarak,
sosyal medya platformlar1 genellikle siki bir sansiirden yoksundur ve bu da insanlari, kisisel
gorilislere saygi gosterilmemesi ve diger insanlarin mahremiyetine miidahale edilmesi nedeniyle
gliniimiiz dijital ortaminda kiiresel bir tehdit haline gelen siber zorbalik sorununa karsi savunmasiz
hale getirmektedir.

Siber zorbalik, elektronik ortamda bir kisi veya grup tarafindan, kurbanin kendisini
koruyamadigi ve zaman icinde tekrarlanan kasitli, saldirgan bir davramis olarak tanimlanir
(Emmery vd., 2021). Hastalik Kontrol ve Onleme Merkezi (CDC), siber zorbalig1 ciddi bir kamu
saglhgi tehdidi olarak belirlemis ve genel halki uyarida bulunmustur (Aboujaoude vd., 2015). Siber
zorbalik farkl sekillerde ortaya ¢ikabilir ve en yaygin olanlar1 mesaj gonderme ve yorum yapma
yoluyla gerceklesir; bu, kurbanlarin kasten herhangi bir sosyal medya platformundan ¢ikarilmalari
anlamina gelen dislama, internette yayimlanan saldirgan mesajlari igeren Taciz, izinsiz olarak birini
acikca agagilama eylemi olan gezi, izleyicilerin kurbanlari taciz etmesiyle sonuglanan siber takip ve
bir kisinin bir sosyal medyaya giris yapmasi ve uygunsuz igerik yayinlayarak kisiyi taklit etmesi
olan hesap sakasi igerir (Beale & Hall, 2007; Beran & Li, 2008).Siber zorbalik, geleneksel
zorbaliga kiyasla kalici etkileri olan daha genis bir kitleye ulasma potansiyeline sahiptir.
Depresyon, diisiik 6z saygi, yorgunluk ve hepsinden 6nemlisi intihar egilimi gibi duygusal etkilerle
iliskilidir (Ozel vd., 2017).

Tiirkiye'nin de aralarinda bulundugu bazi iilkeler siber zorbalikla miicadele igin yasal
tedbirler almis olsa da, bu tedbirlerin uygulanmasi zor olmaya devam etmektedir. Benzer sekilde,
sosyal medya platformlari siber zorbalig1 ele almak icin kilavuz ilkeler ve politikalar getirmistir,
ancak bu Onlemler yetersiz raporlama ve etkisiz uygulama mekanizmalar1 nedeniyle genellikle
yetersiz kalmaktadir. Sonug¢ olarak, sosyoloji, bilgisayar bilimleri gibi ¢esitli alanlardan
arastirmacilar da dahil olmak tizere 6zel kuruluslar, hiikiimet ve akademik kuruluslar siber zorbalik
caligmalarina yogun ilgi gostermistir (Xiao vd., 2012). Bilgisayar bilimlerinden gelen arastirmalar,
kelime torbasi (BOW) ve N-gram ile geleneksel makine 6grenimi (ML) kullanarak siber zorbaligin
tamimlanmasina yoneliktir. BOW modeli, kelimeleri metindeki gortiniim siralarii veya anlamlarini
dikkate almadan 6zellik olarak degerlendirir (Coban, ve Ozel, 2018; Najib vd., 2023). N-gram ise



metindeki n ardisik karakter veya kelimeyi almayi igerir. N-gram modelleri, kelime analiz
edilmeden 6nce n-1 kelimenin varligin1 tahmin eder (Mossie ve Wang, 2020). Son zamanlarda,
donanim maliyetlerinin diigmesi ve Word2vec (Mikolov vd., 2013) gibi modern kelime gémme
yontemlerinin ortaya ¢ikmasi nedeniyle derin 6grenme (DL) yontemleri de uygulanmaktadir.
GloVe (Jeffrey Pennington, Richard Socher, 2014) ve FastText (Bojanowski vd., 2017) gibi
yontemler, kelimeleri temsil etmek i¢in yogun vektorler elde etmek ve kelimeler arasindaki
semantik iliskiyi korumak i¢in kullanilmaktadir.

Siber zorbaligin gordiigii ilgiye ragmen, arastirma ¢abalar1 agirhikli olarak Ingilizce diline
odaklanmis ve Tiirk¢e ‘de smurli sayida arastirma yapilmistir. Bu boslugu ele alan bu tez, farklh
morfolojik yapilarini tanityarak hem Ingilizce hem de Tiirkge dillerinde siber zorbalik tespitinin
kapsamli bir analizini yapmay1 amaglamaktadir.

Bunu, yalmzca bir mesajin zorbalik igerip icermedigiyle ilgili oldugu ikili bir metin
siniflandirma problemi olarak ele aldik. Analizimizi ikisi Ingilizce (Kaggle Parsed Dataset,
Formspring Dataset) ve ikisi Tiirkce (Cukurova Unversity Dataset, Abusive Turkish Comments)
olmak iizere dort agik kaynak veri kiimesi iizerinde gergeklestirdik. NLTK yardimiyla kelime
boliitleme (tokenization), durak kelimelerin ¢ikarilmasi (stop word removal), goévdeleme
(stemming) ve kiigiik harfe doniistiirme gibi standart veri 6n isleme yontemlerini uyguladik.

Makine 6grenimi (ML), derin 6grenme (DL) ve biiyiikk dil modellerinin (LLM'ler)
performansini karsilagtirmali olarak degerlendirmek i¢in kapsamli deneyler gerceklestirdik. ML
degerlendirmelerimizde Destek Vektor Makinesi (SVM), Lojistik Regresyon (LR), Multinomial
Naive Bayes, Rastgele Orman (RF), Karar Agaci (DT) ve K-En Yakin Komsu (KNN) dahil olmak
iizere yaygin olarak kullanilan smiflandiricilart kullandik. DL i¢in, Uzun Kisa Siireli Bellek
(LSTM), Cift Yonli LSTM (BILSTM), Gegitli Tekrarlayan Birim (GRU), Cift Yonli GRU,
Evrisimli Sinir Ag1 (CNN) ve Tekrarlayan Sinir Ag1 (RNN) mimarilerini degerlendirdik. Ayrica,
CNN-LSTM ve LSTM-CNN gibi hibrit mimarileri arastirdik. Ek olarak, ikili, terim sikligi (TF) ve
terim siklhigi-ters belge sikligi (TF-IDF) 6zellik agirliklandirmasiin yani sira Word2vec, GloVe ve
FastText gibi kelime gomme yontemlerini kapsayan cesitli 0Ozellik ¢ikarma tekniklerini
degerlendirdik. Biiyiik dil modellerinin farkli varyantlarini, dzellikle de BERT'i hem ingilizce hem
de Tirkge dillerinde kapsamli bir sekilde degerlendirdik. Geleneksel makine &grenimi
yontemlerinin performansini artirmak igin, daha sonra makine Ogrenimi siniflandiricilarinda
kullanilan yiiksek kaliteli kelime vektorleri iiretmek lizere LLM'leri entegre ederek benzersiz bir
strateji gelistirdik. Ayrica, LLM'ler ile Diisiikk Siralama Uyarlamas1 (LoRA) kullanarak parametre
optimizasyonu gerceklestirdik.

Metin simniflandirma gorevlerinde etiketli verinin elde edilmesi zorlugu g6z oniine
alindiginda, Kendi Kendine Egitim (Self-Training) ve Birlikte Egitim (Co-Training) gibi yari
denetimli 6grenme yontemlerini arastirdik. Son olarak, smiflandirma performansimi artirmayi
amaglayan yeni bir kendi kendini egiten biiyiik dil modeli yar1 denetimli 6grenme teknigini tanittik.
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Calismamiz, siber zorbalik tespit metodolojilerinin ¢esitli yonlerini arastirmay1 amaglayan
birkag ardisik deney seklinde yapilandirilmistir. Ik asamada, terim agirhiklandirma ydntemlerini
klasik makine 6grenimi (ML) siniflandiricilar ile birlestirerek terim agirliklandirmanin geleneksel
ML smiflandiricilarinin  performans: iizerindeki etkisini arastirdik. Bu adim, geleneksel ML
siniflandiricilarla entegre edildiginde terim agirliklandirma tekniklerinin etkisini aydinlatmayi
amaglamistir. Daha sonra, makine O6grenimi tekniklerini kelime gémme yoOntemleriyle
birlestirmenin etkinligini degerlendirmek i¢in bir deney gerceklestirdik. Buradaki amag, hem
egitimli hem de 6n egitimli kelime gdmmenin geleneksel makine 6grenmesi siniflandiricilarinin
performansini nasil etkiledigini degerlendirmekti. Bu incelemede, kelime gdmme tekniklerinin bir
araya getirilmesiyle elde edilen siniflandirmadaki potansiyel iyilestirmeler ele alinmistir. Bunu
takiben, siber zorbalik tespiti iizerindeki birlesik etkilerini arastirmak igin kelime gomme
vektorlerinin yan1 sira derin 6grenme (DL) metodolojilerini kullandik. Bu asama, DL
yontemlerinin kelime gémme vektorleriyle birlikte, 6zellikle de geleneksel makine 6grenimi
yaklagimlarina kiyasla etkinligini ortaya g¢ikarmayi amacglamistir. Bir sonraki adimda, odak
noktamiz BERT modelinin 6nceden egitilmis ¢esitli varyantlarim degerlendirmeye ve bunlarin
performansint ¢alismamizda kullanilan ML ve DL modelleriyle karsilastirmaya yonelmistir. Bu
karsilastirmali analiz, siber zorbalik tespiti baglaminda BERT varyantlarinin goreceli etkinligini
belirlemeye calisti. Besinci deneyimizde, makine Ogrenimi algoritmalarini BERT modelleriyle
entegre ederek performanslarimi artirmaya calistik. Bu adim, makine 6grenimi algoritmalarinin
siniflandirma dogrulugunu artirmak icin BERT modellerinin yeteneklerinden yararlanmay1
amacliyordu. Ayrica, altinct deneyimizde LoRA parametre optimizasyon teknigini kullanarak
BERT modellerinin farkli varyantlarin1 uyguladik. Bu deney, parametre ayarlama yoluyla BERT
modellerinin performansini optimize etmeyi amaglamistir. Ayrica, etiketsiz verilerin bollugu ve
etiketli verilerin azlig1 goz oniine alindiginda, hem etiketli hem de etiketsiz verilerden yararlanmak
icin yar1 denetimli 6grenme tekniklerini, 6zellikle de Kendi Kendine Egitim ve Birlikte Egitim
tekniklerini kullandik. Bu deneyin bir pargasi olarak, siber zorbalik tespit gorevlerinde
siniflandirma dogrulugunu artirmak i¢in tasarlanmis yeni bir kendi kendini egiten biiyiik dil modeli
tabanlh yontem 6nerdik.

Alandaki kapsamli arastirmalarimiza dayanarak ve bildigimiz kadariyla, mevcut higbir
calisma, tek bir arastirma kapsaminda hem Ingilizce hem de Tiirkge dillerinde siber zorbalik tespiti
icin makine dgrenimi (ML) ve derin 6grenme (DL) yontemlerinin detayli karsilagtirmali bir
degerlendirmesini yapmamuistir. Cesitli deneyler gerceklestirmemize ragmen, bulgularimiz tutarl
bir sekilde FastText kelime gomme kullanan DL modellerinin hem Ingilizce hem de Tiirkce veri
kiimelerinde kayda deger bir etkinlik gosterdigini ortaya koymaktadir. Bir dil modeli olan BERT'in
Oonceden egitilmis varyantlar1 tarafindan sergilenen olaganiistii performansit oOzellikle dikkat
cekicidir. Buna karsilik, egitilmis vektorlerin performansi Onceden egitilmis modellerle
karsilastinldiginda yetersiz kalmaktadir. Ayrica, analizimiz DL modellerinin ML modellerine
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kiyasla iistiin performansimin altin1 ¢izmektedir. Ozellikle, biiyiik dil modellerinin (LLM'ler) ML
teknikleriyle birlestirilmesi, hem Ingilizce hem de Tiirkge dilleri igin, tek basma ML
yaklagimlarinin etkinligini asan gelismis siniflandirma sonuglar1 vermektedir. Ayrica, LLM'lerle,
ozellikle de Diisiik Sira Uyarlama (LoRA) parametre optimizasyon teknigiyle entegre edilmis
BERT varyantlariyla yaptigimiz deneyler, genel LLM sonuglariyla karsilastirilabilir performans
saglamaktadir. Kendi kendini egiten biiyiik dil modeli tabanli yontemimuz, hem ingilizce hem de
Tiirkge dillerinde siber zorbalik tespitinde olaganiistii etkinlik gdstermekte ve bu alanda gelismis
DL metodolojilerinin faydasim1 daha da desteklemektedir.

Ozetle, bu tez hem Ingilizce hem de Tiirkce dillerinde siber zorbalik tespiti icin MLve DL
yontemlerinin karsilastirmali bir degerlendirmesine katkida bulunarak siber zorbalik ve duygu
analizi alanindaki arastirmacilar igin iggoriiler sunmaktadir. Gelecekteki arastirmalar, bu bulgular
diger dillere ve uygulama alanlarina genisletmeyi ve bdylece diinya ¢apinda siber zorbaligin daha

genis bir sekilde anlagilmasina ve azaltilmasina katkida bulunmay1 amaglamaktadir.

Vi



ACKNOWLEDGEMENTS

Pursuing a doctoral degree can be a challenging endeavor. However, with the proper
support, it can become a profoundly transformative experience. Therefore, having a dedicated
supervisor is essential for success in doctoral studies. In this context, | would like to express my
sincere gratitude to my supervisor Prof. Dr. Selma Ayse Ozel for having given me the opportunity
to work under her guidance and learn from her experience. She has always supported and guided
me throughout the research work from title selection to finding the results and compiling the thesis.
Her mentorship, encouragement, and invaluable insights have played a pivotal role in shaping my
research and academic growth though out these years.

| extend my heartfelt appreciation to the members of the thesis committee Associate Prof.
Dr. Ali Inan, Associate Prof. Dr. Serkan Kartal for their invaluable contributions, constructive
feedback, and dedication to excellence. Their expertise and commitment to academic rigor have
been instrumental in shaping the trajectory of my research and ensuring its quality.

I extend my gratitude to all the professors, research assistants, and administrative staff at
the Department of Computer Engineering, Cukurova University for letting me fulfill my dream of
completing a Ph.D. degree by enabling me to take advantage of the departments' facilities.

I am deeply thankful to Associate Prof. Dr. Onder Coban from the Department of
Computer Engineering Atatiirk University, Erzurum, for his valuable assistance throughout my
experimental work. He played a crucial role in reviewing my codes, offering suggestions that
greatly contributed to my research. This collaboration was hand in hand with my supervisor, Prof.
Selma Ayse Ozel.

I express my gratitude to the Council of Higher Education Turkiye for providing me with a
Ph. D scholarship (YOK SCHOLARSHIP). Their support has been instrumental in the successful
completion of my doctoral studies.

Finally, 1 want to extend my sincere thanks to every member of my family who has
consistently provided unwavering moral support and continuous encouragement throughout my
years of education. Their encouragement, sacrifices and belief in my abilities have sustained me

through the ups and downs, inspiring me to persevere and strive for excellence.

vii



LIST OF TABLES

Table 2. 1: Comparisons of the methods used in this thesis with previous studies............c.cccevenenee. 30
Table 3.1: Distribution OF KPD ........cccoiiiiiiiiii e 33
Table 3.2: Sample text from Kaggle (KPD) dataset...........cccveieieiieiiiieie e 33
Table 3.3: DiStribUtion OF FSD.........coiiiiiiiiiii e 34
Table 3.4: Sample teXt From FSD ..o 34
Table 3.5: Distribution O CUD ........ccooiiiiiee st st 35
Table 3.6: Sample teXt fFrom CUD ..o 36
Table 3.7: DiStribUtion OF AT C .. ..ot st ee e e 37
Table 3.8: Sample text from ATC dataSeL..........ccoviiiiiiii e 37
Table 4. 1: Results of Term Weighting and BOW with Traditional ML Classifiers on Turkish
DAEASELS ...tttk bbb bbb b e et e e enteebe e 71
Table 4. 2: Results of Term Weighting and BOW with Traditional ML Classifiers on English
Dt L £ TP OPTR TIPSR 71
Table 4. 3: Results of Term Weighting and N-GRAM with Traditional ML Classifiers for
TUPKISH DALASELS. ....cuvevieriiiisiieie sttt sttt sttt nenre s 72
Table 4. 4: Results of Term Weighting and N-GRAM with Traditional ML Classifiers for
ENQLISN DALASEIS......cuviitiiieiieiie ettt ettt s re et et sa e ese e besreeresreeneenras 72
Table 4.5: Results of Trained Word Embedding Models with Traditional ML Classifiers on
TUPKIS DALASELS. ... cveeveeieeiisiicie sttt sttt nenre s 74
Table 4. 6: Results of Trained Word Embedding Models with Traditional ML Classifiers on
ENQLISN DALASELS......cviitiiiieiieitece ettt sttt s be et et reere et s re e resre e neas 75
Table 4.7: Results of Pre-Trained Word Embedding Models with Traditional ML Methods on
TUFKISN DALASEES......vecvveieiereeiiie ettt ettt e e stease e tesraesaesreeneesreaseeneens 76
Table 4. 8: Results of Pre-Trained Word Embedding Models with Traditional ML Methods on
ENQIISH DALASELS.......cviveieeeeee sttt 76

Table 4.9: Results of Trained Word Embeddings Models with DL Methods on Turkish Datasets. 78
Table 4. 10: Results of Trained Word embeddings Models with DL Methods on English

D1 £ K] K ST P RO TP P PPRPT PP 79
Table 4.11: Results of Pre-trained Word Embeddings Models with DL Methods on Turkish

DALASELS ...ttt ettt E b et e et b e e nereennnes 80
Table 4. 12: Results of pre-trained Word Embeddings Models with DL Methods on English

DALASELS ...ttt bbbt bt b et b et e e nbe e ntr e enreene e 80
Table 4.13: Results of Pre-trained BERT on English Dataset ...........ccocooiviiiieiieie e 82
Table 4.14: Results of Pre-trained BERT on Turkish Dataset. ..........ccocceoeviiieneniene e 82
Table 4. 15: Results of Pre-trained BERT with ML on English Dataset ...........ccccccevvvvvivnieiiinennne 84

viii



Table 4. 16: Results of Using Pre-trained BERT with ML on Turkish Dataset...........c..ccccccevennene. 85

Table 4.17: Results of Using Pre-trained BERT with LoRa PEFT on English Dataset................... 86
Table 4. 18: Results of Using Pre-trained BERT with LoRa PEFT on Turkish Dataset ................. 87
Table 4.19: Results of Using Traditional Semi Supervised Methods on English Datasets.............. 89
Table 4.20: Results of Using Traditional Semi Supervised Methods on Turkish Datasets ............. 89

Table 4.21: Results of Self-Training Semi Supervised Learning with BERT on English Datasets. 90
Table 4.22: Results of Self-Training Semi Supervised Learning with BERT on Turkish Datasets 91



LIST OF FIGURES

Figure 1. 1. % of U.S. adults who say they use at least one social media site, by age
(ANONYMOUS 2)...cvveteeiieste et et sttt este st e ste s e e e steese e testeeseesbeesbesbeessestesteessestesneeseeaseensens 3
Figure 1. 2. Comparisons of Social Media Usage based on Popular Platforms (Anonymous 3)..... 4

Figure 1.3. The percentage of children being cyberbullied based on countries between 2011-

2018 (Bozyigit €t al., 2021) .icueeviieeeiiiieeie e e 6
Figure 1.4. Life time Cyberbullying victimization Rates (ANONYMOUS 6) ...........coovvrerervereeivniennnns 7
Figure 1.5. Summary of Different Forms of Cyberbullying in Online Social Media Networks.... 10
Figure 1.6. Outline of different Machine Learning approaches (Anonymous 15)..........ccccccevvevnnne 18
Figure 1.7. How NLP, ML, and DL are related (Sowmya et al., 2020). .........cccvevvervrivereerinreenenn 20
Figure 3. 1: lllustration of unique bully and non-bully words used in KPD...........c.cccccoviiiiinnnne 34
Figure 3.2: lllustration of unique bully and non-bully words used in FSD............ccccooviiiviininnnne 35
Figure 3.3: Illlustration of unique bully and non-bully words used in CUD ..........cccccoceiiieiiinnnne 36
Figure 3. 4: lllustration of unique bully and non-bully words used in ATC..........ccocoeeiviiiiiiinnnne 37
Figure 3. 5: Differences between undersampling and oversampling .........c..cccocvevveveviecvieneseenenn 38
Figure 3.6: CBOWand Skip-gram architectures for Word2vec model (Mikolov et al., 2013)...... 44
Figure 3.7: FastText word embedding fOr 3 grams..........ccccoeiiiiiiiiniee i 45
Figure 3.8: The Support Vector Maching CIassifier ..........c.cccovviiiiiiiicic i 47
Figure 3. 9: KNN Classifier (Bai et al., 2023) ........cccceviiiiiiiiicieie et 49
Figure 3.10: Basic CNN structure for NLP with two channels (Kim, 2014) ......c..cccccccvevvvinennenn. 52
Figure 3.11: RNN architecture before (left) and after (right) the unfolding (Zhang et al., 2018)..53
Figure 3.12: Architecture Of LSTM CElIS ......ccoviiiiiiiic e e 54
Figure 3.13: Architecture of GRU cells (Karpathy et al., 2015; Lopez, 2019).........ccccevevvrvennene. 55
Figure 3.14: The architecture of a Bidirectional LSTM model (Liciotti et al., 2020).................. 57
Figure 3.15: BiGRU neural network structural unit  (Li etal., 2020).........cccccvvvrininiiiiiiiinine 57
Figure 3.16: Transformer architecture (Ashish et al., 2017) .......ccoceiiiiiiiiiiiine e 59
Figure 3.17: BERT architecture (BERT base and BERT 1arge). .......ccccoovviviiininineicicieeiie 60
Figure 3.18: Input representation of BERT MOGEL...........ccocooiiiiiiiiiiiiiieee e 61
Figure 3. 19: structure of ROBERTa (Singh, 2023). .......ccoviiiriiiiieieieieesese e 62
Figure 3.20: Comparison of NN before dropout (on the left) and after dropout (on the right)

(Srivastava et al., 2014) .......ooiiiiiieieieee e 65
Figure 3. 21: Example of 5-fold cross validation..............c.ccciviiiiiiiiniiissee e 66
Figure 3.22: Confusion matrix (Narkhede, 2018) ........cccceiiiiiiiiiiiieeee e 67



SYMBOLS AND ABBREVIATIONS

ADAM
API
ANN
BERT
BiLSTM
BiGRU
BOW
CcBOW
CPU
CNN
DL

DT
GloVe
GPU
GRU
KNN
LR
LLM
LSTM
ML
NB
MNB
NLP
NLTK
NN
RELU
RF
RNN
SSL
SMOTE
SVM
TC

TF
TF*IDF
TPU

: Adaptive Moment Estimation

. Application Programming Interface

- Artificial Neural Network

: Bidirectional Encoder Representation from Transformers
: Bidirectional Long Short-Term Memory
: Bidirectional Gated Recurrent Unit

: Bag-of-Words

: Continuous Bag-of-Words

: Central Processing Unit

: Convolutional Neural Network

: Deep Learning

: Decision Tree

: Global Vectors

: Graphics Processing Unit

: Gated Recurrent Unit

: K-Nearest Neighbors

: Logistic Regression

: Large Language Model

: Long Short-Term Memory

: Machine Learning

: Naive Bayes

: Multinomial Naive Byes

: Natural Language Processing

: Natural Language Toolkit

: Neural Network(s)

: Rectified Linear Unit

: Random Forest

: Recurrent Neural Network

: Self-Supervised Learning

: Synthetic Minority Oversampling Techniques
: Support Vector Machine

. Text Categorization (or Classification)

: Term Frequency

: Term Frequency*Inverse Document Frequency

: Tensor Processing Unit

Xi



1. INTRODUCTION

1.1. Bullying

Bullying can be described as targeted intimidation or humiliation (Juvonen & Graham,
2014). Bullying is a form of mean behavior where a physically stronger or socially more prominent
person repeatedly threatens, intimidates, demeans, or belittles another person who is in most cases
a less powerful (Juvonen & Graham, 2014; Patchin & Hinduja, 2006; Smith et al., 2008). Bullying
is identified by three key attributes. In the first place, the presence of hostile intent (indicating
aggressive behavior from the bully towards the victim), secondly, a repetitive nature (occurring
consistently over a period), and lastly an inherent power imbalance (where the bully possesses
physical strength, can disclose humiliating information, or is recognized for causing harm to
others) (Smith et al., 2008).

Various forms of bullying exist, including physical, verbal, and social (Dracic, 2009;
Juvonen & Graham, 2014). Physical bullying involves acts such as hitting, fighting, shouting,
spitting, tripping, pushing, kicking, pinching, and shoving while verbal bullying encompasses
behaviors like name-calling, threatening, and taunting (Dracic, 2009). Social bullying, on the other
hand, involves actions aimed at embarrassing someone publicly, such as spreading rumors,
excluding individuals deliberately, laughing at, or mocking them (Yang & Salmivalli, 2013). A
majority of bullying victims are males, demonstrating a higher likelihood of males being subjected
to bully compared to females and this may be partly because the focus of the types of bully are not
very often displayed by females (Kistner et al., 2006). Young children and adults both participate in
bullying. Findings from survey research indicate that around 25-50% of young people are directly
engaged in bullying either as perpetrators, victims, or in some cases, both (Juvonen & Graham,
2014). Likewise, younger age groups tend to primarily participate in direct verbal forms of
bullying, while older age groups predominantly involve themselves in behaviors like exclusion,
sabotage, and gossip (Privitera & Campbell, 2009; Vaez et al., 2004).

Bullying is associated with both immediate and enduring effects, including physical harm,
difficulties in social functioning, diminished self-confidence, feelings of depression and anxiety,
absenteeism from school, decreased academic performance, and a heightened risk of turning to
self-medication as a primary issue of concern (Juvonen & Graham, 2014; Smokowski & Kopasz,
2005; Xu et al., 2012). The detrimental impact of bullying extends across various aspects of an
individual's life, affecting not only their physical health but also their emotional and social

dimensions.



1.2. Social Media

In the last few years, a significant global surge has been observed in the usage of social
media networks. This can be attributed to advancements in technology, which are complemented
by the availability of robust internet services and the widespread use of digital devices such as
smartphones, mobile tablets, and modern computers. The evolution of social media, transitioning
from the traditional web (web 1.0) to the Internet of Things (web 3.0), has revolutionized the way
users retrieve data, engage with others, and search for information. Social media comprises a range
of online platforms tailored to facilitate and enrich social interactions. These platforms represent a
set of internet-based tools that have developed from the foundational principles of both the
conceptual and technological aspects of web 2.0. These platforms enable the creation and sharing
of user-generated content, fostering a dynamic environment for communication and collaboration
on the Internet (Kaplan & Haenlein, 2010). As of October 2023, global statistics indicated that
there were approximately 5.3 billion internet users worldwide, constituting around 65.7% of the
total population. Among these users, approximately 4.95 billion people, accounting for 61.4% of
the world's population, were active on social media platforms (Anonymous 1). Additionally, more
than 80% of teenagers possessed at least one form of modern media technology, such as a
cellphone, personal digital assistant, or computer for internet access. They are increasingly utilizing
this technology for activities like texting, instant messaging, emailing, blogging, and accessing
social networking websites (David-Ferdon & Hertz, 2007).

Researchers spanning disciplines from sociology, psychology, and computer science have
shown keen interest in social media research (Xiao et al., 2012). Within this, sociologists find
social media data to be a crucial resource for comprehending and analyzing human behavior (Wong
et al., 2014). In computer science, social media research tackles challenges like information
extraction (Siwag et al., 2014) user behavior analysis, and identification of fake profiles, (Terrana
et al., 2014). It also explores trends in opinions and content-sharing behavior, sentiment analysis,
cyberbullying (Mfenyana et al., 2013).

Social media serves as an excellent platform for exchanging information and thoughts,
fostering collaboration, and facilitating communication among individuals. Consequently, it
enables easy access to vast amounts of information and immediate updates on current events. Users
have the freedom to share links, photographs, and videos, maintain contact with friends regardless
of their location, expand their social circles, participate in online forums, and gain exposure to
diverse perspectives from around the globe (Mfenyana et al., 2013).

Examples of the most generally used popular social media platforms on a global scale
include Facebook, X formerly Twitter, YouTube, Instagram, TikTok, WhatsApp, Telegram, and
LinkedIn among others which serve hundreds of millions of users that are connected with billions
of links (Y. Li et al., 2017). As an illustration, individuals utilize LinkedIn as a platform for
business and professional networking, providing information about their professional

2



achievements. In contrast, Facebook predominantly caters to users seeking connections with family
members and friends. X (Twitter), on the other hand, functions as a microblogging tool for those
interested in reading or sharing the latest news updates (Y. Li et al., 2017).

Social media is used in many diverse sectors like education, politics, and business (Raut &
Patil, 2016; Smits, 2013). For instance, in business, entrepreneurs and enterprises have the
opportunity to engage with their customer base, promote and sell their products, introduce new
services, enhance brand visibility, and bolster brand reputation, all at a relatively low cost
(Vardhini et al., 2019). Research indicates that a substantial 81% of small and medium-sized
businesses actively leverage various social media platforms to achieve their goals (Edosomwan,
2011; Vardhini et al., 2019). Furthermore, an interesting statistical insight reveals that 78% of
individuals who voice their concerns or complaints about a brand through X (Twitter) anticipate a
response within just one hour (Edosomwan, 2011; Vardhini et al., 2019). This highlights the
increasing importance of social media as a potent instrument for effective and prompt customer
engagement within the business realm. Additionally, governments utilize social media as a channel
for informing, interacting with, and assisting citizens (Mfenyana et al., 2013). Figure 1.1 is adapted
from a Pew Research Center report, indicating that while young adults were among the initial
adopters of social media, usage among older adults has surged in recent times. As of 2021, 75% of

adults are active on at least one social media platform.
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Figure 1. 1. % of U.S. adults who say they use at least one social media site, by age (Anonymous 2).

While social media undeniably provides significant benefits, it also presents a potential
environment for cybercrimes and inappropriate online conduct, including hacking, fraudulent
activities, scams, and cyberbullying. This thesis concentrates on cyberbullying, which is

experiencing a global increase in prevalence.
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Figure 1. 2. Comparisons of Social Media Usage based on Popular Platforms (Anonymous 3).

Figure 1.2 depicts the insight into social media usage by US adults based on the popularity
of these platforms. Youtube, Facebook are among the most popular social media sites in America.
According to this, adults report using Instagram, while smaller percentages use platforms like
TikTok, LinkedIn, Twitter (X), and BeReal.

1.3. Cyberbullying

As more people connect through social media networks, online threats like cyberbullying
(CB) are becoming a very serious problem in today’s world. CB has been recognized by the
Centers for Disease Control and Prevention (CDC) as a serious public health issue, and the CDC
has cautioned the public about it (Aboujaoude et al., 2015). CB is a type of virtual bullying in
which individuals or groups regularly send offensive or aggressive messages to other people
through electronic or digital media with the intention of hurting or upsetting them (Tokunaga,
2010). This definition of CB emphasizes crucial elements such as the technological aspect, the
hostile nature of the behavior, and the intention to cause harm (Aboujaoude et al., 2015). In a more
recent study, cyberbullying is defined as intentional and aggressive behaviors displayed on the
internet, repeated over time, and directed towards a victim who is unable to defend themselves
(Emmery et al., 2021).

Apart from being conducted online, CB entails sending or posting derogatory or harmful
text or images using information and communication technology (ICT) devices. Depending on the
context, CB is referred to by various terms such as internet bullying, cyber harassment, electronic
bullying, online bullying, and digital bullying, all of which encompass the concept of CB
(Kowalski & Limber, 2007; Samara et al., 2017). Cyberbullying can take various forms, including

text, images, collages, memes, and other content (Hasan et al., 2023).



CB exhibits similar traits to traditional bullying: there exists a power imbalance between
the perpetrator and the target, the harm inflicted is deliberate, and the behavior is repetitive over
time (Corcoran et al., 2015; Dehue et al., 2008). However, due to the internet serving as the
communication medium, additional variables have surfaced, rendering geographical location,
timing, and physical presence irrelevant factors in the perpetration of CB. Unique aspects of CB
encompass the anonymity of the bully, who conceals their identity behind a virtual mask, making it
difficult to identify them or discern their location of origin. The larger potential audience for the
abuse being carried out since online information is viewable by any one and can be liked or shared
as many times as possible, the information can keep resurfacing at any time 24/7 and is very hard
to remove or delete once shared chaired (Emmery et al., 2021). Nevertheless, not every cyberbully
operates under the veil of anonymity. Instant messaging platforms such as WhatsApp, text
messaging, and emails can all serve as mediums for cyberbullying if individuals involved suffer
harm from the content conveyed. Some cyberbullies convey threats and harassment to their targets
through instant messaging, SMS, or email. Others propagate rumors or spread gossip, inciting
public animosity and even organizing anti-victim campaigns.

Publicity is an important factor in CB described as the size of the audience communicating
through social media, either privately or publicly (Sticca & Perren, 2013). Publicity attacks can
take private forms such as email or public forms such as Twitter and Facebook. According to a
study conducted by Ditch the label, one of the world’s leading anti-bullying organizations, the top
social media sites where people experience cyberbullying are Facebook, Instagram, Shapchat,
YouTube, and Twitter (Anonymous 4). Public cyberbullying is regarded as more detrimental than
private cyberbullying (Sticca & Perren, 2013). An instance of private bullying is the silent
treatment, a form of "relational aggression" demonstrated by a partner (Young & Nelson, 1999). In
this form of private social exclusion, a partner is deliberately ignored and rebuffed; for instance, an
individual may send numerous text messages to someone and receive no response. This can lead to
psychological harm. This is very common with most people communicating on WhatsApp these
days, as if you send a message to someone and the recipient of the message has read the message as
it is appeared on WhatsApp with a blue tick, the recipient may end up not responding to the
messages. This will in turn put the sender under psychological stress.

Technological advancements have significantly contributed to the widespread occurrence
of cyberbullying. For instance, the proliferation of cell phones, including camera phones, has led to
instances where compromising photos of students taken in school locker rooms or restrooms are
circulated via email throughout the school or posted on various websites (Raskauskas & Stoltz,
2007). Such incidents are unfortunately commonplace among youth worldwide on a daily basis.
For instance, a student may take a picture of their classmate in the shower and distribute it
throughout the school using social media networks. Another example involves sixteen-year-old
David Knight, who faced teasing and taunting from peers at school. His situation worsened when a
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friend sent him a link to a webpage titled “Welcome to the page that makes fun of David Knight,”
which contained derogatory comments directed at David and his family (Raskauskas & Stoltz,
2007).

The goal of CB actions is mainly to threaten, harm, humiliate, and endanger fear and
helplessness in the victim (Young & Nelson, 1999). However, it should also be noted that the
reason for cyberbullying, as indicated by cyberbullies and non-bullies, encompasses factors such as
low self-esteem or the need to enhance one’s self-image, a craving for power and dominance,
finding amusement in the act and seeking revenge (Smith et al., 2008). In a research study by
Comparitech (Anonymous 5), which interviewed by asking parents about whether their children are
exposed to cyberbullying, the results obtained showed that cyberbullying has steadily grown and

rapidly increased from 2011-2018 as is shown in Figure 1.3.
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Figure 1.3. The percentage of children being cyberbullied based on countries between
2011-2018 (Bozyigit et al., 2021)

According to research conducted in Canada, approximately one-quarter of students have
encountered cyberbullying (Q. Li, 2006). Other studies from various countries indicate that
between 10% and 25% of young individuals experience cyberbullying (Agatston et al., 2007;
Ortega et al., 2009; Patchin & Hinduja, 2006; Rivers, I., & Noret, 2010). Similarly, in a survey
conducted on cyberbullying in American middle schools, findings revealed that 18% of the total
sample (N = 3767), 25% of female participants (n = 1915), and 11% of male participants (N =
1852) reported experiencing cyberbullying at least once in the year preceding the study. Among the
children who disclosed experiencing cyberbullying, 53.2% stated that the perpetrator was a fellow
student from their school, while 37% identified the cyberbully as their friends (Kowalski &
Limber, 2007).

An analysis of survey research involving 384 respondents under the age of 18 revealed that
11% acknowledged engaging in cyberbullying, 29% claimed to have been victims of
cyberbullying, and over 47% reported witnessing instances of cyberbullying. The primary
platforms for cyberbullying were found to be chat rooms, followed by computer text messaging

and email, respectively (Patchin & Hinduja, 2006). In another study conducted in 2009, which
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involved a sample of 1,671 adolescents aged 12 to 17, 5% reported experiencing both traditional
bullying and cyberbullying (Ortega et al., 2009). According to the 2014 EU Kids Online report,
approximately 20% of children aged 11 to 16 are susceptible to cyberbullying.

According to a study conducted by the Cyberbullying Research Center spanning from 2007
to 2023, an average of 31.2% of students involved in the studies reported being victims of
cyberbullying at some point in their lifetime. Moreover, the study reveals a notable increase in the
rate of cyberbullying from 18.8% in 2007 to 54.6% in 2023.

Lifetime Cyberbullying Victimization Rates
Thirteen Different Studies 2007-2023
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Figure 1.4. Life time Cyberbullying victimization Rates (Anonymous 6)

The enhanced internet infrastructure and widespread accessibility of affordable devices,
such as computers and tablets, have led to the widespread adoption of social media, subsequently
giving rise to the alarming phenomenon of cyberbullying. While these technologies offer

undeniable benefits, their misuse poses significant challenges.

1.3.1. Components of Cyberbullying

Cyberbullying comprises various elements that shape its occurrence and effects. Research
on cyberbullying varies depending on these elements. At its core, the phenomenon involves several
actors, including the bully, victim, bystander, and platform (Emmery et al., 2021; Sticca & Perren,

2013). These actors can be defined as follows:

e Bully: This term generally denotes an individual who intentionally uses profanity,
intimidation, or aggression to dominate or evoke fear and distress in others.
7



e Victim: The person battered by the bully. Victims often struggle to defend themselves
and are frequently subjected to the power dynamics established by the bully.

e Bystander: An observer of the bullying incident who is not directly involved.
Bystanders can demonstrate support for the victim by providing positive feedback and
endorsing their actions.

e Platform, Context, and Modality: An additional important consideration is the
platform on which cyberbullying occurs, as well as the modality used, which may

include the publishing of abusive images, videos, or text messages.

Blogs and social media networking sites, which offer more open space on the internet after
the last decade, have become the most common avenue for CB. Everyone can use these virtual
settings for free. Individuals can develop and post messages, and blogs without limitation. These
spaces, on the other hand, can be used to mock and shame other people. (Bhat, 2008) conducted a
research study that found that cyberbullies publish the victims' blog entries with remarks pertaining
to their physical appearance, intellectual capabilities, well-being, and sexual orientation. An
additional study conducted by (Slonje & Smith, 2008) revealed that the most prevalent form of
cyberbullying identified by participants (approximately 46 percent) is cyberbullying through
comments, videos, and images. In this study, bully was considered a major factor since it’s the one
that purposefully uses profanity, intimidation, or hostility to assert control or instill fear and anxiety

in others.

1.3.2. Forms of Cyberbullying

Cyberbullying can occur in a variety of ways, such as sharing content, or sending
intimidating and insulting messages using ICT tools. According to researchers, cyberbullying can
be categorized into 7 different forms including; flaming, denigration, impersonation, harassment,
outing, cyberstalking, and exclusion (Beale & Hall, 2007; Beran & Li, 2008; Emmery et al., 2021;
Van Hee, Jacobs, Emmery, Desmet, et al., 2018). A brief explanation of the cyberbullying forms is

given below;

e Denigration: Denigration entails the dissemination of gossip, rumors, or false
information about an individual, constituting a prevalent manifestation of CB in recent
times. The pervasive nature of this phenomenon is largely attributed to the widespread
utilization of social media platforms. In the contemporary digital landscape,
individuals engaging in denigration often exploit the expansive reach and
instantaneous connectivity afforded by various online platforms to spread misleading

narratives about their targets.



¢ Flaming: Flaming often entails sending or posting aggressive, angry, or irritating
remarks with the intent of inflaming the emotions and sensitivities of others. These
statements or communications do not promote or contribute to the subject at hand but
rather aim to socially or mentally damage another person and impose dominance over
others. The majority of flame occurs on online discussion boards, forums, and
comment sections of news stories (e.g., sports, celebrities, current events), etc.

e Impersonation: This behavior is predominantly observed on popular social media
platforms like Facebook, Twitter, and Instagram. The perpetrator of cyberbullying
often employs a deceptive tactic by assuming the guise of a cybercrime victim,
fabricating a fake account, and impersonating the individual they intend to target.
Through this method, the cyberbully places the victim in a precarious position and
proceeds to transmit inappropriate messages to others, exacerbating the harm caused
by their actions.

e Harassment: Threats and harassment share similarities as forms of cyberbullying.
Harassment involves the use of profanity, sending explicit video images, or delivering
insulting text messages. The key distinction in harassment lies in the sustained and
persistent nature of this bullying behavior.

e  QOuting: Outing pertains to the act of revealing confidential and embarrassing personal
details about the target, such as their phone number, photos, or videos, without
obtaining the individual’s consent. The cyberbully intimidates the victim by making
threats of harm, violence, or even death, often coupled with demands for the victim’s
address information.

e  Exclusion: This category of cyberbullying contains the prevention, undesirability, and
exclusion of the victim from various online spaces, including social media platforms,
forums, electronic message groups, and online gaming. The objective is to cause
emotional suffering to the victim by deliberately excluding and isolating them from

significant online communities.

Direct and indirect cyberbullying are the two main classifications into which various forms
of cyberbullying can be classified. While indirect cyberbullying happens without the victim's
knowledge or swift notice, direct cyberbullying entails the victim being specifically targeted. Direct
cyberbullying, for example, would be removing someone from an internet platform; indirect
cyberbullying would be things like sharing someone's personal information online or publicly
publicizing it (Vandebosch & van Cleemput, 2009).

Once cyberbullying content is published online, it becomes challenging to remove, and

even if removed, it may resurface later, causing continuous worry and anxiety for the affected



individuals. Therefore, detecting cyberbullying is crucial to address its harmful effects (Emmery et
al., 2021).
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Figure 1.5. Summary of Different Forms of Cyberbullying in Online Social Media

Networks

1.3.3. Cyberbullying Tools

One of the researcher’s main goals in attempting to explain the nature of cyberbullying is
to determine which instruments are employed to carry out this bad conduct. According to a study
conducted by (Bhat, 2008), the most commonly used cyberbullying tools include social networking
sites like Facebook, Twitter, and Instagram, etc., instant messaging, email, chat rooms, blogs,
websites, text messages, pictures, and video clips.

In the last decade, blogs and social networking platforms, which expanded the open spaces
on the internet, have transformed into potential sources of cyberbullying material. These virtual
spaces offer unrestricted freedom to individuals to create and share materials. However, it is
noteworthy that these environments can also be exploited for humiliating, ridiculing, and launching

attacks against people individually or in the form of groups.

1.3.4. Effects of Cyberbullying

The consequences of CB can vary based on the bully’s motivations, age, and the gender of
the victim. Both empirical and non-empirical research consistently highlight the severe impact of
Cyberbullying on victims. Research indicates that CB victimization can lead to numerous severe
consequences, including heightened suicidal tendencies, diminished self-esteem, and various
emotional reactions such as fear, frustration, anger, depression, and a desire to retaliate (Emmery et

al., 2021; Hinduja & Patchin, 2007, 2010; Patchin & Hinduja, 2006; Van Hee, Jacobs, Emmery,
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DeSmet, et al., 2018). Consequently, victims often withdraw from socializing with friends and
participating in activities, which is the primary objective of the bully person. Cyberbullying has the
potential to drive a victim to commit suicide. In the United States, there have been many reported

examples of cyberbullying leading to a teen's suicide (Bhat, 2008; Hinduja & Patchin, 2010).

Mental and emotional Impact

Previous studies have documented various emotional repercussions linked to
cyberbullying. For instance, a study involving 20 students in Grades 8 to 12, conducted by
(Kowalski & Limber, 2007; B. Spears, 2009), examined the effects of cyberbullying on
participants' well-being. The research identified three main themes:

X3

%

Experience of intense negative emotions such as unhappiness, sadness, embarrassment,

powerlessness, loneliness, depression, and anxiety.

7
0.0

Fear related to engaging in social situations, leaving the house, and the breach of
previously safe spaces.
%+ Harming some one’s reputation and self-esteem, self-perception, feelings of rejection,

and the potential for public humiliation.

Comparable emaotional responses were noted in larger sample sizes. Some studies indicated
that, in the range of 35% to 43%, self-reported victims of cyberbullying asserted they experienced
no emotional repercussions (Hinduja & Patchin, 2007; Ortega et al., 2009). This indicates that over
half of the victims experience negative consequences. This could potentially occur due to the
reluctance of cyberbullying victims to disclose the emotional impact they have experienced or their
lack of awareness regarding the effect they have been subjected to.

The severity of bullying may correlate with its impact on victims. Among those who report
experiencing emotional consequences, a significant portion, up to 93% of participants, describe
feelings such as anger, frustration, fear, increased paranoia, suspicion, or a blend of these emotions
(Cassidy et al., 2012; Hinduja & Patchin, 2007; Ortega et al., 2009; Raskauskas & Stoltz, 2007).
Research also indicates that depression and depressive symptoms are common reactions to
cyberbullying. For instance, a study found that victims of cyberbullying exhibited more depressive
symptoms compared to a control group (Raskauskas, 2009). Moreover, in a study examining the
impact of electronic bullying on 41 adolescents, 60% of victims reported feelings of sadness,
hopelessness, and depression (Raskauskas & Stoltz, 2007). Similarly, another study involving a
larger sample found that 13% of adolescents reported symptoms of depression attributable to
cyberbullying (Ortega et al., 2009). These findings underscore the significant concern of depression

in cyberbullying, leading to fear and distress.
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Suicidal tendencies has been widely a great concern in CB and researches have
investigated a link between cyberbullying and suicidal tendencies (Cassidy et al., 2012; Hinduja &
Patchin, 2010). Research studies indicate that approximately 20% to 42% of victims reported
experiencing suicidal thoughts subsequent to being cyberbullied (Cassidy et al., 2012; Hinduja &
Patchin, 2010; Ortega et al., 2009). In another study conducted to investigate the effect of CB,
19% of respondents acknowledged having attempted to commit suicide and in their findings,
researchers emphasized that CB were twice likely to have committed suicide (Hinduja & Patchin,
2010).

Mediation models have been employed to explore the direct and indirect connections
between CB and suicidal ideation. In a survey involving 426 students aged 10-21, participants were
queried about self-control, mood, deliberate self-harm, suicidal tendencies, and experiences of
cyberbullying victimization. The findings revealed that the association is not straightforward but is
influenced by adverse mood, emotional responses, and self-control. Additionally, it was found that
a positive mood and higher levels of self-control are inversely associated with self-harm (Hay &
Meldrum, 2010).

Different media have reported about suicidal tendencies as a result of CB. The most
famous one is of a 14- year old Hannah Smith who decided to hang herself after negative
comments were posted on her ASK.FM page (Milosevic, 2016). Hanah received sequence of rude

messages on her ASK.FM website, providing instructions to "ingest bleach," "acquire cancer," and
"perish”. Hanna’s experience is a proving point that cyberbullying can lead to suicide. Similarly,
Alex Teka of New Zealand passed away in 2006 at age of 12. According to media reports, prior to
her passing, she purportedly endured CB, receiving abusive and threatening emails and texts from
classmates at her school (Anonymous 7). Allegedly, the bullying intensified after her mother raised
concerns with school authorities. In the United States, Megan Meier, took her own life in 2006 at
the age of 13. She had developed an online relationship with someone she believed to be a 16-year-
old boy named "Josh" on the social networking site Myspace. However, "Josh's" profile was
allegedly created by the mother of one of Megan's former friends, as a ruse to gain Megan's trust.
Shortly before Megan's death, "Josh" sent her cruel and hurtful messages Theguardian (2008). In
another case, Ryan Patrick Halligan ended his life at the age of 13 in 2003. His father shared his
story after his passing, which was documented on a website created by his parents in his honor.
Leading up to his death, Ryan faced challenges including rumors about his sexuality and unwanted
online sexual advances from an unidentified person posing as a boy, which led to rejection by his
female classmates (Anonymous 8). These interactions occurred through instant messaging. In
2011, Jamey Rodemayer an American adolescent aged 14, killed himself because he has faced CB
for years due to sexuality. Before his passing, he regularly received messages on his social media
containing derogatory remarks targeting his sexual orientation, such as "Jamie is foolish,

homosexual, overweight, and unattractive; he should perish!" Another post stated, "I wouldn’t
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mind if you were to die, nobody would, so why not just do it? It would bring joy to everyone!".
Eventually, he ended his life as a result of constant threatening messages of which he couldn’t bear
(Anonymous 9). Similarly, in 2012, 14-year-old Seniz Erkan, a Turkish living in Australia jumped
Infront of a speeding train after being targeted by cyberbullies on her social media website. It was
reported that prior to her death, unidentified people hacked into her social media and sent
disgusting messages to her friends (Anonymous 10). Additionally, in 2018, a 14-year-old, an
Australian by the name Dolly Everett who was also a former child model, murdered herself after
being a targeted by CB. As reported by her family, she was constantly involved in social media and
received online threats which resulted to her death (Anonymous 11). All of these cases reported
above highlight the sort of injury and severe harm that are caused as a result of CB, and the nature
of misuse of Information and Communication Technology (ICT). However, it should also be noted
that most of the cases go unreported.

CB has profound mental and emotional effects on individuals, often leading to heightened
levels of anxiety and depression, as well as a significant decline in self-esteem. The relentless
nature of online harassment can induce feelings of isolation and worthlessness, exacerbating
existing mental health challenges. In extreme cases, cyberbullying has been associated with
suicidal ideation, as victims grapple with the overwhelming emotional burden imposed by the
constant threat and humiliation. The psychological toll of cyberbullying underscores the urgent
need for preventive measures, support systems, and mental health resources to mitigate the severe

consequences on individuals' emotional well-being.

Academic Impact

The relationship between CB/ cyber victimization and academic performance is seen in
various ways as described below;

When it comes to academics, learners need to concentrate during lessons and after lessons
in order to perform at their best in school, However, being cyberbullied will make it harder for
students to have maximum concentration in order to pay more attention in class. In a study
investigating the impact of bullying on students and academic achievement, it was found that 62%
of cyberbullying victims reported difficulty focusing on schoolwork, with 5% admitting to
frequently thinking about cyberbullying incidents during class (Tjavanga, 2012). Additionally,
research by (Slonje & Smith, 2008) revealed that experiencing cyberbullying is associated with
lower academic achievements. Comparative studies were conducted to assess differences between
cyberbullied and non-bullied students, which yielded significant findings. Cyberbullied students
exhibited behaviors such as carrying weapons to school (13% vs. 0.6%), receiving detentions or
suspensions (0%-21% vs. 11%), and skipping classes (20%-33% vs. 4%) (Hinduja & Patchin,
2007; Ybarra et al., 2007) Poor academic performance is also linked to cyber victimization, as
evidenced by lower scores in exams, both overall and in recent assessments, as well as engagement
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in cheating behavior (Hay & Meldrum, 2010; Hinduja & Patchin, 2007, 2010; Ybarra et al., 2007).
Similarly, victims of cyberbullying struggle to concentrate during exams and lessons, leading to a
decline in academic performance (Cassidy et al., 2012).

CB significantly impacts academic performance by causing emotional distress, social
isolation, and decreased self-esteem among victims, hindering their ability to concentrate and
engage in learning. The resulting physical health issues and avoidance behaviors, such as skipping
classes, contribute to missed assignments and falling grades. Prolonged exposure to cyberbullying
can impair cognitive functioning, affecting memory and concentration. Additionally, the negative
school climate fostered by cyberbullying can disrupt the overall learning environment, making it
challenging for students to focus on their studies. It is imperative for schools and communities to
implement anti-bullying measures and support systems to address the emotional well-being of
those affected by cyberbullying and create a positive atmosphere conducive to academic success.

Social Impact

Several studies have explored the connection between cyberbullying victimization and
social standing. For instance, in a study involving 1,700 students in grades 5-11, (Fetchenhauer &
Belschak, 2009) found that decreased social popularity in chat rooms was linked with experiencing
cyberbullying. Participants rated their popularity in both chat rooms and classrooms, as well as
reported the percentage and nature of cyberbullying they encountered. There was, however, no link
between social popularity at school and cyber victimization. Whereas results revealed that CB
corelated with cybervictimization, there was no relationship between participating in traditional
bullying and cybervictimization (Fetchenhauer & Belschak, 2009; Rivers, 1., & Noret, 2010;
Vandebosch & van Cleemput, 2009). It has also been discovered that female students, but not male
students, are more likely to experience more than one cyber victimization position (victim, bully,
bystander) (Rivers & Noret, 2010).

Several researchers have delved into the influence of self-perceptions on the social
implications of cyberbullying. Studies with small sample sizes have shown a strong association
between cyber victimization and avoidance of social interactions (Barbara Spears et al., 2009).
However, findings from studies with larger sample sizes present conflicting results. For instance,
numerous studies have discovered that many victims of cyberbullying do not perceive significant
trauma in terms of their peer relationships (Cassidy et al., 2012). In fact, when traditional forms of
victimization and cyberbullying are taken into account, cyberbullying does not necessarily indicate
lower social competency skills. Instead, some cyberbullies exhibit well-developed social skills that
they utilize to manipulate others (Vandebosch & van Cleemput, 2009).

As per the finding of the study, it shows that most victims of cyberbullying do not perceive
themselves as encountering social difficulties. However, for some individuals, there exists an
emotional aspect to cyber victimization that holds significance. Further investigation is required to
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explore the connection between cyber victimization and social well-being. Nevertheless, it is
imperative to recognize that the academic setting serves as a crucial context where the emotional
and social repercussions of cyberbullying hold significance. Consequently, educators should be
attentive to the potential impacts on students and consider providing support to those who may be
vulnerable to cyberbullying. The importance of understanding and addressing the emotional and
social dimensions of online victimization is underscored, emphasizing the responsibility of teachers

in fostering a supportive and safe learning environment.

1.3.5. Cyberbullying Awareness and Prevention

Cyberbullying has gained significant prominence because a large portion of the population,
including both the younger generation and adults, is actively engaged in social media. Many
individuals have become targets of the detrimental effects of cyberbullying, leading to
internationally reported incidents of life-threatening experiences for instance in a 2016 UNESCO
report which highlighted cases and policies from across the globe, emphasizes that CB is not solely
a public health apprehension but indeed a violation of human rights (Haber, 2016). There is an
urgent need to thoroughly investigate and study cyberbullying for the purpose of prevention and
detection. Challenges in addressing and preventing cyberbullying include the timely identification
of incidents, communication with internet service providers (ISPS), law enforcement agencies
(LEA) and the identification of both victims and perpetrators. Diverse theoretical measures have
been proposed to address and engage people in reducing CB threats. Also, some research has been

done from social perspective. Some of the prevention measures are listed below:

e  Sensitization: Various sensitization campaigns to produce responsiveness about the
various forms of cyberbullying, its consequences, and the importance of fostering a
positive online culture have been put in place. These campaigns often target schools,
communities, and online platforms to inform individuals about responsible online
behavior and the potential harm caused by cyberbullying. For example, every third
Friday in June is designated as National Bullying and Cyberbullying Awareness Day,
during which schools and organizations come together to promote awareness of
bullying and cyberbullying and their adverse effects (Anonymous 12). Additionally,
various national and international institutions have been established with the goal of
enhancing individual cybersafety and security, such as Kiva and the Finnish
Cyberbullying Prevention Program (Anonymous 13) among others.

e Reporting mechanisms: Cyberbullying is considered violation in many social media
platforms. Many social media sites, including Facebook and Twitter, have reporting

guidelines that can assist users in reporting bullying and, as a result, promote a secure
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online environment. These consist of determining the target audience settings,
blocking specific users, reporting inappropriate behavior (Krutka et al., 2020).

Some Schools usually contemplate various forms of disciplinary measures for
cyberbullying, including detention after-school, suspension, and expulsion, depending
in some extreme scenarios on the extent of the incident. In certain U.S. educational
institutions, there is a mandate to provide education to students about cyberbullying
and its consequences. This is integrated into the curriculum.

Parental Involvement: Engaging parents in cyberbullying awareness is crucial.
Educating parents about online safety, checking their kids’ online activities, and
encouraging open communication can contribute to a supportive environment both at
home and in the virtual space.

Encouraging Empathy and Digital Citizenship: Promoting empathy and positive
digital citizenship is fundamental in preventing cyberbullying. Teaching individuals to
respect others online, understand the impact of their words and actions, and promote a
culture of kindness contributes to creating a more inclusive and supportive online
community.

Policy implementation: Policy implementation is essential to discourage or prohibit
cyberbullying, necessitating the establishment of effective reporting mechanisms to
law enforcement. Penalties, in the form of fines, should be imposed on individuals
found guilty of engaging in cyberbullying. As an illustration, in the United States, with
the exception of Montana, every state has enacted legislation addressing bullying, and
a significant majority have broadened their anti-bullying laws to encompass
cyberbullying. Almost half of the states explicitly prohibit cyberbullying, with some
providing clear definitions of severe forms, including threats and cyberstalking,
treating them as criminal offenses reportable to law enforcement. Louisiana, for
example, imposes penalties on cyberbullies aged 17 and above, including fines of up

to $500, imprisonment, or a combination of both (Anonymous 14).

Several studies in the arenas education and psychology have explored CB and its defining

traits (Smith et al., 2008; Wright et al., 2009). These researchers are dedicated to offering guidance

to parents and school authorities on how to address incidents of cyberbullying and the appropriate

procedures for reporting such occurrences. However, very little attention has been devoted to

automatic identification of Cyberbullying. There have also been few studies in the domain of

automated cyberbullying detection. Machine learning techniques have been utilized in the

automatic detection of cyberbullying.

16



1.4. Machine Learning

Machine learning (ML) involves the development of computing algorithms designed to
mimic human intelligence. It is defined as the capacity of a computer to autonomously learn how to
make decisions using available data and experiences (Mitchell, 2006). ML is characterized as an
automated system that utilizes past experiences to inform future decision-making processes. ML,
which sits at the interface of statistics and computer science, seeks to create algorithms that can
learn from data and make predictions based on those insights (Provost & Kohavi, 1998). These
algorithms enable computers to construct models from sample inputs, facilitating data-informed
predictions and decisions, rather than strictly adhering to programmed instructions. The data
utilized in ML, referred to as training data, serves as the basis for making decisions, which may
include classification or prediction for new objects or data. Computers use learning algorithms to
categorize incoming data, which allows them to use ML in a variety of fields, including banking,
entertainment, medical, pattern recognition, computer vision, spacecraft engineering, and more
(Mitchell, 2006; Naga & Murphy, 2015). Based on the type of data labeling, ML is divided into
three categories: semi-supervised learning, unsupervised learning, and supervised learning.
Through learning algorithms, computers classify new data, thereby leveraging ML in various
domains such as pattern recognition, computer vision, medicine, spacecraft engineering, finance,

entertainment, and more.

1.4.1. Supervised Learning

Using a set of known input-output pairs, supervised learning entails inferring an unknown
relationship between input and outcome. This method's labeled output makes it appropriate for
problems like regression and classification, in which the objective is to classify or predict using
given samples. In supervised learning, every piece of data is labeled, resulting in instance-label
pairs (X and Y values in a function, f(X)=Y, for example). This data is separated into two
categories: testing data, which is used to compare predicted class labels with real ones in order to
assess the correctness of the model, and training data, which is used by the learning algorithm to
build a model.

Supervised learning generates models using labeled training instances (Frangois Chollet,
2017). The main challenge with supervised learning lies in obtaining a huge number of precisely
labeled instances from every class, as annotated data can be challenging to acquire, often requiring
human experts or costly experiments (L. Liu et al., 2003; Zhou & Li, 2005). Classification and
regression are two common tasks in supervised learning. In the current study, our emphasis is on
the classification problem related to cyberbullying. We apply several state-of-the-art ML classifiers

to automatically find instances of cyberbullying (CB).
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1.4.2. Unsupervised Learning

In unsupervised learning, the class of the training data are unknown or not given i.e. only
input samples are given to the learning system (Mitchell, 2006). For instance, in the domain of
identifying CB, a dataset may exist and annotated as either harmful or not harmful. In cases where
the training data lacks such labels, the algorithms rely on this unlabeled data falls under the
category of unsupervised learning. The training data is the primary distinction between supervised
learning and unsupervised learning. In case of unsupervised learning, the class of the training data
are unknown, indicating the absence of a supervisor, while in supervised learning, the class of the
training data are known. Unsupervised learning is primarily employed in tasks such as clustering,
outlier detection, and dimensionality reduction scenarios.

1.4.3. Semi Supervised Learning

Both supervised and unsupervised learning strategies are combined in semi-supervised
learning (SSL) driven by its pragmatic advantages in constructing more effective classifiers
compared to traditional supervised learning, all while mitigating the expenses associated with
labeling. The process of labeling an observation demands human involvement and, at times,
specialized equipment, thereby amplifying the overall cost. Although there is an abundance of
unlabeled data available, the challenge lies in harnessing their potential effectively. In response to
these issues inherent in numerous learning problems, the concept of the SSL has emerged as a
strategic solution (Goldberg, 2010; Van Engelen & Hoos, 2020). Semi supervised is used in
various applications such as Natural Language Processing, Image categorization, spam filtering
among others (Goldberg, 2010; Sadarangani & Jivani, 2016).
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Figure 1.6. Outline of different Machine Learning approaches (Anonymous 15)

1.5. Deep Learning
Deep learning (DL), a subset of ML, relies on artificial neural network structures (Frangois

Chollet, 2017; lan et al., 2016). The term "deep" doesn't imply a deeper understanding achieved by
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the approach but rather signifies the idea of successive layers of representations, indicating how
many layers contribute to a model or the representation of multiple layers to learn hierarchical
representations of data (Frangois Chollet, 2017). Alternative terms for deep learning could have
been "layered representations” or "hierarchical representations learning"”. Neural networks are
inspired by the structure of neurons in the human brain and their connections. Over the past decade,
neural architectures based on DL have significantly enhanced the performance of various
intelligent applications, including image and speech recognition, as well as machine translation.
Consequently, there has been a notable rise in the adoption of deep learning in industry solutions,
particularly in the field of natural language processing. A classifier based on neural networks
consists of interconnected units, where input units represent terms and output unit(s) represent
categories. During the classification of a test document, the input units are assigned the term
weights of the document. Subsequently, the information traverses the network, and the output
unit(s) determine the category to which the document belongs.

1.6. Natural Language Processing

The speech and language processing related studies have an extensive background and has
been explored across diverse fields such as computer science, electrical engineering, linguistics,
and psychology. The collaboration of these distinct disciplines has played a pivotal role in
advancing speech recognition, computational linguistics, natural language processing, and
computational psycho-linguistics (Jurafsky, 2019; Meurers, 2012).

Natural Language Processing (NLP) is a field of artificial intelligence focused on enabling
computers to comprehend human language (Kyle, 2021). NLP allows machines to interpret and
respond to natural language inputs by converting human language into structured representations.
Its applications span various domains, including language translation, voice-controlled systems,
chatbots, and speech-to-text software. NLP is extensively employed in consumer products and
increasingly in enterprise solutions to enhance business operations and productivity (Kyle, 2021).
Part-of-speech tagging, word sense disambiguation, speech recognition, named entity recognition,
co-reference resolution, sentiment analysis, and natural language production are just a few of the
many tasks it includes. These challenges help computers comprehend and produce human language
more precisely. NLP, ML, and DL relationship is described in the Figure 1.7 (Sowmya et al.,
2020). The development of NLP applications has been heavily influenced by ML methods, and

more recently, DL has been frequently utilized in building NLP applications.
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Figure 1.7. How NLP, ML, and DL are related (Sowmya et al., 2020).

1.7. Text Classification

The widespread adoption of the internet and advancements in communication technologies
have resulted in a noteworthy increase in the amount of text shared online, particularly through
social media platforms. Consequently, managing this vast volume of online information has
become increasingly challenging. Text classification is a method used in text categorization to
provide accurate and timely results. Classification entails assigning predefined class labels to
existing data. To accomplish this, a classifier is trained using a set of labeled data, and the trained
model is then applied to label unseen data. This process of classification is commonly known as
supervised learning (Michel, 1997). Classification can be divided into binary and multiclass
classification depending on the number of classes involved. In binary classification, there is a
single class label, and the classifier evaluates an instance to determine whether it belongs to that
specific class or not. Instances that belong to the specific class are deemed relevant, while those
outside it are labeled as non-relevant. Conversely, if there are more than two classes, the
classification is termed as multiclass classification (Qi & Science, 2007). Text classification
specifically involves assigning predefined class labels to given text or documents. This process
encompasses various types, including sentiment analysis, cyberbully detection, web classification,
blog classification, etc. The goal of text categorization is to categorize documents into specific

predefined categories by utilizing document features.

1.8. The Aims and Objectives of this Thesis

In Turkey, and the world in general, CB is considered a serious problem that needs serious
attention since its effect can result into emotional and psychological effects like depression, stress,
anxiety and in a more severe cases suicide as presented in the previous sub sections. The ease and
speed with which CB can propagate globally is another terrible consequence. The majority of the
time, incidents of CB are found after the victim has already suffered harm.

To address the threats of CB, numerous researchers and scientists have proposed solutions
using ML, DL, and NLP to develop models capable of identifying CB within textual contexts.

From the literature, it is evident that the a good number of CB detection studies have focused on
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the English language, with fewer studies dedicated to the Turkish language. Additionally, existing
studies typically analyze or investigate either English or Turkish independently. Turkish is an
agglutinative language, meaning that its morphological structure is different from that of non-
agglutinative languages like English. As a result, the grammatical differences in Turkish may affect
how well texts are classified. Inspired by this discrepancy, the goal of this thesis is to identify
instances of cyberbullying in the English and Turkish languages while emphasizing their
distinctions due to their different morphological structures. The objective is to evaluate how
standard state-of-the-art methods affect both languages.

Another gap in text classification arises from the common occurrence of having much more
unlabeled data compared to labeled data. Labeled data annotation is an expensive, labor-intensive
process that requires experience from an expert. Therefore, leveraging a large size volume of
unlabeled data alongside a smaller set of labeled data could help mitigate the labeling effort. We
explored how these unlabeled data can be effectively utilized, specifically examining whether
semi-supervised learning can be employed across different languages. We developed and
introduced a novel semi-supervised learning approach for detection of cyberbullying in Turkish and

English, aiming to enhance classification accuracy.

1.9. Contributions of this Thesis
The thesis makes several significant contributions, enhancing the understanding and

application of techniques in cyberbullying detection:

e |t provides a thorough comparison of machine learning, deep learning, and large
language models (BERT) for detecting cyberbullying in both English and Turkish.
This includes evaluating various classifiers and methods such as SVM, LR, MNB, DT,
RF, K-NN, CNN, RNN (LSTM, GRU, BiLSTM, BiGRU), CNN-LSTM, and LSTM-
CNN, utilizing benchmark datasets. Furthermore, it delves into different variants of
BERT tailored for English and Turkish, conducting comprehensive analyses.

e  The study evaluates feature weighting techniques such as TF-IDF, TF, Binary with N-
gram, and BOW features, elucidating their impact on machine learning classifiers.

e The study examines the influence of popular word embedding methods, including
Word2Vec, FastText, and GloVe, in both custom-trained and pre-trained forms, across
machine learning and deep learning methods.

e |t thoroughly compares the effectiveness of various BERT variants with machine
learning and deep learning approaches for cyberbullying identification.

e  The study evaluates the impact of integrating BERT variants with machine learning to

enhance classification performance.
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e  The study explores the impact of large language models with Low-Rank Adaptation
(LoRA), an optimization technique to enhance performance.

e Additionally, the study evaluates and compares the effectiveness of traditional semi-
supervised learning methods such as co-training and, self-training and proposed a
novel semi-supervised approach utilizing self-training with large language models
(BERT) for its ability to improve classification performance while reducing the
dependency on labeled data. Through these experiments, the study aims to contribute
to the advancement of cyberbullying detection across languages and improve the

efficiency of automatic labeling efforts in text classification tasks.

1.10. Outline of the Thesis

This thesis comprises five chapters structured as follows:

Chapter One: This chapter provides a comprehensive overview of bullying and
cyberbullying, encompassing various types, effects, and tools utilized in perpetrating them.
Additionally, it introduces key techniques such as machine learning, deep learning, and natural
language processing.

Chapter Two: This chapter offers a synthesis of pertinent literature concentrating on
cyberbullying detection in both English and Turkish languages. It reviews existing studies to
contextualize the research landscape.

Chapter Three: Detailed descriptions of the datasets utilized in this study and the
methodologies employed are presented in this chapter. Furthermore, the proposed model
architecture is elaborated upon, outlining its components and functionalities.

Chapter Four: This section presents the results derived from the experiments conducted
throughout the study. The impact of these results is thoroughly discussed, supported by visual aids
such as charts to enhance comprehension.

Chapter Five: The conclusions drawn from the study and its key findings are articulated
and deliberated upon in this chapter. Additionally, avenues for future research pertinent to the

thesis are outlined, providing direction for further inquiry in the field.
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2. PRELIMINARY WORK

In this section of the thesis, the research work related to CB detection which includes ML

and DL is presented.

2.1. Cyberbullying Detection

In the existing literature, numerous studies have been dedicated to the detection of CB,
aiming to monitor and prevent harmful online activities. However, the majority of these studies
concentrate on the English language, while the number of studies addressing CB in Turkish is
notably scarce. In this thesis, we provide a comprehensive review focusing on previous research

endeavors that have tackled the task of CB detection within both English and Turkish contexts.

2.1.1. Cyberbullying Related Literature for English Datasets

After examining existing literature, it becomes evident that the pioneering investigation
into automated CB detection was conducted by Yin et al. (2009). Their study utilized various
feature extraction techniques such as N-grams with TF-IDF, alongside a linear kernel support
vector machine (SVM) classifier, to pinpoint instances of online harassment across three distinct
datasets: Kongregate, Slashdot, and MySpace. Kongregate is an online gaming platform featuring
chat-rooms for player interaction, Slashdot serves as a hub for discussions on technology, and
MySpace provides forums for registered users to engage in topic-based discussions. The study
achieved its most notable result, an F-score of 0.313, when applied to the MySpace dataset. The
researchers concluded that identifying online harassment is feasible by complementing TF-IDF
with sentiment and contextual feature attributes. It's worth mentioning that while the experiment's
outcomes may not cover all scenarios exhaustively, they provided a catalyst for subsequent
research endeavors.

Further investigations in this field were carried out by Reynolds et al. (2011). They
employed ML algorithms like C4.5, knearest neighbor (K-NN), and SVM classifiers utilizing a
dataset comprising user comments extracted from Formspring.me, a website structured around
questions and answers. The evaluation results revealed that the C 4.5 classifier, and instance-based
learner from the data mining tool like Weka exhibited superior performance compared to both K-
NN and SVM classifiers, achieving an accuracy rate of 78.5%.

Dinakar et al. (2011) introduced an automated CB detection system utilizing ML
classifiers such as SVM, JRIP, C4.5 on comments from YouTube, categorized into three CB topics
of, race, intelligence, sexuality. The authors created models for binary classification focusing on
separate labels as target classes, as well as multiclass classification models training all labels

simultaneously. They observed that binary classification methods focusing on labels for individual
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goals yielded better results in classifying each CB topic's labels, with accuracies ranging between
70% and 80%, compared to the multiclass classification models.

Munezero et al. (2013) explored the effectiveness of conventional ML methods such as
Multinomial Naive Bayes (MNB), SVM, and Decision Tree (DT) for identifying antisocial textual
behavior within Movie review and Wikipedia datasets. Their experiments demonstrated that both
SVM and MNB attained an F-score of 0.98 using the Weka platform. Dadvar et al. (2013) utilized
a hybrid methodology to detect instances of CB within a dataset sourced from YouTube. Their
approach integrated expert system techniques with ML methods, incorporating three feature
categories: content, activity, and user attributes. The optimal performance for the hybrid approach
was attained, yielding a notable AUC value of 0.76. Al-garadi et al. (2016) Identified instances of
CB in Twitter posts by employing four distinct feature categories: content, activity, user
characteristics, and network attributes. They employed various classifiers including Naive Bayes
(NB), SVM, Random Forest (RF), and KNN. The most promising outcome was achieved using a
RF classifier, with an F-score of 0.936, indicating its effectiveness in identifying cyberbullying
incidents.

Chen et al. (2017) Identified instances of online harassment using two ML classifiers,
namely MNB and SVM, alongside TF-IDF for feature extraction across three datasets: Formspring,
Kongregate, and Slashdot. The researchers achieved the highest recall of 0.78 using SVM on the
Myspace dataset. Zhang et al. (2017) suggested a method for identifying CB employing DL
models. The authors utilized word pronunciation as features for a Convolutional Neural Network
(CNN) model, which was tested on social media posts gathered from Formspring.me and Twitter.
The accuracy scores demonstrate that the pronunciation-based CNN surpasses the baseline CNN
using randomly produced word embeddings.

Hani et al. (2019) proposed an approach to detect CB using ML techniques. They utilized
sentiment analysis algorithms and the TF-IDF method for feature extraction. Classification tasks
were performed using NN and SVM classifiers with various n-gram language models. The neural
network outperformed SVM, achieving an accuracy of 92.8% with a 3-gram model, compared to
SVM's accuracy of 90.3% with a 4-gram model. However, the study highlighted the challenge of
limited training data size in CB detection, suggesting the necessity of a larger dataset to improve
model performance.

Muneer & Fati (2020) conducted a comparative analysis of ML techniques for
identification of CB using a Twitter dataset. They explored various machine learning and ensemble
methods, including NB, Logistic Regression (LR), SVM, RF, Adaboost, SGD, and LightGBM
classifiers, along with word embedding techniques. Word2vec, TF-IDF were employed for feature
extraction. The authors found that LR achieved the highest F1-Score of 0.928 when used with
Word2vec embeddings.
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Shah et al. (2020) evaluated the effectiveness of ML in identifying CB using a dataset
from Twitter. They employed TF-IDF for feature extraction along with ML algorithms such as
SVM, MNB, LR, RF, and SGD. LR emerged as the most effective classifier, achieving an accuracy
of 0.930. Islam et al. (2020) conducted automated cyberbullying detection using four ML
classifiers—DT, SVM, RF, NB—utilizing BOW, TF-IDF for vectorization on Twitter and
Facebook datasets, respectively. They reported the highest accuracy of 0.81 with the SVM
classifier. Jain et al. (2021) investigated the efficacy of ML classifiers for identification of
cyberbullying on social media platforms, employing RF, LR SVM, as ML classifiers. For
vectorization, they used BoW, TF-IDF, along Word2vec on datasets from Wikipedia and Twitter.
LR as well as SVM achieved the highest F1-Score of 0.939.

Alotaibi (2021) Introduced an automated approach for CB detection integrating features
from three distinct DL models—transformer block, CNN, and Bidirectional Gated Recurrent Unit
(BiGRU)—compared with two ML algorithms, RF and LR. The method aimed to categorize
Twitter comments as offensive or non-offensive. The suggested framework achieved an accuracy
of 87.99% by combining three renowned datasets and evaluating the effectiveness of the proposed
approach. Mahmud et al. (2022) analyzed the efficacy of five distinct ML models—RF,
LightGBM, XGBoost, LR, and RF—for CB identification utilizing textual features from a Twitter
dataset. TF-IDF was employed for feature extraction. The authors reported that LightGBM vyielded
the best result, attaining an F-score of 0.844 and surpassing the other models. This achievement
underscores LightGBM as the most effective model among the evaluated ML algorithms,
showcasing its potential for enhancing cyberbullying detection. Alam et al. (2021) proposed an
ensemble based classification approach for detection of cyberbullying. Their approach incorporates
DT, LR, and a Bagging ensemble model as classifiers, employing TF-IDF and Bigrams for feature
extraction. By applying this methodology to a Twitter dataset, the authors observed that the
Bagging ensemble model achieved the highest accuracy, reaching an impressive 0.96%.

Balakrishnan et al. (2020) implemented a robust model for detecting CB, utilizing users'
psychological attributes and employing machine learning ML techniques on an extensive Twitter
dataset. Their objective was to categorize tweets into specific groups based on their characteristics,
with a particular emphasis on identifying instances of CB. The classification was established across
four primary categories: 'bully,’ ‘aggressor,' 'spammer," and 'normal,’ defined by psychological traits
extracted from the tweets, including sentiment and emotions. To conduct their experiments, the
authors investigated the efficacy of three ML classifiers—NB, RF, and J-48. Results indicated that
the J-48 classifier outperformed its counterparts, achieving an impressive accuracy score of 0.928.
Dharma et al. (2022) conducted a text classification task on news articles using CNN along with
three word embedding techniques: Word2vec, GloVe, and FastText. They observed that CNN

coupled with FastText yielded an accuracy of 0.972. Nevertheless, the impact of GloVe besides
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Word2vec was relatively marginal compared to FastText. Therefore, the authors came to the
conclusion that the datasets used may have an impact on the word embedding methods chosen.

Bharti et al. (2022) conducted a comparative study of ML algorithms, including DT, NB,
SVM, and DL methods such as BiLSTM, utilizing BOW alongside GloVe for feature extraction to
detect CB in tweets. They found that BiLSTM combined with GloVe yielded the most favorable
result, achieving an F-score of 0.942. Iwendi et al. (2020) investigated and developed a DL-based
solution for identification of CB on social media. They collected data from Twitter, Instagram,
Facebook and experimented with DL algorithms including Bidirectional Long Short-Term Memory
(BILSTM), Gated Recurrent Unit (GRU), and Recurrent Neural Network (RNN), using Word2vec
for feature extraction. BiLSTM proved the best with an accuracy of 0.821, surpassing LSTM,
GRU, and RNN.

Singhs et al. (2022) conducted a comparative evaluation to assess the effectiveness and
performance of ML algorithms such as NB, LR, SVM, RF, XGBoost and DL models including
LSTM, and GRU on a Twitter dataset, utilizing TF-IDF and GloVe word embeddings for CB
identification. They found that GRU emerged as the top performer, obtaining F-1 score of 0.924 in
the overall assessment.

Banerjee et al. (2020) introduced a NN-based method for identifying CB, incorporating
CNN with GloVe on a Twitter dataset. They achieved an accuracy of 0.937 in their study. (Paul &
Saha (2022) proposed the utilization of BERT for CB detection. They introduced a Fine-tuned
BERT model and evaluated it on three distinct datasets from Twitter, Formspring, and Wikipedia.
The performance of the BERT model was compared with ML and DL including; SVM, LR, CNN,
LSTM, and RNN. The BERT model achieved the overall F1-Score of 0.94 specifically on the
Twitter dataset.

Maslej-Kresnakova et al. (2020) conducted a comparative analysis of DL models for
automated detection and recognition of toxic comments. They explored various DL architectures
and word embedding models, including CNN, LSTM, BiLSTM, GRU, and BERT, using TFIDF,
Word2vec, and FastText for feature engineering. BERT exhibited the highest overall performance,
achieving an accuracy of 0.9741. Raj et al. (2021) investigated cyberbullying detection using a
combination of ML such as XGBOOST, SVM, NB, LR and DL algorithms including CNN-LSTM,
LSTM, BiLSTM, GRU, BiGRU, Attention-BiLSTM) with TF-IDF, GloVe, and FastText word
embeddings on datasets sourced from Wikipedia. The BiGRU model with GloVe word embeddings
demonstrated superior performance, achieving an accuracy of 0.9898.

Mazari et al. (2023) proposed a method for detecting hate speech on social media platform
using a multi-aspect approach to text classification. They utilized BiLSTM and BiGRU models
stacked on GloVe together with FastText to construct DL models, achieving a ROC-AUC score of
98.63% in detecting hate speech. Marzieh et al. (2020) evaluated the efficiency of BERT in
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identifying cyberbullying on social media using Twitter datasets. They reported an F1-score of
92%, highlighting the efficacy of employing BERT for cyberbullying detection.

Pericherla & Ilavarasan (2021) performed a study to assess the effectiveness of various
WE techniques and LLM in identifying CB using a Twitter dataset labeled for a racism, sexism.
They found that LLM achieved notably high F1 scores compared to conventional semantic WE
models. Agarwal et al. (2020) used BiLSTM with attention layers over the Wikipedia dataset for
CB detection. Their proposed method surpassed existing approaches in terms of precision, recall,
and F- score, achieving scores of 89%, 86%, and 88%, respectively.

Murshed et al. (2022) proposed a hybrid method called Dolphin Echolocation Algorithm
(DEA), which cartels ElIman-type RNN with an optimized DEA to reduce training time for CB
detection on Twitter. They compared the performance of their method with BiLSTM and RNN
models, demonstrating that their proposed approach achieved higher accuracy, precision, recall,
and F1 score, with scores of 90.45%, 89.52%, 88.98%, and 89.25%, respectively. Teng &
Varathan (2023) recommended a Transfer learning approach for CB identification, conducting a
comprehensive study, comparing the performance of ML methods like LR, SVM, and various
transfer learning methods such as DistilBERT, RoOBERTa, and Electra. These models were trained
with diverse features like Word2vec, GloVe, and FastText using a substantial dataset extracted
from the widely-used ASK.FM platform among adolescents. Their results showed that DistilBERT
achieved the highest accuracy of 0.974, surpassing traditional ML methods, underscoring the
significant impact of transfer learning in enhancing model performance.

In a study by Yu (2013), the effectiveness of self-training for sentiment analysis across
various domains was examined using datasets from movie reviews, news articles, and blog posts.
The findings proved promising results, indicating that self-training could be a viable approach for
opinion classification when labeled data are scarce. However, the study noted that the effectiveness
of self-training may vary depending on the domain. Additionally, the study highlighted the
challenge of applying Semi-Supervised Learning (SSL) for domain adaptation. Nahar et al. (2014)
proposed a SSL method to enhance training data for CB detection. They utilized a fuzzy SVM
algorithm and applied it to datasets from Myspace, Kongregate, and Slashdot. Their approach
involved automatically extracting and expanding the training set from unlabeled text, while
learning was initiated with a small labeled set. Comparative analysis with supervised methods like
RF, NB, and LR revealed that K-FSVM achieved the highest performance, with an F1-score of
0.82.

In their study, Kiritchenko & Matwin (2001) investigated the application of Co-training
for email classification, highlighting the importance of selecting the appropriate classifier to
enhance the performance of Co-training algorithms. Their results indicated that Co-training could
effectively be utilized for email classification, with SVM outperforming NB as a learning
algorithm. Meanwhile, Xia et al. (2015) proposed a Co-Training SSL sentiment classification
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method based on Dual View Bag of Words representation. They conducted experiments on four
datasets, including Books, DVDs, Electronics, and Kitchen. Their approach involved automatically
generating anonymous reviews and representing review texts using pairs of BOW with contrasting
viewpoints. When combining Co-Training with LR, exhibited the highest performance on the

kitchen dataset, achieving an average accuracy of 0.780.

2.1.2. Cyberbullying Related Literature for Turkish Datasets

The majority of studies on detecting CB focus primarily on analyzing English text, with
fewer investigations conducted for Turkish. A notable study by Ozel et al. (2017) examined CB
detection in Turkish using Instagram and Twitter datasets, employing ML classifiers like MNB,
DT, SVM and K-NN along BOW for word vectorization. They enhanced classifier accuracy
through chi-square and information gain feature selection methods, achieving better results when
considering both emoticons and words as features. MNB classifier showed the highest accuracy,
reaching 0.84 with feature selection.

In another study by Bozyigit et al. (2019), they used data from Twitter (Tweets) to make a
dataset in Turkish language for CB detection. They evaluated various neural network models,
applying information gain feature ranking to reduce dimensionality and enhance performance,
achieving a 91% F-measure after feature selection. Kilimci & Akyokus (2019) assessed word
embedding models in conjunction with DL algorithms for Turkish text classification using news
datasets. Their findings indicated that employing LSTM with FastText achieved the best accuracy
result of 0.935, demonstrating the effectiveness of integrating DL algorithms with word embedding
models.

On & Yeniterzi (2020) investigated the use of CNN in CB detection in Turkish, comparing
it with ML algorithms like MNB, SVM, and LR. They utilized pre-trained word embeddings and
found CNN with FastText to be the most effective, reaching a 0.937 accuracy. Zampieri et al.
(2020) in their study have focused on abusive language detection in Turkish, combining datasets
and utilizing SVM to achieve an F-score of 0.773.

Bozyigit et al. (2021) examined various ML methods, including SVM, LR, MNB,
AdaBoost, and RF, for identifying CB in Turkish text utilizing social media attributes. They
employed BOW, TF-IDF for vectorization. Among these algorithms, AdaBoost achieved the
highest accuracy of 0.901, albeit with slower prediction times due to the integration of multiple
SVM models. AdaBoost was favored for its high recall metric in identifying cyberbullying posts,
underscoring a significant association between CB and specific features such as sender followers.

Cihan Ates et al. (2021) conducted CB detection in Turkish text by evaluating nineteen
ML algorithms, including KNN, SVM, LGBM, SGD, RF, Voting Classifier, DT, XGBoost, LR,
Extra trees, LSVM, Gradient Boosting, Perceptron, Bernoulli NB, Adaboost, MNB, LDA, and
QDA. The process of feature extraction employed TF-IDF and BOW, resulting in the highest
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performance of 0.909 F1-Score when paired with LGBM. Celik & Kog (2021) evaluated the
categorization of a varied Turkish news dataset into six predetermined groups. They utilized pre-
trained Word2Vec, FastText, and TF-IDF for feature extraction, along with NB, RF, LR, SVM and
ANN algorithms. The highest accuracy of 95.75% was attained with SVM.

Karayigit et al. (2021) conducted a comparative evaluation for the detection of offensive
and abusive Instagram posts in Turkish language using SVM, DT, RF, and LR as ML classifiers
and CNN as a DL classifier. They utilized oversampled and non-oversampled versions of the
Instagram dataset and employed vectorization techniques like TF-IDF and Word2vec. The best
performance, with an average F-score of 0.974, was reported using CNN on the oversampled
dataset. Ozberk & Cigekli (2021) proposed the use of BERT for identifying offensive language in
Turkish tweets, exploring various fine-tuned BERT models, including BERT Turk case, Distil Bert
Turk, and ConvBERT Turk. These were compared with ML algorithms such as LR, DT, RF, and
SVM, with BERT Turk achieving the most effective performance, scoring 0.823. The study
highlighted the potential for performance enhancement through pre-training the BERT model on
Turkish tweets using character-level pre-trained models.

Guven (2022) Conducted a comparative analysis using diverse pre-trained version of
BERT models, including, Electra, Distilbert, Albert for sentiment analysis on Turkish hotel and
review datasets. They proposed a text filtering technique to eliminate words conveying opposing
sentiments in positively and negatively labeled text. Electra demonstrated the best overall in
performance, with 0.923 F-Score. Koksal & Akgul (2022) performed a comparative analysis using
various pre-trained DL algorithms to classify the TTC 3600 News Turkish dataset. DL algorithms
included pre-trained DNN, CNN, LSTM, and GRU, along with FastText for feature vectorization.
Achieving an F-score of 0.96, CNN with FastText was deemed the most effective approach for
news article classification.

In their study, Coban et al. (2023) investigated the identification and cross-domain
evaluation of CB within Turkish Facebook activity contents. They utilized several ML algorithms
including LR, MNB, SVM, and DL models utilizing CNN, and various RNN such as LSTM,
BiLSTM, GRU, BiGRU, and BERT. Feature extraction involved considering term weighting
methods like Binary, TF, TF-IDF, as well as word embeddings such as Word2vec. By employing
BERT, they attained a macro-average F1 score of 0.928

In a study conducted, Najib et al. (2023) for comparative evaluation for detection of CB
for on English and Turkish language, authors utilized traditional feature weighting techniques such
as binary, TF, TF-IDF, along with word embeddings including Word2vec, GloVe, FastText with
traditional ML, DL and LLM techniques. Research findings revealed better performance on both
languages with 0.9775 and 0.9892 F-score on English and Turkish when used with BERT variants
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2.2. Comparison of this Thesis with the Previous Work

The prevailing academic research extensively focuses on studies centered on identification
of CB, primarily within the English and Turkish languages. Scholars commonly collect data from
prominent social media like Twitter, Instagram, Facebook alongside other web repositories like,
UCI, Kaggle, Wikipedia, among various others. Our research stands out from previous studies in
terms of both the datasets utilized and the methodologies employed. While most prior studies rely
on publicly available datasets, our investigation is distinct in that we conducted experiments on
four publicly accessible datasets: two for Turkish and two for English languages. Based on through
exploration in the field and to best of our research in this domain, no existing study has conducted a
comparative evaluation involving ML as well as DL and LLM methods for CB detection across
both languages of English and Turkish within a single investigation.

As depicted in Table 2.1, previous studies mainly used pre-trained model such as
Word2Vec, in conjunction with DL models. In contrast, our study showed the impact of BoW and
N-grams in cross linguistic domain, and explores the impact of both custom and existing pre-
trained word embeddings including FastText, GloVe, and Word2vec on ML as well as DL
algorithms. Additionally, earlier studies rarely incorporated LLM (BERT) variants fully for both
languages within a single model, a gap that our research addresses. To enhance the performance of
ML, we integrated BERT with ML classifiers. Furthermore, we applied LoRA, a parameter
optimization technique that aimed to optimize the performance of BERT models through parameter
tuning. Moreover, considering the surplus of unlabeled data compared with the deficiency of
labeled data, we utilized semi-supervised learning methodologies, notably self-training and co-
training, to capitalize on both labeled and unlabeled datasets. Furthermore, we introduced an
innovative self-training approach employing a large language model (BERT) aimed at augmenting
the classification accuracy in tasks related to CB detection.

Table 2.1. Comparisons of the methods used in this thesis with previous studies

Studies in English

H S > S8% DO 5« 2ol.c LE5Q cC&8%8
(Yinetal., Congregate, TF-IDF SVM
2009) Slashdot, v
Myspace
(Reynolds ~ Formspring. TF-IDF C4.5,Jrip,KNN, SVM
etal., 2011) me
(Dinakar et Youtube v TF-IDF Jrip, C4.5, SVM, NB
al., 2011)
(Munezero  Formspring TF-IDF MNB, SVM and J-48 (DT)
etal., 2013)
(Yu, 2013) News TF-IDF Self training
articles,
movie 4
reviews,
blog posts
(Nahar et Myspace, TF-IDF Self training
al., 2014)  Kongregate, v F-SVM, RF, NB, LR
Slashdot
(Xia et al., Books v TF-IDF Co-training
2015) LR
(Al-garadi Twitter TF-IDF SVM, RF, KNN, MNB
et al., 2016)
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(Chenet  Congregate, TF-IDF MNB, SVM
al., 2017) Slashdot,
Myspace
(X. Zhang Twitter Word2vec CNN
et al., 2017)
(Hani et Twitter TF-IDF SVM, NN
al., 2019)
(Muneer & Twitter ~ TFIDF, Word2vec  NB, LR, SVM, RF, ADB, SGD,
Fati, 2020) LGBM
(Shah et Twitter TF-IDF SVM, LR, MNB, RF, SGD
al., 2020)
(Islam et Twitter, BOW, TF-IDF DT, SVM, RF, NB
al., 2020) Facebook
(Jainetal.,, Wikipedia, BoW, TFIDF, SVM, RF, LR, MLP
2021) Twitter Word2vec
(Kiritchen Email TF-IDF Co-training
ko & v SVM, NB
Matwin,
2001)
(Alotaibi, Twitter TF-IDF RF, LR, CNN, BiGRU,
2021) Transformer
(Mahmud Twitter TFIDF RF, LGBM, XGBoost, LR, RF
et al., 2022)
(Alam et TFIDF DT, LR, Bagging ensemble
al., 2021)
(Balakrish Twitter NA NB, RF, J-48
nan et al.,
2020)
(Dharma et News Word2vec, GloVe, CNN
al., 2022) stories FastText
(Bharti et Twitter v TF-IDF, GloVe DT, NB, TF, SVM, BiLSTM
al., 2022)
(lwendi et Facebook Word2vec BiLSTM, GRU, LSTM, RNN
al., 2020) Instagram 4
Twitter
(Singhs et Twitter v TF-IDF, GloVe NB, LR, SVM, XGBOOST,
al., 2022) LSTM, GRU
(Banerjee Twitter GloVve CNN
et al., 2020)
(Paul & Twitter TF-IDF CNN, LR, LSTM, BiLSTM,
Saha, 2022)  Wikipedia 4 BERT, SVM,
Formspring
(Maslej-  Wikipedia TF-IDF, GRU, LSTM, BiLSTM+CNN,
Kresnakov v Word2vec, CNN
aetal., FastText, BERT
2020)
(Rajetal,  Wikipedia FastText, TF-IDF GRU, XGBOOST, SVM, NB,
2021) v GloVe LR CNN, BiLSTM,
BIGRU,CNN-LSTM, Attention-
BiLSTM), LSTM
(Mazari et ~  GloVe, FastText BiLSTM and BiGRU
al., 2023)
(Marzieh BERT+CNN
et al., 2020) v
(Pericherla GloVe, FastText, Roberta, XL net, ALbert
& v Word2vec
llavarasan,
2021)
(Agarwal GloVe BIiLSTM with
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et al., 2020)

attention layers

(Murshed Word2vec, TF-IDF BiLSTM, RNN, DEA-RNN,
et al., 2022) SVM, MNB, RF
(Teng & Ask.fm Word2vec, GloVe, Transfer Learning, ML
Varathan, v FastText
2023)
Studies in Turkish
(Ozel et al.,  Instagram TF-IDF SVM, MNB, KNN, DT
2017) Twitter
(Bozyigit et Twitter TF-IDF,Word2vec ANN
al., 2019)
(Kilimci & Haber, Word2vec, GloVe, CNN, LSTM
Akyokus, Miliyet, v FastText
2019) Huriyet,
Haber
On & Twitter FastText, CNN, MNB, SVM, LR
Yeniterzi, 4 Word2vec
2020)
(Zampieri Twitter TF-IDF SVM
et al., 2020)
(Bozyigit et Twitter TF-IDF SVM, LR, MNB, Adaboost
al., 2021)
(Cihan Twitter TF-IDF KNN, SVM, LGBM, SGD, RF,
Ates et al., DT, XGBoost, MNB, ADB,
2021) QDA
(Celik & Twitter TF- SVM, MNB, LR, RF, ANN
Kog, 2021) IDF,Word2vec,Fas
tText
(Karayigit Instagram TF-IDF, Word2vec CNN, SVM, DT, RF,LR
et al., 2021)
(Ozberk & Twitter TF-IDF BERT Turk case, Distil Bert
Cigekli, Turk, ConvBERT Turk, LR, DT,
2021) RF, SVM
(Guven, Hotel and BERTturk,DistrilBertturk,ConBE
2022) Review RTTurk
(Koksal &  TTC 3600 TF-IDF, FastText DNN, CNN, LSTM, GRU
Akgul, News
2022)
(Coban et Facebook Binary, TF, LR,MNB,SVM,CNN, LSTM,
al., 2023) W2vec, TF-1DF, BiLSTM, GRU, BIGRU
(Najib et CUD, ATC, Binary, TF, TF- MNB,LR,SVM,RF, DT, KNN,
al., 2023) KPD, FSD IDF, Word2vec, BiLSTM, CNN-LSTM, BIGRU,
V' GloVe, FastText LSTM-CNN, LSTM, GRU
English and
Turkish
In this CUD, ATC, Binary, TF, TF- MNB,LR,SVM,RF, DT, KNN,
thesis, KPD, FSD IDF, Word2vec, BiLSTM, CNN-LSTM, GRU
_ , GloVe FastText  |STM-CNN, BiLSTM, LSTM,
English and BERT+ML, BERT+PEFT
Turkish

(LoRA), Selftraining, Co-
training, Self training+BERT
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3. MATERIALS AND METHODS

In this section, we begin by examining the datasets employed in this thesis. Following that,
we delve into the Python libraries employed for conducting this research, and subsequently explore
the hardware utilized. Subsequent topics include a discussion on preprocessing techniques,
followed by an examination of feature extraction methods. Lastly, we cover the methodologies

encompassing machine learning, deep learning, and large language models.

3.1. Datasets

In this study, we performed cyberbullying detection focusing on English and Turkish
languages. We considered four datasets with each representing a specific language. The
implemented datasets are named as Cukurova University Dataset (CUD), and Abusive Turkish
Comments (ATC) for Turkish language, and Kaggle parsed_dataset (KPD), and Form Spring
(FSD) for English language.

3.1.1. Kaggle (KPD)

Kaggle parsed dataset is an open source English language dataset that was constructed
using a variety of social-media networks including Twitter, Wikipedia, YouTube (Elsafoury,
2020). The dataset contains 2806 bullying comment and 5993 non-bullying comments, as shown in
Table 3.1, Table 3.2 includes samples from both classes while Figure 3.1 illustrates unique bully

and non-bully words used with respect to KPD.

Table 3.1. Distribution of KPD

Distribution # of posts

Cyberbullying Positive 2806

Cyberbullying Negative 5993

Total 8799

Table 3.2. Sample text from Kaggle (KPD) dataset

Text Label

"If you throw trash out your window, you get a yellow star bumper sticker." 0

"@sdnoriko LOL as if Capcom listens. Watch them fuck this up too. I hope I am wrong. I | 0
love Okami."

"Allinit123, your\xaOhypocrisy\xa0is sickening, you ignorant loser." 1

"suck my dick yeaah babby pussy" 1

"@SlipResistantShoes\xa0ln a few years, they'll make a damn movie about |0
it?\n\xa0\nUncle Daddy Rides Again?"

"FACT.. YOU ARE A MORON" 1

"Yea, damn those Shriners and their little cars!"
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Figure 3.1. lllustration of unique bully and non-bully words used in KPD

3.1.2. Form spring (FSD)

Formspring.me (FSD) comprises an XML file encompassing 13,158 messages submitted
by 50 distinct users on the formspring.me platform, as detailed in a study by (Yin et al., 2009). As
the dataset was originally in XML format, it was necessary to convert it to CSV format for our
research purposes. The dataset is categorized into "CB Positive" and "CB Negative" sections.
Messages categorized as negative denote those devoid of cyberbullying content, while positive
messages entail instances of cyberbullying. The dataset contains 892 messages in the CB Positive
category and 12,266 messages in the CB Negative category, as shown in Table 3.3, Table 3.4
includes samples from both classes while Figure 3.2 illustrates unique bully and non-bully words
used with respect to FSD.

Table 3.3. Distribution of FSD

Distribution # of posts
Cyberbullying Positive 892
Cyberbullying Negative 12266
Total 13158

Table 3.4. Sample text from FSD

Text Label
Q: Q: Hey. Why you such a bitch ? A: Why thank yuh! Yes
Q: iLove your nose ring! A: Awhh i love ur earrings! No
Q: Your to young what love is bitch so do you use it! ! | Dumb whore put your boobs | Yes
away! ! ! A: Get some boobs a life !
Q: Your ugly x) ! A: Thanks but I think you need Jesus in your life Yes
Q: Do u wnt 2 suk my dick ? A: Umm i don 't wanna catch anything :/ sorry( : Yes
Q: What was the last book you read ? A: The Miracle Worker No

Q: What was the worst concert you went to ? A: Never been 2 1 tht was bad. No
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Figure 3.2. lllustration of unique bully and non-bully words used in FSD

3.1.3. Cukurova University Dataset (CUD)

CUD stands for Cukurova University Turkish Dataset, a Turkish Cyberbullying dataset
which was created by a group of people who have expertise in Turkish language and overseen by a
professor from the computer engineering department at Cukurova University (Oztiirk, 2019). The
dataset was collected from four prominent social media platforms: Twitter, YouTube, Facebook,
and Instagram. Collection involved a combination of manual and automated browsing of these
platforms, with a focus on Turkish text containing instances of cyberbullying. A JavaScript code
was utilized to extract comments featuring cyberbullying expressions such as insults, swearing, and
sexual assaults. The gathered text underwent manual inspection and classification, with labels
assigned based on the presence or absence of cyberbullying. The dataset comprises a total of
15,658 Turkish text comments, evenly split with 7,998 labeled as positive and 7,999 as negative,
resulting in a balanced distribution across classes, as presented in Table 3.5, Table 3.6 depicts
samples from both classes while Figure 3.3 illustrates unigue bully and non-bully words used with
regard to CUD.

Table 3.5. Distribution of CUD

Distribution # of posts
Cyberbullying Positive 7998
Cyberbullying Negative 7999
Total 15658
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Table 3.6. Sample text from CUD

Text Label
diinya hala doniiyorsa bu giizel insanlar?n hat?r?na doniiyor 0
orospu 1
pis sap?k senin gibi sap?k gormedi tiirkiye 1
pi¢ kurusu 1
geber pislikk 1
yemekte ne var 0
ben senin kalbini yerim ya 0

pa |
1! -

kard ium

Figure 3.3. Ilustration of unique bully and non-bully words used in CUD

3.1.4. Abusive Turkish Comments (ATC)

The ATC, a publicly accessible Turkish Cyberbullying dataset intended for non-
commercial research purposes, was developed by Turkish scholars (Karayigit et al., 2021). This
dataset was constructed by gathering content from Instagram accounts associated with various
entities such as a Turkish magazine page (@2.sayfaofficial), football teams (@fenerbahce,
@galatasaray), and football players (@ardaturan, @Z1volkandemirel), known for hosting
contentious discussions and opinions where abusive and hateful comments are prevalent. Each
entry in the dataset underwent manual classification as either abusive or non-abusive. It
encompasses 10,528 abusive comments and 19,826 non-abusive comments posted between 2017
and 2019. Data extraction from Instagram was performed using the Python programming language
and a dedicated Application Programming Interface (API) developed for this specific purpose.

As presented in Table 3.7, Table 3.8 depicts samples from both classes while Figure 3.4 illustrates

unique bully and non-bully words used in line with ATC.
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Table 3.7. Distribution of ATC

Distribution # of posts
Cyberbullying Positive 10528
Cyberbullying Negative 19826
Total 30354

Table 3.8. Sample text from ATC dataset

Text Label

Sevgi bir duygu de?il, biling halidir. Sevgi, bilgi ve zaman enerjilerinin dura??d?r. Durak 0

eylem sever...

ilikoazade Am?na koydum hassiktir git geymisin nesin dudaklar?n tavuk gétii sanki 1

Senin kadar sagmalayan ba?ka bir adam daha yok bu memlekette. Ona ra?men hala seni 1

seviyorum. Amk nas?l bir adams?n ??

ercan_toraman Hazar can?m ne yap?yorsun boyle kendine gel. 0
defol git tak?mdan amik embesili 1
moonapisa@moonapisa Bir Omiir Boyu Mutluluklar Dilerim ???? 0

‘‘‘‘‘‘‘‘‘

Figure 3.4. lllustration of unique bully and non-bully words used in ATC

3.2. Handling Class Imbalance problem

An imbalanced dataset refers to a dataset lacking a balanced distribution of classes,
wherein the primary class of interest is underrepresented with only a few instances, while the
negative class dominates. Put differently, it describes a scenario where classes within a dataset are
distributed unequally (Han, J. K., & Kamber, 2001; Mohammed et al., 2020). Imbalanced datasets
are frequently encountered across various practical domains such as text classification and

detection of fraud in many fields (Nguyen et al., 2011). Addressing imbalanced data poses
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challenges for building classifiers because many machine learning methods assume the same
quantity of examples for each proposed class. To mitigate this issue, diverse approaches are being
explored. Some techniques operate at the data level, aiming to rectify the imbalance by either
oversampling the minority class (adding new instances) or under sampling the majority class
(removing instances). Alternatively, at the algorithm level, methods involve adapting existing
classifiers to better handle imbalanced datasets (Nguyen et al., 2011). As shown in Figure 3.5,
under sampling entails reducing the number of majority class instances, while oversampling
involves increasing the number of minority class instances, either by generating new instances or

replicating existing ones (Mohammed et al., 2020).
Undersampling Oversampling

Adding samples

to minority class

Removing samples

\ from majority class
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Figure 3.5. Differences between undersampling and oversampling

In simple oversampling and undersampling techniques, the addition or removal of target
instances is typically carried out randomly. However, this can often lead to the elimination of
important occurrences or the addition of insignificant new cases (Krawczyk, 2016). Consequently,
more sophisticated data-level strategies have been developed to preserve structural groups or
generate new data in line with underlying distributions (Chawla.. et al., 2002). A largely excepted
and popular oversampling methods include Random Oversampling, Synthetic Minority
Oversampling Technique (SMOTE) as described in (Chawla.. et al., 2002), ADASYN (He et al.,
2008), and Borderline SMOTE (Han et al., 2005). Meanwhile, notable undersampling methods
encompass Random Undersampling, Condensed Nearest Neighbor (Hart, 1968), Tomek links
(Tomek, 2010), and Edited Nearest Neighbors (Wilson, 1972). In this thesis, we utilize the SMOTE
oversampling method with the assistance of the imbalanced-learn library as represented in
(Lema’1tre et al., 2017) to address the issue of imbalance. SMOTE involves the random creation of
synthetic minority class instances along the line segments connecting each minority class with a
number of its neighbors (Chawla, 2002; Nguyen et al., 2011).

3.3. Used Hardware, Software Tools and Services
In this thesis, we employ a hardware and arrange of software, library, tools to build,

customize and design our methods which are described as follows:
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Hardware: The proposed system was developed using a laptop computer Intel(R)
Core-i5-3210M CPU @2.50GHz, Windows 10 Operating System and a remote
Machine with GPUs (Google colab).

Google Colab: Google Colab, also known as Collaboratory, is a research initiative
designed for the experimentation of ML and DL models using high-performance
hardware such as GPUs and TPUs (Bisong, 2019). This platform is freely accessible,
offering a complimentary Tesla T4 GPU with a capacity of approximately 15GB.
Users are allowed to initiate a session for a duration of 12 hours, as there is a concern
about potential misuse (Ponnappa, 2019). Once the 12-hour time frame elapses, it is
necessary to restart the session. For this thesis, we used Google colab, a freely
available one and Google colab Pro, is one of the paid versions offered by Google that
has higher availability of RAMs, GPUs and TPUs for advanced computationally
expensive tasks and are required for more demanding DL tasks.

Pandas: Pandas, a Python library, is an essential tool in data science, providing
integrated routines for conducting common data manipulations and analyses
(McKinney, 2011). It seamlessly integrates with other popular Python libraries like
NumPy and Matplotlib, enhancing its capabilities and making it a multipurpose for
all-inclusive data analysis and visualization tasks.

NumPy: NumPy serves as a library for scientific computing in Python, featuring a
powerful feature known as an ndarray (Harris et al., 2020; VVan Der Walt et al., 2011).
This multidimensional array is highly proficient in executing various mathematical
operations efficiently. It enables the efficient handling of large datasets, supports
advanced mathematical operations, and serves as a foundation for numerous scientific
and mathematical Python-based packages (Harris et al., 2020).

RE: Regular expression, commonly referred to as RE, is a robust and versatile method
for manipulating patterns within strings, allowing for tasks such as pattern matching,
substitution, and splitting. It facilitates tasks like eliminating URLs through
expressions like re.sub(r'http\S+', ", text) and removing non-alphanumeric characters
using re.sub(r'[Mw\s]', ", text) (Kaur, 2014).

NLTK: NLTK is a collection of libraries for Python language and algorithms tailored
for both symbolic and statistical NLP tasks (Bird, 2006). It provides a user-friendly
platform that allows programmers, including beginners, to engage in NLP tasks
without requiring extensive time for study or resource gathering (Lobur et al., 2011).
NLTK finds widespread application in linguistics, artificial intelligence, and machine

learning projects.
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Imbalanced Learn: Imbalanced-learn is a Python toolbox, open-sourced, specifically
designed to provide a diverse range of methods to address the challenge of learning
from imbalanced datasets, a common occurrence in machine learning tasks (Lema“itre
etal., 2017).

Scikit-learn: Scikit-learn is one of the popular open-source ML library in Python that
supports both supervised and unsupervised learning. It offers numerous pre-built ML
algorithms spanning classification, regression, clustering, dimensionality reduction,
and related tasks (Pedregosa, 2011).

Keras: Keras is a high-level neural network API in Python designed to operate on
established ML frameworks like TensorFlow and Theano (Abadi et al., 2016; Frangois
Chollet, 2017). This API facilitates straightforward prototyping of neural network
algorithms and is compatible with both CPU and GPU architectures.

Gensim: Gensim is a platform-independent, open-source tool written in Python that
offers a variety of algorithms for constructing and examining models using textual
data as input (Rehurek & Sojka, 2010).

TensorFlow: TensorFlow, a popular platform, created by the Google Brain team, is an
open-source tool designed for mathematical computation and extensive research in
ML and DL. It operates on various CPUs and GPUs and offers interfaces in multiple
programming languages like Python, C++, and Java. TensorFlow functions as a
Python library, enabling the creation of computations in graph form of data flows,
where nodes represent mathematical operations and edges signify the flow of data or
tensors, which are multidimensional arrays (Abadi et al., 2016).

Transformer: The Transformers Library, developed by Hugging Face, is a widely
adopted Python library known for delivering cutting-edge models and tools for NLP.
It has revolutionized NLP by introducing the Transformer architecture, founded on
attention mechanisms. This architecture excels in managing extensive dependencies
within textual data. The Transformers library offers a plethora of pre-trained models
designed to perform tasks across various modalities, including text, vision, and audio
(Wolf, 2020).

3.4. Preprocessing

Preprocessing data is a crucial step before extracting features, especially in social media

where redundant and unimportant information abound. By eliminating irrelevant data, the model's

performance enhances as it focuses solely on pertinent information. In this thesis, we conducted

experiments involving commonly used pre-processing techniques: tokenization, removal of stop
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words, conversion to lowercase, and stemming. These methods are frequently employed in data
retrieval and text mining approaches (Kowsari et al., 2019; Naseem et al., 2021)

Tokenization involves the segmentation of text into tokens, which can represent words,
phrases, or significant units. In this process, tokens can be derived solely from alphabetic
characters or include alphanumeric characters, punctuation, and special characters separated by
non-alphanumeric characters.

Stop words are words lacking meaningful content, such as prepositions, conjunctions,
digits, and formatting tags. In certain contexts, like text classification or information retrieval,
including stop words does not contribute positively to classification or search performance.

The third preprocessing stage includes transforming all uppercase letters into lowercase
equivalents. This conversion ensures normalization as the meaning of a word remains unaffected
by its case. Essentially, the entire text undergoes conversion to lowercase, thereby aligning words
with various cases to a consistent lowercase format.

In the final preprocessing stage, stemming is applied to transform words into their root
forms or stems, aiming to minimize the feature space. We utilized the famous stemmer (Porter
Stemmer) for the English and (Snowball Stemmer) for Turkish from the NLTK to reduce words to
their root forms. Stemming, particularly through the Porter stemmer, is instrumental in simplifying
word representation by capturing essential linguistic roots, thereby reducing overall feature

dimensionality.

3.5. Feature Extraction

During feature extraction, text is transformed into numerical representations that
algorithms can readily comprehend for classification purposes. To capture the most relevant
features, we employed both traditional text representation methods, which rely on term weighting
or manually crafted features such as Binary, TF, and TF-IDF, as well as commonly used Word
Embedding techniques like Word2vec, GloVe, and FastText, which are based on neural network
architecture. It's important to note that BOW and N-gram are utilized for feature extraction in

traditional term weighting methods.

3.5.1. BOW and N-GRAM

Based on the desired features to be extracted and the pre-processing techniques employed,
BOW and N-gram are commonly utilized as traditional feature models or manually crafted
features. The BOW model considers the words as features regardless of their placement or order of
appearance or semantic meanings in the text (Coban & Ozel, 2018; Najib et al., 2023). It represents

a collection of unique identifiable words observed in the associated text or document.
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On the other hand, N-gram involves selecting n-consecutive characters or words in the text, where
the model predicts the existence of n-1 words before analyzing the current word (Mossie & Wang,
2020). N-gram can be applied in two different ways: character-level and word-level. The
distinction lies in the fact that character n-gram addresses misspellings and abbreviations as it is
language-independent (Kanaris et al., 2007). In this thesis, we considered both BOW and N-gram

by examining three consecutive characters in the text.

3.5.2. Term Weighting Methods

Information retrieval and text mining generally revolve around converting documents into
numerical representations within a vector space. The initial step in creating a numeric document
representation entail extracting terms, followed by assigning numerical weights to these terms.
Therefore, the crucial process of term weighting involves allocating new weights to terms based on
their importance within the corpus (Coban et al., 2021). In this thesis, we employed various widely
recognized term weighting techniques, including Binary, TF, and TF-IDF, for feature weighting.
Additionally, we utilized BOW and N-gram methods for feature extraction.

Binary Weighting (BW)

In the binary weighting approach, rather than tallying the frequency of words in a
document, we solely acknowledge the presence or absence of terms in the document like 1 as
present and O as absent (Najib et al., 2023). For example, if term t is detected in document D, its
weight is assigned as 1; conversely, if term t is not present, the weight for that term in document D
is denoted as 0. This method effectively captures the binary aspect of term presence in a document,

offering a straightforward indication of term inclusion.

Term Frequency (TF)

Term frequency refers to how often a specific feature appears within a document. This
approach focuses solely on frequency information, without considering the sequence of the terms.
Although a feature with a higher frequency may appear significant, it may not necessarily
contribute substantially to the document, particularly if it is a common stop word. Moreover, due to
variations in document lengths, a term's frequency in a longer document will naturally be higher
compared to its frequency in shorter documents. To address this issue and mitigate the impact of
document length on term frequency values, it is advisable to normalize the term frequency. This
normalization entails dividing the term frequency by the document's length, which corresponds to
the total number of occurrences of all terms in the document. Consequently, the TF of a term t for a
document D is calculated as illustrated in equation 3.1. This normalization process ensures a more

equitable representation of term frequency across documents with different lengths.

42



# of times term t appears in document D

TF(t) (3.1)

Total occurances of all terms in document D

TF-IDF

TF-IDF, which stands for Term Frequency-Inverse Document Frequency, merges the
concepts of Term Frequency (TF) and Inverse Document Frequency (IDF). It evaluates the ratio of
the total number of samples in the dataset to the number of samples containing a particular word,
which is frequent in a specific document yet rare across the corpus. Terms meeting this criterion
receive higher numerical values, emphasizing their significance within the content of that
document. The computation of the TF-IDF weight for a term c observed in a document d is
depicted as follows in equation 3.2 (Hamdan et al., 2016).

N
DF(c)

TF — IDF (c,d) = TF(c,d) X log (3.2

Here, TF(c,d) denotes the raw term frequency of term c¢ in document d, while DF(c)
signifies the document frequency of term c across the entire collection. Lastly, N denotes the

number of documents in the given collection.

3.5.3. Word Embedding Methods

Traditional feature weighting or term weighting methods encounter several challenges,
including the loss of word order in documents, the creation of high-dimensional and sparse vector
representations, and the inability to capture the semantic meanings of words. Consequently, word
embeddings are recommended as an alternative. Word Embedding, a relatively new techniques
compared to term weighting, is trained on large corpora and is based on the hypothesis of
distribution, which proposes that words with similar meanings tend to appear in similar contexts.
The concept of word embedding was initially introduced in 2003 by (Bengio et al., 2003), and in
2009, (Collobert, 2009) demonstrated that word embeddings trained on large corpora contain both
syntactic and semantic information, proving to be a successful approach. Subsequently, research on
word embeddings and their applications proliferated, with representation methods such as
Word2vec (Mikolov et al., 2013), FastText (Bojanowski et al., 2017), and GloVe (Jeffrey
Pennington, Richard Socher, 2014) and others emerging. In word embedding, relationships are
typically unsupervised, meaning that the model is induced using unlabeled data in an unsupervised
manner and learned from collections of documents using neural networks (Zhang et al., 2016). In
this thesis, we utilized both custom trained and popular pre-trained word embeddings, including
Word2vec, GloVe, and FastText, in ML and DL models for both English and Turkish languages.
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Word2vec

Word2vec, pioneered by (Mikolov et al., 2013), is recognized as a groundbreaking
embedding model that ushered in a new era in distributed semantics. Its objective is to derive high-
quality vectors for the vocabulary from extensive datasets containing millions of words.
Essentially, it operates on the principle that words with similar meanings are positioned closely
together in the vector space, acknowledging that words may exhibit varying degrees of similarity.
Word2vec employs an artificial neural network structure consisting of three layers: input,
projection, and output layers. During network training, stochastic gradient descent and
backpropagation techniques are utilized (Mikolov et al.,, 2013). For each word, which is
represented by one-hot encoding in the input layer, a word vector of a specified size is generated.
Importantly, the word vectors for words with similar meanings are grouped together in the vector
space. Two log-linear architectures are employed for word embedding: Continuous Bag of Words
(CBOW) and skip-gram, as depicted in Figure 3.6.
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Figure 3.6. CBOW and Skip-gram architectures for Word2vec model (Mikolov et al., 2013)
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In CBOW, the current word is forecasted based on its surrounding context, as depicted in
Figure 3.6. Specifically, the prediction of the word (w(t)) is derived from the context provided by
surrounding words (w(t-2), w(t-1), w(t+1), w(t+2)). Conversely, skip-gram predicts the
surrounding context based on the current word. In other words, it forecasts the context (w(t-2), w(t-
1), w(t+1), w(t+2)) from the given word (w(t)).

Glove

Word2vec primarily emphasizes local context window knowledge, overlooking the
effective utilization of global information statistics. In addressing this constraint, Global Vectors
for Word Representation (GloVe) was introduced by (Jeffrey Pennington, Richard Socher, 2014).
Unlike Word2vec, which focuses solely on local context, GloVe does not examine the entire

dataset but instead learns from global statistics concerning the occurrence of words within a
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specific document. This approach allows for the capture of diverse linguistic patterns and
showcases proficiency in problem-solving based on similarity principles.

GloVe combines count-based matrix factorization with local context window techniques to
achieve a more robust representation. Essentially, GloVe employs matrix factorization to derive
consolidated global word-word co-occurrence statistics from a collection of documents. Serving as
an extension of Word2vec, GloVe efficiently learns word vectors by predicting words based on
their surrounding context. Similar to Word2vec, GloVe provides pre-trained word embeddings
across various dimensions (100, 200, 300) that are trained on extensive corpora.

FastText

Word2vec and GloVe assign unique representations to each word, which poses a challenge
for languages containing sub-word level information, resulting in out-of-vocabulary words. To
address this, Bojanowski et al. (2017) introduced FastText, which utilizes character n-grams to
create vector representations. Initially built on the skip-gram model, FastText represents each word
by summing the vectors of its character n-grams. For instance, with the word "embedding" and
N=3, FastText produces a representation of character tri-grams as shown in Figure 3.7 (Hasan et
al., 2023). FastText training is faster compared to other methods because it can generate vectors for
words absent in the training corpus. Moreover, leveraging character n-grams enables richer vector
representations, particularly beneficial for morphologically complex languages like Turkish. In
summary, FastText can generate vectors for out-of-vocabulary words that are absent in the training
corpus, with its ability to operate at the sub-word level, a capability lacking in Word2vec and
GloVe.

3-grams

| 1

embedding — <em, emb, mbe, bed, edd, ddi, din, ing>
Figure 3.7. FastText word embedding for 3 grams

Facebook employs FastText model to enhance adverts. For instance, if a user shares a
status update about purchasing a bike on their Facebook timeline, they may notice bike-related
advertisements shortly afterward (Hasan et al., 2023). This capability stems from Facebook's status
as a social media platform. Leveraging FastText, Facebook can deliver more personalized and

relevant ads to its users.

45



3.6. Text Classification Methods
In this thesis, text classification methods are categorized into two groups: traditional

classifiers and methods based on deep learning.

3.6.1. Traditional Supervised Classification Methods

In traditional classification approaches, we utilized widely recognized supervised ML
algorithms, including Support Vector Machine (SVM), Logistic Regression (LR), Multinomial
Naive Bayes (MNB), Decision Tree (DT), K-Nearest Neighbor (K-NN), and Random Forest (RF).
Default parameters were employed, with the exception of SVM, which utilized a linear kernel, and
Logistic Regression, where a maximum of 1000 iterations was set. These implementations were

carried out using the Scikit-learn Library in Python.

SVM

The Support Vector Machine (SVM) is a supervised machine learning algorithm applicable
to both classification and regression tasks. Its primary objective, in the context of binary
classification problems, is to identify an optimal hyperplane from a given set of training features
and their associated classes (Vapnik, 1999). Support vectors, defined as data points closest to this
hyperplane, are considered crucial elements within the training dataset. The margin, denoting the
distance between support vectors and the hyperplane, plays a significant role in SVM's decision-
making process. While multiple hyperplane solutions might exist, SVM selects the one with the
maximal margin, known as the optimal separating hyperplane (OSH), to ensure superior
generalization performance (Holmstrom & Koistinen, 2010). Notably, each SVM's optimal
hyperplane is unique (Holmstrom & Koistinen, 2010).

Figure 3.8 illustrates the binary classification scenario employing the SVM classifier
(Holmstrom & Koistinen, 2010). SVM offers advantages such as robustness against noise, minimal
risk of overfitting, and capability to handle complex classification tasks due to kernel functions
(Fatima & Pasha, 2017). However, notable drawbacks include the requirement for formulating
problems as 2-class classifications, longer training durations, and its black box nature, making

evaluation challenging (Renjith et al., 2020).
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Figure 3.8. The Support Vector Machine élassifier

LR:

Logistic regression (LR) stands out as one of the most widely used supervised machine
learning classification methods, employed to model a categorical outcome variable, Y, based on a
set of features, X. It utilizes the sigmoid function to handle binary dependent variables and
maximizes likelihood estimation to refine the model (Zafarani et al., 2014). The logistic regression
predicts outcomes by computing a linear combination of multiple feature values, which serve as
arguments for the sigmoid function, producing probabilities ranging between 0 and 1 (Zafarani et

al., 2014). The model's prediction can be represented by the equation:

V=P =1X)= —

FEHT x5 (3.3)

where Y represents the probability of the output being 1 given the input features X, b
denotes the bias, and W signifies the learnable parameter vectors associated with the input feature
vectors X. In binary classification, the threshold lies at the midpoint of the predicted values, where
values less than 0.5 are assigned to class 0, while values equal to or greater than 0.5 belong to class
1. One notable advantage of logistic regression is its ease of interpreting the text categories learned
from the training set compared to other classifiers. However, logistic regression typically requires a
larger volume of data to yield robust classification results compared to alternative classifiers
(Segura-Bedmar et al., 2018).

Naive Bayes

Naive Bayes (NB) stands as one of the most effective and widely recognized classification
techniques (Minsky, 1961; Sulzmann et al., 2007). It operates as a straightforward probabilistic
classifier grounded in Bayes' theorem, incorporating strong independence assumptions (Khan,
2007). This method demonstrates efficacy across both numerical and textual datasets and boasts
ease of implementation computationally when compared to alternative classifiers (Kibriya et al.,

2005). At its core, the premise is based on the idea that the presence of a feature in one category
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does not depend on its presence in another category. For example, the likelihood of a document D

being classified into a category C can be calculated using equation 3.4.

P(clp; ) = 12K 34)
In order to estimate that a document D; words (q; ... ..... ag) belongs to a specific category,
the prediction is given by Equation next
6(D))
d
0(D)) = argmaxye PO | | Plai Iy (35)

i=1

The advantages of NB algorithms are simplicity, robustness, and interpretability(Hmeidi et al.,
2015).

MNB

Multinomial Naive Bayes (MNB) is coming from type of its predecessor Naive Bayes
Classifier that uses multinomial distribution for each individual feature (Rennie et al., 2003). MNB
is a parametric model that is commonly used in text classification (Su et al., 2011). Given X =
(x1,X5,..%;) as values of m features and Y = (y4, 5, ....., V) as values of class attribute, class of
instance X can be calculated as follows:

P () ITj%, P(xjly;)t
P(X)

Y* = arg max,,; (3.6)

Where f; is the number of occurrences of the features x; in a sample X;, P(x;|y;) is the
conditional probability that a feature x; may be observed in a sample X in class y;, and m is the
number of unique features in sample X. Whereas p (y;) is the prior class probability that a sample

with the class attribute y; may be observed among all samples (Kibriya et al., 2005; Su et al.,
2011).

DT

The decision tree (DT), introduced by Quinlan in 1986, stands as one of the earliest
classification algorithms (Quinlan, 1986). It arranges attributes into a hierarchical tree structure,
sorting them based on their values, where nodes represent attribute groups for classification and
branches depict potential attribute values (Mahesh, 2018). Operating through a top-down approach

with if-then conditional expressions, this algorithm efficiently partitions data. Within the tree
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structure, leaf nodes signify the class with the highest number of training examples reaching that
node (Celebi, 2016). The classifier's architecture comprises root, decision, and leaf nodes,
symbolizing the dataset, computation, and classification respectively (Mahesh, 2018).

During training, the classifier acquires the necessary decisions to distinguish between
labeled categories. When classifying an unknown instance, data traverses the tree, and a specific
feature from the input is compared with the fixed feature known during training. At each decision
node, a comparison is conducted between the selected feature and the fixed one, resulting in a
binary division in the tree based on the feature's prominence compared to the fixed one. This
process continues until the data reaches a leaf node that assigns it a class. The decision tree
classifier presents several advantages, including minimal hyperparameter tuning requirements, ease
of description, clear interpretability through visualizations, and effective feature handling
capabilities (Hmeidi et al., 2015).

KNN

The K-Nearest-Neighbor (KNN) algorithm represents one of the simplest supervised ML
approaches applicable to both regression and classification tasks. It operates on the premise that
similar instances tend to cluster together in the feature space, implying that neighboring examples
are likely to be similar to each other. Therefore, in KNN as is seen in Figure 3.9, proximity or
distance serves as the measure of similarity, computed as the distance between points on a graph.
Consequently, when a new sample is introduced, the classifier examines the labels of its nearest
data points and assigns the most frequently occurring label to the new sample. Essentially, KNN
classifies the test instance based on the class with the highest number of instances among its nearest
neighbors. Each neighbor contributes equally to the decision, and the class with the highest number

of votes among the neighbors is selected (Alpaydin, 2014).

Figure 3.9. KNN Classifier (Bai etal., 2023)

RF
Random forest (RF), a supervised ML method introduced by (Breiman, 2001), is renowned
for its adaptability in addressing both classification and regression tasks. In essence, it creates

numerous decision trees and combines their outcomes to enhance predictive accuracy. These
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decision trees are subsets randomly sampled from the dataset, with randomness playing a
significant role in various aspects of the approach, including node splitting and attribute selection.
Random forest can be seen as a particular case of bagging, an ensemble learning technique that
merges predictions from multiple classifiers through bootstrapping, a process of randomly
sampling with replacement from the training data (Khoshgoftaar et al., 2007). Each tree in a
random forest is generated using bootstrapping, where approximately two-thirds of the instances
from the training data are randomly chosen for tree construction. Furthermore, random forest
introduces randomness by randomly selecting a subset of attributes to consider at each node of
every tree. In the random forest framework, each tree contributes to the prediction by casting a unit
vote for the most commonly predicted class for a given input vector. The final classification of a
sample is determined by selecting the most frequently predicted class among all decision trees in
the forest. Random forest offers several advantages, including short training and estimation times,
applicability to multi-class classification and regression problems, a low number of parameters for
training, and suitability for large-scale problems (Cutler & Cutler, 2012).

3.6.2. Semi Supervised Classification Methods

The issue of having abundant unlabeled data alongside limited labeled data is a common
challenge in text classification tasks. A promising solution to this challenge is semi-supervised
learning (SSL), which leverages both labeled and unlabeled data during the training phase. SSL
techniques exploit the combined information from labeled and unlabeled data to enhance
classification performance, particularly in scenarios where labeled data is scarce (Balcan & Blum,
2010; Goldberg, 2010). Unlike supervised approaches that rely solely on labeled samples for
training, semi-supervised learning reduces this dependency by striking a balance between
supervised and unsupervised learning (Haffari, 2006).

Traditional supervised learning methods necessitate all training instances to be labeled,
which can be time-consuming and costly due to the involvement of data labeling experts. Semi-
supervised learning, however, alleviates this burden by incorporating a portion of unlabeled data
alongside labeled data to construct more effective models. While various semi-supervised learning
techniques exist for classification, many are built upon conventional supervised classification
algorithms (Witten et al., 2005). These techniques typically aim to expand the initial label set
iteratively and may involve one or multiple classifiers, as well as single or multiple views (Triguero
et al., 2015). In this thesis, two commonly utilized semi-supervised algorithms, namely Self-
training and Co-training, were employed (Blum & Mitchell, 1998). These algorithms offer
effective strategies for leveraging both labeled and unlabeled data to enhance classification

performance.
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Self-Training

Self-training is a SSL technique aimed at gradually enlarging the labeled training dataset
(M. Li & Zhou, 2005). Initially, the model undergoes training using a set of labeled data samples,
followed by making predictions on unlabeled data. Subsequently, the unlabeled data with highly
confident predictions are chosen and progressively added to the labeled training dataset along with
their predicted labels (Nartey et al., 2020). In subsequent iterations, the classifier is re-trained using
the enlarged labeled examples. This method leverages a supervised model to generate pseudo-
labels for unlabeled data samples, integrating those with the highest confidence into the training
dataset along with their generated pseudo-labels, thereby expanding the size of the training data.
This iterative process continues until the model converges (Nartey et al., 2020) (Unal & Ozel,
2023).

Co-Training

Co-training, introduced by (Blum & Mitchell, 1998), is a widely used method in SSL.
Similar to Self-training, Co-training operates on a training set consisting of a small number of
labeled examples and a larger number of unlabeled examples. In its basic form, the Co-Training
algorithm employs different perspectives or "views" to represent the dataset. Each view's training
examples are expanded by utilizing the classifier from the other view. The method assumes that
these views are conditionally independent given the class label (independent assumption) and that
each view alone can make accurate classifications with sufficient labeled data (compatibility
assumption). In the Co-Training approach, a learning method such as MNB can be trained on two
distinct views, known as feature sets, where two classifiers are employed. These classifiers
collaborate by labeling the unlabeled set and adding the most confident predictions to the labeled
set. The essence of this algorithm lies in the reciprocal teaching process: the first classifier
supplements the labeled set with examples used for learning by the second classifier based on the

second view, and vice versa (L. Liu et al., 2003).

3.6.3. Deep Learning Classification Methods

Being a subset of ML, DL models extract useful features automatically and are considered
robust when dealing with high-dimensional feature space. The main benefit of employing deep
learning models as opposed to traditional machine learning methods is that they do not necessitate
manually crafted features rather, they automatically discern and select the most effective features.
In this thesis, we used CNN, RNN including LSTM, GRU, BiLSTM, BiGRU and a combination of
CNN-LSTM and LSTM-CNN.
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CNN

CNN is a DL framework frequently employed for hierarchical document categorization
(Jaderberg et al., 2016; Siwei et al., 2015). Originally developed for image processing (LeCun et
al., 1998), CNN has proven to be highly effective for NLP tasks as well (Kim, 2014). It comprises
a feedforward neural network with input, convolutional, pooling, and fully connected layers. CNN
typically employs a loss function such as softmax on the final fully connected layer (Uysal &
Murphey, 2017). Through convolution filters, CNN extracts feature maps, while pooling layers
downsample these maps to retain pertinent information. The final decision is made via a fully
connected layer with dropout regularization. Below is a generalized CNN architecture tailored for
NLP applications.
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Figure 3.10. Basic CNN structure for NLP with two channels (Kim, 2014)

In order to develop this model on text data, each text with a length of N is represented as
following

Xn=X1Px, D ... BDx, (3.7

Where @ is the concatenation operator. Each convolution step involves a filter W e R |
in a window of h words to generate a new feature. The convolutional operation can be formulated
as follows:

Ci=fW Xijyn—1 +b) (3.8)

Where C; is generated feature from window of words x;.;.,_1, b € R is the bias term and f
is a non-linear activation function like Relu. A new feature map of C = [cy,cy ..., Cpopy1] 1S
obtained by applying this operation to each possible window of words in the sentence

X1:h, X2:h, - +» Xn—h+1m. @ Max-over-time pooling is applied over the feature map c (withc €
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R™"+1) to generate the maximum value (i.e., C" = max c) as feature for the related filter (Kim,
2014).

RNN

The Recurrent Neural Network, abbreviated as RNN, belongs to a class of neural networks
where connections between neurons form a directed cycle (Elman, 1990). RNNSs are specialized in
processing sequential data, earning their name from their recurrent nature, as they execute the same
task for every element of a sequence, with each output relying on previous computations
(Stojanovski et al., 2016). With a built-in memory component, RNNSs retain information from prior
computations, effectively remembering past input information (Zhang et al., 2018). The
architecture of a basic RNN is illustrated in the Figure 3.11 showing an unfolded network with
cycles on the left graph, while the right graph presents a folded sequence with three time steps
(Zhang & Liu, 2018).

h | O~ ) : ) )
|
|
[

Jix g | it S —_

OO 00 O00O0 EYE) OO0

X Xr—1 Xy X1+l
Figure 3.11. RNN architecture before (left) and after (right) the unfolding (Zhang et al.,
2018)

The process of forward propagation in RNN can be explained through the following
equations, as indicated by (Rysbek, 2019; Zhang et al., 2018).

h‘t = f(th xt + Whhht_l + bh) (39)
ye = gw”"h, + by ) (3.10)

wh*  whh and wY" defines the learned and shared weight matrices across all steps,
while f and g are the activation functions and by, and b,, are the bias terms. Theoretically, RNN
can make use of information in arbitrarily long sequences, but in practice, it is limited to looking
back only a few steps hence suffers from vanishing gradient or exploding problem during back

propagation (Bengio et al., 1994; Cliche, 2017; Karpathy et al., 2015). Therefore, a more
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sophisticated RNN architectures like LSTM and GRU were introduced to overcome the challenges
of RNN (Karpathy et al., 2015; Santur, 2019).

LSTM

Long Short-Term Memory (LSTM) networks, a specialized variant of RNN’s, present
significant advancements in preserving information compared to traditional RNN’s (Hochreiter &
Schmidhuber, 1997). LSTM effectively addresses the challenge of vanishing gradient descent
commonly encountered in conventional RNN’s. These networks boast a memory capacity enabling
them to determine the relevance of information to pass forward and what data to discard.
Employing the backpropagation algorithm, LSTM networks incorporate gated mechanisms. Key
components of a basic LSTM network include an input gate (it), an output gate (o), and a forget
gate (f;), facilitating the retention of information over prolonged periods. Figure 3.12 provides an
illustration of LSTM architecture.
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Figure 3.12. Architecture of LSTM cells

The following set of equations are implied to compute the hidden state of the LSTM
(Cliche, 2017).

ii=o(W;.x;+ U .h_y + b)) (3.11)
fo = oW .x¢ + Us .he_q + by) (3.12)
C, =tanh W, .x, + U, .he_y + b,) (3.13)
Ce= fi X C_y + ip X C; (3.14)
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Ot =0 (M/O .xt + UO 'ht—l + bO) (315)

hs = oy X tanh(C) (3.16)

Where by i;, f; and o, representing the input gate, forget gate, and output gate. In addition,
x, and h, stand for the input vector and hidden layer value at time step t. Meanwhile, C;, C;,, and
C:_, correspond to the current, candidate, and previous cell states, respectively. The activation

functions utilized here are 6 (i.e., sigmoid) and tanh.

GRU

The Gated Recurrent Unit (GRU) represents a streamlined version of the LSTM
architecture, introduced to address short-term memory issues (Cho et al., 2014; Chung et al., 2014).
GRU merges the input gate and forget gate of LSTM into a single update gate and forget gate,
resulting in a more concise design (Shiri et al., 2023). Unlike LSTM, GRU does not incorporate a
distinct cell state. Additionally, GRU distinguishes itself from LSTM by featuring two gates: the
update gate and reset gate. These gates assist the architecture in determining the extent to which
previous information from preceding time steps should be retained for future use, and how much of
that information should be discarded. Figure 3.13 illustrates GRU cells with the update and reset
gates, capable of retaining information over extended periods.

It's worth noting that GRU provides a simplified alternative to LSTM with reduced tensor
operations, facilitating quicker training. However, the choice between GRU and LSTM depends on
the specific task at hand, as their performance may vary (Abbaspour et al., 2020).

x|

Figure 3.13. Architecture of GRU cells (Karpathy et al., 2015; Lopez, 2019).
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Zt = 0-( M/Z .Xt + UZ 'ht—l + bZ) (317)

= o(W,.xy + U..hi{_1 + b;) (3.18)
Ry = oWy, .o + Uy . (ry X hy_y) + bp) (3.19)
ht = (1 - Zt) X ht—l + Zt + i{t (320)

where r; and z; represent vectors of reset and update gates differently from the variables
used above. In the given equation, X represent element wise (hadamard) product of two

matrices/vectors.

BILSTM

BiLSTM (Bidirectional Long Short Term Memory) networks, builds on regular LSTM
models to improve how information flows within the system (Schuster & Paliwal, 1997). Unlike
LSTMs that only analyze data moving forward, BiLSTM tackles this limitation by considering both
the past and future of a sequence. This is achieved by training two separate LSTM layers, one that
reads data forward (like normal) and another that reads it backward (Aldhyani & Alkahtani, 2021;
Lipton et al., 2015). You can imagine this like having two readers, one starting at the beginning of
a sentence (green arrow) and another starting at the end (red arrow) Fig 3.14 (Liciotti et al., 2020).
By combining the information from both directions, BILSTM gets a more comprehensive
understanding of the sequence.

While training, the two BiLSTM layers, one processing forward and the other backward,
act like independent detectives examining a crime scene. Each analyzes the clues (data points) and
forms their own interpretations (prediction scores) at every step. These interpretations are then
combined, like pooling their findings, to create a final conclusion (the model's output) (Liciotti et
al., 2020). Because both directions are considered, BiLSTM can examine a wider range of evidence
(context) and better understand the order of events within the data (temporal dependencies) (Shiri
etal., 2023).
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Figure 3.14. The architecture of a Bidirectional LSTM model (Liciotti et al., 2020)

BiGRU

Just like BiLSTM, BiGRU (Bidirectional Gated Recurrent Unit) is a system with two parts,
one working forward and the other backward (Schuster & Paliwal, 1997). Information gets fed into
the system from both directions, and the outputs from each direction are then merged to create the
final result. This double analysis allows BiGRU to squeeze more information out of the data, which
improves how well the whole system learns (Zhang et al., 2018). Figure 3.15 is an architecture of
BiGRU with layers. Imagine it like having two analysts examining data, one looking forward and
one backward (Li et al., 2020). Then, their findings are combined at each step to get a more

complete picture.

Output Layer

Bi-GRU Layer 2

Bi-GRU Layer 1

Input Layer

Figure 3.15. BiGRU neural network structural unit  (Li et al., 2020)

BiLSTM and BiGRU which are sometimes mentioned as Bidirectional Recurrent Neural
Network (BRNN) can as well be described well by the following three equations (Lipton et al.,
2015).
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h® = gWh x® 4 whh =D 4 p,) (3.21)

2O = ¢ (W2 xO 4 w2z z@+D) 4 p (3.22)

7® = softmax(WY"h® + w¥7z® + b)) (3.23)

Where h® and z® represents the values of the hidden layers in the forwards and

backwards directions respectively.

Combining CNN and LSTM

An extensively adopted strategy to enhance the precision of associated tasks involves
integrating RNN and CNN algorithms. This widespread approach stems from the recognition that
merging these two sophisticated neural network architectures can notably enhance accuracy and
enable effective handling of diverse tasks (Farha & Magdy, 2019; Sosa, 2017). Consequently, in
this thesis, we merged two DL models, namely CNN-LSTM and LSTM-CNN, for cyberbullying
detection. The rationale behind this amalgamation is that the initial segment of the model will
extract features, while the subsequent part will focus on learning from input text. All models

developed for the DL are illustrated in appendix section.

3.6.4. Large Language Models

The Large Language Model (LLM) is an advanced DL model based on a transformer
architecture, and extensively trained on vast datasets to generate text resembling human language,
answer questions, aid in translation, and perform various NLP tasks (Kasneci & Sessler, 2023).
Representing a significant breakthrough in NLP and Al, LLMs have exhibited remarkable
performance. The pivotal advancement in LLMs lies in the utilization of transformer architecture
(Devlin et al., 2019; Tay et al., 2022), along with the underlying attention mechanism (Ashish et
al., 2017), greatly enhancing the models' ability to handle long-range dependencies in natural
language texts.

Figure 3.16 shows the architecture of a transformer. A transformer comprises multiple
transformer blocks or layers, encompassing self-attention layers, feedforward layers, and
normalization layers. These components collaboratively decipher input and predict streams of
output during inference. The transformer architecture employs the self-attention mechanism to
discern the relevance of different input segments when generating predictions, enabling the model
to grasp the relationships between words in a sentence irrespective of their positions (Ashish et al.,
2017)

Transformers excel in LLM’s due to two key features: positional encodings and self-
attention. Positional encoding embeds the order of input occurrence within a sequence, enabling
non-sequential input feeding into the neural network. Meanwhile, self-attention assigns weights to
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each input part during processing, signifying their importance in the context of the entire input.
Consequently, models can focus on significant input parts rather than uniformly distributing
attention, facilitating the analysis of subtle connections and contexts among elements over long

distances in a non-sequential manner.
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Figure 3.16. Transformer architecture (Ashish et al., 2017)

Another unique features in LLM is the use of pre-training or pre-trained, where a language
model is trained on a larger dataset before being fine tune on a specific task and this has been an
effective techniques for improving performance on a wide range of language tasks (Min et al.,
2023). Some of the examples of LLM’s include GPT3, GPT 4, Meta’s Llama models and Google’s
Bidirectional Encoder Representation from Transformer (BERT). In this thesis, we used BERT

Language model and its variants designed specifically for English and Turkish.

BERT
BERT stands for Bidirectional Encoder Representations from Transformers. It's a fancy
way of saying it's a super-powered language model that understands the connections between
words in text. Unlike older models that only analyzed words in order (left to right), BERT can
consider both the words before and after a word at the same time (bidirectional). This lets it grasp
the true meaning of words based on their context (Devlin et al., 2019). Before BERT, models like
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Word2vec focused on learning how words are used in different situations (Mikolov et al., 2013;
Quoc & Tomas, 2014). BERT takes things a step further by using a special technique called
transformers to learn these contextual relationships (Ashish et al., 2017).

To train BERT, researchers threw a massive amount of text at it, including billions of
words from Wikipedia and books (Zhu et al., 2015). BERT is trained on an extensive dataset
comprising 2,500 million words from Wikipedia and 800 million words from the Book Corpus
forming a substantial collection of unlabeled text utilized for pre-training. This pre-training phase is
what makes BERT so powerful. There are two main versions of BERT: base and large. Base is like
the mini-version, with fewer parts (parameters) than the larger and more complex large version.
BERT base comprises 12 transformer blocks, 12 attention heads, and 110 million parameters,
whereas BERT large features 24 transformer layers, 16 attention heads, and a total of 340 million
parameters. These pre-trained BERT models can be applied to unlabeled data or fine-tuned on task-
specific data derived from pre-trained models. Figure 3.17 illustrates the architecture of BERT base
and BERT large. The cool thing is that you can use these pre-trained models directly or fine-tune
them for specific tasks, making them even more effective.
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Figure 3.17. BERT architecture (BERT base and BERT large).

BERT undergoes pre-training through two unsupervised tasks. In the first task, known as
the masked language model (MLM), approximately 15% of tokens within the input text are
randomly masked (replaced with [MASK]), and the model is trained to predict these masked
tokens, allowing it to learn about word relationships. The second task is Next Sentence Prediction
(NSP), where the model is provided with pairs of sentences and trained to determine whether the
second sentence logically follows the first one. This phase not only captures relationships between
sentences but also aims to gather additional long-term contextual information. Figure 3.18

illustrates the input representation of BERT.
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Figure 3.18. Input representation of BERT model

The input embeddings are the sum of the token embeddings, the segmentation embeddings
and the position embeddings. There have been many BERT variants developed after BERT to
improve performance and solve computational capability since the original BERT was large. Some
of the pre-trained BERT variants include RoBERTa, ALBERT, Electra, DistilBERT, BERTbase

multilingual etc.

= ROBERTa, short for Robustly Optimized BERT Approach, presents a streamlined
adaptation of BERT with reduced parameters (Y. Liu et al.,, 2019). RoBERTa
incorporates several adjustments, including dynamically altering the masking pattern
during training data, a departure from BERT's static masking pattern. Additionally,
RoBERTa trains on longer sequences and eliminates the next sentence prediction task.
ROBERTa leverages a diverse dataset of 160GB text, comprising Book Corpus,
English Wikipedia, and OpenWebText, whereas BERT is trained solely on Book
Corpus. These modifications are aimed at enhancing ROBERTa’s performance. It's
noteworthy that RoOBERTa adopts the same architecture as BERT and undergoes
pretraining using the MLM task while omitting the NSP task. The structure of
RoBERTa is depicted in Figure 3.19 (Singh, 2023).
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Figure 3.19. Structure of ROBERTa (Singh, 2023).

Class label is used to identify the text classified as Roberta. While the label consists of the

following:

«» CLS which is a special token that is used to identify the beginning of the text to be
classified

¢+ Class which is the name of the class

+«+ Token which represents the individual words that make up the text

« SEP is a special token that is used to separate the tokens

% Mask which is a special token that is used to mask out the tokens that are not used for
classification

« The class model is used by the ROBERTa model to identify the text that is to be
trained on. The model learns to classify text by comparing the encoded representation

of the text to encoded representation of the training text.

=  ALBERT: Overcoming challenges in model performance, such as GPU/TPU memory
constraints and prolonged training durations, can be daunting. ALBERT, a lightweight
variant of BERT, was introduced to address these issues by reducing the model's

parameters, thereby decreasing memory consumption and expediting training speed
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(Lan et al., 2020). The primary advantage of ALBERT lies in its parameter efficiency,
enabling it to accommodate significantly larger batches into memory for swift
inference.

DistilBERT: DistilBERT stands as a condensed, pre-trained language representation
model, offering a faster alternative to the original BERT model (Sanh et al., 2019).
Tailored for efficiency, this version of BERT demonstrates commendable performance
across various tasks, particularly in resource-constrained environments. The overall
architecture of DistilBERT mirrors that of BERT, albeit with the removal of token
type embedding and the pooler, and a halving of the number of layers, resulting in
substantial gains in computational efficiency. DistilBERT was distilled from large
stacks with dynamic masking and prediction of the next sentence (NSP) (Sreelakshmi
et al., 2023). Despite utilizing fewer resources, DistilBERT achieves performance
levels comparable to the original BERT model. The approach involves knowledge
distillation during the pretraining phase, reducing the size of the standard BERT by
40%, while still retaining a language understanding capability of 97%. Consequently,
the model exhibits faster, more compact, and lighter characteristics during pre-
training.

BERT Multilingual: Introducing multilingual BERT aimed to incorporate various
languages, with the model pre-trained on 104 languages, including Turkish (Devlin et
al., 2019). Training data comprised Wikipedia articles in each language, addressing
normalization issues specific to individual languages. Notably, the multilingual BERT
model doesn't employ markers to indicate input language and lacks an explicit
mechanism ensuring that translation-equivalent pairs possess similar representations.
Two versions of the multilingual BERT model exist, differing in capitalization and
punctuation (Devlin et al., 2019). This multilingual model of BERT is based on the
word piece method, effectively handling unknown words to represent word vectors
(Wang, Z., & Wang, 2021).

Other BERT Turkish variants

dbmdz/bert-base-turkish-128k-cased:

dbmdz/bert-base-turkish-128k-cased is a Turkish BERT Variant which is trained on a

large Turkish corpus that has a size of 35GB and a vocabulary size of 128k

(Anonymous 16).

ELECTRA-Tr Dbmdz/electra-base-Turkish

This Turkish language model, Dbmdz/electra-base-Turkish (Anonymous 17), is more

efficient to train compared to BERT because it requires less computation. Unlike

BERT, which uses a method called MLM, this model trains a part that can tell real
63



words from disguised ones fed by another neural network . The training data comes
from a massive collection of Turkish text, including Wikipedia entries (Turkish
OSCAR corpus, 35 GB).
e DistilBERT-Tr distilbert-base-Turkish-case

DistilBERT-Tr distilbert-base-Turkish-case, is a lightweight Turkish version of the
BERT model created by the MDZ Digital Library team. It's much smaller and faster
than the original BERTurk model because it was trained on a less extensive dataset of
Turkish text (7 GB) (DistilBERTurk, n.d.). Despite its size, DistillBERTurk delivers
performance almost on par with BERTurk for tasks like identifying parts of speech

and recognizing named entities in text.

3.6.5. Parameter-Efficient Fine-Tuning

Parameter-efficient fine-tuning (PEFT) refers to a collection of methodologies utilized to
decrease the computational expenses associated with fine-tuning LLM’s. The Low-Rank
Adaptation of Large Language Models (LoRA) represents a parameter-efficient fine-tuning
technique employed to train LLMs for specific tasks or domains (Hu et al., 2022). This approach
introduces trainable rank decomposition matrices into each layer of the transformer architecture,
thereby reducing the number of trainable parameters for downstream tasks while maintaining the
pre-trained weights frozen.

The rationale behind LoRA is to achieve superior fine-tuning outcomes in a more resource-
efficient manner. Full-parameter fine-tuning necessitates significant memory resources, and
existing methods either pose impractical challenges or compromise on quality. Given that high-
performance GPUs are a valuable asset, more efficient techniques can render fine-tuning more
accessible and facilitate increased experimentation.

Unlike modifying the weight matrix W of a layer across all its elements, LORA creates two
smaller matrices, A and B, whose product approximates the adjustments to W. This adaptation can
be mathematically expressed as W* = W + AB, where A and B represent the low-rank matrices. If
W is an mxn matrix, A might be mxr and B rxn, where r denotes the rank and is substantially
smaller than m and n. During fine-tuning, only A and B undergo adjustments, enabling the model

to learn task-specific features (Hu et al., 2022)

3.6.6. General Optimization Techniques
Dropout
The Dropout technique functions as a safeguard against overfitting in neural networks, as
observed in studies (Garbin et al., 2020; Srivastava et al., 2014). Figure 3.20 represents
Comparison of NN before dropout (on the left) and after dropout (on the right). It entails
randomly deactivating selected neurons within hidden layers based on a dropout probability
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(Ko et al., 2017). During a specific training phase, these chosen neurons' activities are set to
zero in both the forward and backward steps, effectively temporarily removing them from the
network. This dynamic approach fosters more robust and reliable learning by ensuring diverse
neuron activation in each iteration. While it may extend the training duration, this technique
contributes to enhanced model generalization, as highlighted in research (Ko et al., 2017;
Srivastava et al., 2014).

Figure 3.20. Comparison of NN before dropout (on the left) and after dropout (on the right)
(Srivastava et al., 2014)

Adam Optimizer

The Adam optimizer, derived from Adaptive Moment Estimation, stands out as a widely
utilized optimization algorithm in neural network training (Kingma & Ba, 2015). Adam seamlessly
integrates the strengths of both AdaGrad and RMSProp (Z. Zhang, 2019). By maintaining per-
parameter learning rates that dynamically adjust based on the gradients' moments, Adam efficiently
and rapidly converges, particularly in scenarios involving extensive datasets and high-dimensional
parameter spaces. This optimizer calculates individual adaptive learning rates for distinct
parameters, rendering it particularly effective for tasks with sparse gradients. Its adaptive
characteristic, coupled with its momentum functionality, equips it to adeptly manage noisy
gradients and non-stationary objectives, making it a favored option across various deep learning

applications (Kingma & Ba, 2015).

Dense Layer (Sigmoid Activation)

A dense layer, often referred to as a fully connected layer, serves as a foundational element
within neural networks, wherein each neuron in the layer establishes connections with every neuron
in the preceding layer (Bengio et al., 1994). Employing a sigmoid activation function, this layer
operates by applying the sigmoid function element-wise to the weighted sum of inputs and biases,
thereby compressing the output values within the range of [0, 1]. Particularly beneficial for binary
classification tasks, the sigmoid function allows for interpreting the output as probabilities (Bengio

et al., 1994). By incorporating the sigmoid activation function, non-linearity is introduced into the
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network, empowering it to capture intricate relationships between inputs and outputs. However, it
is important to note that the sigmoid function may encounter challenges such as vanishing
gradients, particularly evident at the extreme ends of its range, potentially impeding the learning
process, especially in deeper networks. Nevertheless, despite this drawback, the dense layer with
sigmoid activation remains a prevalent choice across various neural network architectures due to its

interpretability and straightforwardness.

3.7. Model Evaluation

When tackling classification problems in machine learning, it's customary to partition the
dataset into three distinct subsets: the training set, validation set, and testing set. Numerous
approaches have been proposed for dividing the dataset into these subsets, but when dealing with a
very small dataset, cross-validation is often preferred. The fundamental concept behind cross-
validation is to train and evaluate each candidate model on separate datasets to ensure unbiased
performance evaluation (Lei, 2020). Cross-validation involves several steps: first, keeping one-fold
separate so the model doesn't access it, then training the model on the remaining folds, and finally
testing each trained classifier on the held-out fold. The results from each fold are then averaged to
assess the performance of the particular parameter setting (Domingos, 2012) (Kohavi, 1995).

Cross-validation can take various forms, such as K-fold and Leave-one-out (Kohavi, 1995).

Figure 3. 21. Example of 5-fold cross validation
In this instance, the approach entails dividing the dataset into K partitions, where K-1

partitions are designated for training and one for validation testing. For instance, as depicted in the

figure 3.21, the dataset can be segmented into 5 folds. During each iteration, 4 folds are utilized for
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training the model, while the remaining fold is used to evaluate the model's performance. This

cycle is repeated five times, with the fold used for evaluation changing position in each iteration.

To address text classification challenges, a model's effectiveness is evaluated through a
confusion matrix. This matrix comprises four distinct combinations of predicted and actual values,
as illustrated in Figure 3.22. Each row corresponds to predictions, while columns represent actual
classes. Its primary function is to quickly identify if the system is confusing two types of data. The
matrix features two dimensions labeled "actual® and “predicted,” with both dimensions
encompassing the same sets of "classes.”" Each intersection of dimension and class forms a unique
variable in the table, crucial for metrics such as True Positive (TP), False Positive (FP), True
Negative (TN), and False Negative (FN) (Narkhede, 2018).

Actual Values

Positive {1) Negative (0)

Positive (1) TP FP

Negative (0) FN TN

Predicted Values

Figure 3.22. Confusion matrix (Narkhede, 2018)

«» True Positive: Classified as Positive and its true
¢+ True Negative: Classified as Negative and its true
«» False Positive: Classified as Positive and its false

% False Negative: Classified as Negative and its false.

Using the definitions provided in the confusion matrix, one can calculate commonly used
evaluation metrics for classification tasks. These metrics include Precision (P), Recall (R),

Accuracy (ACC), and F-score, each defined as follows;

e Precision: This metric represents the proportion of true positives relative to the total
number of predicted positives. It indicates the accuracy of identifying cyberbullying
instances among all instances predicted as such. A higher precision signifies that the model

is careful in labeling positive cases and tends to minimize false positives.
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True positives

Precision = — —
(True positives+False positives)

(3.24)

Recall: This parameter gauges the model's capacity to identify true positives. Illustrated
with the cyberbullying label, it measures the proportion of cyberbullying instances
correctly predicted out of all cyberbullying instances. A higher recall suggests that the
model is proficient at detecting positive cases, even if it occasionally misclassifies

positives as negatives.

True positives

Recall = (3.25)

(True positives+False Negatives)

e  Accuracy: This measure quantifies the ratio of correct predictions to the total number
of outcomes. In the context of the cyberbullying label, it encompasses the number of
correctly predicted cyberbullying instances and accurately identified non-
cyberbullying instances from the entire prediction set. Accuracy offers a

comprehensive assessment of the model's performance across all classes.

True positives+True Negatives

Accuracy = (3.26)

Total instances

e F-score: The F-score (a.k.a. Fl-score, F-measure) denotes the harmonic mean of
precision and recall, offering a balanced assessment of model performance. It proves
particularly beneficial in handling imbalanced datasets. A higher F-measure signifies a

favorable equilibrium between precision and recall.

2x(Precisionx*Recall)

F1 — score = (3.27)

(Precision+Recall)
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4. RESULTS AND DISCUSSIONS

In this section, we report the results of our comprehensive experiments. The thesis is
focused on detection of CB in the context of Turkish and English language. The study experiments
involve comparison of ML and DL together with variety of feature extraction techniques. A novel
semi supervised learning method that accurately detect and improve classification accuracy of CB
in both languages of English and Turkish was proposed.

The summary of our work can be outlined as comprehensive study involving ML and DL
for CB detection on English and Turkish language, evaluating impact of different feature extraction
techniques such as traditional feature weighting method including binary, TF, TF-IDF and word
embedding such as Word2vec, GloVe, FastText. BOW and N-grams features are evaluated with
respect to traditional ML methods. The impact of word embeddings are evaluated with ML and DL
methods. The effectiveness of large language model specifically BERT are compared for both
English and Turkish variants, and the BERT variants’ performances are evaluated with results
generated through ML and DL models. Additionally, the performance evaluation of BERT
combined with ML, BERT with LoRa, a parameter efficiency optimization technique, impact of
SSL techniques including traditional self-training and co-training are deeply studied in this thesis.
Finally, implementing and proposing a novel self-training with BERT, a SSL method that improves
classification accuracy, is proposed and evaluated.

We believe that based on the nature of the study i.e. datasets used i.e. English and Turkish
language, applied techniques and analysis can distinguish this work from existing work performed

in the same ways. Our experiment was divided into the following steps:

e  Term weighting methods were combined with ML classifiers

e  Word embedding with ML and DL methods

e  Evaluation of different LLM’s specifically, BERT variants

e  Combining LLM (BERT) with ML classifiers

e Evaluation of LLM (BERT) with LORA parameter optimization technique
e  Evaluation of traditional SSL techniques

e  Proposing self-training with LLM (BERT)

The evaluation metrics employed include accuracy and F-score, with all experiments
configured to execute using a 5-fold cross-validation. The following sub headings present results

and analysis. Some of the results are represented in Appendix side.
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4.1. Effect of Term Weighting and Feature Set with ML Methods

In this part, we investigated how assigning weights to terms in text data affects the
performance of traditional ML models for classification tasks. First, the text data was cleaned and
prepared for analysis. Two common techniques were used to extract features from the text: BOW
and character-level N-grams. Then, different weighting methods were applied to these features:
Binary (where a term is either present or absent), Term Frequency TF (how often a term appears),
and TF-IDF (which considers both TF and how common the term is across documents). By
applying these weights, the text data was converted into numerical formats suitable for
classification by ML models. Five well-known traditional ML classifiers were used in this
experiment: MNB, LR, SVM with a linear kernel, DT, RF, and KNN. Default settings were used
for all classifiers except for SVM (which used a linear kernel) and LR (which was limited to 1000
iterations). The results of this experiment are summarized in four tables (Table 4.1 to 4.4)

Table 4.1 and 4.2 illustrates the performance of BOW features with ML. When we assess
performance (Table 4.1), considering CUD dataset, it is evident that the highest F-score of 0.9113
is achieved with SVM when combined with the TF-IDF weighting method, followed by MNB with
Binary at 0.9040, and MNB with TF at 0.9026. Similarly, on the ATC dataset, SVM with Binary
attains the top F-score of 0.9277, closely followed by SVM with TF at 0.9275, and SVM with TF-
IDF at 0.91976. Notably, SVM consistently outperforms other classifiers across all term weighting
methods with BOW. TF-IDF demonstrates superior performance compared to other term weighting
methods in this context.

Conversely, when analyzing (Table 4.2), regarding KPD dataset, RF with TF-IDF achieves
the highest F-score of 0.7869, followed by LR with TF at 0.7689, and LR with Binary at 0.7664.
On the FSD dataset, SVM with TF-IDF leads with an F-score of 0.8714, LR with TF follows at
0.8480, and SVM with Binary closes at the third position. It's noteworthy that for Turkish datasets,
the best overall performance with BOW features and ML is observed with SVM on the ATC
dataset, while for English datasets, it's achieved with SVM on the FSD dataset with TF-IDF.

Table 4.3 and Table 4.4 illustrates the performance of N-gram features with ML. when we
consider Table 4.3, for CUD dataset, SVM with TF-IDF exhibits the highest F-score of 0.9130,
followed by LR with Binary at 0.9102, and LR with TF at 0.9086. Similarly, on the ATC dataset,
RF with TF-IDF leads at 0.9296, followed by SVM with TF at 0.9270, and SVM with Binary at
0.9255. SVM and RF consistently demonstrate superior performance in this category.

In contrast, evaluating the performance (Table 4.4), on the KPD dataset, LR with TF-IDF
achieves the highest F-score of 0.8437, followed by MNB with TF at 0.8393, and LR with Binary
at 0.8338. On the FSD dataset, LR with TF-IDF stands out with an F-score of 0.8879, followed by
SVM with TF at 0.8691, and LR with Binary at 0.8442. Notably, TF and TF-IDF exhibit better
performance compared to Binary in this scenario. Overall, the best-performing algorithm for
Turkish datasets using N-gram features and ML is observed with RF on the ATC dataset with TF-
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IDF weighting. For English datasets, the best performance is achieved with LR on the FSD dataset
with TF-IDF.

Table 4.1. Results of Term Weighting and BOW with Traditional ML Classifiers on Turkish

Datasets
BOW
Binary TF TFIDF
Dataset  Classifier ACC F-score ACC F-score ACC F-score
CuD MNB 0.9074 0.9040 0.9058 0.9026 0.9064 0.9029
SVM 0.8937 0.8967 0.8929 0.8958 0.9113 0.9113
LR 0.8959 0.8999 0.9011 0.9011 0.8938 0.8993
RF 0.8517 0.8393 0.8512 0.8384 0.8568 0.8469
DT 0.8166 0.7993 0.8169 0.8004 0.8072 0.8087
KNN 0.8225 0.8551 0.8187 0.8261 0.8249 0.8296
ATC MNB 0.8976 0.8996 0.8970 0.8988 0.8929 0.8957
SVM 0.9285 0.9277 0.9284 0.9275 0.9197 0.9176
LR 0.9207 0.9181 0.9200 0.9174 0.8889 0.8832
RF 0.8912 0.8990 0.8918 0.8996 0.8982 0.9048
DT 0.8712 0.8824 0.8717 0.8829 0.8680 0.8798
KNN 0.8440 0.8206 0.8434 0.8146 0.8145 0.8018

Table 4.2. Results of Term Weighting and BOW with Traditional ML Classifiers on English

Datasets
BOW
Binary TF TFIDF
Dataset  Classifier ACC F-score ACC F-score ACC F-score
KPD MNB 0.797 0.7492 0.7864 0.7518 0.8155 0.7849
SVM 0.7892  0.7564 0.7872 0.7524 0.8089 0.7855
LR 0.8095  0.7664 0.8014 0.7689 0.8022 0.7813
RF 0.8029  0.7506 0.8013 0.7678 0.8016 0.7869
DT 0.7424 0.7452 0.7481 0.7525 0.7546 0.7837
KNN 0.7512  0.7388 0.7409 0.7562 0.7554 0.7745
FSD MNB 0.9400 0.8181 0.8722 0.8175 0.8579 0.8221
SVM 0.9265  0.8422 0.9203 0.8300 0.9269 0.8714
LR 0.9299  0.8337 0.9264 0.8480 0.9226 0.8627
RF 0.9432  0.8299 0.9443 0.8301 0.9465 0.8542
DT 0.9235  0.7653 0.9236 0.7643 0.9149 0.8617
KNN 0.8969  0.7646 0.8894 0.7624 0.9263 0.8022
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Table 4.3. Results of Term Weighting and N-GRAM with Traditional ML Classifiers for Turkish

Datasets
N-GRAM
Binary TF TFIDF
Dataset  Classifier ACC F-score ACC F-score ACC F-score
CuD MNB 0.8959 0.8987 0.8939 0.8967 0.8982 0.9010
SVM 0.8943 0.8946 0.8952 0.8956 0.9115 0.9130
LR 0.9194 0.9102 0.9078 0.9086 0.9066 0.9091
RF 0.897 0.8994 0.8972 0.8995 0.8926 0.8962
DT 0.8364 0.8351 0.8329 0.8310 0.8337 0.8335
KNN 0.8165 0.8071 0.8152 0.8056 0.8881 0.8885
ATC MNB 0.8685 0.8646 0.8668 0.8624 0.8611 0.8580
SVM 0.9216 0.9255 0.9256 0.9270 0.9275 0.9298
LR 0.9034 0.9019 0.9035 0.9019 0.9180 0.9128
RF 0.9182 0.9189 0.9178 0.9184 0.9201 0.9296
DT 0.9121 0.9158 0.9137 0.9172 0.9289 0.9232
KNN 0.8251 0.8664 0.8261 0.8616 0.8015 0.8955

Table 4.4. Results of Term Weighting and N-GRAM with Traditional ML Classifiers for English

Datasets
N-GRAM
Binary TF TFIDF
Dataset ~ Classifier ACC F-score ACC F-score ACC F-score
KPD MNB 0.8227 0.8142 0.839 0.8393 0.8363 0.8218
SVM 0.8243 0.8116 0.8415 0.831 0.8524 0.8388
LR 0.8187 0.8338 0.8279 0.8323 0.8387 0.8437
RF 0.8122 0.7986 0.7845 0.7663 0.7948 0.7991
DT 0.8041 0.7964 0.8312 0.8216 0.8414 0.8318
KNN 0.7784 0.7502 0.7691 0.7939 0.7504 0.8026
FSD MNB 0.8543 0.8510 0.8541 0.8458 0.8483 0.8791
SVM 0.9201 0.8716 0.9152 0.8691 0.9156 0.8657
LR 0.9206 0.8686 0.9181 0.8676 0.9127 0.8879
RF 0.9447 0.8442 0.9451 0.8543 0.9455 0.8768
DT 0.9062 0.8620 0.9088 0.8622 0.9038 0.8518
KNN 0.8918 0.8612 0.8760 0.8492 0.8918 0.8869
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Overall results on Term weighting with ML present the following findings;

o TF-IDF emerges as the superior feature weighting method overall when compared to
Binary and TF.

o  SVM performs best across the feature weighting as compared to the other classifiers

o  The most effective classifiers across all languages are SVM, MNB, LR, RF, and DT.

¢ In the context of BOW features with ML, the highest performance for Turkish datasets
is observed with SVM on the ATC dataset, achieving an F-score of 0.9277 when
paired with Binary weighting. Conversely, for English datasets, optimal performance
is attained with SVM combined with TF-IDF on the FSD dataset, yielding an F-score
of 0.8714.

e  When considering N-gram features with ML, the top performance for Turkish datasets
is found with RF on the ATC dataset, achieving an F-score of 0.9296 when paired
with TF-IDF. Meanwhile, for English datasets, the best performance is observed with
LR on the FSD dataset, utilizing TF-IDF, and yielding an F-score of 0.8879.

o While both the N-gram model and BOW model demonstrate comparable performance,
the N-gram model exhibits superior performance, making it the preferred choice for
feature extraction. Apparently, the reason for N-gram as better performer lies its
architecture where it is used to consider words in their sequence which makes much
sense when we are using sentences as the context is important whereas BOW simply

bags the words in its vocabulary irrespective for their order.

4.2. Effect of Trained and Pre-trained Word Embeddings Models with Traditional ML
Methods

The next stage of the experiment focused on combining traditional ML with word
embedding to see how it affects performance. This experiment evaluated both custom-trained and
pre-trained word embedding models alongside traditional ML classifiers.

After cleaning the text data, word embedding techniques like FastText, Word2Vec, and
GloVe were utilized to transform the text into numerical vectors suitable for classification by ML
models. Each word was converted into a vector, and the vector for the entire document was created
by averaging the word vectors of all the words in the document.

Custom word embedding models were trained with a specific size (300 dimensions) and
context window (5 words around a target word). Pre-trained word embeddings with the same size
(300 dimensions) were also included for comparison. The results of this experiment are presented
in tables (4.5 - 4.8). Table 4.5 and Table 4.6 shows the performance of trained word embeddings
with traditional ML methods, while Table 4.7 and Table 4.8 explores the effectiveness of pre-
trained word embeddings with these ML models.
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In Table 4.5 and Table 4.6, the assessment of performance with trained word vectors and
ML on the CUD dataset reveals KNN as the top performer when used with GloVe, achieving an F-
score of 0.5989. SVM follows closely as the second-best performer when combined with FastText,
yielding an F-score of 0.555, while LR ranks third when utilized with Word2Vec, attaining an F-
score of 0.5453. Similarly, on the ATC dataset, the best result is obtained from MNB paired with
FastText, garnering an F-score of 0.5972, followed by DT with GloVe at 0.5921, and KNN with
Word2Vec at 0.5578.

Conversely, in the evaluation of the KPD dataset, LR with Word2Vec stands out with the
highest F-score of 0.4806, followed by LR with GloVe at 0.4794, and RF with FastText at 0.4772.
For the FSD dataset, MNB with FastText delivers the best result with an F-score of 0.5986, with
GloVe and Word2Vec following as second and third performers, respectively. It's noteworthy that
trained word vectors did not yield significant results in this experiment.

Overall, for the Turkish dataset, the highest performance with trained word vectors and ML
is observed on the CUD dataset, utilizing KNN with GloVe. Conversely, for the English dataset,
optimal performance in this category is achieved on the FSD dataset with MNB when paired with
FastText.

Table 4.5. Results of Trained Word Embedding Models with Traditional ML Classifiers on Turkish

Datasets
Dataset Classifier Trained
Word2vec GloVe FastText
ACC F-score ACC F-score ACC F-score
CuUD MNB 0.5484  0.5036 0.5563  0.5303 0.5616  0.5222
SVM 0.5717  0.5439 0.5628  0.5884 0.561 0.5550
LR 0.5754  0.5453 0.5712  0.5164 0.5718  0.5158
RF 0.5774  0.538 0.5793  0.5323 0.5791  0.5319
DT 0.5696  0.5022 0.5717  0.5041 0.5673  0.5002
KNN 0.5557  0.595 0.5417  0.5989 0.5626  0.5465
ATC MNB 0.5798  0.5148 0.5718 0.5871 0.5594  0.5972
SVM 0.5919  0.5435 0.5878  0.5317 0.5897  0.5603
LR 0.5963  0.5506 0.5966  0.5507 0.5953  0.5534
RF 0.5247  0.5312 0.5859  0.5718 0.5750  0.5763
DT 0.5228  0.5535 0.5920 0.5921 0.6222  0.5723
KNN 0.5517  0.5578 0.5554  0.5548 0.5590  0.5677
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Table 4.6. Results of Trained Word Embedding Models with Traditional ML Classifiers on English

Datasets
Dataset Classifier Trained
Word2vec GloVe FastText
ACC F-score ACC F-score ACC F-score
KPD MNB 0.3978  0.4710 0.3983  0.4715 0.3986  0.4708
SVM 0.3937  0.4799 0.4501  0.4785 0.4535 0.3994
LR 0.3937 0.4806 0.4477 0.4794 0.4532 0.4068
RF 0.3964  0.4770 0.3964  0.4772 0.3964  0.4772
DT 0.4499  0.4048 0.4493  0.4043 0.449 0.4040
KNN 0.4079 0.4381 0.4279 0.4431 0.4173 0.4339
FSD MNB 0.5759 0.4434 0.7822 0.5013 0.5986 0.5986
SVM 0.5768 0.5456 0.5964 0.5432 0.5540 0.5931
LR 0.5760  0.5453 0.5843  0.5821 0.5753  0.5778
RF 0.5360 0.5329 0.5536  0.5658 0.5764  0.5868
DT 0.5349 0.5353 0.5349 0.5431 0.5490 0.5432
KNN 0.5353  0.5295 0.5353  0.5409 0.5173  0.5639

When evaluating the performance of pre-trained word vectors with ML, as illustrated in
Table 4.7 and Table 4.8, focusing on the CUD dataset, reveals SVM as the top-performing
algorithm when paired with FastText, achieving an F-score of 0.8470. GloVe follows closely as the
second-best performer with an F-score of 0.8270 when utilized alongside SVM, and Word2Vec
trails behind with an F-score of 0.8139 in combination with SVM. Notably, SVM demonstrates the
best performance across all word vectors in this context. Turning to the ATC dataset, SVM paired
with FastText delivers the best performance with an F-score of 0.8422, while GloVe ranks second
when utilized with SVM, achieving an F-score of 0.8395, and Word2Vec performs third with an F-
score of 0.8434 when combined with SVM.

In terms of the KPD dataset, the highest result is attained with FastText when used with
SVM, achieving an F-score of 0.7992. Following this, RF paired with GloVe yields an F-score of
0.7944, and Word2Vec with SVM closes this ranking with an F-score of 0.7514. Transitioning to
the FSD dataset, SVM stands out with the best performance, obtaining an F-score of 0.8574. KNN
ranks second when utilized with GloVe, achieving an F-score of 0.8543, while DT paired with

Word2Vec concludes this ranking with an F-score of 0.8353.

Overall performance concerning pre-trained word vectors with ML, for the Turkish dataset,
specifically the CUD dataset, SVM paired with FastText achieved the highest F-score of 0.8470,
whereas for the English dataset, the FSD dataset exhibited the best overall performance, with SVM
coupled with FastText yielding an F-score of 0.8574.
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Table 4.7. Results of Pre-Trained Word Embedding Models with Traditional ML Methods on
Turkish Datasets

Dataset  Classifier Pre-trained
Word2vec GloVe FastText
ACC F-score ACC F-score ACC F-score
CuUD MNB 0.8028  0.8034 0.8074  0.7547 0.8047  0.8061
SVM 0.8015  0.8139 0.8113  0.8270 0.8388  0.8470
LR 0.8021 0.8123 0.8294 0.8194 0.8422 0.8423
RF 0.7802  0.8000 0.7353  0.7400 0.8353  0.8400
DT 0.7981 0.7087 0.7562 0.7454 0.7488 0.7521
KNN 0.7771 0.7811 0.7013 0.7038 0.7277 0.7743
ATC MNB 0.7687 0.7676 0.8081 0.8083 0.8168 0.8174
SVM 0.8336 0.8434 0.8381 0.8395 0.8420 0.8422
LR 0.8069  0.8023 0.8117  0.8161 0.8234  0.8232
RF 0.8218  0.8266 0.8388  0.8382 0.8408  0.8388
DT 0.8233 0.8299 0.8345 0.8394 0.8355 0.8388
KNN 0.8040  0.8043 0.8180  0.8106 0.8022  0.8235

Table 4.8. Results of Pre-Trained Word Embedding Models with Traditional ML Methods on
English Datasets

Dataset  Classifier Pre-trained

Word2vec GloVe FastText

ACC F-score ACC F-score ACC F-score

KPD MNB 0.7344  0.7453 0.7414  0.7426 0.7681 0.7683
SVM 0.7528 0.7514 0.7644  0.7687 0.7758 0.7992
LR 0.7519 0.7404 0.7610 0.7603 0.7717 0.7761
RF 0.7011 0.7014 0.7934  0.7944 0.7847 0.7859
DT 0.7163 0.7312 0.7094  0.7258 0.7207 0.7356
KNN 0.7273 0.7384 0.7130 0.7274 0.7205 0.7342
FSD MNB 0.8063 0.8133 0.8191 0.8196 0.8203 0.8224
SVM 0.8174  0.8161 0.8441 0.8355 0.8533 0.8574
LR 0.8146 0.8119 0.8067 0.8058 0.8069 0.8011
RF 0.8013 0.8013 0.8131 0.8131 0.8342 0.8467
DT 0.8244  0.8353 0.8513 0.8527 0.8564  0.8573
KNN 0.8215  0.8265 0.8571 0.8543 0.8608 0.8663

The comprehensive results on word embedding with ML reveal several key findings:

o  FastText word embedding outperformed GloVe and Word2Vec.
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e  Generally, custom trained word vectors did not yield significant results.

e  Pre-trained word vectors generally outperformed custom trained ones.

o  SVM consistently demonstrated superior performance across all models.

¢  When considering custom trained word vectors with ML, the top performance for the
Turkish dataset was observed on the CUD dataset, with KNN paired with GloVe
achieving an F-score of 0.5989, while for the English dataset, the FSD dataset
displayed the best performance, with MNB combined with FastText producing an F-
score of 0.5986.

e When examining pre-trained word vectors with ML, the best performance for the
Turkish dataset was found on the CUD dataset, with SVM coupled with FastText
achieving an F-score of 0.8470, while for the English dataset, the FSD dataset
demonstrated optimal performance, with SVM paired with FastText yielding an F-
score of 0.8574.

4.3. Effect of Using Trained and Pre-Trained Word Embeddings with DL Methods

In this section of the experiment, DL methods with word vectors were employed and
compared. DL utilizes word embeddings to automatically construct features, with two distinct
approaches: custom embedding, trained on a specific corpus, and pre-trained embedding, already
trained on extensive datasets. Impact of utilizing both custom-trained and pre-trained word vectors
on DL algorithms for cyberbullying detection was investigated in this thesis. The chosen word
embedding models included Word2vec, GloVe, and FastText.

For custom-trained word vectors, training was conducted with a vector size of 300 and a
window context of 5. In contrast, for pre-trained models, we consistently utilized word vectors of
size 300 for comparative analysis. Various architectures for deep learning for classification,
particularly CNN and RNN, including LSTM, GRU, BiLSTM, BiGRU, as well as combined CNN-
LSTM and LSTM-CNN architectures were investigated.

DL experiments were divided into two categories: examining the performance of CNN
architecture separately and evaluating RNN with both trained and pre-trained word vectors. For
CNN algorithms, we designed CNN architectures akin to those in (Kim, 2014), with parameter
adjustments including filter sizes of 3, 4, and 5, 128 filters, a dropout rate of 0.5, and batch sizes of
124 over 11 epochs. Conversely, our RNN configuration comprised three stacked layers of LSTM,
GRU, BIiLSTM, and BiGRU, each containing 16 neurons, a dropout rate of 0.2, Adam optimizer,
and batch sizes of 128 over 11 epochs. Additionally, the combination of CNN-LSTM and LSTM-
CNN units were explored to assess their potential enhancement of overall performance. The
developed DL architectures are depicted in appendix section (Appendix A.1to A.7).

The results of the experiment in this domain are presented in Table 4.9 to 4.12, with the

former displaying outcomes of custom-trained word vectors with DL and the latter showcasing
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results of pre-trained word vectors with DL. When examining the performance of trained word
vectors with DL algorithms, as shown in Table 4.9, CNN-LSTM emerged as the top performer for
the CUD dataset, achieving an F-score of 0.6696 when integrated with FastText. Still CNN-LSTM
performed second and third with GloVe and Word2ve giving F-score of 0.669 and 0.6593.

Similarly, for the ATC dataset, CNN-LSTM paired with FastText demonstrated the
highest performance with an F-score of 0.6215.

In contrast as is seen in table 4.10, for the KPD dataset, FastText combined with CNN-
LSTM vyielded the best result with an F-score of 0.5698. Lastly, for the FSD dataset, BiLSTM with
Word2vec attained the highest F-score of 0.6899, followed by CNN-LSTM when used with
FastText with giving an F-score of 0.6898 as second best and BiGRU combined with GloVe with
an F-score of 0.6897 respectively.

Overall, the top-performing algorithm for the Turkish dataset was observed on the CUD
dataset, utilizing CNN-LSTM with FastText, while for the English dataset, the best performance
was demonstrated on the FSD dataset, with BiLSTM paired with Word2vec.

Table 4.9. Results of Trained Word Embeddings Models with DL Methods on Turkish Datasets

Dataset Classifier Trained
Word2vec GloVe FastText
ACC F-score ACC F-score ACC F-score
CuUD CNN 0.6508 0.6509  0.6953 0.6954  0.6530 0.6532
LSTM 0.6499 0.6498 0.6534 0.6533 0.6558 0.6559
GRU 0.6546 0.6545 0.6173 0.6174 0.6549 0.6549
BiLSTM 0.6555 0.6554  0.6579 0.6578  0.6574 0.6574
BiGRU 0.6558 0.6560 0.6678 0.6677 0.6617 0.6617

CNN-LSTM  0.6593 0.6593 0.6694 0.6694 0.6695 0.6696
LSTM-CNN  0.6543 0.6543 0.6683 0.6684  0.6682 0.6682

ATC CNN 0.6036 0.6051 0.6135 0.6122 0.6126 0.6100
LSTM 0.6021 0.6061 0.6061 0.6052  0.6081 0.6048
GRU 0.6025 0.6064 0.6092 0.6083 0.6059 0.6060
BiLSTM 0.6072 0.6061 0.6079 0.6066  0.6071 0.6079
BiGRU 0.6027 0.6029 0.6091 0.6083 0.6097 0.6088

CNN-LSTM  0.6167 0.6183 0.6108 0.6112 0.6227 0.6215
LSTM-CNN  0.6054 0.6054 0.6111 0.6106 0.6044 0.6000
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Table 4.10. Results of Trained Word embeddings Models with DL Methods on English Datasets

Dataset Classifier Trained
Word2vec GloVe FastText
ACC F-score ACC F-score ACC F-score
KPD CNN 0.5687 0.5674 05685 0.5695 0.5684 0.5680
LSTM 0.5661 0.5653 0.5665 0.5660 0.5670 0.5675
GRU 0.5637 0.5640 0.5616 0.5640 0.5649 0.5649
BiLSTM 05695 0.5670 0.5644 05690 0.5663 0.5688
BiGRU 0.5648 0.5646 0.5669 0.5640 0.5652 0.5654

CNN-LSTM 05694 0.5694 0.5695 0.5695  0.5689 0.5698
LSTM-CNN 05676 0.5669  0.5620 0.5634  0.5661 0.5657

FSD CNN 0.6881 0.6889  0.6887 0.6885 0.6882 0.6891
LSTM 0.6869 0.6870  0.6875 0.6873  0.6800 0.6876
GRU 0.6892 0.6897 0.6890 0.6893 0.6881 0.6880
BiLSTM 0.6898 0.6899 0.6869 0.6885 0.6895 0.6898
BiGRU 0.6894 0.6895  0.6897 0.6897 0.6883 0.6881

CNN-LSTM  0.6895 0.6895 0.6896 0.6896  0.6898 0.6898
LSTM-CNN  0.6852 0.6854 0.6848 0.6846  0.6863 0.6860

In the assessment of pre-trained models with DL, taking CUD dataset as seen in Table
4.11, BILSTM paired with the FastText model demonstrated the highest performance, achieving an
F-score of 0.9189. Following closely, CNN-LSTM with GloVe yielded the second-best
performance with an F-score of 0.9134, and CNN-LSTM combined with Word2vec produced an F-
score of 0.8963, ranking third. Moving to the ATC dataset, CNN integrated with FastText exhibited
the highest score of 0.9376, followed by CNN with Word2vec at 0.9211, and CNN with GloVe at
0.9231. Notably, FastText outperformed Word2vec and GloVe, while CNN-LSTM and CNN

emerged as the top-performing DL algorithms in this task.

For the KPD dataset as is seen in Table 4.12, CNN-LSTM paired with FastText achieved
an F-score of 0.9694, with BILSTM combined with GloVe following closely at 0.9689, and CNN-
LSTM with Word2vec achieving an F-score of 0.9660. Moving to the FSD dataset, the highest
performance was seen with CNN-LSTM combined with FastText, scoring 0.9498, followed by
BiLSTM with GloVe at 0.9398, and Word2vec with BiLSTM at 0.9210. CNN-LSTM and BiLSTM
emerged as the top-performing algorithms, with FastText demonstrating superior performance

among the word vectors.

79



Table 4.11. Results of Pre-trained Word Embeddings Models with DL Methods on Turkish

Datasets
Dataset Classifier Pre-trained
Word2vec GloVe FastText
ACC F-score ACC F-score  ACC F-score

CuUD CNN 0.8886 0.8886 0.9128 0.9128 0.9069 0.9070
LSTM 0.8840 0.8840 0.8904 0.8904 0.905 0.9054
GRU 0.8868 0.8868 0.8916 0.8916 0.8920 0.8920
BILSTM 0.8874 0.8874 0.8965 0.8965 0.9189 0.9189
BiGRU 0.8854 0.8854 0.8940 0.8940 0.9023 0.9043

CNN-LSTM  0.8963 0.8963  0.9134 0.9134 0.9188 0.9188
LSTM-CNN  0.8863 0.8863 0.9069 0.9069  0.9102 0.9102

ATC CNN 0.9231 09231 09211 0.9211 0.9376 0.9376
LSTM 0.8860 0.8860  0.9022 0.9022  0.9203 0.9203
GRU 0.8774 0.8774 0.9038 0.9038  0.9253 0.9253
BILSTM 0.8895 0.8895 0.9068 0.9068  0.9227 0.9227
BiGRU 0.8844 0.8844 0.9060 0.9060  0.9260 0.9260

CNN-LSTM  0.8924 0.8924 0.9148 0.9148 0.9338 0.9338
LSTM-CNN  0.8914 0.8914  0.9085 0.9085  0.9312 0.9312

Table 4.12. Results of pre-trained Word Embeddings Models with DL Methods on English

Datasets
Dataset Classifier Pre-trained
Word2vec GloVe FastText
ACC F-score ACC F-score  ACC F-score
KPD CNN 0.9663 0.9651 0.9685 0.9663 0.9679 0.9666
LSTM 0.9525 0.9349 0.9693 0.9556 0.9541 0.9412
GRU 0.9555 0.9544 0.9720 0.9764 0.9390 0.9384
BILSTM 0.9574 0.9652 0.9691 0.9689 0.9641 0.8755
BiGRU 0.9687 0.9644 0.9780 0.9654 0.9534 0.9463

CNN-LSTM  0.9679 0.9660 0.9699 0.9684 0.9732 0.9694
LSTM-CNN  0.9452 0.9444  0.9592 0.9569 0.9142 0.9036

FSD CNN 0.9107 0.9053 0.9131 0.9061  0.9224 0.9188
LSTM 0.8327 0.8264  0.8410 0.8502  0.9393 0.9322
GRU 0.9089 0.9043 0.9194 0.9118 0.9439 0.9420
BILSTM 0.9229 0.9210 0.9315 0.9398 0.9427 0.9455
BiGRU 0.9145 0.9085 0.9315 0.9369  0.9415 0.9488

CNN-LSTM  0.8990 0.8990 0.9278 0.9269  0.9486 0.9498
LSTM-CNN  0.8856 0.8831  0.9269 0.9239  0.9320 0.9340

Key findings from results on word embedding with DL reveal several key findings:

e  Pre-trained models showed significantly better performance than trained ones since
pre-trained models have been trained on very large corpora of various sizes and nature
to incorporate all the aspects of the concerned topic which is also evident from our
experiments and in line with the general studies in this field.

e A combination of CNN-LSTM exhibited superior performance across all models.
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o  FastText outperformed overall best throughout the DL models since the FastText word
embedding incorporates character level word representation (breaking words to
character level n-grams, which is good for morphologically rich languages like
Turkish) and it also incorporates the out of vocabulary (OOV) words that are rare and
unseen during training. It is also good for spelling errors.

e The overall performance of pre-trained word vectors with DL revealed that for the
Turkish dataset, the highest score was obtained from the ATC dataset, with CNN
combined with FastText achieving a score 0.9376, while for the English dataset, the
best performance was observed on the KPD dataset, with CNN-LSTM paired with

FastText achieving an F-score of 0.9694.

4.4, Effect of Pre-Trained BERT Models

In this part of experimentation, the focus was on assessing various pretrained large
language models, particularly BERT models, in comparison to the ML and DL models utilized
previously. Nine different forms of BERT, with five dedicated to English and four to Turkish
language were considered. For the English BERT variants, Bert-base-uncased, bert-base-
multilingual-uncased, Roberta (Roberta-base), Distilbert-base-uncased, and Albert-base were
utilized. For Turkish, bert-base-multilingual-uncased, Dbmdz/bert-base-Turkish-128k-case,
Dbmdz/electra-base-Turkish, and Dbmdz/distilbert-base-Turkish-case were considered and
evaluated. Additionally, runtime for these models are provided.

The results of this experiment are presented in Table 4.13 and Table 4.14, with the former
displaying the outcomes of pre-trained BERT on English datasets and the latter showcasing the
results on Turkish datasets. As depicted in Table 4.13, when evaluating the performance of BERT
models on the KPD dataset, bert-base-multilingual achieved the highest performance with an F-
score of 0.9892. Following closely, Distilbert exhibited the second-best performance with an F-
score of 0.9885, and Roberta ranked third with an F-score of 0.9881. Albert-base and Bert-base
followed suit with F-scores of 0.9792 and 0.9777, respectively. Shifting focus to the FSD dataset,
Roberta demonstrated the best performance with an F-score of 0.9859, while Distilbert achieved
the second-best performance with an F-score of 0.9784. Bert-base, bert-base-multilingual, and
Albert-base followed with F-scores of 0.9777, 0.9758, and 0.9754, respectively. It is noteworthy
that all five BERT variants exhibited exceptionally good performance.

Considering runtime, Albert-base showed the shortest runtime of 660.65 seconds, followed
by Distilbert-base-uncased with a runtime of 669.31s. Bert-base-uncased followed with a runtime
of 673.21 s, Roberta with 805.4306, and bert-base-multilingual with the longest runtime of
893.7336s.

81



Table 4.13. Results of Pre-trained BERT on English Dataset

KPD FSD
BERT MODEL ACC F1-Score Run ACC F1- Run
time/sec Score time/sec

bert-base-multilingual- 0.9891 0.9892 893.73 0.9755 0.9758 1,389.13
uncased

Bert-base-uncased 0.9770  0.9777 673.21 09770 0.9777 1,376.41
Roberta (Roberta-base)  0.9880  0.9881 805.43 0.9847  0.9859 1,530.36
Distilbert-base-uncased  0.9884  0.9885 669.31 0.9776 0.9784 771.62
Albert-base 0.9794  0.9792 660.65 0.9752  0.9754 713.85

However, in assessing the performance of BERT models on the CUD dataset presented in
Table 4.14, the most exceptional performance was observed with Dbmdz/bert-base-Turkish-128k-
case, achieving an F-score of 0.9778, closely followed by Dbmdz/electra-base-Turkish with an F-
score of 0.9777, and Dbmdz/distilbert-base-Turkish-case with an F-score of 0.9752. Lastly, bert-
base-multilingual yielded an F-score of 0.9749. It's notable that all BERT variants demonstrated
strong performance, with minor variations in their effectiveness. However, in line run time,
Dbmdz/distilbert-base-Turkish-case had shortest run time of 512.18 seconds as compared to the
others.

Considering the outcomes from the ATC dataset, the most notable result was attained with
Dbmdz/bert-base-Turkish-128k-case, registering an F-score of 0.9725, followed by bert-base-
multilingual with an F-score of 0.9703, Dbmdz/distilbert-base-Turkish-case with an F-score of
0.9685, and lastly, Dbmdz/electra-base-Turkish producing an F-score of 0.9634. Regarding
runtime, Dbmdz/distilbert-base-Turkish-case demonstrated the shortest runtime of 852.52 seconds,
followed by Dbmdz/electra-base-Turkish with a runtime of 1,159.71seconds, Dbmdz/bert-base-
Turkish-128k-case with 1,373.14s, and the longest runtime was observed with bert-base-
multilingual, at 1,651.44s.

Table 4.14. Results of Pre-trained BERT on Turkish Dataset.

CuD ATC

BERT MODEL ACC F1-Score Run ACC F1- Run

time/sec Score time/sec
bert-base-multilingual- 0.9746 0.9749 1,201.92 0.9711 0.9703 1,651.44
uncased
Dbmdz/bert-base- 0.9773 0.9778 1,285.10 0.9725 0.9725 1,373.14
Turkish-128k-case
Dbmdz/electra-base- 0.9772 0.9777 890.60 0.9657 0.9634 1,159.71
Turkish
Dbmdz/distilbert-base- 0.9752 0.9752 512.18 0.9689 0.9685 852.52

Turkish-case
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Overall performance of different BERT variants shows that for English dataset, the highest
performance was achieved on the KPD dataset, with bert-base-multilingual-uncased attaining an F-
score of 0.9892. Conversely, for the Turkish dataset, the best overall performance was observed on
the CUD dataset, with Dbmdz/bert-base-Turkish-128k-case yielding an F-score of 0.9778. The
most efficient runtime for the English dataset was recorded on the KPD dataset using Albert-base,
with a runtime of 660.65, while for the Turkish dataset, Dbmdz/distilbert-base-Turkish-case
demonstrated the shortest runtime of 852.52.

In summary, the analysis on BERT models yielded the following insights:

e All BERT variants demonstrated outstanding results with minor differences.

e  The results of BERT are higher than those of DL and ML

e  bert-base-multilingual-uncased performed exceptionally well overall for the Turkish
dataset, achieving an F-score of 0.9892, while Dbmdz/bert-base-Turkish-128k-case
showed the best performance overall for the Turkish dataset with an F-score of
0.9778.

e The Turkish dataset exhibited a shorter runtime, with Dbmdz/distilbert-base-Turkish-
case completing in 512.18, compared to the English dataset, which took 660.65

seconds using Albert-base.

4.5. Effect of Using Pre-Trained BERT with ML Algorithms

To further enhance the performance of ML models, we opted to integrate BERT with ML
classifiers, considering the superior performance of BERT observed in previous experiments. In
this approach, pre-trained BERT embeddings are utilized as features to train ML models. Various
traditional ML classifiers including SVM, MNB, LR, DT, K-NN, and RF are utilized, with default
parameter settings. For English, Bert-base (uncased), Bert-base (multilingual-uncased), Roberta
(Roberta-base), and Distilbert (Distilbert-base-uncased) variants are considered, while for Turkish,
Bert-base (multilingual-uncased), dbmdz (bert-base-turkish-128k-cased), and Dbmdz (distilbert-
base-Turkish-case) are as well employed. The results for this configuration are presented in Table
4. 15 which depicts pre-trained BERT with ML on English datasets and Table 4.16 showing results
of using pre-trained BERT with ML on Turkish datasets.

Upon evaluating the model performance based on Table 4.15, particularly the KPD dataset,
the best performance was observed with Bert-base multilingual integrated with MNB, achieving an
F-score of 0.9576. Following closely, Distilbert, when paired with LR, demonstrated the second-
best performance with an accuracy of 0.9377. Roberta followed as the third-best performer with an
F-score of 0.9374 when used with LR, while Bert-base obtained the lowest F-score of 0.9243 when
integrated with LR. On the other hand, for the FSD dataset, Roberta performed the overall best

when paired with LR, achieving an F-score of 0.9465. Bert-base, in combination with LR, followed
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as the second-best performer with an F-score of 0.9443, succeeded by Bert-base multilingual with
an F-score of 0.9422 when used with LR. Lastly, Distilbert, integrated with DT, achieved an F-
score of 0.9287. It is noteworthy that LR, as a traditional classifier, formed better combinations
with BERT models.

Table 4.15. Results of Pre-trained BERT with ML on English Dataset

KPD FSD
BERT VARIANTS + ACC F1-Score ACC F1-Score
ML
: SVM 0.9237 0.9283 0.9395 0.9296
£ 5 MNB 0.9373 0.9053 0.9296 0.9397
@ d 5 LR 0.9215 0.9243 0.9462 0.9443
S e pT 0.9130 0.9161 0.9254 0.9253
S KNN 0.9191 0.9117 0.9120 0.9113
RF 0.9239 0.9139 0.9378 0.9278
. . SVM 0.9333 0.9385 0.9337 0.9378
£ S MNB 0.9416 0.9576 0.9339 0.9341
24 2 LR 0.8396 0.9359 0.9466 0.9422
SE DT 0.9262 0.9288 0.9361 0.9361
E KNN 0.9234 0.9324 0.9074 0.9168
RF 0.9310 0.9356 0.9278 0.9078
s SVM 0.9441 0.8970 0.9235 0.9335
2 £ MNB 0.9354 0.9354 0.9486 0.9367
39 LR 0.9336 0.9374 0.9431 0.9465
eS8 DT 0.9373 0.8999 0.9315 0.9315
=  KNN 0.8981 0.9002 0.9249 0.9245
 RF 0.9257 0.9281 0.9232 0.9188
_ SVM 0.9286 0.9286 0.9263 0.9032
2 g5 MNB 0.9348 0.9354 0.9109 0.9208
083 LR 0.9443 0.9377 0.9238 0.9237
;g DT 0.9094 0.9130 0.9333 0.9287
2 5 KNN 0.9220 0.9292 0.9248 0.9244
RF 0.9041 0.9162 0.9061 0.9161

In the context of the Turkish dataset, as illustrated in table 4.16, when examining the
performance on the CUD dataset, the highest performance is achieved by domdz/bert-base-turkish-
128Kk-cased attaining an F-score of 0.9492 with DT. Following this, Dbmdz/distilbert-base-Turkish-
case, emerges as the second-best performer with an F-score of 0.9488 when utilized in conjunction
with MNB, while bert-base-multilingual-uncased exhibits the lowest performance, yielding an F-
score of 0.9246 when paired with LR. On the other hand, for the ATC dataset, Dbmdz/distilbert-
base-Turkish-case, combined with SVM, proves to be the most effective model, achieving an F-
score of 0.9478. Subsequently, dbmdz/bert-base-turkish-128k-cased performs as the second-best
model with an F-score of 0.9376 when integrated with DT, followed by bert-base-multilingual-

uncased, which yields an F-score of 0.9376 when utilized with LR.
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Table 4.16. Results of Using Pre-trained BERT with ML on Turkish Dataset

Cub ATC

BERT VARIANTS+ ML  ACC F1-Score ACC F1-Score
SVM 0.9217 0.9214 0.9343 0.9242
= MNB 0.9228 0.9223 0.9287 0.9361
& =3 LR 0.9234 0.9246 0.9371 0.9376
8 E g DT 0.9184 0.9182 0.9125 0.9094
£=8 KNN 0.8977 0.8956 0.9016 0.9371
LES RF 0.9222 0.9220 0.9131 0.9151
oL SVM 0.9483 0.9483 0.9421 0.9420
g 2 g MNB 0.9411 0.9411 0.9331 0.9303
% = $ LR 0.9498 0.9494 0.9202 0.9324
"é T DT 0.9261 0.9261 0.9468 0.9460
= e KNN 0.9355 0.9355 0.9276 0.9173
< RF 0.9491 0.9492 0.9144 0.9144
8 5 SUM 0.9483 0.9483 0.9460 0.9478
Z & § MNB 0.9422 0.9488 0.9344 0.9343
S gL LR 0.9394 0.9293 0.9370 0.9367
N2 DT 0.9375 0.9374 0.9205 0.9196
g =5 KNN 0.9001 0.9000 0.9308 0.9205
o F RF 0.9376 0.9476 0.9061 0.9060

The collective findings regarding BERT combined with ML are as follows:

e  Upon examination of BERT integrated with ML, a significant majority of the results
surpass the 90% across evaluation metrics. Furthermore, these performance metrics
notably exceed those observed with Traditional ML techniques. This unequivocally
demonstrates the considerable impact of BERT when employed alongside ML and
shows performance improvement when BERT is integrated with ML.

e The highest overall performance on the English dataset was achieved by bert-base
multilingual integrated with MNB, yielding an F-score of 0.9576. Conversely, for the
Turkish dataset, the optimal performance was attained with dbmdz/bert-base-turkish-
128k-cased, achieving an F-score of 0.9492 when used with DT

e Traditional ML classifiers consistently formed superior combinations with various
BERT models. Generally, the BERT model itself has performed exceptionally well
with all datasets. But for the sake of experimentation, we have integrated the BERT
along with traditional ML in order to observe the performance enhancement of ML
classifiers. It is observed from the experiments that integration of BERT with ML

improves the performance of ML classifiers.

4.6. Effect of PEFT LoRA with BERT
In this phase of experiment, the concentration was on assessing Low-Rank Adaptation,

abbreviated as LORA, a technique for parameter-efficient fine-tuning (PEFT) tailored for Language
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Model (LLM) adaptation. The objective was to investigate how LoRA influences BERT models.
LoRA optimizes parameters by introducing trainable rank decomposition matrices into each layer
of the transformer architecture, thereby reducing the number of trainable parameters for
downstream tasks while keeping the pre-trained weights fixed. This reduction in trainable
parameters lessens the computational burden and memory requirements on GPUs, resulting in
high-quality fine-tuning outcomes. It's important to highlight that while LLMs offer superior
performance, their training is computationally intensive, necessitating optimization techniques to
enhance efficiency and results.

This experiment examines the impact of LoRA on various pre-trained BERT model
variants, specifically evaluating its effect on performance for both English and Turkish languages.
LoRA implementation was carried out using the Hugging Face Parameter Efficient Fine-Tuning
(PEFT) library, setting LORA with a rank value of 8 to define the intrinsic rank of trainable
weights, an Alpha value of 0.01 serving as the learning rate, and a dropout of 0.1. Additionally, the
average run time (fold) were recorded. Tables 4.17 and 4.18 depict the influence of LoRA on LLM
(BERT) models for English and Turkish datasets.

Referring to Table 4.17, when assessing the performance on the KPD dataset, the highest
result was achieved by bert-base-multilingual-uncased with an F-score of 0.9893. Roberta followed
as the second-best performer with an F-score of 0.9883, succeeded by Distilbert-base-uncased with
an F-score of 0.9791, Bert-base-uncased with an F-score of 0.9759, and finally, Albert-base with an
F-score of 0.9741. Meanwhile, for the FSD dataset, the optimal result was attained by Distilbert-
base-uncased with an F-score of 0.9889, with bert-base-multilingual-uncased as the second-best
performer with an F-score of 0.9874, Roberta with 0.9855, and Bert-base-uncased with 0.9791. It's
noteworthy that all models yielded commendable results. In terms of run time, Albert-base
exhibited the shortest run time of 453.2215 with a commendable F-score of 0.9741 on the KPD
dataset, while on the FSD dataset, it still maintained the shortest run time of 478.7345 with a
notable F-score of 0.9851.0.9851

Table 4.17. Results of Using Pre-trained BERT with LoRa PEFT on English Dataset

KPD FSD

BERT MODEL+ LoRA ACC F1- Run ACC F1-Score Run
PEFT Score time/sec time/sec

bert-base-multilingual- 0.9647 0.9893 773.74 0.9884 0.9874 1,576.65
uncased

Bert-base-uncased 0.9751 0.9759 664.05 0.9757 0.9791 1,192.92
Roberta (Roberta-base) ~ 0.9571 0.9883 717.83  0.9550  0.9855 1,367.39
Distilbert-base-uncased ~ 0.9791 0.9791 476.67  0.9862  0.9889 645.87
Albert-base 0.9737 09741 45322 0.9801  0.9851 478.73
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When examining the performance of the Turkish dataset as illustrated in Table 4.18,
considering the CUD dataset, dbmdz/electra-base-turkish emerged as the overall top performer
with an F-score of 0.9860. The second-best performer was dbmdz/bert-base-turkish-128k-cased
with an F-score of 0.9777, followed by Dbmdz/distilbert-base-Turkish-case with 0.9583 and bert-
base-multilingual-uncased with an F-score of 0.9579. For the ATC dataset, the most effective
model was bert-base-multilingual-uncased with an F-score of 0.9834, followed by dbmdz/electra-
base-turkish as the second-best performer with an F-score of 0.9822, dbmdz/bert-base-turkish-
128k-cased with 0.9667, and finally, Dbmdz/distilbert-base-Turkish-case with an F-score of
0.9654. The lowest average run time observed for the CUD dataset was 408.70 seconds, achieved
through Dbmdz/distilbert-base-Turkish-case, while for the ATC dataset, Dbmdz/distilbert-base-
Turkish-case also had the lowest average run time of 750.88 seconds.

Table 4.18. Results of Using Pre-trained BERT with LoRa PEFT on Turkish Dataset

CuD ATC
BERTMODEL+ ACC F1- Run ACC F1-Score  Run time/sec
LoRA PEFT Score time/sec
bert-base- 0.9580 0.9579 1,177.35 0.9535 0.9834 1,404.22
multilingual-uncased
dbmdz/bert-base- 0.9774 0.9777 1,144.32 0.9662 0.9667 1,224.48

turkish-128k-cased

dbmdz/electra-base-  0.9663 0.9860 664.45 0.9807 0.9822 1,067.97
turkish

Dbmdz/distilbert- 0.9579 0.9583 408.70 0.9505 0.9654 750.88
base-Turkish-case

The overall findings from the trained BERT models with LoRa PEFT are as follows:

e Bert-base multilingual achieved the highest overall performance with an F-score of
0.9893 on the English dataset, whereas dbmdz/electra-base-turkish exhibited the best
performance with an F-score of 0.9860 on the Turkish dataset.

e  All variants of Bert demonstrated commendable performance.

e Albert-base and Distilbert-base-uncased showed the shortest average run time while
maintaining strong performance on the English dataset. Similarly, Dbmdz/distilbert-
base-Turkish-case and dbmdz/electra-base-turkish had the shortest average run time
while delivering good results for the Turkish dataset.

e In general, we have calculated the average runtime for each dataset with BERT alone
and then BERT with LoRa. The results showed that the parameter optimization
technique LoRa reduces the average runtime as compared with BERT alone. So, in
term of efficiency, BERT with LoRa is performing comparatively better than BERT

models when used alone.
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o In terms of performance, when it comes to the smaller datasets, the BERT with LoRa
performs slightly poor than the BERT alone but with datasets having large sample set,
BERT with LoRa performs better as compared to BERT alone.

4.7. Effect of Using Semi Supervised Learning Method

In this part of experiment, semi supervised ML was explored and compared. Semi-
supervised methods (SSM), leverage both labeled and unlabeled data to build robust models. These
methods alleviate the challenge of relying solely on labeled data, which can be expensive and time-
consuming to acquire. The main goal in this phase was to examine how SSM can enhance
cyberbullying detection. Specifically, two widely used SSM approaches: Self-training and Co-
training are explored. It's important to note that SSM operates in conjunction with supervised
learning methods (SLM). Thus, we integrated six SLMs—SVM, LR, MNB, DT, K-NN, and RF—
into the SSM framework with default parameter settings.

Initially, each dataset was split into training and testing sets, with a small fraction (5% of
the training set) designated as the labeled set and the rest as the unlabeled set. Subsequently, the
labeled set was expanded using SSM techniques. This augmented labeled data served as the
training data to extract features and build a classification model. These features were then used to
generate vectors for both the training and testing datasets. Next, class labels are assigned to the
documents in the testing dataset using the trained classifier. Regular Self-training and Co-training,
were set to parameters such as the number of iterations (hum_iterations = 3) and selected top
pseudo-labels meeting a minimum confidence threshold of 0.9 to add to the labeled set. For Co-
training, we considered a viewpoint satisfying the assumptions outlined in (Blum & Mitchell,
1998) by employing BOW together with TF-IDF.

Tables 4.19 and 4.20 present the results of the Semi-Supervised Method on English and
Turkish datasets, respectively. In Table 4.19, focusing on the KPD dataset representing the English
dataset, Self-training with RF achieved the highest F-score of 0.6992. LR followed as the second-
best performer with an F-score of 0.6855, while MNB ranked third with an F-score of 0.6779. DT
and SVM obtained F-scores of 0.6295 and 0.5690, respectively. For Co-training, DT performed the
best with an F-score of 0.7554, followed by KNN with an F-score of 0.7542. MNB achieved an F-
score of 0.7350, ranking third.

For the FSD dataset, using Self-training, SVM vyielded the highest F-score of 0.6832,
followed by DT with an F-score of 0.6602 and MNB with an F-score of 0.6411. With Co-training,
MNB performed the best with an F-score of 0.6955, followed by SVM with an F-score of 0.6933.
LR and DT achieved F-scores of 0.6889 and 0.6832, respectively. We observed a slight

improvement in performance accuracy when using the Co-training method.
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Table 4.19. Results of Using Traditional Semi Supervised Methods on English Datasets

KPD FSD
SSL Self-Training Co-Training Self-Training Co-Training
ACC F1-Score ACC F1-Score ACC F1-Score ACC F1-Score

SVM 0.5685 0.5690 0.7748 0.7325  0.6728 0.6832 0.6843 0.6933
MNB 0.6660 0.6779  0.7343 0.7350  0.6383 0.6411 0.6989 0.6955
LR 0.6271 0.6855  0.7389 0.7423  0.6401 0.6401 0.6899 0.6889
DT 0.5138 0.6295 0.7599 0.7554  0.6583 0.6602 0.6754 0.6832
KNN 0.6430 0.6485 0.7632 0.7542  0.6328 0.6322 0.6609 0.6622
RF 0.6985 0.6992  0.7632 0.7346  0.6488 0.6355 0.6515 0.6555

When examining the performance of the Turkish dataset, as illustrated in Table 4.20,
concerning the CUD dataset, LR exhibited the highest overall performance with an F-score of
0.7588 using the self-training method. The second-best performer was DT with an F-score of
0.6907, followed by RF with an F-score of 0.6800. In the case of utilizing the co-training method,
MNB emerged as the top-performing model with an F-score of 0.7577, trailed by LR as the second-
best performer with an F-score of 0.7524, and DT with an F-score of 0.7443, and SVM with an F-
score of 0.7255. As for the ATC dataset, SVM demonstrated the highest performance with an F-
score of 0.7714, followed by MNB with an F-score of 0.7655, and LR with an F-score of 0.7635.

Table 4.20. Results of Using Traditional Semi Supervised Methods on Turkish Datasets
CuD ATC

Self-Training Co-Training Self-Training Co-Training
ACC  F1-Score ACC F1-Score ACC F1-Score ACC F1-Score

SVM 0.6583 0.6523 0.7252 0.7255 0.6520 0.6532 0.7834 0.7714
MNB 0.6683 0.6682 0.7557 0.7577 0.6375 0.6280 0.7674 0.7655
LR 0.7547 0.7588 0.7524 0.7524 0.6449 0.6429 0.7548 0.7635
DT 0.7078 0.6907 0.7442 0.7443 0.6994 0.6394 0.7432 0.7540
KNN 0.6676 0.6570 0.7143 0.7145 0.6290 0.6352 0.6908 0.6986
RF 0.6980 0.6800 0.7023 0.7115 0.6365 0.6483 0.7515 0.7447

SSL

When assessing the overall effectiveness of semi-supervised learning methods, for the
English dataset, the optimal performance was observed in the KPD dataset, where DT achieved an
F-score of 0.7554 with Co-training, while Self-training yielded the highest F-score of 0.6992 with
RF. Conversely, for the Turkish dataset, the most proficient algorithms in this category originated
from the ATC dataset, with SVM producing the best result of an F-score of 0.7714 using the co-
training method.

To further enhance the performance of semi-supervised learning methods, we incorporated
self-training SSL with LLM (BERT), an innovative self-training BERT approach. BERT variants,
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including Roberta base and Distilbert uncased dedicated for the English language, and Bert base
multilingual and Distilbert base for the Turkish language, were selected alongside SVM, MNB, and
LR with default parameter settings due to their previous success in experiments. Initially, each
dataset was divided into training and testing sets, with a small portion (5% of the training set)
serving as the labeled set and the rest as the unlabeled set. BERT generated embeddings features
for ML and employed pseudo-labeling to iteratively expand the training with confident predictions
from unlabeled data. This process continued for 3 iterations (num_iterations = 3), and
subsequently, the labeled set was expanded using the self-training method. Performance metrics
such as accuracy and F-score were evaluated using 5-fold cross-validation, and average run times
per fold were recorded. Tables 4.21 and 4.22 present the results obtained from Self-Training SSL
with BERT on English and Turkish datasets, respectively.

Table 4.21. Results of Self-Training Semi Supervised Learning with BERT on English Datasets

SSL KPD FSD
BERT VARIANTS  ACC F1-Score  Runtime/sec  ACC F1-Score  Runtime/sec
SVM 0.8767 0.8767 1,511.5992 0.8409 0.8333 1,900.5592

gg — MNB 08582 08589 15665412  0.8388 08314 18953104
°& 3 LR 0.8525 0.8625 14858822 08574 08598  1,824.7378
£ o SVM 08810 08922  875.0846 0.8612 0.8624  1,308.9056
S 8% MNB 09000 09012  827.7638 0.8575 0.8575  1,297.1172
2SS R 0.8728 0.8728  813.3312 0.8555 0.8536  1,013.7842

When analyzing the outcomes presented in Table 4.21, focusing on the KPD dataset, the
most superior performance is achieved using Distilbert in conjunction with MNB, attaining an F-
score of 0.9012, while Roberta paired with SVM achieves an F-score of 0.8767. As for the FSD
dataset, the optimum performance is attained with Distilbert combined with SVM, resulting in an
F-score of 0.8624, followed by Roberta integrated with LR, yielding an F-score of 0.8598.

Regarding the findings outlined in Table 4.22, derived from Turkish datasets, when
considering the CUD dataset, the highest performance is observed with Distilbert paired with LR,
achieving an F-score of 0.8894, whereas bert-base-multilingual-uncased combined with MNB
emerges as the second-best model with an F-score of 0.8790. For the ATC dataset, the best
performance is obtained from Dbmdz/distilbert-base-Turkish- when utilized with LR, resulting in
an F-score of 0.8875. The bert-base-multilingual-uncased model secures the second position when

employed with SVM, yielding an F-score of 0.8855.
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Table 4.22. Results of Self-Training Semi Supervised Learning with BERT on Turkish Datasets

SSL CuD ATC

BERT VARIANTS ACC F1-Score  Runtime/sec ACC F1-Score  Runtime/sec

Dbmdz/dis bert-base-

multilingua

tilbert-

SVM 0.8574 0.8676  1,711.7476  0.8786 0.8855 9340.319

% MNB 0.8589 0.8790 1,676.5226  0.8877 0.8880 9310.819
% LR 0.8626 0.8626  1,652.7104  0.8708 0.8715 9310.819
VY 0.8716 0.8716  1,074.4252  0.8823  0.8835 7277.066
% MNB 0.8869 0.8869  1,096.4252 0.8784  0.8787 7336.608
o

LR 0.8745 0.8894  1,113.4464 0.8872  0.8875 7336.608

The overall outcomes of Self-Training SSL with BERT reveal the following insights:

e In the English dataset, the most notable performance is achieved by integrating
Distilbert (base-uncased) with MNB, resulting in an F-score of 0.9012. Conversely,
for the Turkish dataset, the optimal performance is observed when utilizing
Dbmdz/distilbert-base-Turkish with LR, yielding an F-score of 0.8875.

e There is a general enhancement in performance from traditional SSL methods to the
innovative self-training BERT approach. This improvement could be attributed to the
integration of BERT models, given that BERT is language-specific and capable of

extracting high-quality features, thereby enhancing overall performance.
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5. CONCLUSIONS

In today's interconnected world, where social media platforms like Facebook, Twitter, and
Instagram have become integral parts of our daily lives, the dynamics of human interaction have
undergone a profound transformation. While these platforms have revolutionized communication
and fostered vibrant digital communities, they have also introduced new challenges, biggest among
them being the insidious phenomenon of cyberbullying. Cyberbullying, characterized by the
malicious use of digital communication tools to harass or intimidate innocent people, represents a
significant societal concern with far-reaching implications.

Cyberbullying knows no bounds of age or demographic, affecting individuals across the
spectrum, from young children navigating their first steps on the internet to adults. Its impact
extends beyond the confines of the virtual world, seeping into the fabric of everyday life and
exacting a toll on mental and emotional well-being. The consequences can be devastating, leading
to feelings of sadness, anxiety, isolation, and in extreme cases, culminating in tragic outcomes such
as suicide.

One of the challenges inherent in combating cyberbullying lies in its elusive nature it often
evades detection until irreparable harm has been inflicted upon its victims and in most instances,
the content keeps re-surfacing even after a long time. Moreover, the rapid dissemination of harmful
content across digital channels exacerbates the challenge, making timely intervention all the more
critical. Recognizing the gravity of this issue, there is an urgent need for robust and efficient
methods of cyberbullying detection to safeguard the well-being of individuals in online spaces.

In the domain of academic research, efforts to address cyberbullying detection have
primarily focused on the English language, relegating other linguistic domains, such as Turkish, to
the brink. Since, Turkish is an agglutinative language where by its morphological structure differs
from non-agglutinative languages like English. This thesis aims to detect cyberbullying in both
English and Turkish languages, highlighting their differences, as these languages possess distinct
morphological structures. The objective is to assess the impact of standard state-of-the-art
supervised learning technigues on both languages.

This thesis also answers the question of how unlabeled data can be utilized effectively
since it’s a common problem in text classification where there’s more unlabeled data compared to
labeled data and annotating labeled data is very expensive and time-consuming process that
demands expertise of the specific language domain. To answer this question. We carried out
extensive experiments using semi-supervised methods.

We carried a comprehensive study on cyberbullying detection for both English and Turkish
language by employing sophisticated ML classifiers, including Support Vector Machines (SVM),
Logistic Regression (LR), Multinomial Naive Bayes (MNB), Decision Trees (DT), Random
Forests (RF), K-Nearest Neighbors (K-NN), alongside cutting-edge deep learning paradigms, such
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as Convolutional Neural Networks (CNN) and Recurrent Neural Network (RNN) variants—Long
Short-Term Memory (LSTM), Gated Recurrent Unit (GRU), Bidirectional LSTM (BIiLSTM),
Bidirectional GRU (BiGRU), in tandem with hybrid architectures like CNN-LSTM and LSTM-
CNN. These sophisticated models are rigorously evaluated across benchmark datasets, leveraging
diverse traditional feature weighting methodologies (Binary, Term Frequency (TF), Term
Frequency-Inverse Document Frequency (TF-IDF), Bag-of-Words (BOW), N-gram), and state-of-
the-art word embedding techniques (Word2Vec, FastText, GloVe), encompassing both pre-trained
and custom-trained embeddings. Furthermore, large LLM’s such as BERT and its variants are
meticulously examined for their efficacy in cyberbullying detection. In order to improve on
performance of ML, BERT was also combined with ML algorithms. In addition to model
evaluation, an optimization technique (LoRA), that leverages LLM specifically BERT was utilized
thereby enhancing both accuracy and computational efficiency.

Another important issue of text classification, where there's often much more unlabeled
data than labeled data, and labeling data is costly and time-consuming. By using lots of unlabeled
data with a small amount of labeled data, we can reduce the effort needed for labeling. To judge the
impact of these scenarios, we implied Semi supervised learning specifically Self-Training and Co-
Training. Furthermore, we also developed and proposed an innovative approach called Self-
Training with BERT which improves on performance and also cuts down on the time and effort
required for data labeling.

Study findings show that DL methods usually work better than traditional ML methods, but
we need to carefully adjust parameters for DL to find the best setup. We also found that combining
different DL methods, like CNN-LSTM or LSTM-CNN, improves classification accuracy. Large
language model BERT performs better than other DL models because of its excellent
understanding of the language context as these pre-trained models are learned from a variety of
corpora that includes knowledge about different domains thus producing superior word
representations according to the context. Combining BERT with machine learning also improves
performance. Using LORA, a parameter optimization technique, makes large language models
faster and cheaper to train. In the context of the study, the experimental results also reveal that pre-
trained word vectors, outperform custom-trained ones.

To evaluate the performance of popular word-embedding techniques used in this study, the
FastText outperforms other embedding methods like Word2vec and GloVe in both languages
including Turkish reason being the FastText is well-suited for languages with intricate word
structures, like Turkish. The experiment results further demonstrate that DL most specifically with
FastText word embeddings achieves good performance on both English and Turkish datasets.
However, pre-trained versions of BERT, a powerful language model, delivered exceptional results.
BERT achieved an average F-score of 0.9775 on Turkish data and 0.9892 on English data. The
proposed method, BERT with self-Training, also yielded impressive results when integrated with
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MNB on the English dataset using DistilBERT (base-uncased), it achieved an F-score of 0.9012.
Similarly, on the Turkish dataset, it obtained an F-score of 0.8875 when used with
Dbmdz/distilbert-base-Turkish and LR.

We hope this thesis will serve as a guide that will provide researchers in the field of Text
mining, NLP with important information for designing their models, survey, in order to develop a
more effective and reliable studies. In the future, we plan to evaluate the performance of the
proposed models with other languages like Arabic, Spanish, African, Urdu etc. We also plan to

explore feature selection techniques to improve on the models.
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APPENDIX A:

put: | [(Nooe, 3404))
Loty -t | [(Nooe, 3400)

R inpat: (None, 3404)
| output: | (Notse, 3404, 300)

o mput: | (Nooe, 3404, 300) o imput: | (None, 3304, 300) s input: | (None, 3404, 300)
output; | (Noos, 402, 128) outpur: | (None, 3401, 128) output: | (None, 3400, 123)
i mpur: | (Nane, 3402, 128) , inpus | (None, 3401, 128) input: | (None, 3400, 128)
MaxPocling 1D MaxPocting 1D MaxPocling1D
- outpe: | (Nowo, 1, 128) outpat: | (Nou, 1, 128) outpt- | (Naue, 1, 128)
wper: | [{Nane, 1, 128), (None, 1, 128), (None, 1, 128))
cestpu: (Nooe, 1, 38%)
Input: | (Noae, 1, 384)
outpat: | (Nowe, 1, 30)
0 input: | (Neoe, 1, 30)
outpur: | (Nooe, 1, 30)
imput: | (Nane, 1, 30)
output: | (None, 30)
inpee: | (Noue, 30)

Dense
output: | (Nooe, 2)
Appendix A.1. summary of CNN structure
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input: | [(None, 3404)]
I
Ly o | [(Nome, 3404)]
4
" loput: (None, 3404)
¢ outpur: | (Nose, 3404, 300)
/ ’ \
CoiwiD mpat: | (None, 3404, 300) ComviD input: | (None, 3404, 300) CoviD mput: | (None, 3404, 300)
output: | (None, 3402, 128) cutput: | (None, 3401, 128) outpat: | (None, 3400, 128)
T imput: | (Nooe, 3402, 128) : inpar | (Nooe, 3401, 128) ” mpur: | (Nooe, 3400, 128)
MnPockoglD ot | Oloma 1,08 | | rooteslD [ | 1,1 | | oreoteet e | (e, 1, 139)
& | inpus: | [(Nome, 1, 128), (Nove, 1, 128), (None, 1, 128)]
output: (Nonw, 1, 384)
Ioput: | (None, 1, 384)
output: | (Nooe, 1, 30}
4
input: | (Neoe, 1, 30)
; outpue: | (Nooe, 1, 30)
ST input: | (Noae, 1, 30)
outpux: | (Nome, 1, 16)
input: | (Noaw, 1, 16)
ourput: | (Nowe, 1, 16)
r
input: | (Noow, 1, 16)
L outpue: | (None, 16)
input: | (None, 16)
s proveng psogT s
input: | (None, 16)
Dense
output: | (Nove, 2)

Appendix A.2. summary of LSTM structure
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input: | [(None, 3404)]
InputLayer
output: | [(None, 3404)]
. nput: (None, 3404)
Embedding
output: | (None, 3404, 300)
input: | (None, 3404, 300)
GRU
output: | (None, 3404, 16)
input: | (None, 3404, 16)
GRU
output: | (None, 3404, 16)
input: | (None, 3404, 16)
GRU
output: (None, 16)
input: None, 16
Dropout P ( )
output: | (None, 16)
mput: | (None, 16)
Dense

output:

(None, 2)

Appendix A.3. summary of GRU structure
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input: | [(None, 3404)]
InputLayer
output: | [(None, 3404)]
. nput: (None, 3404)
Embedding
output: | (None, 3404, 300)
o input: | (None, 3404, 300)
Bidirectional(LSTM)
output: | (None, 3404, 32)
input: | (None, 3404, 32)
Bidirectional(LSTM)
output: | (None, 3404, 32)
o input: | (None, 3404, 32)
Bidirectional(LSTM)
output: (None, 32)
input: None, 32
Dropout P ( )
output: | (None, 32)
input: | (None, 32)
Dense
output: | (None, 2)

Appendix A.4. summary of BiLSTM structure
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input: | [(None, 3404)]
InputLayer
output: | [(None, 3404)]
. nput: (None, 3404)
Embedding
output: | (None, 3404, 300)

'

L , input: | (None, 3404, 300)
Bidirectional(GRU)
output: | (None, 3404, 32)
mput: | (None, 3404, 32)
Bidirectional(GRU)
output: | (None, 3404, 32)
. input: | (None, 3404, 32)
Bidirectional(GRU)
output: (None, 32)
input: None, 32
Dropout P ( )
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Appendix A.5. summary of BiGRU structure
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Appendix A.6. summary of CNN-LSTM structure
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Appendix A.7. summary of LSTM-CNN structure
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Appendix A.8. Self-training

Final Trained
Model

Treshold
\ 4

4 N

Labeled Sample Classifier-1 | |
L View Unlabeled

> Data

e ) Samples

Labeled Sample s Classifier-2 —

View —
Iteration

Trained Model

Appendix A.9. Co-training
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Appendix A. 10. Self-training with Bert

131



APPENDIX C: Research Publications from this Thesis

Title Status
Comparative Analysis of Cyberbullying Detection: A case study for Published
Turkish and English

2023 IEEE Innovations in Intelligent Systems and Applications

Cyberbullying Detection Using Machine Learning and Deep Published

Learning for Turkish Text
UDEF 9th International Student Symposium

132

Year
2023

2024



