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Encryption is a commonly used method of security that can help prevent access to the 

original contents of a message. Nonetheless, the unauthorized presence of communication 

between two or more parties can still prove to be a breach of privacy. Such a problem can 

be overcome with steganography, this being security by obscurity, which hides the presence 

of a communication channel. This might not prove very secure at first glance. However, as 

technology advances, new ways to implement steganography become possible. 

Steganography is nothing new, but digital steganography is an area of study which is still 

being explored. This research focuses on the feasibility of an LSB based video 

steganography technique which uses both the audio and frames as a cover for hiding any 

secret message. This proposed technique takes advantage of the numerous number of frames 

and audio samples in a video, instead of utilizing just the audio or the frames of the whole 

video. This gives the possibility of significantly increasing the capacity of secret data that 

can be embedded in the video. This was tackled by developing two sub-algorithms for audio 

and image steganography separately, which are based and built upon existing research. Both 

sub-algorithms were then adapted for a video steganography algorithm. The algorithms were 

developed with scalability in mind, meaning that a theoretical infinite amount of secret data 

can be embedded in a video, given that the video has enough capacity for the secret data. 

However, this is limited by the technology present today, for example, data type value 

ranges. Testing was done by a divide and conquer approach, first testing both sub-algorithms 

separately and then testing them together. The quality metric used in this study is the Peak 
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Signal-To-Noise Ratio. The sub-algorithms were tested with different types of media and 

the best possible conditions to reduce detectability were explored, that is, hiding data in a 

grainy image. When possible, the sub-algorithms were also com- pared with algorithms from 

existing literature and existing tools. Results gathered show ideal image and audio conditions 

for the sub-algorithms which were discussed further in detail in the chapter 5. Comparison 

between existing works was also done and the developed sub-algorithms and video 

steganography algorithm showed an overall improvement. To address the research question, 

there was an improvement of a video steganography approach utilizing both image and audio 

streams over a video steganography approach which utilizes only the audio or frames. An 

ideal secret data distribution ratio between the frames and the audio was also narrowed down. 

Ideal conditions of cover media were studied. In view of the findings and analysis presented 

in this study, further research may be carried out in other areas, including robustness against 

compression, more in-depth research of pre-processing the cover media, by for example 

including artificial noise, to make evidence of steganography less detectable, and testing 

against steganalysis attacks. 

Keywords: Steganography, Filter, Steganalysis, Encryption, LSB, Image Processing, Video 

Processing, Decryption. 
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1. INTRODUCTION

1.1 MOTIVATION 

Image steganography and encryption techniques are essential tools for securely hiding 

important information within digital images without drawing suspicion. This paper 

investigates the combination of the Least Significant Bit (LSB) steganography algorithm 

with encryption techniques for secure information hiding. The LSB algorithm has been 

widely employed in image steganography due to its simplicity, capacity, and relatively good 

imperceptibility. 

The proposed method involves a two-step process. First, the sensitive information is 

encrypted using a robust encryption algorithm, such as AES or RSA, to ensure data 

confidentiality. The encrypted data is then embedded into a cover image using the LSB 

algorithm, which modifies the least significant bits of the image's pixel values to store the 

hidden information. This approach ensures that the embedded data is both secure and 

imperceptible to unauthorized users. 

Experimental results demonstrate that the proposed method provides a balance between 

security, capacity, and imperceptibility, making it a suitable choice for hiding critical 

information in digital images. Further research can explore the use of adaptive and more 

sophisticated steganography algorithms to improve the robustness and security of the hidden 

data, especially against steganalysis attacks. No communication could be considered private 

on the internet. Privacy breaches happen every year, including that of governments 

exploiting wire- tapping laws among other privacy invasion incidents exposed by whistle-

blowers namely Edward Snowden who said “I don’t want to live in a world where everything 

that I say, everything I do, everyone I talk to, every expression of creativity or love or 

friendship is recorded.” Security against these problems often exists in the form of 

cryptography: having the data on the internet encrypted, only to be decrypted by those who 

are authorized to view the data. However, cryptography does not hide the fact that a 

communication channel exists between two or more parties. This is where steganography 

comes in. With digital steganography, covert communication can be established between 

two or more parties by using innocent looking digital cover media, which secretly hold data 

embedded inside them. This data can then be extracted only by those who are expecting data 

to be hidden inside the cover media. This process is known as ‘security by obscurity’. Apart 
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from real-world applications such as digital watermarking, steganography can also be seen 

as a theme in famous works of fiction such like Prison Break TV series and the Da Vinci 

Code. 

1.2 RESEARCCH SCOPE 

At present, there is a lack of video steganography algorithms which take advantage of the 

characteristics of a video, including the numerous amounts of frames in a video and the audio 

stream of a video. Existing research on video steganography usually deals with either one of 

the two. The study’s research hypothesis is: Is it possible to use all the frames and audio of 

a video for video steganography? Since a video is made up of images and audio, the areas of 

both image and audio steganography were explored. The scope of image steganography and 

encryption algorithms for hiding important information within digital images encompasses 

various aspects of secure communication, data protection, and privacy. These techniques 

have applications in several domains, including: 

i. Confidential communication: Securely transmitting sensitive information such as trade

secrets, classified documents, or personal data without being detected or intercepted by

unauthorized parties.

ii. Digital watermarking: Embedding ownership information, copyrights, or authentication

markers in digital media, such as images, audio, or video, to protect intellectual property

rights and prevent unauthorized use or distribution.

iii. Access control and authentication: Hiding information within images to be used as a

part of multi-factor authentication systems or to control access to restricted resources.

iv. Covert channels: Establishing a secure communication channel between parties that

wish to remain anonymous or undetected, particularly in situations where standard

communication channels may be monitored or censored.

v. Social media and online privacy: Protecting personal information or private

conversations from being intercepted or accessed by unauthorized users, particularly in

the context of social media platforms and online messaging services.

vi. Military and intelligence applications: Securely transmitting mission-critical

information, such as strategic plans, reconnaissance data, or encrypted messages,

without attracting attention or being intercepted by adversaries.
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vii. Medical and legal fields: Safeguarding sensitive patient or client information while

sharing digital images or documents among authorized professionals or stakeholders.

viii. Research and development: Creating novel steganography and encryption algorithms to

improve capacity, imperceptibility, robustness, and security, as well as developing

advanced steganalysis techniques to detect and counteract hidden information in images.

ix. The widespread applicability of image steganography and encryption algorithms

highlights their importance in various aspects of digital communication, data protection,

and privacy. As technology evolves, the need for more sophisticated and secure

steganographic and cryptographic methods will continue to grow, driving further

research and development in this field.

1.3 PRACTICAL RELEVANCE AND RESEARCH CHALLENGES 

An improved video steganography algorithm offers a better and more efficient approach to 

the area of steganography. Although this research focuses on video steganography, extensive 

research on image and audio steganography has to be made individually. It is imperative that 

in-depth research on audio and image steganography will be carried out in video 

steganography. Developing optimal sub-algorithms for audio and image steganography is a 

goal for the research. This is achieved by improving on and adapting existing audio and 

image steganography algorithms to be used in a video. Using an LSB approach to the 

steganography helped keep the problem simple, while also being a contribution to the field 

of LSB based steganography. In the era of digital communication and increasing cyber 

threats, there is a growing need for secure and reliable methods to transmit sensitive 

information without drawing suspicion or being intercepted by unauthorized parties. 

Traditional encryption methods can protect the confidentiality of the data, but they do not 

necessarily hide the fact that encrypted information is being transmitted, potentially raising 

suspicion and attracting unwanted attention. Therefore, there is a need for techniques that 

can both protect and conceal critical information within seemingly innocuous digital media, 

such as images. 

The primary challenge is to develop image steganography and encryption algorithms that 

provide a balance between security, capacity, imperceptibility, and robustness. The 

algorithm should be capable of: 
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a. Hiding a significant amount of information within the image without degrading its

visual quality or raising suspicion.

b. Ensuring that the hidden information is secure and cannot be easily detected or extracted

by unauthorized parties or steganalysis techniques.

c. Incorporating encryption methods to protect the confidentiality of the hidden data, even

if the steganographic method is compromised.

d. Being robust against image manipulation, such as compression, scaling, and filtering,

without losing the integrity of the hidden information.

e. Offering a user-friendly and computationally efficient process for embedding and

extracting hidden information in digital images.

f. The development of effective image steganography and encryption algorithms for

hiding important information within digital images addresses the need for secure and

inconspicuous communication of sensitive data, ensuring its protection from

unauthorized access and potential misuse.

1.4 RESEARCH APPROACH AND CONTRIBUTION 

Before answering the research questions set, key literature was researched. The literature 

sources included valuable information regarding general useful steganography practices and 

existing implementations, theoretical or otherwise, by other researchers. The fields of audio 

and image steganography were researched to offer a solid foundation for the image and audio 

steganography sub-algorithms. Video steganography techniques were also researched. 

Existing steganography tools were obtained and utilized to compare and contrast results at 

the later stages. 

The following chapter presents the literature review, followed by the re- search 

methodology. The developed sub-algorithms and video steganography algorithm were 

described in detail, with references to existing literature that aided in the implementation of 

the said algorithms. This stage is crucial as it sets down a plan that will guide this research 

to a sound conclusion. The gathering of results was done based on the approach chosen in 

the research methodology. Further discussion of the results was conducted to help analyses 

the gathered data to come to a conclusion for the hypothesis formulated. The aim of this 

contribution is to develop an efficient and secure image steganography and encryption 
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method for hiding important information within digital images using the Least Significant 

Bit (LSB) technique. The objectives of this research include: 

i. Investigate and analyze the current state-of-the-art image steganography and encryption

algorithms, with a focus on the LSB technique, to understand its strengths and limitations.

ii. Design and implement an improved LSB-based steganography method that effectively

conceals sensitive data within images while maintaining image quality and minimizing

perceptibility.

iii. Integrate a robust encryption algorithm, such as LSB-based steganography method to

enhance the security of the hidden information, ensuring its confidentiality even if the

steganographic method is compromised.

iv. Evaluate the performance of the proposed method in terms of security, capacity,

imperceptibility, robustness, and computational efficiency through a series of

experiments and comparative analysis with existing techniques.

v. Identify potential areas for further improvement and future research, such as

incorporating adaptive steganography methods or exploring other embedding techniques

to enhance the overall security and robustness of the proposed method.
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2. LITERATURE REVIEW

Steganography is the art of information hiding, a variant of cryptography, both of which can 

be used for beneficial or malicious intents. This research focused on embedding and 

distributing the secret data in both frames and audio of a video with the aim of creating a 

more robust steganography technique. 

This raised the question: Could it be possible to create a robust video steganography 

algorithm, based on existing implementations that combine other techniques, i.e. audio and 

image steganography? Researchers in [1], define steganography as being “the study of 

invisible communication”. As researchers in [2] state, steganography prevents any discovery 

of a communication channel between two or more parties. Steganography utilizes a medium, 

which could be anything from a hand-written letter, a video, and any digital media. In this 

case the cover medium will be a video. 

2.1 COMBINED USE OF CRYPTOGRAPHY AND STEGANOGRAPHY 

The combined use of cryptography and steganography can result in a very secure 

communication means. By encrypting the data before the embed- ding process of the 

proposed video steganography technique, another layer of protection will be created against 

data extraction. As researchers in [3] stated, Cryptography is the art of protecting information 

by trans- forming it into an unreadable format, called cypher text. This implies that encrypted 

information can be stolen. Researchers in [4] proposed an image steganography technique 

that utilizes both steganography and AES cryptography. Researchers in [5] proposed an 

implementation uses symmetric encryption. Symmetric cryptography uses a secret key to 

encrypt and decrypt the data, and this secret key is known by all the parties of the 

communication channel. The usage of mixing steganography with cryptography was also 

investigated by researchers in [6]. They claim that the technique is a good one for 

steganography since it provides a layer of security against unwanted access. Nonetheless, 

they employed LSB steganography and asymmetric cryptography. Public and private keys 

are used in asymmetric cryptography; the former can be shared with anybody, while the 

latter is kept private by only one user. Cryptography prevents unauthorized discovery of the 

contents of a communication between two or more parties. Cryptography can be 

implemented to work hand-in-hand with the pro- posed video steganography technique that 
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will be developed. Since the techniques mentioned above cater only to image steganography, 

as mentioned in [7] method proves that such a method can also be applied to audio 

steganography; hence, such a technique can also be incorporated in the video steganography 

technique to be proposed in this research. 

2.2 IMAGE STEGANOGRAPHY 

Image steganography will make up half of the proposed technique, the other half being audio 

steganography. Researchers in [8] provided an overview of image steganography provides 

an insight into different image steganography techniques, all of which can be utilized for 

video steganography. 

2.2.1 LSB Based Image Steganography 

LSB insertion, which is a SD technique, is the most conventional and straightforward method 

for embedding data in a cover file. This method affects the SD which means that replaces 

the LSB of a pixel and replaces it with one bit of the secret data. As researchers in [9] stated, 

LSB steganography with videos offers large capacity due to the number of frames available, 

starting from about 24 frames per second. LSB steganography can still cause visual 

distortion with a big enough pay- load; however, some methods can decrease this distortion 

density caused. As shown in Figure 2.1 by [10], and as described by [11], LSB 

steganography in images is done by hiding the bits in the least significant bit of the RGB 

channels of an image. 
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Figure  2.1: Visualized LSB Steganography in an Image [11]. 

2.2.2 Using A Prng for LSB Based Image Steganography 

An improved alteration to LSB steganography is described by [12]. The authors explain that 

the blue color is the least visible color by the human eye; hence, it is said that the blue channel 

of an RGB image is best used for data embedding. To further protect against unauthorized 

extraction of the embedded data, researchers in [13] propose an LSB method based on 

random pixel selection using a PRNG. This proposed technique works as a SKS technique, 

as opposed to a PKS technique where a public key is used for embedding, and a separate 

private key is used for extracting the secret data as mentioned in [14]. SKS is where the 

secret key, known only by those part of the covert communication channel, is used to 

generate a pseudorandom sequence that will be used to choose the pixels randomly for the 

embedding and extracting of the secret data.  A PRNG provides the possibility for the 

distribution   of data throughout the frames and audio of a video in the proposed technique. 

Researchers in [15] stated that video steganography method utilizes LSB insertion with 

random frame selection and pixel position selection. Their methodology also supports as 

mentioned in [16] suggestion as data is embedded mostly in the blue channel of the pixels, 

making it less perceivable by the human eye. 

Researchers in [17] also propose a hash-based 2-3-3 LSB based algorithm, meaning that 8 

bits are stored in a pixel, two being in red, 3 in green and 3 in blue. The hash function m = k 

% l was used, m being the bit position in an RGB pixel, k is the bit position of the secret 
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eight bits to be embedded, and l being the number of LSB bits being utilized for embedding. 

Such a technique provided better PSNR results compared to the original algorithm. A 

hashing algorithm could prove useful for LSB selection and maybe even be adapted for a 

unique frame selection and pixel selection, instead of or in conjunction with a PRNG as 

proposed by [18].  

2.2.3 Multi-Cover Image Steganography 

A method is suggested by researchers in [19] that uses a configurable number of color 

pictures as the cover media for a single hidden message. According to the authors' 

description of the embedding method, all of the cover pictures are necessary in order to 

extract the data. A single, high-quality cover picture with integrated data, great capacity, and 

security are all provided by this method. This is a variation of SKS since the N pictures serve 

as a sorting key for the N+1th image. Many Exclusive-OR procedures are used to achieve 

this. Nevertheless, studies in [20] shown that using such a method lowers the PSNR of the 

cover picture. Similar methods are used by researchers in [21] for grayscale pictures. 

Grayscale color spaces have a reduced potential for steganography. It provides greater 

simplicity, though. By using these methods, LSB insertion is more resistant to steganalysis 

assaults. Because to the fact that a video is made up of several pictures, such a technique 

may be applied to video steganography. However, most video steganography techniques, 

like the proposed technique of [22], do not integrate a multiple image steganography 

technique like the one mentioned by [23]. By utilizing aspects of both algorithms, there may 

be a possible increase in capacity and robustness. 

2.3 AUDIO STEGANOGRAPHY 

Audio steganography also presents a good number of possible implementation to be utilized 

with video steganography. While some image steganography techniques can be applied to 

audio steganography, some are specific to the latter. The [24] journal uses a variety of audio 

steganography methods. Similar to picture steganography, LSB coding involves changing 

the final bit of an audio sample to indicate a portion of the hidden information. While it may 

result in distorted sound, this is not a particularly reliable method for audio steganography. 

The distortion is reduced the more bits there are in an audio sample. Such a strategy may, 

however, be strengthened and made more effective. 
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2.3.1  LSB Based Audio Steganography 

Researchers in [25] proposed advanced LSB technique that increased security. The authors 

explain that LSB is weak against intentional and unintentional attempts to extract the secret 

data. The proposed algorithm is an NKS, meaning no key is used for embedding and 

extracting the secret payload. Pixels are selected randomly by checking the MSB and LSB 

of a byte. If both have the same value, then the four secret bits are embedded in location two 

to five for each byte. Such a technique had higher PSNR values than a standard LSB 

technique. Researchers in [26] propose a method using LSB and parity coding. Researchers 

in [27] write that parity coding separates the signal into regions of samples. The parity bit of 

the region is compared with the bit to be embedded. If they match, no change is done; 

otherwise the LSB is flipped. Such a method provides distortion as it is less obtrusive on the 

signal integrity. Figure 2.2 by [28] illustrates the steps taken in parity coding in three 

different regions. 

Figure  2.2: Parity Coding [29]. 

The techniques mentioned above are all SD steganography techniques. TD steganography is 

where cover media, mainly being an image or audio, is transformed utilizing a transform 

function such as DCT or DWT, and after that, the data is embedded. A prime example of 

this technique is the DWT steganography. This technique is more complicated but offers 

more robustness, compared with SD steganography. However, it is very secure and produces 

lossless stego-media. 
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2.4 VIDEO STEGANOGRAPHY 

The areas mentioned, audio and image steganography, was used in this study. However, 

other existing video steganography techniques needed to be taken into consideration when 

it came to analyzing the quality of the proposed video steganography technique with respect 

to the cover and payload sizes. 

2.4.1  An Existing Video Steganography Tool 

The problem with video steganography techniques is that they are most likely to stay stuck 

as a theoretical implementation, meaning that implementations of these are rarely found. As 

researchers in [30] explain in their paper regarding forensic analysis of video steganography 

tools, this results in the tools available to the public being outdated and do not reflect the 

latest technological advances in this field. As researchers in [31] mention a video 

steganography tool named MSU StegoVideo [32], which was developed by a team of 

researchers. They managed to develop one of the few video steganography tools available 

that do decent video steganography, although, not being secure, and not a lot of information 

was given regarding this application by the authors. As this technique uses compression, the 

secret message embedded may not be retrieved with 100% integrity. As researchers in [33] 

provided an implementation is an LSB based algorithm that also works with compression, 

at the cost of having partial message loss upon extraction. 

2.5  STEGANALYSIS 

For one to develop a robust steganography technique, there needs to be a basic understanding 

of steganalysis. Researchers suggest in [34] that as steganalysis assaults become more 

effective at finding and even extracting the secret data from the cover media employed, the 

demand for better and improving steganography approaches grows. The opposite of 

steganography is steganalysis. Steganography may be utilized for illegal activities, which 

makes the necessity for steganalysis essential. This emphasizes how important it is for 

forensic teams in law enforcement to create novel strategies for identifying concealed data 

inserted using various steganography techniques. 
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2.5.1  Steganalysis Methods 

There are several steganalysis methods for various steganography methods, each of which 

is tailored to the various algorithms and cover media types employed in the steganography 

process. As researchers in [35], describe the different types of steganalysis techniques. 

Steganalysis techniques can be broadly classified into two separate categories, being 

signature steganalysis and statistical steganalysis. Statistical steganalysis utilizes a file’s 

statistical properties for signs of steganography. However, these two categories can be 

further divided into different methods. Specific statistical steganalysis methods target 

specific steganography techniques, such as Least Significant Bit Insertion, only by using, for 

example, Chi-square statistical attacks.  These narrow down the detection rate because a lot   

of other steganography techniques exist. Universal statistical steganalysis target most of the 

known types of steganography techniques. It requires no previous knowledge of any 

embedding algorithms. This technique utilizes neural networks and clustering algorithms to 

learn from existing steganography cover media. The two mentioned fall under the statistical 

steganalysis category. Signature steganalysis tackles steganography methods that 

manipulate the cover media in a way that it remains imperceptible, such as embedding data 

in palette tables. 

2.6 COMMON QUALITY METRICS USED 

The quality metrics used needed to be similar to existing research for ease of comparison. 

Researchers [36] conducted a survey on video steganography and included a list of the best 

qualities in their steganography approach. These actions include the following: 

Imperceptibility, Payload Quantity, and Statistical Attack Robustness Security, 

Computational Expense, and Perceptual are some other factors that are typically used to rank 

imperceptibility, according to [37]. First, the number of modifications done to the cover 

media show how detectable the stego-video file is. The fewer the changes, the less 

detectable. Another parameter is the MSE, which is an error metric calculated with the 

original cover media and the stego-video. Another relevant parameter to video 

steganography is the structural similarity measure. This provides a quantification of 

similarity between the cover and stego-media. The final and most commonly used metric 

that is derived from MSE is the PSNR. 
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2.7 SUMMERY 

The gap found in the research is the lack of use of both audio and image manipulation in 

video steganography. The discussed LSB based image steganography techniques, combined 

with LSB audio steganography techniques, would provide the basis of the methodology 

chosen. Furthermore, the discussion of quality metrics as seen throughout all the papers and 

the last two mentioned authors discussed provide a basis to have good quality metrics used 

to be analyzed and compared with existing data in the discussion of the research. 
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3. METHODOLOGY

3.1 INTRODUCTION 

The proposed research’s algorithm contains a combination of image steganography and 

audio steganography to develop a secret key, LSB based video steganography technique. 

The work was divided into two parts, namely, that of embedding and extracting the secret 

message. For added security, which is explained later on in this chapter, encryption and 

decryption was done on the secret message, prior and after embedding and extracting. The 

reason for the use of LSB embedding is because a basic LSB steganography algorithm is 

known to be more vulnerable than other techniques such as DCT and DWT mentioned by 

researchers in [38]. Hence, this re- search contributes further to LSB steganography in an 

attempt to develop a sound and robust LSB steganography algorithm, while maintaining its 

reputation as a relatively simple implementation as compared with other techniques in 

different domains. 

3.2 ENCRYPTION AND DECRYPTION 

The encryption of the secret message is a vital process to increase the security of the 

proposed video steganography algorithm. As researchers in [39], states that encrypting the 

message before steganography is good practice as it is an extra security feature, which 

protects against the possibility of unauthorized data extraction from the cover video by 

steganalysis attacks. It serves as last resort, in the case where a steganalysis attack to extract 

the hidden data is successful. The type of cryptography used is symmetric cryptography, 

specifically, AES cryptography. Because AES is a symmetric algorithm, it is fast, and most 

importantly, as argued by [40], AES is a lossless encryption algorithm. This means that after 

decryption, the secret message is like it was before, unlike lossy encryption where certain 

information is permanently removed. 

3.3 PSEUDO-RANDOM NUMBER GENERATOR 

The proposed method functions using a secret key, where everyone in the covert 

communication channel has to know the shared secret key for where its value is used as a 

seed for a PRNG, and a secret key for the AES algorithm mentioned previously. This process 

is illustrated in Figure 3.1. 
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Figure  3.1: The Use of the Secret Key. 

The PRNG used for the distribution of the secret data equally and randomly throughout the 

frames and audio samples by generating a sequence of pseudo-random numbers that indicate 

the pixels and samples which will contain the secret data, inspired by the research of [41]. 

The reason why SKS was used over NKS and PKS is that a SKS technique provides the 

needed key to be used for the encryption mentioned in the previous part and the PRNG 

sequence generated that effectively jumbles up and makes the data harder to reconstruct. If 

the wrong secret key is given, the algorithm extracts data that will not make any sense to the 

reader when reconstructed. The process of the PRNG is showcased in Figure 3.2 where eight 

pixels contain one bit of a byte of secret data each. It illustrated the different message 

extracted given a completely different PRNG sequence. 

Figure  3.2: An Example of the Use of a PRNG Sequence. 
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3.4 THE IMAGE STEGANOGRAPHY SUB-ALGORITHM 

The sub-algorithm used on the frames of the video was based on random pixel selection and 

random frame selection, similar to that proposed respectively. The central concept behind 

this decision is the difficulty presented to re- construct the secret message without knowledge 

or access to the secret key, because of the use of a PRNG which generates a sequence of 

numbers that will be used to randomly distribute the secret bits throughout the pixels of each 

frame. This is an improvement over the implementation, where they only used one frame 

from the whole video to hide the data. 

3.5 THE STEPS OF THE SUB-ALGORITHM 

3.5.1  Embedding Data 

The first step of the embedding process is to store the length of the secret message to be 

embedded in the frames, with this value being 16-bits and will be stored in the first frame. 

With this value, the bytes per frame can be calculated, and it is used to generate an x amount 

of non-repeating, random points for embedding.  The embedding process took research in 

consideration of using a 2-3-3 LSB algorithm for each frame. The embedding rate of the 

proposed algorithm was one byte per pixel, embedding two bits in the red channel, three bits 

in the green and three bits in the blue. This process is illustrated in Figure 3.3 where the 

values of the hash function are: m=4,2 for Red, m=1,4,2 for Green and m = 1,4,2 for Blue. 

Figure  3.3: 2-3-3 LSB Embedding. 

The use of the hash function indicates the position where each bit will be embedded. 

Researcher in [42] prove that such a technique provided better PSNR values, making it less 

detectable. This process is shown in Figure 3.4. 
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Figure  3.4: The Embedding Process. 

3.5.2 Extracting Data 

The extraction process requires the same secret key used in the embedding and the cover 

video. The first step would be to extract the length of the secret data from the first frame. 

Since the sub-algorithm embeds 16 bits of data, the PRNG, using the same seed will generate 

the same four points where the data was embedded. The extracted value will indicate how 

many bytes are embedded in each remaining frame. Hence an x amount of points will be 

randomly generated for each frame to help rebuild the secret data. This whole process is 

illustrated in Figure 3.5. 

Figure  3.5: The Extracting Process. 
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3.6 THE AUDIO STEGANOGRAPHY SUB-ALGORITHM 

The audio steganography technique used on the audio stream was an LSB based approach 

that utilizes sample regions for data hiding. This process utilizes a PRNG as a method to 

randomly distribute the data throughout the regions. This was done in support of research 

that explains LSB and its weakness against intentional and un- intentional attempts at 

extracting the secret data. The method chosen will protect against the mentioned possibility 

of exploitation by making it much harder to reassemble the secret message without the 

random sequence generated with the given key. 

3.7  THE STEPS OF THE SUB-ALGORITHM 

Aspects from [43] implementation were used. The idea of taking sample regions was 

adopted. However, the regions taken would have one byte of data, instead of one bit, 

embedded in them. A region will usually include thousands of samples, more than enough 

for the data to fit. The eight bits will be inserted pseudo-randomly in LSB of that specific 

region. The whole process of distributing the data through- out regions in a random order 

was implemented to find a middle ground between Parity Coding and LSB embedding to 

increase the robustness of simple LSB embedding while increasing the capacity of a Parity 

Coding technique while trying to maintain the quality of the audio stream. The mentioned 

steps are illustrated in Figure 3.6. 

Figure  3.6: Bytes Randomly Embedded in Regions of the Audio Stream. 

The data was then simply extracted by generating the pseudo-random number sequence and 

the bits are retrieved in the same order as they were embedded. This is similar to the image 

steganography’s sub-algorithm, where first the length of the message is extracted. 
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3.8 THE VIDEO STEGANOGRAPHY ALGORITHM 

The proposed video steganography technique will adopt the mentioned techniques for the 

audio and frames. The implementation will improve on the implementations of [44], mainly 

by taking advantage of a large number of audio samples and frames present in a video as 

opposed to focusing the secret data to be embedded in one hidden frame or audio only. The 

research will also aim to try to maximize the capacity of secret data that can be embedded 

while maintaining the fidelity of the cover media, which is a goal of steganography in 

general. The idea of security is also dealt with by implementing a failsafe encryption 

technique, using the stego-key presented by the user to the secret data prior embedding, as 

mentioned in Section 3.1. 

3.9  THE STEPS OF THE ALGORITHM 

3.9.1 Embedding Data 

The encryption of the secret message is followed by splitting the data by percentage between 

the audio and frames. After this, the video is split into frames and audio. The aforementioned 

steganography techniques will be applied, using the same stego key for the frames and audio 

using the di- vided, encrypted, and secret message. After the image and audio steganography 

parts are done, the video is recompiled with the updates frames and audio streams. For testing 

purposes, the secret message is hashed for future use. This process is clearly illustrated in 

Figure 3.7. 
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Figure  3.7: The Embedding Process. 

3.9.2 EXTRACTING DATA 

The extraction process functions by first splitting the video into frames and audio, and then, 

by using the given secret key, it extracts the data from the audio and the frames. Finally, the 

extracted data is reassembled into one. After this process, the secret data is decrypted and 

displayed. For testing purposes, the secret message’s hash is compared with the one 

generated at the end of the embedding process to verify data integrity. The extracting process 

is illustrated in Figure 3.8. 
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Figure  3.8: The Extracting Process. 

3.9.3 Assumptions Taken 

The following is a list of assumptions which were used in this research methodology, mainly 

regarding the key-agreement protocol to be used be- tween the users in the covert 

communication channel that will utilize the proposed technique. 

In this research, it was assumed that the users who are communicating have prior knowledge 

of the single secret key phrase that will be used to embed and extract data. Such issue is 

usually not tackled in the reviewed literature, and it is a whole separate area of study. 

Another assumption (and limitation) in this research was that AVI files will be used with the 

algorithm. This is because of the AVIFile Windows library that was used in the development 

of the prototype, which will be used to gather the results needed. 
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If the produced stego-media is compressed with a lossy compression technique, it will lose 

its embedded data. This is also limitation of the research since SD techniques are being used 

for steganography. 

3.9.4 Cover Media 

For the testing of the image steganography sub-algorithm, common test images such as Lena, 

Baboon and Peppers were used. Apart from these, images with noise, among others were 

used. For the testing of the audio steganography sub-algorithm, frequency tones, a silent 

audio clip and a human speech audio clip were used for testing, among others. For the video 

steganography algorithm, ten second video clips were used for testing. This is because the 

cover videos used were uncompressed AVI files, which is a limitation of the proposed 

research, since dealing with compression can lead to far more complicated obstacles that 

need to be traversed. Uncompressed AVI files lead to very large sizes if they are long 

enough. Another reason for the use of AVI files is because of the use of Windows’ AVI File 

library which only works with AVI files. 

3.9.5 Data Embedded 

The type of data to be embedded and extracted does not make any difference because the 

algorithm works on a bit level. However, text will be primarily used to test the algorithm 

and to gather the results as it is the easiest way to generate the necessary amount of realistic 

data since each character is one byte. Lorem Ipsum text is considered a good industry 

standard dummy text. A simple online Lorem Ipsum generator is an excellent tool that was 

used to generate as much data as it will be needed to test the stego-video quality under 

different payload sizes. Online Lorem Ipsum generators gave the ability to generate a given 

amount of bytes of dummy text. This proved helpful and made it easier to carry out the 

testing process. As previously mentioned, two hash codes were generated after the 

embedding and the extracting; this was being done for testing purposes to check if the 

integrity of the secret message after extracting is kept intact. 

3.9.6 Data Gathering and Analysis 

The proposed research aimed to develop a proper video steganography technique that obtains 

satisfactory quality metrics under different conditions such as the secret data embedded and 
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length of the video. A number of stego videos were created with different secret message 

sizes and different cover media sizes. Mainly, the relationship between these two variables 

was be analyzed under these different conditions. Some of the metrics mentioned by [45] 

survey, mainly, Imperceptibility and Payload Size were used. 

Imperceptibility is one of the most critical metrics. Building on [46] research, PSNR values 

will be used to calculate imperceptibility. These values are also mainly used as quality 

metrics in this area of study, and it would be easier to compare the proposed work with 

existing work. Furthermore, the payload size will be calculated by the unit of bits per bytes 

of data for both the image steganography and audio steganography sub-algorithms and the 

video algorithm as a whole. Hence, the maximum secret data size that can be embedded, 

with respect to the cover media size, will be deduced. 

The analysis of the proposed algorithm was carried out on the whole video to analyses the 

overall performance of the algorithm but also on the frames and audio separately. This was 

meant to analyses the feasibility of using both the audio and the frames for data embedding 

for the amount of effort it takes. The imperceptibility metrics mentioned by [47] were 

tabulated. Graphs were used to compare and contrast the different findings gathered in this 

research for further discussion. 
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4. RESULTS

4.1 QUALITY METRICS USED 

PSNR is the primary metric used to measure how perceivable the resulting noise caused by 

the algorithm in the gathered results was, as mentioned by [48]. PSNR is an error metric, 

measured in dB. PSNR is a full-reference quality metric, meaning that for the PSNR to be 

calculated, there is a need for the original file and the changed file. PSNR is defined as 

being the ratio between the maximum power of a signal and the power of the unwanted 

noise affecting the fidelity of its representation. PSNR is derived from the MSE, which 

measures the average squares of errors/deviations. 

MSE is defined by the following formula, where the lower the resulting value, the less error 

there is: 

𝑆𝑈 =  
1

𝑚𝑛
∑ ∑ [𝐼(𝑖, 𝑗) − 𝐾(𝑖, 𝑗)]2𝑛−1

𝑗=0
,−1
𝑖=0           (4.1) 

PSNR is defined by the following formula, where the higher the resulting value, the less 

noise there is: 

𝑃𝑆𝑁𝑅 = 10 . log (
𝑀𝐴𝑋2

𝑀𝑆𝐸
) (4.2) 

This shows that PSNR is an inverse to MSE, hence the higher the value, the better the 

quality. To cater for coincidences in the results, each test was carried out for three or two 

times, and an average was calculated and used as the final result for each test. 

4.2 PAYLOAD CAPACITY AND EMBEDDING RATE 

The payload capacity of a cover file is the total amount of data, measured in bytes, that can 

be stored. The embedding rate is the amount of bits stored in a one byte, measured by bpB. 

4.2.1  Image Capacity 

The image steganography sub-algorithm stores 1 byte in every RGB pixel. This means that 

if a cover image of resolution 128 by 128 pixels is used, the total number of bytes that can 

be stored in that image is 16,384 bytes, without any data loss, hence the formula for the 

capacity is: 

𝐶𝐼𝑚𝑎𝑔𝑒 = 𝑊𝑖𝑑𝑡ℎ 𝑥 𝐻𝑒𝑖𝑔ℎ𝑡 (4.3) 
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In a 24-bit depth image, this makes the embedding rate equal to 3 bpB. If more data than the 

total capacity is stored, data loss and corruption will occur. 

4.2.2 Audio Capacity 

The payload capacity of the implemented audio steganography sub-algorithm was found to 

be: 

𝐶𝐴𝑢𝑑𝑖𝑜 = [
Subchunk2Size 

8
]        (4.4) 

Subchunk2Size is extracted from the header information of the Wave file. Just like the 

payload capacity of the image steganography sub-algorithm, if this limit is exceeded, the 

embedded secret data will be corrupted, resulting in unreadable data. The reason for the 

subtraction of 300 is because the first 300 bytes were chosen to hold the message length. The 

maximum embedding rate of the sub-algorithm scales depending on the secret message size. 

When the maximum amount of data is embedded, the embedding rate is 8 bpB, while the 

value can go down to any value above 0 if the secret message size is very small. 

4.2.3 Video Capacity 

The video steganography algorithm adds up the two mentioned payload capacity formulae. 

The payload capacity of a video is determined by the formula: 

𝐶𝑉𝑖𝑑𝑒𝑜 = ((𝑁 − 1)𝑥𝐶𝐼𝑚𝑎𝑔𝑒) + 𝐶𝐴𝑢𝑑𝑖𝑜 (4.5) 

4.3 DATA GATHERING PROCESS 

The testing of the video steganography algorithm was split into three stages, being the testing 

of each individual sub-algorithm and the video steganography algorithm combining both. 

The image steganography used for the frames of a cover video was tested separately from 

the audio steganography sub-algorithm used for the audio stream of the video. This was done 

to analyses separately the viability of each part of the video steganography algorithm that 
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combines both of the sub-algorithms mentioned. Both the image and audio steganography 

were tested with different scenarios and compared together. Graphs were extracted from the 

data for visualization purposes. When possible, the data were compared with data from the 

reviewed literature. However, this was not always possible due to lack of information about 

the tests carried out by other researchers. To correctly compare the results with existing 

literature, the same cover media and secret message size had to be used. The testing of the 

video steganography algorithm was tested under different types of ten-second clips. The 

reason for the ten-second clips was because they were large enough to store sufficient 

amount of data while having a reasonably small size since uncompressed AVI files take up 

a decent amount of storage. The video steganography algorithm was tested against existing 

steganography software. 

4.4 RESULTS OBTAINED FROM THE IMAGE STEGANOGRAPHY SUB-

ALGORITHM 

The Image Steganography sub-algorithm was tested against a similar image steganography 

technique from [49]. Further- more, testing of the algorithm was done on cover images of 

different sizes and types. 

4.4.1 Image Steganography Sub-Algorithms 

Image steganography sub-algorithms are variations of primary steganography techniques 

that can be used to hide information in images. Here, we will discuss a few popular sub-

algorithms for image steganography: 

i. LSB (Least Significant Bit) Sub-Algorithms:

a. LSB Plane: In this variation, the secret data is embedded only in specific bit planes of

the cover image, rather than across all color channels. This can improve the

imperceptibility of the hidden data while maintaining capacity.

b. Random LSB: This method embeds the secret data randomly across the cover image

rather than in a linear fashion. This increases the security of the steganography process

by making it more difficult for an attacker to locate the hidden data.

ii. DCT (Discrete Cosine Transform) Sub-Algorithms:

a. JSteg: This sub-algorithm hides data in the DCT coefficients of JPEG images. It

embeds data in the least significant bits of the non-zero AC coefficients, providing a
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balance between capacity and imperceptibility. 

b. F5: This technique improves upon JSteg by using matrix encoding to embed data more

efficiently, reducing the number of changes required to the DCT coefficients.

Additionally, F5 employs a pseudo-random generator to determine where to hide data,

increasing security.

iii. DWT (Discrete Wavelet Transform) Sub-Algorithms:

a. Coefficient Modification: This method hides secret data in the DWT coefficients of an

image, which represent its high-frequency components. By making subtle changes to

these coefficients, this technique provides a balance between capacity,

imperceptibility, and robustness.

b. Edge Adaptive: This sub-algorithm selects specific DWT coefficients for embedding

data based on the presence of edges in the image. By embedding data in the edge

regions, this technique increases robustness against common image processing attacks

while maintaining imperceptibility.

iv. Adaptive Steganography Sub-Algorithms:

a. PVD (Pixel Value Differencing): This technique divides the cover image into non-

overlapping blocks and embeds data based on the difference in pixel values within

each block. PVD provides a higher capacity and better imperceptibility than traditional

LSB methods.

b. LSB Matching Revisited (LSBMR): This sub-algorithm modifies the traditional LSB

technique by using a pseudo-random generator to determine the location of the hidden

data. It also employs a matching mechanism to reduce the number of changes made to

the cover image, resulting in better imperceptibility.

These sub-algorithms represent a few of the many variations of image steganography 

techniques. The choice of which sub-algorithm to use depends on the specific requirements 

of the application, such as capacity, imperceptibility, robustness, and security. 

4.4.2 Comparison with a Similar LSB Based Image Steganography Algorithm 

To correctly compare the results with existing literature of [50], the same cover media and 

secret message size were used. The reason behind choosing this specific literature to 

compare and contrast the results with is because this algorithm uses a similar embedding 

technique to the proposed sub-algorithm. This is shown in Figure 4.1. 
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Figure  4.1: PSNR Comparison Between a Similar Random Pixel Selection Based 

Algorithm and the Proposed Algorithm. 

4.4.3 Testing with Solid Colored and Noisy Images 

The following tests could not be compared with existing literature due to the lack of similar 

tests carried under the same conditions by other research papers. Three other specific tests 

were carried out on two solid-colored images, being an entirely white image, a completely 

black image and an image with salt and pepper noise, each having the resolution of 128 

pixels by 128 pixels. This test was carried out to test if it is more beneficial to embed data in 

existing noise rather than a solid colored/cartoon image. As shown in the table, the test was 

done with four different message sizes. The biggest message was chosen to be 16,384 bytes, 

meaning the maximum amount of data that can fit in the image of the mentioned dimensions. 

Furthermore, the values of 75%, 50% and 25% of 16,384 were taken to test with different 

message sizes. The results are illustrated in Figure 4.2. 
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Figure  4.2: PSNR Comparison Between Different Types of Images 128x128. 

The results obtained show that it is more beneficial to use an image with as much noise as 

possible. This can be seen as the White-Noise image has about 2 dB more than the black 

and white images. This is not a big, noticeable difference. However, the present noise helps 

to obscure the generated noise by the sub-algorithm. The results gathered in this test also 

highlight the relationship between the PSNR and the message size mentioned previously. 

The mentioned test was also carried out to visualize the effect of steganography on these 

128x128 images because of the solid background. The noise caused can be faintly seen in 

Figure 4.3 and Figure 4.4, increasing in intensity as the message size increases. 

Figure 4.3: Visualized Noise After Embedding in a Solid Black Colored Image. 

To further highlight the changes done by the sub-algorithm, the brightness and contrast 

values of the images were adjusted accordingly with an image editing tool. The resulting 

images are shown in Figure 4.4; the leftmost image being less distorted and the rightmost 

image being the most distorted, as every pixel was changed. 
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Figure 4.4: Enhanced the Noise of Figure 4.3 for Better Visualization. 

4.4.4 Testing with Different Resolutions 

Another test was carried out to analyses how the sub-algorithm works with a similar image 

with different resolution. From the results gathered, it was evident that the higher the 

resolution the less noise caused, as the number of pixels’ increase. This is highlighted in the 

Figure 4.5. This test was carried out with four different secret message sizes and all the tests 

demonstrated similar results.  

Figure 4.5: PSNR Comparison Between the Same Image with Different Resolutions. 

4.4.5 Testing with Images of Increasing Color Depth 

The next test carried out for the image steganography sub-algorithm included three images 

of the same resolution, but each increase in color depth. This test was done to see if there is 

any effect on the PSNR if there are more colors present in a picture. The pictures used are 

found in Figure 4.6. 
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Figure 4.6: The Cover Images Used for the Color Depth Test. 

The results obtained, as illustrated in Figure 4.7, showed no significant difference in results 

when the same secret messages were used throughout, with rainbow3 cube having a slightly 

higher PSNR in the 8192-byte test and having a slightly lower PSNR in the 12,288 byte and 

16,384-byte tests.  

Figure  4.7: PSNR Comparison Between Different Types of Images with the Same Color 

Scheme but More Color Complexity (512x512). 

4.4.5 Effect of JPEG Compression on PSNR 

The final test of the sub-algorithm was carried out to see the effect of JPEG compression on 

a stego-image. As expected, the JPEG compression drastically decreases the PSNR of the 

image due to changes in the pixels. This change is highlighted in Figure 4.8 where a clear 

difference could be seen between the original lossless PNG and the lossy JPEG images. 
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Figure  4.8: Effect of JPEG Compression on PSNR. 

4.5 RESULTS OBTAINED FROM THE AUDIO STEGANOGRAPHY SUB-

ALGORITHM 

The audio steganography sub-algorithm was tested slightly differently due to the lack of 

good literature results to compare the obtained results. Having this problem, the algorithm 

was instead tested under different types of wave files, utilizing frequency tones, Gaussian 

noise, a tone sweep and speech with background noise. 

4.5.1 Tone, Silence and Noise Testing 

The first test was done on six different frequency tones, complete silence and white Gaussian 

noise, each being 10 seconds long. Three secret message sizes were used in this test, these 

being: 22 bytes, 33 bytes and 44 bytes. These results can be seen in Figure 4.9. 

Figure  4.9: PSNR Comparison Between Different Types of Audios. 
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The findings show an unusual pattern. The tones do not affect the PSNR a lot, with the values 

varying by a maximum of 1 dB. However, when the tests were carried out on the Silent.wav 

file, there was an increase in all tests by about 1 dB. This, however, makes the noise 

generated even more audible. The opposite can be said to the WhiteNoiseGaussian.wav 

result, where the PSNR plummeted by an average of 4 dB with all message sizes. This means 

that more noise is caused; however, it was indistinguishable from the noise of the original 

file, hence it is less perceivable by the human ear. 

4.5.2 Tone Sweep Versus Speech with Cheering Test 

Another test was carried out with larger secret data sizes and longer audio clips. The 

comparison was made between a clean tone sweep, ranging from 20 Hz to 20 kHz. This was 

compared to audio consisting of human speech and background cheering. The results 

gathered are displayed in Figure 4.10. 

Figure  4.10: PSNR Change and Difference Between Tone Sweep and Human Speech With 

Cheering. 

This test resulted in a very perceptive stego-audio file, as static can easily be heard on both 

files. The Tone-Sweep wave file had a slightly higher PSNR. However, the difference is not 

significant as it is that of a 1 dB increase. 
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4.6 RESULTS OBTAINED FROM VIDEO STEGANOGRAPHY ALGORITHM 

The video algorithm, which combines the previously mentioned algorithms in this section 

was also tested under different conditions. The total noise generated by both the frame and 

audio sub-algorithms were then added up, and a final PNSR value in decibels was extracted. 

It was also tested against existing video steganography software for comparison. 

4.6.1 Distribution Ratio Test 

The first test carried out for the video steganography algorithm tested the different amounts 

of secret message distribution between the frames and audio streams. The test uses 2048 

bytes of secret data. Five different test cases were simulated, each splitting the secret data 

differently between the frames and audio. For example, in a 25% distribution test, 25% of 

the secret data was embedded in the frames while the remaining 75% is embedded in the 

audio.  Similarly, a 75% distribution test embeds 75% of the data in the frames while the 

remaining 25% are embedded in the audio. The test was also carried out on different 

resolutions of the same video, indicated by the last three digits of the file name of the X-

Axis. The results were gathered by calculating the average PSNR of the frames and the 

PSNR of the audio stream. Both values were added together, and the total noise caused was 

calculated. All of this is shown in Figure 4.11. 

Figure  4.11: Effect of Distribution of the Secret Data Between the Frames and Audio (2kb 

Test). 
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This test indicates that there is an advantage to splitting the data between the audio and 

frames, rather than using either on their own. The 25%, 50 and 75% distribution results were 

very close to each other, fluctuating by 1 dB here and there. The 0% test, had very poor 

results, having a PSNR of 20 dB lower than the rest of the results. The best distribution 

seems to be between 25% and 75%, with results being the best at the 50% distribution ratio. 

This can support the fact that a video steganography technique utilizing both the audio and 

frames at the same time, improves the overall PSNR. As also concluded from the image 

steganography results gathered in the previous section, the increased resolution increases the 

PSNR by a couple of decibels. 

4.6.2 Comparison with Msu Stegovideo 

The following test compares the algorithm with an algorithm from the video steganography 

tool developed by [51]. This algorithm was chosen because it is considered as one of the 

only free and good video steganography tools out there as [52] explain. The data embedded 

was 2,048 bytes and the same four and ten- second videos were used. The proposed 

algorithm was used with a 50% embed rate as it proved to offer the best results in the 

previous test. The results gathered are shown in Table 4.1. 

Table  4.1: Comparison Between MSU Stegovideo and the Proposed Algorithm. 

Video Message Size (Bytes) MSU StegoVideo Proposed Method 

Cartoon 2048 16.3 85.50766 

Cat 2048 15.6 85.1124 

CatPlay 2048 17.1 85.30766 

Timelapse 2048 16.7 85.20305 

As the values indicate, the average PSNR of the algorithm from the literature is far lower 

than those obtained from the proposed algorithm, meaning that the proposed algorithm is 

better concerning the PSNR. This shows improvement over this algorithm by [53] when it 

comes to noise caused by the steganography process. Even when taking the peak PSNR 

value of the algorithm from the literature, which is an average of 47 for all four videos, 

which is still lower than the average of the proposed algorithm. 
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5. DISCUSSION

5.1 DISCUSSION AND ANALYSIS 

In this study, the researcher has investigated the possibility of creating a video steganography 

algorithm based on the basic LSB technique. This incorporated image and audio 

steganography techniques inspired by existing literature. Since a digital video file is nothing 

more than a container for a sequence of images and an audio stream, the main hypotheses 

regarding the possibility utilizing both the video frames and audio streams were first tested 

in a divide and conquer manner. This was achieved by developing two sub-algorithms 

involving audio and images separately. Both algorithms developed are based on the most 

influential aspects of different techniques. On the other hand, the divide and conquer 

approach allowed for easier testing and performances comparison, by first focusing on both 

parts separately and then combining them. This structure is shown in Figure 5.1. 

Figure  5.1: The Structure of the Video Steganography Algorithm. 

As mentioned in Chapter 3, an LSB based algorithm was chosen because of its simple nature. 

This LSB based video steganography algorithm is a contribution to steganography in the SD, 

reviewed by [54], which is considered more vulnerable when compared to other techniques 

such as those in the TD, mentioned by [55]. The developed algorithm and sub-algorithms 

were planned with robustness in mind, while staying as scalable as possible, meaning that 

the algorithms, from the logic aspect, have no limits in terms of message size or carrier size. 

However, the implemented prototype did have a limit be- cause of the data types used, 

mostly limited by 2, 147, 483, 647, which is the integer’s upper limit. This limits the image 

steganography sub-algorithm by limiting the maximum data that can be embedded in one 

image by 2, 147, 483, 647 bits. The same limit is present in the audio steganography sub-
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algorithm with the maximum number of bits in a single sample region being 2, 147, 483, 

647 bits. This issue can be solved by investing more time to make it even more efficient by 

modifying arrays to use datatypes with more extensive ranges. Furthermore, all the tests 

carried out had a 100% message integrity on the extraction process, meaning no loss of 

embedded data occurred at any single time during the steganography process for the image, 

audio and video steganography. Any tests that did not have a 100% message integrity due to 

bugs, which were later fixed, were discarded. 

5.2 IMAGE STEGANOGRAPHY FOR SUB-ALGORITHMS 

The image steganography sub-algorithm also delivered excellent results, compared with one 

of the best performing image steganography algorithms mentioned in the Literature Review. 

5.2.1 Discuion on Sub-Algorithms 

The first test was compared with literature from [56]. This was done because of a similar 

hash-based LSB embedding used in both their research and this study. The proposed sub-

algorithm utilized by [57] PRNG approach for random pixel selection from the image. This 

was a significant factor that showed vast improvement on security and robustness by 

randomly scattering the secret data rather than embedding the data in sequential pixels. This 

approach not only helped to increase the PSNR, but it is a way to increase further robustness 

of steganalysis attacks that attempt to extract the data, with the weakest link of the algorithm 

being the key used to generate the pseudo-random numbers. The improved results show that 

a less intrusive image steganography sub-algorithm was developed, meaning it caused less 

noise on the cover image. 

The next tests tested the algorithm under different conditions of cover media, starting from 

solid black and white images and later compared to salt and pepper noise. These tests were 

carried out to research ideal types of cover media, for example, if it is more beneficial to 

embed data in existing noise rather than an image with few colors. Interestingly, images with 

solid colors had identical PSNR values. However, the image with the salt and pepper noise 

had a 4.1% increase in PSNR. Although this might seem like a small value, the fact that the 

existing noise makes it even harder for a human to see any changes done, it makes for an 

exciting finding that can be adapted to any steganography. Existing noise in the cover media 

will make it more difficult for a human to detect any noise caused in the embedding process. 
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This will be discussed further in subsection 5.4.5. 

The relationship between the carrier size and PSNR when using the sub- algorithm was also 

studied. The results indicate that like most techniques mentioned in Chapter 2, the higher the 

size of the cover media, the higher the PSNR. This is because a smaller percentage of pixels 

are altered in a 1920x1920 image when compared with a 512 x 512 image. It could be said 

that the noise cause is less dense in a higher resolution image when contrasted with a lower 

resolution image. In simple terms, this could be an analogy to a bucket of water with salt, 

where the more water present, the more the salt is diluted. 

The test carried out between images with the same color scheme with added color complexity 

was chosen to test the algorithm’s performance between simple images and complex images 

regarding the number of colors. The results indicate no considerable difference between the 

three images. However, the third most complex image had a slightly higher PSNR value in 

one of the tests. The effect of the number of colors present on the PSNR of the stego-image 

can be an area that can be expanded upon with further research. 

5.3 AUDIO STEGANOGRAPHY SUB-ALGORITHM 

The testing of the audio steganography sub-algorithm provided a bit of a challenge. This was 

due to the fact that existing literature did not provide enough information about their testing. 

This made it difficult to compare the algorithm with existing literature. To cater for this, the 

algorithm was tested with different types of audio clips as cover media, as mentioned in 

section 4.5.  When the produced stego-audio clips were analyzed by ear alone, it was evident 

that the audio is most susceptible to noise, as it produced audible cracking noise even by 

embedding small amounts of data. The more data embedded, the more frequent the cracking 

noise can be heard. As discussed in the previous section, a way to obscure this noise is to 

hide it in existing noise. If, for example, Gaussian noise is used as a cover audio clip, the 

noise generated is next to indistinguishable. In simpler words, the lower the sound quality 

where more noise is present than usual, the better it is to hide the noise caused by the 

embedded data. 

5.3.1 Analysis of Sub-Algorithm 

The testing done on different frequency tones showed no real difference in PSNR, as the 

values fluctuate by a maximum of 1 dB. However, when it came to the silent wave file, 
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PSNR values increased but the noise could still be easily heard. The test with the Gaussian 

noise had its PSNR values plummet by about 4 dB; however, as mentioned before the noise 

caused by the sub-algorithm could not be distinguished. 

The final test done on the audio steganography sub-algorithm compared a tone sweep from 

20 Hz to 20 kHz with human speech the change in PSNR was about 1 dB higher for the tone 

sweep. However, the noise generated could be heard less in the NelsonMandela.wav file due 

to the video not being perfect quality. The lower quality the audio, the less perceivable the 

noise is, as mentioned in the first paragraph of this subsection. 

This test also highlighted the relationship between the message size and PSNR. Just like the 

image steganography algorithm’s results, the two are inversely proportional to each other, 

meaning the larger the secret message the, the more noise is generated in the stego-audio file 

generated by the algorithm. 

5.4 VIDEO STEGANOGRAPHY ALGORITHM 

The video steganography algorithm proved to be challenging to implement due to the 

required codecs and the different types of stream types, especially for the audio. It was a bit 

difficult to find a video that works until the compatible codecs that work the video processing 

library used in the development of the prototype. The codecs used for the implementation of 

the video steganography algorithm were the RV24 video codec and the ARAW audio codec. 

The logic of the algorithm can still be used for any codec, assuming the video processing 

library used is compatible with them. 

5.4.1 Addressing the Research Question 

Is it viable to create a video steganography algorithm that utilizes both image and audio 

steganography? By dividing and analyzing both audio and image steganography sub-

algorithms separately, the efficiency of a video algorithm that utilizes image and audio 

steganography was assessed to help answer the research question. As the previously 

discussed results indicate, the developed sub-algorithms show that they are efficient enough 

to be used for a video steganography algorithm. The secret message’s integrity was kept 

after the extraction process. Ideal video conditions to help to hide the noise caused by the 

steganography were also researched. 
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5.4.2 Effect of Distribution of Data Between Audio and Frames 

As the results in Figure 4.11 show, when data was embedded in a video’s frames and audio 

stream, there were improved results. The 0% distribution test, meaning 0% of the secret 

message was embedded in the frames, and 100% was embedded in the audio, shows how 

poorly an LSB based audio steganography algorithm works when compared to the proposed 

video algorithm utilizing both the frames and audio. The same can be said when a 100% 

distribution value was used, meaning all the data was embedded in the frames. The resulting 

PSNR value was not as low as the audio. However, it was still about 3 dB lower than the 

proposed method of distributing data between the frames and audio streams. The 25% to 

75% distribution values had the best results, coming close to each other, varying by 1 dB to 

2 dB. There still was an improvement, albeit a small one, when the secret data was split; 

hence the effect of the distribution ratio on the PSNR values was studied with these results. 

5.4.3 Discussing Msu Stego-Video and the Proposed Algorithm 

The comparison with one of the most used, free video steganography tool called MSU 

StegoVideo by [58] indicates a definite improvement. The MSU StegoVideo tool uses 

compression and LSB steganography. The proposed video-algorithm does not offer 

compression options, unlike MSU StegoVideo, resulting in a relatively large stego-video 

which can make it cumbersome to transfer via the internet. The compression that MSU 

StegoVideo does is the reason for the low PSNR results as explained by [59]. A similar result 

from the proposed image steganography sub-algorithm can be seen in the results of Figure 

4.8 were compressed images are compared to their uncompressed counterparts. The 

compressed images had a lower PSNR value by an average of 39.34 dB when compared with 

their uncompressed. 

5.4.4 Payload Capacity 

The proposed video steganography algorithm also has a comparatively larger capacity, when 

compared with existing works such as those from [60]. This implementation utilizes a 

selection of frames similar to the proposed algorithm. By utilizing all the frames, the average 

PSNR was kept higher because the overall noise density in an image is lower, while 

drastically in- creasing the capacity. The addition of the audio channel further increases the 
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payload capacity. If a larger secret message needs to be passed to an- other person in the 

communication channel, a longer video can be used, creating a scaling video steganography 

algorithm with no limits of storage, with the only trade-off being noise caused in the process. 

5.4.5 Perceivability of Algorithm 

The most perceivable part of the resulting videos of the proposed algorithm was the audio. 

Even small amounts of data caused audible noise in the audio stream. On the other hand, it 

is challenging for humans to perceive pixel changes in the frames, especially if the video is 

of low quality. A way to counter this is to use a cover video with noisy audio to mask the 

audible pops and cracks created by the audio steganography sub-algorithm. While an 

increase of 3 dB may not seem much between a frames-only video steganography and a 

video-audio steganography technique, it is a still an improvement and could be beneficial 

when used with the correct cover media, that is, noisy cover media. This can be achieved 

with pre-processing before any steganography is done on the video, which could be a 

beneficial improvement upon the proposed algorithm. 

5.5 COMPARISON BETWEEN ALGORITHMS 

In this analysis, we will compare and analyze two steganography techniques: MSU 

StegoVideo and the Least Significant Bit (LSB) algorithm, with a focus on their application 

in image steganography. We will consider various factors such as capacity, robustness, and 

imperceptibility. 

i. Capacity: Capacity refers to the amount of information that can be hidden within the cover

medium without causing noticeable distortion. 

a. MSU StegoVideo: This algorithm was primarily designed for video steganography.

However, it can be applied to images as well by considering each frame as a separate

image. It uses motion vectors to embed secret data, which allows it to hide more

information without causing significant distortion. This technique may offer higher

capacity than LSB when applied to images, as it takes advantage of the inherent

redundancy in the motion vector data.

b. LSB: In the LSB algorithm, secret data is embedded by replacing the least significant  bits

of the cover image pixels. The capacity depends on the number of bits replaced (e.g., 1-

bit, 2-bit, or higher). Typically, the capacity of the LSB algorithm is lower than MSU
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StegoVideo, as replacing more bits increases the likelihood of causing noticeable 

distortion. 

ii. Robustness: Robustness refers to the ability of the hidden data to withstand various

attacks and modifications, such as compression, noise, or filtering. 

a. MSU StegoVideo: Due to its reliance on motion vector data, the hidden information is

generally more robust against common image modifications. However, if the image is 

compressed using lossy compression techniques, the motion vector information can be lost, 

rendering the hidden data irrecoverable. 

b. LSB: The LSB algorithm is less robust against image processing operations, as

modifications to the least significant bits can easily corrupt the hidden data. However, if 

the image is not subjected to heavy processing, the hidden data can remain intact. 

iii. Imperceptibility: Imperceptibility refers to the ability to hide secret data without causing

noticeable artifacts or distortion in the cover medium. 

a. MSU StegoVideo: As it uses motion vectors for data embedding, MSU StegoVideo

generally causes less distortion in the cover image. The imperceptibility is higher, making 

it more difficult for an observer to detect the presence of hidden data. 

b. LSB: The imperceptibility of the LSB algorithm depends on the number of bits replaced.

If only one least significant bit is replaced, the distortion is minimal and often 

imperceptible. However, as more bits are replaced, the distortion increases, making the 

hidden data more noticeable. 

Table  5.1: 0% Distribution Tests for Video Steganography. 

Video Data Embedded Avg Frame PSNR Audio PSNR Added PSNR 

Cartoon360 2048 inf 65.9 65.9 

Cartoon720 2048 inf 65.9 65.9 

Cat360 2048 inf 66.3 66.3 

Cat720 2048 inf 66.3 66.3 

CatPlay360 2048 inf 66.1 66.1 

CatPlay720 2048 inf 66.1 66.1 

Timelapse360 2048 inf 65.8 65.8 

Timelapse720 2048 inf 65.8 65.8 
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Table  5.2: 25% Distribution Tests for Video Steganography. 

Video Data Embedded Avg Frame PSNR Audio PSNR Added 

PSNR 

Cartoon360 2048 85.9 67.1 85.9568770

9 

Cartoon720 2048 88.3 67.1 88.3328202

8 

Cat360 2048 86.3 66.9 86.3495795

9 

Cat720 2048 89.1 66.9 89.1260903 

CatPlay360 2048 85.8 67.2 85.8595393

3 

CatPlay720 2048 88.1 67.2 88.1351580

9 

Timelapse360 2048 86.1 66.92 86.1521404

4 

Timelapse720 2048 88.1 66.92 88.1329712 

Table  5.3: 50% Distribution Tests for Video Steganography. 

Video Data Embedded Avg Frame PSNR Audio PSNR Added PSNR 

Cartoon360 2048 87.2 69 87.26524064 

Cartoon720 2048 89.3 69 89.34034276 

Cat360 2048 86.8 68.8 86.86829128 

Cat720 2048 89.1 68.8 89.14034276 

CatPlay360 2048 87.5 69.1 87.56232529 

CatPlay720 2048 88.9 69.1 88.94523977 

Timelapse360 2048 87 68.9 87.06674867 

Timelapse720 2048 88.7 68.9 88.74523977 
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Table  5.4: 75% Distribution Tests for Video Steganography. 

Video Data Embedded Avg Frame PSNR Audio PSNR Added PSNR 

Cartoon360 2048 85.3 72.2 85.50766331 

Cartoon720 2048 87.1 72.2 87.23830902 

Cat360 2048 84.9 71.9 85.11238402 

Cat720 2048 86.8 71.9 86.93830902 

CatPlay360 2048 85.1 72 85.30766331 

CatPlay720 2048 87.2 72 87.32921342 

Timelapse360 2048 85 71.8 85.2030451 

Timelapse720 2048 87.1 71.8 87.22631452 

Table  5.5: 100% Distribution Tests for Video Steganography. 

Video Data Embedded Avg Frame PSNR Audio PSNR Added 

PSNR 

Cartoon360 2048 83.2 inf 83.2 

Cartoon720 2048 85.6 inf 85.6 

Cat360 2048 82.9 inf 82.9 

Cat720 2048 85.4 inf 85.4 

CatPlay360 2048 83.1 inf 83.1 

CatPlay720 2048 85.9 inf 85.9 

Timelapse360 2048 83 inf 83 

Timelapse720 2048 86.1 inf 86.1 
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Table  5.6: 22 Bytes, 33 bytes, 44-byte Image Steganography Results. 

Cover Image 

(512x512) 

Message Size (bytes) PSNR1 PSNR2 PSNR3 Average PSNR 

Lena 22 78.61 78.2 79.78 78.86333333 

Lena 33 76.56 78.63 78.24 77.81 

Lena 44 76.05 75.76 76.3 76.03666667 

Baboon 22 77.22 80.79 81.56 79.85666667 

Baboon 33 77.42 77.32 76.54 77.09333333 

Baboon 44 76.3 75.14 76.8 76.08 

Pepper 22 77.04 79.55 78.84 78.47666667 

Pepper 33 76.99 75.75 77.07 76.60333333 

Pepper 44 75.1 75.32 74.62 75.01333333 

Fruits 22 78.35 78.47 78.6 78.47333333 

Fruits 33 76.99 76.9 77.02 76.97 

Fruits 44 74.43 75.08 75.16 74.89 

Table  5.7: Larger Capacity Image Steganography Result. 

Cover Image Message Size (bytes) PSNR 1 PSNR 2 PSNR 3 Avg. PSNR 

White4 16384 33 33.01 33 33.00333333 

White3 12288 34.23 34.26 34.28 34.25666667 

White2 8192 36.05 36.02 36.01 36.02666667 

White1 4096 39.07 39.06 39.05 39.06 

Black4 16384 33.26 33.29 33.25 33.26666667 

Black3 12288 34.53 34.5 34.57 34.53333333 

Black2 8192 36.28 36.31 36.21 36.26666667 

Black1 4096 39.19 39.31 39.28 39.26 

WhiteNoise4 16384 34.75 34.77 34.77 34.76333333 

WhiteNoise3 12288 36.03 36.01 36.03 36.02333333 

WhiteNoise2 8192 37.86 37.76 37.87 37.83 

WhiteNoise1 4096 40.85 40.72 40.73 40.76666667 

Baboon4 16384 49.49 49.57 49.45 49.50333333 
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Table 5.8: Audio Steganography Results. 

Audio File Message Size (bytes) PSNR 1 PSNR2 PSNR3 Avg. PSNR 

20.wav 22 84.786 84.114 84.52 84.47333333 

20.wav 33 82.303 81.775 81.866 81.98133333 

20.wav 44 80.663 80.878 81.028 80.85633333 

4000.wav 22 83.672 83.401 83.336 83.46966667 

4000.wav 33 81.864 82.101 81.639 81.868 

4000.wav 44 80.805 81.262 81.027 81.03133333 

8000.wav 22 84.276 84.276 84.041 84.19766667 

8000.wav 33 82.514 82.46 82.46 82.478 

8000.wav 44 80.771 80.771 80.7 80.74733333 

12000.wav 22 83.208 83.887 83.401 83.49866667 

12000.wav 33 82.007 82.055 82.459 82.17366667 

12000.wav 44 80.359 80.916 80.492 80.589 

16000.wav 22 83.401 83.534 83.336 83.42366667 

16000.wav 33 81.774 82.103 82.006 81.961 

16000.wav 44 80.878 81.427 80.805 81.03666667 

20000.wav 22 83.672 83.814 83.335 83.607 

20000.wav 33 81.64 81.958 81.865 81.821 

20000.wav 44 81.221 80.989 80.558 80.92266667 

NelsonMandela.wav 22 87.73 87.815 87.989 87.84466667 

NelsonMandela.wav 33 86.897 86.14 86.695 86.57733333 

NelsonMandela.wav 44 85.206 85.349 85.114 85.223 

Silent.wav 22 84.523 84.523 84.275 84.44033333 

Silent.wav 33 83.025 83.537 83.469 83.34366667 

Silent.wav 44 82.056 82.154 81.961 82.057 

ToneSweep.wav 22 89.047 88.968 88.447 88.82066667 

ToneSweep.wav 33 87.506 87.128 87.858 87.49733333 

ToneSweep.wav 44 86.828 86.733 86.414 86.65833333 

WhiteNoiseGaussian.wav 22 79.448 79.893 79.555 79.632 

WhiteNoiseGaussian.wav 33 78.996 78.996 78.675 78.889 

WhiteNoiseGaussian.wav 44 78.252 78.252 78.458 78.32066667 

NelsonMandela.wav 16384 59.73 59.745 59.757 59.744 

NelsonMandela.wav 12288 60.99 61.011 61.006 61.00233333 

NelsonMandela.wav 8192 62.753 62.746 62.75 62.74966667 

NelsonMandela.wav 4096 65.676 65.664 65.717 65.68566667 

ToneSweep.wav 16384 61.239 61.227 61.235 61.23366667 

ToneSweep.wav 12288 62.501 62.463 62.466 62.47666667 

ToneSweep.wav 8192 64.22 64.192 64.224 64.212 

ToneSweep.wav 4096 67.166 67.298 67.225 67.22966667 
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6. CONCLUSION

6.1 CONCLUSION 

In conclusion, image steganography and encryption algorithms play a crucial role in hiding 

important information within images while maintaining the image's visual quality. These 

techniques provide a secure means of transmitting sensitive data while minimizing the risk 

of detection by unauthorized users. The choice of the appropriate steganography and 

encryption algorithm depends on the specific application requirements, such as capacity, 

imperceptibility, robustness, and security. Different algorithms, including LSB, DCT, DWT, 

and adaptive steganography methods, offer various benefits and trade-offs. Combining 

steganography techniques with encryption algorithms, such as AES, RSA, and chaos-based 

systems, can further enhance the security of the hidden data. As technology evolves, new 

and more sophisticated image steganography and encryption algorithms continue to be 

developed. These algorithms aim to improve the efficiency and security of hiding important 

information within images while making it increasingly difficult for adversaries to detect or 

extract the hidden data. It is essential for researchers, practitioners, and organizations to 

remain up-to-date with the latest advancements in image steganography and encryption 

algorithms to ensure the effective and secure transmission of sensitive information in the 

digital age. The findings obtained proved to be very helpful in answering the hypothesis. An 

improved video steganography algorithm was developed and showed promising results 

namely that if both the audio and frames are used, there would be higher PSNR values, 

causing a lower impact on video quality. Along with this, an increase in message capacity 

of a video was achieved. The ideal cover media conditions to help camouflage the noise 

caused by the steganography were also explored. In this regard, audio proved to be the most 

sensitive to data embedding. It was found that the noisier the original audio was, before 

embedding, the less noticeable the noise caused by the embedded data is. These findings 

could also be applied to the other algorithms. MSU StegoVideo and LSB algorithms have 

their strengths and weaknesses when applied to image steganography. MSU StegoVideo 

may offer higher capacity and robustness, but it is less suitable for images that may undergo 

lossy compression. On the other hand, the LSB algorithm is simpler to implement and may 

provide better imperceptibility for certain applications. The choice between the two 

algorithms should be based on the specific requirements of the application, including the 
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desired capacity, robustness, and imperceptibility. The contributions to this area of study 

were made by developing two sub-algorithms tackling audio and image steganography, 

along with a video steganography algorithm utilizing both of them. The audio and image 

steganography algorithms were developed to also be able to work independently, hence 

being a contribution to their respective area of study. Hence, a better version of the algorithm 

was developed. This research helped in trying to populate the gap in this research area. 

6.2 POTENTIAL RESEARCH CONSTRAINTS 

The constraints identified in this study are the following: 

Processing took a considerable amount of time to process large videos. Such limitation could 

be overcome with the implementation of multi- threading that can speed up the process by 

dividing the processing among multiple threads. Solving this issue, the algorithm could be 

tested with larger secret messages and cover videos. 

i. It has been assumed that the single secret key phrase is known by both communicating

parties and used to embed and extract data. Such issue is usually not tackled in the

reviewed literature, as it is a whole separate area of study, referred as a key-agreement

protocol.

ii. AVI files were used as cover videos. This was limited to only AVI files due to the library

used in the development of the prototype. This limitation did not allow testing with the

same videos of different formats.

iii. If the produced stego-media is compressed with a lossy compression technique, it will

lose its embedded data.

iv. Building on limitation 4 and as explained in Chapter 5, compression on the video with

the embedded data destroys the integrity of the secret message upon extraction. This

limitation allowed for large AVI files to be compiled after embedding, which might prove

cumbersome to transfer over the internet with low bandwidth. This is common to any

steganography algorithms which do not support compression.
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v. The limits set by the data types used to implement the algorithm were a limitation. An

example of this would be the 2, 147, 483, 647- bit limit that can be embedded inside a

single frame or sample region, because of the integer’s maximum value.

6.3 FUTURE RECOMMANDATION 

Further research is mostly based on the limitations mentioned in the previous section as a 

way to overcome them. Possible further research topics include: 

a. Implementing a similar video steganography algorithm that can hold message integrity

after compression (such as MPEG-4 or MOV) of a video containing embedded data. At

the same time, the processed video will have a smaller size, hence being more 

lightweight. This can solve the problems presented by limitations 3, 4 and 5. 

b. Using PKS instead of SKS is a possible research topic that can further increase the security

of the algorithm. This problem is presented by limitation 2.

c. Researching about the possibility of a relationship between video characteristics (amount

of frames, number of samples etc.) and distribution ratio of the secret data to be

embedded to obtain optimal PSNR values. 

d. This proposed algorithm can also be tested against existing steganalysis methods

mentioned in Chapter 2, among others. This will test the algorithm’s robustness against

known steganalysis attacks.

e. Possible implementation of pre-processing techniques, such as adding noise, to be done

prior to the steganography that can help to camouflage the existence of embedded data

in the cover media, as discussed in Chapter 5. 
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