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ABSTRACT

ONLINE LEARNING UNDER ADVERSE SETTINGS

Hüseyin Özkan

Ph.D. in Electrical and Electronics Engineering

Advisor: Assoc. Prof. Dr. Süleyman Serdar Kozat

May 26, 2015

We present novel solutions for contemporary real life applications that generate

data at unforeseen rates in unpredictable forms including non-stationarity, cor-

ruptions, missing/mixed attributes and high dimensionality. In particular, we

introduce novel algorithms for online learning, where the observations are re-

ceived sequentially and processed only once without being stored, under adverse

settings: i) no or limited assumptions can be made about the data source, ii) the

observations can be corrupted and iii) the data is to be processed at extremely

fast rates. The introduced algorithms are highly effective and efficient with strong

mathematical guarantees; and are shown, through the presented comprehensive

real life experiments, to significantly outperform the competitors under such ad-

verse conditions.

We develop a novel highly dynamical ensemble method without any stochas-

tic assumptions on the data source. The presented method is asymptotically

guaranteed to perform as well as, i.e., competitive against, the best expert in

the ensemble, where the competitor, i.e., the best expert, itself is also specifi-

cally designed to continuously improve over time in a completely data adaptive

manner. In addition, our algorithm achieves a significantly superior modeling

power (hence, a significantly superior prediction performance) through a hierar-

chical and self-organizing approach while mitigating over training issues by com-

bining (taking finite unions of) low-complexity methods. On the contrary, the

state-of-the-art ensemble techniques are heavily dependent on static and unstruc-

tured expert ensembles. In this regard, we rigorously solve the resulting issues

such as the over sensitivity to source statistics as well as the incompatibility be-

tween the modeling power and the computational load/precision. Our results

uniformly hold for every possible input stream in the deterministic sense regard-

less of the stationary or non-stationary source statistics. Furthermore, we directly

address the data corruptions by developing novel versatile imputation methods

and thoroughly demonstrate that the anomaly detection -in addition to being

stand alone an important learning problem- is extremely effective for corruption
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detection/imputation purposes. To that end, as the first time in the literature,

we develop the online implementation of the Neyman-Pearson characterization

for anomalies in stationary or non-stationary fast streaming temporal data. The

introduced anomaly detection algorithm maximizes the detection power at a spec-

ified controllable constant false alarm rate with no parameter tuning in a truly

online manner.

Our algorithms can process any streaming data at extremely fast rates with-

out requiring a training phase or a priori information while bearing strong per-

formance guarantees. Through extensive experiments over real/synthetic bench-

mark data sets, we also show that our algorithms significantly outperform the

state-of-the-art as well as the most recently proposed techniques in the literature

with remarkable adaptation capabilities to non-stationarity.

Keywords: Online Learning, Supervised Learning, Prediction, Classification, Re-

gression, Anomaly Detection, Big Data, Adverse Conditions, Deterministic Anal-

ysis, Worst Case, Non-Stationarity, Concept Change, Self-Organizing, Decision

Tree, Hidden Markov Model, HMM, Partially Observable HMM States, Label

Errors, Corruption, Noise, Anomaly, Imputation, Time Series, Neyman-Pearson.
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Tez Danışmanı: Doç. Dr. Süleyman Serdar Kozat

Mayıs 26, 2015

İstatistiki açıdan durağan olmama ve veri bozulmaları ile kayıp/karışık yüksek

boyutlu veri tipleri içerme gibi tahmin edilmesi güç mahiyette ve daha evvel

karşılaşılmamış derecede çok miktarlarda veri üreten günümüz uygulamaları için

yenilikçi çözümler üretmekteyiz. Bu minval üzere, gözlemlerin bir bir yapıldığı

ve depolanmadan sadece bir defa işlendiği çevrimiçi öğrenme (İngilizce: “online

learning”) için karşıt koşullar altında (İngilizce: “under adverse settings”) yeni-

likçi algoritmalar takdim etmekteyiz. Bahse konu bu karşıt koşullar öyledir ki,

i) veri kaynağına istinaden ancak kısıtlı yani eser miktarda istatistiki varsayım

yapılabilir, ii) gözlemler bozulmuş (İngilizce: “data corruptions”) olabilir ve iii)

veri oldukça hızlı işlenmek durumundadır. Hesapsal açıdan son derece verimli

olan ve aynı zamanda güçlü matematiksel teminatları haiz çevrimiçi algorit-

malarımızın, karşıt koşullar altında rakip yöntemlerden epey üstün bir performans

sergilediği sunduğumuz kapsamlı gerçek veri deneyleri ile gösterilmektedir.

Veri kaynağı hakkında herhangi bir istatistiki varsayımda bulunmaksızın, ye-

nilikçi ve olabildiğince dinamik bir “uzman-topluluk”/“uzman tavsiyeleriyle tah-

min” (İngilizce: “expert ensemble”/“predicting with expert advice”) yöntemi

geliştirmekteyiz. Yöntemimizin, topluluğun en iyi uzmanınki kadar bir sonuşur

(İngilizce: “asymptotical”) performansı sergilediğini, yani en iyi uzmanla reka-

betçi olduğunu, matematiksel olarak göstermekteyiz ki; burada, en iyi uzmanın

kendisi dahi tamamen veriye uyarlanan bir yordamla zamanda sürekli gelişecek

şekilde çalışmaktadır. İlaveten, bu çevrimiçi algoritmamızın tasarımında,

sıradüzensel (İngilizce: “hierarchical”) ve veriye göre kendi kendini organize ede-

bilen bir yaklaşım vasıtasıyla üstün bir modelleme gücü (dolayısıyla üstün bir

tahmin performansı) elde ederken; fazladan eğitme (İngilizce: “over training”)

sorunlarından da düşük karmaşıklı yöntemleri birleştirmek suretiyle kaçınıyoruz.

Öte yandan, literatürdeki mevcut teknikler hem değişmeyen/sabit yani esnek

olmayan hem de yapısal olarak (hesapsal açıdan) verimli bir temsile müsade
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etmeyen uzman topluluklarına ciddi seviyede bağımlıdır. Bu sebeple ortaya

çıkan veri kaynağı istatistiklerine aşırı duyarlılık ve modelleme gücü ile hesap-

sal yük/duyarlık arasındaki uyumsuzluk (istenmeyen veya ters orantı) gibi mese-

leleri sunduğumuz yöntemler ile açık bir biçimde çözmüş bulunmaktayız. Matem-

atiksel olarak ispatladığımız performans garantileri muhtemel her girdi dizisi

için durağan olabilen ya da olmayabilen veri istatistiklerinden bağımsız kesin

(gerekirci) bir surette her zaman geçerlidir. Ayrıca, bozulma düzeltmede mahir

algoritmalar geliştirerek veri bozulması problemleri için de doğrudan çözümler

üretmekteyiz. Bu çözümleri geliştirirken etraflıca göstermekteyiz ki, anor-

mallik tespiti -başlı başına önemli bir makine eğitimi problemi olmasının yanı

sıra- bozulma tespiti/düzeltmesi maksadıyla etkili bir şekilde kullanılabilir. Bu

bağlamda, süratli akan, kaynak istatistiği itibariyle durağan olan yahut ol-

mayan zaman dizilerindeki anormal gözlemler için Neyman-Pearson karakter-

lendirmesinin çevrimiçi gerȩklemesini sağlayan bir algoritmayı literatürdeki ilk

çalışma olarak sunmaktayız. Sunduğumuz algoritma, parametre ayarlamaları

gerektirmeksizin, çevrimiçi bir şekilde, yanlış alarm oranını arzu edilen seviyede

sabit tutabilirken anormallik tespit başarısını da en büyütmektedir.

Takdim ettiğimiz çevrimiçi algoritmalarımız, herhangi bir veri dizisini kaynağı

hakkında bir ön bilgi gerektirmeden eğitim aşamasız ve varsayımsız son derece

hızlı bir şekilde işleyebilirken, tahmin başarısına ilişkin de matematiksel olarak

ispatlanmış güçlü teminatlar sağlamaktadır. Algoritmalarımızın, durağan ol-

mayan veri kaynağı istatistiklerine dikkate şayan bir uyarlanabilirlikle, literatürde

hem rutin olarak kullanılan hem de henüz önerilmiş muadil yöntemlerden önemli

ölçüde üstün bir performans sergilediğini gerçek yahut suni olabilen bilindik veri

kümeleri üzerinde yaptığımız geniş kapsamlı deneylerle göstermekteyiz.

Anahtar sözcükler : Çevrimiçi Öğrenme, Gözetimli Öğrenme, Tahmin,

Sınıflandırma, Bağlanım, Anormallik Tespiti, Büyük Veri, Karşıt Koşullar,

Gerekirci Çözümleme, En Kötü Durum, Durağan Olmayan, Kavram Değişimi,

Kendi Kendini Organize Eden, Karar Ağacı, Saklı Markov Modeli, SMM, Kısmi

Gözlemlenebilir SMM Durumları, Etiket Hataları, Bozulma, Gürültü, Anor-

mallik, Düzeltme, Zaman Dizisi, Neyman-Pearson.
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Chapter 1

Introduction

In the contemporary signal processing, communications and machine learning

applications, algorithms are required to process data at a fast rate, yet to learn

complex models often in a non-stationary environment [1–7]. An example is the

news recommender application offered by a web site [2], where millions of user

clicks (statement of interest) are typically received every day in addition to the

huge volume of daily news. In this example, the web server is required to contin-

uously classify the upcoming news on the basis of each user (interested or not) to

make real time recommendations. Meanwhile, the learned detection/classification

models must also be updated simultaneously since the user preferences can change

over time, i.e., data is non-stationary. To address this ambitious goal, we intro-

duce versatile methods to maximally exploit the information per instance -with

only a single access- in the online setting and update the most recently learned

hypothesis.

Furthermore, in various different applications from a wide range of fields such

as time series analysis and computer vision, the data can partially (or even al-

most completely) be affected by severe noise and irregularities in several phases,

e.g., occlusions during a visual recording or packet losses during transmission in a
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communication channel or a CD scratch [8–10]. Data corruptions and irregular-

ities, i.e., anomalies, often severely degrade the performance of the target appli-

cation; for instance, face recognition or pedestrian detection under occlusion or

news recommendation with missing attributes [9]. These realistic requirements to

learn complex models from possibly corrupted anomalous observations in a non-

stationary environment and with computationally scalable algorithms strongly

challenge the modern learning systems. In this thesis, we introduce efficient al-

gorithms to specifically handle such adverse conditions with strong performance

guarantees that are therefore suitable for the real life applications including big

data.

To this end, we consider the general problem of estimating an unknown out-

come y that is coupled with a given observation x through a joint distribution

P (x, y). In general, x and y can both be multi-variate and discrete or continuous.

When the distribution P is known or can be accurately estimated, this prob-

lem is a detection (y is discrete) or estimation (y is continuous) problem that

has been well studied in the Bayesian framework [11]. When the distribution

P is unknown or cannot be estimated accurately and a training batch of data

{(xi, yi)} is provided, then the problem is known to be a classification/clustering

(y is discrete) or a regression (y is continuous) problem in the machine learning

literature [12]. From the signal processing perspective, the observations (xt, yt)

are received sequentially over time and one learns a model in a data driven man-

ner to make predictions about future [13]. In this thesis, we investigate online

learning/prediction [13, 14] in the deterministic sense without any stochastic as-

sumptions, which is one of the most challenging tasks. Specifically, we process

each instance xt (streamed at time t in our sequential processing framework) only

once and then discard it without storing. After making a prediction ŷt, the true

outcome yt is revealed. Based on the induced error by the true outcome, the most

recently learned model is updated for the next coming instance. Furthermore,

we consider adversely conditioned environments to address realistic scenarios.

For instance, the unknown joint distribution Pt(xt, yt) can be unpredictably non-

stationary and occasionally overwritten by an external factor P̄ (xt, yt), i.e., xt or
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yt or both can be drawn from another distribution that produces, e.g., a corrup-

tion or an irregularity or an anomaly. Since it is infeasible to make any stochastic

assumptions on the data source under such adverse settings, we study the problem

in the deterministic sense and produce results in an individual sequence manner,

i.e., our results hold for every possible input sequence regardless of stationary or

non-stationary source statistics.

Overview

This thesis investigates online learning under adverse settings in two main direc-

tions. We first study the non-stationarity in Chapter 2 and Chapter 3; and then

study the impact of corruptions and irregularities, i.e., anomalies, in terms of the

detection and classification performances in Chapter 4, Chapter 5 and Chapter

6.

In Chapter 2, we concentrate on the well known “predicting with expert ad-

vice” framework [14], which has been applied with great success in online learn-

ing [14, 15] and adaptive signal processing [13] literatures. Along this line of

research, we analyze an online learning algorithm [16] that adaptively combines

outputs of two constituent algorithms (or the experts) running in parallel to es-

timate an unknown desired signal. This online learning algorithm is shown to

achieve and in some cases outperform the mean-square error (MSE) performance

of the best constituent algorithm in the steady-state [16]. However, the MSE

analysis of this algorithm in the literature uses approximations and relies on sta-

tistical models on the underlying signals [16, 17]. Hence, such an analysis may

not be useful or valid for signals generated by various real life systems that show

high degrees of non-stationarity, limit cycles and that are even chaotic in many

cases [18]. On the contrary, we present results in an individual sequence manner.

In particular, we relate the time-accumulated squared estimation error of this

online algorithm at any time over any interval to the one of the optimal convex

mixture of the constituent algorithms directly tuned to the underlying signal in a
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deterministic sense without any statistical assumptions. In this sense, our anal-

ysis provides the transient, steady-state and tracking behavior [14, 19, 20] of this

algorithm in a “strong” sense without any approximations in the derivations or

statistical assumptions on the underlying signals such that our results are guaran-

teed to hold under adverse settings. We illustrate the introduced results through

examples.

Generally, in the “predicting with expert advice” framework [14], algorithms

are designed to achieve the performance of the best expert algorithm in the ensem-

ble [21]. However, the ensemble must be chosen largely for most of the practical

cases to achieve a desirable performance in the final output, which then increases

the computational load that possibly hinders the online processing [2]. More-

over, the non-stationarity in the data source cannot be predicted beforehand and

therefore cannot be fully handled by a fixed set of ensemble [2, 22, 23]. To this

end, in Chapter 3, we introduce a sufficiently large and dynamical ensemble that

is hierarchically structured by a self organizing tree. Then, we propose a novel

online algorithm with strong performance guarantees, which is computationally

highly efficient as it is specially designed to exploit the introduced ensemble struc-

ture. The proposed algorithm in Chapter 3 is significantly more adaptive to non-

stationarity and computationally more efficient compared to the studied method

in Chapter 2. Similarly, we also provide the deterministic analysis of the proposed

algorithm.

More precisely, in Chapter 3, we study online supervised learning under the

empirical zero-one loss and introduce a novel classification algorithm with strong

theoretical results that are guaranteed to hold under adverse settings. The pro-

posed method is a highly dynamical self organizing decision tree structure, which

adaptively partitions the feature space into small regions and combines (takes

the union of) the local simple classification models specialized in those regions.

Our approach sequentially and directly minimizes the cumulative loss by jointly

learning the optimal feature space partitioning and the corresponding individual

partition-region classifiers. We mitigate over training issues by using basic lin-

ear classifiers at each region while providing superior modeling power through
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hierarchical and data adaptive models. The computational complexity of the in-

troduced algorithm scales linearly with the dimensionality of the feature space

and the depth of the tree. Our algorithm can be applied to any streaming data

without requiring a training phase or a priori information, hence processes data

on-the-fly and then discards it. Therefore, the introduced algorithm is espe-

cially suitable for applications involving big data. We present a comprehensive

experimental study in stationary and non-stationary environments. In these ex-

periments, our algorithm is compared with the state-of-the-art as well as the most

recently proposed methods over the well-known benchmark data sets and shown

to be computationally highly superior. The proposed algorithm significantly out-

performs the competing methods in the stationary settings and demonstrates

remarkable adaptation capabilities to non-stationarity in the presence of drifting

concepts and abrupt/sudden concept changes.

In addition to the non-stationarity, we also study the impact of corruption

in observations as another attribute of adversely conditioned environments, i.e.,

adverse settings. In Chapter 4, we present an introductory example, where we

assume a model (HMM [24]) for the distribution P (xt, yt) with random flipping er-

rors (corruption) in discrete yt’s (partially and randomly observable noisy states).

The corruptions, i.e., state errors, are defined as discrete random label flips within

the specified HMM. We next drop the model assumption in Chapter 5 and cover

a more general set of corruptions such as an occluded digit image, where the

true observation model is unknown, whereas the corruptions follow a uniform

distribution. Note that in both cases, we study in the batch setting and propose

batch algorithms, which successfully handle the corruptions. We conclude that

based on these studies (Chapter 4 and Chapter 5), the detrimental effects on the

classification/prediction performance of the target application due to the corrup-

tions can be undo, i.e., corrected, to a significant degree when the corruptions

are formulated as anomalies and specifically treated after detected. Accordingly,

in Chapter 6, we also drop the batch data processing requirement and propose a

computationally highly efficient anomaly detection algorithm. In the following,

we summarize these studies.

In Chapter 4, we propose a new estimation algorithm for the parameters of
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an HMM as to best account for the observed data. In this model, in addition to

the observation sequence, we have partial and noisy access to the hidden state

sequence as side information. This access can be seen as “partial labeling” of the

hidden states. Furthermore, we model possible mislabeling in the side information

in a joint framework and derive the corresponding EM updates accordingly. In our

simulations, we observe that using this side information, we considerably improve

the state recognition performance, up to 70%, with respect to the “achievable

margin” defined by the baseline algorithms. Moreover, our algorithm is shown to

be robust to varying training conditions.

In Chapter 5, we introduce a comprehensive and statistical framework in a

model free setting for a complete treatment of localized data corruptions due to

severe noise sources, e.g., an occluder in the case of a visual recording. Within

this framework, we propose i) a novel algorithm to efficiently separate, i.e., detect

and localize, possible corruptions from a given suspicious data instance and ii)

a Maximum A Posteriori (MAP) estimator to impute the corrupted data. As a

generalization to Euclidean distance, we also propose a novel distance measure,

which is based on the ranked deviations among the data attributes and empir-

ically shown to be superior in separating the corruptions. Our algorithm first

splits the suspicious instance into parts through a binary partitioning tree in the

space of data attributes and iteratively tests those parts to detect local anoma-

lies using the nominal statistics extracted from an uncorrupted (clean) reference

data set. Once each part is labeled as anomalous vs normal, the corresponding

binary patterns over this tree that characterize corruptions are identified and

the affected attributes are imputed. Under a certain conditional independency

structure assumed for the binary patterns, we analytically show that the false

alarm rate of the introduced algorithm in detecting the corruptions is indepen-

dent of the data and can be directly set without any parameter tuning. The

proposed framework is tested over several well-known machine learning data sets

with synthetically generated corruptions; and experimentally shown to produce

remarkable improvements in terms of classification purposes with strong corrup-

tion separation capabilities. Our experiments also indicate that the proposed

algorithms outperform the typical approaches and are robust to varying training
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phase conditions.

We emphasize that in these studies of batch framework in Chapter 4 and

Chapter 5, it is unknown whether an observation is corrupted or not. Moreover,

which part of an instance is corrupted (even if it is detected to be corrupted) is

also unknown. The presented results in Chapter 4 and Chapter 5 demonstrate

that a corruption can be modeled as a rare event and formulated/detected as

an anomaly. We show that an anomaly detection approach, in addition to be-

ing a stand alone important learning problem [25], is extremely useful in terms

of corruption detection, imputation or correction purposes, when it is used in

conjunction with the learning framework. However, it must also be devised in a

computationally efficient manner for online learning.

To this end, in Chapter 6, we study anomaly detection for fast streaming

temporal data with real time Type-I error, i.e., false alarm rate, controllability;

and propose a computationally highly efficient online algorithm, which closely

achieves a specified false alarm rate while maximizing the detection power. Re-

gardless of whether the source is stationary or non-stationary, the proposed al-

gorithm sequentially receives a time series and learns the nominal attributes -in

the online setting- under possibly varying Markov statistics. Then, an anomaly

is declared at a time instance, if the observations are statistically sufficiently de-

viant. Moreover, the proposed algorithm is remarkably versatile since it does not

require parameter tuning to match the desired rates even in the case of strong

non-stationarity. The presented study is the first to provide the online implemen-

tation of Neyman-Pearson (NP) characterization for the problem [26] such that

the NP optimality [11], i.e., maximum detection power at a specified false alarm

rate, is nearly achieved in a truly online manner. In this regard, the proposed

algorithm is highly novel and appropriate especially for big data applications due

to its parameter-tuning free computational efficient design with the practical NP

constraints under stationary or non-stationary source statistics.

As a final remark in this section, we emphasize that learning from scarce data

while mitigating the “curse of dimensionality” has long been the central theme in

the signal processing and machine learning literatures. Nevertheless, the situation
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is rapidly changing due to the recent advancements in information technologies.

The issue in the contemporary applications is now the learning from (efficient

processing of) huge amount of data presented in highly unstructured forms such

as non-stationarity, mixed data types, missing attributes and corruptions. As a

result, the-state-of-the-art learning systems are constantly being challenged by

this changing theme and the resulting adverse conditions, i.e., learning from un-

structured fast streaming big data under strict real time processing requirements.

In addressing this challenge, we propose online learning algorithms with strong

theoretical guarantees that are experimentally shown to outperform the classical

approaches. The thesis concludes with final remarks in Chapter 7.
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Chapter 2

A Deterministic Analysis of an

Online Convex Mixture of

Experts Algorithm

The problem of estimating or learning an unknown desired signal is heavily in-

vestigated in online learning [14, 19, 20, 27–30] and adaptive signal processing

literature [13, 16, 17, 31–33]. However, in various applications, certain difficul-

ties arise in the estimation process due to the lack of structural and statistical

information about the data model. To resolve this issue, mixture approaches

that adaptively combine outputs of multiple constituent algorithms performing

the same task are proposed in the online learning literature under the mixture

of experts framework [14, 19, 20] and adaptive signal processing literature under

the adaptive mixture methods framework [16, 17]. Along these lines, an online

convexly constrained mixture of experts method that combines outputs of two

learning algorithms is introduced in [16]. We point out that the “mixture of ex-

perts” framework also refers to a model [34], where the input space is divided

into regions in a nested fashion to each of which an expert corresponds. The par-

titioning of the input space and the corresponding experts are learned jointly and

combined such that a mixture of experts method is obtained. On the other hand,

the mixture method in [16] adaptively combines the outputs of the constituent
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algorithms that run in parallel on the same task under a convex constraint to

minimize the final MSE. This adaptive mixture is shown to be universal with

respect to the input algorithms in a certain stochastic sense such that this mix-

ture achieves and in some cases outperforms the MSE performance of the best

constituent algorithm in the steady-state [16]. However, the MSE analysis of this

adaptive mixture in the transient and steady states uses approximations such as

the separation assumptions and relies on strict statistical models on the signals,

e.g., stationary data models [16,17]. In this chapter, we study this algorithm [16]

from the perspective of online learning and produce results in an individual se-

quence manner such that our results are guaranteed to hold for any bounded

arbitrary signal.

Nevertheless, signals produced by various real life systems, such as in under-

water acoustic communication applications, show high degrees of nonstationarity,

limit cycles and, in many cases, are even chaotic so that they hardly fit to assumed

statistical models [18]. Hence an analysis based on certain statistical assumptions

or approximations may not be useful or adequate under these conditions. To this

end, we refrain from making any statistical assumptions on the underlying sig-

nals and present an analysis that is guaranteed to hold for any bounded arbitrary

signal without any approximations. In particular, we relate the performance of

this learning algorithm that adaptively combines outputs of two constituent al-

gorithms to the performance of the optimal convex combination that is directly

tuned to the underlying signal in a deterministic sense. Naturally, this optimal

convex combination can only be chosen in hindsight after observing the whole

signal a priori (before we even start processing the data). Since we compare the

performance of this algorithm with respect to the best convex combination of the

constituent filters in a deterministic sense over any time interval, our analysis

provides, without any assumptions, the transient, the tracking and the steady-

state behaviors together [14, 19, 20]. In particular, if the analysis window starts

from t = 1, then we obtain the transient behavior; if the window length goes to

infinity, then we obtain the steady-state behavior; and finally if the analyze win-

dow is selected arbitrary, then we get the tracking behavior as explained in detail

in Section 2.2. The corresponding bounds may also hold for unbounded signals
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such as with Gaussian and Laplacian distributions, if one can define reasonable

bounds such that a sample stays in the defined interval with high probability.

After we provide a brief problem description in Section 2.1, we present a de-

terministic analysis of the convexly constrained mixture algorithm in Section 2.2,

where the performance bounds are given as a theorem and a corresponding corol-

lary. We illustrate the introduced results through examples in Section 2.3. The

chapter concludes with certain remarks.

2.1 Problem Description

In this framework, we have a desired signal {yt}t≥1 ⊂ R, where t is the time

index, and two constituent algorithms running in parallel producing {ŷ1,t}t≥1 and

{ŷ2,t}t≥1, respectively, as the estimations (or predictions) of the desired signal.

We assume that the desired signal {yt}t≥1 is finite and bounded by a known

constant Y , i.e., |yt| ≤ Y <∞. Here, we have no restrictions on ŷ1,t or ŷ2,t, e.g.,

these outputs are not required to be causal, however, without loss of generality,

we assume |ŷ1,t| ≤ Y and |ŷ2,t| ≤ Y , i.e., these outputs can be clipped to the

range [−Y, Y ] without sacrificing performance under the squared error. As an

example, the desired signal and outputs of the constituent learning algorithms

can be single realizations generated under the framework of [16]. At each time t,

the convexly constrained algorithm receives an input vector xt
△
= [ŷ1,t ŷ2,t]

T and

outputs

ŷt = λtŷ1,t + (1− λt)ŷ2,t = wT
t xt,

where wt
△
= [λt (1− λt)]

T , 0 ≤ λt ≤ 1, as the final estimate. The final estimation

error is given by et = yt − ŷt. The combination weight λt is trained through an

auxiliary variable ρt using a stochastic gradient update to minimize the squared

final estimation error as

λt =
1

1 + e−ρt
, (2.1)

ρt+1 = ρt − µ∇ρte
2
t = ρt + µetλt(1− λt)[ŷ1,t − ŷ2,t], (2.2)
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The Convexly Constrained Algorithm:
Parameters:
µ > 0: learning rate.
λ+ ∈ [0, 1

2
]: clipping parameter.

Inputs:
yt: desired signal.
ŷ1,t, ŷ2,t: constituent learning algorithms.

Outputs:
ŷt: estimate of the desired signal.

Initialization: Set the initial weights λ1 = 1/2 and ρ1 = 0.
for t = 1 : . . . : n,
% receive the constituent algorithm outputs ŷ1,t and ŷ2,t and
% estimate the desired signal
ŷt = λtŷ1,t + (1− λt)ŷ2,t
% Upon receiving yt, update the weight according to the rule:
ρt+1 = ρt + µetλt(1− λt)[ŷ1,t − ŷ2,t]
λt+1 =

1
1+e−ρt+1

λt+1 ← λ+ and ρt+1 = ln λt+1

1−λt+1
, if λt+1 < λ+

λt+1 ← 1− λ+ and ρt+1 = ln λt+1

1−λt+1
, if λt+1 > 1− λ+

endfor

Table 2.1: The studied learning algorithm that adaptively combines outputs of
two algorithms.

where µ > 0 is the learning rate. The combination parameter λt in (2.1) is

constrained to lie in [λ+, (1 − λ+)], 0 < λ+ < 1/2 in [16], since the update in

(2.2) may slow down when λt is too close to the boundaries. We follow the

same restriction and analyze (2.2) under this constraint. The algorithm, pre-

sented in Table 2.1, consists of two steps: (1) the update step of the parameter

ρ: ρt+1 = ρt+µetλt(1−λt)[ŷ1,t− ŷ2,t] and (2) the mapping of ρ back to the corre-

sponding combination parameter λ: λt+1 = 1
1+e−ρt+1

. At every time, the update

step requires 6 multiplications and 3 additions (2 multiplications and 1 addition

for calculating et); the mapping of ρ simply requires 1 division and 2 additions

(taking the exponent is only a look-up). This is per time, i.e., the computational

complexity does not increase with time. As for the multidimensional case, the

corresponding complexity scales linearly with the input dimensionality. Hence,

the complexity is O(d), where d is the dimension of the input regressor.

Under the deterministic analysis framework, the performance of the algorithm
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is determined by the time-accumulated squared error [14, 20, 35]. When applied

to any sequence {yt}t≥1, the algorithm of (2.1) yields the total accumulated loss

Ln(ŷ, y) = Ln(w
T
t xt, y)

△
=

n
∑

t=1

(yt − ŷt)
2 (2.3)

for any n. We emphasize that for unbounded signals such as Gaussian and Lapla-

cian distributions, we can define a suitable Y such that the samples of yt are inside

of the interval [−Y, Y ] with high probability.

We next provide deterministic bounds on Ln(ŷ, y) with respect to the best

convex combination min
β∈[λ+,1−λ+]

Ln(ŷβ, y), where

Ln(ŷβ, y) = Ln(u
Txt, y) =

n
∑

t=1

(yt − ŷβ,t)
2

and ŷβ,t
△
= βŷ1,t + (1− β)ŷ2,t = uTxt, u

△
= [β 1− β]T , that holds uniformly in an

individual sequence manner without any stochastic assumptions on yt, ŷ1,t, ŷ2,t

or n. Note that the best fixed convex combination parameter

βo = arg min
β∈[λ+,1−λ+]

Ln(ŷβ, y)

and the corresponding estimator

ŷβo,t = βoŷ1,t + (1− βo)ŷ2,t,

which we compare the performance against, can only be determined after observ-

ing the entire sequences, i.e., {yt}, {ŷ1,t} and {ŷ2,t}, in advance for all n.

2.2 A Deterministic Analysis

In this section, we first relate the accumulated loss of the mixture to the accumu-

lated loss of the best convex combination that minimizes the accumulated loss in

the following theorem. Then, we discuss the implications of the our theorem in a

corollary to compare the adaptive mixture [16] with the Exponentiated Gradient
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algorithm [19]. The use of the Kullback-Leibler (KL) divergence as a distance

measure for obtaining worst-case loss bounds was pioneered by Littlestone [36],

and later adopted extensively in the online learning literature [19,20,37]. We em-

phasize that although the steady-state and transient MSE performances of the

convexly constrained mixture algorithm are analyzed with respect to the con-

stituent learning algorithms [16, 17], we perform the steady-state, transient and

tracking analysis without any stochastic assumptions or use any approximations

in the following theorem.

Theorem 1: The algorithm given in (2.2), when applied to any sequence {yt}t≥1,

with |yt| ≤ Y <∞, 0 < λ+ < 1/2, β ∈ [λ+, 1− λ+], yields for any n and ǫ > 0

Ln(ŷ, y)−
(

2ǫ+ 1

1− z2

)

min
β
{Ln(ŷβ, y)}

≤ (2ǫ+ 1)Y 2

ǫ(1 − z2)
ln 2 ≤ O

(

1

ǫ

)

, (2.4)

where O (.) is the order notation, ŷβ,t = βŷ1,t + (1 − β)ŷ2,t, z
△
= 1−4λ+(1−λ+)

1+4λ+(1−λ+)
< 1

and step size µ = 4ǫ
2ǫ+1

2+2z
Y 2 .

This theorem provides a regret bound for the algorithm (2.2) showing that the

cumulative loss of the convexly constrained algorithm is close to a factor times

the cumulative loss of the algorithm with the best weight chosen in hindsight. If

we define the regret

Rn
△
= Ln(ŷ, y)−

(

2ǫ+ 1

1− z2

)

min
β
{Ln(ŷβ, y)} , (2.5)

then equation (2.4) implies that time-normalized regret

Rn

n

△
=

Ln(ŷ, y)

n
−
(

2ǫ+ 1

1− z2

)

min
β

{

Ln(ŷβ, y)

n

}

converges to zero at a rate O
(

1
nǫ

)

uniformly over the desired signal and the

outputs of constituent algorithms. Moreover, (2.4) provides the exact trade-off

between the transient and steady-state performances of the convex mixture in a

deterministic sense without any assumptions or approximations. Note that (2.4)
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is guaranteed to hold independent of the initial condition of the combination

weight λt for any time interval in an individual sequence manner. Hence, (2.4)

also provides the tracking performance of the convexly constrained algorithm in

a deterministic sense.

From (2.4), we observe that the convergence rate of the right hand side, i.e., the

bound, is O
(

1
nǫ

)

, and, as in the stochastic case [17], to get a tighter asymptotic

bound with respect to the optimal convex combination of the learning algorithms,

we require a smaller ǫ, i.e., smaller learning rate µ, which increases the right hand

side of (2.4). Although this result is well-known in the adaptive filtering literature

and appears widely in stochastic contexts, however, this trade-off is guaranteed

to hold in here without any statistical assumptions or approximations. Note that

the optimal convex combination in (2.4) depends on the entire signal and outputs

of the constituent algorithms for all n and hence it can only be determined in

hindsight.

Proof: To prove the theorem, we initially assume that clipping never happens

in the course of the algorithm, i.e., it is either not required or the allowed range

is never violated by λt. Then the extension to the case of the clipping will be

straightforward. In the following, we use the approach introduced in [20] (and

later used in [19]) based on measuring progress of a mixture algorithm using

certain distance measures.

We first convert (2.2) to a direct update on λt and use this direct update in

the proof. Using e−ρt = 1−λt

λt
, the update in (2.2) can be written as

λt+1 =
λte

µetλt(1−λt)ŷ1,t

λteµetλt(1−λt)ŷ1,t + (1− λt)eµetλt(1−λt)ŷ2,t
. (2.6)

Unlike [19] (Lemma 5.8), our update in (2.6) has, in a certain sense, an adaptive

learning rate µλt(1 − λt) which requires different formulation, however, follows

similar lines of [19] in certain parts.

Here, for a fixed β, we define an estimator

ŷβ,t
△
= βŷ1,t + (1− β)ŷ2,t = uTxt,
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where β ∈ [λ+, 1 − λ+] and u
△
= [β 1 − β]T . Defining ζt = eµetλt(1−λt), we have

from (2.6)

β ln

(

λt+1

λt

)

+ (1− β) ln

(

1− λt+1

1− λt

)

= ŷβ,t ln ζt − ln
(

λtζ
ŷ1,t
t + (1− λt)ζ

ŷ2,t
t

)

. (2.7)

Using the inequality αx ≤ 1−x(1−α) for α ≥ 0 and x ∈ [0, 1] from [20], we have

ζ
ŷ1,t
t = (ζ2Yt )

ŷ1,t+Y

2Y ζ−Y
t ≤ ζ−Y

t

(

1− ŷ1,t + Y

2Y
(1− ζ2Yt )

)

,

which implies in (2.7)

ln
(

λtζ
ŷ1,t
t + (1− λt)ζ

ŷ2,t
t

)

≤ −Y ln ζt + ln

(

1− ŷt + Y

2Y
(1− ζ2Yt )

)

, (2.8)

where ŷt = λtŷ1,t + (1 − λt)ŷ2,t. As in [19], one can further bound (2.8) using

ln (1− q(1− ep)) ≤ pq + p2

8
for 0 ≤ q < 1

ln
(

λtζ
ŷ1,t
t + (1− λt)ζ

ŷ2,t
t

)

≤ −Y ln ζt + (ŷt + Y ) ln ζt +
Y 2(ln ζt)

2

2
. (2.9)

Using (2.9) in (2.7) yields

β ln

(

λt+1

λt

)

+ (1− β) ln

(

1− λt+1

1− λt

)

≥ (2.10)

(ŷβ,t + Y ) ln ζt − (ŷt + Y ) ln ζt −
Y 2(ln ζt)

2

2
.

Now for the case of clipping let us suppose without loss of generality λt+1 = λ+−α,
where λ+ > α > 0 so that it is set back to λ+. We claim that the left hand side

of (2.10) can only increase by clipping and hence, (2.10) stays valid after clip-

ping. Since the derivative of ln x is monotonically decreasing with x and always

positive, ln (λt+1) must increase not less than α
λ+ after clipping. On the other

hand, ln (1− λt+1) can decrease not more than α
1−λ+ after clipping. As a result,

β ln (λt+1)+(1−β) ln (1− λt+1) must increase not less than δ = β α
λ+−(1−β) α

1−λ+
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after clipping. Since β ∈ [λ+, 1 − λ+], δ ≥ 0. Hence, (2.10) is valid even after

clipping.

At each adaptation, the progress made by the algorithm towards u at time t

is measured as D(u||wt)−D(u||wt+1), where wt
△
= [λt (1− λt)]

T and

D(u||w)
△
=

2
∑

i=1

ui ln(ui/wi)

is the KL divergence [20], u ∈ [0, 1]2, w ∈ [0, 1]2. We require that this progress

is at least a(yt − ŷt)
2 − b(yt − ŷβ,t)

2 for certain a, b, µ [19, 20], i.e.,

a(yt − ŷt)
2 − b(yt − ŷβ,t)

2 ≤ D(u||wt)−D(u||wt+1)

= β ln

(

λt+1

λt

)

+ (1− β) ln

(

1− λt+1

1− λt

)

, (2.11)

which yields the desired deterministic bound in (2.4) after telescoping. In infor-

mation theory and probability theory, the KL divergence, which is also known as

the relative entropy, is empirically shown to be an efficient measure of the distance

between two probability vectors [19, 20]. Here, the vectors u and wt are proba-

bility vectors, i.e., u,wt ∈ [0, 1]2 and uT1 = wT
t 1 = 1, where 1

△
= [1 1]T . This

use of KL divergence as a distance measure between weight vectors is widespread

in the online learning literature [19, 37].

We observe from (2.11) and (2.10) that to prove the theorem, it is sufficient

to show that G(yt, ŷt, ŷβ,t, ζt) ≤ 0, where

G(yt, ŷt, ŷβ,t, ζt)
△
= −(ŷβ,t + Y ) ln ζt + (ŷt + Y ) ln ζt

+
Y 2(ln ζt)

2

2
+ a(yt − ŷt)

2 − b(yt − ŷβ,t)
2.

For fixed yt, ŷt, ζt, G(yt, ŷt, ŷβ,t, ζt) is maximized when ∂G
∂ŷβ,t

= 0, i.e., ŷβ,t − yt +
ln ζt
2b

= 0, since ∂2G
∂ŷ2

β,t

= −2b < 0, yielding ŷ∗β,t = yt − ln ζt
2b

. Note that while taking

the partial derivative of G(·) with respect to ŷβ,t and finding ŷ∗β,t, we assume that

all yt, ŷt, ζt are fixed. This yields an upper bound on G(·) in terms of ŷβ,t. Hence,

17



it is sufficient to show G(yt, ŷt, ŷ
∗
β,t, ζt) ≤ 0, where, after some algebra, [19]

G(yt, ŷ, ŷ
∗
β,t, ζt) = (yt − ŷt)

2 ×
[

a− µλt(1− λt)

+
µ2λt

2(1− λt)
2

4b
+

Y 2µ2λt
2(1− λt)

2

2

]

. (2.12)

For (2.12) to be negative, defining k
△
= λt(1− λt) and

H(k)
△
= k2µ2(

Y 2

2
+

1

4b
)− µk + a,

it is sufficient to show thatH(k) ≤ 0 for k ∈ [λ+(1−λ+), 1
4
], i.e., k ∈ [λ+(1−λ+), 1

4
]

when λt ∈ [λ+, (1 − λ+)], since H(k) is a convex quadratic function of k, i.e.,
∂2H
∂k2

> 0. Hence, we require the interval where the function H(·) is negative

should include [λ+(1 − λ+), 1
4
], i.e., the roots k1 and k2 (where k2 ≤ k1) of H(·)

should satisfy

k1 ≥
1

4
, k2 ≤ λ+(1− λ+), where

k1 =
µ+

√

µ2 − 4µ2a
(

Y 2

2
+ 1

4b

)

2µ2(Y
2

2
+ 1

4b
)

=
1 +
√
1− 4as

2µs
, (2.13)

k2 =
µ−

√

µ2 − 4µ2a
(

Y 2

2
+ 1

4b

)

2µ2(Y
2

2
+ 1

4b
)

=
1−
√
1− 4as

2µs
, (2.14)

s
△
=

(

Y 2

2
+

1

4b

)

.

To satisfy k1 ≥ 1/4, we straightforwardly require from (2.13)

2 + 2
√
1− 4as

s
≥ µ.

To get the tightest upper bound for (2.13), we set

µ =
2 + 2

√
1− 4as

s
,

i.e., the largest allowable learning rate.

To have k2 ≤ λ+(1− λ+) with µ = 2+2
√
1−4as
s

, from (2.14) we require

1−
√
1− 4as

4(1 +
√
1− 4as)

≤ λ+(1− λ+). (2.15)
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Equation (2.15) yields

as = a

(

Y 2

2
+

1

4b

)

≤ 1− z2

4
, (2.16)

where

z
△
=

1− 4λ+(1− λ+)

1 + 4λ+(1− λ+)

and z < 1 after some algebra.

To satisfy (2.16), we set b = ǫ
Y 2 for any (or arbitrarily small) ǫ > 0 that results

a ≤ (1− z2)ǫ

Y 2(2ǫ+ 1)
. (2.17)

To get the tightest bound in (2.11), we select

a =
(1− z2)ǫ

Y 2(2ǫ+ 1)

in (2.17). Such selection of a, b and µ results in (2.11)

(

(1− z2)ǫ

Y 2(2ǫ+ 1)

)

(yt − ŷt)
2 −

( ǫ

Y 2

)

(yt − ŷβ,t)
2

≤ β ln

(

λt+1

λt

)

+ (1− β) ln

(

1− λt+1

1− λt

)

. (2.18)

After telescoping, i.e., summation over t,
∑n

t=1, (2.18) yields

aLn(ŷ, y)− bmin
β
{Ln(ŷβ, y)}

≤ β ln

(

λn+1

λ1

)

+ (1− β) ln

(

1− λn+1

1− λ1

)

≤ ln 2 ≤ O(1),

where β ln
(

λn+1

λ1

)

+(1−β) ln
(

1−λn+1

1−λ1

)

≤ ln 2 since we initialize the algorithm with

λ1 =
1
2
. Note for a random initialization that this bound would correspond to in

general β ln
(

λn+1

λ1

)

+ (1− β) ln
(

1−λn+1

1−λ1

)

≤ − ((1− λ+) lnλ+ + λ+ ln(1− λ+)) =

O(1). Hence,

(

(1− z2)ǫ

Y 2(2ǫ+ 1)

)

Ln(ŷ, y)−
( ǫ

Y 2

)

min
β
{Ln(ŷβ, y)}

≤ ln 2 ≤ O(1).
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Then it follows that

Ln(ŷ, y)−
(

2ǫ+ 1

1− z2

)

min
β
{Ln(ŷβ, y)}

≤ (2ǫ+ 1)Y 2

ǫ(1 − z2)
ln 2 ≤ O

(

1

ǫ

)

, (2.19)

which is the desired bound.

Note that using

b =
ǫ

Y 2
, a =

(1− z2)ǫ

Y 2(2ǫ+ 1)
, s =

(

Y 2

2
+

1

4b

)

,

we get

µ =
2 + 2

√
1− 4as

s
=

4ǫ

2ǫ+ 1

2 + 2z

Y 2
,

after some algebra, as in the statement of the theorem. 2

Finally, we also define a time-normalized regret as in [19] to have a comparison

between the exponentiated gradient algorithm and the adaptive mixture given in

(2.2). Let us define the regret R∗
n as

R∗
n

△
= Ln(ŷ, y)−min

β
{Ln(ŷβ, y)} , (2.20)

then in the following corollary, we show that the time normalized regret 1
n
R∗

n

for the algorithm proposed originally in [16] and given in this chapter in (2.2)

improves, i.e., decreases, with O(n
−1
2 ) in a similar manner to the Exponentiated

Gradient algorithm [19], except that the time-normalized regret 1
n
R∗

n is always

above an error floor, i.e., it is a linear regret with n and hence, it does not con-

verge to 0.

Corollary 1: The algorithm given in (2.2), when applied to any sequence {yt}t≥1,
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with |yt| ≤ Y <∞, 0 < λ+ < 1/2, β ∈ [λ+, 1− λ+], yields for any n

1

n
R∗

n ≤
4Y ǫ

1− z2
+

2Y z2

1− z2
+

Y 2 ln 2

n(1− z2)
(2 +

1

ǫ
)

≤ O
(

n
−1
2

)

+O (1) ,

where O (.) is the order notation, R∗
n is defined in (2.20), z

△
= 1−4λ+(1−λ+)

1+4λ+(1−λ+)
< 1,

ǫ =
√

Y ln 2
4n

and step size µ = 4ǫ
2ǫ+1

2+2z
Y 2 .

Proof: We first note that β ln
(

λn+1

λ1

)

+ (1 − β) ln
(

1−λn+1

1−λ1

)

≤ ln 2 for β, λn ∈
[0, 1], ∀n since λ1 =

1
2
and Ln(ŷβ, y) ≤ 2Y n, ∀β. Then from (2.18) and (2.19),

Ln(ŷ, y)− Ln(ŷβ, y) ≤ γ(ǫ), ∀β,

and γ(ǫ) =
4Y ǫn

1− z2
+

2Y z2n

1− z2
+

Y 2 ln 2

1− z2
(2 +

1

ǫ
),

where

γ′(ǫ) =
4Y n

1− z2
− Y 2 ln 2

1− z2
1

ǫ2
= 0⇒ ǫ∗ =

√

Y ln 2

4n

is chosen to get the tightest bound since γ′′(ǫ) = 2Y 2 ln 2
1−z2

1
ǫ3

> 0, ∀ǫ > 0. Hence,

the statement in the corollary follows. 2

We note that the algorithm given in (2.2), as shown in the corollary, has an error

floor 2Y z2

1−z2
, which bounds the limit of the time-normalized regret limn→∞ 1

n
R∗

n

from below. This result is due to the non-convexity of the loss function that

uses the sigmoid function in parameterization of λt. On the other hand, we

have certain control over this error floor, which is given here as a function of

0 < z = 1−4λ+(1−λ+)
1+4λ+(1−λ+)

< 1. Since limλ+→ 1
2
z = 0, and limλ+→0 or 1 z = 1, z controls

the size of the competition class {β}, where β ∈ [λ+, 1 − λ+]. As this class

grows, the studied algorithm in this chapter is affected by a larger error floor

induced on the time-normalized regret 1
n
R∗

n. Therefore, the algorithm given in

(2.2) does not guarantee a diminishing time normalized regret and the bound it
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promises is weak when compared to the, for example, Exponentiated Gradient

Algorithm [19], whose time normalized regret is O(n
−1
2 ).

2.3 Experiments

In this section, we illustrate the performance of the learning algorithm (2.2) and

the introduced results through examples. We demonstrate that the upper bound

given in (2.4) is asymptotically tight by providing a specific sequence for the

desired signal yt and the outputs of constituent algorithms ŷ1,t and ŷ2,t. We

also present a performance comparison between the adaptive mixture and the

corresponding best mixture component on a pair of sequences.

In the first example, we present the time-normalized regret 1
n
Rn of the learning

algorithm (2.2) defined in (2.5) and the corresponding upper bound given in

(2.4). We first set Y = 1, λ+ = 0.15 and ǫ = 1. Here, for t = 1, . . . , 1000, the

desired signal yt and the sequences ŷ1,t, ŷ2,t, which the parallel running constituent

algorithms produce are given by

ŷ1,t = Y ; ŷ2,t = (−1)tY ; and yt = 0.15ŷ1,t + 0.85ŷ2,t.

Note that, in this case, the best convex combination weight is βo = 0.15. In

Fig. 2.1a, we plot the time-normalized regret of the learning algorithm (2.2)

“ 1
n
Rn” and the upper bound given in (2.4) “O(1/(nǫ))”. From Fig. 2.1a, we

observe that the bound introduced in (2.4) is asymptotically tight, i.e., as n gets

larger, the gap between the upper bound and the time-normalized regret gets

smaller.

In the second example, we demonstrate the effectiveness of the mixture of

experts algorithm (2.2) through a comparison between the time-normalized ac-

cumulated loss (2.3) of the learned mixture and the one of the best constituent

expert. To this end, we design two experiments with t = 1, . . . , 10000, λ+ = 0.01,

ǫ = 0.1, Y = e, where

ŷ1,t = 2e−0.005t − 1, ŷ2,t = sin(0.1t)
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are chosen as the experts in both of the experiments. In the first experiment, we

choose the desired signal as the linear combination y
(1)
t = 0.75ŷ1,t+0.25ŷ2,t, where

β0 = 0.75. In the second experiment, we choose the desired signal as the nonlinear

function of the outputs of the both experts as y
(2)
t = sin (0.75ŷ1,t + 0.25ŷ2,t).

Note that the first expert provides a better time-normalized accumulated loss in

both cases, i.e., 1
n
Ln(ŷ1,t, y

(i)
t ) < 1

n
Ln(ŷ2,t, y

(i)
t ). In Fig. 2.1b, we plot the time-

normalized accumulated loss of the best (first) expert as well as the one of the

mixture returned by the learning algorithm. From Fig. 2.1b, we observe that the

adaptive mixture outperforms the best mixture component, i.e., expert 1 in these

examples, in both of the cases. Furthermore, the adaptive mixture optimally

tunes to the best linear combination in the first case, which is expected since the

generation of the desired output is through a linear combination. On the other

hand, the adaptive mixture suffers from an error floor, i.e., the time-normalized

accumulated loss does not converge to 0, in the second case, since the generation

of the desired signal is through a nonlinear transformation.

In this section, we illustrated our theoretical results and the performance of

the learning algorithm (2.2) through examples. We observed through an example

that the upper bound given in (2.4) is asymptotically tight. We also illustrated

the effectiveness of the adaptive mixture on another example by a performance

comparison between the mixture and its best component.
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Figure 2.1: (a) The regret bound derived in Theorem 1. (b) Comparison of the
adaptive mixture (2.2) w.r.t. the best expert.
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2.4 Discussion

In this chapter, we analyze a learning algorithm [16] that adaptively combines

outputs of two constituent algorithms running in parallel to model an unknown

desired signal from the perspective of online learning theory and produce results

in an individual sequence manner such that our results are guaranteed to hold

for any bounded arbitrary signal. We relate the time-accumulated squared es-

timation error of this algorithm at any time to the time-accumulated squared

estimation error of the optimal convex combination of the constituent algorithms

that can only be chosen in hindsight. We refrain from making statistical as-

sumptions on the underlying signals and our results are guaranteed to hold in an

individual sequence manner. We provide the transient, steady state and tracking

analysis of this mixture in a deterministic sense without any assumptions on the

underlying signals or without any approximations in the derivations. We illus-

trate the introduced results through examples.

Since the online algorithm [16] we study in this chapter is based on a fixed

ensemble of experts, it is not appropriate in applications, where the data is non-

stationary. Moreover, its complexity scales linearly with the size of the ensemble

and therefore, it is not practical to increase the ensemble size for improved mod-

eling capabilities. To this end, we propose a novel online algorithm in Chapter

3 whose computational complexity grows in a logarithmic fashion compared to

the ensemble size. The proposed algorithm is also significantly more adaptive to

non-stationarity since it uses a highly dynamical ensemble, i.e., not fixed. Simi-

larly, we also present theoretical guarantees for the introduced algorithm, which

uniformly hold for every possible input sequence.
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Chapter 3

Online Classification via

Self-Organizing Space

Partitioning

In the contemporary machine learning applications [38–41], algorithms are re-

quired to process data at an extremely fast rate, yet to learn complex models

often in a non-stationary environment. An example is the news recommender

application offered by a web site, where millions of user clicks (statement of in-

terest) are typically received every day in addition to the huge volume of daily

news. In this example, the web server is required to continuously classify the

upcoming news on the basis of each user (interested or not) to make real time

recommendations. Meanwhile, the learned classification models must also be

updated simultaneously since the user preferences can change over time, i.e., con-

cept change can occur. In addressing this ambitious goal, one generally aims to

maximally exploit the information per instance -with only a single access- in the

online setting and update the most recently learned hypothesis. To this end,

we target such big data applications and propose an online algorithm that can

learn arbitrarily complex and non-stationary structures with strong performance

guarantees. In particular, we propose a novel, highly efficient and effective on-

line classification algorithm for an infinite stream of possibly correlated (labeled)
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observations from a possibly non-stationary process.

To learn complex relations while exploiting local regularities, we consider com-

pletely adaptive piecewise linear models by partitioning the observation domain,

i.e., the feature space, into different regions. Specifically, we use a binary par-

titioning tree, where a separator (e.g., a hyperplane split or partitioner) and an

online linear classifier (a “simple model” such as the perceptron) are assigned

to each node/region. The sequential losses of the regional classifiers (i.e., the

simple models) are combined into a global loss that is parameterized over separa-

tor/split as well as the node/region classifier parameters. We minimize this global

loss using the stochastic gradient descent method and obtain the updates for the

complete set of tree parameters, i.e., the separators and the region classifiers, at

each newly observed instance.1 The result is a highly dynamical self-organizing

decision tree structure that jointly (and in a truly online manner) learns the re-

gion classifiers and the optimal feature space partitioning. In this respect, our

strategy is highly novel and remarkably robust to drifting source statistics, i.e.,

non-stationarity. Since our approach is essentially based on a finite combination

of linear models, it generalizes well and does not overfit or limitedly overfits [42]

(as rigorously shown by our extensive set of experiments).

The introduced partitioning tree effectively defines a class of hierarchical par-

titions (of the feature space) and a corresponding class of a doubly exponential

number (∼ 1.52
D

, where D is the depth) of piecewise linear and online base clas-

sifiers. The proposed classifier combines the outputs of these base classifiers at

each instance and generates its classification output. We prove that without any

statistical assumptions, the proposed algorithm asymptotically performs as well

as the best base classifier that can only be chosen in hindsight [43]. We point

out that each base classifier is a specific union of hierarchically arranged regional

linear classifiers. All such possible unions generate the set of the base classifiers

and the final combined classifier is in fact an optimal union classifier. Our results

hold for every possible input stream regardless of the underlying process that

generates the data. The computational complexity of the proposed algorithm is

1The node classifiers are updated by their own procedures.
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controllable over the depth of the tree and it linearly grows with the depth and

the data dimensionality uniformly for all streamed instances.

We perform an extensive set of experiments over both stationary and non-

stationary real data to illustrate the performance of our algorithm. For the sta-

tionary part, we follow the general comparison framework of [44,45] and show that

our approach significantly outperforms (in terms of the average classification er-

ror) the state-of-the-art as well as the most recently proposed techniques [6,44–47]

on the benchmark data sets used in [44,45]. We also provide more comprehensive

and precise comparison results compared to [44, 45], as our experiments are over

more trials and repeated for various normalization schemes. In the non-stationary

part, we experimentally analyze the proposed approach under the continuous con-

cept drifts and abrupt concept changes2 [23,42,48], where we follow the compar-

ison framework of [23]. We demonstrate that our approach performs comparably

with [23] on linearly separable data sets only when [23] is combined with the

right expert. Otherwise, our approach achieves a superior adaptation to concept

changes/drifts, when one fails to choose the right expert or the class separation is

strongly non-linear. Furthermore, our algorithms are significantly more efficient

in terms of the computational complexity in comparison to the all compared

methods [23, 42, 44–48] as detailed in Section 3.3.

In the literature of classification and regression trees [49,50], the split criteria

are typically chosen a priori and fixed such as the dyadic partitioning [51]; and

a specific loss, e.g., the gini index [52], is minimized separately for each node.

For instance, multivariate trees are extended to allow the simultaneous use of

functional inner and leaf nodes to draw a decision in [53]. Similarly, the node

specific individual decisions are combined in [6] via the context tree weighting

method [54] and a piecewise linear model for sequential classification is obtained.

Since the tree structures in both of these methods are fixed and chosen even

before the processing starts, the resulting modeling power is very limited and

significantly deteriorates in case of high dimensionality [55]. In contrast, our

algorithm provides a theoretically analyzed and computationally efficient fully

2Concept drift -in particular- refers to the change in the true labeling of observations, e.g.,
the change of the user preferences in the aforementioned news recommender application.
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adaptive tree for online classification, which learns the split criteria without any

limitation or restriction. Thus, our method allows complex partitioning of the

feature space without overfitting. This generates a dynamical self-organizing

tree that is sequentially tuned to the data and adaptive to high dimensionality.

Moreover, we do not use any statistical assumptions regarding the data source

unlike [56] and our analyses are guaranteed to hold in a strong mathematical

sense [43].

Self-organizing trees have been successfully applied to regression problems in a

recent study [57]. However, the computational complexity of the algorithm [57] is

exponential in the depth of the tree, whereas our approach operates with signifi-

cantly smaller computational costs (i.e., linear in the depth of the tree). We also

emphasize that both the problem as well as the algorithm in our study is com-

pletely different than [57]. Another successful application of the self-organizing

trees is presented in [42] in the context of classification. The problem in [42] is

formulated in the batch setting, thus it does not address our sequential require-

ments. Furthermore, the decision tree in [42] grows only from a single branch.

However, the introduced algorithm in this chapter efficiently and sequentially

manages a complete decision tree. Unlike [42, 58], where the final classifier is

described by a single pruning of the tree (i.e., one of the partitions of the feature

space defined by the decision tree), we consider the complete set of base classifiers

constructed by all possible prunings.

Our approach combines simple models to obtain a strong online classifier,

hence is directly related to “boosting” [15,59] and “predicting with expert advice”

[14] methods of the online setting. We emphasize that the corresponding online

algorithms [20–23,43–48,60–80] essentially consider a weighted linear combination

of weak learners/experts that run independently in parallel with no structure. On

the contrary, we consider the union of hierarchically structured simple models (or

regional linear classifiers) that yields a superior classification performance with

minimal computational complexity.

Several online boosting methods are proposed such as the Oza’s online algo-

rithm [46] and [60] that are asymptotically convergent to the batch solution of
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Adaboost [15]. The corresponding variants [61–66] (specialized for computer vi-

sion applications) are heuristically developed with no convergence results. These

studies are collected in a single theoretical framework via the stochastic gradient

descent in [67]; and their robustness is investigated under noisy labels in [47]. Fur-

ther analytical justifications along with a proposed smoothed boosting algorithm

can be found in [44] (an online extension to [81]). Unlike these stochastic gradi-

ent descent based methods, another ensemble method formulated in a Bayesian

framework is proposed in [45]. However, all these methods are appropriate only

for stationary environments and based on weighted linear combinations of weak

learners. In contrast, we consider unions of simple linear models that are adap-

tively and optimally (to minimize the final loss) located in the feature space

with respect to the possible changes in the source statistics, i.e., non-stationary

scenarios.

Our theoretical analyses are inline with the “predicting with expert advice”

framework [14]. The weighted majority algorithm and similar aggregation strate-

gies are presented in [21,43], which are generalized in [69,71,73] to allow switching

experts at a fixed and specified rate and modified for drifting concepts in [72]. The

switching rate [69] is also incorporated into the learning algorithm in [70]. A su-

perset of loss functions that can be used in these studies are considered in [20,68].

Generally, the algorithms proposed in this framework, such as [20, 21, 43, 68–73],

consider a fixed ensemble of expert algorithms and obtain an optimal weighted

linear combination in terms of the regret bounds. Accordingly, we prove that the

proposed algorithm asymptotically achieves the performance of the best union of

the regional linear classifiers that can only be selected in hindsight. However, we

do not restrict our algorithm to a fixed set of models since the non-stationarity

has an unpredictable nature and cannot be confined to a fixed set of experts as

in these studies [20, 21, 43, 68–73].

A dynamically weighted majority algorithm that can enhance the ensemble by

addition or removal of the experts to further adapt to non-stationarity, named

as “concept drift” [74], is presented in [23]. This study [23] is theoretically ana-

lyzed and further generalized to regression tasks in [22]. Similar ensemble prun-

ing/enhancing techniques are also considered in [48, 75–79] to avoid rigidity of
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the fixed set of experts/weak learners approach. In contrast, we follow a different

approach: Our algorithm learns the region classifiers and collectively organizes

them at every instance. Neither the union structure (partitioning) nor the sim-

ple models in our approach are fixed; yet, the proposed algorithm achieves the

performance of the optimal union classifier selected in hindsight. In [48, 75–80],

concept changes are generally tracked in sliding windows of the stream, which

results in incremental (not sequential since batch data is used) learning.3 In

addition, a change detector in the windowed parts is used in [78, 80] to obtain

increased adaptivity. On the other hand, the adaptation to concept changes in

our work is due to the inherent joint learning process of the split criteria and the

region classifiers in our tree. This brings the online processing capability that

does not require windowed batch data. The algorithms in the literature of drift-

ing concepts are generally heuristically developed. In this respect, in addition

to the introduced error bounds in [23], the presented theoretical analysis in this

study provides furthers insight into the non-stationary setting.

After we provide the problem description in Section 3.1, we introduce our se-

quential classifier and present the theoretical guarantees in Section 3.2. We then

demonstrate the performance of our algorithms via extensive real data exper-

iments in Section 3.3. We conclude the chapter with final remarks in Section

3.4.

3.1 Problem Description

3.1.1 Formulation

We study online binary classification, where we observe feature vectors {xt}t≥1

and determine their labels {yt}t≥1 in an online manner.4 In particular, the aim is

3A more detailed comparison can be found in our experiments in Section 3.3.
4All vectors are column vectors and denoted by boldface lower case letters. Matrices are rep-

resented by boldface uppercase letters. For a vector u, uT is the ordinary transpose. Through-
out the chapter, the time index appears as a subscript.
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to learn a classification function ft(xt) with xt ∈ Rp and yt ∈ {−1, 1} such that

when applied in an online manner to any streaming data, the empirical loss of

the classifier ft(·), i.e.,

LT (ft) ,

T
∑

t=1

1{ft(xt)6=yt}, (3.1)

is asymptotically as small as the empirical loss of the best classifier C(φ) from

a competition class S(φ) of base classifiers for any sequence length T (where T

is not a design parameter, i.e., our algorithms are truly sequential). The set of

classifiers S(φ) is a parameter dependent class that can be optimized over φ,

where φ is not a specific algorithm dependent parameter such as the separation

hyperplane of a linear classifier, but instead it determines the “shape” of the

competition class.5 Unlike the relevant works in the literature of “predicting

with expert advice” [14], the goal, in this chapter, is not only to achieve the

performance of the best expert, i.e., the best base classifier, but also to optimize

the competition class S(φ) over the “shape” φ to further and directly minimize

the final error.

To be more precise, we measure the relative performance of ft with respect

to the performance of a base classifier6 f
(C(φ))
t , where C(φ) ∈ S(φ), using the

following regret

RT (ft; f
(C(φ))
t ) ,

LT (ft)− LT (f
(C(φ))
t )

T
, (3.2)

for any arbitrary length T . Our aim is then i) to construct an online algorithm

with guaranteed upper bounds on this regret for any base classifier and ii) to

optimize over φ in order to minimize the classification error. In this sense, the

proposed algorithm ft competes against the best base classifier that itself con-

stantly improves.

We emphasize that a classifier C(φ) in the competition class, i.e., C(φ) ∈
S(φ), can be implemented in various ways. In this chapter, we consider the

union classifier, which can approximate any arbitrarily nonlinear class separation

5The precise meaning of the parameter φ will become clear shortly.
6We use the notation f

(C(φ))
t to precisely denote the actual operational and online base

classifier C(φ) ∈ S(φ).
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Figure 3.1: The generalized view of the complete tree structure. ft,n(·) represents
the classifier of node n and pt,n(·) represents the separator function corresponding
to node n, cf. (3.3).

by piecewise linear curves with limited (or without) overfitting, cf. the finite VC

dimension discussion in [42]. To efficiently construct this set of base classifiers

that is dynamically adaptive to the data through the shape φ, we introduce a

self-organizing partitioning tree in the following section.

3.1.2 Adaptive Space Partitioning with Self-Organizing

Trees

A tree -in our work- defines a nested partitioning of the feature space at each

node of which, we have a simple region/local classifier (e.g., a linear and online

classifier such as the perceptron) and a separator/partitioner (or a split) of the

corresponding region. A generalized view of a depth-2 tree is given in Fig. 3.1,

where ft,n represents the region classifier and pt,n represents the separator function

of node n at time t. In Fig. 3.1, a depth-2 tree is used to partition the feature

space as follows. The root node (or node λ) represents the entire feature space,

where the separator function pt,λ bisects this region and creates node 0 and node

1. Similarly, each of these nodes are also split via pt,0 and pt,1 creating children

nodes 00, 01 and 10, 11, respectively. We point out that the selection of the node
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classifiers and separator functions are completely up to preference and can be

arbitrary. However, we use perceptrons as our node classifiers and hyperplanes

as our node separators. The separator pt,n is a function of φt,n such as the sigmoid

function

pt,n(xt) =
1

1 + eφ
T

t,n
xt

, (3.3)

where φt,n represents the angle of the normal line to the separating hyperplane for

each node n. We consider these differentiable separator functions as randomized

decision blocks such that pt,n(xt) represents the probability of assigning xt to the

right child node of n.

As an example, the 2-dimensional feature space is partitioned using a depth-2

tree in Fig. 3.2. Operationally, each instance xt is propagated from the root node

to a leaf node through a certain branch such that if φT
t,nxt ≥ 0 (cf. (3.3)) at node

n, then xt follows the 1-branch; otherwise, it follows the 0-branch. Meanwhile, at

each visited node, it is classified by the local node (region) classifier. In Fig. 3.2,

the dashed lines represent the partitioning of the feature space corresponding to

each inner node and the two different colored regions represent the node classifier

outputs at the respective regions. Each complete subtree (or pruning) generates

a certain partition with a certain piecewise linear classification structure and

hence, yields a complete base classifier. According to the partitioning in Fig.

3.2, 5 different base classifiers producing the competition class can be defined

and these classifiers are presented in Fig. 3.3. Note that for a base classifier

C(φ) ∈ S(φ), the output f (C(φ))
t (xt) makes its decision according to the decision

of the region classifier ft,n(xt), where n is the leaf node (containing xt) of the

subtree that generates C(φ).

Based on this tree partitioning, for a depth-D tree, there exist approximately

1.52
D

different base classifiers [82]. The proposed classifier ft combines the out-

puts of all these base classifiers at each time and generates its final output with

the desired competitive classification performance. Namely, we achieve a dimin-

ishing regret in (3.2) for any base classifier such that the performance of the best

base classifier is matched. Note that each base classifier is an online union clas-

sifier as it operates on a union of the regions spanning the entire feature space
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Figure 3.2: The partitioning of a 2-dimensional feature space using a depth-2
tree. The whole feature space is first bisected by pt,n=λ and split into two re-
gions n = 0 and n = 1: if an instance φT

t,n=λxt ≥ 0 (or if pt,n=λ(xt) ≥ 0.5 in
(3.3)), then it follows the 1-branch; otherwise, it follows the 0-branch. The cor-
responding regions are similarly bisected by pt,0 and pt,1, respectively. The active
region at a node resulting from the previous splits is illustrated colored, where the
dashed line represents the separating hyperplane (whose normal vector is φt,n) at
that node and the two differently colored subregions are the corresponding local
classification by ft,n.

with simple and online linear region classifiers at each region.

In addition to the goal of obtaining the competitive performance, we also aim

to constantly improve this competitive performance by directly improving the

performances of the base classifiers (i.e., competitors) over time through jointly

learning the optimal region classifiers as well as the optimal partitioning structure.

Hence, the proposed algorithm ft is competitive against a competition class that

itself is designed to constantly improve over time. To this end, we parameterize

the introduced tree over the collection of the separator function parameters φ =

{φt,n}, which also defines the aforementioned “shape” of our competition class

S(φ). Then, we directly minimize the resulting final classification loss of ft in

(3.1) over the complete set of tree parameters. We refer this structure as self-

organizing tree.

In this framework, we emphasize two points. First, there is a 1 − 1 mapping
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Figure 3.3: The competition class of base classifiers defined by the depth-2 tree
in Fig. 3.2. Each of these base classifiers corresponds to a complete subtree in
Fig. 3.2.

between the partitions and the base classifiers, and we use these phrases inter-

changeably: C(φ) is referred as a partition or a base classifier conveniently for

clarity. However, we use the notation f
(C(φ))
t to precisely denote the actual op-

erational and online base classifier. Second, these partitions, the simple region

classifiers and hence the resulting base classifiers are all time varying due to our

online setting. In this setting, our goal is to find a computationally efficient se-

quential algorithm that achieves the performance of the optimal base classifier

(cf. (3.2)) and also simultaneously improves that optimal base classifier.

3.2 The Adaptive (Self-Organizing) Union Clas-

sifier

In this section, we propose two variants of our online classifier ft. 1) AUC.Rnd:

ft randomly chooses a base classifier using a specific weighting scheme over the

class S(φ) and matches the output of the chosen base classifier; and 2) AUC.Avg:

ft outputs the weighted average of the base classifier decisions. Here, AUC stands

for “Adaptive and Universal Union Classifier”.
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In our theoretical analysis, we concentrate on the algorithm AUC.Rnd; how-

ever, our results hold for AUC.Avg as well in a straightforward manner. We prove

that the performance of the proposed algorithm ft, i.e., AUC.Rnd, is asymptoti-

cally as well as the best base classifier, where the adaptation of φ results signifi-

cant performance gains as it directly improves the competitors, i.e., the best base

classifier. In particular, we provide an upper bound on the regret RT (ft; f
(C(φ))
t )

such that as T →∞, RT (ft; f
(C(φ))
t )→ 0 for this highly dynamical self-organizing

tree. We provide the construction of the algorithm (and also the detailed con-

struction of the base classifiers) in the proof of the following theorem, where we

also present our theoretical results.

Theorem 2: Let {xt}t≥1 and {yt}t≥1 be arbitrary and real-valued sequence of

feature vectors and their labels, respectively. The universal randomized union clas-

sifier presented in Alg. 1, i.e., AUC.Rnd, when applied to these data sequences,

sequentially yields

max
C(φ)∈S(φ)

E
[

RT (ft; f
(C(φ))
t )

]

≤ O

(
√

2D

T

)

, (3.4)

for all T with a computational complexity O(Dp), where p represents the dimen-

sionality of the feature vectors and the expectation is with respect to the random-

ization parameters.

Proof of Theorem 2 and Construction of Algorithm AUC.Rnd: We

start the proof by explicitly constructing the base classifiers. We next introduce

a low complexity method to achieve the best classifier among doubly exponential

number of different base classifiers. Then, we incorporate an adaptive method to

optimize φ in order to minimize the classification of the final algorithm.

Before proceeding, we first introduce the following notation. For ease of ex-

position in specifying the nodes, each node of the tree is labeled with a binary

string n = m1 . . .md, where mi = {0, 1} is a binary letter and d represents the

depth of the node. For any inner node n, we label its left and right children as n0

and n1, respectively. We denote the empty string by λ. Moreover, we call a node
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n′ = m′
1 . . .m

′
d′ as the prefix of node n = m1 . . . md if d′ ≤ d and m′

i = mi for all

i = 1, . . . , d′. Using this definition, we denote ni as the depth-i prefix to node n,

where i = {0, . . . , d}. This labeling operation can be observed for a depth-2 tree

in Fig. 3.1.

According to the partitioning method described in Section 3.1.2, the output of

a base classifier C(φ) ∈ S(φ) is softly constructed using the partitioning functions

pt,n as follows. Without loss of generality, suppose that the instance xt has fallen

into the region represented by the leaf node n. Then, xt is contained in the

nodes n0, . . . , nD, where nD = n and n0 = λ. For example, if node nd is a leaf

node of the subtree generating the base classifier C(φ), then one can simply set

f
(C(φ))
t (xt) = ft,nd

(xt) as done in many prior work, cf. [6, 49, 50, 53, 54, 56, 83].

Instead of making such a hard selection, we allow an error margin for the

classification output ft,nd
(xt) in order to be able to update the region boundaries

later in the proof. To achieve this, for each leaf node of C(φ), we define a

parameter called “path probability” to measure the contribution of each leaf node

to the classification task at time t. This parameter is equal to the multiplication

of the partitioning functions of the nodes from the respective leaf node to the

root node, which represents the probability that xt should be classified using the

region classifier of node nd. This path probability is defined as follows

Pt,nd
(xt) ,

d−1
∏

i=0

pt,ni,mi+1
(xt), (3.5)

where pt,ni,mi+1
(·) represents the value of the partitioning function corresponding

to node ni towards the mi+1 direction, i.e.,

pt,ni,mi+1
(xt) ,







pt,ni
(xt) , if mi+1 = 0

1− pt,ni
(xt) , if mi+1 = 1

,

with pt,ni
(x) =

[

1 + exp
(

φT
t,ni

x
)]−1

as in (3.3). We consider that the classifica-

tion output of node nd can be trusted with a probability of Pt,nd
(xt). Intuitively,

the path probability is low when the feature vector is close to the region bound-

aries, hence we may consider to classify that feature vector by another node

classifier (e.g., the classifier of the sibling node). Using this path probabilities,
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we aim to update the region boundaries by learning whether an efficient node

classifier is used to classify xt, instead of directly assigning xt to node nd and

lose a significant degree of freedom. To this end, we define the final output

of each node classifier according to a Bernoulli random variable with outcomes

{−ft,nd
(xt), ft,nd

(xt)} where the probability of the latter outcome is Pt,nd
(xt).

Although the final classification output of node nd is generated according to this

Bernoulli random variable, we continue to call ft,nd
(xt) the final classification

output of node nd, with an abuse of notation. Then, the classification output of

the base classifier is set to f
(C(φ))
t (xt) = ft,nd

(xt).

After constructing all base classifiers, we use a mixture-of-experts approach to

achieve the performance of the best base classifier that minimizes the accumulated

classification error. Before presenting this method, we first introduce certain

definitions. Let the instantaneous empirical loss of the proposed classifier ft at

time t be denoted by

ℓt(ft) , 1{ft(xt)6=yt}.

Then, the expected empirical loss of this classifier over a sequence of length T

can be found by

LT (ft) = E

[

T
∑

t=1

ℓt(ft)

]

, (3.6)

with the expectation taken with respect to the randomization parameters of the

classifier ft. We also define the effective region of each node nd at time t as follows

Rt,nd
,
{

x : Pt,nd
(x) ≥ (0.5)d

}

.

Note that according to the aforementioned structure of base classifiers, node nd

classifies an instance xt only if xt ∈ Rt,nd
. Therefore, the time accumulated

empirical loss of any node n during the data stream is given by

LT,n ,
∑

t≤T :xt∈Rt,n

ℓt(ft,n). (3.7)

Similarly, the time accumulated empirical loss of a base classifier C(φ) ∈ S(φ) is
found as

L
(C(φ))
T ,

∑

n∈L(C(φ))

LT,n,
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where L(C(φ)) is the set of the leaf nodes of the subtree generating C(φ).

Using these definitions, we first introduce a direct and inefficient implemen-

tation of the mixture-of-experts approach as follows. We set the final classi-

fication output of our algorithm as ft(xt) = f
(C(φ))
t with probability w

(C(φ))
t ,

where w
(C(φ))
t = 2−J(C(φ)) exp

(

−b L(C(φ))
t−1

)

/

Zt−1, and prove that we can achieve

the upper bound in (3.4) with these weights. Here, b ≥ 0 is a constant con-

trolling the learning rate of the algorithm, J(C(φ)) ≤ 2|L(C(φ))| − 1 repre-

sents the number of bits required to code the classifier C(φ) (which satisfies
∑

C(φ)∈S(φ)
J(C(φ)) = 1), and Zt =

∑

C(φ)∈S(φ)
2−J(C(φ)) exp

(

−b L(C(φ))
t

)

is

the normalization factor.

According to the definition of Zt, the normalization parameter at the last

iteration (i.e., the iteration at time T ) satisfies

−1
b
logZT ≤ L

(C(φ))
T +

J(C(φ)) log 2

b
, (3.8)

∀C(φ) ∈ S(φ). We then make the following observation

ZT =

T
∏

t=1

Zt

Zt−1

=
T
∏

t=1

{

∑

C(φ)∈S(φ)

2−J(C(φ)) exp
(

−b L(C(φ))
t−1

)

Zt−1

× exp
(

−b ℓt(f (C(φ))
t )

)

}

≤ exp

(

−b LT (ft) +
Tb2

8

)

, (3.9)

where the second line follows from the definition of Zt and the last line

follows from the Hoeffding’s inequality [84] by treating the w
(C(φ))
t ,

2−J(C(φ)) exp
(

−b L(C(φ))
t−1

)

/

Zt−1 terms as the randomization probabilities. Note

that LT (ft) represents the expected loss of the final algorithm, cf. (3.6). Com-

bining (3.8) and (3.9), we obtain

LT (ft)

T
≤ L

(C(φ))
T

T
+

J(C(φ)) log 2

Tb
+

b

8
,

40



and choosing b =
√

2D/T , we find the desired upper bound in (3.4) since

J(C(φ)) ≤ 2D+1 − 1, ∀C(φ) ∈ S(φ).

Although we achieve the desired upper bound in (3.4) with this randomization

method, the final algorithm ft -in its current form- requires a computational

complexity O(1.52
D

p) since the randomization w
(C(φ))
t is performed over the set

S(φ) and |S(φ)| ≈ 1.52
D

. However, the set of all possible classification decisions

has a cardinality as small as D + 1 since xt ∈ Rt,nD
some leaf node nD and

f
(C(φ))
t = ft,nd

for some d = 0, . . . , D, ∀C(φ) ∈ S(φ). Hence, evaluating all

the base classifiers in S(φ) at the instance xt to produce ft(xt) is unnecessary.

In fact, the computational complexity for producing ft(xt) can be reduced from

O(1.52
D

p) to O(Dp) by performing the exact same randomization over ft,nd
’s

using the new set of weights wt,nd
, which can be straightforwardly derived as

wt,nd
=

∑

C(φ)∈S(φ) : f
(C(φ))
t (xt)=ft,nd

(xt)

w
(C(φ))
t . (3.10)

To efficiently calculate (3.10) with complexity O(Dp), we consider the universal

coding scheme and let

Mt,n ,







exp (−bLt,n) , if n has depth D

1
2

[

Mt,n0Mt,n1 + exp (−bLt,n)
]

, otherwise
(3.11)

for any node n and observe that we have Mt,λ = Zt [85]. Therefore, we can use

the recursion (3.11) to obtain the denominator of the randomization probabilities

w
(C(φ))
t . To efficiently calculate the nominator of (3.10), we introduce another

intermediate parameter as follows. Letting n′
d denote the sibling of node nd, we

recursively define

κt,nd
,



















1
2

, if d = 0

1
2
Mt−1,n′

d
κt,nd−1

, if 0 < d < D

Mt−1,n′
d
κt,nd−1

, if d = D

, (3.12)

∀d ∈ {0, . . . , D}, where xt ∈ Rt,nD
. Using the intermediate parameters in (3.11)

and (3.12), it can be shown that we have

wt,nd
=

κt,nd
exp (−b Lt,nd

)

Mt,λ

. (3.13)
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Hence, we can obtain the final output of the algorithm as ft(xt) = ft,nd
(xt) with

probability wt,nd
, where d ∈ {0, . . . , D} (i.e., with a computational complexity

O(D)).

We then use the final output of the introduced algorithm and update the region

boundaries of the tree (i.e., organize the tree) to minimize the final classification

error. To this end, we first note that E[1{ft(xt)6=yt}] =
1
4
E
[

(yt − ft(xt))
2] and

then use the stochastic gradient descent method as follows

φt+1,nd
= φt,nd

− η∇E [ℓt(ft)]

= φt,nd
− (−1)md+1 η (yt − ft(xt)) pt,nd,m

′
d+1

(xt)

×
[

D
∑

i=d+1

ft,ni
(xt)

]

xt, (3.14)

∀d ∈ {0, . . . , D−1}, where η denotes the learning rate of the algorithm and m′
d+1

represents the complementary letter to md+1 from the binary alphabet {0, 1}.
Defining a new intermediate variable

πt,nd
,







ft,nd
(xt) , if d = D − 1

πt,nd+1
+ ft,nd

(xt) , if d < D − 1

one can perform the update in (3.14) with a computational complexity O(p) for

each node nd, d = 0, . . . , D − 1, resulting in a overall computational complexity

of O(Dp) as follows

φt+1,nd
= φt,nd

− (−1)md+1 η (xt − ft(xt)) πt,nd

× pt,nd,m
′
d+1

(xt) xt. (3.15)

Note that in (3.15), both pt,nd
(xt) and 1− pt,nd

(xt) terms appear in the product,

which can disturb the learning rate of the algorithm if pt,nd
(xt) is close to 0 or

1. Therefore, in order to avoid such a scenario, using a small positive constant

plim > 0, the partitioning function can be restricted to [plim, 1 − plim], i.e., 0 <

plim ≤ pt,nd
(xt) ≤ 1− plim, by the following

pt(xt) = plim + (1− 2plim)
1

1 + eφ
T

t
xt

.
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Algorithm 1 Adaptive Universal Union Classifier (AUC.Rnd)

1: for t = 1, t ≤ T do
2: Propagate xt from the root to the leaf and obtain the visited nodes

n0, . . . , nD.
3: Calculate Pt,nd

(xt) for all d ∈ 0, ..., D using (3.5).
4: Calculate wt,nd

(xt) for all d ∈ 0, ..., D using (3.13).
5: Draw a node among n0, . . . , nD with probabilities wt,n0, . . . , wt,nD

, respec-
tively; suppose that nd is drawn.

6: Draw a classification output {1,−1} with probabilities Pt,nd
(xt) and 1 −

Pt,nd
(xt), respectively; ft(xt) is equated to the selected output.

7: Update the region classifiers (perceptron) at the visited nodes [86].
8: ℓt(ft)← 1{ft(xt)6=yt}
9: Update Lt,nd

for all d ∈ 0, ..., D using (3.7).
10: Apply the recursion in (3.11) to update Mt+1,nd

for all d ∈ 0, ..., D.
11: Update the separator parameters φ using (3.15).
12: end for

This concludes the proof of Theorem 2 and the pseudocode of the algorithm

AUC.Rnd can be found in Algorithm 1. �

Remark: We emphasize that the sharpness of the partitioning function can

be arbitrarily set by defining

pt(xt) =
1

1 + esφ
T

t
xt

,

where s > 0 denotes the sharpness parameter. Therefore, we have

lim
s→∞

pt(xt) = u(−φT
t xt),

where u(·) represents the unit step function. Hence, we conclude that for suffi-

ciently large s, the probabilities of the Bernoulli random variable (which is drawn

to find the final output of each node classifier) are found as {δ, 1 − δ} for the

outcomes {−ft,n(xt), ft,n(xt)}, respectively, where δ > 0 is a small number. We

emphasize that this approximation can be made arbitrarily accurate by increasing

s. Furthermore, through our simulations, we illustrate that this approximation

results in negligible overhead even for s = 10.
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Remark: Instead of randomly selecting a base classifier and repeating its

output to generate the final decision, the same randomization probabilities can

be used as weighting factors. In this case, the outputs of all base classifiers are

combined and our results hold in a similar expectation sense. We denote this

classifier AUC.Avg, cf. Section 3.3.

3.3 Experiments

In this section, we demonstrate the performance of the proposed algorithms

through several experiments in three separate parts. In the first part, we con-

centrate on stationary cases, where the source statistics are stationary over time.

We show that in this case, our algorithm successfully combines simple classi-

fication models and significantly outperforms the most recent ensemble tech-

niques [6, 44–47]. We then study non-stationary cases and illustrate the adapta-

tion power of our algorithm to concept changes/drifts with respect to the state-

of-the-art approaches [23,42,48]. In the final part, we present the average running

times of the compared methods.

3.3.1 Stationary Data

In this part, we study our algorithms in the stationary environments when the

data source statistics do not change over time, and compare the empirical per-

formance of our methods with most recently proposed ensemble techniques and

classification trees. In particular, we follow the comparison framework of [44]

that is also used in [45]. However, we opt not to include a comparison with the

proposed method in [45], which does not fairly fit to our comparison framework

since each weak learner in [45] uses a randomized (different) subset of data at-

tributes and that randomization is also not clearly provided. In the following, we

summarize the compared methods.
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Figure 3.4: The proposed algorithms significantly outperform the state-of-the-art
techniques based on the average error rates on several real data sets.

1. Online AdaBoost - “OZAB” [46]: This method is proven to asymptotically

match the AdaBoost algorithm [15] in the online setting when used with

lossless weak learners, which uses Poisson sampling to obtain a weighting

scheme that evolves over time. An example is presented Poisson(λ) times

to a weak learner and if there is still an error after Poisson(λ) trials, it is

passed to the next learner with an increased λ; otherwise (if no error in the

end), it is passed with a decreased λ. Parameters are set as in [46], i.e.,

λ = 1 initially, uniformly in all of our experiments.
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2. Online GradientBoost - “OGB” [47]: This method is originally proposed to

make the boosting more robust to label noise. The idea is to use the func-

tional gradient descent approach to obtain an optimal set of weak learner

weights based on the choice of the loss function such as 0− 1, Exponential,

Logit and Hinge loss. It uses K weak learner per M selectors, which essen-

tially results in MK weak learners in total. As in [44], we use K = 1 for

a fair comparison along with the logit loss that has been shown to consis-

tently outperform other choices in [47]. Parameters are set as in [47], i.e.,

w = logit′(0) initially, uniformly in all of our experiments.

3. Online SmoothBoost - “OSB” [44]: This method is the online extension to

[81], where the weak learners are assumed to perform well only with respect

to a smooth data distribution instead of (typically) assuming that they

perform better than the random guess for every possible data distribution.

Then, the example weights during the online training are obtained based

on this new assumption. Parameters are set as in [44] uniformly in all of

our experiments, i.e., γ = 0.1 and learner weights are uniform (α = 1/N)

throughout all iterations and examples.

4. Online SmoothBoost with Online Convex Programming - “OSB.Ocp” [44]:

Instead of a uniform choice over the weak learners, an extra projection step

into the probability simplex is added to the OSB algorithm via an online

convex programming and a new algorithm OSB.Ocp is obtained in [44]

using the predicting with expert advice framework [14]. As a result, a time

varying weighting scheme is obtained to mitigate the problem of using too

few or too many redundant weak learners. Similarly, another algorithm

OSB.Exp is also proposed in [44] for the same purpose. However, since the

improvements due to OSB.Ocp over OSB.Exp are for the large data sets,

we only include OSB.Ocp in our comparisons that is more attractive for

our framework. There is no new parameter in this case in addition to the

ones from the OSB.

5. Online Tree based Non-adaptive Competitive Classification - “UC.Rnd” [6]:

In addition, we also compare our algorithms with the method UC.Rnd [6],

where the proposed technique is non-adaptive, i.e., not self organizing, in
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terms of the space partitioning. We use this method in our comparisons to

illustrate the gain due the self organizing structure proposed in this chapter.

Depth of the tree is set to 4 uniformly in all of our experiments.

We use the perceptron algorithm [86] as the weak learners in these com-

pared methods and as the simple local models in our algorithms (AUC.Rnd and

AUC.Avg) and in UC.Rnd. We set the learning rate to η = 0.05 and the tree

depth to 4 in our algorithms uniformly in all of our experiments. We use N = 100

weak learners for all other methods. Note that a depth-4 tree corresponds to

31 = 25− 1 local models. The proposed algorithms have linear complexity in the

depth, whereas the compared methods have linear complexity in the number of

weak learners.

These methods are tested on the data sets of the processed format7 as in [44];

however, we discard the data sets “Ijccnl” and “Web Page”, where a constant

negative decision readily gives a reasonable performance as also pointed out in

[45] since those sets are heavily imbalanced. Instead, we study the well-known

“banana” data set and a binarized synthetic multi-class data “BMC” consisting

of 6 identical Guassian components that are located in two dimensions such that

the separation between the two classes is strongly nonlinear, cf. Fig. 3.6.

Each method is sequentially presented with the same data sequence and we

calculate the error rate for the complete stream. This process is repeated for

100 random permutations (10 for the data sets of length longer than 10000)

and the average error rates are reported in Fig. 3.4. For a fair comparison, we

truncate each data instance to unitary norm, i.e., xt ← xt

max(‖xt‖,1) , as in [44]

whose original results are given in the third row and our corresponding findings

are in the second row. Note that the results of [44] are only over 5 trials. In

the first row, we present the results for the data normalized to the range [−1, 1]
without the norm truncation.

Our algorithms (including UC.Rnd [6]) consistently outperform the other

methods with only one exception in case of the “Mushrooms” data set. The

7http://www.csie.ntu.edu.tw/ cjlin/libsvmtools/datasets/
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proposed approach has a slower rate of learning only in this data set. In particu-

lar, the compared methods essentially fail at the “Banana” and “BMC” data sets,

which indicates that other methods are not able to extend to complex nonlinear

separations starting from linear weak learners. On the contrary, our method

successfully models those complex nonlinear separations with piecewise linear

curves (cf. Fig. 3.6) and therefore, provides a highly superior performance es-

pecially on the “Banana” and “BMC” data sets (cf. Fig. 3.4). On these data

sets, the gain due to the self adaptation capabilities (which are devised in this

chapter) is also clearly demonstrated, cf. AUC.Rnd and AUC.Avg vs UC.Rnd

on “Banana” and “BMC”. We also observe that averaging (compared to ran-

domization) incorporates better with our self organizing strategy as AUC.Avg

almost always outperforms AUC.Rnd. We emphasize that AUC.Avg has supe-

rior performance compared to AUC.Rnd in the transient state, however, both

of them are asymptotically convergent to the same performance level, cf. the

comparable performance in the last three data sets of relatively long sequences

in Fig. 3.4. In general, the proposed methods AUC.Avg and AUC.Rnd general-

ize and asymptotically cover the solution of the method UC.Rnd [6]. However,

AUC.Avg has a significantly better transient characteristics and UC.Rnd occa-

sionally performs poorly (such as “BMC”, “Banana” and “Adult”) depending

on the complexity of the intrinsic optimal separation in the data. To validate

this discussion, we present the long term behavior of these three algorithms on

concatenated data sets in Fig. 3.5, where the performances improve in favor of

AUC.Rnd and AUC.Avg compared to UC.Rnd with sufficiently many observa-

tions. For instance, AUC.Rnd significantly outperforms UC.Rnd on the “Heart”

data set in the long run, although initially performed comparable in Fig. 3.4 (on

relatively short sequences). Note that AUC.Rnd and AUC.Avg converge to the

same performance level but AUC.Avg has better transient performance.

We note that: i) The proposed algorithms perform better with data normalized

to the range [−1, 1] given in the first row of Fig. 3.4; however, we continue with

the norm truncated data to be aligned with the results in the corresponding

studies [44, 45]. ii) The mismatches between our findings over 100 trials and

originally reported error rates in [44] over 5 trials (second row vs third row of Fig.
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Figure 3.5: Long term behavior over 100 trials based on concatenation of random
permutations of data sets: norm-truncated “BMC”, “Heart” and “Diabetes”.

3.4) are due to the relatively larger standard deviations in the results of [44]. iii)

The proposed algorithms, which use perceptrons as local models, also outperform

the other methods, which use the naive bayes weak learners, for most of the data

sets (8/10 of applicable cases, i.e., “BMC” and “Banana” do not apply) according

to the error rates reported in [44]. These cases are indicated (only for the method

AUC.Avg) with a star in Fig. 3.4. iv) In Fig. 3.6, we present the piecewise

linear separation boundaries returned by the algorithms UC.Rnd, AUC.Rnd and

AUC.Avg on the “BMC” data set after one and two passes. The regions, in which

the algorithms are unsure of whether to decide for the output −1 or 1, are shown

in black dots. Note that these regions are mostly near the region boundaries.

3.3.2 Non-Stationary Data: Concept Change/Drift

In this part, we study the proposed algorithms with non-stationary data, where

there might be continuous or sudden/abrupt changes in the source statistics,

i.e., concept change. Since our algorithms process only one instance at a time

without storing it, we choose the algorithm DWM [23] with perceptron or naive

bayes experts for the comparison, which is also a truly online algorithm without
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Figure 3.6: Piecewise linear separation boundaries in the “BMC” data set after
one and two passes (first row: first pass, second row: second pass; first column:
UC.Rnd, second column: AUC:Rnd, third column: AUC:Avg). The random-
ized algorithms are unsure in the black dotted regions that are mostly near the
boundaries.

storage or batch process requirements. Hence, we obtain two algorithms: DWM-

P, DWM-N. Most of the other algorithms [48, 60, 75–78] specialized for concept

drift have sliding window approaches: A batch of data within the window of most

recent examples are continuously processed to detect or learn a concept change;

and then, ideally, a quicker adaptation to the change with this new information

(cf. Table 1 in [48]) is achieved. The window size must be chosen large enough

to fully capture the statistics of the active concept; and if it is too large, then the

desired adaptation to the concept change quickly degrades at the risk of wasting

the computational resources spent on the window processing. Clearly, there is no

optimal window size, which introduces another parameter that has to be tuned

for each experiment, i.e., window size = ws ∈ {100, 200, 500, ..., 2000} in [48].

We also emphasize that such sliding window approaches are essentially batch

algorithms, i.e., not truly online, and -in general- ws times slower than the truly

online counterparts such as DWM or AUC.Avg. Therefore, such approaches do

not fit into our framework. Nevertheless, we devise an online version of the batch

classifier proposed in [42] using the sliding window approach that also learns the

space partitioning and the classifier jointly using the coordinate ascent approach.

In the following, we explain the details of the compared methods in this part.
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1. Dynamically Weighted Majority Algorithm - “DWM” [23]: This method

is from the “predicting with expert advice” [14] framework, which allows

addition and removal of experts at each instance. The aim is to quickly

match the performance of the best expert that is trained with only the active

concept. Briefly, if a concept change occurs, then all the existing experts

do not perform well and the DWM adds a new expert without an explicit

concept change detector and anticipates to quickly match it. Parameters

are set as in [23], i.e., β = 0.5, γ = 0.01, Ni = 1 (Ni is the initial number of

experts that is bounded by N = 100 during the learning), uniformly in all

of our experiments. We use perceptron (DWM-P) and naive bayes experts

(DWM-N). For the naive bayes, we assume Gaussian with arbitrary mean

and arbitrary but diagonal covariance class conditional densities and then

implement the optimal Bayes classifier in an online fashion.

2. Sliding Window based Local Space Partitioning - “WLSP” [42]: This is a tree

based batch classifier that learns the (locally) optimal space partitioning

and the resulting classifier jointly: Given the partitioning, the classifier is

obtained; and given the classifier, the partitioning is obtained through a

certain number of iterations. The algorithm is initialized with a random

partitioning many times, and the best performing one is returned. We use

this procedure for an online application as follows: At each instance, we

provide the algorithm with the most recent ws = 100 instances and the

iterations are started twice with a) the most recent space partitioning and

b) a random partitioning. The best performing one (among the two) is kept

and the next instance is streamed. We use 10 iterations at each step; and

the perceptron for a local model.

We run these methods on the “BMC” data set (1200 instances, Fig. 3.6), where

a sudden/abrupt concept change is obtained such that the instances are rotated

(clock-wise around the origin) 180◦ after the 600th instance. This effectively

means a label flip and the resulting data set is denoted as “BMC-F”. For a

continuous concept drift, we rotate each instance 180◦/1200 starting from the

beginning; and the resulting data set is denoted as “BMC-C”. In Fig. 3.7,

we present the error plots for the compared methods over 1000 trials. At each
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Figure 3.7: Performance of the compared methods in case of the abrupt concept
change in the “BMC-F” data set. At the 600th instance, there is a 180◦ clock-wise
rotation around the origin (derived from the “BMC data set”) that is effectively a
label flip. Since the data is strictly non-Gaussian, the method DWM-P or DWM-
N does not perform well in this case: both methods essentially fail with an error
rate that is slightly better than the random guess. In the first 100 instances, the
sliding window based approach WLSP does not produce results.

10th instance, we test the models returned by the algorithms with 1200 instances

drawn from the active set of statistics (active concept).

Note that since the “BMC” data is strongly Non-Gaussian with strongly non-

linear class separations, the method DWM with perceptron or naive bayes do not

perform well on “BMC-F”. For instance, DWM-P operates with an error rate

fluctuating around 0.48−0.49 (random guess). This results since the performance

of the method DWM is directly dependent on the expert success and observe that,

both base learners (perceptron or the naive bayes) fail due to the high separation

complexity in “BMC-F”. On the other hand, the method WLSP quickly con-

verges to its steady state, however, it is also asymptotically outperformed by our

methods at both concepts with sufficient number of observations. Increasing the

window size is clearly expected to boost the performance of WLSP, though, at the

cost of increased computational complexity. It is already significantly slower than

our techniques with even ws = 100, cf. Section 3.3.3. When the method WLSP

is run on the “BMC-C” data set in case of the continuous concept drift, cf. Fig.
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Figure 3.8: Performance of the compared methods in case of the continuous
concept change in the “BMC-C” data set. At each instance, there is a 180◦/1200
clock-wise rotation around the origin (derived from the “BMC data set”). Since
the data is strictly non-Gaussian, the method DWM-N also -similar to DWM-P-
does not perform well in this case: both methods essentially fail with an error
rate that is slightly better than the random guess. Hence, only DWM-P is shown
for clarity. In the first 100 instances, the sliding window based approach WLSP
does not produce results.

3.8, its performance significantly degrades (compared to the one on “BMC-F”)

since, in this case, WLSP is trained with the batch data of a continuous mixture

of concepts in the sliding windows. Under this continuous concept drift, AUC

always -not only asymptotically as in the case of “BMC-F”- performs better than

WLSP. Hence, the sliding window approach is sensitive to the continuous drift.

Our discussion about the DWM method on the concept change data “BMC-F”

remains valid in the case of the concept drift of “BMC-C”. In these experiments,

the power of the proposed self-organizing strategy is obvious as AUC (both .Rnd

and .Avg) almost always outperforms UC.Rnd [6].

In the rest of the experiments involving concept changes, we follow the compar-

ison framework of [23]. We conduct tests on the stagger concepts (a standard data

set for concept change experiments) [23], where the data {1, 2, 3}120 includes 2

concept switches among three concepts 1→ 2→ 3 at the 41th and 81th instances.

The concept definitions are as follows. Concept 1: y = 1, if x(1) = 3 ∧ x(3) = 1,

Concept 2: y = 1, if x(1) = 1 ∨ x(2) = 2 and Concept 3: y = 1, if x(3) =
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Figure 3.9: Performance of the compared methods in case of the stagger concepts.

2∨x(3) = 3 (otherwise, y = −1). In this case, we use the window length ws = 10

for the method WLSP. In Fig. 3.9, we present the error curves for the compared

methods. Although the method DWM-P and DWM-N do not perform well on the

“BMC-F” and “BMC-C” data sets, DWM-N and our method AUC.Avg perform

comparably on the second and third concepts, whereas DWM-N performs better

on the first one. The method WLSP is outperformed by all other techniques since

this data set requires a quick adaptation and WLSP basically could not access

to sufficiently many observations in its windows as quickly as required. We ob-

serve that DWM-P is not able to adapt to the second concept (nonlinear class

separation), whereas it outperforms DWM-N on the third concept (linear class

separation): it is difficult to choose the right expert to be used with DWM. Note

that the naive bayes expert can (limitedly) adapt to nonlinear separations at the

cost of a slower convergence in the case of linear separations (compared to the

percetpron), whereas the perceptron cannot adapt these nonlinear separations.

On the other hand, the proposed methods AUC.Avg and AUC.Rnd can adapt to

arbitrarily nonlinear separations (cf. Fig. 3.7 and Fig. 3.8) without sacrificing

much from the transient state accuracy.

In particular, the proposed methods either outperform (on the second concept)

all the compared algorithms or perform comparably with the best competitor (on

the first and third concept) in the steady state, cf. the long term results on the

54



200 400 600 800 1000 1200
0

0.1

0.2

0.3

0.4

0.5

0.6

Number of Instances

In
st

an
ta

ne
ou

s 
A

ve
ra

ge
 E

rr
or

 R
at

e

 

 

DWM−P
DWM−N
WLSP
UC.rnd
AUC.rnd
AUC.avg

Figure 3.10: Performance of the compared methods in case of the stagger concepts
in the long term.

stagger concepts presented in Fig. 3.10 (where ws = 100 for WLSP).

We finally run all algorithms on a larger concept change problem, where we use

the synthetic drifting hyperplane (DH) data set [23], which consists of 2000 in-

stances of dimension 10, i.e., x ∈ [0, 1]10. The data set includes 3 concept changes

among 4 concepts: 1→ 2→ 3→ 4, where the concept change from i to i+1 hap-

pens at the (500i+1)th instance during the online stream. Concept definitions are

as follows: If the concept i is active, then y = 1, if x(j)+x(j+1)+x(j+2) > 0.5

for (i, j) ∈ {(1, 1), (2, 2), (3, 4), (4, 7)} (y = −1, otherwise). On this data set, the

proposed algorithms perform as the second best with comparable performance

with the best performing algorithm (DWM-N) on the second concept, Fig. 3.11.

We conclude that the DWM algorithm is significantly sensitive to the ex-

pert choice and its performance is upper-bounded by the chosen expert success.

When the -within concept- target separations are relatively simple and linear,

DWM-P demonstrates a quick concept adaptation; when the target separations

are strongly non-linear, both the methods DWM-P and DWM-N do not perform

well, e.g., BMC-F or BMC-C. Choosing more sophisticated experts is always a

good option, though, at the cost of increased computational load, cf. 3.3.3. On

the contrary, the proposed algorithms AUC.Avg and Auc.Rnd are able to learn
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Figure 3.11: Performance of the compared methods on the hyper plane drifting
data set.

to arbitrarily complex separations both in the stationary and non-stationary set-

tings without mandating to choose the right local simple model/expert (as op-

posed to the method DWM) while outperforming the state-of-the-art techniques

in the stationary setting with strong adaptation capabilities under the concept

change/drift.

3.3.3 Computational Complexity: Running Times

We present the running times of the compared methods on the data set “BMC”

(processing 1200 instances over 1 trial) for the optimized MATLAB implementa-

tions run on a daily-use machine (Intel(R) Core(TM) i5-3317U CPU @ 1.70 GHz

with 4 GB memory) in Fig. 3.12. Theoretically, the presented times must scale

with N/1200 on any data set of size N . The proposed methods are computa-

tionally the most efficient (except the base learner perceptron) among the com-

petitors, e.g., AUC.Avg ∼ 3.5× faster than DWM-P. In particular, the method

DWM becomes significantly computationally demanding when used with a more

sophisticated expert, e.g., DWM-N is ∼ 3× slower than DWM-P.
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Figure 3.12: Running times of the compared methods when processing the
“BMC” data set of 1200 instances.

3.4 Discussion

We propose a highly efficient (in terms of the computational complexity) online

algorithm for supervised learning that is appropriate for big data applications.

The introduced approach combines simple linear classifiers specialized in local re-

gions of the feature space to generate a decision such that both the feature space

partitioning and the corresponding local linear models are jointly optimized. The

result is a highly dynamical decision tree structure that adaptively organizes

itself to minimize the accumulated loss over time for any given data stream re-

gardless of the underlying stationary or non-stationary statistics. We provide

strong theoretical performance guarantees without any statistical assumptions

on the underlying data. We present a comprehensive experimental comparison of

our algorithm with respect to the state-of-the-art techniques from the literature

of ensemble methods and classification trees on the commonly used benchmark

data sets. We experimentally show that our algorithm significantly outperforms

the state-of-the-art techniques with remarkable adaptation capabilities to non-

stationarity, i.e., concept change/drift.

In Chapter 2 and Chapter 3, we concentrate on analyzing the online learning

algorithms in the deterministic sense such that the produced results hold regard-

less of the source statistics. In addition, we also concentrate on adaptation to

the non-stationarity in the data such as slow drifts or sudden/abrupt changes. In
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this regard, the proposed algorithm in this chapter demonstrates highly superior

performance over the method studies in Chapter 2 as well as the state-of-the-art

techniques.

In the following chapters, we extend and study the impact of data corruptions

on the performance of the target application. We start with an introductory ex-

ample in Chapter 4, where we assume a model for the observations and introduce

a batch processing method. Then we drop the model assumption in Chapter 5,

where we demonstrate that the corruptions can be considered as anomalies and

detected by an anomaly detection approach for corruption imputation/correction

purposes. For this purpose, we propose an online anomaly detection algorithm

in Chapter 6.
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Chapter 4

A Novel and Robust Parameter

Training Approach for HMMs

Under Noisy and Partial Access

to States

In a wide variety of applications in time series analysis ranging from speech pro-

cessing [24,87–93], bioinformatics [94,95] to natural language processing [96–99],

the observation sequence is represented as a stochastic process, depending on an-

other stochastic process that generates a sequence of hidden (unobserved) states.

With certain conditional independence properties regarding the observations as

well as the states, this is known as Hidden Markov Model (HMM) [24, 100]. In

this chapter, we particularly concentrate on discrete-time finite-state HMM with

finite alphabet, which is described by two families of random variables: the hid-

den state sequence Zt and the observation sequence Yt. The random variables

in the state sequence Zt form a stochastic, discrete-time Markov chain and the

observation Yt, conditioned on the present hidden state Zt, is independent with

the past and future observations as well as the hidden states. The corresponding

conditional independence structure of the model is shown as a directed acyclic

graph [101] in Fig. 4.1a. Hence, an HMM is completely characterized by the set
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of parameters λ = (π,A,B), where Aij is the state transition probabilities, Bij

is the observation emission probabilities and πi is the initial state probabilities.

A detailed description of the model can be found in [24]. Estimation of these

model parameters λ = (π,A,B) is an important problem in applications using

HMM [24,91,92,94–99,102,103]. Since there is no closed form solution for the set

of parameters that maximizes the probability of the observation sequence given

the model, instead, iterative algorithms such as the Expectation-Maximization

(EM) algorithm [104,105] (or equivalently the Baum-Welch method [106]) is used

to obtain a local optimal solution [24]. In this study, we derive a new set of itera-

tive EM equations that yield a locally optimal solution for the model parameters,

when the ordinary model of the observation sequence, e.g., as in [24], is different.

In our model, in addition to the observation sequence yt (upper case letters are

used to denote the random variables and the lower case letters are used to denote

the corresponding realizations), we observe a part of the hidden state sequence as

side information. More precisely, at every time instant t, we observe the hidden

state zt as xt with probability τ , i.e., with 1−τ probability the state stays hidden.

This gives partial access to the state sequence as side information which is, in

our work, incorporated in the corresponding parameter estimation problem and

the associated EM algorithm. We emphasize that the state observations are not

necessarily confined to a time interval but may even be sparsely and randomly

distributed along the complete time span of the application. In the limiting case,

if τ is 0, then there would be no state observation, and we recover the ordinary,

unsupervised HMM training. Therefore, our model provides a generalized frame-

work by letting partial access to the state sequence. Moreover, we also allow

that a state observation might be corrupted with noise such that if zt is ever

observed then P (Xt 6= zt|Zt = zt) = 1 − p. Then the corresponding conditional

independence structure in this case of partially observable states is shown in Fig.

4.1b. Under these new circumstances, we explicitly provide the mathematical

derivations of the new set of iterative EM equations that incorporates the side

information and estimate the model parameters accordingly. In these derivations,

the probability that a state observation is incorrect, 1−p, is assumed to be known

and it is provided to our algorithm as a parameter, p, which defines the confi-

dence on the side information. Simulations show that our method is robust to
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...
(a)

... ...

(b)

Figure 4.1: (a) The conditional independence structure of an HMM with discrete-
time finite-states zt and observations yt of a finite alphabet. (b) The conditional
independence structure of an HMM with Partial and Noisy Access xt to the State
Sequence.

the confidence parameter p, even if it does not exactly match with the underlying

true quality of the side information, ptrue. Since the hidden state sequence is

partially observed, our work falls into the category of Partially Hidden Markov

Model (PHMM) training (note that this term is used in [107] in a different con-

text). Similar to semi-supervised learning, PHMMs use both “labeled” (in our

context the state information) and “unlabeled” data to obtain improved model

training. Such an approach is suitable, when we have access to a limited amount

of labeled data along with a large amount of unlabeled data. This happens, as

an example, in speech processing applications [93], where labeling, i.e., transcrip-

tion, is naturally costly [93, 108], hence only limited amount is affordable, and

transcriptions may contain errors. Furthermore, by allowing noisy access to the

states, we model “mislabeling” event that may occur during labeling stage. PH-

MMs, to the best of our knowledge, date back to the studies [97–99] in the area

of Natural Language Processing. In these studies, tagged text, corresponding to
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the known states of a PHMM, are first analyzed through a relative frequency

modeling to construct an initial model, then this model is fed into the ordinary

HMM training algorithm. However, these studies do not rigorously show how

the partial state information is incorporated within the ordinary HMM param-

eter estimation framework. The Maximum Likelihood Estimator (MLE) for the

model parameters in a special case of PHMMs, where only a certain state from

the state space in the underlying Markov chain is known, is theoretically (consis-

tency and asymptotic normality of the estimator) analyzed in [96]. However, the

equations for computing the MLE (using the EM algorithm or other Likelihood

maximization techniques) in this special case of PHMM is not derived. In [103],

iterative EM equations for a general case, where each observation can only belong

to a pre-defined set of acceptable states are given, but no complete derivation is

provided. On the contrary, we explicitly derive the new set of iterative EM equa-

tions for the PHMM parameter estimation problem, when there is partial access

to the underlying hidden state sequence. Furthermore, the partial observation

of the state sequence might be prune to noise in our model and this case is not

considered in the existing literature.

After we provide the brief description of the basic HMM framework and the

parameter estimation equations in Section 4.1, we derive the new set of iterative

EM equations that incorporates partial and noisy access to the state sequence as

side information in Section 4.2. Simulations are presented in Section 4.3 and the

chapter concludes with final remarks in Section 4.4.

4.1 Problem Description

In this section, we briefly describe the basic framework for the HMM param-

eter estimation problem [24]. For the sake of notational simplicity, we study

discrete-time finite-state HMM with finite alphabet. However, our derivations

for incorporating the side information in Section 4.2 can be readily extended

to the case, where the observations come from a continuous distribution and

outcomes are vectors. A discrete-time HMM with finite alphabet is formally a

62



Markov model, for which we have a sequence of observations, yt, drawn from

a finite alphabet V = {v1, v2, ..., vNv
}, i.e., yt ∈ V, 1 ≤ t ≤ T . We also

have a sequence of hidden (unobserved) states zt ∈ S = {s1, s2, ..., sNs
}, where

S is the set of possible states, generated from a Markov process. Namely,

P (Zt = zt|Zt−1
1 = zt−1

1 ) = P (Zt = zt|Zt−1 = zt−1), where (and in this study)

the upper case (bold) letters are used to denote (a collection of) random vari-

ables and the lower case (bold) letters denote the corresponding (collection of)

realizations, i.e., zt−1
1 = {z1, z2, ..., zt−1}, similarly for Zt−1

1 . The observation

sequence y1, y2, ..., yt is generated based on the state sequence z1, z2, ..., zt, i.e.,

P (Yt = yt|Zt
1 = zt1,Y

t−1
1 = yt−1

1 ) = P (Yt = yt|Zt = zt). We consider A as the

transition matrix, where Aij represents the transition probability from state si

to sj, Aij = P (Zt = sj|Zt−1 = si). Similarly, B is the observation probabilities

at each state, i.e., Bij = P (Yt = vj |Zt = si). In order to complete the HMM ob-

servation model, we also define the initial state probabilities as πi = P (Z1 = si).

Thus, λ = (π,A,B) represents the parameter set that completely characterizes

the HMM model shown in Fig. 4.1a.

As for the HMM parameter estimation problem, the Maximum Likelihood

(ML) estimation, argmaxλP (Y = y|λ), y = {y1, y2, ..., yT}, is locally solved it-

eratively using the Expectation Maximization (EM) algorithm [24]. Then the

iterative re-estimation formulas for the HMM parameters providing the ML esti-

mate are as follows:

Âij =

∑T−1
t=1 ǫt(i, j)
∑T−1

t=1 γt(i)
, B̂ij =

∑T−1
t=1 1{yt=vj}γt(i)
∑T−1

t=1 γt(i)
, π̂i = γ1(i). (4.1)

Here, ǫt(i, j) is defined as the probability of transition at time t from state si to

sj, given the observations y and the current parameters of the model, i.e.,

ǫt(i, j) = P (Zt = si, Zt+1 = sj |Y = y, λ),

and γt(i) is defined as the probability of being at state zt = si, given the obser-

vations and the model, i.e.,

γt(i) =
Ns
∑

j=1

ǫt(i, j).
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These iterative re-estimation formulas can be computed efficiently through the

well-known forward-backward procedure [109,110], which is based on the forward

and backward variables and the corresponding recursions. The forward variable,

αt(i), along with the recursion in [24] is given by

αt(i) = P (Yt
1 = yt

1, Zt = si|λ) = Biyt

Ns
∑

j=1

αt−1(j)Aji, α1(i) = πiBiy1 , 2 ≤ t ≤ T,

which is the probability of observing yt
1 and being at state zt = si, given the

model λ. Similarly, the backward variable is given by

βt(i) = P (YT
t+1 = yT

t+1|Zt = si, λ) =
Ns
∑

j=1

βt+1(j)AijBjyt+1, βT (i) = 1, 1 ≤ t ≤ T − 1,

which is the probability of observing yT
t+1, given the state zt = si and the model.

By noting that P (Zt = si, Zt+1 = sj ,Y = y|λ) = αt(i)AijBjyt+1βt+1(j) and

P (Y = y|λ) =∑Ns

k=1

∑Ns

l=1αt(k)AklBlyt+1βt+1(l), we obtain

ǫt(i, j) =
αt(i)AijBjyt+1βt+1(j)

∑Ns

k=1

∑Ns

l=1αt(k)AklBlyt+1βt+1(l)
.

Then the iterative re-estimation formulas for the HMM parameters given in (4.1)

can be computed efficiently using the forward-backward recursions. As a result,

given the training data, we estimate the HMM parameters λ by the iterative

re-estimation procedure defined by the EM algorithm. Namely, given the HMM

parameters λq−1 at an iteration q, we re-estimate the model parameters as λq using

the re-estimation formulas in (4.1). This procedure is guaranteed to improve the

likelihood of the observations at every iteration and converge to a set of HMM

parameters λ̂, which is at least locally optimal (cf. [24] and the references therein).

In the following section, we incorporate the noisy side information into the

HMM framework. To this end, we introduce the “incomplete-data problem” [104],

derive the conditional expectation of the complete-data log likelihood to obtain

the iterative re-estimation formulas and finally adapt the forward-backward pro-

cedure for the case of partially observable states.
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4.2 HMM training with noisy and partial access

to the state sequence

In this section, we derive the new set of iterative EM equations for the HMM

parameter estimation, when we have noisy and side information on the hidden

states. Here, we have an observation sequence yt ∈ y = {y1, y2, ..., yT}, with
partial and noisy access to the hidden states, zt ∈ z = {z1, z2, ..., zT}, as this side
information. Each hidden state z ∈ z might be observed as x with probability

τ , i.e., we do not necessarily have a state observation at a given time instant.

Hence, we have partial access to the hidden state sequence. In addition to this

partial access, a state observation x might also be noisy such that P (X 6= s|Z =

s) = (1 − p). We assume that if a state observation is erroneous, then P (X =

s2|Z = s1) =
1

Ns−1
, ∀s1, s2 ∈ S and s1 6= s2. We here note that if the probability

distribution of the erroneous state observations concentrated at a particular state

(for each observed hidden state), then we would have more information about the

underlying hidden states. For an instance, suppose we observed x = s and it is

erroneous, i.e., z 6= s. Then, z would be more likely to be the state s∗ for which

the corresponding erroneous state observations concentrated at s 6= s∗. This

clearly would be a favorable case in terms of the HMM parameter estimation as

well as the recognition of the underlying hidden states. In this study, we targeted

the worst case, i.e., the case of most ambiguous state observations, when there

is an error. Hence, we assumed the probability distribution of erroneous state

observations is not concentrated and so uniform. For ease of notation, we define

the state observations at every time t as xt ∈ x = {x1, x2, ..., xT}, such that if

zt is ever observed as s ∈ S, then xt = s. Otherwise, xt = s0, where s0 is a

pseudo-state. This expands our state space to S ′ = S ∪ {s0}. Thus, we model

mislabeling and partial labeling jointly in one complete framework as shown in

Fig. 4.1b.

After having described our model, in the following, we first deduce the iterative

re-estimation formulas of the HMM parameters under partial and noisy access to

the hidden states. In the following, we consider the HMM as an instance of the
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“incomplete data problem” and derive the conditional expectation of the com-

plete data log-likelihood to apply the EM algorithm to the Maximum Likelihood

estimation. Then we present the forward and backward recursions for an efficient

computation of the deduced re-estimation formulas.

4.2.1 The re-estimation formulas for the HMM parame-

ters through likelihood maximization under partial

and noisy access to the states

The ML estimation of the HMM parameters in this case of partial and noisy

access to the hidden states is given by the maximization of the log-likelihood of

all observations with respect to the model parameters

argmax
λ

log (P (Y = y,X = x|λ)) .

Clearly, this maximization would have been computationally more tractable if

the hidden states z were completely known, i.e., if we had xt = zt at each time

t, in addition to the observation sequence y, since then the corresponding con-

ditional probability distribution could be factorized into a simpler form (due to

Markov property). Hence, considering the unobserved hidden states as the miss-

ing data, it is more plausible to formulate this parameter estimation problem as

an instance of the “incomplete data problem” [104] and consider the correspond-

ing augmentation of the observations with the states as w = (y,x, z) as the

“complete data”. Then one can construct the following relationship between the

incomplete-data log-likelihood log (P (Y = y,X = x|λ)) and the complete-data

log-likelihood log (P (W = w|λ)):

log (P (Y = y,X = x|λ)) ≥
∑

z

Q(z;λ) log (P (W = w|λ))−
∑

z

Q(z;λ) log (Q(z;λ))

= EZ|Y,X,λ {(log (P (W = w|λ))) + C(λ)} ,

where Q(z;λ) = P (Z = z|Y = y,X = x, λ), C(λ) = −∑
z
Q(z;λ) log (Q(z;λ))

and the expectation is with respect to the random variables Z conditioned on

(Y,X, λ). Based on this construction, we can readily maximize the condi-

tional expectation of the complete data log-likelihood through the EM algorithm
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(cf. [104] and the references therein) in order to maximize the incomplete data

likelihood as originally intended. The EM algorithm works iteratively between

two separate steps, known as E-steps and M-steps, such that at iteration q, the E-

step calculates Q(z;λq−1) and the M-step maximizes the conditional expectation

EZ|Y,X,λq−1
(log (P (W = w|λq))) with respect to the λq and note that C(λq−1)

does not affect the maximization in the M-step of iteration q. We emphasize that

since the complete data log-likelihood here is factorizable, the ML estimation of

the HMM parameters becomes computationally more tractable when it is posed

as an incomplete data problem. Indeed, we show that the forward-backward pro-

cedure stays applicable in this case of partial and noisy access to the states. We

now deduce the re-estimation formulas for the HMM parameters.

Let Q(z;λq−1) = P (Z = z|Y = y,X = x, λq−1) be the output of E-step, then

M-step carries out the following maximization:

argmax
λq

EZ|Y,X,λq−1
(log (P (W = w|λq)))

= argmax
λq

∑

z

Q(z;λq−1) log (P (Y = y,X = x,Z = z|λq)) ,

which, using the product of conditional probabilities, yields

argmax
λq

EZ|Y,X,λq−1
(log (P (W = w|λq)))

= argmax
λq

∑

z

Q(z;λq−1) log
(

P (Y = y|X = x,Z = z, λq)P (X = x|Z = z, λq)P (Z = z|λq)
)

.

Since X is independent with λq conditioned on Z and Y is independent with X

conditioned on (Z, λq), we obtain

argmax
λq

EZ|Y,X,λq−1 (log (P (W = w|λq)))

= argmax
λq

∑

z

Q(z;λq−1) log
(

P (Y = y|Z = z, λq)P (X = x|Z = z)P (Z = z|λq)
)

,

where we can drop the factor P (X = x|Z = z) since it does not depend on λq

and reach

argmax
λq

EZ|Y,X,λq−1 (log (P (W = w|λq)))

= argmax
λq

∑

z

Q(z;λq−1) log
(

P (Y = y|Z = z, λq)P (Z = z|λq)
)

. (4.2)
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We point out that the maximization in (4.2) does not involve the side information

x, except that Q(z;λq−1) is related to x. However, since Q(z;λq−1) is calculated

in E-step before M-step starts in the course of our algorithm, it only brings

constant factors to the maximization in (4.2) and, hence, it does not affect the

M-step derivations. Therefore, rest of the derivations follows the regular M-step

derivations of the EM algorithm for the ordinary HMM parameter training and

we estimate the transition probabilities as

Âij =

∑

z
Q(z;λq−1)

∑T−1
t=1 1{zt=si∧zt+1=sj}

∑

z
Q(z;λq−1)

∑T−1
t=1 1{zt=si}

=

∑

z

∑T−1
t=1 1{zt=si∧zt+1=sj}P (Z = z|Y = y,X = x, λq−1)

∑

z

∑T−1
t=1 1{zt=si}P (Z = z|Y = y,X = x, λq−1)

,

where 1{h} is the indicator function such that it outputs 1 if h, as a statement, is

satisfied; and 0 otherwise. Here, the indicator function in the numerator and the

denominator marginalizes the probability P (Z = z|Y = y,X = x, λq−1), since

the outer summation is over all possible hidden state sequences. Hence, we obtain

Âij =

∑T−1
t=1 P (Zt = si, Zt+1 = sj|Y = y,X = x, λq−1)
∑T−1

t=1 P (Zt = si|Y = y,X = x, λq−1)

=

∑T−1
t=1 ǭt(i, j)
∑T−1

t=1 γ̄t(i)
.

Here, ǭt(i, j) is the probability of transition at time t from state si to sj, given

the observations y, the side information x, and the model λq−1, i.e.,

ǭt(i, j) = P (Zt = si, Zt+1 = sj|Y = y,X = x, λ), (4.3)

and γ̄t(i) is the probability of being at state zt = si, given the observations, the

side information and the model λq−1, i.e.,

γ̄t(i) = P (Zt = si|Y = y,X = x, λ) =
Ns
∑

j=1

ǭt(i, j).

Note that the state transition probabilities are estimated, given the side infor-

mation, as the expected number of transitions from state si to sj divided by the

expected number of times in the state si. Similarly, B̂ij is given by

B̂ij =

∑T−1
t=1 1{yt=vj}γ̄t(i)
∑T−1

t=1 γ̄t(i)
,

68



which is, given the side information, the expected number of times in the state si

and observing vj, divided by the expected number of times in the state si. Also,

the set of initial probabilities for the hidden state z1 is estimated as π̂i = γ̄1(i). We

next derive the forward and backward recursions in order to efficiently compute

the EM estimate of the HMM parameters.

4.2.2 Forward and backward recursions

To derive the forward and backward recursions in this case of partially observable

hidden states, we first update the variables of the forward-backward procedure,

which incorporates the side information x. The updated forward variable is de-

fined as,

ᾱt(i) = P (Yt
1 = yt

1,X
t
1 = xt

1, Zt = si|λ), (4.4)

the probability of observing (yt
1,x

t
1) and being at state zt = si, given the model

λ. Note that zt is the correct and the underlying hidden state, whereas xt
1 are

the state observations, for which we might have: (1) xt = s0 corresponding to

the case that zt is not actually observed and (2) noisy, if zt is actually observed.

Similarly, the backward variable,

β̄t(i) = P (YT
t+1 = yT

t+1,X
T
t+1 = xT

t+1|Zt = si, λ), (4.5)

is the probability of observing (yT
t+1,x

T
t+1), given the model and the state zt = si.

The updated forward and backward variables are the key variables of incorpo-

rating the side information. The following proposition explicitly relates these

variables to the side information and provides the corresponding recursions.
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Proposition 1: For the updated forward and backward variables defined in

(4.4) and (4.5), we have

ᾱt(i) = ν(xt, si)Biyt

Ns
∑

j=1

Ajiᾱt−1(j), 2 ≤ t ≤ T ,

β̄t(i) =
Ns
∑

j=1

ν(xt+1, sj)β̄t+1(j)AijBjyt+1, 1 ≤ t ≤ T − 1,

where ν(xt, si) = 1{xt=s0}(1−τ)+1{xt=si}τp+1{xt 6=si∧xt 6=s0}
τ(1−p)
Ns−1

, si 6= s0, sj 6= s0.

Proof: Using the marginalization over the random variable Zt−1, we can ob-

tain ᾱt(i) as

ᾱt(i) =

Ns
∑

j=1

P (Yt
1 = yt

1,X
t
1 = xt

1, Zt = si, Zt−1 = sj |λ),

which can be expressed, using the product of conditional probabilities, as

ᾱt(i) =
Ns
∑

j=1

[P (Yt = yt, Xt = xt, Zt = si|Yt−1
1 = yt−1

1 ,Xt−1
1 = xt−1

1 , Zt−1 = sj , λ)

P (Yt−1
1 = yt−1

1 ,Xt−1
1 = xt−1

1 , Zt−1 = sj|λ)].

By definition of the updated forward variable, we get

ᾱt(i) =

Ns
∑

j=1

P (Yt = yt, Xt = xt, Zt = si|Yt−1
1 = yt−1

1 ,Xt−1
1 = xt−1

1 , Zt−1 = sj , λ)ᾱt−1(j),

where Markov Property is applied to reach

ᾱt(i) =

Ns
∑

j=1

P (Yt = yt, Xt = xt, Zt = si|Zt−1 = sj , λ)ᾱt−1(j)

=
Ns
∑

j=1

P (Yt = yt, Xt = xt|Zt = si, Zt−1 = sj , λ)P (Zt = si|Zt−1 = sj, λ)ᾱt−1(j)

=
Ns
∑

j=1

P (Yt = yt, Xt = xt|Zt = si, λ)P (Zt = si|Zt−1 = sj, λ)ᾱt−1(j).
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Since Xt and Yt are independent conditioned on (Zt, λ), we obtain

ᾱt(i) =

Ns
∑

j=1

P (Yt = yt, Xt = xt|Zt = si, λ)Ajiᾱt−1(j)

=
Ns
∑

j=1

P (Xt = xt|Zt = si, λ)P (Yt = yt|Zt = si, λ)Ajiᾱt−1(j).

Then, by definition of the probability of error events in the side information, we

get the proposition for the updated forward variable as

ᾱt(i) = ν(xt, si)Biyt

Ns
∑

j=1

Ajiᾱt−1(j), 2 ≤ t ≤ T.

As for the initialization, we set ᾱ1(i) = ν(x1, si)πiBiy1 . Similarly, the correspond-

ing recursion for the updated backward variable can be found as

β̄t(i) =
Ns
∑

j=1

ν(xt+1, sj)β̄t+1(j)AijBjyt+1, 1 ≤ t ≤ T − 1,

for which we have the initialization β̄T (i) = 1.�

Here, p reflects the confidence that we have on the side information and it is a

parameter in our training algorithm. Ideally, when given a set of data, p (named

as ptrain in Section 4.3) should be set according to the underlying true noise

level, 1 − ptrue, which is unknown. This brings an immediate trade-off between

setting the confidence too low or too high, when an accurate guess about 1−ptrue

is not present. If we have too high confidence, then our algorithm basically

overfits to the noise in the side information, which degrades the state recognition

performance as discussed in Section 4.3. On the other hand, if we have too low

confidence, then our algorithm does not fully exploit the side information to its

limit. We discuss this later in Section 4.3, when investigating the robustness of

our algorithm to the confidence parameter p (ptrain in Section 4.3).

We next present the following proposition that relates ǭt(i, j) to the updated

forward and backward variables in order to exploit the recursions given in Propo-

sition 1 in the estimation of the HMM parameters in our new framework.
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Proposition 2: With the definitions in (4.4) and (4.5), we have

ǭt(i, j) = P (Zt = si, Zt+1 = sj|Y = y,X = x, λ)

=
Bjyt+1ν(xt+1, sj)Aijᾱt(i)β̄t+1(j)

P (Y = y,X = x|λ) ,

where ν(xt+1, sj) = 1{xt+1=s0}(1 − τ) + 1{xt+1=sj}τp + 1{xt+1 6=sj∧xt+1 6=s0}
τ(1−p)
Ns−1

,

sj 6= s0.

Proof: Splitting the observations as y = (yt
1, yt+1,y

T
t+2), and the side infor-

mation as x = (xt
1, xt+1,x

T
t+2), (4.3) yields

ǭt(i, j) =
P (Zt+1 = sj,X

T
t+2 = xT

t+2,Y
T
t+2 = yT

t+2|λ)
P (Y = y,X = x|λ) ×

P (Zt = si,X
t+1
1 = xt+1

1 ,Yt+1
1 = yt+1

1 |Zt+1 = sj,X
T
t+2 = xT

t+2,Y
T
t+2 = yT

t+2, λ).

Since (Zt,X
t+1
1 ,Yt+1

1 ) is independent with (XT
t+2,Y

T
t+2) conditioned on (Zt+1, λ),

we obtain

ǭt(i, j) =
P (Zt+1 = sj ,X

T
t+2 = xT

t+2,Y
T
t+2 = yT

t+2|λ)
P (Y = y,X = x|λ) ×

P (Zt = si,X
t+1
1 = xt+1

1 ,Yt+1
1 = yt+1

1 |Zt+1 = sj, λ),

which, re-arranging the conditional probabilities, yields

ǭt(i, j) =
P (Zt = si, Zt+1 = sj,X

t+1
1 = xt+1

1 ,Yt+1
1 = yt+1

1 |λ)
P (Y = y,X = x|λ) ×

P (XT
t+2 = xT

t+2,Y
T
t+2 = yT

t+2|Zt+1 = sj, λ)

=
P (Zt+1 = sj, Xt+1 = xt+1, Yt+1 = yt+1|Zt = si,X

t
1 = xt

1,Y
t
1 = yt

1, λ)

P (Y = y,X = x|λ) ×

P (Zt = si,X
t
1 = xt

1,Y
t
1 = yt

1|λ)P (XT
t+2 = xT

t+2,Y
T
t+2 = yT

t+2|Zt+1 = sj, λ).

Since (Zt+1, Xt+1, Yt+1) and (Xt
1,Y

t
1) are independent conditioned on (Zt, λ), and
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recognizing the terms ᾱt(i) and β̄t+1(j), we obtain

ǭt(i, j) =
P (Zt+1 = sj , Xt+1 = xt+1, Yt+1 = yt+1|Zt = si, λ)ᾱt(i)β̄t+1(j)

P (Y = y,X = x|λ)

=
P (Xt+1 = xt+1, Yt+1 = yt+1|Zt+1 = sj, Zt = si, λ)

P (Y = y,X = x|λ) ×

P (Zt+1 = sj |Zt = si, λ)ᾱt(i)β̄t+1(j),

wherein, Markov Property is used to reach

ǭt(i, j) =
P (Xt+1 = xt+1, Yt+1 = yt+1|Zt+1 = sj, λ)P (Zt+1 = sj|Zt = si, λ)ᾱt(i)β̄t+1(j)

P (Y = y,X = x|λ) .

Since Xt+1 is independent with Yt+1 conditioned on (Zt+1, λ), we obtain

ǭt(i, j) =
P (Yt+1 = yt+1|Zt+1 = sj , λ)P (Xt+1 = xt+1|Zt+1 = sj , λ)

P (Y = y,X = x|λ) ×

P (Zt+1 = sj |Zt = si, λ)ᾱt(i)β̄t+1(j).

Then, due to the definition of the probability of error event in the side information,

we get the proposition as

ǭt(i, j) =
Bjyt+1ν(xt+1, sj)Aijᾱt(i)β̄t+1(j)

P (Y = y,X = x|λ) .�

Based on the new set of equations as well as the recursions defined in Proposition

1, we incorporated possibly corrupted side information into the HMM training

framework. We finally point out that the forward and backward variables tend

to 0 exponentially [100,111] as we are provided longer sequences, i.e., ᾱT (i)→ 0,

and β̄1(i) → 0, ∀i, as T → ∞. This would create in practice stability issues,

i.e., numeric underflow, on any computer if the recursions in Proposition 1 were

directly evaluated. Hence, we propose to use the following scaling scheme of [111]

in order to avoid such issues. Let us define the normalization factor ct

ct =
1

∑Ns

i=1 ᾱt(i)
and

Ns
∑

i=1

ctᾱt(i) = 1,

then we normalize the forward variable ᾱt(i) as ctᾱt(i) at each time t after it is

calculated with respect to the recursions given in Proposition 1. Similarly, we also

normalize the backward variable β̄t(i) with ct as ctβ̄t(i) at each time t. Then it is
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easy to see that the re-estimation formulas, i.e., whether they are computed with

the normalized or unnormalized forward and backward variables, remain intact.

Namely, consider the re-estimation formulas for the state transition probabilities

calculated with the normalized forward and backward variables as

Âij =

∑T−1
t=1 ǭt(i, j)
∑T−1

t=1 γ̄t(i)

=

∑T−1
t=1 Bjyt+1ν(xt+1, sj)AijCtᾱt(i)Dt+1β̄t+1(j)

∑T−1
t=1

∑Ns

j=1Bjyt+1ν(xt+1, sj)AijCtᾱt(i)Dt+1β̄t+1(j)
,

where Ct =
∏t

i=1 ci and Dt+1 =
∏T

i=t+1 ci. Hence, noting that CtDt+1 =
∏T

i=1 ci, ∀t,

Âij =

∑T−1
t=1 ǭt(i, j)
∑T−1

t=1 γ̄t(i)

=

∏T
i=1 ci

∑T−1
t=1 Bjyt+1ν(xt+1, sj)Aijᾱt(i)β̄t+1(j)

∏T
i=1 ci

∑T−1
t=1

∑Ns

j=1Bjyt+1ν(xt+1, sj)Aijᾱt(i)β̄t+1(j)

=

∑T−1
t=1 Bjyt+1ν(xt+1, sj)Aijᾱt(i)β̄t+1(j)

∑T−1
t=1

∑Ns

j=1Bjyt+1ν(xt+1, sj)Aijᾱt(i)β̄t+1(j)
.

Similarly, the estimates for the conditional observation probabilities B̂ij as well as

the initial state probabilities π̂i also remain exact with this normalization scheme.

Therefore, this normalization provides the numerical stabilization of the proposed

estimation method. In the next section, we provide examples that demonstrate

the performance of the new set of training updates under different scenarios.

4.3 Experiments

In this section, we demonstrate the performance of our method through simula-

tions using data generated with the following HMM parameters:

Ns = 3, Nv = 3, π =
[

0.3 0.3 0.4
]

, and
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A =









0.8 0.19 0.01

0.01 0.8 0.19

0.19 0.01 0.8









B =









0.6 0.3 0.1

0.1 0.6 0.3

0.3 0.1 0.6









.

For these simulations, we generate a test sequence of length 500 and a training

sequence of length 250 along with the side information of a relatively high noise

level, 1−ptrue = 0.4, and a relatively low noise level, 1−ptrue = 0.2, with τ ranging

from 0 to 0.6. We emphasize that the exact noise level may not be known by the

algorithm. Hence, we provide ptrain to the algorithm which may not be equal to the

ptrue. Here, the parameter ptrain reflects the confidence (equivalently the expected

noise level) that we have on the side information. Since this confidence on the

side information might not be accurate, i.e., ptrain does not necessarily match with

ptrue, for analyzing the sensitivity of our method to the confidence parameter, we

train our algorithm with different choices for ptrain: (1) we set confidence that is

in the proximity of ptrue (ptrain ∼ ptrue), i.e., ptrain ∈ {0.55, 0.6, 0.65}, if ptrue = 0.6

and ptrain ∈ {0.75, 0.8, 0.85}, if ptrue = 0.8, (2) we set too high confidence on the

side information (ptrain ≫ ptrue), i.e., ptrain = 1, when ptrue ∈ {0.6, 0.8} and, (3)
we set too low confidence (ptrain ≪ ptrue), i.e., ptrain = 0.5, when ptrue = 1. Using

the training sequence, we first estimate the unknown model parameters, Aij , Bij ,

and πij . Then, on the test sequence, the hidden state sequence is estimated by the

Viterbi algorithm [112,113] using the estimated model parameters. We apply our

method on 500 different pairs of test and training sequences and we present the

resulting average state recognition error rates for all the cases aforementioned. In

order to show the efficacy of incorporating the side information by our method, we

compare the state recognition error rates of our algorithm with: (1) Baseline Per-

formance, the state recognition error rate if the model parameters are estimated

by the ordinary HMM parameter estimation. This is the performance, which is

readily achievable with no side information. (2) The Oracle, the state recognition

error rate if the true model parameters are directly used in the state estimation

on the test sequence. This is the performance limit if the HMM training algo-

rithm is run on infinite amount of training data, which is only asymptotically

achievable. (3) Limit of Algorithm, the state recognition error rate if the side
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Figure 4.2: Simulation results for various scenarios. Our algorithm is trained with
ptrain ∈ {0.55, 0.60, 0.65} when ptrue = 0.60 and ptrain ∈ {0.75, 0.80, 0.85} when
ptrue = 0.80. The State Recognition Error Rates are estimated by the Viterbi
algorithm. Performance of our algorithm is compared against three performance
limits: (1) Baseline Performance, error rate by ordinary HMM using no side
Information, (2) Oracle, error rate if the true model parameters are used in state
recognition, and (3) Limit of Algorithm, ptrain = ptrue = 1.

information is completely accurate and the algorithm is trained with complete

confidence on the side information, i.e., ptrue = 1, ptrain = 1. Finally, this is the

performance limit that our algorithm can gain at most by exploiting the side

information. Here, we name the difference between the Baseline Performance

and the Oracle as the “achievable margin” since no algorithm can obtain state

recognition improvements more than the achievable margin, provided that, as in

this work, first the model parameters are estimated and then used in the Viterbi

algorithm for state recognition.

Our simulations show that the performance of our method, provided that

ptrain ∼ ptrue, improves with the amount of side information that is indicated

by τ . In particular, when we have accurate access to the hidden states, i.e.,
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ptrue = ptrain = 1, the state recognition rate in the test sequence, labeled as Limit

of Algorithm in Fig. 4.2, consistently approaches to the Oracle as τ increases and

reaches ∼ 90% gain (the performance improvement over the baseline corresponds

to ∼ 90% of the achievable margin) with 30% additional information on states,

i.e., τ = 0.3, as shown in Fig. 4.2. This proves the efficacy of our method with

incorporating the side information. On the other hand, in the case of noisy access

to the hidden states such that 20% of the state observations are mislabeled, i.e.,

ptrue = 0.8, our method (when ptrain ∼ ptrue) is able to provide substantial gain,

70%, at τ = 0.3. In this case, as τ increases, the recognition approaches to Limit

of Algorithm showing that our algorithm optimally incorporates the side informa-

tion under noise asymptotically. Even if the noise level is further increased up to a

level as high as 40% mislabeling, we still obtain a gain that consistently increases

with τ , when ptrain ∼ ptrue. Thus, our method is robust to noise. Nevertheless,

the algorithm must not rely on the side information with too high confidence.

Specifically, when we have the confidence ptrain = 1 in case of high noise level,

i.e., ptrue = 0.6, we do not obtain any improvement compared to the baseline. On

the contrary, the algorithm does not fully exploit the side information to its limit,

if the confidence is too low. For instance, in case of ptrain = 0.5 and ptrue = 1, the

rate of performance improvement with τ is significantly slower than that of Limit

of Algorithm, i.e., ptrue = 1, ptrain = 1. According to our simulations, setting

the confidence in the proximity of the true noise level is sufficient to obtain the

maximum gain, i.e., our algorithm does not require an exact match between ptrue

and ptrain. This demonstrates that our algorithm is also robust to the mismatches

in the confidence parameter.

4.4 Discussion

We introduce a new parameter estimation algorithm for HMM, when we have

partial and noisy access to the hidden state sequence as side information. This

side information can be seen as partial labeling, “possibly wrong”, of the hidden

states. In this work, we model mislabeling and partial labeling of the hidden

states jointly in one complete framework. This framework naturally recovers the
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unsupervised HMM training if the partial access to the hidden states is turned

off. In our simulations, we observe that, using this side information, we consider-

ably improve the state recognition performance, up to 70%, with respect to the

“achievable margin”. Moreover, our method is shown to be robust to the training

conditions. Finally, since this framework includes possible mislabeling events, our

algorithm models realistic training conditions more accurately than the ordinary

HMM training, i.e., it will provide the same performance in other examples.

In this chapter, we study discrete corruptions (state errors) under a model

knowledge (HMM) in the batch setting (a training data assumed). In the follow-

ing, we generalize to continuous corruptions and drop the model assumption.
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Chapter 5

Data Imputation through the

Identification of Local Anomalies

In many applications from a wide variety of fields, the data to be processed

can partially (or even almost completely) be affected by severe noise in several

phases, e.g., occlusions during a visual recording or packet losses during transmis-

sion in a communication channel. Such partial, i.e., localized, data corruptions

often severely degrade the performance of the target application; for instance,

face recognition or pedestrian detection under occlusion [5, 114–117]. In order

to reduce the impact of this adverse effect, we develop a complete and novel

framework, which efficiently detects, localizes and imputes corruptions by iden-

tifying the local anomalies in a given suspicious data instance. We emphasize

that neither the existence nor, if exists, the location of a corruption is known in

our framework. Moreover, the proposed algorithms do not assume a model but

operate in a data driven manner.

We consider the local corruptions as statistical deviations from the nominal

distribution of the uncorrupted (clean) observations. To detect and localize cor-

ruptions, i.e., such statistical deviations, we model a corruption as an anomaly

due to an external factor (communication failure in a channel or occluder object

in an image), which locally overwrites a data instance and moves it outside the
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support of the nominal distribution. However, corruptions that we consider as

examples of anomalies have further specific properties such that (a) the corrup-

tions in an instance are confined to unknown intervals along the data attributes,

i.e., localized, and (b) not only a corrupted part but also all of its subparts are

anomalous. Thus, a corruption does not provide an anomaly due to an incompat-

ible combination of normal subparts. Based on these properties that accurately

model a wide variety of real life applications, we characterize the event of cor-

ruption and formulate the corresponding detection/localization as an anomaly

detection problem, cf. [25, 26, 118–122].

The introduced algorithm applies a series of statistical tests with a pre-specified

false alarm rate to the parts of the suspicious instance after extracting the nominal

statistics from a reference (training) data set of uncorrupted (clean) observations.

As a result, each part is labeled as anomalous/normal and the local anomalies

are identified. These parts are generated and organized through a binary tree

partitioning of the data attributes, each node of which corresponds to a part of

the suspicious instance, cf. Fig. 5.1. Once the nodes (or parts) are labeled as

anomalous/normal on this tree, the patterns of corruption are identified using the

aforementioned characterization to detect and localize corruptions, cf. Fig. 5.2.

We point out that this localization procedure transforms the nominal distribution

into a multivariate Bernoulli distribution with a success probability that precisely

coincides with the constant false alarm rate of the local anomaly tests. Consid-

ering the hierarchy among the binary labels implied by the tree as a directed

acyclic graph, the resulting multivariate Bernoulli distribution achieves a certain

dependency structure. Under this condition, we derive the false alarm rate of the

proposed framework in detecting the corruptions and show that it is a constant

rate, namely, no parameter tuning is required to achieve the desired/specified

false alarm rate even if the data change.

If a corruption is localized, then we impute/replace the affected attributes with

the estimates of the underlying unknown true attributes. For this purpose, we

additionally develop a novel Maximum A Posteriori (MAP) estimator using the

“score function” defined in [120]. Our estimator exploits the local dependencies

among the data attributes, where the locality is encoded in the binary partitioning
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tree. We point out that the implementation of this MAP estimator does not load

extra computational cost since it utilizes the outputs of our anomaly detection

approach, which are computed prior to the imputation phase. Furthermore, we

also propose a novel distance measure named “ranked Euclidian distance” as a

generalization to the standard Euclidean distance, which is used in the course of

the labeling of each part as anomalous/normal. The proposed distance measure

is compared with the standard Euclidean distance in the experiments and shown

to be superior in terms of detecting and localizing corruptions.

We conduct tests over several well-known machine learning data sets [123,

124], which are exposed to severe data corruptions. Our experiments indicate

that the proposed framework achieves significant improvements after imputation

up to 80% in terms of the classification purposes and outperforms the typical

approaches. The proposed algorithms are also empirically shown to be robust to

varying training phase conditions with strong corruption separation capabilities.

In this study, the corrupted attributes are considered to be statistically inde-

pendent with the underlying unobserved true data, i.e., corrupted attributes are

of no use in estimation of the uncorrupted counterparts. Hence, if one knows

which attributes are corrupted in an instance, then those attributes can readily

be treated as missing data, cf. [105, 125–129]. For example, classification and

clustering with missing data is a well-studied problem in the machine learning

literature. The corresponding studies such as [105,127,128,130,131] are related to

inference with incomplete data [127] and generative models [130], where Bayesian

frameworks [128] are used for inference under missing data conditions. Alterna-

tively, pseudo-likelihood [132] and dependency network [133] approaches solve the

data completion problem by learning conditional distributions. In [134], the prob-

ability density of the missing data is modeled conditioned on a set of introduced

latent variables and thereafter, a MAP based inference is used. However, all of

the studies [105,125–128,130–134] either assume the knowledge of the location of

the missing attributes or impose strong modeling constraints; as opposed to our

model free solutions.

On the other hand, imputation is commonly used as a pre-processing tool [128].
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The Mixture of Factor Analyzers [135] approach replaces the missing attributes

with samples drawn from a parametric density, which models the distribution of

the underlying true data. Whereas the proposed imputation techniques in [136,

137] are both non-parametric and based on the inference of the posterior densities

via certain kernel expansions. On the contrary, the MAP estimator in this study

does not even attempt to estimate the posterior density either in a parametric

or non-parametric manner. Instead, the introduced method is only based on the

sufficient rank statistics. We emphasize that unlike our approach, the incomplete

data approaches generally assume the knowledge of the missing attributes, i.e.,

they are precisely localized and provided beforehand. For example, the occluded

pixels in the event of occlusion of a target object in an image cannot be known

a priori, which requires a detection and localization step. Since the existing

studies do not have such a step, an exhaustive list of the occluded pixels as

the result of a manual inspection of the missing attributes is required as an

input to the algorithms proposed in the corresponding literature. In this regard,

our study is the first to jointly handle the issues of detecting/localizing missing

attributes, i.e., corruptions, as well as their imputation in a single, complete

and comprehensive framework. Hence, the generic local corruption detection and

imputation algorithm of our framework complements the missing data imputation

approaches as an additional merit.

Data imputation and completion is also essential in image processing for han-

dling corrupted images, e.g., [138, 139]. Generally, a corrupted image is re-

stored by explicitly learning the image statistics [140, 141] or by using neural

networks [142–144]. These denoising studies do not attempt to localize corrup-

tions in an image, but treat them as a noise and filter it out using statistical

approaches applied to the image globally. Even though this is a valid approach

for image enhancement, an attempt to correct/enhance an image globally in case

of only a localized corruption might be even detrimental since the uncorrupted

parts are also affected by global operations. Additionally, it is not usually possi-

ble to locally impute corrupted portions using denoising approaches. There exist

several studies that aim localization as well. Studies such as [114, 117] indicate
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that occlusion, as an example of corruption, is a common phenomenon and detri-

mental in pedestrian detection as well as face recognition applications. In this

regard, detection of occluded, i.e., corrupted, visual objects had been previously

investigated in a number of studies [145–148]. In these studies, occlusion de-

tection is performed using domain specific knowledge (visual cues) or external

information (object geometry), which, however, are not always available in gen-

eral data imputation setting. From the machine learning perspective, descriptors

are extracted from various parts of the occluded object in [149] and similarly;

part-based descriptors are weighted with the occlusion measure in [150] to re-

lieve the corresponding degrading effects. Since these approaches do not directly

target handling occlusions, i.e., corruptions, they only provide partial or limited

solutions. Several other studies propose solutions via extracting occlusion maps,

e.g., [151, 152]. In [151], HOG based classification errors; and in [152], template

based reconstruction errors are used to generate such an occlusion map. How-

ever, both studies assume rigid models and significantly rely on domain specific

knowledge; and in general fail to remain applicable if the data source belongs to

another domain. In this study, we assume that data is generic and no domain

information is available, yet detection and imputation of corruption is necessary

for improving the subsequent processing stages, such as classification.

Summary of Contributions:

1. This is the first study that jointly handles localized data corruptions in a

single, complete and comprehensive statistical framework that is designed

completely model free for the goal of separating a corruption and imputing

the affected data attributes. We also provide a false alarm rate (in detecting

corruptions) analysis of the framework via directed acyclic graphs.

2. A novel MAP estimator for data imputation and a novel distance measure

for corruption localization purposes are proposed.

3. The proposed framework is computationally efficient in the sense that (i)

it effectively utilizes a binary search for corruption separation, and (ii) the

computational load due to our MAP based imputation is insignificant.
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4. We propose a novel characterization for anomalies, e.g., rarities, incompat-

ible combinations and corruptions.

In Section 5.1, we provide the problem description. We then present our al-

gorithm in Section 5.2 and the associated computational complexity in Section

5.3. We report the corruption detection/localization performance of the proposed

algorithm as well as the improvement in classification tasks achieved by the im-

putation in Section 5.4. The chapter concludes with a discussion in Section 5.5.

5.1 Problem Description

We have a possibly corrupted test instance x ∈ R
d along with a set of uncorrupted

(clean) independent and identically distributed observations S = {s1, s2, ..., sNs
}

as the nominal training (reference) data, where si = [si1, si2, ..., sid] ∈ R
d ∼ f0(s),

d is data dimensionality and f0 is the unknown nominal density. The test in-

stance x is considered to be corrupted with probability π by severe noise in

multiple non-overlapping intervals along its dimensions (attributes), which are

completely unknown. Suppose that for such an interval, the corruption is local-

ized and confined to the attributes xc+β−1
c = {xc, xc+1, ..., xc+β−1} for some c and

β in [1, d] with c + β − 1 ≤ d. We assume that the corrupted attributes are

uniformly and independently distributed, zi ∈ xc+β−1
c ∼ UZ(z), where UZ is the

uniform distribution defined in a finite support. Moreover, Z is also statistically

independent with the true data and hence, the knowledge of xc+β−1
c is irrelevant

to the uncorrupted counterparts. Note that this corruption model implies a to-

tal erasure of data in several unknown portions due to an independent source

overwriting the attributes in those portions, e.g., an occluder in computer vision

applications [114,117]. Typically, since no information is provided about the inde-

pendent source in such applications, we consider that the uniformity assumption

draws a worst case scenario and it is realistic. On the other hand, x is considered

to be uncorrupted with probability 1 − π. Therefore, whether a test instance x

includes a corruption is unknown; and it is generally modeled to be drawn from
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the mixture x ∼ (1− π)f0(x) + πf1(x) [120], where f1 is the probability density

of the corrupted instances.

The density f1 can be derived from the unknown nominal density f0 using the

described corruption model, if the distributions of c, β and the number of cor-

rupted intervals are further specified; which is unnecessary in the context of this

study. Hypothetically, if one can correct an instance x drawn from the density f1

by replacing all the corrupted attributes, e.g., xc+β−1
c , with the underlying true

attributes, e.g., x̄c+β−1
c , and obtain x̂, then x̂ should follow the nominal density

f0. Similarly, if the corruptions in x can be localized, then the corresponding

portions would follow the multivariate uniform density UZ(z) of the appropriate

dimensionality. On the other hand, this corruption model potentially creates

significant statistical deviations from the reference data since a corrupted obser-

vation x ∼ f1 and f1, in general, increasingly diverges from f0 as the corruption

strength increases. Here, the corruption strength can be considered as the number

of corrupted attributes and/or the variance of the corruption UZ(z) that over-

writes the true data. Furthermore, our modeling of corruptions poses a missing

(incomplete) data problem since the unknown true attributes x̄c+β−1
c in a cor-

rupted interval are statistically irrelevant to the corrupted attributes xc+β−1
c . In

this study, by exploiting the statistical deviations from the nominal distribution

of observations, we aim to detect and localize the possible corruptions in a given

instance x and impute the corrupted or missing attributes.

To this end, we formulate an anomaly detection approach to define this frame-

work in Section 5.2, where we draw the distinctions among several examples of

anomalous observations and separate the event of corruption. Then, we propose

our algorithm and analyze the associated false alarm probability in detecting

corruptions as well as the computational complexity.
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5.2 A Novel Framework for Corruption Detec-

tion, Localization and Imputation

In this section, we develop a novel framework for a complete treatment of possible

corruptions in the input data x. For presentational clarity and without loss of

generality, we assume that the input data x can be corrupted only in a single

interval throughout this section. Note that the generalization to the case of

corruptions spread onto several intervals is immediate and indeed, we present

a corresponding detailed experiment in Section 5.4. Since the corruptions are

modeled as local statistical deviations within this framework, we give a brief

description of the anomaly detection approach that we work with in Section 5.2.1.

Based on the characterization of corruptions through their distinctive properties

in Section 5.2.2, we present Algorithm TCS (Tree-based Corruption Separation).

After we derive a novel MAP estimator for imputation in Section 5.2.3, we derive

the false alarm rate of the proposed framework in detecting the corruptions in

Section 5.2.4.

5.2.1 Detection of Statistical Deviations: Anomalies

A localized corruption is considered to affect an instance in a certain part(s) such

that the affected attributes statistically deviate from the vast majority of the

data. The proposed algorithm in this study localizes the corrupted attributes by

identifying the local anomalies through a series of statistical checks of the test

instance with the reference data. In this section, we briefly describe the anomaly

detection approach that we work with and present a novel distance measure for

the corruption localization purpose.

The probability density of a possibly corrupted test instance x can be modeled

as

x ∼ (1− π)f0(x) + πf1(x), where

H0 : x ∼ f0(x) is the null hypothesis from which the nominal data are drawn,
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H1 : x ∼ f1(x) is the hypothesis representing the corrupted observations, and π ∈
[0, 1] is the corresponding mixing coefficient. Within the framework of anomaly

detection approaches, the nominal distribution f0 is usually assumed unknown or

hard to estimate; and instead, a set of nominal observations is provided. Then for

a given test instance x, the task in [120] is to decide whether the null hypothesis

H0 was realized or the alternative H1 such that the detection rate (of anomalies)

is maximized with a constant false alarm rate τ . For this purpose, the score

function [120]

p̂K(x) =
1

Ns

Ns
∑

i=1

1{RS(x;K)≤RS(si;K)} (5.1)

is proposed, where 1{.} is the indicator function and RS(x;K) is the Euclidean

distance from x to its nearest K’th neighbor in S, if x /∈ S; and to its nearest

K+1’th neighbor in S, otherwise. Based on this score function, the test instance

x is declared as anomalous [120], if

p̂K(x) ≤ τ. (5.2)

When the mixing distribution f1 is assumed uniform, it is shown in [120] that

p̂K(x) is an asymptotically consistent estimator of the density level of the test

instance

p(x) =

∫

∀s
1{f0(x)≥f0(s)}f0(s)ds (5.3)

under certain smoothness conditions. Remarkably, {x : p(x) ≥ τ} provides the

minimum volume set at level τ , which is the most powerful decision region for

testing H0 vs H1 with a constant false alarm rate τ [26]. We note that the

precision of the test defined in (5.2) degrades faster with the dimensionality than

it improves with the size of the training data. As a result, we here point out

several practical issues about detecting the existence of a corruption with this

approach.

Briefly, i) a direct test of an instance x does not localize a possible corruption

for imputation, ii) on the contrary, a truly corrupted instance, i.e., an instance

of hypothesis H1, does not necessarily test positive due to the limited training
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data, high dimensionality as well as that the corruption might not be sufficiently

strong; and iii) corruptions have further specific properties in addition to that

they provide anomalies, which must be incorporated to achieve a better false

alarm rate compared to τ .

Ranked Euclidean Distances : To address the first issue in this list, we propose

a novel distance measure (not a metric in the mathematical sense), which is

sensitive to only a certain α fraction of the attributes for a given pair of instances x

and y. For instance, a corruption of only a single attribute in a given test instance

x might be significantly strong such that the whole instance turns anomalous

with the test in (5.2) used with the standard Euclidean distance. In this case,

any part of the instance x including the corrupted attribute would test positive,

which creates an ambiguity in terms of the localization, i.e., separation, of the

corrupted attribute, and in turn requires an exhaustive search over all possible

subsets in the space of the attributes.

To overcome such ambiguities, we propose a distance measure so that the

test in (5.2) results positive only when the corruption has a sufficiently large

support, which disregards a pre-specified fraction of the attributes that are most

responsible for a possible corruption. We define this measure for an α ∈ [0, 1] as

hα(x,y) =

√

√

√

√

⌊dα⌋
∑

i=1

(xk(i) − yk(i))2, (5.4)

where k is a permutation of the attributes with

|xk(1) − yk(1)| ≤ ... ≤ |xk(i) − yk(i)| ≤ ... ≤ |xk(d) − yk(d)|,

and ⌊.⌋ is the floor operator. Since this distance measure depends only on the

α fraction of the least deviated attributes between x and y, a corruption must

have a support of at least (d−⌊dα⌋)-length to make an instance anomalous with

respect to the reference data. Here, (1 − α) can be seen as the precision of the

localization when an anomalous instance is checked with the test in (5.2) using

the distance measure defined in (5.4). This precision obviously cannot be made

arbitrarily large since as 1−α approaches 1, the distance hα becomes more prone
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Figure 5.1: Algorithm TCS (Tree-based Corruption Separation) with α = 0.5

to noise and the correlation structure between the attributes is less exploited.

We investigate this trade-off further in our simulations. The distance measure hα

recovers the standard Euclidean distance when α = 1 and will be named in the

rest of the chapter as “ranked Euclidean distance”. We note that for the cases

α < 1, hα fails to be a metric in the mathematical sense, i.e., hα(x, y) = 0⇔ x = y

is not satisfied, which requires to specify a nominal density model on f0 to derive

the same asymptotic consistency in [120] for the score values p̂K(x) in estimating

the density levels p(x) with hα. However, we do not assume -in this work- any

density model for f0 or do not take any stochastic assumptions regarding the data

source.

In the following section, we characterize the corruptions by presenting their

specific properties and propose an algorithm to localize and impute corruptions.

5.2.2 Modeling of Localized Corruptions

If a test instance is subject to corruption in a small part only, the corruption might

not be detectable when it is checked using an anomaly detection algorithm with-

out a detailed analysis in its parts. On the other hand, an anomalous observation

does not necessarily contain a corruption since it might simply be a false alarm,
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in fact an uncorrupted observation. To address these two issues, we propose a

statistical analysis of a test instance through its parts using a binary partitioning

tree in the space of data attributes on which, we also provide a characterization

to separate the event of corruption among possible anomaly scenarios.

Suppose that an instance x = [x1, x2, ..., xd] ∈ R
d corresponds to the root node

R on a binary tree. Using half-way splits for presentational simplicity, let the

set of attributes VRl
= {x1, x2, ..., x⌊ d

2
⌋} be assigned to the left child node Rl of

the root and VRr
= {x⌊ d

2
⌋+1, x⌊ d

2
⌋+2, ..., xd} assigned to the right child node Rr,

Fig. 5.1. Note that VR = {x1, x2, ..., xd} with VRl
∩ VRr

= ∅ and VR = VRl
∪ VRr

.

Based on this strategy for generating subparts of an instance, we propose Algo-

rithm TCS (Tree-based Corruption Separation) to separate and impute corrup-

tions, which recursively expands a depth-L binary tree to partition the space of

attributes. For each node ν created in the course of this expansion, the corre-

sponding attributes/part of the test instance, e.g., xVRl
:= x

⌊ d
2
⌋

1 with ν = Rl, is

checked whether it is consistent with the reference data restricted to those at-

tributes, e.g., SVRl
= {s1⌊

d
2
⌋

1 , s2
⌊ d
2
⌋

1 , ..., sNs

⌊ d
2
⌋

1 } with ν = Rl, using the test defined

in (5.2). We here use the ranked Euclidean distance hα in this testing with a

pre-specified α. Therefore, each node ν encountered in this expansion is assigned

a binary label as anomalous/normal and a fully labeled (possibly unbalanced)

tree is obtained for the test instance x. We emphasize that Algorithm TCS does

not completely construct this depth L-binary tree at the beginning but instead

expands it by creating the nodes and the edges as needed to achieve an efficient

implementation, which continues until that each data attribute is decided to be

corrupted or uncorrupted.

We consider several scenarios where the observation xVν
at a node ν can be

anomalous. In Fig. 5.2, the nodes are illustrated as circles, if the corresponding

part is found to be anomalous; and squares otherwise. An anomaly can be wide-

spread onto the attributes and consist of anomalous subparts as illustrated in

Fig. 5.2a. Since all of the subparts of a corrupted data part are also corrupted by

definition, the pattern in Fig. 5.2a is regarded as a conclusive pattern. Hence, a

corruption at the starred node in Fig. 5.2a is declared, unless it is the root node.

Note that a global corruption at the root is disregarded in this work since it is not
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localized. In another case, an anomalous observation could be non anomalous in

its parts as illustrated in Fig. 5.2b, which simply happens due to an incompatible

or rare combination of attributes in its subparts. This is a typical situation,

where an anomalous observation is not corrupted. Hence, this case also provides

a conclusive pattern in our consideration such that a corruption is rejected at the

anomalous node. On the contrary, the case in Fig. 5.2c is an inconclusive pattern,

which suggests a corruption at the right child, however, whether the corruption

is spread in the attributes of that child or localized is unknown. Hence, the

attributes of the right child is further split and explored similarly. Then, if the

conclusive pattern in Fig. 5.2a (or Fig. 5.2b) is realized, then the corruption is

accepted and localized (or rejected) at the starred node in Fig. 5.2d. Otherwise,

the search continues. On the other hand, if a significantly small subset of the

corrupted attributes are left at the left child node in Fig. 5.2c, it might not

be detectable and labeled as normal. Then the corresponding attributes should

further be split as illustrated in Fig. 5.2d. This process recursively defines a

corruption localization with an improved false alarm rate as several anomalies

are rejected as they are false alarms, i.e., non corrupted anomalies.

The introduced Algorithm TCS then searches the described binary tree in

a breadth-first-search fashion for a corruption. When the conclusive (or termi-

nating) pattern shown in Fig. 5.2a (Fig. 5.2b) is found in the course of this

expansion, the search is stopped at the parent node of the found pattern, i.e.,

the tree is pruned on that branch, and corruption is declared (or no corruption is

found and no action is necessary) for the corresponding attributes. This search

of corruption at each branch starting from the root node continues to the corre-

sponding leaf node, unless a terminating pattern is found. Finally, if a conclusive

pattern is not encountered at a branch from the root to an anomalous leaf, we

opt to accept the corruption at the leaf to favor a better detection at a cost of

an increased corruption false alarm rate. An illustration of the progress of the

algorithm is given in Fig. 5.1, where the corrupted attributes are successfully

located. Note that a small set of the attributes are mislabeled as corrupted, i.e.,

false alarms, in the region 3, which can be corrected if the partitioning resolution

is improved by increasing the depth L.
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Normal node

Anomalous node

(a) (c)(b) (d)

Figure 5.2: An anomalous observation with several scenarios in its parts. Note
that the starred nodes indicate localized corruptions. (a) A conclusive pattern:
corruption is detected. (b) A conclusive pattern: corruption is rejected. (c) An
inconclusive pattern. (d) Further exploration of the test instance.

5.2.3 Maximum A Posteriori (MAP) Based Imputation

We emphasize that in most of the detection and estimation applications, the pos-

terior density, e.g., f0(x̄Vν
|x) in (5.5), of the target is too complicated to assume

realistic parametric models so that the nonparametric approaches are often fa-

vored in such situations [12]. In accordance, we introduce an algorithm that works

under a completely model free setting regarding both the localization of the cor-

ruptions and the imputation. Furthermore, we point out that when the posterior

density is multi-modal, MAP based estimators are generally known to generate

more plausible results compared to MMSE based estimators or simple (possibly

weighted) averaging [153], which can even generate infeasible solutions [154–156].

This is often the case especially for the computer vision and machine learning

applications such as edge preserving image denoising [157]. For instance, the

gradients in an occluded pedestrian image would get too smoothed in an MMSE

based imputation, which might cause the gradient based feature extractors, e.g.,

HOG [158], to fail in case of an pedestrian detection application [12, 117]. For

these reasons, we propose a novel MAP based imputation technique, which always

generates feasible and likely estimates and approximates the true MAP estimator

as the size of the reference data increases.

Once a corruption is localized for an instance x at a node ν, then our task

is to estimate the original attributes x̄Vν
using the training data set S as well

as the instance x and impute accordingly, i.e., replace the corrupted attributes
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in x with the estimates. Since we assume the corrupted attributes xVν
to be

statistically independent with the underlying true data x̄Vν
, we treat the cor-

rupted attributes as missing data, which then should have no effect in estimation

of the true attributes. Hence, we condition this estimation of the data x̄Vν
on

the remaining attributes in x. On the other hand, we note that in most of the

applications such as the image compression [159], the data attributes being in

sufficiently close proximity are usually modeled to manifest high correlation. In

accordance, we propose to estimate the unknown data x̄Vν
conditioned on the

attributes xVνs
associated with its nearest neighbor on our tree, i.e., the sibling

node νs of ν. Note that due to the localization of corruptions by Algorithm TCS

(Tree-based Corruption Separation), the attributes at the sibling node νs are cer-

tainly detected to be uncorrupted in case of the standard Euclidean distance;

and detected to be uncorrupted with significantly high probability in case of the

ranked Euclidean distance (cf. Section 5.2.4). In the following, we introduce a

novel Maximum A Posteriori (MAP) estimator of the true data underlying the

corrupted attributes based on the standard Euclidean distance (hα with α = 1)

and then discuss the generalization over α for the ranked Euclidean distance mea-

sure. We also stress that the implementation of this estimator is only based on the

outputs of our corruption localization algorithm, which are computed before the

imputation phase in the course of Algorithm TCS. Therefore, computationally,

the imputation phase that we develop is efficient such that it does not require

further computations.

Since the only relevant part of the test instance x to the proposed MAP esti-

mator is xVνs
, we have

f0(x̄Vν
|x) = f0(x̄Vν

|xVνs
), (5.5)

where x̄Vν
represents a realization of the conditional probability density of the

true data underlying the corrupted attributes Vν . Then, the MAP estimator of

x̄Vν
maximizes the posterior distribution as

xMAP
Vν

= arg sup
x̄Vν∈R|Vν |

f0(x̄Vν
|xVνs

).

For any ǫ > 0, and under certain smoothness constraints on f0 with f0(x̄Vν
) 6= 0,
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Algorithm 2 TCS — Tree-based Corruption Separation

Input: α,K, τ, L; S,x

1: Initialize C ← ∅: set of corrupted attributes
2: Initialize y← x: imputed test data
3: Create the root node ν ← R and label
4: procedure recurse(ν)
5: Create nodes νl and νr; and label
6: if the pattern in Fig. 5.2a then
7: if ν is the root then return
8: else
9: Declare corruption at ν: C ← C ∪ Vν

10: Impute attributes Vν in y
11: return
12: end if
13: else if the pattern in Fig. 5.2b then return
14: else if ν is a parent of a leaf then
15: if νj (j = l or j = r) is anomalous then
16: Declare corruption at νj : C ← C ∪ Vνj

17: Impute attributes Vνj in y
18: end if
19: return
20: else
21: recurse(νl) and recurse(νr)
22: end if
23: end procedure

Return: C and y

let

Bǫ(x̄Vν
) ∩ SVν

6= ∅

hold with some probability δNs
, where Bǫ(x̄Vν

) (w.r.t. the standard Euclidean

distance) is the ǫ-ball around x̄Vν
in R

|Vν | and Ns = |S|. Then we point out that

lim
Ns→∞

δNs
= 1.

Hence, since ǫ can be made arbitrarily small, we obtain

xMAP
Vν

= arg lim
Ns→∞

sup
x̄Vν∈SVν

f0(x̄Vν
|xVνs

),
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and by the Bayes’ rule

xMAP
Vν

= arg lim
Ns→∞

sup
x̄Vν∈SVν

f0(x̄Vν
,xVνs

)

f0(xVνs
)

= arg lim
Ns→∞

sup
x̄Vν∈SVν

f0(x̄Vν
,xVνs

) (5.6)

with probability 1, where the denominator is dropped since it does not depend

on the maximizer, i.e., x̄Vν
. To approximate the MAP estimator given in (5.6),

we adapt the nonparametric k-nearest neighbor (knn) based density estimation

approach [160]. Let us define a small neighborhood around xVνs
in R

|Vνs | as

NNs
(xVνs

) = {s : RS(xVνs
; γ
√

Ns) ≥ hα=1(xVνs
, s)}, (5.7)

where hα=1(., .) is the Euclidean distance and RS(xVνs
; γ
√
Ns) is the hα=1(., .)

distance from xVνs
to its nearest γ

√
Ns’th neighbor in SVνs

for some γ > 0. Note

that as Ns →∞, L(NNs
(xVνs

)) → 0, where L(.) is the Lebesgue measure. Then

(5.6) yields

xMAP
Vν

= arg lim
Ns→∞

sup
x̄Vν∈SVν

∫

z∈NNs (xVνs
) f0(x̄Vν , z)dz

L(NNs(xVνs
))

,

with probability 1. When Ns is sufficiently large with Ns ≥ N∗
s for some N∗

s or

L(NNs
) is sufficiently small, we assume that f0(x̄Vν

,xVνs
) is subject to negligible

variations only. Then, we (with probability 1) obtain the approximation:

xMAP
Vν

= arg lim
Ns→∞

sup
x̄Vν∈SVν

∫

z∈NNs(xVνs
)
f0(x̄Vν

, z)dz

L(NNs
(xVνs

))

≃ arg max
x̄Vν∈SVν ,z∈NN∗

s
(xVνs

)
f0(x̄Vν

, z),

where, in order to obtain the corresponding maximum in the reference set

S, knowing the rank statistics in f0(x̄Vν
, z) is enough, i.e., explicitly estimat-

ing/computing the density is unnecessary. Therefore, using the density function

defined in (5.3), we obtain

xMAP
Vν

≃ arg max
x̄Vν∈SVν ,z∈NN∗

s
(xVνs

)
p(x̄Vν

, z). (5.8)

For sufficiently large Ns, note that p̂K(x̄Vν
, z) approximates p(x̄Vν

, z) [120], i.e.,

∀(x̄Vν
, z)

|p̂K(x̄Vν
, z)− p(x̄Vν

, z)| ≃ 0 almost surely . (5.9)
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Using the result in (5.8) in combination with (5.9), we propose to use MAP based

estimator of the true data underlying the corrupted attributes

xMAP
Vν

≃ x̂Vν
= arg max

x̄Vν∈SVν ,z∈NN∗
s
(xVνs

)
p̂K(x̄Vν

, z),

based on which we replace, i.e., impute, the corrupted attributes xVν
in the in-

stance x with x̂Vν
and obtain the imputed data as y.

This estimator is implemented in Algorithm TCS (Tree-based Corruption Sep-

aration) at every node in the tree, where a corruption is detected. Namely, we

i) obtain the K neighbors of the test instance in the reference data set S with

respect to the attributes associated with the node νs; ii) for those neighbors in

S, find the one, say s∗, attaining the largest score value defined in (5.1) using

the attributes associated with the parent node νp; then iii) impute the instance

x, which is detected to be corrupted at the node ν, using s∗ for the attributes

Vν . In the realistic case of high dimensional and limited data, when the standard

Euclidean distance is used as in our derivations, xVνs
might include corrupted

attributes even though it is detected as normal, which clearly adversely affects

the calculation of the neighborhood NNs
(xVνs

) in (5.7). In addition, xVν
might

only include a small support of corruption, and then we would not like to im-

pute xVν
completely. To overcome these two issues, we propose to use the ranked

Euclidean distance defined in (5.4). To this end, the neighborhood NNs
(xVνs

) is

defined using hα with an appropriate α 6= 1 in (5.7). This cancels the adverse

effect, up to a certain degree, of a possible corruption in xVνs
as desired. Never-

theless, recalling that hα only uses the α fraction of the attributes Vνs and set the

others free, hα is not a metric in the mathematical sense and then, as Ns →∞,

L(NNs
(xVνs

)) → 0 does not hold. As a result, the correlation structure given in

(5.5) is less exploited in imputation as α decreases. Meanwhile, as α decreases,

the support of the detected corruption in xVν
increases, i.e., localization improves.

Therefore, we obviously have a trade-off between the imputation quality and the

localization, which is sensitive to the choice of α and investigated in the exper-

iments in greater detail. However, α should be set typically around 0.5 − 0.75

since we use half-way splits. Finally, note that the imputation brings almost no

further computational complexity, since these steps do computationally only de-

pend on the anomaly detection results, cf. (5.2) and (5.1), at the corrupted node,
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its sibling node as well as its parent node, which are all generated prior to the

imputation steps.

In the following section, the proposed framework is shown to achieve a con-

stant false alarm rate in terms of the corruption detection. Moreover, this false

alarm rate is precisely calculated under a certain dependency structure among

the anomalous/normal labels on the partitioning tree.

5.2.4 False Alarm Rate in Detecting Corruptions

Since the imputation is an “overwriting” operation, whether or not to impute a

suspicious instance is certainly a “critical” decision. In case of a false decision

if the suspicious instance is in fact uncorrupted, i.e., “a false alarm in detecting

corruptions”, the imputation would correspond to data loss. In this section, we

study the rate of such occurrences and analyze the false alarm rate of the proposed

algorithms in detecting corruptions.

The anomaly detection test applied at every node in Algorithm TCS (Tree-

based Corruption Separation) operates with a constant false alarm rate τ , whereas

the proposed approach is able to reject corruptions at anomalous nodes. For ex-

ample, when the terminating pattern in Fig. 5.2b is encountered, all the anomalies

that can be present in the tree rooted from the terminating pattern are rejected,

i.e., they are not counted as corruptions. For this reason, the false alarm rate of

the proposed approach must be defined in the sense of corruptions as opposed

to anomalies. To analyze this false alarm rate in detecting corruptions, one also

must account for the fact that the anomaly detection test at a node could be

strongly correlated with the outputs of the previous tests in the course of Algo-

rithm TCS, since the data attributes are in general correlated. In this section,

we first model the labeling of the nodes, i.e., anomalous vs normal, on the par-

titioning tree, cf. Fig. 5.1, as a directed acyclic graph [101] achieving a certain

dependency structure and then derive the false alarm rate of Algorithm TCS.

Under this modeling, we also show that the constant false alarm rate in detecting

the local anomalies at each node also globally maps to a constant false alarm rate
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in detecting the corruptions.

Recall that Algorithm TCS expands the binary tree in Fig. 5.1 for a given un-

corrupted test instance s and declares a corruption only if the conclusive pattern

in Fig. 5.2a is encountered or a leaf node is found anomalous in the described

breadth-first search. In addition to the corruption localization as well as the

imputation capabilities of the proposed Algorithm TCS, let us denote the cor-

ruption detection in Algorithm TCS by C(s) = 1, if s is detected to be corrupted

and C(s) = 0, otherwise. Then our task is to find the false alarm probability in

detecting the corruptions, which is given by

Cτ =

∫

∀s
C(s)f0(s)ds, (5.10)

where τ is the constant false alarm rate of the detection at each node and f0 is the

nominal density. Next, we observe that Algorithm TCS maps every data instance

to a binary observation such that the nominal distribution f0 is transformed into

a multivariate Bernoulli distribution p0, i.e.,

R
d → B2L+1−1 via

s→ L(s) = u = (uR, uRl
, uRr

, uRll
, uRlr

, uRrl
, uRrr

, ...),

where B = {−1, 1}, L is the depth and uR is the anomaly decision at the root node

such that uR = 1, if an anomaly detected; and uR = −1, otherwise. Similarly for

the others such as uRl
is the decision at the left hand child of the root and uRr

is

the decision at the right hand child. Note that the proposed algorithm does not

completely construct the binary tree but expands, i.e., the nodes and the edges

are created as needed. Therefore, we do not completely observe the binary vector

u that an instance s maps to, however, we temporarily suppose that all the labels

are available for ease of exposition. Once s is mapped to u, since Algorithm TCS

declares a corruption based on only the vector of binary labels u, we equivalently

have

Cτ = P (C(s) = 1 | s, in fact, is uncorrupted)

=
∑

u∈{−1,1}2L+1−1

C(u)p0(u)

= 1−
∑

u∈{−1,1}2L+1−1

Cc(u)p0(u), (5.11)
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uvl
uvr

Figure 5.3: We assume the conditional independency: p0(uν, uνl, uνr) =
p0(uνl|uν)p0(uνr |uν)p0(uν). Moreover, p0(uνl|uν)= (1 − θ)p0(uνl) + θ1{uνl

=uν},
where θ defines the dependency between the parent node and its siblings such
that a positive covariance is embedded. Note that θ = 0 implies independency.

where C(u) is the corruption decision (with abuse of notation), Cc(u) is the com-

plement, i.e., Cc(u) = 1 − C(u) and p0 is the corresponding nominal probability

mass function such that

p0(u) =

∫

∀s:L(s)=u

f0(s)ds.

In order to calculate the probability mass function p0, we model the binary tree,

where each node corresponds to a binary random variable, as a directed acyclic

graph [101] such that the binary random variables at any two sibling nodes are in-

dependent conditioned on the knowledge of the label at the parent node. Namely,

for any non leaf node ν and its children νl and νr on the binary partitioning tree,

we assume the following conditional independency for the associated random la-

bels: p0(uνl, uνr |uν) = p0(uνl|uν)p0(uνr |uν), from which we obtain

p0(uν , uνl, uνr) = p0(uνl, uνr|uν)p0(uν)

= p0(uνl|uν)p0(uνr |uν)p0(uν), (5.12)

cf. Fig. 5.3. Here, we emphasize that s (or u) is assumed to be uncorrupted in the

false alarm analysis to calculate the probability given in (5.10), i.e., it does not

have any localized corruptions by definition. Then, without loss of generality,

if s is declared as anomalous at the root node, then this anomaly is not due

to a corruption but simply a “rarity” as the test in (5.2) is based on density

levels. On the contrary to the case of corruption, since a “rarity” at a node is

not a localized phenomenon, we expect that the children inherit the parent label

independently. Therefore, we assumed the conditional independency in (5.12) as

a generating dependency structure for the simplest graph presented in Fig. 5.3,
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which straightforwardly generalizes to the binary tree of the anomalous vs normal

labels from root to the leaves. Based on this, we obtain

p0(u) = p0(uR|uR)
∗p0(uR)

= p0(uRl
uRr
|uR, uRl

, uRr
)p0(uRl

, uRr
|uR)p0(uR) (5.13)

= p0(uRl
|uRl

)∗p0(uRr
|uRr

)∗p0(uRl
|uR)p0(uRr

|uR)p0(uR),

where uR is the collection of the binary variables associated with the nodes in

the tree rooted from node R that excludes uR, and the last equation follows from

(5.12) and the Bayes’ rule. We observe that the starred factors in the expression

(5.13) are of similar forms such that the last equation can be expanded further

using similar lines of derivations up until the leaves appear.

Thus, the calculation of p0(u) requires the calculation of the probabilities of the

form p0(uνl|uν) or p0(uνr |uν), e.g., p0(uRr
|uR) in (5.13). Let us denote any child of

the node ν by νs for generalization. Note that if uν and uνs were independent then

we would have p0(uνs|uν) = p0(uνs) = τ when uνs = 1. However, we anticipate a

statistical dependency between uν and uνs generating a positive covariance. That

is, conditioned on the knowledge of uν, we would like to impose that uνs is more

likely to attain the value uν compared to the prior conditions, i.e., νs is likely to

inherit the label of its parent. On the other hand, provided that uν and uνs are

identically dependent, we would have that p0(uνs|uν) = 1{uν=uνs}, where 1{.} is

the indicator function. To introduce this into the derivations, we parameterize

the probability mass function p0(uνs|uν) as the weighted average between p0(uνs)

and 1{uν=uνs} as

p0(uνs|uν) = (1− θ)p0(uνs) + θ1{uν=uνs} (5.14)

= (1− θ) (0.5− uνs(0.5− τ)) + θ
1 + uνuνs

2
,

where θ ∈ [0, 1] is a parameter defining the degree of dependency which gener-

ates an increasing covariance as θ increases in the interval [0, 1] such that θ = 0

implies the statistical independency of uν and uνs; and θ = 1 implies identical

dependency. Then, the probability mass function p0(u) can be calculated us-

ing this parametrization based on the recursion in (5.13). Hence, exhaustively

enumerating all possible u’s and running Algorithm TCS for each of them, one
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can calculate the false alarm rate Cτ in (5.11), which is not a practical choice.

Instead, through the conditional factorization in (5.12), we opt to simplify the

expression (5.11) and obtain an efficient recursion. To this end, for a given node

ν with depth 1 ≤ i ≤ L− 2, let us define the probability conditioned on uν that

Algorithm TCS does not declare a corruption in the tree rooted from ν denoted

by F(ν; uν) as

F(ν; uν) =
∑

uν∈B2L−i+1−2

Cc((uν , uν))p0(uν |uν).

Here, F(ν; uν) solely depends on the depth variable i due to the symmetric fac-

torization by the conditional independency from parents to children. Therefore,

the notation simplifies to F(i; 1) or F(i;−1). Using the 4 possible configurations

for (uν = 1, uνl, uνr), we can calculate F(i; 1) as a function of F(i + 1; .). Not-

ing that two of those configurations are the conclusive patterns, termination and

corruption patterns, we obtain

F(i; 1) = q21(−1) + 2q1(−1)q1(1)F(i+ 1; 1)F(i+ 1;−1),

where qi(j) = p0(vs = j|v = i) as a short hand notation; the second term corre-

sponds to the continuation of Algorithm TCS and the first term corresponds to

the terminating pattern. Unlike the second term, the first term does not have a

multiplier since the search stops at such a node. Note that the corruption pattern

is disregarded by definition. Similarly, we also have

F(i;−1) = q2−1(1)F2(i+ 1; 1) + q2−1(−1)F2(i+ 1;−1)
+ 2q−1(1)q−1(−1)F(i+ 1; 1)F(i+ 1;−1).

Recalling that we declare corruptions at leaf nodes on the basis of local anomalies,

we can further define

F(L− 1; 1) = q21(−1) and F(L− 1;−1) = q2−1(−1),

and provide the initialization to the recursion F(i; 1) and F(i;−1). On the other

hand, we never declare corruptions at the root since we are focused only on local-

ized corruptions, which is an exception and can be straightforwardly incorporated

in our recursions. In terms of the recursions regarding F(i; 1), the only change is
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that the corruption pattern should not be disregarded which does not lead to a

corruption detection and so does not stop the search. Then, we simply have

F(0; 1) = q21(−1) + q21(1)F2(1; 1)+

2q1(−1)q1(1)F(i+ 1; 1)F(i+ 1;−1);

and the recursion F(i;−1) stays valid for F(0;−1). Now that we have the recur-

sion equations defined for all depth levels on the binary tree, we can efficiently

calculate the false alarm rate of Algorithm TCS as follows. Letting R represent

the root node, we obtain from (5.11)

1− Cτ =
∑

u∈B2L+1−1

Cc(u)p0(u)

= p0(uR = 1)
∑

uR∈B2L+1−2

Cc((uR,uR))p0(uR|uR = 1)+

p0(uR = −1)
∑

uR∈B2L+1−2

Cc((uR,uR))p0(uR|uR = −1).

Then, recalling that p0(uR = 1) = 1 − p0(uR = −1) = τ , the false alarm rate Cτ

is given by

Cτ = 1− τF(0; 1)− (1− τ)F(0;−1), (5.15)

which is equivalent to first calculating the probability that Algorithm TCS never

declares a corruption and then subtracting this probability from 1.

Since the false alarm rate Cτ of Algorithm TCS (Tree-based Corruption Sep-

aration) in detecting the corruptions as found in (5.15) is independent from the

data, we conclude that the false alarm rate τ of the anomaly detection at each

node maps to a constant false alarm probability of our corruption detection Cτ .

Secondly, even though the dependency parameter θ does not appear, i.e., hidden,

in the expression (5.15), Cτ is clearly affected by θ. For example, if θ = 1, i.e.,

if the binary label of a child node is identically dependent on the parent label

and hence p0(uνs|uν) = 1{uνs=uν}, then it can be shown that Cτ = τ . If θ = 0,

i.e., if the binary label of a child node is independent with the parent label and

hence p0(uνs|uν) = p0(uνs), then obviously Cτ > τ . We experimentally discuss
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Figure 5.4: Solid (dash-dot) curves correspond to the realizations (hypothetical
results). The constant false alarm rate τ in detecting the local anomalies maps to
a global constant false alarm rate Cτ in detecting the corruptions with Algorithm
TCS (Tree-based Corruption Separation). We observe that setting θ ∈ [0.75, 0.8]
well approximates the relation between τ and Cτ . In case of the identical depen-
dency, i.e., θ = 1, Cτ = τ .

the quality of this hypothetical relation between τ and Cτ , cf. Fig. 5.4, and the

further details in Section 5.4.

In the following section, we explain the important points of our implementation

and discuss the corresponding computational complexity.

5.3 Computational Complexity

Computationally, the main building block in Algorithm TCS (Tree-based Cor-

ruption Separation) is the application of the anomaly test defined in (5.2), which

computes the train-to-train distance matrix DS(i, j) = d(si, sj) and the test-to-

train distance vector DX(j) = d(x, sj). Operating on these distances, the score

function defined in (5.1) for the test instance must be computed, which then
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requires the computation and sorting of RS(si;K). In addition, since we label

each node as anomalous or not in our tree expansion, these distances must ac-

tually be computed at each node with respect to the corresponding attributes,

e.g., DSVν
(i, j) and DXVν

(j) at a node ν. For this purpose, we adapt the “in-

tegral image” approach for the cases, where the standard Euclidean distance is

used. Namely, let us define the volume DS(i, j, k) =
∑k

h=1(sih − sjh)
2, ∀i, j with

1 ≤ k ≤ d; and DS(i, j, 0) = 0, ∀i, j (similarly for DX(j) ). Then, we simply have

DSVν
(i, j) =

√

DS(i, j, k2)−DS(i, j, k1) at a node ν, where Vν corresponds to the

set of attributes in positions between k1+1 and k2. The volume DS(i, j, k) and the

sorting of RS(si;K) can be computed offline once the training set is provided,

which defines a training phase complexity O(2L+1N2
s log2Ns), where sorting is

the dominant contributor. For a given test instance, we compute DXVν
(j) and

sort at each node ν in the expansion of our tree, which defines the test phase

complexity O(2L+1Ns log2Ns) for our algorithm, where sorting is the dominant

contributor. The computational load is multiplied by constant factors in case of

ranked Euclidean distance.

5.4 Experiments

In this section, we first discuss the efficacy of the false alarm rate estimation

method explained in Section 5.2.4 and evaluate the performance of the criti-

cal steps in Algorithm TCS (Tree-based Corruption Separation), which are the

corruption detection, localization and imputation. Then, we report the improve-

ments achieved by the proposed framework in several classification tasks in com-

parison to a baseline of two state-of-the-art algorithms.

In the first set of experiments, we adapted a 0 − 1 digit classification task

consisting of a training set of 1500 samples and a test set of 750 samples based

on the USPS data [123]. Each of these samples is a 16 × 16 gray scale image of

either a “0” image or a “1” image, where each pixel has a real intensity value

in [0,1]. We synthetically generate a corruption as described in Section 5.1 and

apply to each instance in the test set with probability π = 1
2
. To be more precise,
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for a test instance chosen to be corrupted, we (uniformly) randomly specify a

square region of size between (10 − 50)% of the total area, i.e., the number of

pixels in the chosen region is not less than 25 and not more than 128, overwrite

each pixel in this region with a value randomly (using the uniform distribution

UZ(z)) drawn from the interval [0, 1]. Then, after the training and test instances

are vectorized column wise such that s,x ∈ R
256, the proposed Algorithm TCS

is provided with the clean training data and run over the test set. We emphasize

that by this vectorization scheme, the corrupted square region corresponds to

multiple corrupted intervals in the vectorized observation. Hence, this example

also illustrates that Algorithm TCS can handle multiple corruptions. Ideally, the

neighborhood size parameter K for both imputation and corruption separation

purposes should be optimized at every node of our binary tree since the data

dimensionality from node to node varies. However, we opt not to optimize K

for presentational clarity and set as K = 8 near the midpoint of [1, 16], which is

empirically found appropriate. Using the 0 − 1 digit USPS data, we investigate

the response of the Algorithm TCS to the local anomaly detection false alarm

rate τ ∈ Γ = {0.001, 0.002, 0.004, 0.008, 0.016, 0.032, 0.064, 0.128} and the ranked

Euclidean distance parameter α ∈ ∆ = {0.375, 0.5, 0.75, 1}. As for the depth

parameter, we use the deepest possible tree with L = 6 such that the leaves are

associated with 4 pixels and hence, 1 pixel at least is then used in the distance

calculation with α = 0.375.

In Fig. 5.4, we compare the hypothetical false alarm rate Cτ we derive in

Section 5.2.4 with the corresponding experimental realizations with respect to

varying local anomaly detection false alarm τ ∈ Γ. The hypothetical map from

τ to Cτ is generated with several choices for the dependency parameter, θ ∈
{0.75, 0.8, 0.85, 1}, whereas the realizations correspond to several choices for the

distance parameter, α ∈ ∆. Our experiments indicate that when the statistical

dependency θ in (5.14) from a parent node to one of its children nodes, cf. Fig.

5.3, is chosen around 0.75, the relationship between the local anomaly false alarm

rate τ and the corruption detection false alarm rate Cτ is accurately modeled.

This experimentally shows that the labeling of local anomalies over a binary

partitioning tree shown in Fig. 5.1 can be considered as a directed acyclic graph.
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Figure 5.5: ROC curves for detection and localization of corruptions. Solid (dash-
dot) curves correspond to detection (localization) performances.

We also observe that in the case of Euclidean distance, i.e., hα with α = 1, while

θ ∼ 0.75 is more accurate for small τ ’s, θ tends to approach 0.8 as τ increases

for a better modeling. This small deviation mainly happens since the conditional

independency assumption explained in Fig. 5.3 does not hold in case of Euclidean

distance for a certain pattern. Namely, although the labeling for a parent and its

children nodes as −1, 1, 1 (a normal parent node with anomalous children nodes)

is not possible with the standard Euclidean distance due to the test defined in

(5.2), the directed acyclic graph modeling assigns it a positive probability, which

then overestimates the corruption detection false alarm rate. Nevertheless, this

positive probability is the smallest among the ones assigned to the all possible

patterns of three nodes as desired and hence, the ordering of the patterns in

terms of their probabilities is still reasonable even in the case of the Euclidean

distance. On the contrary, since this pattern is also possible in the case of the

ranked Euclidean distance, the accuracy of our hypothetical results improves as

α decreases.

Next, we study the corruption detection and localization performance of our

algorithm on the 0− 1 digit USPS data. In Fig. 5.5, we plot the empirical false
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Figure 5.6: Distance-wise imputation quality with τ ∈ Γ.

alarm rates versus the empirical true detection rates in terms of both corruption

detection and corruption localization with respect to τ ∈ Γ. Here, the true detec-

tion rate is the empirical probability, i.e., relative frequency, of a truly corrupted

data instance (data attribute in case of localization) to be declared corrupted

and, the false alarm rate is the empirical probability of a truly uncorrupted data

instance (data attribute in case of localization) to be declared corrupted. As we

discuss in Section 5.2, the ranked Euclidean distance is experimentally shown

to produce a better detection as well as localization performance on the USPS

data as α decreases. Recall that for a small α around 0.5, we enforce a corrup-

tion to be widely spread for Algorithm TCS to detect it at a node, which then

clearly improves the localization. Similarly, the corruption detection performance

also improves as α decreases. Since the ranked Euclidean distance disregards a

certain fraction of largest attribute-wise deviations, Algorithm TCS behaves con-

servatively in declaring corruptions. This reduces the false alarms in terms of

the local anomalies and in turn, reduces the false encounters of the terminating

pattern shown in Fig. 5.2b. Hence, the corruption search is not stopped mis-

takenly, and Algorithm TCS does not miss certain corruptions, which leads to a

better detection rate with the ranked Euclidean distance using a small α around

0.5. We emphasize that the local anomaly detection false alarm rate τ can be set
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Figure 5.7: Several visual examples on USPS dataset.

independently for detection and localization to precisely determine the operating

point on the ROC curves in Fig. 5.5. However, in this study, we use one single

τ in all phases of Algorithm TCS. Note that when the false alarm rate is set

around 0.1−0.2, our algorithm is able to provide a detection rate around 0.9 and

a localization rate around 0.8.

On the other hand, the ranked Euclidean distance parameter α cannot be

made arbitrarily small. Observe that with small α, only a small fraction of

attributes are used in determination of NNs
(xVνs

) in (5.7) despite that the rest of

the attributes might be informative through the local correlations and hence, the

imputation quality degrades. We illustrate this effect in Fig. 5.6, where we use

the improvements in the distance wise deviations after imputation to measure

the imputation quality. For this purpose, we define

1

Nc

Nc
∑

i=1

hα=1(x̄i,xi)− hα=1(x̄i, x̂i)

hα=1(x̄i,xi)
(5.16)

as the distance wise imputation quality, where Nc is the number of the corrupted

test instance (which is approximately 750π), xi is a corrupted test instance, x̄i

is the uncorrupted original instance and x̂i is the corresponding instance after

imputation. Note that this quality metric measures on average how much of the
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Figure 5.8: On the left is the (uncorrupted) true data scatter; mean separation
between two classes: 5.95, linear SVM accuracy: 99.71%. In the middle is the
corrupted data scatter; mean separation: 4.19, classification accuracy: 90.57%.
On the right is the imputed data scatter; mean separation: 5.37, classification
accuracy: 96.85%, which corresponds to ∼ 68.0% improvement both in terms of
the mean separation and classification.

distortion by the corruption is recovered after imputation. The average imputa-

tion quality defined in (5.16) is plotted versus the local anomaly detection false

alarm τ ∈ Γ in Fig. 5.6. We first observe that for large τ , since the false alarm rate

is also large, the imputation even further disturbs the data. Secondly, for small

τ around 0.01, the proposed imputation technique is able to correct a corrupted

instance up to 12% in case of α ∼ 0.75. Moreover, our experiments also indicate

that for α less than 0.5, the ranked Euclidean distance is not able to produce de-

sirable results despite its superiority in terms of detection and localization, which

reinforces our discussion that α cannot be made too small.

Unlike an MMSE based approach, our MAP based imputation does not target

at minimizing the reconstruction error but the most likely replacement for a

corruption. Indeed, an MMSE based estimator for imputation would produce

visually blurry results, for instance on the USPS data. In this regard, we present

several visual examples that the proposed framework generates on the USPS data

with τ = 0.016, α = 0.75, K = 8 in Fig. 5.7. Note that the presented visual

examples tend to generate image gradients that are naturally aligned with the
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Figure 5.9: The proposed algorithm TCS-MAP is compared with two baseline
algorithms TCS-NN and M-NN in terms of the classification tasks on several
benchmark data sets. Average improvements in classification accuracies after
imputation are presented for all methods in the cases of clean data training and
%5 corrupted training.

image statistics. We also observe some cases, where the corruption along a border

between the cells of our partitioning tree remains after the imputation, cf. the

second last column in Fig. 5.7. The residual corruptions in such cases can be

handled by increasing the depth of the tree or using m-ary trees as opposed to

binary splits, which is not in the scope of this study. In addition to the visual

comparisons, we also evaluate the performance of the introduced framework in

terms of the classification purposes. On the described 0− 1 digit USPS data, we

report the data scatter plots of the test instances in Fig. 5.8, where we project

the original, corrupted and imputed test data onto the two eigen vectors of the

training set with the largest eigenvalues for visualization. We clearly observe a

better class separation between two classes after the imputation, when compared

to the class separation in the corrupted data.
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We emphasize that since the proposed tree based corruption separation frame-

work is a comprehensive one such that it operationally covers the partial solutions

in the corresponding literature, it is not possible to provide a perfectly fair com-

parative analysis. Nevertheless, we compare the proposed framework with a base-

line of algorithms constructed using the methods [122, 129] in terms of the clas-

sification tasks over the several well-known machine learning data sets [123,124].

One of these methods, “TCS-NN”, consists of the same tree-based corruption

separation (TCS) procedure that we propose but utilizes -instead of our MAP

imputation- the nearest neighbor (NN) imputation technique [129], which finds

the nearest neighbor of a corrupted instance with respect to the sibling attributes

of the corrupted node and imputes. The other method, “M-NN”, also utilizes the

nearest neighbor imputation but does not have a fine/detailed corruption sepa-

ration step. Instead, it splits an instance into M different segments [122], applies

anomaly detection to each segment and imputes an anomalous segment by its

nearest neighbor that is found with respect to the neighboring segment.

In these experiments, we use a depth-4 tree for our Algorithm TCS leading

to 16 leaves/segments in the finest level with K = 8. For each data set, after

scaling each data attribute into the interval [0,1], we randomly choose 11 splits of

the scaled data such that 2/3 of each split is reserved as the training (reference)

data set (at most 1000 instances), and the rest is reserved as the test data set

(at most 500 instances) in each split. Moreover, every instance in the test set of

each split is randomly corrupted/overwritten from the uniform distribution with

the support [0, 1] in a random interval of attributes, which includes at least 10%

of the attributes (dimensionality) and at most 50% of them. Since 30 = 50+10
2

%

of each test instance is corrupted on average, choosing M = 4 is appropriate

for the method “M-NN”. We also present results for the case M = 16. The

first split is used for parameter selection purposes1, e.g., C parameter of a linear

1The same values for the parameters α, τ is used for both “TCS-MAP”, and “TCS-NN”
to fairly and clearly observe the effect of using NN imputation instead of MAP imputation
since using the same rate τ for both methods leads to the same CFAR in corruption detection.
In another separate experiment cf. Table 5.1, we directly and explicitly compare the two
imputation methods with the standard Euclidean distance only. The same τ is also used for
“M-NN”, which definitely favors “M-NN” since it corresponds to a lower CFAR for “M-NN”.
Euclidean distance, α = 1, is always used for “M-NN”. Depth is always 4 with K = 8. C is
always common to all methods.
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SVM, α, and the remaining 10 splits are used for performance analysis. Then, in

each of the remaining 10 splits, we train a linear SVM classifier on the training

set and compute the classification accuracy on the uncorrupted, corrupted and

the imputed test data. In Fig. 5.9, we report the average of improvements and

the corresponding standard deviation of the average improvement (std. of the

improvements divided by
√
10 is reported, i.e., std. of the mean value estimator)

in terms of the classification accuracy on the imputed test data over 10 splits.

The improvement in classification accuracy is calculated as

% Improvement = 100× acc(X̂)− acc(X)

acc(X̄)− acc(X)
,

where acc(X̄) (acc(X), acc(X̂)) is the classification accuracy -after clean data

training- on the original uncorrupted test data X̄ (on the corrupted test data X,

on the imputed data X̂). Furthermore, in order to evaluate the robustness to

corruptions in the training sets and to address the cases where clean data is not

available, we randomly choose the 5% of each training data of each split, corrupt

with the same corruption model and then repeat2 the same experiments. The

results are summarized in Fig. 5.9.

We observe that the proposed framework is successful at undoing the adverse

effects of corruption and always provides (positive) improvements up to ∼ 80%

after imputation in terms of the classification performance. Additionally, when

the drop in accuracy due to the corruptions is relatively low, e.g., 5 units of drop

from 80% to 75%, even a 1 unit gain after imputation corresponds to 20% = 1
5

improvements, which naturally results in relatively high standard deviations, cf.

Sonar data set in Fig. 5.9. Moreover, the proposed framework is shown to be

robust to corruptions in the training data by these experiments.

Our algorithms, “TCS-MAP” (Tree-based Corruption Separation with MAP

imputation), perform significantly better than the method “M-NN” and compa-

rably with the method “TCS-NN”. We point out that the method “TCS-NN”

2Exactly the same splits with the same parameters are used. The only difference is that 5%
of each training set is corrupted. Note that in these experiments, we first train a linear SVM
using clean training data and then test the trained model on uncorrupted (clean) test data,
corrupted test data and corrupted test data imputed by the clean training data and corrupted
test data imputed by %5 corrupted training data.
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strongly relies on the proposed tree-based corruption separation framework, which

is the main reason underlying the success of “TCS-NN”. (Note that both of the

methods “M-NN” and “TCS-NN” uses the NN imputation but “M-NN” does not

have the proposed tree-based corruption separation step and the method “M-NN”

is outperformed by “TCS-NN”.) The method “M-NN” occasionally even further

corrupts the data, cf. the negative improvements for Sonar or G241c or G241n.

Moreover, it is difficult to choose between the methods “4-NN” and “16-NN”

since there is no clear superiority. Namely, there is definitely a scaling issue for

the method “M-NN”. If the corruption in an instance covers a small portion, e.g.,

10%, then choosing M too large would leave several undetectable corruptions in

addition to imputing large chunks of clean data due to the false alarms (negative

improvements). Similarly, if the corruption in an instance covers a large portion,

e.g., 50%, then choosing M too small would not only again harden the anomaly

detection (due to the use of insufficient data in detecting corruptions) but also

complicate the imputation since on what to condition the imputation becomes

ambiguous. For a good imputation in this case, one would need to identify (with

significant imperfections due the use of insufficient data because of a small M) all

the corrupted and uncorrupted segments; and then condition the imputation on

uncorrupted ones, which leads to a non-homogenous different evaluation for every

instance that requires computationally a very high load. Therefore, choosing an

appropriate M is in general hard since it must depend on the amount of the cor-

ruption, which might be unknown and random. The proposed framework resolves

this scaling issue in a computationally efficient way via the binary searches and

fast imputations. Moreover, our algorithm “TCS-MAP” is experimentally shown

to be also robust to corruptions in training data in the sense that it strongly

preserves its corruption separation/imputation capabilities even after including

5% corruptions in training.

In our experiments with uncorrupted (clean) data training, the MAP imputa-

tion and the NN imputation (only when combined with the proposed tree based

corruption separation) performs comparably, which is due to the sparsity of the

data compared to the dimensionality. However, we first note that the MAP es-

timator yields the NN estimator, if the neighborhood size is set K = 1 in the
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Table 5.1: Performance (MSE and Classification) of the proposed MAP Impu-
tation on the data sampled from a 2 component Gaussian Mixture Model. The
MAP Imputation is consistently better than the NN (K = 1) Imputation for all
K’s.

K 1 4 8 12 16
MSE 2.90 2.31 2.19 2.14 2.12

% Classification Accuracy 79.49 80.13 80.45 80.74 80.86

imputation phase, which can easily be achieved via cross validation forK. Clearly,

with such a cross validation, the MAP imputation can only perform better than

the NN imputation and we opt not to optimize K for presentational clarity. Ad-

ditionally, the NN imputation is definitely sensitive to corruptions in the training

data since the attributes of the nearest neighbor that are used for imputation

can also be corrupted with a certain probability, e.g., with probability 0.05 in our

experiments. On the other hand, that possibly (with probability 0.05) corrupted

nearest neighbor would achieve a lower score value p̂K(x) if it was truly corrupted

and it would not be picked by our MAP estimator for imputation. Thus, the pro-

posed MAP estimator can handle such situations and is robust to corruptions,

where the NN imputation performance potentially degrades more. In fact, in

our experiments, the MAP imputation either enhances its superiority or becomes

superior or approaches NN imputation for most of the data sets after including

corruptions in training, e.g., Image or Ringnorm data sets in Fig. 5.9.

To further demonstrate the power of the proposed estimator, we devise a sepa-

rate experiment, where we use a data set consisting of two Gaussian components

with unitary covariances. We use the means [1,−1] and [−1, 1] for positive and

negative classes, respectively. We generate 1000 samples as the training data,

(500 for each class), and next suppose that the second attribute of each sample

is corrupted/missing; and therefore imputed by our MAP estimator with vary-

ing neighborhood size K and the NN estimator. Note that in this part, we use

standard Euclidean distance only. After repeating this 100 times, the resulting

imputed data is compared to the original training data in the MSE sense and

in terms of the classification accuracy. We summarize our findings in Table 5.1,
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where the MAP imputation with K = 1 coincides with the NN imputation. The

MAP imputation is consistently better than the NN imputation as expected. For

instance, when K = 12, we obtain 26% improvements in the MSE sense; and

10% improvements in terms of the classification (original classification accuracy

is around 92%).

5.5 Discussion

We introduce a comprehensive framework for handling localized and severe data

corruptions. The novel contributions of the proposed framework includes (i) a

first algorithm to jointly detect and localize such corruptions by identifying the

local anomalies, (ii) a Maximum A Posteriori based estimator for imputation;

and a distance measure for corruption separation purposes, (iii) computational

efficiency via the binary searches and the fast imputations, and (iv) a character-

ization for anomalous observations, e.g., rarities, incompatible combinations and

corruptions. We point out that our algorithm does not assume prior information

or a model for the input data and instead, works in a completely data driven way.

Furthermore, we present a false alarm rate analysis of the introduced framework

and demonstrate that the desired false alarm rate in detecting corruptions can

be set independent of the input data without parameter tuning. Through exten-

sive experiments on real life benchmark data sets, we show that our algorithm

provides signicant improvements in terms of classication purposes with strong cor-

ruption separation. The proposed algorithm significantly outperforms the typical

approaches and is robust to varying training phase conditions.

We show that the anomaly detection -in addition to being a stand alone impor-

tant learning problem- can be successfully incorporated into the online learning

framework for corruption handling purposes. Hence, an anomaly detection must

be designed efficiently for online learning from sequential data with corruptions.

To this end, we also drop the batch processing requirements in Chapter 4 and

Chapter 5 and propose an online anomaly detection algorithm for time series data

in Chapter 6.
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Chapter 6

Online Anomaly Detection under

Markov Statistics with

Controllable Type-I Error

Detection of anomalous patterns is of great interest in signal processing [161–164]

and machine learning [25] since the irregular data due to an anomaly often detri-

mentally affects the target application and might even require special actions in

certain scenarios [25, 165, 166]. For instance, a hacked computer/mobile device

produces suspicious network traffic [167]; or an illegal U-turn in an intersection

scene creates anomalous video data [163]; or an anomalous pattern in the electric-

ity consumption data of a factory should definitely raise concerns [122]. Similarly,

visual occlusions generate unpredictably irregular video data and reduce the ob-

ject recognition rates [9]. In this chapter, we study the anomaly detection problem

for the temporal data in the online setting and propose a novel and computa-

tionally highly efficient online algorithm. The proposed algorithm sequentially

receives a time series, learns -in an online manner- the nominal attributes in the

data and detects the anomalous subsequences. We use the Neyman-Pearson (NP)

characterization [11] for the anomalies and nearly achieve a constant controllable

false alarm rate with maximum possible detection power regardless of whether

the source is stationary or non-stationary. The proposed algorithm is able to
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process data at extremely high rates with linear complexity in the size of the

streamed data and therefore, it is especially suitable for big data applications.

Moreover, we do not require parameter tuning to match the desired rates even if

the source statistics change.

There exists an extensive literature on anomaly detection [25,161,163,165,166]

and the problem is studied under different nomenclature depending on the

anomaly types such as novelty detection [162, 168, 169], outlier detection [164,

170,171], one class learning [118,172], intrusion detection or fault detection [173].

However, as the first time in the literature, we focus on online anomaly detec-

tion in stationary or non-stationary fast streaming temporal data with online

controllability of the Type-I error that maximizes the detection power without

requiring parameter tuning. Thus, the presented study considerably differs from

the literature. We consider that the controllability of the false alarm rate is a

crucial capability especially in the context of anomaly detection since anomalies

in general draws attention and provides actionable information. In this regard,

a number of false alarms more than a bearable rate is clearly frustrating and

hence potentially risks the practicality of the algorithm [26, 120]. For this rea-

son, we study the problem in the binary hypothesis framework by using the NP

formulation [11], where we explicitly bound the false alarm rate (i.e. minimiz-

ing Type-I error) while achieving the maximum detection power (i.e. minimizing

Type-II error). Although the NP approach is successfully applied to anomaly de-

tection [26, 120, 164], the online implementation of the NP solution has been left

unexplored. Furthermore, the existing batch NP solutions are typically based on

the assumption of independent and identically distributed (i.i.d.) observations,

which hardly holds in the case of temporal observations, where the data is typ-

ically highly correlated in time and non-stationary. On the contrary, we model

such intrinsic correlations by using Markov models without assuming stationary

source statistics, i.e., the source might be strictly non-stationary in our work.

Our method falls in the category of statistical anomaly detection with modeled

nominal densities [25,174], where an anomaly is an observation that is (suspected

to be) not generated by the assumed nominal stochastic model, i.e., not consistent

with the majority of the typical observations. One may argue that assuming a
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certain shape (which is also unknown) for the nominal distribution is too restric-

tive [120] and it is difficult to estimate its attributes when the data is limited.

However, in our case, the issue is not scarcity of data but its availability in huge

amounts and the resulting strict real time processing requirements. Moreover, the

assumed stochastic nominal density model (Markov model) in this chapter is not

restrictive since we exploit the generality of the well known Wold decomposition

theorem [175] for stationary intervals in a non-stationary processes.

A popular approach in statistical anomaly detection is to consider the distance

from a suspicious instance to the nominal set of data. In [176], if the k’th min-

imum distance is sufficiently large, then an anomaly is declared. This approach

has deep theoretical roots in terms of the false alarm controllability. The rankings

of these k’th distances are used in [177] to bound the number of false alarms in

a computationally relatively more efficient manner (via an approximate nearest

neighbor calculations). Such rankings have shown in [120] to be an asymptoti-

cally consistent estimator for inclusion in the Minimum Volume (MV) set, which

is the optimal decision region (after taking the complement) for anomalies in the

NP formulation when the anomalies are assumed to be uniformly distributed,

cf. [26]. The method in [120] impressively avoids the explicit calculation of the

MV set but rather calculates the sufficient membership indicator via the k’th

rankings. Another method is the Geometric Entropy Minimization (GEM) [178],

which compares a test instance with only the most concentrated subset of the

nominal training data that is asymptotically convergent to the MV set. A com-

putationally tractable algorithm for GEM is also provided in [178], which however

does not maintain the original statistical guarantees.

We also use the MV set approach to detect anomalies in temporal data. How-

ever, our goal is to obtain a computationally scalable algorithm while maintain-

ing the NP optimality, i.e., Type-I error controllability with maximum detection

power. These methods [26, 120, 176–178] are computationally too demanding

for real time processing in fast streaming data applications. For instance, the

method [120] requires pair-wise distance calculations and sorting to obtain the

rankings and essentially to order the likelihoods, which results in quadratic com-

plexity in data size. Thus, one can hardly use such methods in our framework,
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although they are impressive batch processing techniques. On the contrary, in-

stead of such distance calculations and orderings, we directly approximate the

distribution of the likelihoods under the general Markov models for temporal

data and analytically calculate the desired quantile for the MV set. This allows a

computationally highly efficient and online implementation of the NP approach

with controllable Type-I error and maximum detection rate. Moreover, we do

not require (like [120] and unlike others) parameter tuning to match the desired

false alarm rate and also, we do not assume (unlike these methods) stationary

data source.

Another statistical technique that discriminates a concentrated subset of nom-

inal data as the decision region is the one class SVM [118], where the nominal

data is lifted to a high dimensional space such that it is separated from the

origin with the maximum margin. Similar approaches via the minimax prob-

ability machine in [179] and a linear programming solver (instead of quadratic

programming of [118]) in [180] have also been proposed to obtain efficient and ro-

bust implementations. Nevertheless, none of these methods directly address our

online processing needs as they are basically batch techniques (without update

procedures) requiring at least quadratic processing complexity. Also, the false

alarm controllability is not explicitly considered in these studies [118, 179, 180].

The goal in this chapter is to detect anomalous subsequences in a time se-

ries. This instance of the problem for temporal data (not in the i.i.d. batch

setting like [25, 26, 120]) has also been considered, cf. [181–192] and the refer-

ences therein. However, most studies do not address the problem in the online

setting and they assume stationary source statistics [165,166]. An anomaly score

is assigned to each fixed length subsequence using the pair-wise distances among

all possible such subsequences in [181] and the detection is based on the mag-

nitude of the anomaly score. Several approaches [183–186] are then proposed

to relieve the computational burden of the pair-wise distance calculations such

as tree representations and prunings [182], local hashing [183] and Haar trans-

form [185,190]. Instead of the standard Euclidean distance, a compression based

similarity measure is also investigated in [187,188]. Several other methods exists,

which consider unevenly sampled stochastic processes [189] as well as differently
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defined anomalies [166, 191, 192]. Despite the impressively efficient implementa-

tions (for instance [182, 186, 188, 192]), the model free setting along this line of

research requires to investigate pair-wise relations or extract/apply complex fea-

tures/transformations. Hence, their solutions are essentially not appropriate to

process large scale data in real time due to their computationally heavy require-

ments. In contrast, we exploit the availability of the data in huge amounts and

therefore the ability to precisely estimate a general Markov model, which conve-

niently avoids such complex computations. Additionally, unlike these discussed

studies, we ensure the false alarm controllability without parameter tuning even

in the case of the non-stationary sources.

Markov models are also frequently used for anomaly detection in temporal

data [8, 25, 163, 165, 166, 193–196]. Given a Markov model with unknown param-

eters, the parameters are first estimated in the training phase and thereafter,

if the probability of a test instance is sufficiently small compared to a thresh-

old, then an anomaly is declared in these studies. In [193], this approach is

successfully demonstrated for first order Markov models, where the extension to

the desired generality with higher order is straightforward. Efficient representa-

tions for large alphabet sizes is considered in via a suffix tree used in conjunction

with a finite state automata in [196]; and also an extended finite state automata

in [194,195]. In [8], anomalies are defined as labeling errors in case of the hidden

Markov models and their effects on state recognitions are investigated. Another

successful application is the video anomaly identification [163], where pixel based

motion patterns are modelled under first order Markov statistics and the suffi-

ciently unlikely patterns are labeled anomalous. Markov models are generally

efficient and can be extended to online implementations. However, it is difficult

to related the threshold parameters in these studies to the false alarm rates, and

even once tuned correctly; re-adjustments is necessary, if the source statistics

change. For instance, in [163], extensive Monte Carlo simulations are required

to find an appropriate threshold. In contrast, our algorithm does not require

parameter tuning, i.e., it is parameter-tuning free, regardless of the stationary

or non-stationary source statistics and nearly guarantees the specified bearable

false alarm rate (it operates at a constant false alarm rate). Although there
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exist other efficient online anomaly detection methods [197–201], some of which

also handle non-stationary sources with successful update procedures [197, 198],

they are either heuristically developed; or not sufficiently efficient to handle big

data applications or based on complicated parameter tunings. Moreover, they

do not consider the false alarm rate controllability. On the other hand, the pro-

posed algorithm operates in an online manner on a fast streaming stationary or

non-stationary temporal data at a desired false alarm rate while maximizing the

detection power without a parameter tuning to achieve the desired rate. In this

regard, we are the first to study the problem with these practical statistical and

computational constraints.

We provide the problem formulation in Section 6.1. After the proposed method

is described in Section 6.2, we present our online algorithm in Section 6.3. We

demonstrate the performance of our algorithm in Section 6.4 through several

numerical examples and simulations. The chapter concludes with final remarks

in Section 6.5.

6.1 Problem Description

We first concentrate on the stationary sources, then proceed to non-stationary

settings in Section 6.3 and present examples in Section 6.4.

We consider a real valued, bounded, stationary and ergodic discrete time

stochastic process Xt, i.e., Xt ∈ R, and |Xt| ≤ A ∈ R
+. Our goal is to de-

tect anomalous subsequences, i.e., windows, in a given realization xt from the

process Xt. For this purpose, we define a (sliding) window sequence {wn}Ln=1 of

window length L at a time t with wn = xt−L+n. Note that the definition of the

window sequence depends on the time t, which is not shown in “wn” for notational

simplicity. Then, we decide whether the sequence wn is statistically consistent

with the underlying process Xt, i.e., anomalous, or not.

An anomaly often occurs due to an external factor overwriting the actual data
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or an abrupt change in the source statistics [9, 25]. Since the characteristics of

such an external factor or a sudden change cannot be predicted beforehand, it

is reasonable to assume that an anomaly can be at any point in the observation

domain, i.e., it is uniformly distributed [9, 26, 120]. To detect anomalies of this

kind, we formulate the problem in the Neyman-Pearson (NP) testing framework,

where one minimizes the miss rate at the cost of a pre-specified false alarm rate

τ ∈ [0, 1]. The NP test in this regard declares an anomaly when

f(wn) ≤ δ(τ, L), (6.1)

such that1 δ(τ, L) =

max







ν :
∑

∀sn:L(sn)=L

1{f(sn)≤ν}f(sn) ≤ τ







, (6.2)

where f(wn) is the probability mass function (p.m.f.) for a nominal window Wn

from Xt and L(sn) is the length of the sequence sn.

Note that the summation in (6.2) is over all possible windows sn of length L,

i.e., L(sn) = L; therefore, the threshold δ depends on L. Since the process Xt is

stationary, the p.m.f. f(wn) accepts a common form across all windows of Xt but

its form depends on the window length. Although “fL(wn)” would be a proper

notation, we drop the subscript for simplification in notation.

Since wn is random, the log-likelihood z
△
= log f(wn) is also random with the

corresponding density2 fZ(z). Then, the same test in (6.1) can be also be written

in the log-likelihood domain as

z ≤ δ(τ, L), (6.3)

11{h} is the indicator function such that 1{h} = 1, if h is TRUE; and 0, otherwise. |.| is the
size of a set or determinant of a matrix or an absolute value depending on the argument. All
listings of the form [.]i generates a column vector and {.}i generates a set. X′ is the transpose of
a matrix X. ⌊.⌋ is the floor operation for a scalar x, i.e., ⌊x⌋ = max{y ∈ Z : y ≤ x}. We use the
“±” notation to refer to corresponding cases respectively, i.e., x± = y± : x+ = y+ and x− = y−.
All logarithms are natural logarithms.

2We simply use “density” or “distribution” interchangeably while referring to the probability
density or mass function of a random variable. The log-likelihood z = log f(wn) is also time
varying, however, we drop the subscript for notational simplicity.
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such that

δ(τ, L) = max

{

ν :
∑

∀z
1{z≤ν}fZ(z) ≤ τ

}

.

The log-likelihood variable z still implicitly depends on the length L since the

summation is actually over ∀z : ∃sn with z = log f(sn) and L(sn) = L. This

test (the Neyman-Pearson (NP) test) is the “most powerful” in the sense that it

yields the highest detection rate at the false alarm level τ when the anomalies

are uniformly distributed [9, 26, 120].

Our aim is to devise computationally efficient online (with linear complexity in

the number of processed instance) NP tests for anomaly detection for time series.

6.2 Anomaly Detection under Markov Statistics

The problem described in Section 6.1 requires one to determine not only the

log-likelihood z = log f(wn) but also the density fZ(·) of the log-likelihood in

addition to the threshold δ. For this purpose, we propose to model the underlying

stochastic process Xt by a Discrete Time Markov Chain (DTMC) in Section 6.2.1

and obtain the density fZ(·) in Section 6.2.2. Then, we propose our anomaly

detection methods in Section 6.2.3, for which an efficient algorithm is presented

in Section 6.3 that sequentially operates in a truly online manner.

6.2.1 Observation Model

We model the unknown density f(·) by a Discrete Time Markov Chain (DTMC)

that is assumed to govern the actual process Xt. Suppose that the range [−A,A]
bounding Xt is split into N intervals defining the states 1 ≤ i ≤ N of the

underlying DTMC with the amplitude intervals Ii = [−A + (i− 1)∆,−A+ i∆),

where ∆ = 2A/N is the length of each interval. We assume that at each time step,

the process Xt preserves its state i, i.e., it stays in the corresponding amplitude
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interval, with probability λi and makes an up/down or right/left transition with

probability pi(i+1) or pi(i−1): λi+pi(i+1)+pi(i−1) = 1. Note that since the process Xt

is bounded, no transitions are allowed out of the boundaries. The resulting birth-

death type process is illustrated in Fig. 6.1. The number N of amplitude levels

in this model is chosen to ensure for any realization xt and at any time t, we have

the condition |xt−xt−1| ≤ ∆. We emphasize that any continuous time continuous

source can be forced to satisfy this if it is sampled at a sufficient rate and any

discrete time source can be forced to satisfy this if it is sufficiently up-sampled

[202,203]. We also emphasize that in this study, we concentrate on discrete time

sources, however, our work can be straightforwardly extended to continuous time

processes. For instance, an immediate corresponding model would be obtained

via a Continuous Time Markov Chain (CTMC) with exponentially distributed

state holding/waiting times [204].

By the introduced DTMC model, we consider the small variations of a signal at

any state i as insignificant variations, i.e., as contamination/noise, and hence dis-

card them. Instead, we concentrate on the transitions (large variations)/waiting

times (persistency) between/at states. In fact, within state variations become

increasingly minute as the number N of the states/regions of the amplitude in-

creases. For example, two different sequences w
(1)
n → yn and w

(2)
n → yn mapping

to the same state sequence yn, where yi ∈ {1, 2, ..., N} is the state of the i’th

observation in w
(j)
n , are considered “same” up to small variations. In this sense,

we can continue our derivations with only the state sequence yn without further

need to refer to the actual sequence wn. However, to emphasize the effect of the

introduced DTMC as a mapping from wn to yn and the corresponding equiva-

lence in between, we opt to use “wn” to refer to both the state sequence yn and

the actual sequence wn simultaneously unless it is necessary to explicitly state

the distinction. For example, f(wn) is -to be more precise- the probability of the

state sequence yn under the introduced DTMC model.

Based on this DTMC model, the density f(wn) of a window wn from xt of
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+
i log (
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λi
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λi
) + θi log (λi)
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Figure 6.1: A 3-state (N = 3) Discrete Time Markov Chain (DTMC) modeling
of the process Xt and a corresponding realization wn, i.e., a window from xt, is
presented. The time series wn is anomalous due to the two short-term irregular-
ities it includes: In the boxed region on the left, it has an abnormally too long
waiting time at state 1; and in the boxed region on the right, it has abnormally
too many state transitions.

finite length L is given by

f(wn) = πl1λ
t̄Nl

−1

lNl

Nl−1
∏

i=1

λt̄i−1
li

plili+1
,

where πl1 is the prior probability for the initial state l1 that accounts for the

initial conditions, t̄i is the waiting time for the window wn at the state observed

right before the i’th transition, i.e.,

t̄i = ti − ti−1, for 1 ≤ i ≤ Nl,

where ti is the time of the last observation before the i’th transition with t0 =

0. Also, {li}Nl

i=1 with li ∈ {1, 2, ..., N} is the corresponding sequence of states

125



observed before each transition. Note that the last transition is hypothetically

assumed to be tNl
= L and Nl is the total number of transitions, which can be

as small as only 1 transition. The log-likelihood is then given by

log f(wn) = log πl1 + (t̄Nl
− 1) log λlNl

+

Nl−1
∑

i=1

(t̄i − 1) logλli + log plili+1
. (6.4)

If we accumulate a total waiting time θj at state j as

θj =

Nl
∑

i=1

1{li=j}t̄i,

then by re-arranging (6.4) in terms of the observed unique states, we obtain

log f(wn) = log πl1 − log λlNl

+
N
∑

i=1

k+
i log

pi(i+1)

λi

+ k−
i log

pi(i−1)

λi

+ θi log λi, (6.5)

where ki = k+
i + k−

i is the total number of state i observations in li with the

exception that klNl
= k+

lNl
+ k−

lNl
+ 1 and k+

i (k−
i ) is the number of “up/down”

(“right/left”) transitions from state i in wn, i.e.,

k+
j =

Nl−1
∑

i=1

1{li<li+1,li=j}, k
−
j =

Nl−1
∑

i=1

1{li>li+1,li=j}.

Note that the log-likelihood expression in (6.5) is exact with the convention

pi(i+1) = pj(j−1) = 0 log 0 = 0 when i = N or j = 1 to handle the boundary

conditions.

Remark: We observe that a significant reduction via the proposed observation

model is possible with no or limited information loss. Since our DTMC model

is a birth-death type Markov chain, the number of up and down transitions

between two states must be equal due to the Global Balance (GB) equations,

i.e., k+
i = k−

i+1. To be more precise, k+
i = k−

i+1 ± 1 is also possible depending

on the first and the last states l1 and lNl
; however, we ignore those conditions

for sufficiently long observations. Therefore, the accumulated total waiting times
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θi’s at each unique state as well as the corresponding number k+
i of transition

occurrences provide sufficient statistics and are the only signal attributes to be

necessarily stored, i.e., storing the actual observation wn is unnecessary. In this

sense, dw = {θi, k+
i }Ni=1 is a complete set of descriptors of dimensionality 2N − 1

that is independent of the length of the sequence wn. Note here that k+
N=0

and the initial state l1 are also not counted since their contribution via πl1 are

negligible.

We point out that the signal descriptors {θi, k+
i , k

−
i }Ni=1 as well as the model

parameters {λi, pi+1, pi−1}Ni=1 and therefore the log-likelihood expression in (6.5)

can be calculated/estimated sequentially in an efficient manner, cf. Section 6.3.

We derive the log-likelihood density in the following Section 6.2.2 in order to later

devise our anomaly detection methods in Section 6.2.3.

6.2.2 The Log-likelihood Density fZ

In this part, we approximate the probability density of the log-likelihood log f(wn)

in order to efficiently find the threshold of the anomaly detection test formulated

in Section 6.1. We start with concentrating on the random variables k±
i , i.e., k

+
i

and k−
i , in log f(wn); and then continue with θi for this derivation.

Let us define p̂i(i+1) =
k+i
θi

= pi(i+1)+ǫ+i and p̂i(i−1) =
k−i
θi

= pi(i−1)+ǫ−i , in which

ǫ+i and ǫ−i are the corresponding estimation errors. Then, we can write (6.5) as

log f(wn) = log πl1 − log λlNl
+

N
∑

i=1

θi(pi(i+1) + ǫ+i ) log
pi(i+1)

λi

+ θi(pi(i−1) + ǫ−i ) log
pi(i−1)

λi

+ θi log λi

= log πl1 − log λlNl
+

N
∑

i=1

θihi +
N
∑

i=1

θih
ǫ
i ,

where hi is a constant with

hi = pi(i+1) log
pi(i+1)

λi

+ pi(i−1) log
pi(i−1)

λi

+ log λi
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and hǫ
i is an approximation term with

hǫ
i = ǫ+i log

pi(i+1)

λi

+ ǫ−i log
pi(i−1)

λi

.

The singularities due to the boundary conditions in our derivations are all

of the form x log x evaluated at 0, which can easily be removed by the zero

replacement by a limiting argument, i.e., limx→0 x log x = 0. Hence, we have the

convention 0 log 0 = 0. Note that these singularities can also be removed if the

boundary conditions are specifically treated, which would significantly complicate

the presentation without the convention 0 log 0 = 0.

By ergodicity of the process Xt and by weak law of large numbers (WLLN),

ǫ+i , ǫ
−
i → 0, as the length L of the sequence wn goes to infinity, i.e., hǫ

i → 0 as

L → ∞, ∀i in probability. Furthermore, we point out that as wn is random, the

log-likelihood z = log f(wn) is also random with the density fZ(z), to which the

initial condition log πl1 has a negligible contribution for large L. Conditioned

on the knowledge of θi, since p̂i(i±1) (p̂i(i+1) and p̂i(i−1)) are Maximum Likelihood

(ML) estimators of the two parameters of a multinomial random variable (with

three outcomes), they are unbiased with covariance 1
θi
Σi and normally distributed

for large θi, i.e., [ǫ
+
i , ǫ

−
i ] = ǫi|θi ∼ N(0, 1

θi
Σi), where

Σi =

(

pi(i+1)(1− pi(i+1)) −pi(i+1)pi(i−1)

−pi(i+1)pi(i−1) pi(i−1)(1− pi(i−1))

)

.

We point out that ǫi’s are correlated, which can be observed from the Global

Balance (GB) equations from our birth-death type Markov chain, i.e., k+
i = k−

i+1.

Nevertheless, conditioned on the complete knowledge of Θ = [Θi]
N
i=1; we know

that ǫi’s uniformly approach 0 and the GB equations can be recovered with

negligible error for sufficiently large L even by ignoring the correlations between

ǫi’s. Therefore, we naively suppose that Z|Θ is also normally distributed for

large L with mean

µθ = hµθ =

N
∑

i=1

θihi,
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where h′
µ = [hi]

N
i=1 (contribution of the initial and termination conditions log πl1−

log λlNl
is negligible for sufficiently long observations), h′

µ is the transpose of hµ;

and variance

σ2
θ = hσθ,

where

h′
σ =

[

[log
pi(i+1)

λi
, log

pi(i−1)

λi
]Σi[log

pi(i+1)

λi
, log

pi(i−1)

λi
]′
]N

i=1

(contribution of log πl1 − log λlNl
is negligible), i.e.,

Z|Θ ∼ fZ|Θ = N(µθ, σ
2
θ).

Similarly, the steady state probability probability πi can be approximated [205]

by the estimator π̂i =
θi
L
= πi+γi, which is unbiased with covariance 1

L
Σγ , where

Σγ =
1

L

{

L−1
∑

i=1

(N − i)(DπP
i +P′iDπ) + LDπ

}

− Lππ′,

P is the matrix of state transition probabilities consisting of the terms pi(i±1),

and π = [πi]
N
i=1 with Dπ being the diagonal matrix of π of appropriate size. For

sufficiently large L, γ = [γi]
N
i=1 is normally distributed, i.e., γ ∼ N(0, 1

L
Σγ) and

hence,

Θ ∼ fΘ = N(Lπ, LΣγ).

Note that the density fΘ effectively defines a Gaussian prior on the mean µθ

and the variance σ2
θ of the conditional density fZ|Θ. We can further obtain a

reduced set of random parameters Θr

θr =

[

µθ

σ2
θ

]

= Hθ,

where3 H = [h′
µ,h

′
σ]

′ with the corresponding density

fΘr = N(LHπ, LHΣγ H′).

3X′ is the transpose of a matrix X.
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Θ
r

θ
r =

[

µθ

σθ

]

∼ fΘr Z|Θr

τ -NP

τ -HNP

L

δ(τ1, L)

δ(τ2,θ, L)

δ(τ, L)
log f(wn) = z ∼ fZ|Θr

Figure 6.2: The log-likelihood density model fZ for sufficiently large window
length L based on the mixture of Gaussians in (6.6). Note that with this model,
first the parameter θr is sampled from fΘr ; and based on the sampled value θr,
the log-likelihood z is sampled from fZ|Θr .

As a result of this, we obtain

Z|Θr ∼ fZ|Θr = N(µθ, σ
2
θ)

yielding to the (unconditional) log-likelihood density as

fZ(z) =

∫

∀θr

fZ|Θr(z|Θr = θr)fΘr(θr)dθr (6.6)

is a mixture of Gaussians.

Although there is no closed form expression for the log-likelihood density fZ ,

its mixture of Gaussians form suggests a generative model. In this alternative

model, for a given window length L, one first samples θr from the density fΘr

and then samples, conditioned on the sampled θr, the log-likelihood z from the

density fZ|Θr , cf. Fig. 6.2.

6.2.3 Anomaly Detection Methods

In this section, we propose two Neyman-Pearson (NP) test based anomaly de-

tection methods that we compare in our experiments. A) An NP test with the

threshold δ(τ, L) in (6.3) that is based on extensive Monte Carlo simulations

named as “MCNP”. B) A hierarchical NP test based on the derived mixture

of Gaussians form of the log-likelihood density, named as “HNP”, for which we
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also present a computationally highly efficient online algorithm without requiring

Monte Carlo simulations or parameter tuning (“Sequential HNP”) in Section 6.3.

Regardless of whether the source is stationary or non-stationary, the method HNP

successfully achieves the desired false alarm rate while maximizing the detection

power.

The proposed anomaly detection method HNP is a hierarchical application of

two successive NP tests: the first one uses the marginal density of θr and the

second one uses the log-likelihood density conditioned on θr, cf. Section 6.2.3.2.

During this hierarchical application, HNP allows one to analytically calculate the

thresholds (of its two individual NP tests) as simple functional evaluations with-

out requiring Monte Carlo simulations and complicated parameter tunings; and

hence, yields a computationally highly efficient and online algorithm (Sequential

HNP in Section 6.3). On the contrary, the NP test in (6.3) is not analytically

tractable. Namely, the threshold of the NP test cannot be determined analyti-

cally (i.e. Monte Carlo simulations are necessarily used in the MCNP method)

even after our simplifications in deriving the mixture of Gaussians form of the

log-likelihood density. Secondly, the overall detection rate of anomalies for the

test method HNP is not the best achievable when the anomalies are uniformly

distributed; however, it is preferable in our study due to its efficiency. Neverthe-

less, the individual tests in the HNP test are all separately the most powerful as

they are NP tests and the resulting HNP test is uniformly the most powerful over

the variable θr while achieving the desired false alarm rate τ . Moreover, when the

anomalies are not uniformly distributed but appear as a change in the statistics

of the underlying process Xt, the optimality in the NP test is certainly lost and

the proposed method HNP outperforms the method MCNP, cf. our experiments

in Section 6.4.

6.2.3.1 An NP test based on extensive Monte Carlo simulations

(MCNP)

In order to avoid the effects of the imperfect Gaussian approximation in deriving

the log-likelihood density fZ when the window length L is not sufficiently large,
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the first method we propose is an NP test, which is based on the exact form and

the exact density of the likelihood log f(wn) in (6.5); however, it heavily relies on

extensive Monte Carlo simulations. We emphasize that this test is a generalization

of the anomaly identification method in [163] to multi state birth-death type

Markov chains and serves as a comparison basis in our experiments. Instead

of approximating the density of z = log f(wn) and calculating an approximate

threshold for a specified false alarm rate τ , we estimate this threshold via extensive

Monte Carlo simulations. In these simulations, we first randomly generate Nmc

many samples of Z and obtain a set {zk}Nmc

k=1 of realizations. Note that while

generating a sample zk, we actually sample a sequence wn of a fixed and specified

window length L using the DTMC model and calculate zk = log f(wn) via (6.5).

Suppose that the set {zk}Nmc

k=1 is sorted in the ascending order, i.e., zi ≤ zj for any

i ≤ j, then we estimate the true threshold in (6.3) as

δ̂(τ, L) = z⌊τNmc⌋,

which precisely provides the anomaly detection method described in Section 6.1.

6.2.3.2 A Hierarchical NP Test (HNP)

Based on the conditional independency structure that is observed as a mixture

of Gaussians in the final form of the log-likelihood density in (6.6), one can

intuitively separate the anomaly detection problem into two pieces. Accordingly,

we finally propose a hierarchical anomaly detection test method HNP that first

applies an NP test for an anomaly against Θr and -if not found an anomaly-

secondly applies an NP test for an anomaly against Z|Θr. We formulate this

hierarchical test as

(a) log fΘr(θr) ≤ δ(τ1, L),

(b) z ≤ δ(τ2, θ
r, L), θr is given,

such that

δ(τ1, L) = max

{

ν :
∑

∀θr

1{log fΘr (θr)≤ν}fΘr(θr) ≤ τ1

}

,

132



δ(τ2, θ
r, L)

= max

{

ν :
∑

∀z
1{z≤ν}fZ|Θr(z|Θr = θr) ≤ τ2

}

, ∀θr,

τ1 + (1− τ1)τ2 ≤ τ.

In order to ensure an overall false alarm rate τ , we also require the condition

τ1 + (1 − τ1)τ2 ≤ τ , where τ1 and τ2 are the false alarm rates of the tests for θr

and the conditional observation z, respectively.

Unlike the MCNP method, the HNP method requires θr in addition to the

log-likelihood z that is directly observable through Hθ from a window sequence

wn of length L to be tested. Then, we determine the threshold δ(τ1, L) from

τ1 = Pr{log fΘr(θr) ≤ δ̂(τ1, L)}
= Pr{g ≥ −2δ̂(τ1, L) + 2C(L)} = eδ̂(τ1,L)−C(L),

where g is exponentially distributed with mean 2 since the exponent of a

bivariate Gaussian is chi-squared distributed with degree of freedom 2, and

C(L) = −1
2
log (4π2L2|HΣγ H′|) is related to the normalization constant of a

bivariate Gaussian. Hence, we obtain

δ̂(τ1, L) = C(L) + log τ1. (6.7)

Similarly, we determine the threshold δ(τ2, θ
r, L) from

τ2 = Pr{z ≤ δ̂(τ2, θ
r, L)} = Q(

δ̂(τ2, θ
r, L)− µθ

σθ

),

where Q(.) is the cumulative distribution function for normal distribution and

θr = [µθ, σ
2
θ ]

′. Hence, we obtain

δ̂(τ2, θ
r, L) = µθ + σθQ

−1(τ2). (6.8)

Finally, the overall false alarm budget τ is to be shared between τ1 and τ2 such

that τ1 + (1 − τ1)τ2 = τ is satisfied to maximize the detection. This is a design

issue and in this work, we set τ1 = τ2 = 1−
√
1− τ .
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Algorithm 3 Sequential HNP

Input: xt, L, Le, τ

1: τ1 = τ2 = 1−
√
1− τ

2: while xt is sequentially streamed; and for t ≥ Le do
3: z ← z(t) via the update rule in (6.11)
4: θ ← θ(t) via the rule in (6.10) using the window wn

5: Update the model parameters via the rule in (6.10)
6: θr = [µθ, σ

2
θ ]

′ ← Hθ

7: δ̂ ← C(L) + log τ1
8: if logN(θr;LHπ, LHΣγ H′) ≤ δ̂ then
9: Declare anomaly at t
10: else
11: δ̂ ← µθ + σθQ

−1(τ2)
12: if z ≤ δ̂ then
13: Declare Anomaly at t
14: end if
15: end if
16: end while

Return:All found anomalies

We point out that the method HNP does not require Monte Carlo simulations

even for varying window lengths and varying source statistics since the thresholds

are derived analytically. This allows a sequential and computationally highly ef-

ficient anomaly detection algorithm, cf. Section 6.3.

6.2.3.3 Estimation of the Model Parameters

Both the proposed methods MCNP and HNP require the knowledge of the model

parameters {(πi, pi(i±1), λi)}Ni=1 and recall that in this study, we are presented a

sequence xt and we would like to detect anomalous (sliding) windows in xt. To

estimate these model parameters, we use another sliding estimation windows en

with length Le ≫ L, where note that wL = eLe
= xt and en includes wn. Then,

our model parameter estimators using the signal attributes {θeni , k+en
i , k−en

i }Ni=1
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extracted from en are as follows:

p̂i(i±1) =
k±en
i

θeni
, λ̂i = 1− p̂i(i+1) − p̂i(i−1), π̂i =

θeni
Le

, (6.9)

where we use the “±” notation to refer to both cases respectively, i.e., we have

two equations in (6.9) respectively for p̂i(i+1) and p̂i(i−1). Although the steady

state distribution πi can be analytically calculated by using the global balance

equations for a birth-death type process, we also estimate it for the sake of com-

pleteness.

6.3 Sequential HNP

We observe that the estimation of the model parameters, the evaluation of the

log-likelihood expression in (6.5) and the calculation of the HNP thresholds can

all be sequentially performed through a simple update. Based on this observation,

we present our sequential and computationally highly efficient algorithm for the

proposed anomaly detection method HNP (Sequential HNP). In the following,

we describe the details of the updates for parameter learning and log-likelihood

calculations that are necessary in our sequential implementation.

6.3.1 Parameter Learning Updates

We need to develop sequential updates for the observation dependent vari-

ables in our parameter estimation equations in (6.9). Suppose that we have

{θ(t,en)i , k+
i

(t,en)k−
i

(t,en)}Ni=1 calculated based on the sequence en at time t; and let

yi ∈ {1, 2, ..., N} be the state of the i’th observation in the sequence en. After

reading the instance xt+1, we can update these variables as

θ
(t+1,en)
i = θ

(t,en)
i − 1{y1=i} + 1{yLe+1=i}, (6.10)

k+
i

(t+1,en) = k+
i

(t,en) − 1{y2>y1=i} + 1{yLe+1>yLe=i},

k−
i

(t+1,en) = k−
i

(t,en) − 1{y2<y1=i} + 1{yLe+1<yLe=i},

and we slide the parameter estimation window en by one step.
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6.3.2 Log-likelihood Updates

Suppose that we have z(t) = log f(wn), where wL = xt, and we would like to

calculate z(t+1) with an update over z(t) without a re-calculation after reading the

instance xt+1. Let yi ∈ {1, 2, ..., N} be the state of the i’th observation in the

sequence wn, then it is straightforward to show that

z(t+1) = z(t) + log
π̂y2

π̂y1

λ̂yL+1

λ̂y1

, if y1 = y2 and yL = yL+1,

z(t+1) = z(t) + log
π̂y2

π̂y1

λ̂yL+1

p̂y1y2
, if y1 6= y2 and yL = yL+1,

z(t+1) = z(t) + log
π̂y2

π̂y1

p̂yLyL+1

λ̂y1

, if y1 = y2 and yL 6= yL+1,

z(t+1) = z(t) + log
π̂y2

π̂y1

p̂yLyL+1

p̂y1y2
, otherwise. (6.11)

Based on these sequential likelihood and parameter updates in (6.10) and

(6.11), as well as the threshold rules of HNP in (6.7) and (6.8), we present the

sequential HNP in Algorithm 3.

Remark: Unlike the method MCNP, we analytically calculate the appropriate

thresholds for a specified desired false alarm rate τ without using Monte Carlo

simulations in our anomaly detection method HNP. This is a strong attribute of

HNP that allows a generalization of our problem formulation to non-stationary

sources with real time processing capabilities in a computationally highly efficient

framework. Consider a real time data stream xt from a non-stationary stochastic

process Xt such that its statistical properties change slowly in time; and we

would like to sequentially detect the anomalous windows of length L in xt in

real time. Then, a reasonable approach would be to sequentially learn the model

parameters in a wider and sliding window; for instance in {en}Le

n=1 with eLe
= xt

and Le ≫ L, and sequentially apply a test at every time for windows of length

L, {wn}Ln=1 with wL = xt. This would continuously require a re-training phase

for the method MCNP or for the well-known methods in the literature such as

one class SVM or nearest neighbor graph based detections. However, our method
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HNP can be applied immediately after observing an instance of xt without a

re-training phase and without a parameter tuning and even sequentially in a

computationally highly efficient manner.

In the following section, we demonstrate the superior performance of the pro-

posed anomaly detection methods via several numerical examples.

6.4 Experiments

In our first set of experiments, we concentrate on the achievability of the de-

sired false alarm rate (specified by the user) by using the HNP test method.

Note that the MCNP test method can achieve this rate arbitrarily accurately

with extensive simulations, cf. Section 6.2.3.1. However, the proposed test

HNP is designed to match the desired rate without such simulations. To this

end, we devise experiments with the number of states N ∈ {2, 3, 5} and the

sequence length L ∈ {10, 50, 100, 250} for varying desired false alarm rates

τ ∈ {0.01, 0.05, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.99}. For a given L, N and

τ as well as a set of randomly chosen model parameters, i.e., pi,i+1, pi,i−1, λi, we

generate 5000 length-L (normal) sequences directly from the Markov model and

count the number of anomaly decisions (by HNP) that yields a false alarm rate.

This process is repeated for 100 randomly initialized model parameters and we

report the achieved average false alarm rates in Fig. 6.3.

We observe that the proposed method HNP approximates the desired false

alarm rate more accurately for longer sequences since the Gaussianity assumption

for the estimation error of the multinomial parameters also improves with the

sequence length. Similarly, since the inter-state dependencies decrease as the

number of states N increases, we obtain a better achievability for relatively larger

N ’s. Finally, the proposed method HNP achieves the desired false alarm rate in

most of the cases with ±1% error with the sequences of length L = 250 or

longer. The experimental results in this part reinforce our theoretical discussions

in Section 6.2.2.
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Figure 6.3: Average false alarm rates achieved by the HNP method applied to
100 randomly initialized Markov models over 5000 sequences per each model (i.e.
in total 5000 × 100 sequences) for varying number of states N , sequence length
L and desired rates.

We next compare the MCNP test method with the HNP test method in terms

of the anomaly detection problem and the resulting Receiver Operating Char-

acteristics (ROC) of the compared tests. In these comparisons, we concentrate

on two types of anomalies that are both due to a sudden change in the source

statistics, which we would like to detect in presence of many other nominal ob-

servations. Recall that the nominal observations are typical sequences, i.e., time

series data, following a nominal Markov (DTMC) model with certain parame-

ters. In case of the first type of anomalies, the anomalous sequences are still

assumed to be drawn from a Markov model, however, whose parameters and

the nominal model parameters are different. In this case, anomalies are not due

to a change in the model but a change in the model parameters. On the con-

trary, the model assumption is also dropped in the case of the second type of

anomalies, i.e., anomalies do not necessarily follow a Markov model, where the

anomalies are assumed to be uniformly distributed in the observation domain and

are equally likely with no prior weighting. We point out that in this second case,

our purpose is to demonstrate the NP optimality since the described MCNP test

is theoretically and therefore readily known to be optimal when the anomalies
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Figure 6.4: The HNP test method significantly outperforms the MCNP test
method when the anomalies are in terms of the abrupt model changes (cf. N = 3
or N = 5). On the other hand, when the anomalies are uniformly distributed,
both methods perform comparably (cf. N = 2). We point out that the HNP
test method is computationally almost free, i.e., highly efficient requiring almost
negligible costs, as it does not require -unlike the MCNP test method- heavy
simulations to match the desired rate.

are uniformly distributed. To this end, we generate 5000 anomalous sequences

of length L = 50, each of which is generated with respect to a randomly chosen

different set of model parameters, whereas another set of 5000 normal sequences

(L = 50) is generated with respect to a same and fixed nominal set of model

parameters. We calculate the detection and false alarm rates for both of the

proposed methods for varying number of states N ∈ {3, 5} and desired rates τ .

In Fig. 6.4, we report the average ROC rates for 100 trials. Secondly, we follow

the same procedure, however; generate the anomalous sequences truly uniformly

for the case N = 2, i.e., not specifically following a Markov model, in order to

demonstrate the NP optimality. Note that in this part, we set number of states as

N = 2 for simplicity since generating uniformly distributed anomalous sequences

is unnecessarily complicated for N ≥ 3.

We observe that if the anomalies emerge as a change in the model parameters,

then the proposed method HNP detects such anomalies at significantly higher

rates compared to the method MCNP, i.e., HNP outperforms as the ROC curves
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for HNP are consistently above the ones for MCNP in the cases of N = 3 and

N = 5. Remarkably, the NP optimality is observable only when the anomalies

are truly uniformly distributed (due to its commonly used formulation [26, 120]

in Section 6.1), cf. the ROC curve for N = 2 in Fig. 6.4.

We emphasize that the MCNP test method heavily relies on Monte Carlo

simulations to achieve the desired false alarm rate, cf. Section 6.2.3.1, which is

prohibitively complex for real time applications. On the contrary, the proposed

HNP test method is computationally highly efficient with almost negligible costs

since it does not require such Monte Carlo simulations and instead processes the

data on-the-fly while successfully achieving the desired rate. This is a strong at-

tribute of the HNP method, which makes it especially attractive when one needs

to process non-stationary sources. We next concentrate on the truly sequential

implementation of the proposed HNP method, where we perform experiments

with non-stationary sources. In this part, we generate a sequence xt of length

M = 100000 that is specially exposed to drifting source statistics such that each

instance xt is produced based on the Markov model with the time varying pa-

rameters

[

pt1,0 = 0 pt1,2 λt
1

pt2,1 pt2,3 = 0 λt
2

]

= ((1− t
M
)P1 +

t
M
P2)

with N = 2, where

P1 =

[

0 0.3 0.7

0.9 0 0.1

]

, P2 =

[

0 0.05 0.95

0.3 0 0.7

]

. Hence, the non-stationary data

in this example is generated by simulating a relatively slow change from the

Markov model with the transition matrix P1 to the one with the transition ma-

trix P2. We would like to detect the anomalous subsequences of xt of length

L ∈ {50, 100} using a sliding window approach, where we use wider sliding win-

dows of length Le = 10× L for estimating the active set of source statistics. We

explicitly inject anomalies in xt by overwriting the first L instances starting from

every Le’th instance of xt by the values uniformly drawn from the support set

{1, 2}. We also generate a label sequence lt, where lt = 1 indicates an anomaly

such that the window xt−L+i includes more than 0.5 × L anomalous points; and
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Figure 6.5: When the signal source is non-stationary, i.e., under changing/drifting
source statistics, the HNP test method significantly outperforms the MCNP
method at almost negligible computational costs.

otherwise, lt = 0. We run the proposed sequential HNP on randomly generated

10 different xt sequences and report the average ROC curves in Fig. 6.5. On the

other hand, since the signal source in this experiment is non-stationary, i.e., the

source statistics constantly change over time, the threshold for the MCNP test

has to be calculated at every instance via the aforementioned Monte Carlo simu-

lations, which is clearly practically infeasible. Instead, we estimate the threshold

only once using the complete sequence xt and also report the corresponding ROC

curves for the MCNP test in Fig. 6.5. Therefore, the NP optimality has to be

lost for practical purposes if the source is non-stationary. We observe that the

proposed HNP test method significantly outperforms the MCNP test (as demon-

strated in Fig. 6.5) at almost negligible computational costs with non-stationary

data even when the anomalies are uniformly distributed, i.e., even when the NP

optimality conditions are met.

6.5 Discussion

We introduce an online anomaly detection algorithm for temporal data under

practical real life constraints to specifically address the contemporary big data
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applications. The proposed algorithm is computationally highly efficient such

that data streams at extremely fast rates can be processed in real time. Our

algorithm also allows real time controllability of the Type-I error, i.e., false alarm

rate, by nearly achieving a user specified false alarm rate while maximizing the

detection power regardless of whether the source is stationary or non-stationary.

Moreover, we do not require parameter tuning (to match the desired rates) even if

the source statistics change. The proposed algorithm sequentially learns the possi-

bly varying nominal Markov statistics in a time series and detects the anomalous,

i.e., statistically sufficiently deviant, subsequences based on a Neyman-Pearson

(NP) characterization for anomalies. The presented study is highly novel since

we are the first to provide an online NP solution to the problem such that the

NP optimality, i.e., maximum detection power at a specified false alarm rate, is

nearly achieved in a truly online/sequential manner. We conclude the thesis with

final remarks in the following chapter.
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Chapter 7

Conclusion

State-of-the-art signal processing and machine learning systems are constantly

being challenged by the “big data”, i.e., large scale data of highly unstructured

forms, that is generated by the contemporary applications. In this thesis, we

provide theoretically established solutions for online processing, e.g., regression,

prediction, classification, in such applications. We consider the online learning

in adversely conditioned environments, where one is required to process possibly

corrupted and strongly non-stationary data at extremely fast rates without a prior

information or statistical assumptions on the data source.

We thoroughly study the “predicting with expert advice” and “boosting”

frameworks, which have been successfully applied to online learning as well as

adaptive signal processing problems and solve their issues in terms of the big

data processing challenges. In this regard, we produce results in the determinis-

tic sense such that our results are guaranteed to hold regardless of the data source,

i.e., regardless of how adversely the environment is conditioned. Generally, the

ensemble of constituent algorithms in these frameworks is chosen as fixed and

unstructured. One must increase the ensemble size to achieve a sufficient adapta-

tion to non-stationarity, which then increases the computational load due to the

unstructured ensemble representations. On the contrary, we propose an online

learning algorithm, which maintains and evolves a dynamical ensemble that is

hierarchically represented by a self-organizing tree such that a computationally

highly efficient implementation is obtained. Similarly, we present a deterministic
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analysis and experimentally show that -both in the stationary and non-stationary

settings- the proposed algorithm significantly outperforms the state-of-the-art

techniques with strong performance guarantees, which is also especially suitable

for applications involving large scale data.

Furthermore, we study the impact of data corruptions on the prediction per-

formance of online learning and present two examples, i.e., studies, where the

data is specifically corrupted to represent a wide range of situations in real life

applications. In the first example, a Hidden Markov Model (HMM) is assumed

for the data source; and in the second, we drop this model assumption and study

corruptions in a model free setting. In both of these examples, we introduce

versatile algorithms to impute/correct the corruptions in the batch setting, undo

their detrimental affects and boost the prediction performance. We show that a

corruption can be modeled as an “anomaly” and therefore, an “anomaly detec-

tion” approach is extremely useful for corruption imputation performances when

used in conjunction with the online learning framework. To this end, we propose

-as the first time in the literature- an online implementation of Neyman-Pearson

(NP) characterization for anomaly detection such that the NP optimality, i.e.,

maximum detection power at a specified false alarm rate, is nearly achieved in

a truly online manner. The proposed algorithm is highly novel and appropriate

especially for big data applications in the case of fast streaming temporal obser-

vations due to its parameter-tuning free computational efficient design with the

practical NP constraints under stationary or non-stationary source statistics.

In this thesis, we provide a comprehensive treatment of the recently emerg-

ing big data challenges of the contemporary applications and introduce effec-

tive and efficient solutions. For instance, as the first time in the literature, we

present the online implementation of the Neyman-Pearson characterization of

anomaly/corruption detection for online controllability of the Type-I error at ex-

tremely high rates. Similarly, as another example, the introduced highly dynami-

cal self-organizing tree based ensemble method for online classification/regression

is highly superior over the competing techniques. Thus, we strongly believe that

this doctor of philosophy dissertation greatly contributes to and shall attract

attention from signal processing and machine learning communities.
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