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ABSTRACT

VISIBLE LIGHT POSITIONING IN PRESENCE OF
MALICIOUS LED TRANSMITTERS OR
INTELLIGENT REFLECTING SURFACES

Furkan Kokdogan
Ph.D. in Electrical and Electronics Engineering
Advisor: Sinan Gezici
September 2023

Visible light positioning (VLP) is a recent solution to the localization problem
in indoor environments which involves the use of light emitting diodes (LEDs)
as transmitters and photodetectors (PDs) as receivers. VLP systems have in-
creasingly been popular as LEDs are employed for illumination purposes over
conventional light bulbs nowadays due to their various advantages. In this the-
sis, we develop VLP algorithms for two main scenarios. In the first scenario,
we assume that the system is not completely secure, meaning that the transmit
power of some LEDs can be controlled by a third unknown party, i.e., hijacked,
to degrade the positioning accuracy. In the second scenario, we assume the de-
ployment of intelligent reflecting surfaces (IRSs) into the system to improve the
positioning accuracy in the absence of line-of-sight (LOS) signals from of a subset
of LED transmitters.

First, we consider a VLP system in which a receiver performs position estima-
tion based on signals emitted from a number of LED transmitters. Each LED
transmitter can be malicious and transmit at an unknown power level with a
certain probability. A maximum likelihood (ML) position estimator is derived
based on the knowledge of probabilities that LED transmitters can be malicious.
In addition, in the presence of training measurements, decision rules are designed
for detection of malicious LED transmitters, and based on detection results, var-
ious ML based location estimators are proposed. To evaluate the performance
of the proposed estimators, Cramér-Rao lower bounds (CRLBs) are derived for
position estimation in scenarios with and without a training phase. Moreover, an
ML estimator is derived when the probabilities that the LED transmitters can
be malicious are unknown. The performances of all the proposed estimators are
evaluated via numerical examples and compared against the CRLBs.

Second, we formulate and analyze a received power based position estimation
problem for VLP systems in the presence of IRSs. In the proposed problem

il
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formulation, a visible light communication (VLC) receiver collects signals from a
number of LED transmitters via LOS paths and/or via reflections from IRSs. We
derive the CRLB expression and the ML estimator for generic three-dimensional
positioning in the presence of IRSs with arbitrary configurations. In addition,
we consider the problem of optimizing the orientations of IRSs when LOS paths
are blocked, and propose an optimal adjustment approach for maximizing the
received powers from IRSs based on analytic expressions, which can be solved in
closed form or numerically. Since the optimal IRS orientations depend on the
actual position of the VLC receiver, an N-step localization algorithm is proposed
to perform adjustment of IRS orientations in the absence of any prior knowledge
about the position of the VLC receiver. Performance of the proposed approach
is evaluated via simulations and compared against the CRLB. It is deduced that
although IRSs do no provide critical improvements in positioning accuracy in the
presence of LOS signals from a sufficient number of LED transmitters, they can
be very important in achieving accurate positioning when all or most of LOS

paths are blocked.

Keywords: Visible light positioning (VLP), estimation, localization, malicious
LED transmitter, Cramér-Rao lower bound (CRLB), intelligent reflecting surface
(IRS), reconfigurable intelligent surface (RIS).



OZET

KOTUCUL_LED VERICILER] VEYA AKILLI
YANSITICI YUZEYLER VARLIGINDA GORUNUR
[SIK KONUMLANDIRMA

Furkan Kokdogan
Elektronik Miihendisligi, Doktora
Tez Danigmani: Sinan Gezici
Eyliil 2023

Gortintir 19tk konumlandirma, verici olarak 1tk sacan diyotlarim (LED), ahc
olarak ise 1gtk detektorlerinin kullanildigi yeni bir i¢ ortam konum belirleme
¢oziimiidiir.  Gortintir 151k konumlandirma sistemleri, LED’lerin giintimiizde
aydinlatma amaciyla geleneksel ampiillere gore belirgin avantajlarindan dolay1
daha fazla kullanmilmasiyla beraber yayginlasmistir. Bu tezde, iki farkli ana
senaryo i¢in goriiniir 151k konumlandirma algoritmalar1 geligtirilmektedir. Ik
senaryoda, sistemin tamamen giivenli olmadigi, LED’lerin gii¢lerinin, bilinmeyen
bir tiglincti parti tarafindan konumlandirma dogrulugunu diigtirmek amaciyla kon-
trol edilebildigi varsayilmaktadir. Tkinci senaryoda ise sisteme konumlandirma
performansim arttirmak amaciyla akilli yansitic1 yiizeylerin (AYY’ler) kuruldugu
kabul edilmektedir.

Ilk olarak, bir ahcinmn birkag farkh LED’den yayinlanan sinyalleri alarak kon-
umlandirma yaptigi bir sistem ele alinmaktadir. Her LED vericisi, belirli bir
olasilikla kotiiciildiir ve bilinmeyen bir gii¢ seviyesinde yayimn yapmaktadir. LED
vericilerinin kotiicil olma olasiliklarinin bilgisi kullanilarak en biiyiik olabilir-
lik kestiricisi tiiretilmektedir. Ek olarak, egitim ol¢iimleri varliginda LED’lerin
kotiiciilliiklerinin belirlenmesi icin karar kurallari1 tasarlanmakta ve bu karar
kurallarinin sonuglarina gére konumlandirma igin en yiiksek olabilirlik kestiri-
cileri 6nerilmektedir. Onerilen kestiricilerin performanslarimi degerlendirmek
icin egitim fazh ve egitim fazsiz senaryolarda Cramér-Rao alt simirn1 (CRLB)
tiiretilmektedir. Ayrica LED vericilerinin kotiiciil olma olasiliklarinin bilinmedigi
durumda, bir en biiyiik olabilirlik kestiricisi tiiretilmektedir. Onerilen tiim ke-
stiricilerinin performanslar1 sayisal orneklerle degerlendirilmekte ve CRLB ile
kiyaslanmaktadir.

Ikinci olarak, AYY’lerin varhgmda, alman sinyal giicii tabanh konum-

landirma problemi formiile edilmekte ve incelenmektedir. Onerilen problem
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formiilasyonunda, goriintir 151k haberlesme alicis1 birkag LED’den yayinlanan
sinyalleri goriig acist yolundan veya AYY’lerden yansiyan yollardan alabilmek-
tedir. AYY’lerin varliginda herhangi bir kurulum i¢in i¢ boyutlu genel bir
konumlandirmada CRLB ve en yiiksek olabilirlik kestiricisi tiiretilmektedir. Ek
olarak, goriig acis1 yollarinin engellenmesi durumunda, AYY’lerin yonelimlerinin
en uygun hale getirilmesi problemi ele alinmakta ve AYY’lerden alinan sinyal
gliclinii en yiiksek yapan yonelimlerin bulunmasi i¢in kapali formda veya niimerik
olarak cooziilebilen ifadeler onerilmektedir. En uygun AYY yonelimleri, alici
konumuna bagh oldugu ic¢in alici konumunun 6n bilgisinin yoklugunda AYY
yonelimlerini ayarlamak icin N-adiml konumlandirma algoritmasi onerilmektedir.
Onerilen yaklagimin performansi benzetimlerle degerlendirilmekte ve CRLB ile
kiyaslanmaktadir. AYY’lerin kullaniminin, yeterli sayida LED vericisinden goriis
alaninda sinyal alindigi durumlarda konumlandirma dogruluguna onemli bir iy-
ilestirme saglamasa da goriis alani sinyallerinin tamaminin veya ¢ogunun engel-
lendigi durumlarda konumlandirma dogrulugu icin oldukca énemli oldugu sonu-

cuna varilmaktadir.

Anahtar sozcikler: Gortintir 11k konumlandirma, kestirim, yer bulma, kotiiciil
LED vericisi, Cramér-Rao alt smir1, akilli yansitic1 yiizey (AYY), ayarlanabilir

akilh ytizey.
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Chapter 1

Introduction

In the last decades, usage of light emitting diodes (LEDs) has been increasingly
popular for illumination of indoor environments. Conventional light bulbs are
slowly eradicating as the advantages of using LEDs become more apparent in
the contexts of illumination efficiency, longevity, environmental friendliness, and
functionality [1]. LEDs consume considerably less power, have longer life time, do
not contain toxic chemicals, and have dimming and color adjustment capabilities,
which make them appealing to prefer over incandescent light bulbs. Besides
these advantages, LEDs also have fast switching characteristics allowing data
modulation schemes which enables communication and positioning applications
through the use of LEDs in indoor environments. In particular, visible light
positioning (VLP) has emerged as an attractive approach that provides accurate
location information with low implementation complexity, which has attracted

significant attention from researchers.

In the literature, various position estimation algorithms are developed and the-
oretical accuracy limits are investigated for VLP systems thoroughly [2H5] (and
references therein). Unlike in radio frequency (RF) systems, position estimation
based on received power measurements can achieve high accuracy in VLP sys-
tems [6]. Therefore, the received signal strength (RSS) parameter is commonly

employed in VLP systems due to its low measurement cost. In [7], closed-form



Cramér-Rao lower bound (CRLB) expressions are derived for location and ori-
entation estimation based on the RSS measurements. In [8], a three-dimensional
(3D) positioning approach that utilizes both RSS and angle-of-arrival (AOA) in-
formation is introduced for a single-input multiple-output (SIMO) visible light
system. The authors in [9] propose a simultaneous position and orientation esti-
mation (SPO) algorithm using RSS measurements in a multi-input multi-output
(MIMO) VLP system. The CRLB is also derived to evaluate the performance
of the proposed SPO estimator. In [10], deep learning is employed for joint 3D
position and orientation estimation of a VLC receiver with random orientation
and unknown transmit power based on RSS measurements. In [11], performance
analysis of a VLP system, which uses an aperture-based receiver, is conducted.
An estimator is proposed by utilizing both RSS and AOA information. Also,
the CRLB is derived for assessing the performance of the proposed estimator. In
addition to these general references on VLP systems, there exist other studies

related to the subject of this thesis, as discussed in the following sections.

1.1 Visible Light Positioning in the Presence of
Malicious LED Transmitters

1.1.1 Literature Review

We focus on a VLP system in which a visible light communication (VLC) receiver
collects power measurements from signals coming from a number of LED trans-
mitters for the purpose of localization. We also consider that the system is not
completely secure and some of the LED transmitters can be malicious (controlled
by a third party). Therefore, we aim to develop position estimation algorithms
in the presence of malicious LED transmitters. Although various security is-
sues in the physical layer have been investigated for VLC systems [12-21], there
exists no such work for VLP systems in the literature. For example, |13] consid-
ers the presence of an eavesdropper and proposes a way of securing VLC links

via friendly jammers. In addition, a robust beamforming approach is developed

2



to maximize the worst-case secrecy rate in the presence of imperfect knowledge
of eavesdropper’s channel. In |16], a multiple-input single-output (MISO) VLC
system is investigated in the presence of multiple eavesdroppers. The transmit
beamformer and jamming precoder are optimized to improve communication se-
crecy. In [17], simultaneous beamforming and jamming is utilized for MISO VLC
systems under the assumption of randomly located eavesdropper in order to en-
hance the physical layer security. The authors formulate an optimization problem
with a focus on the signal-to-interference-plus-noise ratio for the legitimate link
and solve it by a heuristic method. In [1§], a physical layer security technique
is proposed for VLC systems with the utilization of an intelligent mirror array.
An achievable secrecy rate maximization problem is formulated for the proposed
technique and optimal orientations of the mirrors are found. In addition, the
studies in [19] and [20] focus on the calculation of the secrecy capacity for VLC
systems in various scenarios. A comprehensive survey on physical layer security
for VLC systems can be found in [21]. As an alternative approach, information
theoretic learning criteria, such as minimum error entropy (MEE) and maximum
correntropy criterion (MCC), can also be employed for parameter estimation in

visible light systems. For example, an MEE based channel estimator is proposed
in [22] for massive MIMO VLC systemns.

In RF systems, position estimation in wireless sensor networks in the presence
of malicious nodes has been considered in various studies [23-32]. In [23], in-
dependent and collaborative Byzantine attacks are considered and two different
schemes are proposed for mitigation of these attacks. In addition, the posterior
CRLB is derived to characterize the performance of the wireless sensor network.
In [24], an RSS based localization method is proposed in order to mitigate the
impacts of Byzantine fault and non-line-of-sight (NLOS) bias on the positioning
accuracy. In |25], coding-theory based mitigation approach schemes are discussed

in the presence of malicious nodes in sensor networks.



1.1.2 Contributions

The approaches in [23-32] developed for RF systems are not directly applicable
to VLP systems which carry significant differences from RF based positioning
systems due to distinct propagation characteristics [3]. The main contributions

and novelty of this thesis can be summarized as follows:

e Position estimation problems in visible light systems in the presence of ma-

licious LED transmitters are formulated for the first time in the literature.

e A maximum likelihood (ML) estimator is derived based on the knowledge

of probabilities that LED transmitters can be malicious.

e In the presence of training measurements, decision rules (namely, general-
ized likelihood ratio tests) are developed for detection of malicious LED
transmitters, and based on detection results, various ML based location

estimators are derived.

e CRLB expressions are derived and used as benchmarks for scenarios with

and without training measurements.

e An ML estimator is obtained for the case that the probabilities of the LED

transmitters being malicious are unknown.

In addition, simulation results are presented to investigate the performance of the

proposed algorithms and to compare them against each other and the CRLBs.



1.2 Visible Light Positioning in the Presence of
Intelligent Reflecting Surfaces

1.2.1 Literature Review

Recently, emergence of configurable surfaces called intelligent reflecting surfaces
(IRSs) has significant drawn attention in the area of RF communications. IRSs
consist of a number of low-cost passive elements that can control the phase,
amplitude, frequency, and/or polarization of RF signals [33]. The authors in [33]
present a detailed overview and historical perspective of the state of the art
solutions for usage of IRSs in communication systems. In [34], an algorithm is
proposed to minimize the total transmit power by means of jointly optimizing
transmit and reflect beamforming via deployment of IRS elements. In [35], it is
shown that the use of IRS can help increase the energy efficiency of a wireless
communication system by dynamically controlling the reflection coefficients of
individual reflecting elements. There are also a number of studies that concerns
the usage of IRSs in VLC schemes. Abdelhady et al. propose two types of
IRSs for use in VLC systems; namely, metasurfaces and mirror arrays as the
adaptation of IRS to the light propagation characteristics in [36]. The authors
of [37] propose a solution for joint optimization of time allocation, power control,
and phase shift matrix under power constraints to maximize the energy efficiency
in a downlink reconfigurable intelligent surface (RIS) aided VLC system. In [3§]
a low-complexity algorithm is proposed to maximize the achievable sum rate in
a VLC system deployed with IRS. It has been shown that IRS can help improve
the rate performance and reduce blockage problems of VLC systems. In [39], the
role of using IRS is to enhance the link reliability of a VLC system employing
non-orthogonal multiple access (NOMA). It is deduced that IRS can significantly
improve link reliability especially when the VLC channel is subject to blockage or
random device orientation. In [40], the optimal orientation of IRS that maximizes
the received power in a wireless communication system is analyzed. It is shown
that the achievable rate can significantly be increased by adjusting the orientation
of IRSs.



There also exist a number of studies in the literature that investigate the use of
IRSs in wireless positioning systems. In [41], it is shown that IRSs can be used to
localize a user in the absence of enough transmitters in a wireless network. The
authors of [42] propose a device-to-device localization algorithm in an RF system
of mmWave frequencies using RISs in the absence of access points. In [43], the use
of RISs in a wireless localization system at mmWave frequencies is analyzed. The
CRLB is derived and the reflect beamforming is optimized to improve positioning
accuracy. In [44], a low complexity fingerprinting based localization algorithm is
presented in a wireless communication system using RIS. The authors of [45]
propose an angle-of-arrival (AoA) based positioning algorithm in an IRS-aided
wireless communication system. In [46], the use of RIS is investigated for re-
placing the function of a remote cell in the downlink time-difference-of-arrival
(DL-TDOA) measurement in 3GPP NR. It is shown that RIS-enabled localiza-
tion along with a Kalman filter for tracking applications is a cost-effective solution
with high accuracy. In [47], a distributed RIS assisted wireless positioning system
is considered. A practical structure of indoor positioning is proposed consisting
of two modes, namely, quasi-static and dynamic. The authors of [48] investigate
the localization and orientation performance of synchronous and asynchronous
signalling schemes by deriving the CRLB. In addition, a closed-form RIS phase
profile that suits joint communication and localization is proposed. In [49], a
general signal model of wideband systems with RISs is presented and the cor-
responding CRLB is derived to assess the localization performance of RIS-aided

wideband systems.

1.2.2 Contributions

Although there are a number of studies focusing on use of IRSs in both wireless
RF communication and VLC systems to improve performance and efficiency (and
several other studies analyzing the use of IRS in wireless positioning algorithms
for RF systems), there exists no studies investigating the deployment of IRSs
in VLP systems, to the best of our knowledge. As the light propagation and

reflection characteristics are different from those of RF signals, specific analyses



are required for VLP systems. In this thesis, we focus on a VLP system in which
a VLC receiver equipped with a single photo-detector (PD) aims to estimate its
position by utilizing the received power (equivalently, RSS) measurements from a
number of LED transmitters by receiving signals from line-of-sight (LOS) paths
and/or reflected paths via IRSs [50]. The main contributions of this study to the

existing literature can be summarized as follows:

e The problem of received power based position estimation for VLP systems

in presence of IRSs is studied for the first time in the literature.

e A CRLB expression is derived for a generic three dimensional VLP system

in the presence of IRSs with arbitrary configurations.

e A maximum likelihood (ML) estimator that utilizes the received power mea-
surements from both LOS paths and reflected paths from IRSs is proposed

for position estimation.

e The problem of optimizing the orientations of IRSs is considered when LOS
paths are blocked, and an optimal adjustment approach is proposed for
maximizing the received powers from IRSs based on analytic expressions,

which can be solved in closed form or numerically.

e An N-step localization algorithm is proposed to perform adjustment of IRS
orientations (hence, to improve localization accuracy) in the absence of any

prior knowledge about the position of the VLC receiver.

In addition, extensive simulations are conducted to investigate the effects of IRS
parameters (such as reflection and directivity related parameters, and orientation

vectors) and the blockage of LOS paths in various scenarios.

1.3 Organization of the Dissertation

The organization of this thesis is as follows. In Chapter [2] we formulate the the

VLP problems in the presence of malicious LED transmitters and propose several

7



algorithms for various scenarios. In Chapter [3, we consider a VLP system with
deployment of IRS and propose approaches for position estimation and optimal
adjustment of IRS orientations. In Chapter [4], the thesis is concluded with final

remarks.



Chapter 2

Visible Light Positioning in the
Presence of Malicious LED

Transmitters

This chapter is organized as follows. The system model for visible light position-
ing in the presence of malicious LED transmitters is discussed in Section [2.1] In
Section [2.2) an ML estimator is derived based on the knowledge of the probabil-
ities of LED transmitters being malicious. In Section a training procedure
is proposed for the detection of malicious LEDs, and estimators that utilize the
training measurements are derived for two different scenarios. In Section
theoretical limits, namely, the CRLBs, on the positioning accuracy are derived.
Simulation results are presented and discussed in Section [2.5] In Section
an extension is provided for the case of unknown probabilities of LEDs being

malicious. Finally, the concluding remarks are presented in Section [2.8



2.1 System Model

Consider a VLP system with Ny, LED transmitters at known locations denoted by
l': fori € {1,...,Np}. The LED transmitters communicate with a VLC receiver,
which aims to estimate its unknown location lg based on signals coming from the
LED transmitters. The VLP system is not completely secure and it is possible
that some of the LED transmitters can be hijacked by malicious third parties.
The VLC receiver does not know which LED transmitters are malicious but it is
aware of such a possibility. Namely, it is assumed that the VLC receiver knows
the probabilities that the LED transmitters can be malicious. (Extensions to the
case of unknown probabilities is provided in Section [2.6])

The VLC receiver gathers power measurements from the LED transmitters for

the purpose of localization, which are expressed as [51]
Pri = R, Pr;hi(lr) + n; (2.1)

forte =1,...,Ny. In , R, denotes the responsivity of the photo detector
(PD) at the VLC receiver, Pr; is the transmit power of the ith LED transmitter,
hi(lg) represents the channel coefficient between the VLC receiver and the ith
LED transmitter, and 7; is zero-mean Gaussian noise with a variance of o2, which
is independent of n; for all j # ¢ [51]. It is assumed that a certain type of multiple
access protocol, such as frequency-division or time-division multiple access [52-
54], is employed so that the signals coming from different LED transmitters are

processed separately and their power levels are measurement individually as in

&1).

Let v; denote the probability that the ¢th LED transmitter is malicious. Then,

the transmit power parameter in (2.1 is given by

B i with probabilit f
Pri=4 " P Y (2.2)

Py, with probability 1 —;

where Py;; denotes the transmit power of the ith LED transmitter if it is ma-

licious (i.e., controlled by a third party) and Py, represents the transmit power
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of the ith LED transmitter if it is honest (i.e., not malicious). The parameters
{ Py} are known by the VLC receiver since transmit power levels in case of
honest LED transmitters are either reported to the VLC receiver or they are set
beforehand for localization purposes. On the other hand, when an LED trans-
mitter is malicious, it can change its transmit power level in order to degrade the
localization performance of the VLP system. Therefore, {PMZ}f\;Ll are modeled
as unknown parameters. Also, it is assumed that each LED transmitter can be

malicious or honest independently of the other LED transmitters.

Considering a line-of-sight scenario between each LED transmitter and the

VLC receiver [3}55,56], the channel coefficients in (2.1]) can be calculated as

or||lg — L™

hills) = (2.3)

where m; is the Lambertian order for the 7th LED transmitter, Ay is the area of
the PD at the VLC receiver, and ng and n’. represent the orientation vectors of
the VLC receiver and the ith LED transmitter, respectively [57]. It is assumed
that the VLC receiver knows the parameters Ag, R,, ng, m;, liT, and n%, and
o2 [6,/56]. For example, the orientation of the VLC receiver (ng) can be deter-
mined by a gyroscope and the LED parameters (m;, ls, and mf%) can be sent
to the receiver via visible light communications [6]. It is noted that the channel

coefficient h;(lg) in (2.3) is a nonlinear function of the parameter of interest, i.e.,

lg.

Remark 1: As implied from the preceding system model, malicious LED
transmitters modify the transmit power levels to degrade the localization per-
formance of the VLP system. Even though a malicious third party can control
an LED transmitter, it is not practical for it to change other LED parameters
such as l?r, n’., and m; as their modification requires physical intervention to
the system. For example, the modification of liT or n’ requires a change in the
location or the orientation of the ¢th LED transmitter. Similarly, the Lambertian
order is fixed for a given LED model. On the other hand, the transmit power
levels of the LEDs are controlled by the LED drivers (usually via a controller

unit). Therefore, without any physical change to the system (such as changing
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the locations and orientations of the LEDs or replacing the LEDs), a malicious
third party can change the transmit power levels by hacking the LED drivers to
degrade the positioning accuracy of the VLP system.

Remark 2: The VLP system modeled considered in this work can be prac-
tical in the following cases: (i) While the transmit power level is known for a
given LED transmitter under normal operating conditions (denoted by Py, in
(2.2))), there can occur situations in which an LED can fail and provide a dif-
ferent (and unknown) power level than the reported one [58]. By considering
a more general perspective for being “malicious” and taking into account such
failures of LED transmitters, the system model in this section becomes valid.
Namely, based on some prior knowledge (such as the LED brand and type, pre-
vious operating experience, etc.), the probability of failure can be determined for
each LED transmitter, and the model in (2.2)) can be applied. In this case, it
is reasonable to model that each LED transmitter can fail (i.e., become “mali-
cious”) independently of the others. (ii) Consider a hijacking attack in which the
malicious third party gets the control of the whole VLP network by accessing
the VLP controller. In this case, the malicious third party can randomly select
some of the LED transmitters and modify their transmit powers in order not to
be detected easily. Hence, the assumption of malicious LED transmitters in this
section becomes valid in such a scenario, as well. (iii) Please also see Sections
and for extensions of the system model.

2.2 Position Estimation in the Presence of Ma-

licious LED Transmitters

The aim of the VLC receiver is to estimate its location lg based on the power
measurements in 1’ Let PR represent a vector consisting of the power mea-

surements; i.e., Pr = [Pri - Prn]7. Also, let Py denote the vector of
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unknown transmit powers in ; that is, Pyy = [Py Puny]’. In prac-
tice, upper and lower limits can be imposed on the elements of P); consider-
ing the specifications of the LEDs. Hence, it is assumed that Py € P, where
P = [Puings Pumaxa] X -+ X [Painng > Prax.ng - Similarly, let Ig € £, where £ de-
notes the possible locations of the VLC receiver; e.g., all possible locations in a
room or factory. It is assumed that there exists no prior statistical information

about Py or Ig.

The location of the VLC receiver can be estimated via the ML estimator [59],
which is stated as
(TR, 131\/[) = argmax p(Pg|lg, Pu) (2.4)
IReL,P\ieP
In (2.4), p(Pgr|lr, Pn) denotes the likelihood function, which can be calculated
from (2.1) and (2.2)) as follows:
Ny ( Vi _(PR,i*PM,iI;"fphi(lR))Z 1 — o _(PR,,iPH,z'l;phi(lR))z)

Py |lg,Py) = e 27 + e 2
p(Prlt ) = [ 5 Nz

=1

(2.5)
From (2.4) and (2.5)), it can be shown, after some manipulation, that the ML

estimator for the location of the VLC receiver becomes

Ny (PR,i*ﬁM,z‘(lR)Rp’%(lR>)2 1 <PR,rPH,iRphz‘(lR))2
/l\R = arg max i e 207 4+ Vi e 207
lReL 5 \ V27O, V2To;
(2.6)
where Py;(lg) in (2.6) is given by
. PR
Prin,is if R;,T(;R) < Phini
D — : PR
PMJ(lR) - Pmax,i; 1f RPT(;R) Z Pmax,i (27)
Pr.; .
ol (i) otherwise

It is noted that the maximizer of the likelihood function over Py;; is obtained
for any given value of lg as in , which leads to a significant reduction in
computational complexity. Namely, the original formulation of the ML estimator
in (2.4), which requires optimization over an (Ny,+3)-dimensional space is reduced

to a three-dimensional search in ([2.6)).
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Remark 3: The ML estimator in is in the form of a Gaussian mixture
model. In general, the Expectation-Maximization (EM) algorithm can be used to
estimate the unknown parameters of Gaussian mixture models and to maximize
the likelihood function, examples of which can be found in various studies such
as |60H62]. In our case one of the unknown parameters, namely Py, can be
expressed in terms of the other one, namely lg, which reduces the unknown
parameter set to only the position of the VLC receiver. Therefore, it is possible
to directly estimate the unknown location parameter Iy without resorting to EM

iterations.

2.3 Position Estimation in the Presence of Mali-
cious LED Transmitters and Training Mea-

surements

In this section, we suppose that power measurements can be taken at known
locations in a given environment beforehand for training purposes. Based on those
measurements, information related to maliciousness of each LED transmitter can

be collected, which can then be used for the location estimation of the VLC

receiver.
The power measurements at Ny known locations, denoted by lg), e ,l%{NV),
can be expressed as follows:
PY) = R, PY) 1y (1) + 1 (2.8)
fore =1,...,N, and j = 1,..., Ny, where PP({J;Z) is the power measurement at

location lg) due to the signal emitted from the ith LED transmitter, sz de-
notes the transmit power of the ith LED transmitter during the measurement
at location lg), and ni(j ) is the noise component during the reception of the sig-

nal coming from the 7th LED transmitter when the VLC receiver is at location

2

i, and 77@(] Vs are modeled as zero-mean

lg). The variance of ni(j ) is denoted by o

Gaussian random variables that are independent for all ¢ and j.
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It is assumed that an LED transmitter is either malicious or honest during
the training and estimation stages; i.e., its status does not change over the time
interval of interest. In addition, two scenarios, named Scenario 1 and Scenario 2,

are considered related to the transmit powers of the malicious LED transmitters.

Scenario 1: Each malicious LED transmitter employs a fixed unknown power
level during all the measurements (i.e., during the training and estimation stages).
Hence, parameter Péj ) in (2.8) is modeled in Scenario 1 as

5,2

PR g ’ 4 (2.9)
Py, with probability 1 —;

for j € {1,...,N\/}.

Scenario 2: In this scenario, a malicious LED transmitter is modeled to
change its transmit power frequently such that its transmit power can vary for
each measurement. Then, Péjz in (2.8) is modeled as

. PY)  with probability
py) =} o (2.10)
Py, with probability 1 —;

for j € {1,...,Ny}.

Based on the power measurements in , the aim is to make a decision
for each LED transmitter about its status (malicious or honest), and to then
perform localization based on a given power measurement vector Py (see ([2.1))
by utilizing those decisions. The preceding two scenarios are investigated in the

following.

2.3.1 Detection and Estimation in Scenario 1

In Scenario 1, the following binary hypothesis-testing problem can be formulated
for the ¢th LED transmitter based on the measurements in ([2.8)):

H; : BY) =R, Py (L)) +0, j=1,....Ny

(3

7
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where H; and M; denote the hypotheses that the :th LED transmitter is honest

and malicious, respectively.

As Py;’s are unknown, the hypothesis M, is a composite hypothesis and the
generalized likelihood ratio test (GLRT) is a well-suited approach for this problem
due to the absence of prior distributions of Py ;’s [59]. The GLRT for the problem

in (2.11)) can be stated as

(1 ()’

NV r 202 .
e %)
max
Pl\{,ie[Pmin,iapmax,i] 3 27r0—2 ] Mi
]:1 5J >
| Z (2.12)
(P(J> RpPy hi(lg))) H,;

| | 20'1.2 j
Y 27T<7z g

where 7; denotes the threshold, which can be chosen according to the tradeoff
between the conditional probabilities of error [59]. In particular, since the prob-
ability distribution under H; is completely known, the probability of deciding
for M; when H; is true, i.e., the false alarm probability, can be fixed to a suit-
able value for setting the thresholdH (The effects of the threshold selection on
the localization performance are investigated in Section [2.5]) The maximization

problem in the numerator of yields the following maximizer:
Poini, if g({PRZ} ) < Pin
Pui = { P, if g({PY}Y) > Pras (2.13)
g ({sz }jvz"l) , otherwise

where

( P(j)}Nv ) A ZjV:vl nghi (lg))/aﬁj
I\ RS j=1) = Ny UN\\2/ 2
Ry Zj:1 <hl (lR )) Oij

Then, the GLRT in (2.12)) can be simplified, after some manipulation, as follows:

(2.14)

=R Ny P(J)hz l(]) N Ny h l(] i
Rp<PMﬂ' — PH,Z) Z RZO_—H + 0. 5R2 (PI?I’L (PMJ)Q) Z —( (0_2 )) z log(n)
i=1 0 i= Wi M

(2.15)

'In particular, the threshold can be set via Monte-Carlo trials for a given false alarm prob-
ability by generating a sufficient number of received power measurements according to the H;

hypothesis (see (2.11)).
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where ]3MZ is given by ([2.13)).

Let 132 denote the decision of the GLRT in , i.e., the decision for the
ith LED transmitter, where i € {1,..., N.}. When the power measurements Pg
are taken as in related to a VLC receiver at an unknown location Iy, the
problem becomes the estimation of Ig based on Py and the decisions lA)l, cee D Ny -

In Scenario 1, two approaches are considered as described in the following:

2.3.1.1 Algorithm 1-(a)

In this algorithm, the decisions of the GLRTSs in ([2.15)) and the power estimates
in (2.13) are assumed to be perfect, and the probability distribution of Py is
determined accordingly. In particular, let H and M denote the sets of honest
and malicious LED transmitters according to the decision of the GLRT's in ;
that is,

H={ie{l,...,N.}|D; = H} (2.16)
M={ie{l,....N,}| D; = M;} (2.17)

Then, the likelihood function from this perspective can be expressed as

(PR,i_PH,iRphi(lR))z 1 _ (PR,z‘—ﬁM,iRphi(lR)>2

p(Pr|1Rr) 20} e 20} 2.18
(Prte) H\/%O'z g[?\/%ai 218)

and the resulting ML estimator can be derived as

(Pr; — P Pri — PuiRyhi(lr))?
lR argmlnz L i hi(lr))” —|—Z< R M ftphi(lr)) (2.19)

2 2
IReL 2(7 — 20
R icH E ieM ‘

where ﬁMl is as in (2.13) for i € M.

2.3.1.2 Algorithm 1-(b)

In this algorithm, the estimates in (2.13) are still assumed to be perfect but
possible errors in the decisions of the GLRTSs in (2.15)) are taken into consider-
ation. Specifically, the probability that the ith LED transmitter is malicious is
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calculated as follows:

%‘P(ﬁz‘ | M;)
VP (Di | M) 4+ (1 — )P (D | )
where v; = P(M;) as defined before. In other words, in Algorithm 1-(b), the
probabilities are updated according to the decisions produced by the GLRTSs in

% =P(M;|D;) = (2.20)

the training stage. Hence, +; and 74; can be regarded, respectively, as the prior
and posterior probabilities that the ¢th LED is malicious. Accordingly, the ML

estimator can be obtained as follows:

A NL =, _ (Pr,i—Pu,iRphi(r))® 1 _ (Pr,i—Pp,i Rphi(ir))?
7@ 202 /yl 202
K K2

lp = arg max e
" 2 \2mo; \/ 27?0Z

lrel

(2.21)

where 7; is given by (12.20) and ﬁMl is as in (2.13). It should be noted that
P(D; | M;) and P(D;|H,) can be calculated for the GLRT in (2.15) based on

analytical approaches or simply via Monte-Carlo trials.

2.3.2 Detection and Estimation in Scenario 2

In this scenario, the hypothesis-testing problem for the ith LED transmitter can
be stated as

Hi o PY) =R, Puhi(l) +0, j=1,....Ny
M; : PO =R, P (1) + 0, j=1,...,Ny (2.22)
Then, the GLRT is given by

(et (40))
2
max H 273
{P(]) \V 27‘(’0’1 J M;

ki gt = (2.23)

I
o1 V2moi

where k; denotes the threshold. The maximization problem in the numerator of
(2.23) can be solved in closed form, which leads to the following simplified form
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of the GLRT after some manipulation:

Ny M,
1 . . ~ . . - i
2 ﬁ(Rprghi () (P = Pu) + 0.5 (s (1)) (P, - (Péﬁﬁ) = log(r)
j=1 "%J Hi
(2.24)
where
- i P N
Pmln,l ) if Ryhi (lg)) > LI'ming
ey &)
BY =S Powgi, | i B, (2.25)

Sy (1) =

Py )
~—  otherwise

{ fivhi (l?)

Let D; denote the decision of the GLRT in (2.24) for i € {1,..., Np.}. When
the power measurements Py are taken as in ([2.1)) related to a VLC receiver at
an unknown location lg, the estimation of Ig can be performed via the following

algorithms in Scenario 2:

2.3.2.1 Algorithm 2-(a)

In this algorithm, the decisions of the GLRTSs in ([2.24]) are assumed to be correct

and the likelihood function is stated as

1 _(PR,i_PH,iRPhi(lR>>2 1 _(PR,i_PI\/I,iRPhi(lR))2

e 2(7.2 e
\2mo; 1_/\[7 \2mo;

202
% %

p(Pr|lx, Py) =[]
i€t

(2.26)

where H and M are as defined in (2.16) and (2.17)), respectively, for the GLRTs
in (2.24). Then, the corresponding ML estimator is derived as

- . (Prji — PuiRyhi(lg))> (Prs — Pai(lr) Ryhi(Ig))?
lg =argmin : : + : :
R =argmin ) >

2 2
207 207

= ieM

(2.27)
where ﬁM,i(lR) is as in ([2.7) for i € M.
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2.3.2.2 Algorithm 2-(b)

In this algorithm, possible errors in the decisions of the GLRTSs in are con-
sidered by updating the probabilities that the LED transmitters can be malicious
as in (2.20). Then, the ML estimator is designed as in Section [2.2] by replacing
vi’s with 7;’s. Consequently, Algorithm 2-(b) can be expressed as in and
by replacing ~;’s in (2.6)) with 7;’s obtained from ([2.20]).

Remark 4: It is noted that the estimates obtained in the training stage for the
power levels of the malicious LED transmitters in (2.25)) are not employed during
the estimation stage since the power levels of the malicious LED transmitters

vary in Scenario 2 (i.e., they become different in the estimation stage).

Remark 5: It is noted that Algorithm 1-(a) and Algorithm 2-(a) can be
implemented without using the probabilities that the LED transmitters can be
malicious. However, the knowledge of these probabilities is required for Algo-
rithm 1-(b) and Algorithm 2-(b). In practice, the knowledge of the probabilities
that the LED transmitters are malicious can be obtained in various ways: (i)
For the case in which an LED transmitter becomes “malicious” due a failure
in the LED chip (see Remark 2), the probability that an LED can fail can be
learned based on some prior knowledge depending on the LED brand and type
or based on previous operating experience. (ii) For the case in which an LED
transmitter becomes malicious due to hijacking, the probability of such an event
can be estimated based on the history of VLP networks operating in similar

environments/conditions.

2.3.3 Alternative Detection Approach for Scenario 1

In Section [2.3.1, the GLRT is obtained as in (2.15) and its threshold is set ac-
cording to the tradeoff between the conditional probabilities of error, namely,
P(ﬁl | M;) and P(ZA), | H;). As an alternative approach, the uniformly most pow-

erful (UMP) test can be derived in Scenario 1 if there exists prior information
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that a malicious LED transmitter does not increase the power level with respect
to the power level of an honest LED transmitter; that is, if the following condition
is satisfied:

Py < Py, Vi (2.28)

Under this condition, the likelihood ratio test for the hypothesis-testing problem
in (2.11)) can be expressed as

() ONE
ex ZNV (PR,i’RPPH,ihi(lR ))
p j=1 202 M

i

(P9) %) )2 z y (2:29)
exp{Zﬁl PR’i_Rpgr.?’_ihi(lR) } 4

where 7; denotes the threshold. Taking the natural logarithm of both sides leads

1

&,

to

N . . N y .
< ! ’

Z o? p Z 202

j=1 ¢ Jj=1 v Hi

Based on the condition in (2.28)), the expression in (2.30)) can be simplified as

o B ha(ly)) %

20—2 = (2.31)

j=1 ij M;

where j is defined as 7 2 (log i~ W) (PR, — P)/(202)) /(Ry(Pai—

Py,;)). For the test in (2.31)), the false alarm probability can be derived analyt-
ically as follows. Under hypothesis H; in Scenario 1 (see (2.11))), the received

power PI,({J;Z)- follows a Gaussian distribution with mean RpPH,ihi(lg)) and variance

2

0555 1.e.,

P}~ N (RyPushi(l), 07) (2.32)

» Yag

Since Pf{ g’s are independent for different j’s, we get

Ny P(J)h l(j) Ny P B2 Gy Ny 22070)
Z R,i Z( R ) NN (Z RP H,lhz (lR )’Z hz (lR )) (233)

02 0_2 2

= ij e ij = i

Accordingly, setting the false alarm probability to a given level o leads to

(4)
~ Nv RpPH’ihg(lR )
i — g Sl )

1-Q o (2.34)
— = X .
Nv h%(lg(j))
Zj:l Uz'zj
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Then, solving for 7; yields the following threshold:

Ny 5 Ny 2070

y h2(1 - R, Py :h3(1

i = § (23>Q1(1—a)+§ s RS H’U'QKR) (2.35)
7j=1 () j=1 1)

Since the test in with the threshold specified by is a likelihood ratio
test (as it is equivalent to ([2.29)) and does change with respect to the unknown
parameter Py;;, it is a UMP test for the problem in [59]. Hence, when
the assumption in holds, the UMP test exists for Scenario 1 and can be
obtained as described in this section (which can be used instead of the GLRT
in (2.15))). It should be noted that if the condition in (2.28) is reversed, i.e., if
Pyii > P, Vi, a UMP test can again be derived based on a similar argument.
However, it is more likely for a malicious third party to reduce the transmit

powers of the LED transmitters to degrade the positioning accuracy.

2.4 CRLB Derivations

In this section, CRLB expressions are derived for three different cases to establish
benchmarks for performance of the proposed algorithms in the absence and pres-
ence of training measurements. In the first case, it is assumed that the transmit
powers of all the LEDs, i.c., {Pp;}XY, are perfectly known. This bound applies
to Scenario 1, in which the transmit power of each malicious LED transmitter
is fixed and can be estimated via training measurements. In the second case, it
is assumed that the transmit power of malicious LED transmitters are unknown
but their indices are known. This bound corresponds to Scenario 2, in which
there exist training measurements and malicious LED transmitters modify their
transmit powers for each measurement. In the third case, the CRLB is derived
for the scenario without training measurements, which corresponds to the setting
considered in Section 2.2} Overall, via three different CRLB derivations, we take
into account various levels of knowledge related to the transmit powers of the

malicious LED transmitters and the indices of malicious LEDs.
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2.4.1 CRLB for Scenario 1 (Knowledge of Transmit Pow-

ers)

In this case, the transmit powers of all the LEDs, i.e., {PT,i}i\in are perfectly
known. Therefore, the vector of unknown parameters consists only of the PD

location, i.e., Ig. Thus, the likelihood function for Iz based on the measurements

in (2.1) can be expressed as

p(Pr|lg) = (H \/_Uz> exp {_ ZL (Pr.i — Rgf;,ihi@r&))z } (2.36)

=1

Then, the Fisher information matrix (FIM) is given by
J(Ir) = E{(Vi, log p(Pr|lr)) (Vi log p(Pr|lr))" } (2.37)
and the CRLB is expressed as [59]
E{|tr — ||} > trace{J(Ir) '} £ CRLB (2.38)

After some manipulation, the elements of the FIM in (2.37)) can be calculated
from ([2.36]) as follows:

Ny

ZP2 Oh; lR Oh;(Ir)

o2 Oln(p) Oln(q) (2:39)

where p, ¢ € {1,2,3} and lg(p) denotes the pth element of lg. In addition, based
on (12.3), the partial derivatives of h;(lg) with respect to Ig(p) can be expressed

Ohi(lr) _ (mi+1)Ag [91,(In)g5 () + g1 (Ir) g5, (Ir)]g5(Ir) — g1 (Ir)g5(Ir) g, (1)
Olr(p) 2m g5’ (In)

(2.40)
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where

gi(lr) = [(ln — ) "ni]™ (2.41)
g5(lr) = (I — In) ng (2.42)
gi(lr) = ||ts — |™ (2.43)
gi,(lr) = %gli((l;)) =m; [(Ig — )" nl] mit nk(p) (2.44)
oll) = T = —na() (2.45)
giy () = 2B _ g — ™ [0a) — E)] (246)

Ilr(p)
Thus, the CRLB can be obtained from (2.38))—(2.46)), yielding a lower bound on

mean-squared errors (MSEs) of unbiased estimators for Ig when the transmit
powers of the LEDs are known. Since the malicious LEDs employ fixed transmit
powers that can be learned via training measurements in Scenario 1, the CRLB

expression in this section applies to Scenario 1; hence, it is referred to as “CRLB
- Scen. 17 in Section 2.5

2.4.2 CRLB for Scenario 2 (Knowledge of Indices of Ma-
licious LEDs)

In this case, it is assumed that the transmit powers of the malicious LEDs are
unknown but their indices are known. The set of indices of the malicious LEDs

is expressed as
M ={ie{l,...,Np}|ith LED is malicious} (2.47)

and the number of elements in M is denoted by M. Then, the vector of unknown

parameters is defined as
e =% PL]" (2.48)

where Py is the vector consisting of the transmit powers of the malicious LEDs.

Accordingly, the likelihood function for ® based on the measurements in ([2.1))
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can be expressed as

p(Pr|©) = (H \/%a> exp {— > i i Rgfg’ihi(lR)) } (2.49)

=1

and the FIM is given by
J(©) = E{(Ve log p(Pr|©))(Ve log p(Pr|©))"} (2.50)

Based on the FIM, the bound on the estimation error for the location Iy of the

VLC receiver can be specified as
E{|[lr — Ix||"} > trace{J(©); 1,5} 2 CRLBy, (2.51)

where TR denotes any unbiased estimator of lg. Likewise, the bound on the

estimation error for the transmit powers of the malicious LEDs can be stated as
= 2 _
E{|| Py — Pu|"} > trace{J(©) 1y, +5.401,+3) = CRLBp,, (2.52)

where 131\/1 represents any unbiased estimator of Py;. After some manipulation,
the elements of the FIM in (2.50)) can be calculated from ([2.49)) as

Ny

i OPr;hi(lg) OPr;hi(lR)
o 00(p)  00(q)

i=1 !

[J(©)]pq = B; (2.53)

where p,q € {1,..., My + 3} and ©(p) denotes the pth element of @. As in
Section for p € {1,2,3}

OPr ;hi(lr) Oh;(ly)
itiCr) _ p  ONiltr) 2.54
00 (p) Ol (p) (254
where %h#(é;)) is as defined in (2.40)), and for p € {4,..., M + 3}
8PTZh,(lR) 8PT1
: = = hi(lg) ——— 2.55
o) oyl -3) (259
where
oPr; )1, fieMandi=p—3 (2.56)

OPy(p —3) 0, otherwise
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The CRLB expression specified by (2.51]) and (2.54)—(2.56) provides a lower
bound on position estimation in Scenario 2 since the indices of malicious LED

transmitters can be learned via training measurements in that scenario. (How-

ever, the transmit powers of malicious LEDs cannot be learned since they change

for each measurement in Scenario 2.) Therefore, it is referred to as “CRLB -

Scen. 2”7 in Section 2.5

2.4.3 CRLB without Training Measurements

In this case, neither the transmit powers nor the indices of the malicious LEDs
are known. Therefore, the likelihood function in (2.5) is used to derive the CRLB.

The natural logarithm of (2.5)) can be expressed as

Ny

log p(Pg|©) = log (viEu + (1 — %) En)

i=1

where © is as defined in (2.48)), and

1 -~ (PR,i— P Rphi (IR))?
EM é e 201'2
\2mo;
1 (PR, — P, Rphi(R))?
Eg 2 207

e
V2o
Based on (2.57)), the FIM is constructed as

J(©) =E{(Ve logp(Pr|©))(Ve log p(Pr|©))"}
The partial derivatives in (2.60)) can be expressed as follows:

8logp PR|@ Z%EM PRz_PMzR h (l ))PM,sz 8hl(lR)

Olr(p o?p(Pr|O) Olgr(p)
+ Z 1 — ’}/Z)EH(PRZ PH IR hl(lR))PHJRp 8hl(lR)
— ip(PRr|©) Olr(p)
dlog p(Pr|®) _ %L: YiErv (Pri — PuiRphi(lr)) Rphi(lr)
0P (p) o?p(Pr|©)

i=1
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) . . (1 . ) .
The partial derivatives alR((;)) are the same as in (2.40). As the expectation in

(2.60)) is hard to evaluate analytically, Monte Carlo integration methods can be
used to compute the CRLB in a similar fashion to that in |[63]. Namely, the FIM

in (2.60)) can be approximated as follows:

Nuc
1 ; l.
7©) = > (Volosn(P{I0))(Vels(PRIO) (263
=1

where Ny is the number of Monte-Carlo trials and Pg) is the realization of Pg in
the ith trial. In , Ve log p(Pg) |G)) is evaluated based on the expressions in
and for the given realization Pg). Hence, a semi-analytic evaluation
approach is employed. Finally, the CRLB can be expressed as

E{|[tx — Ix||"} > trace{J(©);1,5} 2 CRLBy, (2.64)

This bound is referred to as “CRLB - No Training” in Section [2.5]

2.5 Simulation Results

In this section, simulations are conducted to evaluate the performance
of the proposed approaches. A room with dimensions 4 x 4 x 3 me-
ters (width, depth and height, respectively) is considered. = The num-
ber of LED transmitters is taken as Ny = 9 and they are placed at
the following locations: {(—1,1,3),(0,1,3),(1,1,3),(-1,0,3),(0,0,3),(1,0,3),
(—1,-1,3),(0,—-1,3),(1,—1,3)} (all in meters) such that they cover the room
in a symmetric manner, where (0,0,0) corresponds to the center of the room
floor. The orientation vectors, ni’s, are taken as [0,0, —1]7 Vi such that all the
LEDs face downwards. Also, m;’s are set to 1 Vi. Although the derivations in
Section and Section are generic for any three-dimensional setup, the VLC
receiver is considered to be at a fixed height of 0.85 meters in the simulations
(i.e., a two-dimensional localization scenario is considered [64]). Moreover, the
orientation of the receiver is specified as ng = [0,0,1]7, i.e., it faces upwards,
the area of the PD is taken as Ag = 1cm?, and the responsivity of the PD is

set to I}, = 1. Moreover, the noise variances are assumed to be the same, that
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Figure 2.1: Top view of the system setup in an example scenario with 5 honest and 4 malicious
LEDs. Black crosses represent honest LEDs and red crosses represent malicious LEDs.

is, 02 = g? for i = 1,..., Np. A visualization of the system setup is presented
in Fig. [2.1] as the top view perspective of the room for an example scenario of

malicious LEDs with v; = 0.5 V.

Since the localization problem can be ill-posed when the number of honest
LED transmitters is below 3, the probabilities that the LED transmitters can be
malicious are set as follows:

0, ifi=1,6,7

Vi = (2.65)

v, otherwise
Namely, in the simulations, it is guaranteed that there exist at least 3 honest
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LED transmitters for any given scenario. It should be noted that the indices
of these 3 “always honest” LED transmitters is not known by the VLC receiver
and that the other LED transmitters can also be honest with probability (1 — )
independently of each other.

To investigate the performance of the proposed ML estimator in (2.6 (which
is designed for the scenario without training measurements), the location of the
VLC receiver is set to Ig = [0.5 0.5 0.85]7 meters and various values of ~y are con-
sidered. For each v, 10* different sets of honest and malicious LED realizations
are obtained according to , and the powers of the malicious LED trans-
mitters, Py ;’s, are generated as uniform random variables in the set [1 W, 3 W],
whereas the honest LED transmit power is set to 5 W. In addition, Pyin,; is set

to 1W and Ppax; is set to 10 W, which are the estimation parameters used in

E9. @19, and @2).

In Fig. , the root-mean squared error (RMSE) performance of the proposed
ML estimator in is plotted versus v for 02 = 107!, For comparison purposes,
we also consider the case in which the VLC receiver is unaware of the security issue
and assumes that all the LED transmitters are honest. In this case, the VLC re-
ceiver employs the model in (2.1 with Pr; = Py, fori = 1,..., Ny, which results
in the following ML estimator: TR = arg min ZfV:Ll (Pri — PuiRyhi(lr))?/(202).
This ML estimator is labeled as “ML iRIeJLnaware” in Fig. 2.2l As another way
of comparison, the ML estimator in the presence of perfect knowledge of mali-
cious LED transmitters is considered, which is given by when H and M
are equal to the correct sets of honest and malicious LED transmitters, respec-
tively. This ML estimator is labeled as “ML — Perfect” in Fig. The results
in the figure show that the proposed estimator in (2.6|) provides performance im-
provements (especially when + is not small) over the estimator that assumes that
all the LED transmitters are honest. Also, the estimator that perfectly knows
which LED transmitters are malicious provides a performance lower bound, as
expected. In addition, the estimators have higher RMSE values as v increases
due to the increased level of uncertainty about transmission powers. In Fig. [2.2

we also present the CRLB in the absence of training measurements (“CRLB - No
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Figure 2.2: RMSE versus v for 02 = 10711,
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Figure 2.3: RMSE versus 10log;(1/0?) for v = 0.5.

Training”) and the CRLB when the indices of malicious LED transmitters are
known (“CRLB - Scen. 2”). The CRLB with no training measurements provides
a lower bound on the performance of the proposed ML estimator. On the other
hand, the CRLB for Scenario 2 presents a performance limit for “ML — Perfect”,
which is also designed under the assumption of known indices of malicious LED
transmitters. It is noted that the CRLB in the absence of training measurements
is a tight limit for the RMSE of the proposed ML estimator only when ~ is close

to zero or one.

In Fig.[2.3] the RMSE performance of the estimators is plotted versus the noise
level, 101log;,(1/0?). Tt is observed that the RMSE of the proposed ML estimator
in (2.6]) gets close to the CRLB and the RMSE of the “ML — Perfect” as the noise

variance decreases. However, the RMSE of “ML — Unaware” estimator does not
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improve significantly as the noise variance gets lower as it assumes that all the
LED transmitters are honest. In addition, it is noticed that for large values of
noise variances, the RMSEs of all the estimators are below the CRLBs. This is
due to the fact that the possible locations of the VLC receiver in the room are
limited to 4 x 4 meters in two dimensions, and the ML estimators perform the
search over this space. On the other hand, the CRLB derivations do not assume
any prior information about the location of the VLC receiver; hence, can lead to

larger values than RMSEs in very noisy cases.

To evaluate the performance of the algorithms in Section (Scenario 1), a
similar setup is used. The algorithms in this section require a training phase. For
this purpose, Ny is set to one and the training location is chosen as the center
of the room in two dimensions at a height of 0.85 meter, i.e., (0,0,0.85) meters.
Again, 10* different sets of honest and malicious LED realizations are used to
obtain average performance results. The same LED transmitter powers as in
the previous part are used in both the training and estimation phases since, in
Scenario 1, transmit powers of malicious LED transmitters do not change over
time. In addition, to set the values of 7; for the decision rule in (2.15)), a Neyman-
Pearson type approach is followed. Namely, for each noise variance o2, 7;’s are
determined so as to set the false alarm probability of each decision rule to a
fixed value of Pr for each LED transmitter. In the simulations, two different
values of Py are considered, namely, Pr = 0.001 and Pr = 0.5. Based on the
obtained thresholds, the conditional error and correct decision probabilities, i.e.,
P(D; | M;) and P(D; | H;), are calculated using 10° Monte-Carlo trials and em-
ployed in Algorithm 1-(b). To provide comparisons, the “ML — Perfect” estimator
is also considered, which knows not only the malicious LED transmitters but also

their transmit powers in this scenario (Scenario 1).

Fig. 2.4 shows the RMSE performance of the algorithms versus the noise level,
10log,o(1/0?), where v = 0.5. Tt is observed that, for Pr = 0.001, Algorithm
1-(a) has the same performance as the “ML — Unaware” estimator up to around
100 dB and then gets close to “ML — Perfect” at low noise variances. For Pr = 0.5,
Algorithm 1-(a) performs worse than “ML — Unaware” up to around 100 dB but
afterwards it achieves lower RMSEs than Algorithm 1-(a) with Py = 0.001 up to
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Figure 2.4: RMSE versus 101og;,(1/0?) for Scenario 1 (y = 0.5).
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around 113 dB. However, for higher values of 101og;y(1/0?), Algorithm 1-(a) with
Pr = 0.001 outperforms Algorithm 1-(a) with Pg = 0.5. Moreover, it is noted
from Fig. [2.4|that the performance of Algorithm 1-(b) is not affected significantly
by the false alarm probability Pg (equivalently, the thresholds). This is because,
in Algorithm 1-(b), the probability that an LED transmitter is malicious, =, is
updated based on the observations (see (2.20)). Thus, Algorithm 1-(b) is robust
to changes in the threshold values 7; as opposed to Algorithm 1-(a), which is a

practical advantage.

For performance evaluation of the algorithms in Section (Scenario 2),
10* different sets of honest and malicious LED realizations are employed with a
~ value of 0.5. As opposed to Scenario 1, in this scenario, the transmit powers
of malicious LEDs are different at each measurement both in the training and
estimation phases. Again, Ny is chosen as one by considering the same train-
ing point as in the previous case. The training is performed according to the
decision rule in (2.24). To determine the x; values, the same approach as in
Scenario 1 is taken by setting Pp = 0.001 and Pr = 0.5. Then, based on the
r; values, the conditional probabilities P(IA)Z | M;) and P(ﬁz | H;) are calculated
using 10° Monte-Carlo trials and employed in Algorithm 2-(b). The results in
Fig. reveal that for Pp = 0.001, the performance of Algorithm 2-(a) is the
same as “ML — Unaware” up to 100 dB and then converges to “ML — Perfect” at
low noise variances. However, for Pp = 0.5, Algorithm 2-(a) performs closely to
“ML — Perfect” at high noise variances but achieves a significantly inferior per-
formance at low noise variances. In addition, it is observed that the performance
of Algorithm 2-(b) is not affected significantly by the false alarm rate Pg as in
Scenario 1. Thus, Algorithm 2-(b) is robust to changes in x; values. Based on
Fig. and Fig. 2.5 it can be noted that if the false alarm probability can be
adapted according to the noise variance, the performance of Algorithms 1-(a) and
Algorithm 2-(a) can be enhanced. Namely, lower (higher) false alarm rates can

be chosen for lower (higher) noise variances.

To observe the effects of the VLC receiver position on the accuracy, the VLC
receiver is placed (0,0, 0.85) meters and moved along the straight line towards the

location (1,1,0.85) meters, where  is set to 0.5. The simulations are conducted
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Figure 2.5: RMSE versus 101og;,(1/0?) for Scenario 2 (y = 0.5).
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for two different values of the noise variance, namely, o2 = 107 and 0% =
1072, In Fig. (a), Algorithm 1-(a) achieves lower RMSEs with Pr = 0.5 than
with Pp = 0.001. Conversely, in Fig. [2.6(b), Algorithm 1-(a) with Pr = 0.001
outperforms that with Pr = 0.5. On the other hand, the RMSE performances
of Algorithm 1-(b) are very similar at both false alarm probabilities due to its
probability update operation, as discussed previously. In addition, it is observed
that the RMSEs of the estimators get larger as the VLC receiver moves away
from the center. This simulation is repeated for Scenario 2 and the results are
presented in Fig. In Fig. 2.7(a), Algorithm 2-(a) with Py = 0.5 performs
better than Algorithm 2-(a) with Pr = 0.001. On the contrary, in Fig. 2.7-(b),
Algorithm 2-(a) with Pr = 0.5 performs poorly as the VLC receiver moves away
from the center, whereas Algorithm 2-(a) with Pr = 0.001 performs closely to
the CRLB. Again, Algorithm 1-(b) achieves very similar RMSEs for both false
alarm probabilities and the RMSE values of the estimators and the CRLB tend
to increase as the VLC receiver moves away from the center of the room. These
results illustrate the robustness of Algorithm 1-(b) and Algorithm 2-(b) against
the threshold values used in the detection step. In addition, Algorithm 1-(a) and
Algorithm 2-(a) are observed to be sensitive to the threshold values, and it is
concluded that lower false alarm probabilities should be used for setting their

thresholds as the noise level decreases; i.e., the SNR increases.

Moreover, the UMP test proposed in Section for Scenario 1 can be inves-
tigated as the Py; values are lower than or equal to Py ;, Vi for the considered
setting (namely, Py; € [LW, 3W] and Py; = 5W); hence, the condition in ([2.28))
is satisfied. The false alarm probability is set to 0.5 in the simulations to high-
light the advantage of employing the UMP test. It can be seen from Fig. that
the UMP test specified by and achieves higher detection probabil-
ities than the GLRT in for the large values of the noise variances while
keeping the false alarm probability the same. Thus, the UMP test can lead to
improved RMSE performance at high noise levels. In Fig.[2.9] it is observed that
Algorithm 1-(a) that utilizes the UMP test, labeled as “Algorithm 1-(a), UMP”,
outperforms Algorithm 1-(a), which employs the GLRT test. Hence, enhanced

localization accuracy can be achieved via the UMP test when the condition in
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Figure 2.6: For Scenario 1, RMSE versus distance of VLC receiver from location (0, 0,0.85) m,
where v = 0.5 and VLC receiver moves on the straight line towards (1,1,0.85)m. (a) 02 =
1071, (b) 02 = 10712,
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Figure 2.7: For Scenario 2, RMSE versus distance of VLC receiver from location (0, 0,0.85) m,
where v = 0.5 and VLC receiver moves on the straight line towards (1,1,0.85)m. (a) 0* =
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Figure 2.8: Detection and false alarm probabilities of the GLRT and UMP tests versus
10log,((1/0?) for Pr = 0.5.

(2.28) is satisfied. However, Algorithm 1-(b) with the UMP test, labeled as “Al-
gorithm 1-(b), UMP”, does not provide significant performance improvements

since Algorithm 1-(b) is robust to the changes in the 7; values.

Furthermore, to investigate the effect of number of training locations, i.e.
N,, used in algorithms in Sec. on the positioning accuracy, a simula-
tion is conducted. Noise variance is taken as o> = 107!%% (corresponding to
10log;(1/0?) = 105dB) to highlight the effect of increasing the number of train-
ing locations. N, values are taken from 1 to 16 while keeping the rest of the
parameters same. For the choice of training locations, we have used a uniform

grid array across the room for each N,. ﬂ It can be observed from Fig. [2.10

20btaining the optimum arrangement of training locations can be considered as an important
theoretical problem, which is out of scope of this work.
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Figure 2.9: RMSE versus 101og;,(1/0?) for Scenario 1 (y = 0.5).
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that the positioning performance of Algorithm 1-(a) with a false alarm rate of
0.001 converges to the performance of the ML estimator that perfectly knows
the transmit powers of the malicious LEDs labeled as “ML — Perfect” as N, in-
creases. Likewise, the performance of Algorithm 1-(a) with a false alarm rate
of 0.5 also enhances as N, increases, but it is outperformed by Algorithm 1-(a)
with 0.001 false alarm rate for the higher values of N, whereas it performs better
for the smaller values of N,. The performance of Algorithm 1-(b) with a false
alarm rate of 0.001 also enhances with increasing N, but it is outperformed by
Algorithm 1-(a) with both false alarm rates for the higher values of NV,. This
is because when there are more measurements in the training phase the possible
errors in the decisions are getting smaller. Finally, the performance increase for
the Algorithm 1-(b) with 0.5 false alarm rate is very limited as N, increases. It
can be argued from Fig. that after the value of N, = 8 the performances of
all the algorithms do not further enhance. A similar simulation is conducted for
Scenario 2 in Sec. with the same parameters. It can be seen from Fig.
that the performance of Algorith 2-(a) with a false alarm rate of 0.001 gets closer
to the performance of the ML estimator that knows the malicious and honest
set of LEDS, M and H respectively, labeled as “ML — Perfect” as N, increases.
Algorithm 2-(b) with 0.001 false alarm rate performs better than Algorithm 2-(a)
with same false alarm rate for the smaller values of N, but it performs poorly
for the larger values of N,. This is again because the uncertainty decreases as
there are more training measurements. It can be observed that for the false alarm
rate 0.5 the performance enhancement is very limited as N, increases for both
Algorithm 2-(a) and Algorithm 2-(b). Similar to Scenario 1 the performances of
all the algorithms do not further greatly enhance after the value of N, = 12 also

in Scenario 2.

2.6 Extension to the Case of Unknown 7;’s

In this section, we consider the case in which the probabilities of the LED trans-

mitters being malicious, i.e., 71,...,7n,, are unknown. Let z; denote whether
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the ith LED transmitter is malicious or not; that is,

0, if ¢th LED is honest
(2.66)

Z; =
1, if ¢th LED is malicious

which is a Bernoulli random variable with parameter +;. Then, using the defini-
tion in (2.2)), Pr; can be expressed as

PT,i = (1 - Zz’)PH,i -+ ZiPM,i (267)

In this case, the unknown parameters are lg, Py, and z, where z denotes the
vector of z; values for + = 1,..., Ny,. Thus, the likelihood function of Py given

these parameters can be stated as

p(Prllr, Py, 2) = [[

Y .. {_ (Pri — PH,iRphi(zR))z}

5 — 2
i€H, 2mo; 207
1 Pri — PuiR,hi(Ig))?
< I1 exp {—( AL fp () } (2.68)
e, V 2no; QO'Z'
where sets H, and M, are defined as
H,={ie{l,...,Np}|z =0} 2.69)
M,={ie{l,...,Np}|z =1} (2.70)

Then, for the estimation without a training phase (as in Section [2.2)) in the case

of unknown ~;’s, the following ML estimator is derived:

(/l\RwﬁM?/z\) - argmaxp(PR|lR7PM7z)

(2.71)

Ig, P,z
Pr.i — PuiRyhi(lg))? Pri — Pui(l)Ryhi(1R))?
_ arg min (P, by (r)) +Z( R, M,(;%) phi(lg))
IRz em, i i€ M, i
(2.72)
where }A)M,Z-(IR) for any z is given by
: Pri o
Pmin,i: if m S Pmln,z
PMJQ(IR) = Pmax,ia if RpirjéR) > Pmax,i (273)
%, otherwise
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It should be noted that there are 2Vt possible values of zy,..., 2y, . Hence, the

ML estimator in (2.72)) has high computational complexity for large values of V..

To evaluate the performance of the proposed ML estimator for the case of
unknown +;’s, simulations are conducted for the setting in Section [2.5 considering
no training measurements. The results in Fig. illustrate that without the
knowledge of v, the positioning accuracy can degrade significantly for all values
of v compared to the proposed ML estimator in for the case of known 7.

45



2.7 Extension to Cases with All or None of
LEDs being Malicious

In this part, we extend the results in Sections[2.2] and [2.3]to cover a different case.
Namely, it is assumed that when a hijacking event occurs, the malicious third
party accesses the VLP controller and makes all the LED transmitters malicious
(i.e., modifies all the power levels). Let the probability of such a hijacking event be
denoted by . Then, the probability distribution of the received powers from the
LED transmitters in for given values of the unknown position and malicious
power levels can be expressed as follows (cf. (2.9))):

_ (PR,i_Pl\I,iRPhi(LR>>2 Ny _ (PR,i_PH,iRPhi(LR))Q

1 1 i
p(Pr|lr, Pu) ZVH ma'e 207 + (1 _V)H QWU.G 202

(2.74)

Then, the ML estimator for the location of the VLC receiver becomes

Ny, 1 (PR~ Pu,i(lR) Rphi (UR))>

Np
TR = argmax vy e 207 + (1=
gm 11 (1-7) 11

_ (PR,i*PH,iRphi(lR»Q
20'2.2

1
e
2mo; 2mo;

where Pyp,(lg) is as in (2.7). In addition, if there exist training measurements,
then a single hypothesis-testing problem can be formulated for Scenario 2 (instead

of the Ny, separate problems in (2.22)) as follows:

H szszPH,lhl(lg))—i—T](J), jzl,...,N\/, Zzl,NL

i

M P =R, PP n () +0, j=1,...,Ny, i=1,...N,  (2.75)

where Plf/f)l becomes Py, in Scenario 1 (cf., the Ny, separate problems in (2.11))).
Then, the GLRT can be formulated as

K (2.76)

2AIVE
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which can be simplified into the following rule for Scenario 2 (cf. (2.24])):

N;, Ny

> <R PO ) (P, = Piug) + 0.5R2 (i (1)) (PR, — (ﬁgg}if)) = log(x)

=1 j=1 7]

where ﬁl\(/f)z is as in (2.25)) and & is the threshold parameter. Also, in Scenario 1,
Pl\(/i)i is set to Py, and (2.76) is simplified as (cf. (2.15))

Ny, N Ny P hz l(]) R Ny hz l(]) 2 M
Z (Rp(PM,i — Puy) Z P”J—() + 0.5R? <PfIZ (PMJ)Q) Z (Er—2R))> E log (k)
i=1 j=1 ) j=1 Y] H

where ]3Mz is as in (2.13) and ([2.14])).

In this case, when the decision is hypothesis M, no localization is performed
since all the power levels are classified as incorrect (manipulated). This can be
regarded as an outage event. When the decision is H, localization is performed
based on (2.1) with Pr; = Py, for all ¢ € {1,..., Ny}, which leads to the “ML
— Unaware” estimator in Section Hence, the main ideas in Sections and
can also be employed for the case in which a malicious third party aims to

modify the power levels of all the LED transmitters.

2.8 Concluding Remarks

In this chapter, position estimation problems have been formulated for VLP sys-
tems in the presence of malicious LED transmitters for the first time in the
literature. An ML estimator has been derived based on the knowledge of prob-
abilities that LED transmitters can be malicious. In addition, in the presence
of training measurements, GLRTs have been employed for detection of malicious
LED transmitters, and based on the decisions of the GLRT's, various ML based lo-
cation estimators have been developed. Moreover, CRLB expressions have been
derived and used as benchmarks to evaluate the performance of the proposed
estimators. Finally, an ML estimator has been proposed for the case that the

probabilities of the LED transmitters being malicious are unknown.
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As possible directions for future work, uncertainties in the knowledge of the
probabilities that the LED transmitters are malicious (i.e., 7;’s) can be considered.
Also, more general channel models that take into account reflected and/or diffused
components (in addition to the line-of-sight component) can be employed. In
addition, information theoretic learning criteria such as MEE and MCC can be
used for VLP systems in the presence of malicious LED transmitters to develop
new approaches. Furthermore, possible ways of dealing with the presence of
malicious LED transmitters, such as power allocation, can be developed. Finally,
the shot noise component [65], which can be important when the received power

levels are high, can be considered to generalize the analyses.
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Chapter 3

Visible Light Positioning in the
Presence of Intelligent Reflecting

Surfaces

This chapter is organized as follows. The system model is described in detail,
and the CRLB expression and the ML estimator are derived in Section [3.1} In
Section the adjustment of IRS orientations is investigated analytically and
solutions are derived to maximize the received power at the VLC receiver. Various
simulations are conducted to inspect the performance of the proposed algorithms
and to observe the effects of critical parameters in Section Finally, concluding
remarks are presented in Section [3.5]

3.1 VLP with Intelligent Reflecting Surfaces

We consider a VLP system with N;, LED transmitters at known locations denoted
by l4,...,ly, and a VLC receiver at an unknown location represented by «. The

orientation vectors of the ith LED transmitter and the VLC receiver are assumed
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to be known and denoted by n; and n, respectively, where i € {1, ... ,NL}H In
addition to the VLC receiver and the LED transmitters, there exist intelligent
reflecting surfaces in the environment. In particular, there are Ny flat surfaces
represented by Si,...,Sn,, which are at known locations Zl, e ,ZNR and have
known orientation vectors ny, ..., ny,. It is assumed that each flat surface causes
glossy reflections [67] and the surface reflectance coefficient is the same over each
given surface; that is, pp is used to represent the reflectance coefficient for the
kth reflecting surface with & € {1,..., Ng}. Since the reflective surfaces are
considered as a part of the system design, p, and S (i.e., the surface equation)
are assumed to be known for all £ € {1,..., Ng}. In this setup, the location Iy
of the kth reflecting surface can correspond to any point on the surface (e.g., the
center) as the surface equation is already known. The considered system model
is illustrated in Fig. [3.1] (Please also see Fig. for an example. |

The aim is to estimate the unknown location x of the VLC receiver based
on power measurements at the VLC receiver due to the signals emitted by the
LED transmitters. Considering a time division multiplexing approach, the VLC
receiver can process signals coming from the LED transmitters separately [53,/54].
In this scenario, the received power measurement at the VLC receiver due to the
signal from the ith LED transmitter can be modeled as follows [68]f]

Nr
Prxi = Prx; H°%(x) + Prx, Z / dHS! () + m; (3.1)
k=1,
fori=1,..., Ni, where Prx; is the transmit power of the ith LED transmitter,

HIO5(x) is the channel gain of the LOS path between the ith LED transmitter
and the VLC receiver, dH;$ (z) is the channel gain of the path between the

1th LED transmitter and the VLC receiver which makes a single reflection from

!For example, i can be measured via a gyroscope at the VLC receiver [66].

2To keep the configuration of reflecting surfaces in the most generic form, we refer to each
surface element as an IRS, which can have arbitrary location and orientation. In practice, a
group of surface elements (i.e., “IRSs”) are placed together to form a large reflecting surface,
as shown in Fig.

3In practice, the incoming optical signal is converted to an electrical signal by the photo-
detector at the VLC receiver, and then the integral of the electrical signal is taken to obtain a
measurement that is proportional to the received optical power. Assuming that the responsivity
of the photo-detector is known, the received power model in can be obtained via scaling.
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x
VLC receiver

Figure 3.1: A system with Ny, LED transmitters, Ny intelligent reflecting surfaces (IRSs), and
a VLC receiver is considered. In the figure, only the ith LED transmitter and the kth IRS are
shown. The orientation vectors are denoted by n, n;, and n, and the locations are represented
by x, l;, and Zk, all of which are generic three dimensional vectors. Also, the irradiance and
incidence angles are named as in the figure.
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an infinitesimally small area around I, at the kth reflecting surface (please see
Fig.[3.1)), and 7; is a zero-mean Gaussian noise component with a variance of o2,

which is independent of n; for all j # i [69).

As in [36], the field-of-view (FOV) of the photo-detector at the VLC receiver
is assumed to 90° by considering the use of a hemispherical lens at the VLC

receiver [57]. Then, the channel gains in (3.1]) can be calculated as [67]E|

o) = DAL Bt g
and
dH{‘f (a:) = (m; + 1) A(cos ¢u,)™ cos g, Ri(ir, Bir)
~cos z/ziﬂjs(i/}ik)g(@/iik) (3.3)
2m||l; = LellP [l — Li1?
with

Ry (cik, Bir,) = 5—; (27“k cos Bi, + (1 — 1) (g + 1) (cos(Bir, — aik))“’“) (3.4)

where m; is the Lambertian order for the ith LED transmitter, A is the area of
the photo-detector at the VLC receiver, ¢; and 1; are, respectively, the irradiance
angle and the incidence angle for the LOS path between the ith LED transmitter
and the VLC receiver, ¢;; and «y, are, respectively, the irradiance angle and the
incidence angle for the direct path between the ith LED transmitter and the
reflective point I, at the kth reflecting surface, §;; and 1y, are, respectively, the
irradiance angle and the incidence angle for the direct path between the reflective
point I, at the kth reflecting surface and the VLC receiver, dS) represents an
infinitesimally small area around I at the kth reflecting surface, and Ts(¢)) and
g(v) are, respectively, the optical filter gain and the optical concentrator gain
at the VLC receiver [68]. Commonly, Ti(1)g(¢) is designed to be constant [68];
hence, we set it to one in the remainder of the manuscript to simplify the notation.
In , the first term represents the diffuse component and the second one is

related to the specular component, with r, € [0,1] specifying the fraction of

4As a practical scenario, the VLC receiver is assumed to be at a lower height than the IRSs
and the LEDs. In the absence of this assumption, the formulas could be updated by eliminating
the signals that would not be in the FOV of the VLC receiver.
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diffuse component and iy, determining the directivity of reflection [67]. (In the
special case of r, = 1, only diffuse reflection is considered and the model reduces
to that in [68].)

The angles in and can be specified based on the following geometric
relations (cf. Fig.[3.1): (z—1;)"n; = ||z —1;| cos ¢;, (I; — x)Tn = ||l; — x| cos ¢y,
(e — 1) i = |l = L]l cos g, (I — )"0 = ||l — @|| cos i, (I; — L) =
12; = Li|| cos cvig, and (& — 1) Ry, = || — 1| cos Bi. Then, and can be
expressed via as follows:

(m; + 1A (z — ,)™n;)™ (L, —x)"'n

LOS _

HY(a) = A [ (3.5)
. €T = — = — X n
z,k( ) 47T2||li . lk||mi+3‘|w _ lk||3 Pk (( k ) ) k

: {Zrk ((:c . lk)Tﬁk) + (1 — ) (b + 1) (cos(Bir — Oéik))“’“}- (3.6)

|l — Ty |
In addition, cos(f;, — ay) in (3.6)) can be calculated as

((:c - Zk)Tﬁ:k) ((li —NZk)Tﬁ,k> I L) < ]| (5 — i) <
|2 — Ll [T — L] |2 — Lell[1T; — Lx ]
(3.7)

cos(Bix — vig) =

where X denotes the cross product.

Remark 1: Only the direct paths among the LED transmitters, the IRSs,
and the VLC receiver are considered in the preceding signal model. The main
motivations behind omitting the other multipath components can be stated as
follows: (i) In general, the received powers due to the direct paths are significantly
higher than those due to the other multipath components. (Commonly, IRSs are
made of highly reflecting materials for supporting visible light positioning [36];
hence, the direct paths from IRSs are expected to be stronger than the other
multipath components, as well.) (ii) By omitting the multipath components,
a tractable signal model is obtained, which facilitates theoretical analyses and
intuitive explanations, leading to an understanding of the effects of intelligent
reflecting surfaces for VLP systems, which have not been investigated previously

for the setting considered in this thesis.
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Remark 2: We employ a generic model for IRSs by considering the locations,
areas, orientations, and reflectance coefficients of the surfaces as generic parame-
ters. Similarly, LED transmitters and VLC receiver can have arbitrary locations

and orientation vectors in the three-dimensional space.

Based on the received powers specified by (3.1]), the log-likelihood function for

the unknown location  of the VLC receiver can be expressed as

N Nr 2
~ 1
log p(Prx | @) =k — E 252 (PRX,i — Prx; Hz‘LOS(w) — Prx, E :/dH;fl)cf (w)>
i=1 "1

k=1 S

(3.8)

where k is a constant independent of . Then, the ML estimator for the location

of the VLC receiver can be obtained as follows:

Ny, Ngr 2
o~ . ]' re:
Ty = arg min E ) (PRX,i — Prx; Hf®®(x) — Prx; g /dHi’kf (m)) (3.9)
x i=1 ¢

k=1,
where H['“® and dH}S are evaluated based on the relations in (3.5)-(3.7).

To derive the CRLB, we first calculate the elements of the Fisher information
matrix (FIM) [59], denoted by I(x), from (3.8), as follows:

NL

I = ; 1
M@loe =3 =T (3.10)
for 01,05 € {1,2,3}, where
Ng
hi(w) & HFS(z) +) /dH;f;j (). (3.11)
k=1"g,

The partial derivatives of h;(x) in (3.11)) can be stated as

Ohi(x)  OHMS(z) & [OdHS (x)
aZL"g N 8:@ + Z/ aZUg (3'12)
k=1 Sy

forie {1,...,Np}and ¢ € {1,2,3}. Via (3.12), we can observe the contributions
of the LOS path and the reflected paths from the intelligent reflecting surfaces to
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the FIM in (3.10]). Based on the expressions in (3.5)—(3.7)), the partial derivatives

in (3.12)) can be calculated as
OHMOS(x) (m; +1)A m;
/T ¢ n — 1))
O 2m ||l — L]t {W (@ =L)n)
— TNy 0 ((QZ — li)T’ni)mi_l (lz — l’)T’fL
(mi + 3)(ze — lig) (& = 1;)Tmy)™ (L — a:)Tﬁ}
+ 2 )
& L7
DA () (mi+ DA(Ge=1)"m) " (L =1,

Oy A2l — 1|

) pdek{ { (ﬁkg(ik —x)'n — ny((x - Zk)T'ﬁk> |z — ZkH*‘l

(3.13)

m;+3

— 4”.’B = zkH76(I5 — Zk,g)(w — ik)Tﬁ,k(ik = ZE)Tﬁ:| 2Tk

+%1—me+¢ﬁ@%wM—me%—ﬁMw—hW3
=3l — ) nfl@ — L] (2 — Tks))

(ik — m)T’fL aCOS(/BZ'k — azk):| } (314)

+ pg(cos(Bige — ) )+ -
I i AR

with
0 cos( By — k)
895(

= cos e (inelle — Tl — (@ — L) gl — Gl (e — i)
+ sin ag, (H (x — Zk) X ffzkH_l{mﬂgH) [(xe — ik,é)ik,f(€+1)

- (fﬂf(e+1) - Zk,f(@rl))ﬁk,d — N, f(042) [(xf(€+2) - Zk,f(€+2))ﬁk,£

— (w0 = )ik sery] Ml = Ll ™ = & = Tl = (20 = 1)

@ =) < 7 (3.15)
for ¢ € {1,2,3}, where ny, ni ¢, x4, li ¢, T, and I.c denote the fth components of
vectors @, n;, @, l;, Ty, and 1, respectively, and f (¢) is defined as

l, if <3
F0) = . (3.16)

¢ — 3, otherwise

As (3.13)) is related to the LOS path between the ith LED transmitter and the
VLC receiver, it is in the same form as [6, eq. (14)], where visible light position-

ing in the presence of LOS paths is investigated. However, the expressions in
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(3.14) and (3.15) are not available in the literature, which are associated with the

additional position related information obtained via the IRSs.

Overall, the CRLB on the mean-squared error (MSE) of any unbiased position
estimator Z can be specified as E{||z — z|*} > trace{I(x)~'} based on the
expressions in , , and —. The derived CRLB expression is
generic since no assumptions are made about the parameters of the IRSs such as
their locations, orientations, and shapes. Also, it facilitates evaluation of position
estimation accuracy in NLOS scenarios by setting the LOS components to zero.
Moreover, via the proposed CRLB expression, desired parameters of IRSs can be

optimized in order to enhance localization accuracy, as discussed next.

3.2 Adjustment of IRS Orientations

The locations of the IRSs, I, are modeled as fixed parameters but it is assumed
that their orientations n; can be adjusted to improve the localization accuracy.
For comparison purposes, a default configuration of IRS orientations can be de-
fined such that all the IRSs are perpendicularly oriented to the wall they are
located and they face towards the inside of the room. For example, 1, = [0 1 0]7
for the IRS located on the wall at y = —2 and ny, = [1 0 0]” for the wall at x = —2.
(See Fig. This configuration will be referred to as “IRS-perpendicular” for the
rest of this manuscript. This configuration can be used when the position of the
VLC receiver is completely unknown. However, when the position x of the VLC
receiver is known even partially, i.e., when a position estimate & exists, then the
positioning accuracy can be improved by optimizing the orientations of the IRSs.
Since the optimization of the CRLB derived in Section with respect to the
orientation vectors of the all IRSs would be impractically complex, we consider
a fundamental approach that aims to increase the received power at the VLC
receiver by adjusting the IRS orientations. Therefore, the objective is to find the
orientation vectors, mn, such that the dH{if term in (|3.3)) is maximized for each
LED. As stated before, the VLC receiver can extract the received signal from

each LED individually via time division multiplexing. Hence, IRS orientations
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can be optimized for each LED separately.

The problem of maximizing the received power for the ith LED with respect

to the RIS orientations can be expressed as follows:
ny, = argmax dHS (n) (3.17)
ny
st ||ng|| =1

for k € {1,..., Nr}, where dH{f,;f in (3.3) is considered as a function of the IRS

orientation my, which can be stated as
dH;5 (7y,) = C cos g Ry (i, Bir) (3.18)

with C representing the terms that do not depend on m;, namely,

cos Vi Ts (Vi) 9(Yir) dS,

2m1t; — L Pl — L2

C = (m; + 1) A(cos ¢gp,)™ (3.19)

It is noted that since the received power from each IRS is additive as shown in
(3.1, the optimal IRS orientation can be found separately for each IRS for a
given LED.

Substituting Ry (g, Bix) in (3.4) into (3.18), we obtain

dH{%f (ﬁ,k) = 05—; COS vy, <2rk cos Bir, + (1 — 7x) (o + 1) (cos(Bix — aik))’““)
(3.20)
Considering the system model in Fig. 3.1} it can be noted that the received power
decreases when the vectors (1; —1;,), (& —I;) and 7, do not lie on the same plane.
Therefore, the optimal n, can be searched over the plane formed by (I; — ik)
and (x — ;). In this case, for fixed locations of the LED, the IRS, and the VLC

receiver, the sum of o and f;; becomes constant, say 6,;; that is, o + Bix = Oir.
Accordingly, dl—]{"igf in (3.20) can be stated as

dHZ-rfjf (7o) = C cos o (2rk cos(Oix — ) + (1 — rg) (pur + 1) (cos(Oi — 20%))“’“)
(3.21)
where C' £ Cp,/27. Based on (3.21]), the solution of (3.17) can be derived for

the cases 1, = 1, 1y = 0, and 7, € (0, 1) separately, as discussed below.
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3.2.1 Solution for r, =1

When there is only diffuse reflection, i.e., when r, = 1, dHirﬁf in (3.21)) simplifies

to
clef,’cf (ﬁk) = 20 cos a cos (0, — auy). (3.22)
The derivative of dH{f;f ('fzk) with respective to a; is given by

ouartgt ()
————— =2C'sin(0;r, — 20v)- (3.23)
80%

Setting the derivative in (3.23]) to zero and considering that o, + B = Oix, we

obtain

0;
Qi = Pik = 7k : (3.24)

This solution is the maximizer as the second-order derivative can be shown to
be negative at this point. This implies that, for the case of r, = 1, the IRS
orientation should be at the middle of the angle between the vectors (I; — Zk) and

(x — 1) (please see Fig. [3.1)).

3.2.2 Solution for r, =0

For rj, = 0, dHf in (3.21)) can be simplified as
dH{jf (’fbk) = C(px + 1) cos iy, cos (B, — 20, ). (3.25)
Taking the derivative with respective to «;; yields
OdH (7w) :
— = C(u + 1)( — sin g, cos (B, — 20 )M
8(1/2']9
+ 2y cos g sin (b — 20y cos(Oy, — 20%)“’“’1)). (3.26)
Setting this derivative to zero results in the following condition:

sin g, cos(0i — 20uk) = 244y cos a sin(By, — 20u)- (3.27)
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As a special case, if 0;, = 7, i.e., if (I; — I,) L (x —1), then (3.27) becomes
sin v sin(20ux) = 2py cos ay, cos(2ay) (3.28)

which leads to the following relations:

tan oy, tan(2au,) = 24 (3.29)
2 tan? a
st o g 3.30
1 tanla, * (3:30)
g = tan~! ( Al ) (3.31)
pr + 1

It should be noted that there exist two «y;, values that satisfy (3.31)). The positive
value of a;; must be chosen since the reflected light would be out of the FOV of

the photo-detector at the VLC receiver for the negative value of ayy.

If O # g, then (3.27) becomes
tan ag = 2 tan (G, — 20 ). (3.32)
After some manipulation, (3.32)) results in the following equation:

tan® ay, + (—24 tan Oy, — 2tan ) tan? ci + (—4pg — 1) tan aig + 2z tan by, = 0
(3.33)

which is in the form of a cubic equation. The roots of this cubic equation can be

obtained as follows:

o ent (2L wp . Ao
Qi = tan ( 3a(b—|—( D+C“’D> (3.34)
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for w € {0,1,2}, where

a=1
b= —2u; tanf;; — 2tan b,
c=—4p, —1
d= Q/than@k
Ay = b? — 3ac
Ay = 2b* — 9ac + 27a’d
p /A
2
—14++/-3
ay &

Out of the three roots of the cubic equation given by (3.34) and (3.35)), the root

(3.35)

that satisfies 0 < i < 0; must be chosen since the reflected light would be
out of the FOV of the photo-detector at the VLC receiver otherwise.

Based on the preceding closed-form expressions, the optimal value of oy can

be calculated, which also yields the optimal value of 3;; since o + Bir = 0.

3.2.3 Solution for r € (0,1)

For r, € (0,1), the generic expression in (3.21)) is used without any simplification,
the derivative of which is obtained as follows:
oI () | |
— = 2rk< — sin ay, cos(Oi, — aur) + cos i sin(f — a,-k))
Oy,
+ (1 — rg) (g + 1)( — sin g cos(Oir — 20, )M
+ 24, cos avg, cos(O — 2aik)“’“_1>) (3.36)

Setting this derivative to zero yields the following equation:

27“k sin(@ik — QOézk)
(L —7i) (e + 1)
cos(bix — 2a1) + 2pu cos iy sin (B — Q%‘k)) =0 (3.37)

+ cos(bix — 2ai;€)’““_1( — sin oy,
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From (3.37)), a;r cannot be expressed in closed form. However, it can be numer-
ically solved to find the optimal values of a;, and 3;;, rapidly, e.g., the bisection

method can be applied.

For all the cases in Sections [3.2.1] [3.2.2] and [3.2.3] n; can be expressed based

on the obtained values of a;;, and Biz. Let uy, = ‘(‘ii_%k‘)‘ and v, = \(\z_;kl)l' By
i bk bk
geometry, we have (see Fig. [3.1))
uz,;ﬁk = COS O
vy = cos Bk (3.38)

It is noted that n can be expressed as a linear combination of u;, and v, since

all these vectors lie on the same plane. Letting 7, = pugs + qui and substituting

this into (3.38)), we obtain

T
w (PUik, + qUik) = COS Qi

vy, (PUik + qUik) = 08 B (3.39)
By noting that ||u||= ||vi||= 1, (3.39) leads to the following relations:

T
D+ qU; Vi = COS Qi

PV + q = cos Biy (3.40)

Solving this system of equations for p and ¢ yields
COS (i, — Wk Vg, €o8S Bi,
p =
1 — (ufvi)?
ul vy cos a, — cos Bix
(ufvig)? —1

(3.41)

q:

Hence, the orientation vector nj that maximizes dHir’e,,gf can be expressed, based
on the obtained values of o, and By, in Sections [3.2.1], [3.2.2] and [3.2.3] as follows:

A COS Qg — wh Vi cos Sy,
* 1 — (ujvir)®

ul vy cos ag, — cos Big
(ufvig)? —1

Uik

+

Vi (3.42)

fOI‘kE{L...,NR} andiG{l,...,NL}.
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3.2.4 N-Step Localization Algorithm

For calculating the optimal orientation vectors obtained in Section [3.2] the posi-
tion of the VLC receiver should be known. At the beginning of the localization
process and when there exists no prior information about the VLC position, op-
timal IRS orientations cannot be calculated. In that case, we start with the
“IRS-perpendicular” configuration (described at the beginning of Section ,
and perform position estimation based on this configuration. Then using the re-
sulting position estimate, the IRS orientations can be optimized and the resulting
configuration is called “IRS-focused”, which can lead to more accurate localiza-
tion. This procedure can be repeated a number of times to improve adjustment of
IRS orientations and consequently, the positioning accuracy. Algorithm (1| below,
which is called “N-Step Localization Algorithm”, defines a procedure to improve

the positioning accuracy with multiples usage of “IRS-focused” configurations.

It should be emphasized that in tracking applications, the position estimate
of the VLC receiver at the previous time step can be used as a rough position
estimate to determine IRS orientations. In such cases, it may not be necessary
to start the N-step localization algorithm with the “IRS-perpendicular” configu-

ration.

Algorithm 1 N-Step Localization Algorithm

1: Estimate position of VLC receiver as & using “IRS-perpendicular” configuration
2: fori=1—-N-1do

3: Based on &, calculate n};; as in Sectionto obtain “IRS-focused” configuration
4 Estimate position of VLC receiver as & using “IRS-focused” configuration

5: end for

Remark 3: As discussed in Section [3.3] the received signals from the IRSs
become crucial for localization when the LOS paths between the LEDs and the
VLC receiver are blocked. Therefore, optimization of IRS orientations is impor-
tant for NLOS scenarios. On the other hand, when LOS paths exist between the
LEDs and the VLC receiver, it is not critical to adjust the orientation vectors of
the IRSs.
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3.3 Simulation Results

In this section, simulations are conducted to evaluate the performance of the
proposed positioning approach with intelligent reflecting surfaces. A room with
dimensions 4 x 4 x 3 meters (width, depth and height, respectively) is considered.
The number of LED transmitters is taken as N;, = 4 and they are placed at
the following locations: {(—1,1,3),(1,1,3),(1,—1,3),(—=1,—1,3)} (all in meters)
such that the room is covered symmetrically, where (0,0,0) corresponds to the
center of the room floor. The orientation vectors, n;’s, are taken as [0, 0, —1]7 Vi
meaning that all the LEDs face downwards. The transmit powers of the LEDs,
Prx i, are set to 5W, and m,’s are taken as 1 Vi. Also, the orientation of the
receiver is specified as i = [0,0,1]7, i.e., it faces upwards. Moreover, the noise

variances are assumed to be the same, that is, 02 = o fori = 1,..., N;. On each

wall, Ng/4 IRSs are used, which are placed as a \/NR/4 X \/NR/4 array. Ny
is taken as 1764 in the simulations; hence, there are 21 x 21 IRSs on each wall,
as shown in Fig. The width and the height of each rectangular IRS is set to

w, =4 ¢cm and h, = 2 cm, respectively. Thus, the area of each IRS, Sy, is set to

8 cm? Vk. The IRSs are separated from each other with wy = 2 cm horizontally
and hg = 1 cm vertically to prevent the inter-element blockage as shown in detail
in Fig. [3.3] IRSs are located to cover the center of the wall both horizontally and
vertically for each wall, meaning that the center of the two-dimensional IRS array
is the center point of the wall. As the default configuration, the normal vectors
of each IRS is chosen such that the IRSs are perpendicular to the wall. Finally,
the reflectance coefficient of IRS elements is set to pr = 0.95 Vk. A visualization

of the overall configuration of the simulation environment can be seen in Fig.

The fraction of diffuse component r, the directivity of reflection py, and the
orientation of IRSs 7, are significant parameters that affect the positioning accu-
racy. To investigate the effects of these parameters on the positioning accuracy,
three sets of (ry, ) pair are chosen as {(1,—),(0.5,5),(0,5)}F] Also, the ori-

entation vectors of the IRSs are designed for two different configurations. The

When the value of 7y, is 1, the received power is independent of the value of ju (see (3.4))).
Therefore this pair is stated as (rg, ug) = (1, —).
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Figure 3.2: Visualization of the room setup used in the simulations. Gray rectangles on the
walls represent IRSs and small black arrows represent their normal vectors.
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Figure 3.3: A zoomed view of configuration of IRSs on the wall at y = —2.
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first configuration is “IRS-perpendicular” in which all the IRSs are oriented as
perpendicular to the wall and face inside. The second configuration is “IRS-
focused” in which the orientations of the IRSs are optimized as in Section
to maximize the received power at the VLC receiver. The actual position of
the VLC receiver is used when optimizing the orientation vectors to provide a
benchmark. (When the position of the VLC receiver is unknown, the IRS ori-
entations will be adjusted during the implementation of the N-step localization
algorithm.) As an example, we illustrate in Fig. the optimal orientations of
the IRSs to maximize the received power at the VLC receiver from each LED
transmitter. (The top view of the room is displayed for ease of interpretation.)
In the simulations, the receiver unit is located at (0.5,0.5,0.85) meters and the
CRLB derived in Section B.1]is calculated as a benchmark for three dimensional
localization accuracy with different values of the noise variance 2. It is assumed
that the LOS path is not available and the VLC receiver only utilizes the reflec-
tions from the IRSs for position estimation. The ML estimator defined in (3.9))
is used to estimate the position of the VLC receiver. For each noise variance
value, the simulation is repeated for 1000 times and the root mean squared error
(RMSE) is calculated. The simulations are repeated for each (ry, ) pair for
both IRS-perpendicular and IRS-focused configurations to see the effects of these

parameters on the positioning accuracy.

In Fig. [3.5] the RMSEs of the ML estimators and the CRLBs are plotted ver-
sus the noise variance for different parameter sets and IRS configurations. It is
observed that the RMSE of the ML estimator for the IRS-perpendicular config-
uration with r, = 1 achieves an accuracy of 27.5 cm for the lowest noise variance
(i.e., the highest signal-to-noise ratio (SNR)) in the figureff| For the parameter
set (rg, i) = (0.5,5), the RMSE reduces to 23.5 cm, whereas for (rg, ux) = (0,5),
the RMSE becomes 21.5 cm. Thus, it can be argued that when the LOS paths

6Tt is noticed that for large values of noise variances (low SNR values), the RMSEs of the
estimators for all configurations are below the CRLBs. This is due to the fact that the possible
locations of the VLC receiver in the room are limited to 4 x 4 x 3 meters in three dimensions,
and the ML estimators perform the search over this space. On the other hand, the CRLB
derivations do not assume any prior information about the location of the VLC receiver; hence,
can lead to larger values than RMSEs in very noisy cases.
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Figure 3.4: Top view of the room illustrating the optimized orientations of IRSs for each LED.
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Figure 3.5: RMSE versus 10log;,(1/0?) for various settings in NLOS scenario.
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are not available, increasing the directivity of the reflected paths, i.e., p, im-
proves the positioning accuracy. For the focused IRS configuration, it is seem
from Fig. that adjusting the orientations of the IRSs such that the received
power at the VLC receiver is maximized improves the positioning accuracy sig-
nificantly. When the IRSs are focused to the location of the VLC receiver, the
RMSEs of the ML estimators reduce to 16.8 cm, 6.6 cm, and 4.2 cm for the
parameter sets (ry, ux) = (1, =), (rg, p) = (0.5,5), and (g, ux) = (0,5), respec-
tively. This means that the performance of the IRS-perpendicular configuration
can be achieved with 5 dB, 10 dB and 15 dB lower SNR by using the IRS-focused
configurations, respectively for these (7, p) pairs. It should be noted that the
resulting accuracy improvement is asymptotic since the perfect knowledge of the
receiver location is assumed in these scenarios. Thus, this constitutes a lower
bound on the achievable RMSE when optimizing the IRS orientations. (The

achievability of this bound in practical situations is illustrated next.)

To investigate the performance of the N-step localization algorithm, simula-
tions are conducted with N = {2, 3}, which are repeated for each (r, ) pair
considered in the previous scenario. In this case, the VLC receiver is assumed
to have an unknown position initially, and the IRS-perpendicular configuration
is used in the first step. Then, the IRS orientations are focused in the next
step(s) as described in Algorithm [I] It can be seen from Fig. that for
101og;(1/0?) = 125dB, 2-Step and 3-Step localization algorithms improve the
positioning accuracy significantly compared to the IRS-perpendicular configu-
ration but cannot achieve the CRLB, which is obtained based on the perfect
knowledge of the receiver position. For 10log;(1/0?) = 130dB, the 3-step lo-
calization algorithm gets very close to the CRLB. For lower noise variance, both
the 2-step and 3-step localization algorithms converge to the CRLB. Therefore,
the positioning accuracy can be significantly improved for (rg, ux) = (0,5) even
though the VLC receiver has an unknown position initially. From Fig. which
is obtained for (rg, ) = (0.5,5), it is observed that the positioning accuracy
improvement is reduced but still both algorithms converge to the CRLB, which
assumes the perfect knowledge of the receiver position for optimizing IRS orien-
tations, when 10log,,(1/0?) is higher than 140 dB. In addition, Fig. suggests
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Figure 3.6: RMSE versus 10log;,(1/0?) for (ry, ux) = (0,5).

that the improvement in accuracy is limited for (ry,ur) = (1,—) and a lower
value of o2 is needed for convergence to the CRLB. This means that when the

IRSs perform only diffuse reflection, IRS focusing becomes less effective.

In addition to the preceding simulations conducted for NLOS environments,
we also consider scenarios in which the received power from LOS and IRS paths
are utilized together. We calculate the CRLBs for those scenarios to investigate
the effects of the received power from the IRS elements when a subset of LOS
components is present. The first scenario is that the VLC receiver gets signals
from only the LOS paths between itself and all the LEDs, i.e., the IRSs are not
present. This scenario is referred to as “4 LOS 4 0 IRS”. In the second scenario,

the VLC receiver obtains power measurements from both the LOS and IRS paths
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Figure 3.7: RMSE versus 10log;,(1/0?) for (g, ux) = (0.5,5).
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for all the LEDs (be referred to as “4 LOS + 4 IRS”). In the third scenario, it is
assumed that the LOS path from one of the randomly chosen LED is unavailable,
hence, the VLC receiver utilizes only the LOS signals from the remaining LEDs
while the IRS elements are not present (referred to as “3 LOS + 0 IRS”). In the
fourth scenario, on top of the LOS signals from these three LEDs (as specified
in the third scenario), there also exist IRSs which reflect the signals from all the
LEDs (referred to as “3 LOS + 4 IRS”). In other words, only the LOS path of
one randomly chosen LED is not present in this scenario. As the fifth scenario,
the LOS paths from two randomly chosen LEDs are assumed to be unavailable;
however, all of the reflected paths are present from the IRSs for all the LEDs
(referred to as “2 LOS + 4 IRS”). In the sixth scenario, only one LOS path
from a randomly chosen LED is available and all the IRS reflections are present
(referred to as “1 LOS 4 4 IRS”). In the seventh and final scenario, no LOS paths
are available and the positioning is performed based only on the components from
the IRSs (referred to as “0 LOS + 4 IRS”). For the scenarios involving a blockage
of LOS path(s) from a subset of LEDs, the CRLB is calculated and averaged out
based on 1000 random selections of LEDs to remove the effects of the choice of
blocked LEDs. In addition, the IRS-perpendicular configuration is used in all of

the scenarios described above involving the use of IRSs.

Fig. illustrates the CRLBs for the seven scenarios described in the pre-
vious paragraph. From the figure, it is seen that the scenario with “0 LOS +
4 TRS” (Scenario 7) has the lowest performance (highest CRLB), as expected.
When an LOS LED is present (Scenario 6), the accuracy improves slightly. The
scenario with “2 LOS + 4 IRS” has notable improvement in accuracy compared
to Scenarios 6 and 7. In addition, the scenarios with 3 and 4 LOS LEDs sig-
nificantly outperform the remaining three scenarios since information from 3 or
4 LOS signals can provide accurate position information. As expected, the case
with 4 LOS LEDs has the best performance. It is also observed that using the
powers obtained via IRSs does not improve the positioning accuracy when 3 or
4 LOS LEDs are present; on the contrary, the positioning accuracy is slightly
decreased. The reason for this interesting situation is that an increase in total

received power does not always result in improved localization performance. This
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Figure 3.9: CRLB versus 10log;,(1/0?) for various IRS aided scenarios when the VLC receiver
is placed at z = [0.5 0.5 0.85]7 meters.

is because the partial derivatives with respect to the components of the unknown
position vector & can have opposite signs for LOS and IRS paths depending on
the position of the VLC receiver (please see (3.10) and (3.12))). To observe this,
the receiver is moved to another location, namely, (1.5,1.5,0.85) meters and the
CRLB calculations are repeated, as depicted in Fig. [3.10} It is noted that the
scenario with “4 LOS + 4 IRS” has the best performance in this case. For this
position of the VLC receiver, the partial derivatives in have the same sign,
hence, the CRLB decreases. Using the reflected signals from the IRSs slightly

increases the positioning performance in this case. (The improvement is slight
since the LOS paths are significantly stronger.) As another remark, it is observed
that the scenario with “0 LOS + 4 IRS” outperforms the scenario with “1 LOS
+ 4 TRS”. This is due to the fact that the presence of a LOS component from a
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Figure 3.10: CRLB versus 10log;(1/0?) for various IRS aided scenarios when the VLC receiver
is placed at z = [1.5 1.5 0.85]7 meters.

single LED affects the positioning accuracy negatively for the given position of
the VLC receiver.

We also perform additional simulations to have a better understanding of ef-
fects of utilizing the IRSs on positioning accuracy in the presence of LOS paths
for all the LEDs. For this purpose, the VLC receiver is moved across the room
horizontally by fixing its height to 0.85 meter and the corresponding CRLB val-
ues are calculated for the three-dimensional localization problem. Since the aim
is to investigate the contribution of reflected signals from the IRSs on the posi-
tioning accuracy, the VLC receiver is assumed to get LOS signals from all the
LEDs. At each position of the VLC receiver, the CRLB is first obtained with-
out the presence of IRS paths. Then, the CRLB calculation is repeated using the
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IRS-perpendicular configuration and utilizing both the LOS and IRS components.

In order to have a clear interpretation, the ratio of the CRLB values, namely,
the CRLB based only on the LOS paths divided by the CRLB based on both the
LOS and IRS paths, is plotted in Fig.[3.11] It can be seen that the contribution of
the TRSs to the positioning accuracy becomes significant when the VLC receiver
is away from the center of the room especially when it is close to the center
of a wall. Conversely, when the VLC receiver is closer to the room center, the
contribution of the IRSs to the accuracy is very small or even slightly negative in

some areas.
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Overall, it is concluded that when LOS signals are available at the VLC re-
ceiver from a sufficiently high number of LED transmitters, utilization of signals
from IRSs may not provide significant improvements in position estimation based
on received power measurements and can even degrade localization accuracy in
some cases (see Figs. and . However, IRSs facilitate position estimation
even in the absence of LOS signals from the LED transmitters or even when most
of the LOS paths between the LED transmitters and the VLC receiver are blocked
(Figs. and [3.10). Therefore, IRSs are useful for VLP systems based on re-
ceived power measurements particularly for NLOS environments. As illustrated
in Figs. [3.5H3.8] the proposed adjustment technique for IRS orientations can also
be employed to provide significant enhancements to localization accuracy of VLP

systems in NLOS scenarios.

3.4 An Alternative Approach for Adjustments
of IRS Orientations

In Section [3.2] it has been assumed that the VLC receiver can gather information
from LEDs at different time intervals, i.e., time division multiplexing is employed.
This facilitates the optimal adjustment of IRS orientations for each LED, there-
fore it is possible to maximize the received power at the VLC receiver from the
reflected path from kth IRS unit for each LED separately. However, this requires
the modification of IRS orientations Ny, times to perform a single position esti-
mation, which introduces a latency. To avoid this delay, an alternative approach
is to adjust the IRS orientations such that the sum of the received powers of the
all signals emitted from the LEDs and reflected from kth IRS unit is maximized

[l This optimization problem can be formulated as follows:

NL
= argmax » dHS (i) (3.43)
-
s.t. |7 = 1.

“FDMA or CDMA schemes can be employed in this case for the VLC receiver to utilize the
signals from different LEDs at the same time.
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As an approach to solve this optimization problem, the optimal orientation vec-
tors my, can be regarded as rotated versions of the vectors in the IRS-perpendicular
configuration. As an example, the IRS units at wall x = —2 have the orientation
vector ny, = [1 0 0]7 VE. All the possible orientations that face inside the room
can be obtained via rotating this vector around y and z axes. Likewise for the IRS
units located on the wall at y = —2, the orientation vector n;, = [0 1 0]T V& can
be rotated around x and z axes to obtain an arbitrary orientation facing inside

the room. Thus, the optimal orientation vector n;, can be expressed as follows:

)i

k= R(wg k, wy s Wa k)T (3.44)

where R(wy k, Wy k, W, k) is the 3D rotation matrix and wy , wy, and w,, are the
angles of rotation around x, y and z axes respectively for the & IRS unit, which

can be expressed as follows:

R(wx,k, wy,k, wz,k) = R(wx,k)R(w%k)R(wzﬁk) (345)
with,
1 0 0 |
R(w, 1) = [0 coswyr —sinw,g (3.46)

0 sinwgy COS Wy ;

coswyr 0 sinwyy
R(w, ) = 0 1 0 (3.47)
—sinwy 0 coswyp
_COS Wy —SINwW, g 0_
R(w.r) = |sinw,;  cosw,i O (3.48)
0 0 1

Rotation around x axis is not needed for the IRS units located on the walls at
r=—2and x = 2, i.e., a, = 0. The problem is reduced to finding the angles

Wy and w, j for k" IRS unit in this case as follows:

N
(W) o wiy) = arg max Y dHJS (R(0, wyp, wsx)7i) (3.49)
=1

Wy kW2 k
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where ny, = [1 0 0]T Vk for the wall at z = —2 and ny, = [—1 0 0] Vk for the
wall at © = 2. Likewise, rotation around y axis is not needed for the IRS units
located on the walls at y = —2 and y = 2, i.e., 8, = 0. The problem is reduced
to finding the angles w,j and w, j in this case as follows:

Az ky Yz, k

Np
(04 vig) = arg max Y dHS (R(0wk, 0,7-4)70) (3.50)
=1

where 1y, = [0 1 0]" Vk for the wall at y = —2 and 1, = [0 —1 0]" Vk for the wall
at y = 2. Based on the formulations (3.49)) and (3.50]), the optimal adjustments

of IRS units can be found by using a numerical optimization method.

Further simulations are conducted in order to evaluate the performance of this
alternative IRS adjustment approach. Optimal orientation vectors are obtained
via Particle Swarm Optimization (PSO) using the actual position of the VLC
receiver and the resulting IRS configuration is referred to as “IRS-avg.focused”.
The value of (ry, ug) pair is taken as (0,5). From Fig. it can be observed
that the performance of the IRS-avg.focused configuration is significantly better
than IRS-perpendicular configuration yet slightly worse than the IRS-focused
configuration. This is because a single optimized IRS configuration is used for all
the LEDs at once instead of optimizing the orientations for each LED separately.
However, this approach has the advantage of using the same configuration for all
N1, LEDs which does not introduce a latency and easier to implement in practical
scenarios as it does not require time division multiplexing while improving the

positioning accuracy compared to the IRS-perpendicular configuration.

3.5 Concluding Remarks

In this manuscript, we have formulated the received power based position estima-
tion problem in a VLP system with IRS deployment. An ML estimator utilizing
signals from both LOS and IRS components has been presented. Optimal ad-
justment of IRS orientations that maximizes the received power has been derived

analytically. An algorithm has been proposed to improve positioning accuracy in

79



102: T T T T T T T T T

o — % — CRLB IRS-perpendicular
B — © — CRLB IRS-focused
: > CRLB IRS-avg.focused
P RN —<#— ML IRS-perpendicular
10" - a5 > o = —#k— ML IRS-focused 3
' R N ML IRS-avg.focused ]

10-2 1 1 1 1 1 1 1 1 1

100 105 110 115 120 125 130 135 140 145 150
10log1(1/0%) (dB)

Figure 3.12: RMSE versus 10log;,(1/02) for alternative IRS configuration in NLOS scenario.

the absence of LOS signals. A generic CRLB expression has been derived and
employed as a benchmark for evaluating the performance of the proposed algo-
rithm. Various simulations have been conducted to verify the analytical results
and to investigate the performance of the proposed positioning approach. We
have also analyzed the impacts of IRS parameters, namely the fraction of the
diffuse component and the directivity, on the positioning accuracy. Finally, the
effects of using IRSs in the presence of LOS paths on the positioning accuracy
have further been investigated for various positions of the VLC receiver. It has
been concluded that although IRSs do no provide critical improvements in posi-
tioning accuracy in the presence of LOS signals from a sufficient number of LED
transmitters, they can be very important in achieving accurate positioning when
all or most of LOS paths are blocked.
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Chapter 4

Conclusions and Future Work

In this thesis, VLP algorithms in the presence of malicious LED transmitters or
IRSs have been developed. In Chapter [2, we have considered a VLP system in
which a VLC receiver collects power from a number of LED transmitters and
performs position estimation. Unlike the common scenarios in existing studies,
we have assumed that the VLP system is not completely secure meaning that a
subset of the LED transmitters might be in control of an unknown third party,
i.e., hijacked or hacked, with the purpose of degrading the positioning accuracy.
It is assumed that each LED transmitter is malicious with a certain probability
and transmits signals at an unknown power level. We have derived an ML esti-
mator based on the knowledge of probabilities of LEDs being malicious in such
a scenario. Additionally, we have proposed a training phase for the detection of
malicious LEDs and estimation of their transmit powers in the scenario that the
transmit power is constant. We have designed decision rules based on training
phase measurements and we have proposed various ML estimators for several sce-
narios. Moreover, the CRLB has been derived for the scenarios with and without
a training phase. Numerical examples have been presented to evaluate the per-
formance of the proposed estimators and CRLBs are used as benchmark. It has
been shown that the proposed algorithms provide significant improvements to the
positioning accuracy compared to an algorithm that is unaware of the potential

security problems and the performance of these algorithms are very close to the
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corresponding CRLBs at high SNR values.

As possible future studies of this problem, the uncertainties in ~; values, i.e.
probability of ith LED being malicious, can be considered. Robustness of the

proposed algorithms to the deviations in 7; values can be investigated.

In Chapter [3, we have considered a VLP system with deployment of IRSs.
It has been assumed that the VLC receiver can collect signals from LOS paths
and/or reflected paths from IRSs. We have derived CRLB expressions and pro-
posed an ML estimator in a generic three-dimensional positioning scheme for
arbitrary IRS configurations. Additionally, we have considered the optimization
of orientations of IRSs when the LOS paths are blocked. We have derived analytic
expressions for this problem which can be solved in closed form or numerically. As
this analysis requires the knowledge of the receiver position, we have proposed
an N-step localization algorithm to jointly find the optimized IRS orientations
and the receiver location in the absence of prior knowledge on the position of the
VLC receiver. Performance of this algorithm has been evaluated via numerical
examples and compared against the CRLB. We have shown that the proposed
algorithm achieves the lower bound for high SNRs. Moreover, we have investi-
gated the effects of using IRSs on the positioning accuracy for several scenarios
in which the LOS signals from a subset of LED transmitters are blocked. We
have deduced that while use of IRS is not critical in the presence of LOS paths
from all the LEDs, it can become substantially important in case all or most of
the LOS paths are blocked.

As future work, use of IRSs can be investigated further for VLP systems based
on power measurements. In particular, various IRS configurations can be designed
to develop fingerprinting approaches for VLP in the presence of IRSs. Machine
learning techniques such as neural networks or nearest neighbor algorithms can
then be used to locate the VLC receiver based on fingerprint measurements for
different IRS configurations. Furthermore, a noise reduction approach can be
taken similar to the studies in [70,/71] in the presence of IRSs via the use of

neural networks.
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