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ABSTRACT

FINGERPRINT RECOGNITION BY USING CONVOLOUTIONAL
NEURAL NETWORK AND SUPPORT VECTOR MACHINE
CLASSIFICATION

Ali Abdulhasan Johni AL-SAEDI
M.Sc., Information Technology, Altinbas University
Supervisor: Asst. Prof. Dr. Abdullahi Abdu IBRAHIM
Date: 02/2021

Pages: (54)

Biometrics seeks to solve the problems of traditional verification methods by using certain
physiological properties associated with an individual. Among all the biometric indicators,
fingerprints have been shown to have good levels of reliability. The most widely used local
representation is based on the details (minutiae) of the fingerprints. The pattern of the minutiae on
a fingerprint forms a valid representation of the fingerprint. The minutiae that are most used for
automatic recognition are branches and endings. However, given fingerprint acquisition
techniques, it is common for endings and bifurcations to undergo deformations, which is why they
are commonly referred to as minutiae. That is why in this document we will simply refer to these
characteristics as minutiae. In this work we describe the results obtained using a methodology
proposed for the recognition of minutiae using convolutional neural networks CNN, trained with
different databases that contain fingerprints then we use the support vector machine classification
to classify newly input images of fingerprints based on the features extracted by the CNN and
matched with the dataset, our method proves to have better accuracy and lower MSE than the

previous linear methods use for fingerprint recognition.

Key words: CNN, SVM, Neural Network, Minutiae, MSE.
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OZET

FINGERPRINT RECOGNITION BY USING CONVOLOUTIONAL
NEURAL NETWORK AND SUPPORT VECTOR MACHINE
CLASSIFICATION

Ali Abdulhasan Johni AL-SAEDI
M.Sc., Information Technology, Altinbas University
Supervisor: Asst. Prof. Dr. Abdullahi Abdu IBRAHIM
Date: 02/2021
Pages: (54)

biyometri, bir bireyle iliskili belirli fizyolojik 6zellikleri kullanarak geleneksel dogrulama
yontemlerinin sorunlarini ¢dozmeye ¢alisir. tiim biyometrik gostergeler arasinda parmak
izlerinin iyi diizeyde giivenilirlige sahip oldugu gosterilmistir. en yaygin olarak kullanilan yerel
temsil, parmak izlerinin ayrintilarina (minutiae) dayanmaktadir. bir parmak izindeki
ayrintilarin deseni, parmak izinin gegerli bir temsilini olusturur. otomatik tanima icin en ¢ok
kullanilan ayrintilar dallar ve sonlardir. bununla birlikte, parmak izi edinme teknikleri g6z
Oniine alindiginda, sonlarin ve catallanmalarin deformasyona ugramasi yaygindir, bu nedenle
bunlara genellikle minutiae denir. bu nedenle, bu belgede bu 6zelliklere sadece kiiglk ayrintilar
olarak deginecegiz. bu calismada, parmak izlerini igeren farkli veri tabanlariyla egitilmis
evrisimli sinir aglari cnn kullanilarak minutiae'nin taninmasi i¢in 6nerilen bir metodoloji
kullanilarak elde edilen sonuglari agikliyoruz, ardindan parmak izlerinin yeni giris
goruntalerini  cikarilan 6zelliklere gore siniflandirmak icin destek wvektér makinesi
siniflandirmasini kullaniyoruz. cnn tarafindan ve veri setiyle eslestirilen yontemimiz, parmak
izi tanima igin kullanilan onceki dogrusal yontemlerden daha iyi dogruluga ve daha diisiik

mse'ye sahip oldugunu kanitladi.

anahtar kelimeler: cnn, svm, sinir ag1, minutiae, mse.
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INTRODUCTION
1.1 BACKGROUND

Its earliest known use dates back to Ancient Babylon, where kings signed clay tablets by engraving
their fingertips before firing them. Later, in China, during the Tangen Dynasty in 650 AD, it was
established that to divorce a woman, the husband had to state seven reasons and sign the document
with his fingerprints. Also, in India, this mark was soon used in legal documents. In 1901 a
fingerprint commission was formed to have a database of civilians, it was created by Edgard
Henry, and in 1902 Harry jackson was jailed using this database. In 1902, 1,722 fingerprints were
identified in Scotland using the Edgard Henry system; which compares to the almost 400

identifications made by the Bertillion system in the years 1894 and 1900:

Figure 1.1: Babylonian fingerprints in the reign of Hammurabi.

1.2 MOTIVATION

Because biometrics is a relatively new science whose goal is to make computers capable of
recognizing each person with certainty based on their unique characteristics, such as fingerprints,
features, or the signs of their eyes; A biometric prototype is implemented that is capable of

recognizing people through the fingerprint. There are several types of measurement that can be
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moved for biometrics. The ones most know, such as fingerprint, hand geometry, and eye analysis,
are also the best performing today. Thanks to the characteristics of fingerprints; which are unique
and invariant over time for each individual, a prototype is implemented in which people are
automatically identified, based on the characteristics of the fingerprint of the index finger.

1.3 PROBLEM STATEMENT

It is known that the recognition of fingerprints through electronic systems has been of great
importance for military use, security, personnel control, homicide investigations, among others,
this because fingerprints are unique to each person and invariant with time and this facilitates
having better control and security of individuals as the case may be This is why many fingerprint-
based recognition systems have been implemented over time. Initially these fingerprint recognition
systems were more appropriate for the various police institutions or security departments in
European powers and the United States (FBI) to find out crimes and have a fingerprint base of
people who for various reasons have visited the jail. Current fingerprint recognition systems have
advanced so far that personal computers and even certain usable removable memories have a

fingerprint scanner so that only the authorized person (s) can access the files contained in them:

crossover
core
pifurcation
ridge ending
sland

delta

pore

Figure 1.2: Current fingerprint recognition systems.
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1.4 CONTRIBUTION

The main innovation is to build a system that uses the features extracted from a scanned digital
image of a fingerprint and classify these features into labels in order to build a dataset of fingerprint
features, then we use the convolutional neural network to extract the features of a new scanned
fingerprint and classify the fingerprint into a label from the dataset using the support vector

machine algorithm.

1.5 THESIS STRUCTURE

The thesis is structured as follows: Section 2 is where we review some of the previous work and
implementation on smart grids. Section 3 is where we give a background about all the components.
Section 4 is where we explain our model in details and implementation of that model in details,
Section 5 is where we simulate our model and record the results obtained. Section 6 is where we

conclude our work and put a future scope into perspective.
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LITERATURE REVIEW

Feng et.al [1] implemented a field-oriented scheme for enhancement of latent fingerprint, while
Munussami et.al [2] proved that there are archaeological findings found that indicate that
fingerprints have been used in the identification of individuals since 6000 B.C. by various Chinese
and Assyrian populations. Among them, it is worth noting, the clay ceramic remains with
fingerprints, identifying their use as a means of identifying the potter. Some Chinese documents
of the time also include stamps stamped with the signer's thumb print. The bricks used to
fingerprint the houses of the ancient city of Jericho were sometimes marked by the thumb print of
the workers. Park et.al [3] reviewed the first published scientific study on the structure of ridges,
valleys and pores of fingerprints dates from 1684, carried out by the English morphologist
Nehemiah Grew. Since then, many researchers have worked in this field. In 1823, Purkinje
proposed a footprint classification scheme into nine classes based on the configuration of the ridge
structure. In general, the studies of the early 1800s reached two important conclusions that, until
today, have served as the basis for biometric recognition, especially in forensic settings: the
absence of two different individual footprints with a coincident crest pattern, and the invariance
over time of these patterns throughout the life of the individual. In the early 1900s Chen et.al [4]
admitted the following biological characteristics of fingerprints as the basis for identifying
individuals Details The details of the ridge and valley structures, as well as the minutiae, are
particular to each individual and unchanged in time. The first and third characteristics specify the
principles that govern the identification of individuals by their fingerprints. The second
characteristic constitutes the principle that allows the classification of fingerprints. Difference
between ridges and valleys. In 1684 [5], the English and pioneer of fingerprint Nehemiah Grew,
published the first scientific treatise explaining the structure of the ridges, valleys and pores of
fingerprints. These studies led to the use of fingerprints in criminal identification, first in
Argentina, in 1896; in Scotland Yard, in 1901 [6]; and in other countries in the early 1900s. In
1888, Sir Francis Galton made a detailed and extensive study of fingerprints, introducing the
concept of minutiae as an identity characteristic of individuals. From the early 1800s the
identification of individuals from fingerprints was formally accepted, beginning to be routine
practice of forensic applications. Throughout the world, law enforcement agencies were
established.
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fingerprint identification and be created in criminal databases. Different techniques of latent
fingerprint acquisition, identification, classification and pattern comparison were developed. In
1924 [7], the FBI's first fingerprint identification division was installed. Automatic fingerprint
recognition began in the early 1960s. Since then, automatic fingerprint identification systems have
been used in law enforcement institutions around the world. In the 1980s, with the development
of personal equipment and electronic capture devices, automatic identification systems were used
to use in non-criminal applications, such as access control in security environments. In the late
1990s, the development of solid-state capture devices, their low cost, and the development of
accurate and reliable pattern recognition algorithms, have contributed to the rapid expansion of
fingerprint-based biometric recognition systems [8].

18



MATERIALS AND METHODS

In this chapter we review some of the essential components that we used to implement our model,
we give a brief introduction to the component, and then we show how we simulate that component
inside MATLAB environment.

1.6 FINGERPRINT FEATURES

Fingerprints have certain aspects of their own and these are mentioned below:

1- pernnialism: The impressions appear in the individual from the sixth month of intrauterine life
to the breakdown of the skin after death.

2- Immutability: They are unalterable since the number of lines does not increase or decrease, nor

does any detail change, nor are the proportions altered by growth.

3-Infinite Variety: Fingerprints are absolutely different for each individual, there are no 2 equal

impressions. [5]

The fingerprint patterns are divided into 4 main types, all of them mathematically detectable. This
classification is useful at the time of verification in identification. There is no exact definition to
say what the left and right loop is, but as we can see in figure 3.1 we see that this is an arch which
has an inclination and is on the right or left side of the track. Instead the arch is drawn to the center

of the print. The Verticals, as can be seen in the image, has an “S” shape drawn on the fingerprint.
Identifiable Points:

In figure 3.2 the 8 characteristic points on a finger appear, these are repeated interchangeably to
form between 60 and 120 (for example 10 orches 12 joints 15 islets, etc.). These points are also
called minutiae, term used in forensic medicine that means "characteristic point™ [6]. Each

fingerprint has arcs, angles, swirling loops etc. (called minutiae)
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Minutiae Other Fingerprint Characteristics

Figure 3.1 Fingerprint features

As we observe in the previous image, there are different figures that can be formed in the
fingerprint. Here, for example, the islet that is a curve, the bifurcation when the line breaks in two
and so on, but within each of these there is a variation. for each of the shapes. There is a science
in charge of studying people's fingerprints and this science is called fingerprint. It is defined below:
Fingerprinting is the science that aims to identify people physically considered by means of the

physical printing or reproduction of the drawings formed by the capillary ridges on the fingertips.
1.6.1 The Dactylogram and Its Topography

The dactylogram is the digital impression taken directly on the paper, with ink (lithographic). See
annexes which is lithographic ink and its preparation. Each dactylogram is made up of three zones
of invasion as follows Since the fingerprint has many patterns to be identified, we can use them in
an artificial neural network to classify them because they can differentiate figures or shapes with
the help of unique patterns. Due to these unique characteristics that fingerprints have on people,

they can help us identify the person without having to take their entire hand.
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Figure 3.2 Fingerprint features
1.6.2 Pre-Processing for Digitization of Fingerprint Images

The fingerprint recognition prototype in its initial form contains the image of the fingerprint
(inked) on paper, then it is scanned; for image processing. This processing turned out to be quite
complex and inefficient; since the image obtained by this technique contains many levels of noise
(the lines of the fingerprints are not well distinguished, too many variations in fingerprints of the
same person, and the inconvenience of inking the finger to the user who wanted to be recognized)
and the pre-processing of these images obtained turned out to be very complex to carry out their

binarization.
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(a) Original image (b) Binarized image (c) Smooth image (d) Minutiae extraction after
thinning

Figure 3.3 Fingerprint preprocessing

For this reason, a fingerprint scanner was acquired to make the process of digitizing the image of
the fingerprint easier to recognize; and seek the comfort of the user to be recognized. This is why

you get a reliable and efficient fingerprint scanner for fingerprint imaging.

The main technical advantage in the use of a fingerprint scanner is that the digitized image in this
.bmp format reduces noise in it and is segmented (it consists of separating the black area
background from the rest of the image); For this reason, the acquisition of a scanner in the

recognition prototype becomes necessary; the features required for this scanner are:
1. Economic feasibility
2. Proper interface to the computer
3. Adequate quality of the digitized image
4. A standard sensor area for the index finger.

The sensor will only be used for educational purposes in the realization of the prototype, so
economic feasibility becomes essential, the USB 2.0 interface is required to decrease the
digitization time of the fingerprint, the quality of the digitized image decreases the time of image

pre-processing.
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Figure 3.4 Fingerprint acquisition method
3.2 CONVOLOTIONAL NEURAL NETWORK

Biological neural networks are vast networks of neurons interconnected by chemical and electrical
processes. All these neurons connected to each other allow the human being to be able to feel,
memorize, learn, etc. All this involves asking if it is possible to build or create some rudimentary
type of neural network and train it to be able to carry out certain tasks. The answer to the previous
question is yes, and the main objective of this section is to carry out simple abstractions of complex
neural networks in order to implement and train them to solve specific problems. As previously
discussed, the simplified and abstract model of artificial neural networks arises from trying to

imitate the behavior of neurons found in the brain.

In essence the brain is made up of a huge number of neurons (approximately 1011) connected to
each other creating the neural network. Neurons have three main parts: the dendrites, the body,
and the axon. Dendrites are nerve fibers that carry electrical impulses to the neuron's body. The
body of the neuron is in charge of recognizing and working with the signals that come to it. Finally,
the axon is a single nerve fiber that communicates the body of the neuron with the others. The
point of contact between the axon and the dendrite of another neuron is called the synapse. The

arrangement of neurons and the forces of each synapse individually, determined by chemical
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reactions, establish the functioning of the brain. This structure of neurons can be seen in the figure
35

Part of the neural network that forms our brain is determined when a human being is born,
however, many other parts develop over time. Through learning these parts are developed by
creating new connections between neurons or modifying existing ones, strengthening or
weakening. Even taking into account the great differences, biological and artificial networks share
certain characteristics. First, they share the general structure in which neurons are have many
connections between them. Second, the force in the connections between neurons determines the

behavior of the entire network.

3 dendrite 4 astrocyte (glial cell) 6 oligodendrocyte
7\ },’ 5 axon (glir cell)

-~
/s

“ —ﬁ
| | B e i _4:
- 5
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. /

e

2 nucleus 1 rlleuron (cell body)

7 axon terminals

Figure 3.5 biological neural network

Getting to design and build machines capable of carrying out processes with a certain intelligence
has been one of the main objectives of scientists throughout history. From the attempts made in
this sense, the fundamental lines for obtaining intelligent machines have been defined: Initially,
efforts were directed at obtaining automata, in the sense of machines that carried out, with more
or less success, some typical function of human beings. Nowadays, it continues to study in this
same line, with surprising results, there are ways to carry out processes similar to smart ones and

that we can fit within the so-called Artificial Intelligence (Al).
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The other line of research has tried to apply physical principles that govern in nature to obtain
machines that do heavy work in our place. In the same way, one can think about the form and
capacity of human reasoning; you can try to obtain machines with this capacity based on the same
principle of operation.

It is not about building machines that compete with human beings, but rather perform certain tasks
of an intellectual rank with which to help you, the basic principle of Artificial Intelligence.

The first theoretical explanations about the brain and thought were already given by Plato (427-
347 B.C.) and Aristotle (348-422 B.C.). The same ideas were also maintained by Descartes (1569-
1650) and the empiricist philosophers of the eighteenth century.

The class of so-called cybernetic machines, to which neural computing belongs, has more history
than is believed: Herdén (100 BC) built a hydraulic automaton.

Hidden nodes layer

Input nodes layer

Input x1 | S\ Output nodes layer
" y. /D) Output y1
INnput x2 l

‘50 e Output y2
Input x3 }‘ [ FL o T =
= QLYY

Links Links

Figure 3.6 Neural network layers
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3.2.1 CNN Architecture

When working with images, as in the case of convolutional neural networks, it is usually done
with images with very high resolutions (for example, the current standard is Full HD consisting of
1,980 x 1,080 pixels). This entails a serious problem in conventional neural networks, which have
been seen previously. These, being full-connected, have each of the neurons that make up the first
hidden layer connected to each and every one of the pixels of the input image at the same time. If
these input images are of an acceptable resolution, for example 28 x 28, the number of elements
that will have to be trained will be moderate enough so that the system can work correctly, although
the whole process will be significantly slower. However, if the resolution increases slightly (let

alone current resolutions) the training and testing times become enormous.

input convl pooll conv2 pool2 hidden4 output
D Full
Q Convolution
[mE
N~ Convolution
Convolution subsample Convolution subsample

Figure 3.7 CNN layers

Next, the magnitude of the previous problem will be presented in a quantitative way. If, for
example, 96 x 96 images are used, there would be around 104 input elements and, if it is assumed
that you want to learn 100 characteristics, the number of elements to train would be of the order
of 106. This enormous number of elements that they must be trained makes the duration of the
training extraordinarily long, greatly hindering the use of conventional neural networks for

imaging applications.

Once you are aware of the magnitude of the problem, the need to use a different type of system
that allows you to get around this issue becomes evident. In the following points in this topic, you

will see how this problem is solved.
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A convolutional neural network is a type of multilayer network consisting of several alternate
convolutional and pooling (subsampling) layers, and ultimately has a series of full-connected
layers such as a multilayer perceptron network. The input of a convolutional layer network is
usually an image i j i j k, where i is both the height and the width of the image and k is the number
of channels (as will be seen later, in this project we work with grayscale so k). The convolutional
layers have I filters (or kernels) whose dimensions are m, where and m are chosen by the designer
(generally n is usually equal to 5). Each filter generates by convolution a map of features or
characteristics of size 6> 6>, being the number of filters, you want to use. Then each map is sub-
sampled in the pooling layer with the “mean pooling” or “max pooling” operation on contiguous
regions of size where it can take values from 2 for small images to, commonly, no more than 5 for
large images Before or after subsampling, a sigmoidal activation function plus a bias is applied to
each feature map.

Returning to the problem presented in this chapter, which consisted of reducing the computational
load of the system, the convolutional layer plays an important role in this regard. To do this, during
this stage of the network, a very simple solution is carried out: the number of possible connections
between the neurons of the hidden layer and the elements of the input image is restricted. In this
way, each hidden neuron will only be connected to a small subset of elements of the total image.
This idea is inspired by how the biological visual system works, because the neurons that work in
the visual cortex have a series of receptive fields that respond only to stimuli located in a specific

region or area.

In addition, another notable feature is that natural images have the property of being "stationary",
this means that the characteristics or features that exist in a certain part of the image may be the

same as others that are in another totally different area.
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Figure 3.8 CNN hidden layer

On the other hand, convolution is an operation of products and sums between the input image and
a filter (or kernel) that generates a characteristics map. The advantage is that the same filter (=
neuron) serves to extract the same feature in any part of the image, taking into account the
stationary nature of the images that has been commented on in the previous paragraph. This allows
to reduce the number of connections and the number of parameters to train compared to a full-

connected multilayer network.

In summary, the convolutional layer allows both to reduce the number of elements that make up
the network and to detect a series of characteristics that will be useful when analyzing the image.
Considering the above, it can be concluded that the convolutional layer is very useful in image
analysis, reducing the complexity of the system and, at the same time, extracting useful features

from them that help with its analysis.

As explained in point 4.1, the input of a convolutional layer is an image i j i j k, a filter with
dimensions’ p j p j NY is applied to this image, finally, as a result, a matrix of characteristics is
obtained of size i> p 6>. The above behavior is achieved by performing the procedure explained

in the following paragraphs:

When the input image arrives at the network, the filter and this are superimposed and the two-
dimensional convolution between the respective elements of the image and the kernel is calculated.
Once the result of the previous operation is obtained, it is stored in a position of the activation
matrix, the filter is then moved or slid one position to the right on the image and the convolution

is recalculated, storing the result at the next position in the activation matrix. In this way, this
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iterative process is repeated throughout the entire image, moving from left to right and moving
down one unit when reaching an edge. Once the entire image has been traversed, the complete
activation matrix is obtained, which contains the characteristics sought in the image for each filter.
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Figure 3.9 CNN features extracted

Following the scheme in Figure 4-1, immediately after the convolution layer is the pooling layer.
After you have obtained the characteristics in the convolution layer, the next step in the list is to
use them for image classification. In theory, any type of classifier could already be used to carry
out this task, however, this process can still be very computationally expensive. For example, the
following is considered: if the input image is D2 D2 pixels, at the output of the convolutional layer,
the number of elements will be D2> q D2> =, D and, if they are, by example 400 traits the resulting
vector is D 000

), 2,000 features. A network with this huge number of characteristics will behave very slowly and,

surely, over-adjustment errors will occur during learning.

As we saw in section 4.3, the images have the property of being stationary and a characteristics
map has been created in the convolutional layer. Thus, the next natural step is to see in which area
of the image those predominant features are. To perform this task, it is possible to calculate the

average or find the maximum value of a characteristic throughout a region of the image. The matrix
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resulting from the previous operation results in considerably smaller dimensions than the matrix

of characteristics, obtained in the convolution layer.

So, the objective of this layer is to further decrease the computational load of the system and, at
the same time, help with the characterization of the image obtaining and locating the predominant
features in it. Furthermore, as mentioned in the paragraph, it is important to highlight that there
are two types of pooling: mean pooling or average-pooling and max-pooling. Figure 4-6 shows
the effects of applying one type of pooling or another.
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.
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mpu{estare minp after average pooling digit express of the pooling process

(a) Hlustration of max pooling drawback

after max pooling

input feature map after average pooling digit express of the pooling process

(b) Illustration of average pooling drawback
Figure 3.10 Max pooling in CNN

This is the last layer of the convolutional neural network scheme and it is a classifier that
determines which class the input image belongs to, that is, your job in this project is to indicate

what number the network is ‘creating'. has provided you with the input.

The fully connected layer is just after the last pooling layer. It is made up of a number of neurons
equal to the number of classes, in the case of this project there are 10 neurons (there are 10 classes:
the numbers from 0 to 9). The scheme that follows this layer is the one explained in section 2,
when we spoke of fully connected neural networks. That is, each of these neurons is in turn
connected to each and every one of the elements of the matrices of the immediately preceding

layer.
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At the exit of this layer you will find a vector of 10 components. Each of these components
represents the probability that the input image has of belonging to a certain class, which is the
same, the probability that it has of being one number or another. Finally, the network will
determine which of these elements of the vector is greater and indicates this.

3.3 SUPPORT VECTOR MACHINE SVM

The Vector Support Machines (SVMs) classification-regression method was developed in the
1990s, within the field of computer science. Although originally selected as a binary classification
method, its application has been extended to multiple classification and regression problems.
SVMs have turned out to be one of the best classifiers for a wide range of situations, which is why
it is considered one of the benchmarks in the field of statistical learning and machine learning.

Support Vector Machines are based on the Maximal Margin Classifier, which in turn is based on
the hyperplane concept. Throughout this essay each of these concepts is introduced in order.
Understanding the fundamentals of SVMs requires a solid understanding of linear algebra. This
essay does not delve into the mathematical aspect, but you can find a specific description in the

book Support of vector machines succinctly by Alexandre Kowalczyk

In R, the €1071 and LiblineaR libraries contain the algorithms necessary to obtain simple, multiple
and regression classification models, specific to Support Vector Machines. In a p-dimensional
space, a hyperplane is defined as a flat and related subspace of dimensions’ p — 1. The related term
means that the subspace does not have to go through the origin. In a two-dimensional space, the
hyperplane is a 1-dimensional subspace, that is, a line. In three-dimensional space, a hyperplane
is a two-dimensional subspace, a conventional plane. For dimensions p> 3 it is not intuitive to

visualize a hyperplane, but the concept of subspace with p — 1 dimensions remains.

The mathematical definition of a hyperplane is quite simple. In the case of two dimensions, the

hyperplane is described according to the equation of a line:
BO + Blxl + B2x2 = 0
Given the parameters 0, B1 and B2, all pairs of values X = (x1, x2) for which equality is true are

points on the hyperplane. This equation can be generalized for p-dimensions:
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B0 + Bl1x1 + F2x2+...+ Bpxp = 0

and in the same way, all the points defined by the vector (x = x1, X2, ..., Xp) that satisfy the equation
belong to the hyperplane.

When x does not satisfy the equation:
pO + Pflx1 + B2x2+...+ Ppxp <0
B0 + Pflx1 + B2x2+...+ Ppxp > 0

point x falls to one side or the other of the hyperplane. Thus, it can be understood that a hyperplane
divides a p-dimensional space into two halves. To find out on which side of the hyperplane a
certain point x is, you just have to calculate the sign of the equation.

The following image shows the hyperplane of a two-dimensional space. The equation describing
the hyperplane (a line) is 1 + 2x1 + 3x2 = 0. The blue region represents the space where all the
points for which 1 + 2x1 + 3x2> 0 are and the red region that of the points for which 1 + 2x1 +
3x2 <0. When n observations are available, each with p predictors and whose response variable
has two levels (hereinafter identified as +1 and —1), hyperplanes can be used to construct a
classifier that allows predicting which group an observation belongs to. based on their predictors.
This same problem can also be addressed with other methods (logistic regression, LDA,

classification trees ...) each with advantages and disadvantages.

To facilitate understanding, the following explanations are based on a two-dimensional space,

where a hyperplane is a line. However, the same concepts are applicable to higher dimensions.

If the distribution of the observations is such that they can be perfectly linearly separated into the

two classes (+1 and —1), then a hyperplane of separation fulfills that:
PO + Blx1 + B2x2+...+ Fpxp > 0,if yi = 1
O + Blx1 + B2x2+...+ Pfpxp <O0,if yi = —1

By identifying each class as +1 or —1, and since multiplying two negative values results in a

positive value, the above two conditions can be simplified into one:
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yi (B0 + Blx1 + B2x2+...4+ Bpxp) > 0, fori = 1...n

Under this scenario, the simplest classifier is to assign each observation to a class depending on
which side of the hyperplane it is on. That is, the observation x ~ * is classified according to the
sign of the function f(x » *) =0 + Blx * 1 + B2x * 2 + ... + Ppx * p. If f (x *) is positive, the
observation is assigned to class +1, if negative, to class —1. Furthermore, the magnitude of f (x )
allows knowing how far away the observation of the hyperplane is and with it the confidence of
the classification.

Figure 3.11 Linear classification

The definition of hyperplane for perfectly linearly separable cases results in an infinite number of
possible hyperplanes, which requires a method that allows selecting one of them as the optimal
classifier. The solution to this problem is to select as the optimal classifier what is known as the
maximal margin hyperplane or optimal hyperplane of separation, which corresponds to the
hyperplane that is furthest from all training observations. To obtain it, the perpendicular distance
of each observation to a certain hyperplane must be calculated. The smallest of these distances
(known as the margin) determines how far away the hyperplane of the training observations is.
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The maximal margin hyperplane is defined as the hyperplane that achieves the greatest margin,
that is, the minimum distance between the hyperplane and the observations is as large as possible.
Although this idea sounds reasonable, it is not possible to apply it, since there would be infinite
hyperplanes against which to measure distances. Instead, optimization methods are used. To find
a more detailed description of the optimization solution, consult (Support Vector Machines
Succinctly by Alexandre Kowalczyk).

Figure 3.12 SVM classification

The image above shows the maximal margin hyperplane for a training dataset. The three
equidistant observations with respect to the maximal margin hyperplane are found along the
dashed lines indicating the width of the margin. These observations are known as support vectors,
since they are vectors in a p-dimensional space and support (define) the maximal margin
hyperplane. Any modification in these observations (support vectors) entails changes in the
maximal margin hyperplane. However, modifications in observations that are not a support vector

have no impact on the hyperplane.
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The Maximal Margin Classifier described in the previous section has little practical application,
since there are seldom cases where the classes are perfectly and linearly separable. In fact, even
when these ideal conditions are met, in which there is a hyperplane capable of perfectly separating

the observations into two classes, this approach still has two drawbacks:

Since the hyperplane has to perfectly separate the observations, it is very sensitive to variations in
the data. Including a new observation can lead to very large changes in the separation hyperplane
(low robustness).

05 00 05 10 15 20 25
J‘:l

Figure 3.13 Feature classification using SVM

Fitting the maximal margin hyperplane perfectly to training observations to separate them all

correctly often leads to overfitting issues.

For these reasons, it is preferable to create a classifier based on a hyperplane that, although it does
not perfectly separate the two classes, is more robust and has greater predictive capacity when
applied to new observations (fewer overfitting problems). This is exactly what support vector
classifiers, also known as soft margin classifiers or Support Vector Classifiers, achieve. To do this,

instead of looking for the widest possible sorting margin, you get the observations to be on the
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right side of the margin; Certain observations are allowed to be on the wrong side of the margin
or even the hyperplane.

The following image shows a support vector classifier fitted to a small set of observations. The
solid line represents the hyperplane and the dashed lines represent the margin on each side.
Observations 2, 3, 4, 5, 6, 7 and 10 are on the correct side of the margin (also hyperplane) and are
therefore well classified. Observations 1 and 8, even though they are within the margin, are on the
correct side of the hyperplane, so they are also well classified. Observations 11 and 12 are on the
wrong side of the hyperplane, their classification is incorrect. All those observations that, being
inside or outside the margin, are on the wrong side of the hyperplane, correspond to poorly
classified training observations.

Identifying the hyperplane of a support vector classifier, which correctly classifies most of the
observations except for a few, is a problem of convex optimization. Although the mathematical
proof is out of the scope of this introduction, it is important to mention that the process includes a
tuning hyper parameter C. C controls the number and severity of margin violations (and
hyperplane) that are tolerated in the adjustment process. If C = o0, no margin violation is allowed
and therefore the result is equivalent to the Maximal Margin Classifier (keeping in mind that this
solution is only possible if the classes are perfectly separable). The closer C gets to zero, the fewer
errors are penalized and the more observations can be on the wrong side of the margin or even the
hyperplane. C is ultimately the hyper parameter in charge of controlling the balance between bias

and variance of the model. In practice, its optimal value is identified by cross-validation.

The optimization process has the peculiarity that only the observations that are just in the margin
or that violate it influence the hyperplane. These observations are known as support vectors and
are those that define the classifier obtained. This is why parameter C controls the balance between
bias and variance. When the value of C is small, the margin is wider, and more observations violate
the margin, becoming support vectors. The hyperplane is, therefore, supported by more
observations, which increases the bias but reduces the variance. The greater the value of C, the
smaller the margin, the fewer observations will be support vectors and the resulting classifier will

have less bias but greater variance.
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Another important property that derives from the hyperplane being dependent only on a small
proportion of observations (support vectors), is its robustness compared to observations very far
from the hyperplane. This makes the vector classification method different from other methods
such as Linear Discriminant Analysis (LDA), where the classification rule depends on the mean
of all the observations.

The Support Vector Classifier described in the previous sections achieves good results when the
separation limit between classes is approximately linear. If it is not, its capacity drops dramatically.
One strategy to deal with scenarios in which the separation of the groups is of a non-linear type is
to expand the dimensions of the original space.

The fact that the groups are not linearly separable in the original space does not mean that they are
not in a larger space. The following images show how two groups, whose two-dimensional

separation is not linear, are linear when adding a third dimension.
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Figure 3.14 3D view of the SVM features
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PROPOSED METHOD

For the training of a convolutional neural network it is important to capture information that
adequately represents the pattern that is trying to be recognized for the creation of characteristic
vectors. In the case of the current project, it was decided to use three different characteristic vector
schemes for the generation of databases for the training of neural networks that can adequately
represent images, the three schemes used are listed below:

*Image
*Discrete Cosine transform
« Discrete wavelet transform

Once the different schemes for the characteristic vectors were chosen, a treatment was carried out
to adapt them to the training of neural networks. It is necessary that the information used to train
the convolutional neural networks is representative of the sample that is trying to be recognized
and that the information administered to it is the most important. To achieve this, normalization
and principal component analysis were used, which means that the information used for neural
network training is not correlated and that there is no information that has more weight for network

training.as shown in the diagram below:
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Figure 4.1 Proposed SVM+CNN method

The original image is 416X256 pixels. Therefore, the DCT matrix is 416x25 coefficients (106496
coefficients). By carrying out the previously described process, 101189 DCT coefficients were
eliminated, which are approximately 95% of the coefficients. In other words, with 5% of the DCT
coefficients of the image, an image of reasonable quality can be reconstructed. To get an idea of
which coefficients were eliminated, the resulting matrix was graphed with the DCT coefficients
eliminated in gray scale. Keep in mind that in a grayscale image 0 is black (see figures 21 and 22).

A greater importance of the low frequency coefficients can be noticed (upper left of the matrix)
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Figure 4.2 Select an image

Given two representations (the test and the mold), the "matching” module determines if the sample
comes from the same footprint. The matching phase usually defines a measure of similarity
between two tracks. Also in this phase, a threshold is defined to decide whether two samples belong

to the same finger or not.

To make the decision if two fingerprints come from the same finger, they should be aligned
beforehand to make the decision. In addition, it must be taken into account that the dirt that
interferes with the fingerprinting process, finger injuries, distortion introduced by the pressure

exerted when taking the fingerprint, among other factors, make the alignment process complex.
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To carry out the alignment, several techniques are used; Optimization of the correlation of the
images, alignment of ridges, and in the recognition with minutiae, an attempt has been made to
align a certain number of them. The literature indicates that the alignment of three minutiae is

adequate.

Once the samples have been aligned, the aligned structures provide a basis for determining the hit
score. Depending on the type of alignment that has been used, different types of methods are used
to find the score, for example, the correlation coefficient is used, or algorithms that try to take into
account the added distortion when taking the footprint due to the pressure exerted.

There are several methods for scoring similarity of two tracks. Below is a schematic where one of
these methods is used. Mainly a minutia is taken as a reference and the distance between the
reference minutia and the other minutiae of the reference footprint is measured. Then, after the
two footprints are aligned, the footprint to be compared is entered and the distances from the
reference minutia are measured. An attempt is made to reproduce the reference footprint and each
correction that must be made to adjust it has a penalty. The fewer modifications that must be made
to make them the same, the lesser the penalty. A score can be obtained from the sum of the
penalties. The higher the score (less penalties), the greater the probability that the entered
fingerprint will come from the same finger as the reference fingerprint. If the score obtained is
outside a threshold, the fingerprint will not belong to the individual. Below is the comparison of

two footprints
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Figure 4.3 Displaying selected images
The extraction method consists mainly of three phases:
1. Estimation of the orientation of the ridges
2. Extraction of ridges
3. Extraction of minutiae and post processing

Gradient methods are used to find the orientation of the ridges. To make use of these methods, the
image is divided into a large grid and the gradient of each of the small grids is obtained. Obtaining

the direction of greatest change, the orientation can be determined.
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The segmentation of the image seeks to eliminate the information that is not relevant to give
information about the footprint, for example, grime, remains of a previous acquisition, etc. One of
the methods used is the certainty level, which consists of finding in an orientation box how much
the orientation of the pixel gradient agrees with the orientation of the block. If the level of certainty
is below a certain threshold, the block is marked as not relevant information. This method works

very well to determine areas of interest.
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Figure 4.4 Extracting features of the selected images
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Figure 4.5 matching features of the selected images

Below are the results obtained from training the different learning algorithms by varying the

number of neurons in the intermediate layer. Figures below show the result of training the

specimens using convolutional neural networks with each of the 100 characteristic vectors, the

results are evaluated using the mean square error index MSE and the Accuracy index:
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Figure 4.6 Accuracy of the proposed method
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CONCLUSION

The best results were obtained with the discrete cosine transform database in both learning
algorithms. We assume that these results are derived from the generation of a “low pass filter” that
is created by using the upper triangle of the coefficient matrix of the cosine transform. Despite
using all the coefficients of the cosine transform, the best results are not obtained.

discrete cosine transform may indicate that the input image to the networks is not properly filtered.
The results obtained using the image database are very good considering that no transforms are
required, it only takes into account a spatial relationship between the pixels of the image.
Furthermore, the characteristic vector using the complete image obtained is the smallest one.

The proposed methodology demonstrates the feasibility of recognizing minutiae with the use of

convolutional neural networks and an easily achievable hardware implementation.

The use of support vector machine classification to increase the bases can give the network
robustness by introducing different patterns. However, it should be verified that the results
obtained are good despite the use of the deformation algorithm. There are existing databases that
have the details of minutiae and non-minutiae marked by fingerprint experts (GT, ANSI / NIST
databases, etc.) [2], [15]. Conducting training with databases of this type could help to solve this

question.

From the recognition of minutiae, it is possible to carry out the recognition of the fingerprint by
comparing the spatial relationship of the minutiae obtained and comparing this information with a

previously stored database.

Given the nature of the application where the fingerprint is acquired through a controlled process,
the option of performing fingerprint recognition with OCR techniques from the non-minutia

minutia ratio on the grid is proposed.

In the traditional techniques of minutia extraction, digital image treatment is used, where the
fingerprint is binarized, thinned and the minutiae are recognized [2]. Our implementation obviates

the binarization and thinning of the image, obtaining good results. The improvement in
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performance could be evaluated if the binarized and thinned image is used for the training of the

neural networks exposed in this work.

To improve the performance of fingerprint recognition, it is possible to think about the integration
of methods that are based on the determination of global characteristics of the fingerprint and the

spatial relationship of the same generated by the recognition of minutiae [15].
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