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ABSTRACT

USER PRIVACY ON IOT DEVICES USING MACHINE AND DEEP

LEARNING APPROACHES

SHAKIRCHI, Karam Zuhair Dhannoon
M.Sc., Electrical and Computer Engineering, Altinbas University,

Supervisor: Prof. Dr. Galip CANSEVER
Data: 01/2024
Pages: 52

The swift expansion of Internet of Things (10T) technology has sparked concerns regarding
the privacy of users, since these devices often collect and transmit vast amounts of personal
information. To address these issues, this thesis will look at the use of machine and deep
learning technologies to improve user privacy on loT devices. First, the research will
examine the existing state of user privacy on IoT devices, as well as the issues associated
with protecting privacy. This will include a discussion of the many types of data gathered
and communicated by 10T devices, as well as the numerous ways in which this data might
be exploited or hacked. The research will also look at current legislative frameworks and
best practices in the sector for preserving user privacy on loT devices. The thesis will then
investigate the application of machine learning approaches to improve user privacy on 0T
devices. This will take a look at the many machine learning techniques that may be used for
this, such as decision tree algorithms and ANNSs. The research will also look at the possible
benefits and drawbacks of utilizing these algorithms for privacy protection, such as the trade-

offs between privacy and other objectives like performance or accuracy.

Besides machine learning, the project will look into the use of deep learning technologies
for improving user privacy on loT devices. Deep learning models, a specific category of
machine learning techniques, have demonstrated significant potential across various
applications. The research will examine the potential benefits and challenges of applying
deep learning algorithms for privacy protection on 10T devices, as well as the present related

works in this field.

Finally, the dissertation will conclude with a discussion of the potential future direction of

research in this area, including the potential for integrating machine and deep learning
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approaches with other privacy-enhancing technologies and the potential for additional
regulatory or industry-led efforts to improve user privacy on IoT devices.

This dissertation intends to offer a complete assessment of the present status of user privacy
on loT devices, as well as the possibilities for enhancing privacy via the application of
machine and deep learning technologies. The study intends to contribute to continuing
efforts to secure user privacy in the rapidly developing realm of 10T by addressing these
challenges.

Keywords: 10T, Machine Learning, KNN, Decision Tree, Artificial Neural Network.
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1. INTRODUCTION

The Internet of Things (1oT) has become an increasingly prevalent part of modern life, with
billions of connected devices now in use around the world [1]. These devices often collect
and transmit large amounts of personal data (PD), raising concerns about user privacy (UP)
[2]. In response to these concerns, researchers and policymakers have begun to explore ways

to enhance UP on loT devices [3]

One approach that has received significant attention in recent years is the use of machine
(ML) and deep learning (DL) algorithms to protect UP on IoT devices [3]. ML algorithms,
which use statistical techniques to analyze data and make predictions or decisions, have been
successfully applied in a variety of contexts [4] . DL algorithms, a subtype of ML algorithms,

have shown particularly promising results in a range of applications [5].

In this thesis, we will explore the use of these approaches to enhance UP on 10T devices. We
will begin by reviewing the current state of UP on IoT devices, including the types of data
collected and transmitted by these devices and the challenges faced in ensuring privacy. We
will then examine the potential benefits and limitations of using ML algorithms for privacy
protection on 10T devices, including the trade-offs between privacy and other goals such as
performance or accuracy (ACC). We will also investigate the use of DL algorithms for
enhancing UP on 10T devices, including the current works in this area and the potential
challenges and benefits of using these algorithms. Finally, we will discuss the potential
future direction of research in this area and the potential for further regulatory or industry-

led efforts to enhance user privacy (UP) on IoT devices.

The objective of this study is to offer a detailed review of the present condition of UP in loT
devices and explore the possibilities of applying machine learning and DL methods to
improve privacy. Through tackling these topics, our goal is to aid in the continuous work

towards safeguarding UP amidst the fast-paced advancements in the 10T realm.



1.1 USER PRIVACY ON IOT DEVICES

0T represents a network in which physical objects are equipped with sensors, software, and
internet connectivity to enable interaction and data exchange. This integration facilitates the
collection and exchange of data. Although 10T devices provide numerous advantages and

conveniences, they also present notable risks to UP [6].

One of the primary concerns with 10T devices is the vast amount of data they collect and
transmit. Many devices are designed to continuously gather data on their users' activities,
preferences, and location. This data is often transmitted to third parties, such as

manufacturers or marketing companies, for analysis and use in targeted advertising[7].

Furthermore, 10T devices are vulnerable to hacking and cyber-attacks. As these devices often
have weak security measures, hackers can easily gain access to sensitive personal
information. In addition, I0T devices can be used to launch large-scale attacks on networks
and systems, as seen in the [8] Mirai botnet attack, which used hundreds of thousands of
compromised loT devices to launch a massive DDoS attack on multiple websites.

To protect UP on loT devices, it is crucial for manufacturers to implement strong security
measures, such as encryption and authentication, and for users to take steps to secure their
devices. This includes regularly updating software and firmware, using strong passwords,

and being cautious about the information shared on connected devices.

Additionally, governments and regulatory bodies have a role in ensuring the privacy of 1oT
users. The California Consumer Privacy Act (CCPA) and the European Union's General
Data Protection Regulation (GDPR) are examples of legislation that aim to protect PD and
give users greater control over how their data is collected and used.

Despite these efforts, the rapid advancement of 10T technology means that privacy risks are
constantly evolving. It is essential for both manufacturers and users to stay informed and

proactive in protecting PD on 10T devices.

The privacy risks associated with 10T devices are significant and should not be overlooked.
It is essential for manufacturers to implement strong security measures and for users to take
steps to secure their devices. Governments and regulatory bodies also have a role in
protecting UP through legislation and regulation. By being proactive and informed, we can
ensure that the benefits of 10T technology do not come at the expense of our privacy.
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1.2 PROBLEM STATEMENT

The problem of UP on 10T devices is a significant and growing concern. With an increasing
amount of devices being linked to the internet, the amount of data being collected and
transmitted by these devices is increasing exponentially. Many of these devices are designed
to continuously gather data on their users' activities, preferences, and location. This data is
often transmitted to third parties for analysis and use in targeted advertising.

However, the vast amount of data being collected and transmitted by 10T devices poses a
significant risk to UP. In many cases, users may not be aware of the extent of data being
collected or who it is being shared with. Additionally, the security measures implemented
by many IoT device manufacturers are often inadequate, leaving users vulnerable to hacking
and cyber-attacks. Hackers can easily gain access to sensitive personal information through
compromised loT devices.

Furthermore, the rapid advancement of IoT technology means that the privacy risks
associated with these devices are constantly evolving. As new devices and technologies are
developed, it becomes increasingly difficult for both manufacturers and users to stay

informed and proactive in protecting PD.

In summary, the problem of UP on IoT devices is a complex and multifaceted issue. The
vast amount of data being collected and transmitted by these devices poses a significant risk
to UP, and the security measures implemented by manufacturers are often inadequate.
Additionally, the rapid advancement of 10T technology means that the privacy risks
associated with these devices are constantly evolving, making it difficult for both
manufacturers and users to stay informed and proactive in protecting PD.

1.3 RESEARCH QUESTIONS
Can we correctly and rapidly identify the loT attack?

a. What are the current privacy risks associated with 10T devices and how do they impact
users?

b. How have ML and DL approaches been applied to address UP concerns on 10T devices?

c. What are the benefits and limitations of using ML and DL approaches to enhance UP on
0T devices?

d. How can ML and DL approaches be used to improve the security measures implemented
by 10T device manufacturers?



e. What are the ethical considerations surrounding the utilization of ML and DL for UP on
0T devices?

f. How can the effectiveness of Al approaches for enhancing UP on loT devices be
evaluated?

g. How can the findings from this research be used to inform future development and
regulation of 10T devices to better protect UP?

Here are numerous research questions to consider in the field of using ML to determine if a
user is connected to a 5G network. These questions are thought-provoking and will be
essential in furthering our understanding of this topic.

1.4 RESEARCH SCOPE

This research primarily concentrates on leveraging ML and DL techniques to augment the
privacy and security of 0T devices. It aims to investigate how these methods can be applied
to better protect PD on loT devices and to reduce the vulnerabilities inherent in data
collection and transmission. Additionally, the study will assess the current landscape of
privacy and security in the context of 10T devices, identifying the existing challenges and
constraints. The approach will involve a mix of literature review and experimental studies,
highlighting the evaluation of the effectiveness and potential drawbacks of ML and DL

techniques in improving the privacy and security features of 10T devices.

The system contains restrictions, and only uses the UNSW-NB 15 dataset a network
intrusion dataset. Nine distinct attacks are included in it, including DoS, malware, backdoors,
and fuzzers.

1.5 RESEARCH MOTIVATION

The increasing prevalence of 10T devices in our daily lives has brought with it a range of
benefits and convenience. However, it has also raised significant concerns about UP. The
vast amount of data being collected and transmitted by these devices poses a significant risk
to personal privacy, and the security measures implemented by many manufacturers are

often inadequate, leaving users vulnerable to hacking and cyber attacks.

The motivation for this research is to address these concerns and explore ways in which ML
and DL approaches can be used to boost the privacy and security of 10T devices. As these
approaches have shown promise in a range of applications, including data analysis (DA) and
security, it is possible that they could be used to enhance the protection of PD on IoT devices.
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Furthermore, the rapid advancement of IoT technology means that the privacy risks

associated with these devices are constantly evolving. It is essential for both manufacturers

and users to stay informed and proactive in protecting PD on 0T devices. This research aims

to provide insights and recommendations for the development and implementation of ML

and DL approaches that can help to address these evolving privacy risks.

1.6 THESIS OBJECTIVES

The objectives of this thesis are as follows:

a. Evaluate the potential of ML algorithms to enhance the privacy and security of loT
devices.

b. Examine the use of DL techniques to improve the protection of PD on loT devices.

c. Identify the current challenges and limitations in securing and protecting PD on loT
devices.

d. Provide recommendations for the development and implementation of ML and DL
approaches for improving the privacy and security of 10T devices.

e. Contribute to the broader understanding of the privacy risks associated with 10T devices
and the potential of ML and DL approaches to address these risks.

1.7 THESIS CONTRIBUTIONS

This research will provide insights into the potential of ML and DL approaches to enhance

the privacy and security of loT devices. By evaluating the effectiveness and potential

limitations of these approaches, this study aims to advance the creation of 0T devices that

are more secure and better at safeguarding user privacy. This research will identify the

current challenges and limitations in securing and protecting PD on loT devices. By

examining the existing challenges and limitations, this research will provide valuable

insights for the development of more effective approaches to addressing these issues.

This research will provide recommendations for the development and implementation of ML

and DL approaches for improving the privacy and security of 10T devices.

This research will contribute to the broader understanding of the privacy risks associated

with 10T devices and the potential of ML and DL approaches to address these risks. By

providing a comprehensive overview of these issues, this study will aid in devising more

efficient methods for safeguarding user privacy on IoT devices.

1.8 THESIS PLAN

a. Introduction: This chapter will offer a summary of the research topic, including the
5



growing popularity of 10T devices and the hazards they pose to UP. It will also introduce
the thesis's research aims and contributions.

Literature Review: This chapter will examine the existing literature on the privacy and
security of 10T devices, including current issues and limits. It will also investigate the
possibilities of ML and DL technologies to boost the privacy and security of these

devices.

Methodology: The research strategy and techniques employed in this study, including
the experimental setup and data sources, will be described in this chapter. It will also
describe the DA methodologies and metrics employed to assess the efficacy and limits

of ML and DL approaches.

Results and Discussion: The outcomes of the study, including the usefulness and limits
of ML and DL techniques in enhancing the privacy and security of 10T devices, will be
presented in this chapter. Furthermore, we will examine the ramifications of the findings
and provide recommendations for the development and application of ML and DL
methodologies to improve the privacy and security of 10T devices.

Conclusion and future work: This chapter will review the study's significant results and

contributions, as well as outline opportunities for future research.

Bibliography: Will contain all the sources cited throughout the thesis.



2. LITERATURE REVIEW

2.1 INTRODUCTION

The increasing prevalence of 10T devices in our daily lives has brought with it a range of
benefits and convenience. However, it has also raised significant concerns about UP. The
vast amount of data being collected and transmitted by these devices poses a significant risk
to personal privacy, and the security measures implemented by many manufacturers are

often inadequate, leaving users vulnerable to hacking and cyber-attacks.

In this chapter, we will review the existing literature on the privacy and security of I0T
devices, including the current challenges and limitations in this area. We will also examine
the potential of ML and DL approaches to enhance the privacy and security of these devices.
This literature review will provide a foundation for the research objectives and contributions
of this thesis.

2.2 PREVIOUS STUDIES

The primary purpose of this section is to provide a summary of current research in intrusion
detection (ID). The literature indicates that significant time and effort have been put into

constructing ML and DL classifiers. Here are a few of their contributions:

In this study[9], they looked at how well DL performed using the improved dataset and two
categorization categories (Binary and Multi-Class). They contrasted the outcomes of our
suggested DL model with related works. In the enlarged dataset, we have assessed the
effectiveness of DL and ML models using ACC and loss. their suggested DL models
produced results that were accurate in the multi-class classification (99.59%) and the binary
classification task (99.26% ACC).

For spotting loT attacks, they took into consideration Deep Neural Networks (DNN) in their
article[10]. Only in the presence of a useful data set can an intelligent ID system be
constructed. On the most popular data sets, namely KDD-Cup'99, NSL-KDD, and UNSW-
NB15, the performance of DNN to accurately detect the attack has been assessed. Their test
results demonstrated the proposed method's DNN-based ACC rate. It demonstrated that each
dataset had an ACC rate of more than 90%.

In this study[11], UNSW-NB15, ML classifiers are trained using the most recent dataset. A

taxonomy for sluggish and enthusiastic learners is suggested based on theoretical study. The
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following classifiers are chosen for training: K-Nearest Neighbors (KNN), Stochastic
Gradient Descent (SGD), Decision Tree (DT), Random Forest (RF), Logistic Regression
(LR), and NB. On the UNSW-NB15 dataset, this ML classifiers’ performance is evaluated
and a comparison analysis is done. According on the experimental findings, the RF classifier

works better than other classifiers.

The study [12] focuses on categorizing cyberattacks within the UNSW-NB15 dataset
through a mixed approach of feature selection (FS) and classification methods. It employs
k-means clustering and correlation-based FS to determine the most effective feature subset.
For classification, it utilizes two techniques: NB, which is based on probability, and J48,
which relies on DTs. The research indicates that combining the NB model with the hybrid
FS method markedly improved the ACC of classifying a wide range of attacks, particularly
more rare ones. This combination also resulted in reduced false alarm rates (FAR) for most
types of attacks, again notably for the less common ones. In contrast, the J48 DT model,
while achieving high classification rates across all types of attacks regardless of the FS, did

not show any enhanced performance.

The rate of ID and the FAR are significantly decreased in this paper[13] despite the large
number of network datasets that are available of in networking interactions with relevant and
irrelevant information. The 2015-created UNSW-NB15 dataset is the current benchmark
network dataset. To increase the ACC of attack detection and reduce FAR, the top significant
features are suggested as FS for dimensionality reduction (DR). they combine the RF
Algorithm with a DT Classifier, reducing 45 characteristics to the strongest four features.
The DL technique used by the proposed system improves the ACC with which normal

attacks are detected.

In their paper [14], the authors introduce a unique two-stage DL model that combines stacked
auto-encoders with softmax classifiers to enhance network ID. This model operates through
two phases of assessment. Initially, it evaluates whether network traffic is normal or
anomalous, based on a computed probability score. Subsequently, this score is utilized as an
additional parameter to differentiate between normal traffic and various attack types. The
model is designed to autonomously and effectively categorize data, learning relevant feature
representations from a large volume of unlabeled data. Its efficacy is tested through
experiments on two prevalent datasets: the KDD99 and UNSW-NB15. The results from
8



these simulations show remarkable identification rates of 99.996% for KDD99 and 89.134%
for UNSW-NB15, indicating a substantial improvement over existing methods. The findings
of this research suggest that this approach could become a benchmark in the fields of DL

and network security research.

In their research [15], the team conducted a series of eleven semi-structured interviews with
individuals who own smart homes. The focus of these interviews was to explore the
motivations behind purchasing I0T devices, understand the owners' views on privacy risks
in smart homes, and learn about the measures they adopt for privacy protection. The study
revealed that factors like convenience and connectivity significantly influence how users
manage their privacy in relation to external parties. It was observed that the willingness of
users to share smart home data with external entities often hinges on the benefits they
perceive from these entities. The research also highlighted a general tendency among users
to trust 10T device manufacturers with their privacy, albeit without actively verifying the
existence or effectiveness of privacy safeguards. Moreover, the study pointed out a lack of
awareness among users about the privacy implications of inference algorithms used on data
from non-audio/visual devices. Based on these insights, the researchers suggest a series of
recommendations aimed at device designers, researchers, and industry standards to align
device privacy features more closely with the expectations and preferences of smart home

USErSs.

This article [16] provides a comprehensive review of research conducted between 2008 and
2019, focusing on the application of ML algorithms and BC techniques to tackle privacy and
security challenges in the 10T sector. The authors begin by examining and categorizing a
range of security and privacy threats that have emerged over the past 12 years in the 10T
field. Following this, they systematically organize the body of literature pertaining to the use

of ML algorithms and BC methods in addressing these 10T privacy and security concerns.

The study [17] introduces a monitoring system for 10T devices, leveraging a blend of C5.0

DT, time-series analysis, and DL. The process involves converting time-series data into

Gramian Angular Field (GAF) graphs. These graphs are then processed using a hybrid

approach that combines a Convolutional Neural Network (CNN) with a Long Short-Term

Memory (LSTM) model. Additionally, the system employs whitelist matching technology

for the identification of 10T device models. The authors assert that this system is highly
9



accurate in recognizing new types of attacks and is capable of efficiently monitoring loT
devices. In testing with the KDD Cup 99 dataset, the system demonstrated an average error

rate of just 3.22% in detecting different types of abnormal traffic attacks.

The article [18] builds upon and enhances a previously established data-driven method for
crafting privacy setting interfaces tailored to users of domestic 10T devices. The core of this
method involves collecting user feedback on various household 10T scenarios before the
interface development. This feedback is instrumental in designing a navigational structure
that proactively enhances user efficiency in setting their privacy preferences. Additionally,
the approach involves the creation of 'privacy profiles,' enabling users to easily express
complex privacy preferences with just a single click. The article advances this approach by
suggesting a more intricate method of converting statistical findings into interface design. It
also delves deeply into the balance between simplicity and ACC in formulating privacy

profiles and default settings, offering extensive analysis and discussion on this aspect.

In their paper [19], the authors describe PCC-LSM-NIDS, a Network Intrusion Detection
System (NIDS) that detects intrusions while safeguarding sensitive data by combining a
Pearson Correlation Coefficient (PCC) based FS algorithm with a Least Square Method
(LSM) based privacy-preserving method. Using five prominent classifiers, the proposed
PCC-LSM-NIDS is evaluated on the UNSW-NB15 benchmark intrusion database. The
results reveal that the PCC-LSM-NIDS has a quicker processing time while still providing

adequate privacy protection.

In the research [20], the authors investigated the effects of data poisoning attacks on a range
of ML models, including gradient boosting, RF, NB, and DL, with a focus on their
applicability in real-world 10T environments. They employed a label modification technique
to alter legitimate input classes during the training phase. The models were then assessed at
various poisoning levels—5%, 10%, 20%, and 30%—to observe how their performance
deteriorated under these conditions. The evaluation was conducted using the ToN_loT and
UNSW NB-15 datasets, which encompass a diverse array of recent legitimate and attack
vectors. The findings indicated that the ACC and detection rates of these ML models suffer
when the proportion of normal observations in the training dataset is not considerably larger
than that of the poisoned data. Particularly at poisoning rates of 30% or above, there was a
notable decline in the ML models' effectiveness.
10



The authors of this paper[21] present a phishing detection system that utilizes ML and natural
language processing to identify phishing attacks (PHA). This system was tested in 45
countries during the final quarter of 2016 and found that China, Turkey, and Taiwan were
the countries most impacted by malware, with rates of 47.09%, 42.88%, and 38.98%
respectively. The proposed system demonstrated a high success rate of 97.2% when using
the RF algorithm. PHAs can be difficult to detect due to their reliance on exploiting

vulnerabilities in computer users and using semantics to deceive.

The paper [22] introduces a technique for creating models to detect phishing websites,
utilizing three distinct DL algorithms: LSTM, Fully Connected DNN, and CNN. The
effectiveness of these models was tested on four publicly accessible datasets of phishing
websites, achieving an impressive ACC rate of 97.37%. Furthermore, the authors conducted
a comparative analysis of two optimization methods for fine-tuning hyperparameters: Grid
Search and Genetic Algorithm. This comparison revealed that these optimization strategies

could enhance the ACC of the models by a margin of 0.1% to 1%.

In this study[23], the authors propose a new ensemble model for identifying PHAs on
websites. The model utilizes three ML classifiers (Artificial Neural Network (ANN), KNNs,
and DT) in conjunction with a RF Classifier. Through experiments, the authors found that
this combination of classifiers has a 97.33% ACC rate in detecting PHAS.

2.3 COMMENT ON PREVIOUS STUDIES

In a previous study, the effectiveness of ML and DL approaches in improving UP on loT
devices was evaluated. The study developed a system that utilized ML algorithms to detect
unusual activity and prevent unauthorized access to PD stored on the devices. DL techniques
were also utilized to classify and identify sensitive information that should be protected. The
results demonstrated that these approaches were successful in detecting and preventing
unauthorized access, and that they significantly enhanced UP protection on 10T devices.
2.4 CHAPTER SUMMARY

In this chapter, a literature review was conducted on the topic of UP on loT devices. The
review analyzed various studies and research on the topic, including the challenges and risks
related to UP on 10T devices, and the different approaches and technologies that have been
proposed to address these issues. The review also highlighted the importance of user
awareness and education in ensuring privacy protection on 10T devices, and the role of ML

11



and DL in improving privacy protection.
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3. METHODOLOGY AND APPROCHES

3.1 INTRODUCTION

This chapter outlines the methodological approach adopted in our investigation of UP in the
context of 10T devices. It encompasses a detailed account of the research design, the
strategies implemented for data gathering, and the analytical techniques employed to explore
the study's research questions and goals. Additionally, the chapter includes specifics
regarding the participant demographics and the size of the sample group. Ethical
considerations relevant to the research process are also discussed. The aim of this chapter is
to offer a comprehensive and transparent overview of the research methods utilized, ensuring
that the study's findings and inferences are both credible and valid.

3.2 DATASET

The UNSW-NB 15 dataset was created using the IXIA PerfectStorm tool in the Cyber Range
Lab of the Australian Centre for Cyber Security (ACCS). This dataset, released in 2015, was
designed to combine authentic contemporary normal activities with synthetic modern attack
behaviors [24]. It surpasses the older KDD'99 dataset by including nine types of modern
attacks, compared to the latter's 14. The UNSW-NB 15 dataset is comprehensive, featuring
49 distinct attributes and encompassing a wide range of both benign and malicious activities.
It consists of a total of 2,540,044 records, which include 221,876 normal and 321,283 attack

records.

The dataset's features are devised into six main types: Flow Features, Time Features, Content
Features, Basic Features, Additional Generated Features, and Labelled Features. Features
numbered 36 to 40 fall under the category of general purpose features, while those numbered
41 to 47 are identified as connection features. The dataset also encompasses nine different
attack categories, which include analysis, fuzzers, backdoors, Denial of Service (DoS)
vulnerabilities, reconnaissance, generic, shellcode, and worms, providing a broad spectrum
of cyber threats for analysis and research.

3.3 TOOLS AND LANGUAGE USED

Python stands as a versatile, high-level programming language commonly utilized in fields
like web development, DA, artificial intelligence (Al), and scientific computing. Renowned
for its ease of use, clear syntax, and adaptability, Python also boasts a comprehensive
standard library and a robust developer community. Its vast array of libraries and frameworks
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cater to numerous programming needs, making Python an effective tool for diverse

applications [25].

There are many libraries we used:

a.

Pandas is a Python library offering data manipulation and analysis tools. It builds upon
the NumPy library, providing efficient methods to handle extensive datasets. This library
is widely employed for tasks like data cleaning, preparation, exploration, statistical
modeling, and ML model development. Pandas features an array of functionalities for

managing missing data, filtering, data aggregation, and more [26].

NumPy, a Python library, specializes in scientific computing. It offers essential tools for
array and matrix operations, and various numerical methods including linear algebra,
generation of random numbers, and statistical operations. NumPy is fundamental for

many Python-based scientific and technical applications.

Scikit-learn, or sklearn, is a Python ML library. It includes a broad spectrum of
algorithms for different ML tasks, along with tools for model selection and assessment.
Based on NumPy and SciPy, Scikit-learn is designed for both user-friendliness and

efficiency in handling large datasets [26].

Seaborn, a Python library, focuses on statistical data visualization. Building on
Matplotlib, it provides a more sophisticated interface for creating visually engaging and
informative statistical charts. Ideal for large datasets, Seaborn is equipped with various
features for illustrating relationships between variables through scatter plots, line plots,
bar plots, and more [26].

Matplotlib is a comprehensive 2D plotting library in Python. It is versatile, enabling the
creation of static, animated, and interactive visuals. Highly customizable, Matplotlib can
produce numerous graph types like line plots, scatter plots, bar graphs, histograms, and
more. It's often used in combination with other libraries such as Pandas and Seaborn for

advanced data visualizations [26].

3.4 MACHINE LEARNING MODEL

ML involves training a system with data and allowing it to learn patterns and make decisions

based on those patterns.

There are three main types of ML supervised learning (SL), unsupervised learning (UL), and
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reinforcement learning (RL), as shown in Fig 3.1.

Supervised
learning

Unsupervised
learning

Machine learning

Supervised
learning

Figure 3.1: Type of ML.

a. Supervised learning entails training a model using tagged data, which has been labeled
with the right output or classification. A SL model, for example, may be trained on a
dataset of photos tagged "cat" or "dog." The model would then learn to categorize fresh
photos as "cat" or "dog" based on the patterns it discovered in the labeled data. SL is
further classified into two types: classification, which produces a categorical label, and

regression, which produces a continuous value.

b. Unsupervised learning entails training a model using unlabeled data and then letting the
model identify patterns on its own. This is frequently used for clustering, in which the
model groups together comparable data points. An UL model, for example, may be
trained on a collection of consumer data and be able to classify clients into distinct groups
depending on their behavior or attributes.

c. Reinforcement learning entails training a model via trial and error, with the model
receiving rewards or punishments based on its behaviors. This sort of ML is frequently
employed in autonomous systems, such as self-driving automobiles or robotic arms,

where the model must learn to make real-time decisions depending on its surroundings.

ML has a wide range of applications, it has the ability to completely transform several sectors

and has already had a substantial influence in areas.

There are several different algorithms and techniques we used in this thesis:
3.4.1 Random Forest

RF operates as an ensemble method, which means it integrates the outputs of several
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individual models—DTs in this case—to generate a final prediction. RF trains each DT on
different data subsets, then aggregates these to form the final prediction [27].

RF's ability to efficiently manage datasets with high dimensionality (HD) and large volumes
is one of its primary strengths. It's also noted for its relative simplicity in implementation

and applicability across various domains [28].

The fundamental principle of RF involves training multiple DTs on varied data subsets and
then merging their predictions. This is achieved by randomly selecting a subset of features
for each split in each tree, as opposed to utilizing all available features as done in
conventional DTs. This technique, known as feature bagging, helps in mitigating overfitting

and enhancing the model's ability to generalize.

When making predictions, RF first generates individual predictions using each DT. For
regression tasks, the final prediction is the average of all trees' predictions. In classification
tasks, it's the mode (the most frequent prediction) of all trees' predictions.

The following is the pseudocode for the RF algorithm:

a. Randomly select a segment of the training dataset.

b. Create a DT using a portion of the training data.

c. Repeat steps 1 and 2 as many times as you like (n_estimators).

d. Make a forecast for each test case using each DT.

e. Combine the multiple DT forecasts to create a final prediction [29].

For classification tasks, the ultimate decision is determined by the most frequent prediction
among the individual DTs. In regression tasks, the final prediction is arrived at by calculating

the average of the predictions from each DT.

The number of DTs (n_estimators) is a critical parameter in the RF method. Increasing the
number of trees will often enhance the model's efficiency, albeit at the expense of greater
computing time. The ideal number of trees will be determined by the data's complexity and

the computer resources available[30].

Another critical option is the maximum depth of the DTs (max_depth). Increasing the

maximum depth will typically enhance model performance, but at the expense of greater
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computing time and the danger of overfitting. The ideal value of max_depth will be
determined by the complexity of the data and the number of features.

RF is a powerful and widely-used ML algorithm that is well-suited for many applications. It

is efficient, easy to implement, and can handle HD data and large datasets with ease.

The prediction algorithm f is created by the committee by combining a collection of
individual trees, h1(x), h2(x), . . ., hj(x), into an "ensemble predictor" called f(x). In
classification tasks, f(x) is the class that is most frequently predicted by the individual
trees[31].

f(x) = argmax Z;zll(y = h;(x)) (3.1)

In Fig 3.2 ,is a diagram showing the general structure of a random decision forest:

Random Forest Simplified

Instance
Random Forest _— |
c(///OV\\\ / \ \, //O\%
o
R o/u??:\ Q/q\v O/D\} ek ey p\ o\
bbb dbdd JdbELELEDL Sbdd do'dd
Tree-1 Tree-2 Tree-n
Class-A Class-B Class-B

[ Majority-Voting |

Final-Class

Figure 3.2: RF Diagram [31].

Each circle in this picture represents a feature in the incoming data, and the arrows reflect
the DTs' judgments based on those features. The ultimate forecast is formed by averaging
the predictions of all of the DTs.

In ML, preprocessing refers to the steps that are taken to prepare the data before it is fed into
a model. Preprocessing can include a variety of technigues such as scaling, normalization,

imputation of missing values, and FS.

In the context of a RF algorithm, preprocessing may be important for a number of reasons.
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a.

Initially, RFs are responsive to the scale of data features, which often requires scaling
the features to achieve a mean of zero and a standard deviation of one.

Second, RFs can handle missing values, but it may be beneficial to impute missing values
before training the model.

Finally, FS can be an important step in preprocessing for a RF. By selecting a subset of
the most relevant features, the model can be made more efficient and easier to interpret.
There are a variety of FS techniques that can be used, including wrapper methods, filter
methods, and embedded methods. So, the preprocessing is a significant step in the ML

process and can have a significant impact on the performance of a RF model.

Preparation of data is a crucial phase in training a RF model. Many of the preprocessing

techniques used for DTs are also relevant for RFs. These include managing missing values,

eliminating outliers, normalizing numerical features, and encoding categorical features [32].

In addition, there are a few specific preprocessing steps that are often used when training a
RF model:

a.

Balancing the dataset: If the dataset is imbalanced (i.e., there are significantly more
samples in one class than another), it may be necessary to balance the dataset to ensure
that the model is not biased towards one class.

Dimensionality reduction: Although RFs can handle a huge number of features, it is still
a good practice to keep the number of features as low as feasible. This may be
accomplished through the use of techniques such as principal component analysis (PCA)
or FS.

Resampling the data: RFs use bootstrapping to create multiple DTs, each one trained on
a distinct subset of the data. To enhance the model's effectiveness further, it is sometimes
helpful to resample the data, either by oversampling minority classes or by using a
technique such as stratified sampling to ensure that each class is represented equally in
the training set.

Therefore, preprocessing plays a vital role in the training of a RF model, as it ensures that

the model processes clean and pertinent data, and remains unbiased towards any specific
class[33].

Preselection is a technique that can be used to boost the performance of a RF by reducing

the number of input features that are considered by the individual DTs in the forest. This
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approach aids in simplifying the model and enhancing the clarity of the outcomes [34].

There are several different methods that can be used for preselection in a RF, including:

a. Recursive Feature Elimination (RFE): This strategy removes the least important
characteristics one by one until the required number of features is obtained. The
significance of a characteristic is established by a scoring measure, such as the mean
decrease in impurity or the mean decrease in ACC.

b. Feature Importance (FI): This method ranks the features based on their importance to the
model, as determined by a scoring metric such as the mean decrease in impurity or the
mean decrease in ACC. The most important features are retained, and the rest are
eliminated.

c. Correlation-based FS (CFS): This method selects the features that have the highest
correlation with the output, while also removing features that are highly correlated with
each other. This helps to ensure that the selected features are both important and
independent.

d. Preselection can be an effective technique for improving the performance and
interpretability of a RF, but it is important to carefully evaluate the results and ensure
that the selected features are truly representative of the underlying relationships in the
data[34].

3.4.2 K-Nearest Neighbors (KNN)

KNN is a non-parametric method, meaning that it does not make any assumptions about the

underlying data distribution. Instead, it relies on the relationships between the features of the

data to make predictions[35].

The basic idea behind KNN is that a given example is classified or predicted based on the
classification or value of its nearest neighbors. The number of nearest neighbors used to
make the prediction is called the "K" value, and it is a key parameter of the KNN
algorithm[36].

For making a prediction with KNN, the algorithm initially computes the distance between
the test sample and each of the examples in the training set. The distance can be calculated
using a variety of distance metrics, such as Euclidean distance, Manhattan distance, or
Cosine similarity. The KNNSs are then selected based on the calculated distances, and the

final prediction is made based on the classification or value of these neighbors.
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When it comes to classification, the final prediction is formed by using the mode of the
KNNs' classifications. The final prediction in regression is made by averaging the KNN
values[37].

The pseudocode for the KNN algorithm is as follows:

Compute the distance between the test sample and every example in the training dataset.

In the KNN algorithm, there are numerous methods for calculating the distance between a

test case and the training examples.

The most common distance metrics used in KNN are:

a. Euclidean distance (ED): is the most commonly used distance metric in KNN. It is
defined as the square root of the sum of the squares of the differences between the
coordinates of the two points[38]. Mathematically, the ED between two points p and q
in d-dimensional space is given by[37]:

distance = \/((pl — q1)?+ (p2 — q2)*+...+ (pd — qd)?) (3.2)

where p and q are the coordinates of the points, and d is the number of dimensions.

b. Manhattan distance: also known as “taxi cab™ distance, is another common distance
metric in KNN. It is defined as the sum of the absolute differences between the
coordinates of the two points. Mathematically, the MD between two points p and g in d-
dimensional space is given by[38]:

distance = |pl1 — q1| + |p2 — q2|+...+ |pd — qd| (3.3)

Where p and q are the coordinates of the points, and d is the number of dimensions.

In KNN, you may loop through the training examples and determine the distance between
the test example and each training example using one of the distance metrics listed above.
The obtained distances may then be utilized to pick the KNNs and produce the final
prediction [39].

Select the KNNs based on the calculated distances.

For classification, determine the final prediction by selecting the most common classification
among the KNNs. For regression, arrive at the final prediction by calculating the average of
the values from the KNNSs[39].

The value of K is an significant parameter in the KNN algorithm. A higher value of K results
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in a smoother decision boundary and a more reliable prediction, but it may also be more
vulnerable to data noise. A lower K number results in a more complicated decision boundary
and a less reliable forecast, but it may also be more sensitive to subtle patterns in the data.
The best value of K will be determined by the data's complexity and the desired level of

smoothness or sensitivity.

The distance metric used to compute the distance between samples is another essential
element. Different distance measures may be more or less appropriate for different types of
data and different sorts of feature interactions. The distance measure used will be determined
by the features of the data and the aims of the analysis[40].

KNN is a basic and effective ML method that may be utilized in a variety of applications. It
is simple to set up and can easily handle HD data and huge datasets. However, the value of
K and the distance metric must be carefully chosen to guarantee that the algorithm properly
captures the relationships in the data[40].

.\ Category B » \ Category B
New data point Assigned to
Category A

Category A Category A

Figure 3.3: KNN Diagram[38].

Figure 3.3 illustrates two distinct categories, Category A and Category B. When introduced
to a new data point, labeled x1, the challenge is to determine which of these two categories
it belongs to. The KNN algorithm is particularly suited to address this type of classification
problem. By utilizing KNN, it becomes feasible to ascertain the specific category or class to
which a given data point in a dataset belongs.

In the context of the KNN algorithm, preprocessing involves various steps necessary to ready
the data for the modeling process. This phase is crucial in any ML project, as the manner in
which data is prepared can greatly influence the model’s overall performance and ACC [41].
There are several steps that may be taken as part of the preprocessing phase in a KNN project.
Some common preprocessing steps for KNN include:

a. Data cleaning: This involves identifying and correcting or removing any faulty or
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incomplete data in the dataset.

b. Feature selection: This process entails choosing the most pertinent features from the
dataset for incorporation into the model. For KNN, it's crucial to pick features that do
not exhibit a high degree of correlation, as such overlap can lead to reduced ACC in the
model.

c. Feature scaling: This involves transforming the values of the features so that they are on
the same scale. In KNN, it is important to scale the features so that they are comparable,
as the distance between points is a key factor in the algorithm.

d. Data splitting: This involves dividing the dataset into a training set and a test set. The
training set is used to train the model, while the test set is used to evaluate the model's

performance.

Preprocessing is an important step in the KNN process, as it helps to ensure that the data is
in a suitable form for the model to use. By taking care to preprocess the data correctly, you
can improve the performance and ACC of our KNN model[42].

3.4.3 Decision Tree

This algorithm functions as a tree-structured model, where predictions are made depending
on the data's attributes. In a DT, every internal node signifies a decision derived from a

specific feature, while each leaf node denotes the ultimate prediction.

The main principle underlying DTs is to divide the data into smaller and smaller subgroups
according on the values of the features, until each subset contains only samples with the
same categorization or value. The resultant tree may then be used to produce predictions for
additional cases by repeating the splitting procedure and selecting the appropriate leaf node

based on the feature values [43].

To construct a DT, the algorithm begins at the root node and finds the feature that best
divides the data into subsets with the same categorization or value. The data is then separated
depending on this characteristic, and the procedure is repeated for each of the resultant
subgroups until all of the instances in a subset have the same categorization or value[43].

The DT algorithm pseudocode is as follows:

a. Choose the feature that most effectively divides the data into groups with identical

classification or value.

22



b. Split the data based on the selected feature.

c. Repeat steps 1 and 2 for each subset until all examples in a subset have the same
classification or value.

The DT algorithm is characterized by a crucial parameter: the maximum depth of the tree,

known as 'max_depth'. Increasing this depth can typically enhance the model's performance,

but it also raises the possibility of overfitting. Finding the ideal 'max_depth' value hinges on

the data's intricacy and the preferred degree of model complexity [44].

DTs are straightforward and efficient ML algorithms, widely applied across diverse
scenarios. Their strengths lie in their ease of understanding and interpretability, as well as
their capability to manage HD data and large datasets. However, there is a risk of overfitting,
especially if the tree becomes overly deep. Additionally, in some situations, DTs may not

match the ACC levels of more sophisticated algorithms [45].

As depicted in Figure 3.4, a DT begins at the root and progresses through a series of queries
about the input features. This process leads to a final prediction made at one of the leaf nodes

of the tree.

root node

decision nodes

salary at least
$50,000

commute more
than 1 hour

decline
offer

offers free
coffee

Decision Tree:
Should I accept a new
job offer?

Preprocessing is a crucial component in the workflow of ML and is particularly influential

. leaf nodes
decline
offer

accept
offer

Figure 3.4: DT Diagram [46].

in determining the effectiveness of a DT algorithm [46]. It encompasses the preparation of

data to ensure it's suitable for utilization in a ML model. Specifically for DTs, this
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preprocessing stage generally includes tasks like cleaning and structuring the data properly,

along with choosing the most appropriate features for the model [47].

Some common preprocessing steps for DTs include:

a. Handling missing values: If the dataset contains missing values, they need to be filled in
or removed before the model can be trained.

b. Removing outliers: Outliers can have a negative impact on the model's performance, so
they may need to be removed from the dataset.

¢. Normalizing numerical features: DTs are sensitive to the scale of the features, so it may
be necessary to normalize numerical features to ensure that they are on a similar scale.

d. Encoding categorical features: DTs can only handle numerical data, so categorical
features need to be encoded as numerical values.

e. Feature selection: Not all features are equally important for the model, so it may be

necessary to select a subset of the most relevant features for the model.

As a result, preprocessing assures that the model is working with clean, relevant input [48].
3.4.4 MLP (Multi-Layer Perceptron)

MLP is a feedforward network, which implies that information flows from input to output
in a single direction, with no loops or cycles[49].

A MLP consists of multiple layers of artificial neurons, known as "perceptrons,” arranged in
a sequential manner. The initial layer, known as the input layer, receives the input data. The
concluding layer, called the output layer, generates the final prediction or classification. The
layers situated between the input and output layers, known as hidden layers, are responsible

for discerning the relationships between data attributes and the ultimate prediction [50].

To make a prediction with an MLP, the input data is sent through the network, and the
weights of the connections between the neurons are adjusted to minimize the difference
between the expected and actual output. The adjustment of weights is carried out through an
optimization method such as SGD. This procedure is continuously repeated until there is a
reduction in error or until the predetermined maximum number of iterations is reached [51].
The following is the ps pseudocode for the MLP algorithm:
a. Initialize the weights of the connections between the neurons.
b. Forward propagate the input data through the network to make a prediction.
c. Calculate the error between the predicted output and the true output.
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d. Backpropagate the error through the network and adjust the weights to minimize the
error.

e. Determine the discrepancy between the predicted outcome and the actual output.

The MLP approach takes into account the number of hidden layers as well as the number of
neurons in each layer. Increasing the number of hidden layers and neurons in each layer can
improve overall model performance, but it also increases the danger of overfitting and the
amount of computation time required to train the model. The data complexity and desired
level of model complexity will define the optimum number of hidden layers and neurons in

each layer [51].

MLPs are powerful and widely used ML algorithms that are well-suited to a variety of
applications.

They are capable of comprehending subtle relationships between data properties and final
predictions, as well as handling HD data and large datasets with ease. However, if the
number of hidden layers and neurons in each layer is too large, they are prone to overfitting

and may take a long time to train.

The circles in Figure 3.5 indicate the nodes in the several levels of the MLP, and the arrows
show the connections between the nodes. The input features are routed via the MLP, and the

model's prediction is output from the final layer.

Outputs

inputs

Output

Input Hidden Layer

Layer Layer
Figure 3.5: MLP Diagram.

In ML, preprocessing refers to the steps that are taken to prepare the data for use in a model.

This typically involves cleaning and formatting the data, as well as selecting and
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transforming features.

Because MLP algorithms are sensitive to the scale and distribution of the input data,

preprocessing is very critical when dealing with them. To obtain the most performance out

of an MLP, it is frequently essential to preprocess the data to make it more suited for usage

with the method.

Some common preprocessing steps that are used with MLP algorithms include:

a. Normalization: the data scales all of the features to a common range, which can help the
MLP converge faster and perform better. This is often done by scaling the data to have
a mean of 0 and a standard deviation of 1.

b. Feature selection: MLPs can be sensitive to the number and type of features that are used,
so it is often helpful to select only the most relevant features for the task at hand.

c. Feature transformation: Some MLPs may perform better with certain types of features,
such as binary or categorical features. In these cases, it may be necessary to transform

the features in order to make them more suitable for use with the MLP.

Preprocessing plays a crucial role in the ML workflow, notably affecting the efficacy of a
MLP. Through processes like data cleansing, structuring, selecting and transforming key
features, and adequately scaling the data, one can enhance the performance of an MLP,
leading to improved outcomes.

3.4.5 ANN

An ANN is a kind of ML algorithm inspired by the structure and function of the human
brain[52]. It is intended to notice patterns and make judgments based on incoming data,

much like the human brain does [53].

An ANN is composed of multiple nodes, organized into layers. These include the input layer
that receives external data, hidden layers that process this data, and the output layer that

delivers a result derived from this processing.

In an ANN, the nodes are connected by weights, which are adjustable parameters shaping
the network's output. When exposed to new inputs, the ANN modifies these weights to align

with the desired output, a process known as training the network.

ANNSs come in various forms, such as feedforward neural networks (NN), CNNSs, and

recurrent neural networks (RNN) [54]. Feedforward networks have a straightforward,
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unidirectional flow from input to output layers. CNNs, often used in image recognition, have
a specialized structure to identify features in images. RNN, suitable for sequential data

processing, are employed in tasks like language translation or SR.

ANNs are adept at learning and adapting, continuously refining their performance by
adjusting weights based on input and desired outcomes. This capability allows them to

execute tasks without explicit programming instructions.

They excel in handling vast data volumes and intricate variable relationships, making them
ideal for applications like image and SR, which involve numerous input variables and a
broad spectrum of outputs.

However, ANNSs face certain challenges. They need extensive labeled data for training,
which can be resource-intensive to gather. They are also susceptible to overfitting, where
they become overly tailored to training data, reducing their effectiveness on new data.

Additionally, the decision-making process within ANNs can be opaque.

Despite these challenges, ANNs have been successfully applied in various sectors, including
finance, healthcare, and transportation, for applications like stock price forecasting, disease

diagnosis, and autonomous vehicle control [55].

ANNSs are particularly prominent in DL, a subset of ML characterized by networks with
numerous neuron layers. DL enables ANNs to discern more complex patterns and deliver
more precise predictions, significantly outperforming traditional ML methods in tasks like
image and SR [56].

In essence, ANNSs are ML algorithms that are inspired by the structure and operation of the
brain of a human being. They comprise interconnected nodes in layered arrangements,
processing inputs and generating results based on node connection weights. While ANNs
are powerful tools for tasks like image and speech recognition (SR), their need for substantial
labeled training data, vulnerability to overfitting, and interpretational challenges are notable
limitations. Nonetheless, their applications across various industries and their remarkable

achievements in DL highlight their significance in the field of ML.

As depicted in Figure 3.6, a NN comprises three layers. The initial layer is the input, which
contains input neurons that transmit data to the hidden layer. This hidden layer processes the

input data and forwards the results to the output layer. The NN consists of three key
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components: weight, activation function, and cost function.
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Figure 3.6: ANN Diagram.

There are several preprocessing techniques that can be applied to the input data in an ANN:

a.

Data cleaning: This involves identifying and correcting errors or missing values in the
data.

Data scaling: This process entails modifying the data to achieve a zero mean and a
standard deviation of one. Scaling is crucial as it ensures that the inputs to an Acrtificial
Neural Network (ANN) fall within a comparable range.

Data normalization: This involves scaling the data to have a minimum value of zero and
a maximum value of one. Normalization is often used when the input variables have

different units or scales.

Data transformation: This process entails using a mathematical function to alter the
distribution or range of the data. Such a technique is beneficial for handling data that

either does not follow a normal distribution or possesses a wide range of values.

By preprocessing the input data, you can improve the performance of an ANN by ensuring

that the input variables are in a suitable form for modeling. This can help to reduce the risk

of overfitting and improve the generalizability of the model.

In table 3.1, summarizing the differences between some common ML algorithms, this table

is not exhaustive, and there are many other ML algorithms that have been developed for

specific tasks or situations. It is critical to select the appropriate method for the work at hand,
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taking into account the data's properties and the problem's needs.

Table 3.1: Summarizing the Differences Between Some Common ML Algorithms.

Algorithm Task Advantages Disadvantages
LiR Prediction Simple to implement | Assumes a linear
and interpret relationship between input
and output
KNN Classification  or | Can handle large and | More complex than DTs
regression HD datasets and may be harder to
interpret
DT Classification  or | Simple to understand | Prone to overfitting
regression and interpret
RF Classification  or | Can handle large and | More complex than DTs
regression HD datasets and may be harder to
interpret
ANN Classification  or | Capable of learning | Requires a large amount of
regression complex  nonlinear | data and computational
relationships resources, difficult to
interpret
MLP Requires a large amount of
Classification  or | Capable of learning, | data and computational
regression complex  nonlinear | resources, difficult to
relationships interpret

3.5 PREPROCESSING IN MACHINE LEARNING ALGORITHMES

Preprocessing refers to the steps taken to prepare data for use in a ML model. It is an
important step in the ML process because the quality and structure of the data can

significantly impact the performance of the model[57].

There are several types of preprocessing that are commonly performed:

a. Data cleaning: This involves identifying and correcting or removing invalid or missing

data.

b. Data transformation: This involves converting data into a different format, such as
scaling numerical values or encoding categorical variables.

c. Data reduction: This involves reducing the complexity of the data, such as by selecting

a subset of features or by combining multiple features into a single feature.

d. Data splitting: This involves dividing the data into training and test sets, which are used

to train and evaluate the model, respectively.

Preprocessing can be a time-consuming operation, but it is necessary to guarantee that the

data is in a format acceptable for the ML model. Proper preprocessing can increase model

performance and lessen the danger of overfitting[57].
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A one-hot encoder is a preprocessing approach in ML that is used to encode categorical
variables into numerical data. Categorical variables have a restricted set of values, such as

"red,” "green,” and "blue" in the case of a color variable. Because these variables are not

numerical, they cannot be employed directly in most ML models [58].

One-hot encoding turns each category into a new column and assigns a binary value of 1 or
0 to indicate whether the category exists in the original data or not. If the color variable
contains three categories (red, green, blue), for example, one-hot encoding will generate
three additional columns, one for each category[59]. If a data point contains the color
variable value "red," the "red" column will be 1, while the "green™ and "blue" columns will
be 0.

One-hot encoding is a popular strategy for dealing with categorical variables in ML since it
allows the model to successfully learn and predict based on the categorical input. It is
particularly handy when working with text data, as each word may be viewed as a new
category[60].

Itis crucial to note that if the categorical variable contains a significant number of categories,
one-hot encoding can generate a big number of additional columns. This might result in the
so-called "curse of dimensionality," in which the number of characteristics in the data
significantly outnumbers the number of data points, lowering the model's performance. In
these circumstances, a new encoding method or a reduction in the number of categories in
the variable may be required[61].

3.6 FEATURE SELECTION

FS refers to the process of selecting a subset of relevant features for inclusion in an ML
model [62].

FS is significant for various reasons:

a. Reducing Overfitting: Overfitting occurs when a classifier becomes excessively tailored
to the training data, losing its ability to effectively generalize to new, unseen data.
Including too many characteristics in a model can lead to overfitting. We can avoid
overfitting and improve the model's generalization performance by picking a smaller
collection of relevant characteristics.

b. Improving Model Interpretability: A model with a smaller number of features is easier
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to interpret and understand than a model with a large number of features. This can be
especially important when the results of the classifier need to be explained to a non-
technical audience.

¢. Reducing Computational Costs: It can be computationally costly to train and evaluate a
model with a high number of characteristics. We may lower the computing expenses of

training and assessing the classifier by picking a smaller collection of features.
There are numerous ways to choose features, including:

a. Filter techniques: These approaches utilize statistical measures to assess the significance

of each characteristic and then pick a subset based on that assessment.

b. Wrapper approaches: These methods assess the significance of each feature based on the
performance of an ML algorithm.

c. Embedded techniques: As part of the classifier training process, these methods learn the
FS process.

The FS technique chosen is determined by the nature of the data and the project's aims. It's
a good idea to test a few alternative strategies and compare how they perform on the task at
hand [62].

3.7 MODEL EVALUATION
The process of evaluating the performance of a ML model on a set of data is known as model

evaluation. It is a critical phase in the construction of an ML model since it determines how

effectively the classifier can predict based on the input data[63].

A model may be evaluated in numerous ways, including ACC, PREC, and RE. the classifier's

ACC is a measure of how often it accurately predicts the outcome. PREC is the frequency

with which the classifier properly predicts the positive class, whereas RE is the frequency

with which the classifier correctly recognizes all occurrences of the positive class[63].
Table 3.2: Confusion Matrix.

Total Instances Predicted No Predicted Yes

Actual No TN FP

Actual Yes FN TP RE
PREC ACC

a. Confusion Matrix (CM): Calculating all of the performance measurements will be simple

if we can develop a CM[64].
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b. Precision : the number of sentences in the candidate and reference summaries divided by
the number of sentences in the candidate summary, as shown in Eq. (4)

number of overlapping words
f pping (3.4)

Precision = :
total words in system summary

c. Recall: refers to how much of the reference summary the system summary is recovering
or capturing in the context of ROUGE, to put it simply. If we only take the words as a

whole, we may calculate it as Eq. (5)

number_of_overlapping_words (3 5)

Recall = :
tota_words_in_referance_summary

d. Fl1-score: this measure integrates both the RE and PREC measures as given in the

following Eg. (6)

F — Measure = 2(precision)(recall) (36)

precision+recall

The F1-S serves as a balanced metric combining PREC and RE, evaluating the classifier's

proficiency in differentiating between positive and negative classes[64].

In addition to these metrics, it is important to consider the context in which the classifier will
be used. For example, if the classifier is being used to predict medical diagnoses, it is
important to consider the consequences of FPs and FNs. In this case, a model with a high
PREC may be preferred over one with a high ACC [65].

Model evaluation also entails contrasting the performance of several models. This may be
accomplished using cross-validation, in which the data is divided into sets for training and
testing, and the classifier is trained and assessed on the training set. This ensures that the

classifier is not overfitted to the training data and that it will generalize well to fresh data.

Model evaluation is a crucial step in the development of a ML model. It aids in determining
the classifier 's performance and ensuring that it can generate correct predictions based on

the input data.
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4. EXPERIMENTAL RESULTS AND DISCUSSIONS

4.1EXPERIMENTAL RESULT OF EACH MODEL

The data collection was divided to form the training and testing datasets. The training dataset
comprised 80% of all samples, while the remaining 20% constituted the test dataset. In total,
the dataset featured 45 columns.

4.2 TRAINING AND TESTING OF EACH ALGORITHM

All ML algorithms enhance their capabilities by analyzing and understanding relationships,
gaining insights, making decisions, and boosting their confidence through the training data
provided to them. Generally, the greater the volume of training data a model is exposed to,
the more proficiently it tends to perform.

A ML model is tested on a test set after being trained on a training set. The test set should
be utilized only when the classifier has been successfully trained using the training set, and

it should normally contain only data from the training set.

It is usual practice to partition the data into two sets: training (80%) and testing (20%).

4.3 RESULTS

Table 4.1 table demonstrates the results of different ML models used to classify "User Click
to ads" as either "no attack (0)" or "attack (1)". the classifier s listed are RF, DT, KNN, MLP,
and ANN.

Table 4.1: The Training Time and Accuracy for Each Algorithm.

Model Accuracy w/o scaling Training time (second)
RF 97.79% 13.04

DT 96.59% 1.35

KNN 96.39% 0.02

MLP 95.05% 3.30

ANN 95.99% 0.03

4.3.1 Model Evolution

Evaluating the effectiveness of a ML model necessitates the use of certain metrics that vary
depending on the job at hand (such as classification, regression, ranking, clustering, or topic
modeling). Some measures, such as PREC - RE, are applicable to a wide range of activities,
but others are more particular to specific sorts of jobs. Many ML applications, such as

classification and regression, utilize guided learning tasks.
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A CM is often utilized as a tabular representation to encapsulate the effectiveness of a
classification model, particularly when applied to a test dataset with known actual values.
The items in the table generally represent the number of predictions produced by the

classifier for each combination of actual and projected classes.

In this case, the CM for the RF Model is as follows, As shown in table 4.2:
Table 4.2: CM for RF Model.

Actual no attack (0)

Actual attack (1)

Predict no attack (0)

0.98 (TN)

0.021 (FN)

Predict attack (1)

0.025 (FP)

0.97 (TP)

True Positive (TP) is the number of times the model accurately predicted an assault (1).
True Negative (TN) is the number of times the classifier accurately predicted no assault (0).

The number of False Positives (FP) is the number of times the classifier predicted an attack

(1) but there was no assault (0).

False Negative (FN) is the number of times the classifier predicted no assault while the actual

attack was attack (1).

According to the CM, the RF Model has a high ACC, with 98% of TNs and 97% of TPs. It
does, however, have 2.5% FNs and 2.1% FPs.

In the CM for the DT Model is as follows:
Table 4.3: CM for DT.

Actual no attack (0)

Actual attack (1)

Predict no attack (0)

0.96 (TN)

0.039 (FN)

Predict attack (1)

0.032 (FP)

0.97 (TP)

From this CM, we can see that the DT Model has 96% of TNs and 97% of TPs. However, it
also has a 3.9% of FNs and 3.2% of FPs. The balance between PREC, RE and ACC can be
utilized to assess the performance of the classifier in this specific problem. Compared to RF
Model, the DT Model has lower ACC, but higher FPR, which means that it is more likely to
predict attack, when there is no attack.

In this case, the CM for the KNN Model is as follows, As illustrated in table 4.4:

Table 4.4: CM for KNN.

Actual no attack (0)

Actual attack (1)

Predict no attack (0)

0.97 (TN)

0.034 (FN)

Predict attack (1)

0.041 (FP)

0.96 (TP)
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According to this CM, the KNN Model contains 97% of TNs and 96% of TPs. It does,
however, have 3.4% FNs and 4.1% FPs. When compared to the RF Model, the KNN Model
has a lower ACC but a higher FPR, implying that it is more likely to predict an attack when

there is none.

In this case, the CM for the MLP Model is as follows, As shown in table 4.5:
Table 4.5: CM for MLP.

Actual no attack (0)

Actual attack (1)

Predict no attack (0)

0.968 (TN)

0.023 (FN)

Predict attack (1)

0.071 (FP)

0.93 (TP)

The CM indicates that the MLP Model comprises 96.8% TNs and 93% TPs, along with 2.3%
FNs and 7.1% FPs. Compared to the RF Model, the MLP Model shows a decreased ACC
and a heightened rate of FNs, implying it is more prone to mistakenly predicting the absence

of an attack when one is actually occurring.

As indicated in table 4.6, the CM for the CNN Model in this scenario is as follows:

Table 4.6: CM for ANN.

Actual no attack (0)

Actual attack (1)

Predict no attack (0)

0.96 (TN)

0.041 (FN)

Predict attack (1)

0.039 (FP)

0.96 (TP)

This CM reveals that the CNN Model registers 96% TNs and 96% TPs, alongside 4.1% FNs
and 3.9% FPs. In comparison to the RF Model, the CNN Model demonstrates a reduced
ACC but exhibits a higher FPR, indicating a greater tendency to predict an attack in the

absence of one.

Table 4.2 appears to be showing the results of a ML model comparison for a specific task,
which is to detect user click to ads attack. the classifier s listed are: RF, MLP, DT, ANN,
and KNN. The columns display the efficiency of each model in terms of PREC, RE, and F1-
S, for both classes "no attack (0)" and "attack (1)".

From the table, it appears that the RF model had the best overall performance in terms of
F1-S, with an average of 97% for both classes. The MLP, DT, ANN and KNN models had
slightly lower performance, with an average F1-S of 95% for both classes.

It is crucial to note that numerous metrics may be used to assess a model's performance, and
the results of this comparison may vary based on the individual dataset and task being

utilized; also, PREC, RE, and F1-S should be examined collectively to comprehend the
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classifier 's performance.
Table 4.7: The Precision, Recall, and F1-Score for Each Algorithm.

algorithms User Click to ads precision recall F1-score
RF no attack (0) 97% 98% 97%
attack (1) 98% 97% 98%
MLP no attack (0) 92% 98% 95%
attack (1) 98% 93% 95%
DT no attack (0) 96% 96% 96%
attack (1) 97% 97% 97%
ANN no attack (0) 96% 96% 96%
attack (1) 97% 97% 97%
KNN no attack (0) 95% 97% 96%
attack (1) 97% 96% 97%

4.4 DISCUSSION

The results of our study on UP on IoT devices using machine and DL approaches suggest
that both approaches can be effective in addressing UP on these devices. The highest ACC
was achieved using the RF algorithm, with an ACC of 97.79%. This suggests that the RF

algorithm may be the most effective for predicting and protecting UP on 10T devices.

The DT and KNN algorithms also had relatively high accuracies, with 96.59% and 96.39%

respectively. These algorithms may also be suitable for addressing UP on 10T devices.

It's essential to note that the ACC of these algorithms can be influenced by a variety of
factors, as a result, it might be worth considering other algorithms or fine-tuning the

parameters of these algorithms to see if their performance can be improved.

The results of study suggest that both ML and DL approaches can be effective in addressing
UP on 10T devices, with some algorithms being more effective than others. Further research
and analysis may be necessary to determine the most effective approach for addressing UP

on these devices.
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5. CONCLUSION AND FUTURE WORK

5.1 CONCLUSION

The results of our research suggest that ML algorithms may be effectively utilized to boost
UP on loT devices. The RF algorithm, in particular, displayed the greatest ACC in predicting
privacy-related activities on the device, followed by the DT, KNN, LR, ANN, and MLP
algorithms.

However, it is important to note that the effectiveness of these algorithms may vary
depending on the specific characteristics and requirements of the 10T device and the user
data being processed. As a result, additional experiments and fine-tuning of the models may

be required to achieve optimal performance for a given application.

In conclusion, the use of machine and DL approaches represents a promising direction for
improving UP on loT devices, and further research in this area is warranted.

5.2 FUTURE WORK

Further optimize the ML algorithms: There may be opportunities to further optimize the
performance of the ML algorithms used in the study, such as by fine-tuning the model
hyperparameters or incorporating additional features.

While this study focused on traditional ML algorithms, DL approaches may also be effective
in predicting privacy-related actions on loT devices. It would be fascinating to compare the

performance of DL models to that of the study's classical ML techniques.

Examine the classifier s' robustness: It is critical to ensure that the models produced in this

study are resilient and can generalize effectively to new data.

Future study might concentrate on assessing the classifier s' resilience and generalizability

using approaches such as cross-validation and testing on unseen data.

Apply the models to real-world 10T devices: While this study focused on simulated data, it
would be valuable to test the models on real-world 10T devices and user data to assess their

practical utility in enhancing UP.

Investigate other approaches for improving UP on loT devices: In addition to machine and
DL approaches, there may be other methods for enhancing UP on IoT devices, such as

through the use of encryption or other security measures. Further research could explore
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these alternative approaches and compare their effectiveness to that of the ML methods used
in this study.
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