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ABSTRACT

Learning Bayesian Networks under Local Differential Privacy
Alireza Khodaie
Master of Science in Computer Science and Engineering
January 16, 2025

Bayesian networks are widely used for causal discovery and probabilistic modeling
across diverse domains including healthcare, multi-dimensional data analysis, envi-
ronmental modeling, and industrial processes. Although previous work has studied
the learning of Bayesian networks under centralized differential privacy, to the best
of our knowledge, the problem of learning Bayesian networks under local differential
privacy (LDP) remains open. In this thesis, we address this problem by propos-
ing two solution methods for learning Bayesian networks under LDP: LDP-BN and
LDP-BN+. Our first solution called LDP-BN utilizes a novel algorithm for com-
puting mutual information values necessary for building a Bayesian network under
LDP, but it suffers from high utility loss since the privacy budget needs to be divided
into many pairs of attributes and candidate parent sets. To reduce the amount of
noise, we propose LDP-BN+ which utilizes a novel density-aware covering design
algorithm that ensures all necessary mutual information values will be computed
while the privacy budget is used more effectively. We experimentally evaluate LDP-
BN and LDP-BN+ using multiple utility metrics and datasets. Results show that
LDP-BN+ outperforms LDP-BN and enables the generation of high-utility Bayesian

networks that can be used in practice.
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OZETCE

Bayes Aglarinin Lokal Diferansiyel Mahremiyet Altinda Ogrenilmesi
Alireza Khodaie
Bilgisayar Bilimi ve Miihendisligi, Yiiksek Lisans
16 Ocak 2025

Bayes aglari, saglik, ¢ok-boyutlu veri analizi, cevresel modelleme ve endiistriyel
siirecler de dahil olmak ftizere bir¢ok alanda nedensel kesif ve olasiliksal modelleme
amaciyla yaygin olarak kullamilmaktadir. Onceki caligmalar her ne kadar merkezi
diferansiyel mahremiyet altinda Bayes aglarinin ogrenilmesini ¢alismis olsalar da,
bildigimiz kadariyla lokal diferansiyel mahremiyet (LDP) altinda Bayes aglarmin
ogrenilmesi problemi halen acik bir problemdir. Bu tezde, Bayes aglarimin LDP
altinda ogrenilmesi problemini ¢ozmek i¢in iki ¢oztim yontemi oneriyoruz: LDP-BN
ve LDP-BN+. Ilk ¢oziimiimiiz olan LDP-BN, LDP altinda Bayes ag kurmak icin
gerekli olan ortak enformasyon miktar: degerlerini hesaplamak icin 6zgiin bir algo-
ritma kullanir; fakat mahremiyet biitcesinin ¢ok sayida oznitelik ve aday ebeveyn
kiimesine boliinmesi gerektigi icin ytliksek fayda kaybina ugramaktadir. Giriilti mik-
tarii azaltmak icin onerdigimiz LDP-BN+ ¢oztimii, gerekli olan tiim ortak enfor-
masyon miktari degerlerinin hesaplanacagini garanti ederken, mahremiyet biitcesinin
daha verimli kullanilabilmesi adina 6zgiin bir yogunluk-farkindalikli kaplama tasarimi
algoritmasi kullanir. Calismamizda, LDP-BN ve LDP-BN+ ¢oziimlerini birden fazla
fayda olgiitii ve veri kiimesi kullanarak deneysel olarak degerlendiriyoruz. Sonuglar,
LDP-BN+'nin LDP-BN’e kiyasla daha iyi performans gosterdigini ve LDP-BN-+
sayesinde pratikte kullanilabilecek, yiiksek faydaya sahip Bayes aglarinin 6grenilebil-

digini gostermektedir.



ACKNOWLEDGMENTS

I sincerely thank my advisor and mentor, Assist. Prof. Dr. Mehmet Emre
Girsoy, for his guidance, support, and encouragement throughout my Master’s
journey. His knowledge and dedication have inspired me and helped me overcome
challenges. I am truly grateful for his mentorship, which made this work possible.

I would like to thank Prof. Dr. Alptekin Kiip¢u from Kog¢ University and Prof.
Dr. Yiicel Saygin from Sabanci University for serving on my thesis jury committee
and for their valuable comments and suggestions that helped improve this work.

I would like to sincerely thank my family and friends for their support and
encouragement throughout my Master’s journey. My family’s love and unwavering
belief in me have been my greatest source of strength, motivating me to overcome
challenges and strive for success.

To my friends, Aydin and Amir, I am deeply grateful for your understanding,
kindness, and the moments of joy that brightened even the most difficult days. I also
want to convey my gratitude to the members of the SPADE Lab, in particular Kemal
and Emirhan, for their support and friendship. Your presence has been invaluable,
and this achievement is as much yours as it is mine.

Lastly, this research was supported by The Scientific and Technological Research
Council of Turkiye (TUBITAK) under project number 121E303. I sincerely thank
TUBITAK for their support.

vi



TABLE OF CONTENTS

List of Tables
List of Figures
Abbreviations

Chapter 1: Introduction
1.1 Contributions . . . . . . .. .. ... ... ..

1.2 Thesis Organization . . . . . . .. .. .. .. ... ..

Chapter 2: Related Work
2.1 Learning Bayesian Networks under Centralized DP .

2.2 Bayesian Learning and Causal Discovery under LDP

Chapter 3: Background and Preliminaries
3.1 DataModel . ... ... ... ... .
3.2 Local Differential Privacy (LDP) . . ... ... ...
3.3 Bayesian Networks . . . ... ... ... ... ....

Chapter 4: Learning Bayesian Networks under LDP
4.1 Bayesian Network Construction . . . .. . .. .. ..
4.2 Challenges and Initial Solution Attempt . . . .. ..
4.3 LDP-BN Solution . . . . . ... .. ... ... ....
4.4  Density-Aware Covering Designs . . . . . . . . . . ..
4.5 LDP-BN+ Solution . . . . ... .. ... ... ....

Chapter 5: Experimental Evaluation

5.1 Experiment Setup . . . . . . ... ...

Vil

ix

xi



5.2 Results and Discussion

5.3 Case Study: Synthetic Data Generation with LDP-BN+4+ . . . . . ..

Chapter 6: Conclusion

Bibliography

viil



5.1

5.2

LIST OF TABLES

SHD results for different values of k£ and ¢ across all three datasets
(Adult, ACS Income, Titanic). The better-performing solution under

each setting is highlighted using bold text and gray cell background. . 31
Accuracy results of XGBoost and Light GBM models built on real

data (rightmost column) versus synthetic data generated from Bayesian

networks under varying kande. . . . . . .. ... 33

1X



3.1

4.1
4.2
4.3

5.1

5.2

LIST OF FIGURES

Overview of Bayesian network learning under LDP. Four sample users
with multi-dimensional records are shown on the left. Users’ records
are collected by the server using LDP, and then a Bayesian network
is learned. The visual representation of the Bayesian network and the

corresponding attribute - parent set pairs are shown on the right.

Sample iteration by iteration execution of Algorithm 1. . . . . . . ..
Sample step-by-step execution of Algorithm 2. . . . . . .. ... ...
Example of creating a covering design for a set of attributes A and

the resulting groups (G1,G2,G3,G4). -« -« « o o o oo

JDE results for the Adult (first row), ACS Income (second row), and
Titanic (third row) datasets. The leftmost column corresponds to k
= 1, middle column is £ = 2, and rightmost column is k = 3. . . . . .
MDE results for the Adult (first row), ACS Income (second row), and
Titanic (third row) datasets. The leftmost column corresponds to k

= 1, middle column is £ = 2, and rightmost column is k = 3. . . . . .

15

23



DP
LDP
OUE
DAG
JDE
MDE
SHD

ABBREVIATIONS

Differential Privacy

Local Differential Privacy
Optimized Unary Encoding
Directed Acyclic Graph
Joint Distribution Error
Marginal Distribution Error

Structural Hamming Distance

x1



Chapter 1: Introduction 1

Chapter 1

INTRODUCTION

Bayesian networks have been established as powerful tools for causal discovery
and probabilistic modeling, and they found widespread applications in fields ranging
from healthcare to environmental systems and industrial processes [Zhang et al.,
2017, Chen and Pollino, 2012, Kaur et al., 2021, Hittmeir et al., 2022]. In particular,
Bayesian networks have been used actively in multi-dimensional data modeling and
synthetic data generation under centralized differential privacy (DP) [Zhang et al.,
2017, Bao et al., 2021, Qi et al., 2020, Ma et al., 2023]. Yet, centralized DP requires
trusted databases to store and manage sensitive data records, which poses privacy
risks.

With the advent of local differential privacy (LDP), users can now perturb their
records before sharing the perturbed versions with the server (i.e., the data col-
lector). This enables data collection and analysis in environments where users do
not trust the data collector. Thanks to its desirable privacy properties, LDP has
received significant attention from the academia and the industry, and it has also
been deployed in various products of tech companies such as Apple, Google, and
Microsoft [Cormode et al., 2018, Gursoy et al., 2022, Yang et al., 2023, Erlingsson
et al., 2014, Ding et al., 2017]. On the other hand, while there exist a few works
on learning Naive Bayes classifiers and other causal models under LDP [Xue et al.,
2019, Yilmaz et al., 2020, Ohnishi and Awan, 2023, Binkyte et al., 2024], to the best
of our knowledge, the problem of learning Bayesian networks under LDP is an open
problem.

In this thesis, we address this problem by proposing two solution methods for

learning Bayesian networks under LDP: LDP-BN and LDP-BN+. We first introduce
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a common Bayesian network construction algorithm which is used as the basis of
our two solutions. Then, we propose LDP-BN which utilizes a novel algorithm for
computing the mutual information between an attribute A; and a set of attributes
S while satisfying LDP. This algorithm is used by LDP-BN so that the mutual
information values necessary for Bayesian network construction are computed with
LDP. Yet, we observe that LDP-BN suffers from substantial utility loss since the
total LDP budget € needs to be divided into each pair of A; and S, causing high
noise in each mutual information computation. To reduce the amount of noise,
we propose and develop LDP-BN+ which employs a novel density-aware covering
design algorithm, enabling more effective use of the € budget.

We experimentally evaluate LDP-BN and LDP-BN+ using three popular datasets
(Adult, ACS Income, Titanic) and three utility metrics (SHD, JDE, MDE). Results
demonstrate that LDP-BN+ outperforms LDP-BN. Furthermore, the utility loss
remains low under popularly used values of the privacy budget ¢, especially in the
case of larger datasets. This shows that LDP-BN+ can indeed be used in practice to
build high-utility Bayesian networks. Furthermore, motivated by the applications of
Bayesian networks to synthetic data generation in centralized DP, we perform case
studies by generating synthetic datasets using our Bayesian networks. To measure
the utility of synthetic datasets, we train machine learning models on synthetic data
and compare the resulting models with models trained on real data. Results show
that models trained on synthetic data have similar accuracy to models trained on

real data, validating the usefulness of our solution in synthetic data generation.

1.1 Contributions
The main contributions of this thesis can be summarized as follows:

e We propose the problem of learning Bayesian networks under LDP, and we
formulate this problem in a way that privatizing the mutual information com-

putations will ensure LDP.

e We propose LDP-BN for learning Bayesian networks under LDP, which utilizes
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a novel algorithm for computing the mutual information between an attribute

and a set of attributes while satisfying LDP.

e Motivated by the utility loss of LDP-BN, we propose LDP-BN+ which utilizes
a novel density-aware covering design algorithm to reduce the amount of LDP

noise in mutual information computations.

e We experimentally evaluate LDP-BN and LDP-BN+ using multiple datasets
and utility metrics. Results show that LDP-BN+ outperforms LDP-BN and
yields high-utility Bayesian networks.

1.2 Thesis Organization

The rest of this thesis is organized as follows. In Chapter 2, we present related
work. In Chapter 3, we describe the background and preliminaries regarding the
data model, notations, LDP, and Bayesian networks. In Chapter 4, we present our
LDP-BN and LDP-BN+ solutions for learning Bayesian networks under LDP. We
conduct experimental evaluations and discuss their results in Chapter 5. Finally,

Chapter 6 concludes the thesis.
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Chapter 2

RELATED WORK

2.1 Learning Bayesian Networks under Centralized DP

The problem of learning Bayesian networks under centralized DP was proposed and
studied in the seminal work of Zhang et al. [Zhang et al., 2017] titled PrivBayes.
The PrivBayes method was also used in the NIST Differential Privacy Synthetic
Data Challenge [Bao et al., 2021], but the version described in [Bao et al., 2021]
incorporates some modifications to improve utility and efficiency. In [Cheng et al.,
2019], Cheng et al. proposed DP-SUBN which enables differentially private high-
dimensional data publishing using a sequentially updated Bayesian network in a
multi-party setting. In [Qi et al., 2020], Qi et al. proposed APrivBayes which aims
to address three aspects of PrivBayes: (i) choosing the network’s first node, (ii)
reducing the number of subnetworks to increase the privacy budget of each sub-
network, and (iii) reducing the set of candidates when selecting the parent sets of
attributes. In [Ma et al., 2023], Ma et al. introduced FAPrivBayes to expedite the
generation of Bayesian networks, as well as to refine the networks using the junction
tree algorithm.

Application of Bayesian networks to generate synthetic healthcare data was stud-
ied in [Kaur et al., 2021]. Practical lessons from generating synthetic healthcare data
with Bayesian networks were discussed in [de Benedetti et al., 2020]. In [Hittmeir
et al., 2022, Hittmeir et al. extended the PrivBayes approach by substituting its
greedy algorithm with a faster genetic algorithm. In addition, they aimed to protect
particularly sensitive attributes and decrease disclosure risks by decreasing correla-
tions between specific attributes. In [Ma et al., 2022], Ma et al. proposed NoLeaks,
a differentially private causal discovery algorithm using functional causal models. In

[Wang et al., 2024], a temporal data publishing method based on dynamic Bayesian
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networks was proposed and developed.

While the above works study the problem of learning and/or utilizing Bayesian
networks, they operate under centralized DP, not local DP (LDP). In contrast, the
solutions we propose in this thesis operate under LDP. Hence, our work differs from

these works fundamentally in terms of the privacy guarantee.

2.2 Bayesian Learning and Causal Discovery under LDP

There are also a few works that study Bayesian learning and causal discovery under
LDP. In [Xue et al., 2019], Xue et al. studied joint distribution estimation and Naive
Bayes classification under LDP. Naive Bayes classification under LDP was also stud-
ied by Yilmaz et al. [Yilmaz et al., 2020]. In [Ju et al., 2020], Ju et al. proposed
a high-dimensional perceptual data publication mechanism under LDP. They uti-
lized Bayesian networks to retain correlations between attributes in high-dimensional
data. In [Ohnishi and Awan, 2023], Ohnishi and Awan developed methods for in-
ferring causal effects from locally privatized data under the Rubin Causal Model
framework. Finally, Binkyte et al. [Binkyte et al., 2024] considered well-known LDP
mechanisms (such as randomized response) and applied these mechanisms in various
causal structure learning algorithms to analyze their privacy-utility tradeoffs.
While these works operate under LDP, they study other aspects related to
Bayesian learning and causal discovery, such as Naive Bayes classification, Rubin
Causal Model, and causal graphs. Our work differs from these works in terms of its

goal, i.e., learning a Bayesian network.
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Chapter 3

BACKGROUND AND PRELIMINARIES

In this chapter, we provide the necessary background, notations, and building
blocks for LDP-BN and LDP-BN+. Section 3.1 introduces the multi-dimensional
data model and notation. Section 3.2 formally presents LDP and the OUE protocol.

Section 3.3 describes Bayesian networks.

3.1 Data Model

We assume a setting with multi-dimensional data where A = {A;, ..., A} denotes
the set of attributes. For each attribute A;, we denote its domain by dom(A;) and
the cardinality of its domain by |dom(A;)|. We denote by a; € A; the j'th possible
value in dom(A;). For a set of attributes S C A, the domain of § is the Cartesian
product of the domains of all attributes in S, i.e.: dom(S) =[], cs dom(A;).

Let P denote a population of users: P = {uy,us,...}. Each user u € P has a

multi-dimensional record r, such that:

re=<rlorlrd

urtu?

> (3.1)

where each r! € dom(A;). We exemplify this data model and notations using
Figure 3.1. Let Alice, Bob, Dave, and Eve be four users in the population P. The
set of attributes consists of A = {Workclass, Education, Age, Income, Gender}.
The records of the four users are shown on the left hand side of Figure 3.1. For
example, for Bob’s record, it holds that: Private € dom(Workclass) and Doctorate

€ dom(Education).
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Figure 3.1: Overview of Bayesian network learning under LDP. Four sample users
with multi-dimensional records are shown on the left. Users’ records are collected
by the server using LDP, and then a Bayesian network is learned. The visual repre-
sentation of the Bayesian network and the corresponding attribute - parent set pairs
are shown on the right.

3.2 Local Differential Privacy (LDP)

Local Differential Privacy (LDP) has recently emerged as an accepted privacy stan-
dard and received significant research attention from the academia and industry
[Cormode et al., 2018, Gursoy et al., 2022, Yang et al., 2023]. Unlike centralized
differential privacy (DP) in which users’ records are stored in a trusted database, in
LDP, each user perturbs their record on their own device and sends the perturbed
version to the server (i.e., the data collector). Since perturbation occurs on the users’
devices, LDP enables data collection in environments where users do not trust the
server. Due to its desirable privacy properties, LDP has also been deployed in var-
ious products of tech companies such as Apple, Google, and Microsoft [Erlingsson

et al., 2014, app, 2020, Ding et al., 2017].

Definition 1 (e-LDP). A randomized algorithm W satisfies e-local differential pri-
vacy (e-LDP), where ¢ > 0, if and only if for any two possible records r,,7, in
dom(.A), the following equation holds:

Pr[\I’(Tu) = Z/]
PI‘[\I’(fu) = y]

where Range(¥) denotes the set of all possible outputs of W.

Yy € Range(V) : <e€f (3.2)

To ensure LDP, each user u perturbs their true record r, using a randomized

perturbation algorithm W. Intuitively, ¥ ensures that given the perturbed output
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Yy, it is not possible for the server or any other observer of y to distinguish whether
the user’s true record was r, or 7, beyond the ratio e®. Here, € controls the privacy
level. Lower ¢ yields stronger privacy because Pr[¥(r,) = y] and Pr[¥(7,) = y]
become closer.

An important property of LDP is sequential composition, which enables the total
¢ budget to be spent in multiple steps [Dwork et al., 2014, Wang et al., 2018, Ye et al.,
2019]. Each step consumes a portion of the budget, and as long as the summation
of the portions does not exceed ¢, the sequential composition of the steps satisfies

e-LDP.

Definition 2 (Sequential Composition). Consider m algorithms Wy, Wy, ..., ¥, such
that each U, satisfies €,-LDP. Then, the sequential execution of Wy(r,), Wa(ry), ...,
U, (ry) satisfies (37, ;)-LDP.

Several LDP protocols were proposed in the literature to reduce utility loss, user-
side computation cost, or the communication cost between the user and the server
under varying conditions [Gursoy et al., 2022, Wang et al., 2017, Cormode et al.,
2021]. Among them, Optimized Unary Encoding (OUE) was proposed in [Wang
et al., 2017] and became one of the widely used building blocks in recent works
[Du et al., 2023, Guner and Gursoy, 2023, Liu et al., 2023, Tire and Gursoy, 2024]
due to its high utility. In this thesis, we also use OUE as a building block in our
solutions. Similar to other LDP protocols, OUE consists of two main components:
(i) user-side encoding and perturbation to satisfy LDP on users’ devices, and (ii)
server-side estimation after collecting perturbed data from the user population.

User-Side Perturbation in OUE: OUE uses unary encoding in which user
u’s true response is encoded into a unary bitvector B, such that only one position
in B, contains a 1 bit and the remaining positions contain 0s. The perturbation
algorithm ¥ of OUE takes B, as input and outputs a perturbed bitvector B), as

follows:

Pr [B' li] = U(B,Ji]) = 1] = (3.3)
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In other words, each position i € [1,|B,]|] is individually processed, and B,[i] is
either retained or flipped in B/ [i] based on the probabilities in Equation 3.3. These
probabilities are selected to minimize the variance of server-side estimation, ensuring
that the protocol maintains high accuracy even when |B,| is large. The resulting
bitvector B!, is then sent from the user to the server.

Server-Side Estimation in OUE: The server collects perturbed bitvectors
B! from users u € P. Then, the server computes the reported count of position i,
denoted C(i), as:

Ci) =Y _ Bi[i] (3.4)
ueP

The server estimates how many users have B,[i] = 1 in their original bitvectors as:

) = 2-((e°+1)-C(i) — [P|) (3.5)

e —1

where C(i) denotes the server’s estimate. The server repeats this estimation inde-

pendently for each i € [1,|B,]] to estimate the frequency of each position.

3.3 Bayesian Networks

Consider a centralized setting in which a dataset D with set of attributes A consisting
of |D| = |P| records is available at the server. In this setting, D can be regarded
as an instantiation of the joint probability distribution over all attributes A. A
Bayesian network over A offers a compact representation of this distribution by
specifying which attributes in A are conditionally independent. More formally, a
Bayesian network is a directed acyclic graph (DAG) in which each attribute A; € A
is represented using a node, and the graph’s directed edges indicate dependence
or independence relationships among the attributes. For example, consider the
Bayesian network in Figure 3.1, constructed using a set of five attributes: A =
{Workclass, Education, Age, Income, Gender}. For any two attributes 4;, A; € A,

there are three types of relationships between A; and A;:

e Direct dependence. There is an edge between A; and A;, e.g., from A; to

A;. This implies that A; directly depends on A, i.e., A; is a direct cause or
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influential factor for A;. For example, in Figure 3.1, Income directly depends
on Workclass and Education. In this case, A; is called a parent of A;, and the

set of all parents of A; is called the parent set of A;.

e Conditional independence. If there is a path from A; to A; but no direct
edge between them, then A; and A; are said to be conditionally independent
given the parent set of A;. For example, in Figure 3.1, Gender and Income

are conditionally independent given Education.

e Strong conditional independence. If there is no path from A; to A;, they
fall under this category. For example, Age and Gender in Figure 3.1 have

strong conditional independence.

Definition 3 (Bayesian network). A Bayesian network N is a collection of d attribute-
parent set pairs (A, 1), (A2, I5), ..., (A4, IIz) such that each A; € A and II; is the
parent set of A;. By definition, II; is a subset of attributes: II; € A\ {A;}. To
ensure that N is acyclic, it holds that for any 1 <14 < j < d, we have: A; ¢ II;. The

degree k of a Bayesian network N is defined as the maximum size of any parent set

in NV.

For the Bayesian network illustrated in Figure 3.1, the pairs of attributes and
parent sets are shown in the rightmost table. For attribute Age, its parent set is
(). For attribute Education, its parent set is {Age, Gender}. The degree of the
Bayesian network in Figure 3.1 is k = 2.

Next, we briefly describe how the collection of attribute - parent set pairs in
a Bayesian network N approximates the joint probability distribution over all at-

tributes Pr[A]:

PI’N[A] = PI‘[Al, AQ, c. ,Ad]
= PI‘[Al] . PI‘[AQ | Al] e PI‘[Ad | Al, Ce ,Ad_ﬂ

d
= [ Prla: |11
i=1
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The first step follows from the chain rule, and the second step follows from the
conditional independence assumption of Bayesian networks. In other words, if an
attribute A, is indeed conditionally independent of attributes that are not within its
parent set, then Pr[A; | A;,..., A;_1] can be simplified and written as Pr[A; | IL;].
This enables Prps[A] to be a good approximation of Pr[A4] and brings an important
benefit: when k is small, Pr[A; | II;] is a low-dimensional distribution. Learning
d low-dimensional distributions Pr[A; | I1;], Pr[As | IIy], ..., Pr[A; | I1,] is easier
and more accurate than learning high-dimensional distributions such as Pr[A, |
Ay, ..., Ag_1]. Consequently, Pry[A] of a Bayesian network can provide an efficient

approximation of Pr[A] especially when d is large and/or k is small.
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Chapter 4

LEARNING BAYESIAN NETWORKS UNDER LDP

In this chapter, we describe our two solution methods for learning Bayesian
networks under LDP: LDP-BN and LDP-BN+. First, we explain the fundamental
Bayesian network construction algorithm used in both LDP-BN and LDP-BN+.
This algorithm is formulated in a way such that privatizing the mutual information
computation step in it enables us to achieve LDP. Second, we describe our LDP-BN
solution. Third, motivated by the utility loss of LDP-BN, we develop and explain
our LDP-BN+ solution, which yields utility improvements while still satisfying LDP.

4.1 Bayesian Network Construction

Recall that for a Bayesian network N, it is desirable for Pry[A] to be a good
approximation of Pr[A]. Kullback-Leibler divergence (KL-divergence) Dy can be
used to quantify the distance between Pry[A] and Pr[.A], which is defined as:

Dict (PrAYIPelA) = = D 1(A 1) + 37 H(A) — H(A) (4.1)

Here, I(-,-) represents mutual information and H(-) represents entropy. For an
attribute or set of attributes S C A with domain dom(S), the entropy of S is
calculated as:

H(S)=— Y Pr[S=s] log(Pr[S = s)) (4.2)

sedom(S)

For an attribute A and its parent set II, let a € dom(A) and m € dom(II). Let
Prfa, w| denote the joint probability Prla, 7] = Pr[A = a,II = 7], and let Pr[a] =
Pr[A = a] and Pr{r] = Pr[Il = x| denote the marginal probabilities. Then, the
mutual information I(A,TI) is calculated as:

Prla, 7|
Z Z Prla, 7 log<PrH Prix ]> (4.3)

ac€dom(A) medom(II)
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Algorithm 1: Bayesian Network Construction
Input : All joint and marginal probabilities, degree k, set of attributes A

Output: Bayesian network N

1 Initialize N and U as empty

2 Choose a random attribute A, € A as the start node
3 Add (A, 0) to NV

4 Remove A, from A and add it to U

5 while A is not empty do

6 Initialize 2 as empty list

7 for A; € A do

8 candidates < Enumerate all possible subsets of U with size < k
9 for S € candidates do

10 m < Calculate I(A;, S) using Equation 4.3

11 Insert triplet (A;, S,m) to

12 (A*, S*, m*) < Find the triplet in Q that has the highest value of m
13 Add (A%, 5*) to N/
14 Remove A* from A and add it to U

15 return N

According to Equation 4.1, in order to reduce the distance Dy (Pr[A]||Pry[A]),
one should maximize 3% | I(A;,1I;) and minimize 3¢ | H(A;) — H(A). Note that
S | H(A;) — H(A) is entirely dependent on the original data distribution since it
measures the entropy of individual attributes and the entropy over all attributes.
It cannot be changed by altering the Bayesian network A. Yet, when learning
the structure of N, we have direct control over which attributes will be included
in the parent set II; of an attribute A;. This enables us to control the mutual
information I(A;,I1;). Hence, in order to achieve the goal of reducing the distance
Dy (Pr[A]||Pry[A]), we will aim to construct parent sets that maximize I(A;, IT;).

Algorithm 1 describes our algorithm which aims to minimize Dy, (Pr[A]||Pras[A]).
The inputs of Algorithm 1 are the joint and marginal probabilities, the degree k of
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the Bayesian network, and the set of attributes A. For now, we assume that all
joint probabilities (e.g., Pr[a, 7]) and marginal probabilities (e.g., Pr[a]) are known
by the server. Therefore, Equation 4.3 can be used to compute mutual information.
The output of the algorithm is the Bayesian network A, represented as a collection
of d attribute-parent set pairs as defined in Def. 3.

Algorithm 1 starts by initializing the Bayesian network A and the set U as empty.
Here, U is a set to store the attributes that have already been used (processed) by
the algorithm. On line 2, a random attribute is selected as the starting node, and
it is added to A with an empty parent set (line 3). Since the starting node is
processed, it is removed from A and added to U (line 4). Then, the main loop
between lines 5-14 iterates as long as there remains an attribute in A that has not
yet been processed. In each iteration, the remaining attributes A; € A and their
candidate parent sets are considered (lines 7-8). Since the Bayesian network has a
degree of k, the parent sets must be of size at most k (fewer than k attributes in a
parent set are allowed, but more than k are not allowed). For each attribute A; and
candidate parent set S, the mutual information between them I(A4;, S) is calculated
using Equation 4.3 (line 10). A triplet with (A;, S, m) is constructed and inserted
into 2, where m is the mutual information between A; and S. After all attributes
and candidate parent sets are processed, the triplet in {2 that has the highest mutual
information is found (line 12). This triplet, denoted by (A*, S*, m*), is selected to
be added to the Bayesian network so that Dy (Pr[A]||Pry[A]) will be minimized.
After the addition to the Bayesian network, the added attribute is removed from
A and added to U (line 14) since it has now been processed. When all attributes
are processed, then the Bayesian network will contain a node for each attribute and
its corresponding parent set. At this point, the main loop between lines 5-14 will
terminate, and the resulting A will be returned (line 15).

An example demonstrating the iteration by iteration execution of Algorithm 1
is given in Figure 4.1. Before the main loop iterates (lines 5-14), one attribute is
selected and added to A, say it is the Age attribute. Then, in the first iteration,
as shown in Figure 4.1, the Gender attribute is added to A. Both Gender and Age
have empty parent sets. By the end of the first iteration, Y = {Age, Gender} and
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Iteration 2 Last lteration

Iteraticn 1

1
1
1
1
1
1
1
b= Age, Geuder :

£ = { e, Creader, Educalive}
1 A= {Workelase, Tucome}

Figure 4.1: Sample iteration by iteration execution of Algorithm 1.

A = {Workclass, Education, Income}. Then, in the second iteration of the loop,
Q2 is constructed as follows. The possible subsets of U are {Age}, {Gender}, {Age,
Gender}, and (. Each attribute Workclass, Education, Income is matched with
each of {Age}, {Gender}, {Age, Gender} and {J); thereby resulting in 12 triplets that
are added to €. Say that the mutual information of the triplet (Education, {Age,
Gender}, 0.7) is the highest among all triplets in 2. Then, Education is added to the
Bayesian network as a node, and its parent set consists of {Age, Gender}. By the
end of this iteration, Education is removed from A and added to &. The algorithm
continues its execution in this manner. Say that when it arrives at the last iteration,
the only attribute remaining in A is A = {Income}. Then, 2 is constructed as shown
on the rightmost end of Figure 4.1 by matching Income with all subsets of {Age,
Gender, Education, Workclass}. Say that the mutual information of the triplet
(Income, {Education, Workclass}, 0.8) is the highest. Then, Income is added to the
Bayesian network as a node, and its parent set consists of {Education, Workclass}.
Since Income was the last attribute in A, removing it on line 14 causes A to become

empty, and therefore Algorithm 1 terminates.

4.2 Challenges and Initial Solution Attempt

In Algorithm 1, it is assumed that all joint and marginal probabilities are known
by the server, i.e., the party executing Algorithm 1. However, under LDP, the
server does not possess users’ records; therefore, these probabilities are unavailable.
Instead, users perturb and send their records, and the server must estimate the

probabilities from the perturbed records. Here, an initial solution attempt could be



Chapter 4: Learning Bayesian Networks under LDP 16

the following:

e Bach user v € P initializes a bitvector B, with length equal to dom(.A). There
is a bijection between the positions of this bitvector and all possible records in

dom(A), such that each position i corresponds to a different possible record

ri € dom(A).

e User u sets B,[i] = 1 if and only if their record satisfies r, = r;, and B,[i] =0

otherwise.

e User u perturbs their B, using the OUE protocol and sends the perturbed

bitvector Bl to the server.

e Upon collecting perturbed bitvectors from all users, the server performs es-
timation to recover C(i) for all i € [1,dom(A)]. The same bijection is used
to retrieve the estimated count of every possible record r; € dom(A). Using

these counts, joint and marginal probabilities are calculated.

However, this approach is infeasible in practice since it requires each user’s bitvector
to have length equal to dom(A). Consider 10 attributes with dom(A;) = 10 for each
attribute. Then, we have dom(A) = 10'° which means the length of each bitvector
B, will be 10 and its size will be approximately 1.25 gigabytes. Perturbing a
bitvector of length 10'° by individually processing each bit is time-consuming on the
user’s device, and the user-side storage space cost and the user-server communication
cost of 1.25 gigabytes are prohibitively large. Furthermore, considering that the
server will collect perturbed bitvectors from potentially hundreds of thousands of
users, the server-side storage cost will be in the order of terabytes or petabytes,

exacerbating the problem.

4.3 LDP-BN Solution

To circumvent the above problems and to enable Bayesian network learning under

LDP, our LDP-BN solution makes the following key observation: Algorithm 1 uses
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Figure 4.2: Sample step-by-step execution of Algorithm 2.

the joint and marginal probabilities when calculating I(A;, S) on line 10, but in doing
so, it does not need the d-dimensional joint probability defined over all attributes
Ay, Ay, ..., Ag. Instead, the (k + 1)-dimensional joint probability defined over A; U .S
is sufficient. Since k is typically much smaller than d (e.g., d > 10 but k£ < 3),
collecting (k + 1)-dimensional joint probabilities using OUE is much easier. For
example, assuming attributes with domain sizes equal to 10, for a typical value of
k = 2, the size of a user’s bitvector will be 103, implying less than 1 kilobyte in size.
After the joint probability defined over A; U S is collected using OUE, the required
probabilities for calculating I(A;, S) based on Equation 4.3 are Pr[a, s], Pr[a] and
Pr[s] for all a € dom(A;) and s € dom(S). Among them, Pr[a, s] = Pr[4; = a, S = s]
is directly retrieved from the joint probability defined over A; U S. The marginals

Prla] and Pr[s] can be found as:

Prla] = Pr[A; =a] = > Prla,s] (4.4)
sedom(S)

Prls] =Pr[S=s]= > Prlas| (4.5)
a€dom(A;)

Following this intuition, the building block of LDP-BN is shown in Algorithm
2. This algorithm takes as input A;, S, and the LDP privacy budget £ that will
be consumed when calculating the mutual information I(A;,S). First, the server
computes dom(A;US) and defines a bijection between each element e € dom(A;U.S)
and integers [1,n] so that each element in the domain will be mapped (one-to-one
and onto) to integers in [1,n|. The server sends this bijection f to all users so that

users will use this same f when encoding their records as bitvectors. Then, each user
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Algorithm 2: Mutual Information under LDP
Input : Attribute A;, set of attributes S, allocated privacy budget &

Output: Mutual information (A;, S)

// Server-side initialization
1 Server computes dom(A; U S) and defines a bijection: f: e — [1,n] for all
e € dom(A; US)
2 Server sends f to all users
// User-side encoding and perturbation
3 for each user u € P do
4 Initialize bitvector B, = [0, 0, ..., 0] with length equal to |dom(A4; U S)|
5 | 75 < RETAIN_ATTRIBUTES(r,,4; U S)
6 | pos <« f(r))
7 By[pos] < 1
8 B! < Perturb B, using the OUE protocol with budget £ (Equation 3.3)

9 User u sends B, to the server

// Server-side estimation and mutual information computation
10 for each pair (a € dom(4;),s € dom(S)) do
11 e <— CONCATENATE(a, s)

12 | pos <+ f(e)

13 C'(pos) < Use server-side estimation of OUE with budget £ (Equation
3.5)

C'(pos)
I
15 Use Equation 4.4 to compute Pr[a] for all a € dom(A;)

14 Assign Pr[a, s] <

16 Use Equation 4.5 to compute Prls] for all s € dom(.S)
14,8« ¥ % Prfas] - log( i)

acdom(A) sedom(S)

1

IN|

18 return I(A4;,S)

initializes a bitvector B,, (line 4). When encoding their record r, into the bitvector,

the user retains the relevant attributes A; U S and discards the rest (line 5). This
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sub-record is fed into the bijection f and the result is the position in B, that should
be set to 1 (lines 6-7). Then, the user perturbs their bitvector using OUE and sends
the perturbed bitvector to the server (lines 8-9). After receiving perturbed bitvectors
from all users, the server-side estimation and mutual information computation phase
begins. In this phase, the server first computes the joint probability Prla, s] for all
a € dom(A;) and s € dom(S). To do so, the server needs to find which position
pos the (a, s) pair corresponds to in the reported bitvectors. To find this, the server
concatenates a and s and feeds the result to the bijection f (lines 11-12). After the
corresponding position is obtained, the server-side estimation process of the OUE
protocol is executed to retrieve the estimated count C'(pos), and it is divided by the
population size |P| so that the probability Pr[a, s] is obtained (lines 13-14). After
Prla, s] for all a € dom(A;) and s € dom(95) is found, Equations 4.4 and 4.5 are used
to compute the marginals Pr[a] and Pr[s]. Finally, the mutual information I(A;, S)
is computed similarly to Equation 4.3 and the result is returned.

A sample execution of Algorithm 2 is shown in Figure 4.2. Say that A; = Work-
class, S = {Age, Education}, and f has been sent to all users. On the user-side,
RETAIN_ATTRIBUTES is executed on the user’s record so that in the resulting 7},
only the Workclass, Age, and Education attributes remain. By applying f(r}), the
corresponding position pos is obtained. In the user’s bitvector B,, the position pos
is set to 1 whereas the remaining bits are 0. B, is perturbed with OUE and the
resulting bitvector BJ, is sent to the server. The server-side process is repeated for
different pairs of a € dom(A;),s € dom(S) (lines 10-14). Say that in the current
iteration, a = State-gov and s = <Bachelors, [30,40]>. These a and s are concate-
nated and fed into f, resulting in pos. The server-side estimation of OUE is used
to obtain C'(pos), which is then used to obtain Pr[a, s]. After repeating this process
for all a € dom(A;),s € dom(S), the probabilities Pr[a], Pr[s], as well as the mutual
information I(A;, S) are found.

Overall, in LDP-BN the server uses the procedure given in Algorithm 1, but in
order to satisfy e-LDP, it calculates the necessary I(A;, S) values using Algorithm
2. This approach satisfies LDP since the only step of Algorithm 1 which involves

collecting data from the user population is the calculation of I(A;,S). However, the
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main weakness of LDP-BN is having to execute Algorithm 2 for each different A; and

d

X +1) executions of Algorithm 2. For ( d )

S pair. In the worst case, this requires ( k1

executions of Algorithm 2 to satisfy e-LDP overall, each execution of Algorithm 2

uses the budget:

b (4.6)

(1)

so that e-LDP is achieved by sequential composition. When d is high, (kil) yields
a large number which means £ becomes very small. Small £ causes the mutual
information learned by Algorithm 1 to contain too much noise caused by LDP,
which decreases the accuracy of the Bayesian network. LDP-BN+ aims to solve this

problem by increasing the budgets used in the calculation of each I(A;,5).

4.4 Density-Aware Covering Designs

Recall that in order to calculate I(A;, S), the joint probabilities Pr[a, s| for all a €
dom(A4;) and s € dom(S) are needed. To increase the LDP budget used in the
estimation of each joint probability, we formulate the following problem. We divide
the given set of all attributes A into potentially overlapping groups (G, Gs, ..., Gm)
such that:

e Every possible A; and S pair must co-exist in at least one G so that the joint

probability Pr[a, s| can be estimated for every possible pair of A; and S.

e The total number of groups should be kept as low as possible so that the ¢

budget will be divided into the fewest number of pieces.

e For each group G, the Cartesian product of the attributes in that group dom(G)
must have sufficiently small size so that the use of LDP to collect users’ records

remains computationally feasible.

We use the concept of covering designs to tackle this problem. Covering designs
are combinatorial structures used to ensure that all possible combinations of certain

elements are included in a collection of groups [Bluskov and Haméldinen, 1998,
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Gordon et al., 1995]. The primary goal of a covering design is to “cover” all required

combinations with the minimal number of groups.

Definition 4 (Covering design). Let « denote a set of elements, J denote the
number of groups, and + denote the sizes of combinations that need to be covered.
The covering design Cov(c, 3,7) consists of a collection of S-sized groups of the

elements in «, such that every vy-sized subset of « is contained in at least one group.

Given «, 3, and 7, our algorithm for finding an appropriate covering design
Cov(a, B,7) is given in Algorithm 3. Since every ~y-sized subset of o must be con-
tained in at least one group, all possible combinations of (3‘) are generated and all
of them are initially marked as uncovered (i.e., not contained in at least one group).
The candidate groups are generated as combinations of (g) Then, the main loop of
Algorithm 3 (lines 4-16) iterates as long as there is still at least one uncovered sub-
set. In each iteration, the group with maximum coverage (i.e., maximum number of
subsets it contains among remaining uncovered subsets) is found (lines 7-14). This
best candidate is added to the list of groups that will be returned by the algorithm
(line 15) and the subsets covered by this candidate are removed from the list of
uncovered subsets (line 16). After the main loop (lines 4-16) terminates, all subsets

are contained in at least one group, and the constructed list of groups is returned.

In LDP-BN+, we use covering designs to construct the groups Gy, G, ..., G,, as:

(gla g27 XS] gm) — COU(A7 57 k + 1) (47)

In other words, we enforce that every (k + 1)-sized subset of A is contained in
at least one group G;, where 3 denotes the group size. This guarantees that the
joint probability Pr[a, s] will be available for every possible pair of A; and S in the
Bayesian network, since |A; US| = k+ 1. If a pair of A; and S appears in more than
one group, then Pra, s| can be computed for each group and then averaged.

We exemplify this use of covering designs in Figure 4.3. Consider that we have
5 attributes: A = {Workclass, Education, Age, Income, Gender}, k = 1, and § =
3. A covering design consisting of 4 groups (G1, Go, G3, G4) is shown on the right side

of Figure 4.3. It can be observed that all subsets of A with size = 2 are contained
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Algorithm 3: Create Covering Design
Input :a, 8,7y

Output: Resulting groups (G, G, ..., Gm)

1 groups < )

2 uncovered < all possible combinations of (3)
3 candidates < all possible combinations of (g)
4 while uncovered # () do

5 best_cand < NULL

6 max_covered < ()

7 for candidate € candidates do

8 coverage + ()

9 for subset € uncovered do

10 if subset C candidate then

11 coverage < coverage U subset
12 if |coverage| > |max_covered| then
13 max_covered < coverage

14 best_cand < candidate

15 groups <— groups U best_cand

16 uncovered < uncovered \ max_covered

17 return groups

in at least one group G;. This guarantees that Pr{a, s is available for every possible
pair of A; and S in at least one G;.

In the above formulation, S remains as an important parameter which impacts
the number of groups and the size of dom(G;) for each group. When £ is large, there
are fewer groups but dom(G;) is large. This causes both computational feasibility
concerns and utility concerns since there will be few users whose records r, match
with each element in dom(G;), and LDP noise will dominate the true counts. On
the other hand, when /8 is small, dom(G;) per group is small, but there are many

groups. As a result, the server needs to select a good value for § to attain high
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Figure 4.3: Example of creating a covering design for a set of attributes A and the
resulting groups (Gi, Go, G3, Ga).

Algorithm 4: Density-Aware Covering Design
Input : Set of attributes A, degree k, population P, density threshold 7

Output: Resulting groups (G, G, ..., Gm)

[uny

Initialize 8 < |A]

while 5 > k+ 1 do

3 (G1,Ga, .., Gm) < call Alg. 3 with A, 8, k+ 1
4 satisfied < TRUE

5 for each G; € (G1,Ga, ...,Gy) do

N

6 density <— &
dom(G;)
7 if density < 7 then
8 satis fied < FALSE
9 break
10 if satisfied = TRUE then
11 return (Gi,Gs, ...,Gn)
12 else
13 b+ p—1

14 return (G, G, ..., Gn)

utility, i.e., 8 should be large enough to ensure there are few groups, but also small
enough to ensure dom(G;) will be sufficiently small.

To address this challenge, we propose the density-aware covering design approach
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given in Algorithm 4. It takes as input the set of attributes A, the degree k of
the Bayesian network, user population P, and a density threshold parameter 7. It
utilizes a density-aware approach to determine § internally as follows. To ensure [ is
large, it is initialized as 5 <— |.A|. Then, (3 is decreased by 1 in each iteration. Within
each iteration, Algorithm 3 is used to calculate the covering design (G, Ga, ..., Gm)
with the current 3. If % > 7 for all G; € (G1,Gs,...,Gn), then the domains
are considered to be sufficiently small. However, if there is a group G; such that
the density mor‘nL(lgm is less than 7, then the density constraint is not satisfied (lines
7-9). If the density constraint is satisfied, then the current (G;, G, ...,G,,) can be
returned (line 11); otherwise, 5 will keep decreasing until it hits k + 1, which is the
smallest possible value. Overall, this algorithm ensures that the resulting groups
(G1,Ga, ..., Gm) are sufficiently few by starting with high /3, but also the domains
of the groups are sufficiently small by iteratively decreasing [ until the density

threshold with parameter 7 is satisfied.

4.5 LDP-BN-+ Solution

Finally, our LDP-BN+ solution for learning Bayesian networks under LDP, which
combines the previously explained methods and algorithms, is provided in Algorithm
5. The algorithm starts with the server executing the density-aware covering design
algorithm (Algorithm 4) to obtain the groups Gi, Ga, ..., G;,,. Then, the server divides
the user population P randomly into m non-overlapping subpopulations, such that
each subpopulation P; will contribute to G;. We do this so that each user contributes
exactly once with the full budget e, rather than dividing ¢ into m pieces. This
strategy yields fewer contributing users per G; but each contribution has higher
utility since the full € budget is used. The strategy of dividing users rather than
budgets was shown to yield a favorable tradeoff in prior works [Wang et al., 2017, Tire
and Gursoy, 2024, Yang et al., 2020]. It is possible to utilize this strategy effectively

in LDP-BN+ but not LDP-BN since the number of subpopulations in LDP-BN+ is

d

m whereas it would be (k 1

) in LDP-BN. The latter is oftentimes too large, yielding

extremely few users per subpopulation.
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For each G;, the server executes a process similar to Algorithm 2 for collecting
data under LDP (lines 4-12). A bijection f is defined for elements in dom(G;) and
sent to users in P;; the users create their bitvectors using their records r, and f;
users perturb their bitvectors using OUE; and the perturbed bitvectors are sent to
the server. Then, for each A; and S pair that are included in G;, the server estimates
the marginal probabilities Pr[a], Pr[s], the joint probability Pr|a, s], and the mutual
information I(A4;,S). The estimation here re-uses the estimation procedure from
Algorithm 2. Results of the estimation are stored in the server-side memory (line
16) since they will be necessary for learning the Bayesian network A. Once the
main loop of Algorithm 5 terminates (lines 3-16), since Gy, Gs, ..., G, is a covering
design, all necessary probabilities and mutual information values for building the
Bayesian network will have been calculated and stored in the server’s memory. On
line 17, the Bayesian network learning process from Algorithm 1 is executed using
the stored probabilities and mutual information values, and the resulting Bayesian

network AN is returned.
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Algorithm 5: LDP-BN+ Solution

1

2

3

4

10

11

12

13

14

15

16

Input : Set of attributes A, degree k, population P, privacy budget ¢,
density threshold 7

Output: Bayesian network N

// Server-side initialization

(G1,G9, ..., Gm) < call Alg. 4 with A, k, P, 7

(P1,Pa, ..., Pm) < divide P uniformly at random into m non-overlapping
subpopulations

// Collect distributions from users

for each G; € (G1,Gs,...,Gn) do

Server computes dom(G;) and defines a bijection: f:e — [1,n] for all
e € dom(G;)

Server sends f to all users in P;

// User-side encoding and perturbation

for each user u € P; do

Initialize bitvector B, = [0,0, ..., 0] with length equal to |dom(G;)|

7% = RETAIN_ATTRIBUTES(r,, G;)

pos < f(ry)

By [pos] < 1

B!, < Perturb B, using the OUE protocol with budget ¢ (Equation
3.3)

User u sends B, to the server

// Server-side estimation

Let A; denote an attribute in G; and S be a set of attributes
S CG;\{A} with |S]| <k

for each possible A; and S do

Execute lines 10-17 of Algorithm 2

Store resulting Pr[a, s], Pr[a], Pr[s], and I(A;, S) in memory

17 Execute lines 1-14 of Algorithm 1 using the probabilities and mutual

information stored above

18 return N
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Chapter 5

EXPERIMENTAL EVALUATION

We implemented all algorithms and performed experimental evaluations in Python.
Our experiments aim to measure the effectiveness of our solutions under various con-
ditions such as different datasets, ¢ budgets, and k. We first describe our experiment

setup, and then present and discuss our results.

5.1 Experiment Setup

Datasets. We used three popular benchmark datasets in our experiments: Adult,
ACS Income, and Titanic.

Adult is a widely used dataset in the data privacy literature. It can be down-
loaded from the UCI ML Repository! and contains demographic and employment-
related information about individuals. We removed records that had missing values
and used the remaining 45.222 records. Among the 14 attributes that originally
exist in Adult, we removed fnlwgt, education-num, capital-gain, and capital-loss
attributes, resulting in a total of 10 remaining attributes.

ACS Income is similar to the Adult dataset, but it is more recent [Ding et al.,
2021] and contains more than 1.6 million records. It was compiled from the American
Community Survey (ACS) Public Use Microdata Sample. Both the Adult and
ACS Income datasets are typically used in classification tasks to predict whether
an individual earns more than $50K salary in a year.

Titanic is a synthetic dataset containing records of 1 million passengers. It
contains attributes such as the passenger’s age, gender, fare, port of embarkation,
and ticket class. The dataset is typically used in classification tasks to predict

whether a passenger survived the Titanic disaster. From all records, we extracted

lhttps://archive.ics.uci.edu/dataset/2/adult
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those passengers with ages between 18 and 99, and removed records with missing
values.

Utility Metrics. Let N, denote the gold standard, non-private Bayesian net-
work that would be built without privacy protection. Let N, denote a Bayesian
network built under e-LDP using LDP-BN or LDP-BN+. It is desired that N,
closely resembles N, from a utility perspective. However, in reality, NV, and N, may
contain differences caused by LDP noise. To measure these differences, we propose
and utilize three utility metrics: Structural Hamming Distance, Joint Distribution
Error, and Marginal Distribution Error. For all three metrics, higher errors indicate
higher utility loss.

Structural Hamming Distance (SHD): Recall that Bayesian networks can be rep-
resented as directed acyclic graphs. SHD quantifies the structural differences be-
tween two directed acyclic graphs by measuring the minimum number of edit oper-
ations required to transform one graph into the other. More formally, SHD is equal
to the minimum number of edge additions, edge removals, and/or edge direction
reversals necessary to turn N, into N.

Joint Distribution Error (JDE): JDE enables us to quantify how well the joint
probability distributions among attributes are preserved. For all pairs of attributes
in A, we generate their joint probability distributions from A, and store them in a
list denoted by J,. Then, we generate their joint probability distributions from N,
and store them in a list denoted by J,. To measure JDE, we calculate the average

{5 distances between the distributions in J, and J,:

IDE = =3 3,01 = 3, (5.1)

Marginal Distribution Error (MDE): MDE quantifies how well the marginal
probabilities of attributes are preserved. For each attribute A; € A, we generate its
marginal probability distribution Pr[4;] from N, and store it in a list denoted by
M,. Then, we generate its marginal probability distribution from A, and store it

in a list denoted by M,. To measure MDE, we calculate the average ¢, distances
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Figure 5.1: JDE results for the Adult (first row), ACS Income (second row), and
Titanic (third row) datasets. The leftmost column corresponds to k = 1, middle
column is k£ = 2, and rightmost column is & = 3.

between the distributions in M, and M,:

MDE = - 3™ M, i — M i (52)
A;eA

5.2 Results and Discussion

We report results with the JDE metric in Figure 5.1 and the MDE metric in Figure
5.2. In both figures, we experiment with all three datasets, k£ ranging from 1 to
3, and ¢ ranging from 0.5 to 5.0. We observe from Figure 5.1 that LDP-BN+
significantly outperforms LDP-BN across varying datasets, k values, and ¢ values.
We also observe that as e increases, JDE values of LDP-BN+ decrease, which is
intuitive because the amount of LDP noise is lower. However, JDE values of LDP-

BN do not decrease as much. The reason behind this trend is that LDP-BN divides

d

the total € budget into (k+1

) pieces; therefore, despite an increase in ¢ the individual
pieces are not that strongly affected. Hence, in the case of LDP-BN, the amount of

LDP noise remains high despite increasing ¢.
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Figure 5.2: MDE results for the Adult (first row), ACS Income (second row), and
Titanic (third row) datasets. The leftmost column corresponds to & = 1, middle
column is k£ = 2, and rightmost column is £ = 3.

We observe from Figure 5.2 that LDP-BN+ outperforms LDP-BN in terms of the
MDE metric as well. On the other hand, there are a few cases with the Adult dataset
and low ¢ values (such as e = 0.5, 1.0) in which LDP-BN is similar to LDP-BN+
or slightly better. The reason behind this trend is because of the size of the Adult
dataset. In general, LDP performs better when there are large volumes of data since
larger datasets enable LDP noise to better cancel out during estimation. Yet, the
Adult dataset is considerably smaller than the ACS Income and Titanic datasets.
Hence, the noise better cancels out on the ACS Income and Titanic datasets, causing
both JDE and MDE values to be lower on these two datasets.

Overall, JDE and MDE results are reasonably low under popularly used ¢ values
such as € = 1, 2, and 4 especially in the case of larger datasets. This shows that
LDP-BN+ can indeed be used in practice to build Bayesian networks with high
utility (low error). On the other hand, we observe that errors are lower when k =
1 or 2 compared to kK = 3. This shows that there is still room for improvement in

reducing errors in high-degree Bayesian networks.
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Table 5.1: SHD results for different values of £ and e across all three datasets
(Adult, ACS Income, Titanic). The better-performing solution under each setting
is highlighted using bold text and gray cell background.

Dataset k Solution e=0.5 e=1.0 e=20 e=30]| =40 | €¢=5.0
i LDP-BN 14 16 14 14 14 14
=1
LDP-BN+ 10 8 14 12 12 4
LDP-BN 18 16 18 18 20 20
Adult k=2
LDP-BN+ 20 18 20 16 18 18
s LDP-BN 26 18 16 16 16 28
N LDP-BN+ 20 18 16 10 14 20
- LDP-BN 8 8 10 8 8 10
LDP-BN+ 8 8 8 8 6 10
LDP-BN 10 8 12 12 16 14
ACS Income | k=2
LDP-BN+ 12 12 12 10 10 12
i LDP-BN 6 10 10 10 8 12
=3
LDP-BN+ 8 6 10 10 8 10
i LDP-BN 6 4 8 8 6
=1
LDP-BN+ 6 4 4 4 0
LDP-BN 6 8 4 6 9 8
Titanic k=2
LDP-BN+ 10 8 12 8 8
v LDP-BN 10 7 12 10 10 8
N LDP-BN-+ 9 8 7 8 8 8

We report results with the SHD metric in Table 5.1. SHD values tend to decrease
as ¢ increases, which is intuitive. Yet, in several circumstances, SHD values may
remain similar despite increasing €. Thus, unlike JDE and MDE metrics, there is
not a strong correlation between ¢ and the amount of error in terms of the SHD
metric. Table 5.1 also shows that LDP-BN+ generally provides equal or better
SHD compared to LDP-BN across a range of conditions. This observation is similar
to the JDE and MDE metrics. In many cases, especially in the Adult and ACS
Income datasets, LDP-BN+ clearly outperforms LDP-BN. However, the degree of
improvement differs by dataset. The Adult dataset sees consistent improvement
from LDP-BN+, whereas ACS Income shows moderate to strong improvements at
certain ¢ values, whereas Titanic results are more mixed. Across multiple datasets,
it should be noted that the benefit of LDP-BN+ is more pronounced when ¢ is

higher.
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5.3 Case Study: Synthetic Data Generation with LDP-BN-

While Bayesian networks can be used for several purposes, one of their applications
— especially in the centralized DP domain — has been synthetic data generation
[Zhang et al., 2017, Bao et al., 2021, Ma et al., 2023, Qi et al., 2020]. Therefore,
we also evaluate LDP-BN+ in a case study involving synthetic data generation. We
follow the same steps as in [Zhang et al., 2017] and [Bao et al., 2021] for generating
synthetic data. We order the attributes in the Bayesian network in topological order
and iterate over them to ensure that the values of the parent attributes are sampled
before their children. For the initial attribute (without any parents), the value for
that attribute is sampled according to the attribute’s marginal distribution. For
subsequent attributes, we use the conditional probability distributions calculated
from the Bayesian network together with the values of the parents.

After generating synthetic datasets with cardinality equal to |P|, we train two
machine learning models on these synthetic datasets: XGBoost and Light GBM. We
choose XGBoost and Light GBM models since they generally perform accurately on
tabular datasets, and they perform accurately on our three datasets as well. We
compare the accuracy of the XGBoost and Light GBM models trained on synthetic
data versus models trained on real data. We say that the synthetic datasets have
high utility if the models trained on synthetic data have similar accuracy compared
to models trained on real data.

Table 5.2 contains the results of this experiment. For each dataset, we observe
that the models trained on the real data consistently achieve the highest accuracy.
This sets the benchmark for evaluating the synthetic datasets. The results indicate a
clear trend where lower values of £ (corresponding to higher privacy) result in lower
model accuracy, which is expected as more noise is introduced to achieve LDP. As
the value of ¢ increases, the accuracy of models trained on synthetic data generally
improves. For example, on the Adult dataset with k& = 1, XGBoost’s accuracy
increases from 60.58% at ¢ = 0.5 to 80.57% at ¢ = 5, approaching the clean data
accuracy of 84.25%. We observe that the parameter &, which controls the complexity

of the generated Bayesian network, also has an impact on model accuracy. In many
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Table 5.2: Accuracy results of XGBoost and Light GBM models built on real data
(rightmost column) versus synthetic data generated from Bayesian networks under
varying k and e.

Dataset k Model e =0.5 e =1.0 e =20 e =3.0 e =4.0 e =25.0 Real Data
& 1 XGBoost 60.58 67.90 70.88 67.89 71.75 80.57 84.25
N Light GBM 60.42 68.01 71.11 68.77 71.65 80.69 84.09
XGBoost 72.45 72.21 72.91 70.71 72.07 69.18 84.25
Adult k=2
LightGBM 72.25 72.38 72.76 70.84 72.17 70.02 84.09
b3 XGBoost 78.99 82.64 70.67 74.52 72.21 70.07 84.25
N LightGBM 79.82 83.15 71.47 74.68 73.58 70.90 84.09
& 1 XGBoost 64.66 67.59 73.26 68.84 67.51 66.47 81.71
- LightGBM 64.73 67.65 73.28 68.83 67.53 66.48 81.64
XGBoost 76.76 74.62 73.06 72.15 72.63 74.32 81.71
ACS Income k=2
Light GBM 76.61 74.71 73.14 72.24 72.70 74.29 81.64
b3 XGBoost 74.62 75.13 75.13 78.94 79.70 76.10 81.71
N LightGBM 74.97 75.34 75.23 79.27 79.68 76.30 81.64
B 1 XGBoost 80.86 80.76 81.17 80.98 80.86 81.45 85.16
N Light GBM 80.89 80.76 81.17 80.98 80.86 81.45 85.14
XGBoost 79.15 76.53 79.50 79.47 80.81 79.87 85.16
Titanic k=2
Light GBM 79.13 76.45 79.55 79.49 80.77 79.89 85.14
o — 3 XGBoost 79.14 74.42 84.59 71.19 71.51 80.69 85.16
e LightGBM 71.78 69.36 80.09 68.33 68.79 80.62 85.14

cases, increasing the complexity by using larger k& seems to be beneficial for increased

model accuracy. Yet, this trend is not always consistent, as there are also several

instances in which k£ = 3 yields models with lower accuracy compared to kK = 1 or 2.

This is likely because high-dimensional joint and conditional probabilities become

too dominated by LDP noise, which increases utility loss.

Finally, we observe that the XGBoost and Light GBM models exhibit similar per-

formance trends across all datasets and parameter settings. Light GBM only slightly

outperforms XGBoost in several scenarios. This consistency between Light GBM and

XGBoost suggests that the observed trends are likely to be robust across various

models and they are not specific to XGBoost or Light GBM.
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Chapter 6

CONCLUSION

In this thesis, we addressed the problem of learning Bayesian networks under
LDP by proposing two solution methods: LDP-BN and LDP-BN+. We first in-
troduced a common Bayesian network construction algorithm and then adapted its
mutual information computations to the LDP setting, yielding the LDP-BN solu-
tion. Motivated by the utility limitations of LDP-BN due to the need to divide the
privacy budget across multiple mutual information computations, we proposed LDP-
BN+ which employs a novel density-aware covering design algorithm, enabling more
effective use of the privacy budget. Our experimental evaluations on three datasets
and multiple utility metrics demonstrated that LDP-BN+ substantially outperforms
LDP-BN, and yields high-utility Bayesian networks.

There are multiple avenues for future work. First, we plan to further optimize
the budget allocation by using uneven budgets or uneven subpopulation sizes for
different groups (G1, Ga, ..., Gi). Second, we plan to improve the utility and efficiency
of Bayesian networks for higher & values. Third, we plan to extend our solutions to
temporal and dynamic Bayesian networks to address evolving and time-dependent

datasets.
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