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ABSTRACT

PAYLOAD-BASED NETWORK INTRUSION
DETECTION USING LSTM AUTOENCODERS

Selin Cogan
M.S. in Electrical and Electronics Engineering
Advisor: Stileyman Serdar Kozat
December 2020

The increase in the use of computer networks by vast numbers of different devices
have allowed malicious entities to develop a plethora of diverse attacks, target-
ing individuals and businesses. The defence systems need to be kept up to date
constantly since new attacks emerge daily, in addition to having a wide range
of characteristics. Intrusion detection is a branch of cyber-security that aims to
prevent these attacks. Machine learning and deep learning approaches gained
popularity in this discipline, as they did in many others such as fraud detec-
tion and medicine. Given that network traffic usually displays normal behavior,
anomaly detection methods can pinpoint threats by identifying connections with
abnormal properties. This task can be accomplished in a supervised or an unsu-
pervised manner. Regardless of the path, constructing meaningful representations
of network data is essential. In this thesis, we employ different types of feature
extraction methods for computer network data and anomaly detection strategies
that can detect malicious behaviour. For the feature extraction task, we aim to
obtain vector representations of network payloads such that the core information
is more reachable and irrelevant information is discarded. In our setting, the input
size can vary due to the nature of the computer network data. Considering this,
we use feature extraction methods that can map inputs of varying sizes into fea-
ture spaces with fixed dimensionality so that some machine learning approaches,
that are otherwise unusable in these settings, can be employed. For the anomaly
detection task, we utilize both supervised and unsupervised approaches. The
supervised methods make use of the aforementioned feature extraction strategies
and use the reduced and fixed dimensional representations of the computer net-
work data. For the unsupervised case, we employ autoencoders that can extract
information from sequential data. Recurrent neural networks(RNNs) can process
sequential data with varying length. We specifically use autoencoders with long
short-term memory(LSTM), which is a special form of RNNs with a more complex
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structure that allows them to handle long-term dependencies in sequential data.
Then, anomaly detection is performed using reconstruction error. We conduct
experiments using dynamic and realistic data sets, which consist of various types
of attacks. Then, we evaluate the validity of our proposed approaches based on
AUC and F1 measures.

Keywords: Intrusion detection, anomaly detection, long short-term memory, deep

autoencoders, feature extraction.



OZET

LSTM OZKODLAYICILAR ILE AG YUKU TABANLI
[HLAL TESPITI

Selin Cosan
Elektrik ve Elektronik Miihendisligi, Yiiksek Lisans
Tez Danigmani: Sileyman Serdar Kozat
Aralik 2020

Bilgisayar aglarimin ¢ok sayida farkli cihaz tarafindan kullanimindaki artis,
kot niyetli olusumlarin, bireyleri ve isgletmeleri hedef alan cok sayida farklh
saldirilar gelistirmesine olanak saglamaktadir. Saldirilar cok cesitli karakteris-
tik yapilara sahip olmanin yani sira her giin yeni formlarda ortaya ¢iktigi icin
savunma sistemlerinin siirekli giincel tutulmasi gerekmektedir. Saldir1 tespiti, bu
saldirilar1 6nlemeyi amaglayan bir siber giivenlik dalidir. Makine 6grenimi ve de-
rin ogrenme yaklagimlari, dolandiricilik tespiti ve tip gibi diger pek ¢ok alanda
oldugu gibi bu disiplinde de popiilerlik kazanmigtir. Ag trafiginin genellikle nor-
mal davranig sergiledigi goz ontine alindiginda, anomali tespit yontemleri, anor-
mal oOzelliklere sahip baglantilar1 belirleyerek tehditleri taniyabilmektedir. Bu
gorev, denetimli veya denetimsiz bir sekilde gergeklestirilebilir. Anomali tespit
yonteminin denetimli veya denetimsiz olmasi, ag verilerinin anlamli temsillerini
olugturmanin ¢ok onemli oldugu gergegini degistirmemektedir. Bu tezde, bilgisa-
yar ag verileri icin farkli ozelliklerde Gznitelik ¢ikarma yontemleri ve kotii niyetli
davramslar1 tespit edebilen anomali tespit stratejileri kullamlmigtir. Oznitelik
cgikarma gorevi icin, temel bilgileri daha erigilebilir kilacak ve alakasiz bilgileri
ayiklayacak sekilde ag yiiklerinin vektor temsillerinin elde edilmesi amacglanmistir.
Bizim problem tanimimizda, girdi boyutu bilgisayar ag1 verilerinin dogasi geregi
degisken olabilir. Bunu goz oniinde bulundurarak, farkli boyutlardaki girdi-
leri sabit boyutluluga sahip oznitelik uzaylarina eslestirebilen 6znitelik ¢ikarma
yontemleri kullanilmigtir.  Boylece bu ortamlarda varsayilan halleri ile kul-
lanilmasi miimkiin olmayan bazi makine ogrenimi yaklagimlar1 kullanilabilir
hale getirilmigtir. Anomali tespiti gorevi i¢in hem denetimli hem de denetim-
siz. yaklagimlardan yararlanilmigtir. Denetimli yontemler, yukarida bahsedilen
oznitelik gikarma stratejilerinden faydalanir ve bilgisayar agi verilerinin in-

dirgenmis ve sabit boyutlu temsillerini kullanir. Denetimsiz durum igin, siral



vi

verilerden bilgi ¢ikarabilen 6zkodlayicilar kullanilmigtir. Tekrarlayan sinir aglari
(RNN’ler), degisen uzunluktaki sirali verileri isleyebilir. Ozellikle, sirah veril-
erdeki uzun vadeli bagimhiliklar1 iglemelerine olanak taniyan daha karmagik bir
yapiya sahip 6zel bir RNN bigimi olan uzun kisa stireli bellege (LSTM) sahip
ozkodlayicilar kullanilmigtir. Ardindan, yeniden yapilandirma hatasi kullanilarak
anomali tespiti gercgeklestirilir. Cesitli saldir1 tiirlerinden olusan dinamik ve
gercekei veri kiimeleri kullanilarak deneyler yapilmigtir. Sonrasinda, AUC ve F1

Olctimlerine dayali olarak onerilen yaklagimlarimizin gecerliligi degerlendirilmistir.

Anahtar sézciikler: Thlal tespiti, anomali tespiti, uzun kisa-siireli bellek, 6znitelik
¢ikarimi, derin ozkodlayicilar.
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Chapter 1

Introduction

With the rapid increase in the number of devices that utilize the Internet and
other public or private computer networks, the frameworks that support these
connections are becoming more vulnerable to attacks. The main reason for vul-
nerability is that the behavior of network traffic is constantly changing. In other
words, new network attacks emerge daily, so the definition of normal or anoma-
lous behavior for network traffic varies. Due to this highly variable nature of the
network data, it is extremely difficult to precisely evaluate a particular algorithm

for detecting attacks.

The discipline that focuses on effective and efficient detection and prevention
of threats is called intrusion detection [1]. As the intrusion problem is very critical
to ensure the digital safety of individuals and businesses, many counter measures
are proposed to overcome this challenge such as statistical models or machine
learning based approaches for modeling anomalous behavior. Statistical models
work well when the attackers’ behaviour is predictable, i.e, the attacks are known.
However, as mentioned before, the attacks come in many different types and they
do not fit a pattern due to new attack types. Therefore, it may not be practical
or even possible to construct well defined models for all types of attacks. Even
if it was possible to model every attack that exists as of now, unknown attacks

may not be represented by previously designed models.



As a result, similar to many other fields such as signal processing, data driven
methods gained popularity lately in this domain as well. The interest in data
driven methods is justified since in presence of enough data, these methods can
model attacks without the need of detailed expert input and under very mild
mathematical assumptions. In fact, rather than trying to model every attack
type, aiming to model network behavior that is known to be safe and rejecting
abnormal instances is a technique that is used both in the literature and in prac-
tice [2]. This framework is called anomaly detection. Assuming non-malicious
behaviour to be the common type of behaviour in a computer network, any mali-
cious behaviour can be thought of as an anomaly. Anomaly detection methods are
often utilized to filter out instances with undesirable or uncommon characteris-
tics. There is a plethora of research on machine learning based anomaly detection
methods such as isolation forests [3] and one-class support vector machines(OC-
SVM) [4]. However, the main drawback of these methods, especially in domains
like intrusion detection, is that they require experts to extract features from
statistical quantities. Moreover, they are not suitable for tasks that require con-
sideration of time dependencies. Deep learning models, on the other hand, can
directly work on raw or minimally preprocessed data and they are compatible
with feature extraction architectures such as convolutional and recurrent layers
which allows systems to make use of spatial and temporal properties of data.
In addition to being versatile in terms of data formatting, deep learning models
also achieve state of the art performance in many tasks, as they can discover
highly complex relations which are not intuitive to humans through neither expe-
rience nor statistical examinations. In this thesis, the aim is to detect malicious
behavior, specifically intrusions, in computer networks using anomaly detection

frameworks powered by deep neural networks.

Anomaly detection is used in various disciplines such as cyber-security, fraud
detection and medical diagnosis[5, 6, 7]. As with any other approach that requires
precision, extraction of truly useful features is of utmost importance in anomaly
detection. Effective representations can be extracted from sequential data by
using methodologies like term frequency-inverse document frequency(tf-idf) or

n-grams [8; 9]. Similarly, sequences with semantic relationships can be efficiently



represented using Word2Vec models [10]. These representations can be utilized
efficiently with architectures that consider time dependencies like recurrent neural
networks(RNNs) [11]. For example, tf-idf weighting scheme can be very useful
in scenarios where there are a lot of common items that are not interesting and
very few items that are much more helpful for learning. Note that, in this thesis

we aim to employ these strategies, which we will provide details about later.

A common approach that is used in the anomaly detection literature is to learn
a decision function that outputs an anomaly indicator score[12]. This decision
function can be achieved through determination of a model and optimization
of model parameters according to a loss function, such as hinge loss for support
vector machines or mean squared error for autoencoders. One-class support vector
machines is an example of this process [13]. However, these kinds of approaches
such as one-class support vector machines fall short in presence of sequential data
with varying length, since they require vector representations of data. Therefore,
for payload-based intrusion detection, they lack the ability of incorporating time
dependencies and rapidly changing network traffic[14]. These limitations pave

the way to the utilization of deep learning methods in intrusion detection.

In its simplest form, deep learning can be performed by multi-layer percep-
trons with many hidden layers. Unfortunately, using a fully connected deep
neural network cannot fully exploit the sequential nature of time series data[15].
RNNs are increasingly used in applications where sequential data is present [16].
Once again unfortunately, simple RNN structures are not sufficiently equipped
to perform this task the way its meant to be due to vanishing gradient problem.
Although simple RNNs can capture time relations in shorter sequences, they fail
to do so in longer ones. Long short term memory(LSTM) architecture is a varia-
tion of the RNNs that allow better feature extraction when there are long pauses

between important events in data[17].

Unlike classification and regression tasks, there is no straightforward way to
program neural networks to detect anomalies. At this point, autoencoders can di-
rectly be used for anomaly detection by applying a threshold to the reconstruction

error. In addition, they can be used to extract features of reduced dimensionality,



which can be used for classification by other approaches like SVMs or random
forest(RF). The main use of autoencoders is to produce a representation of the
data that has lower dimensionality than the original data, but its direct use as

an anomaly detector in our case is as follows.

Autoencoders are made up of two main components: encoder and decoder.
They take a time series data as input, process it through LSTM or convolutional
layers and encode it such that its dimensionality is reduced. The main idea
behind this process is to eliminate irrelevant information and extract the core,
meaningful representation of the data. After the encoding step, the encoded
features are then fed into a decoder, which tries to reproduce the input data at
its output. In other words, it tries to undo what the encoder does and aims to
use the lower dimensional representation of the data to construct the original
input. In our framework, when a test input comes, the autoencoder processes
the test input through the encoder and the decoder, respectively. At the output,
a reconstructed version of the input data is created. The reconstruction error
is then used as an indicator of anomaly. Note that, this anomaly indication
score is meaningful because the autoencoder is trained with data having mostly
normal instances and thus learns to model normal behavior. Also note that,
actually the training on only normal data is preferred, since the aim is to model
normal behavior alone. However, in a realistic framework, training data may
include anomalous data instances with very low ratio. All that is needed for a
good training session is the insurance of low ratio of anomalies in the training
set and enough number of samples that nicely represents the distribution of the
normal samples. The assumption is that, in presence of an anomalous input, the
autoencoder will fail to reconstruct properly and yield a high reconstruction error.
After the reconstruction error, i.e., the anomaly score is calculated, anomaly score
is compared against a threshold value. If the anomaly score of an instance is
larger than the threshold value, than that instance is labeled as an anomaly.
This threshold value can be selected according to the requirements of the system.
For example, if the system needs to have a low false alarm rate, then a higher
threshold should be selected.

In addition to deep autoencoders, other feature extractors such as n-grams

4



Feature Extraction
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n-grams Autoencoders

Figure 1.1: Main components of the intrusion detection system

with tf-idf and Word2Vec are going to be used in our setting. Then, we take
features obtained from different models and use them as inputs to other algo-
rithms such as SVM and RF. Besides this supervised framework, we also perform
anomaly detection in an unsupervised manner. In our unsupervised framework,
the system observes payload data that is captured from computer networks and
decides whether the behaviour is malicious or not. For this purpose, we employ
deep autoencoders as anomaly detectors. In Fig. 1.1, the architecture of the

system can be seen.

In this study, LSTM autoencoder structure is employed as a sequential au-
toencoder. The reasons behind this choice are that the failure of RNNs when
lags between time events occur and the known problem of RNN being vulnerable

to exploding and vanishing gradients[18].

The data are allowed to contain time series of varying lengths in our setting,
but this does not pose a problem as LSTMs are capable of handling inputs with
varying length by compressing them into fixed length representations[19]. Even
though processing varying sized inputs are possible with regular autoencoders
by simply padding them with zeros[20, 21], it is not ideal. Due to its capability
of modeling time dependencies, the use of LSTMs is a more suitable choice. In
addition, the automatic compression of varying lengths is a pleasant convenience.
Another useful property of RNNs, and hence LSTMs, is the use of shared weights
between time steps, which in return allows for generalization of the extracted

features among different positions in a given sequence.

Besides the LSTM based sequential autoencoder model, we also employ CNN
autoencoders in our unsupervised framework. They are mostly employed in image

processing applications[22; 23]|. They usually yields good performance in varying



applications and have fast training time with the recent development in GPU
technology. In addition, they also perform well in NLP tasks. In [24], one di-
mensional(1D) CNN is designed with residual connections. It captures temporal
dependencies in sequential data with variable length. Although their structure
resembles RNNs, they are not designed to be used as autoencoders. In another
perspective, a 2D CNNs architecture is introduced in [25] to be used in sequence
modeling for classification task. In our setting, we also aim to capture semantics
from payloads, therefore, CNN is an appropriate alternative to LSTM in this

context.

The use of neural networks in intrusion detection systems is investigated in [16].
In [26], LSTMs were utilized for the first time in intrusion detection setting. Also
in [27, 28, 29], the possible applications of Support Vector Machines(SVMs), Self-
Organized Maps(SOMs) and RF to the network intrusion detection problem is
discussed, respectively. One main drawback of these methods is that they require
a fixed input length. More importantly, random forests and SVMs are supervised
methods that require labeled data. Supervised methods require at least two
classes to be trained because the decision boundary is constructed in a manner to
distinguish between classes. One could argue that along with normal data, one
could feed anomalous data extracted prior to the training of the system, possibly
by experts. However, this would again pose two further problems. First problem
is that since the intrusion data is considered to be rare, only small amounts of
samples can be found which then turns into an imbalanced classification problem.
Even though there are methods that deal with imbalanced classification such
as undersampling or oversampling, they may not be applicable in our setting.
For example, the use of undersampling may not be practical as there would be
very few examples left from normal class. In order to match the size of the
anomalous class, most samples will be ignored, resulting in a very small training
that will lead to easy overfitting. In the case of oversampling, having enough
anomalous instances in training set allows efficient representation of both normal
and anomalous data. However, the detection of unknown attacks may not be

possible, assuming that evolving attacks fits a different pattern.

The second and more important problem about supervised training scheme is
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that it may not be practical or possible to gather anomalous data that represent
all anomalous characteristics. The supervised learner is limited to distinguishing
anomalous data that is drawn from the same distributions in the training set,
but it will fail to recognize if anomalous data changes characteristics and yield
unstable results. However, with an unsupervised approach as long as the distri-
bution of normal instances stay the same, or drift negligibly, then the changes
in anomalous data does not affect the system. Apart from the aforementioned
studies, also semi-supervised approaches are considered, such as the one in [30].
Similar to our study, in [31], an LSTM autoencoder is utilized to reconstruct
video frames. Also in [32], LSTM and CRF autoencoders are investigated. [33]
and [12] also contain unsupervised strategies for the anomaly detection problem.
The authors of [34], provide a detailed analysis of the NSL-KDD data set [35]

and their work consists of both supervised and semi-supervised frameworks.

A similar architecture to autoencoders is the Restricted Boltzmann machines
[36], that can be similarly utilized both in terms of reconstruction and feature
extraction. A structure that does not take sequential information into account
is given in [37]. In that study, network data is reformatted into images and a
convolutional autoencoder is used for the anomaly detection task. In a different
hierarchical approach, at first, the raw data is fed into a convolutional neural
network, then the output is fed into a recurrent neural network([38]. In [39],
the convolutional autoencoder is used while preserving the sequential meaning,
however since the loss is computed using the labels, this method can not be

properly compared to others we mention that operate in an unsupervised manner.

For the task of intrusion detection, another crucial part is selecting an ap-
propriate data set. Not many data sets are available due to security reasons
and the data sets that do exist on networking data generally suffer from heavy
anonymization. In this work, we use the ISCX IDS 2012 [40] data set, which
provides dynamically generated realistic data. In the process of constructing this
data set, real traces are analyzed to create profiles for agents that generate real
traffic for a variety of protocols such as HT'TP, SMTP and FTP. Similarly, they

generate attacks for different scenarios reflecting a real network.



After selecting an appropriate data set and designing intrusion detection sys-
tems, evaluation of anomaly detection methods can be tricky. However, inves-
tigating the area under curve(AUC) score obtained from the plot of receiver
operating characteristic(ROC) is not only a reliable way to both evaluate the
algorithms on the test set but also a way to determine hyperparameters such
as the threshold for reconstruction error when examined on validation sets. In
this setting accuracy is not a good metric because data set is highly imbalanced.
Instead, examining the ROC curve, that includes true positive rates and false
positive rates, and evaluating based on AUC score is a more robust and mean-
ingful way to test the system. However, to have a finalized system we need to
fix the hyperparameters. We determine these hyperparameters using AUC score.
Then, the system performance is given by F1 score which is the harmonic mean

of the precision and the recall scores.

1.1 Thesis Contribution

e Although payload-based intrusion detection scenarios exist in the litera-
ture, we approach the problem from a different perspective by employing

algorithms generally used in NLP tasks.

e We perform efficient feature extraction from network payloads using deep
autoencoders. While doing so, we consider network payloads as sequential

data including semantic information.

e We introduce both a supervised and an unsupervised framework for intru-
sion detection. Source and destination payloads are utilized together in
both settings.

e For the unsupervised setting, the payloads are directly used by CNN and

LSTM autoencoders. Then, we perform anomaly detection.

e We evaluate the performance of the proposed algorithms through an exten-

sive set of experiments and provide confidence intervals for our results.



1.2 Thesis Organization

The organization of the thesis is as follows. In Chapter 2, we explain several
feature extraction algorithms in detail. We consider tf-idf, Word2Vec and deep
autoencoders. In addition, we demonstrate how to incorporate network payloads
as inputs in these settings. In Chapter 3, we present our supervised and un-
supervised frameworks for intrusion detection. In Chapter 4, we illustrate the
performances of the introduced methods by conducting an extensive set of exper-

iments. Finally, we conclude our thesis in Chapter 5.



Chapter 2

Vector Representation of

Network Payloads

In this chapter, we study the problem of feature extraction from network payload
data. Specifically, we will investigate how n-gram, term frequency-inverse docu-
ment frequency(tf-idf), Word2Vec and autoencoder approaches can be utilized in

the search for meaningful features.

2.1 Vector Space Model

In this section, we will introduce how a vector space model can be used to extract
features from network payload data. In particular, we will use n-grams and tf-
idf in conjunction. In our study, we consider the size of our dictionary to be
the number of n-grams that can be represented by byte sequences. We allow
the network payload data to have different lengths, while we obtain fixed length
representations for each payload. We also consider that a payload consists of two
parts: one that corresponds to the source payload and another that corresponds

to the destination payload. Let X denote the set of payloads and let each payload

10



Unigrams
Bigrams
0
(0, 2)
2
(2, 255)
255
(255, 16)
16
(16, 113)
113
(113, 18)
18

Figure 2.1: An example of unigrams and bigrams for a byte sequence

to be defined as

) = [xfjl, xf’Q, . ’lef]
where p € {s,d}. s and d are used to identify whether a byte belongs to the
source payload or the destination payload, respectively. 2 denotes the length of
the payload. In addition, xﬁ ; denotes the i'" byte of the #'" data as the payload,
fori =1,...,17. When the superscript p is not present, x;,; can be used in place of
both source and destination payloads, meaning any implications on z;,; applies to
both the source and the destination bytes. Note that each z;; € {0,1,...,255},

since it is a byte. Finally, let | - | denote the cardinality of a set.

An n-gram is a non-interrupted sequence of elements from a given sample.
First step is simple, we generate n-grams to populate our dictionary of distinct
elements using all the sequences available to us. For example, consider a set of
payloads where the elements of a payload are only allowed to have 3 different
values: 0, 1 or 2. Then a bigram, where n = 2, yields a dictionary that consists
of tokens 00, 01, 02, 10, 11, 12, 20, 21 and 22, which makes its total size to be
32. In our setting, since each element is a byte, a dictionary of size 256" will be
constructed depending on n. An example containing unigrams and bigrams for a

payload vector length of 6 is given in Fig. 2.1.
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Let the set D,, denote a dictionary that is constructed using n-grams of bytes
and let d,,; denote the it" element in D,,. Let a;; denote the number of times the

i'" element in D,, occurs in payload x; and let

A = {ay;breqr, . | x]}ic{1,.|Dal}>

denote the count matrix. Instead of directly using this matrix, the counts are
weighted according to their tf-idf measures. Consider a token d € D, to calculate

its tf-idf against a payload x;:
tf-idf(x, X, d) = tf(xy, d) x idf(X, d)

where ¢ f(x;, d) is the number of times token d is encountered in payload x;. In
addition, the inverse document frequency is given by:

: X
df(X,d) =log ———

where df(X,d) is the number of payloads that contain at least one instance of
d. After tf-idf values are calculated, the normalized feature space is given by the

following matrix:

A = {tfidf(@s, X, dpi) beeq,. 2y i1, Dal}-

This scheme is performed separately on the source and the destination subsets
of the payload. After this step, the two representations are merged using mean
pooling and then fed into a classifier of choice for supervised classification. The

top level schematic of the process is given in Fig. 2.2

Remark 1 After constructing the tf-idf matriz, each row, and thus the weight

vector for each payload, is normalized so that it has unit Fuclidean norm.

Remark 2 As the lengths of the source and destination payloads for all instances
are equalized after the tf-idf step, mean pooling simply takes the average of features

that correspond to the same dimensions for the source and destination payloads.

12



Source
Payload

Y
n-grams
Y
tf-idf

Classifier ———>»

Mean Pooling
Y

Destination
Payload

Y
n-grams
Y
tf-idf

Figure 2.2: Supervised classification scheme that uses vector space model to
extract features

2.2 Word2Vec

Word2Vec is a model using shallow neural networks to learn distributed repre-
sentations of words [41]. Since it is a successful algorithm for capturing semantic
relationships in sentences, it is widely used in natural language processing (NLP)
tasks. Similar to sentences, network payloads, consisting of bytes instead of
words, carry semantic relationships. Therefore, we employ Word2Vec as another

feature extraction algorithm.

In order to obtain the vector representations for bytes using Word2Vec model,
there are two training algorithms available, namely continuous bag of words
(CBOW) and skip gram (SG). CBOW model predicts a word from its context,
which is its surrounding words defined by a context window. On the contrary,
SG uses a word to predict its context. In terms of the quality of representation,
each model has its own properties. SG is useful for predicting rare words where
there is limited training data available. On the other hand, CBOW achieves bet-
ter performance for more frequent words and have faster training time than SG.
Since the amount of data is large enough in our case so that it can benefit from
faster training, we employ CBOW model which is explained in detail for the re-
maining of this section. More specifically, we give mathematical equations for the
network structure and the update rules introduced in [42]. Note that our main

goal is to obtain the vector representations for payloads, not bytes. Therefore,
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Figure 2.3: Neural network architecture for CBOW

we use byte representations learned by Word2Vec model to form feature vector
for each payload. To do so, the mean of the byte representations for each payload

is calculated and regarded as the vector representation of that payload.

2.2.1 Continuous Bag of Words

In this section, we explain the CBOW model used for obtaining distributed repre-
sentations for bytes. First, we start with the simplest form of CBOW predicting
a single byte given another byte as the context. To this end, neural networks
with fully connected layers are used. The network structure is demonstrated in

Figure 2.3.

We define B as the size of our dictionary, which corresponds to the vocabulary
size in [41]. In our case, B is 256, since a byte can take 256 different values.
Input and output bytes are encoded as B-dimensional one-hot vectors. Therefore,
resulting vectors have the value of 1 for the dimension corresponding to the byte
values, and 0 for the remaining dimensions. In addition, vector representations

resulting from CBOW model are N dimensional.

The weight matrix W* between the input layer and the hidden layer is the

embedding matrix for bytes. It is a B x N matrix whose rows are associated with
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byte representations. More specifically, each row of W' is the vector representa-

tion v, of input byte b. Given a context as byte by, we have
h=W 'x= VbTI.

This operation implies that the row of W* corresponding to the context byte is
copied to h. It is inferred from this equation that the activation function of each
neuron in the hidden layer is linear. As a result, embedding matrix W is used

for passing weighted sum of inputs to the hidden layer.

The weight matrix W? between the hidden layer and the output layer is an
N x B matrix that uses context byte data to produce output byte data. For each
byte in the dictionary, a score u; is calculated using W?. u; is given by

u; = (W2 1) "h,

4]

where the j** column of the matrix W? is denoted by W ;- Then, the posterior
distribution of bytes is obtained using softmax function. This distribution is given

as

exp(u,)
pjlbr) =y = =g,
Zj/;éj exp(uy)

where y; is the output of the j unit in the output layer. Substituting u; into

the equation given above we obtain
o \T
€xp (( r.q)) h)
B o AT\’
2 g €XP <( ) h)

Our training objective is to maximize the conditional probability of observing the

p(bslbr) = y; =

actual output byte bp given the input context byte data b; with regard to the
weights. The index of by in the output layer is denoted by j*. Then, we have

max p(bo|by) = maxy;»

= max log y;-

B
= Uj» — logZexp(uj/) =—F,

=1
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where E = —log p(bo|bs) is our loss function to be minimized. Let L define the

cross entropy measure between two distributions, where L is given by
B
L=7) —t;log(y;)-
j=1

In our case, t; = 1(j = j*) is the indicator function so that ¢; is 1 if the j% unit is
the actual output byte, otherwise t; = 0. Therefore, our loss function is actually

a special case of cross entropy measure.

Update rule requires the derivative of the loss function with respect to each
element of the output matrix. The derivatives are computed as
OF OF Ou,;
== = Ejhi.

o ) o
owg;  du; dwg;

Then, the update equation for the output weight matrix using stochastic gradient
descent is

Wi

= Wﬁ’j] —nejh for j=1,2,...,B,

where 1 > 0 is the learning rate.

Since the update equation for output weight matrix W¢ is derived, the next
step is to obtain the update equation for W*. Taking the derivative of E with
respect to W, we have

OE  OE Oh

where h; = ), _, Brjwy;. Then, we need to take the derivative of £ with respect

to h;. The derivative is

0E = 0Edu; <~ )
O " 2 Guyom, 2 T e
J=1 Jj=
Using 0h;/0wy; = x, we have
E
% = xew ' .

Since x is one-hot vector representation of the input, all elements of x is zero

except for the dimension that corresponds to the value of the byte b;. Therefore,
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only the row of OE/OW corresponding to the value of b; is nonzero. Then, we

can write the update equation for W* as

new __ .old T
Vb[ — Vb] - neW

where vy, is the row of W' corresponding to the context byte data. Since the

derivatives of all other rows are zero, they are not updated.
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Figure 2.4: NN architecture for multiple-input single-output CBOW

Since we fully explained CBOW model for one context byte data, we can move
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on to the case where more than one byte is used to predict the target byte.
The schematic of this case is given in Figure 2.4. CBOW model with extended
context takes the average of one-hot byte representations forming the context

data to obtain the hidden layer vector
1

T
h = 5W1 (x1 + %2+ ... +x¢)
1
= E(Vbl + Vy, +-~-+Vbc>7
where C' is the number of bytes in the context and by,...,bc are the context

data bytes. Similar to the case where one context data is available, the byte b is

represented by the vector v;,. The loss function is

E = —logp(bolbra, ..., brc)

B
= —'U/J* —+ log Z eXp(uj/)

j'=1

B
= —vy, 'h+log Z vij* h.

=1
Since the derivatives for the output weight matrix is independent of the context,
the update equation remains the same for the output layer. Then the update

equation is

w

= W[—neh forj=12.. B

The update equation for the input weight matrix is also the same except that it
is applied for each context byte. In addition, since h is now the average of the

context bytes, the update term is now divided by C. Then, the equation is
1
view = Vgid _ EneWT forc=1,2,...,C,

where vy, is the vector representation of the ¢! byte in the input context.

2.3 Feature extraction via CNN Autoencoders

Convolutional structures are very popular in tasks such as image classification

where spatial relations are important. Under the assumption that the bytes of
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payloads relate to other nearby bytes, convolutional neural network(CNN) au-
toencoders can be employed in the task of feature extraction in our setting. We
aim to extract features that include semantic meanings of the payloads by con-
sidering and learning the hierarchical structures in them. As with other autoen-
coders, the purpose here is to reconstruct the input payload at the output. To
this end, we use mean squared error at the output. Formally, let X; be an input
payload and let X, be the output of the CNN autoencoder. The mean squared

error is given by

It
Z || — it,i||2-
i=1

where @, ; is the i'" byte of the input payload X, @;; is the i'" byte of the output
X, and [, is the length of the payload sequence. The optimization strategy
is the same as in other neural network structures, which is to backpropagate
gradients for each payload. After the training of the system, encoder part of
the autoencoder is used to map input payloads to the new feature space. The
structure of the system is given in Figure 2.5. Once all data is mapped into the
new feature space, these features can be used to train classifiers such as random

forests or support vector machines.

Convolutional Global Transposed Transposed
and Local Poolin: Fully Fully Global Convolutional &
X, — ocal 1y 9 |> Connected Connected —>| >*° > — X
Pooling or Lavers Encoded Lavers Pooling or and Local t
Layers Flattening Y Features 4 Unflattening Pooling Layers

Figure 2.5: CNN autoencoder architecture

2.4 Feature Extraction via LSTM Autoencoders

In this section, we will explain how LSTM autoencoders can be used in order to
both achieve a meaningful and a reduced dimensionality while paying attention to
temporal dependencies in network payloads. In addition, their ability to process

varying length input data will be presented.

For this section, we will slightly change the notation regarding the payloads

from how they are defined in Section 2.1. Instead of considering them as a vector
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of payloads, we will consider them as a matrix of one-hot vectors where each
vector represents a byte. Thus, again we have our set of payloads X and we have

our payload as
X = [T .., 21

where x;; denotes the " column of the X; which is a 256 x T} matrix. Note that
we do not consider source and destination payloads separately. This notation is
valid for both cases. As in Section 2.1, [; denotes the length of the payload X;.

We will utilize LSTM autoencoders in this section. However, in order to under-
stand its properties better, we will first mention RNNs. As mentioned in Chapter
1, RNNs can make use of the sequential dependencies in data. Processing data
through RNN yields the state vector[11]:

ht,i =K (V:Utﬂ' + Kh(tfl)’i) . (21)

where h;; € R™ with m being the number of units of the RNN. K and V are
the weight matrices that are multiplied with the previous state vector and the
current input, respectively. We set the element-wise function k(-) = tanh(-), as

it is commonly used in the literature and in practice.

As we explained how RNN works mathematically, we will now show how it
can be used to create autoencoders. Starting with the encoder, we know that the

output of the RNN encoder will be as follows:
ht,z’ = %5”0 (wt,u h(tfl),i) (2-2)

where, similar to the above notation, h,; is the output of the i"* neuron in the
encoder and # denotes the set of parameters of the RNN layer. After this step,
we apply last pooling to the set of outputs, {h,;}/2,, in this study. Hence we

have,
ht == hT,‘,zV (23)

After pooling, we have the encoded version of the input. The next step is to

process it in the decoder part. The decoder, which again uses RNN structure,
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outputs the following using h;:
’jlt’i = Iiiec (h'ty ’tl,(t_l)ﬂ') (24)
1i = phus) (2.5)

where, in this notation, each &;; together represent the reconstructed payload.
Similar to the above case, a denotes the set of parameters of the RNN layer. Here

we set, p(-) = tanh(-), which is an element-wise function.

In order to train the system, we need to specify a loss function that will
produce gradients which will be used to update the weights through the use of

backpropagation. In our case, we used the mean squared loss which is given by

T;
Z || — §3t,i||2-
i=1

As mentioned, we actually want to use an LSTM autoencoder instead of an RNN
one. The functioning of LSTM is fairly complex compared to RNN. The one layer
LSTM structure that we use is defined as follows[40]:

Cri =g (W(é)wm +R9h, 1, + b(5)> (2.6)
ini =0 (WO + ROBy_y; +b0) (2.7)
fri=o0 <W(f)$t,i +RVhy_y; + bm) (2.8)
cii=DVe,; + DVe; (2.9)
O1i =0 <W(O)wm + R(O)ht_u + b(°)> (2.10)
hii = DY B(cys) (2.11)

where ¢;; is the state vector, x;; € R?* is the input vector and h,; € R™ is
the output vector. Also, 4, f,; and o;; denote the input, forget and output
gates, respectively. In the above equations, Dgi):dz’ag(it), Dgf ):dz’ag( f.) and
Dgo)zdiag(ot). diag(+) function is the diagonalization operation. The g¢(-) and
B(+) activations are both selected to be tanh(-) and o(-) is the sigmoid activation.

The LSTM autoencoder architecture is given in Fig. 2.6.

Remark 3 Since LSTM is also an RNN structure, the properties of the RNNs
also apply to the LSTM architecture. This means that (2.2)-(2.5) also applies on
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Figure 2.6: Sequential LSTM autoencoder

the LSTM neural network defined in (2.6)-(2.11). However, the equations for the
LSTM encoder and decoder needs to be updated as follows:

hii = K" (@1, €o-1,4) (2.12)
hy; = rde <hTL-, i1, ét—l,i) (2.13)
Ty = p(ﬁt,i) (2.14)

where hr, is the LSTM state vector obtained after pooling operation over h;; as

mentioned in Eqn. 2.5.

Remark 4 Once the training of the LSTM autoencoder is done, in order to use
it as a feature extractor, we actually only use its encoder part. Given an input
X, simply feeding it through the encoder yields the encoded version of the input,
h;.
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Chapter 3

Supervised and Unsupervised

Network Intrusion Detection

In this chapter, we explain intrusion detection process using different learning
architectures. Our approaches to this problem originate from the fact that net-
work attacks mostly target the application layer. Therefore, we can differentiate
attacks from normal traffic by capturing meaningful information from network
payloads. Since our algorithms are based on processing payload information di-
rectly from raw data throughout this thesis work, our approaches to examining
the effect of using payloads as input to the intrusion detection systems are two

fold.

First, we employ several feature extraction methods that are capable of acquir-
ing vector representations of sequential data with variable length. Each of the
algorithms accomplish this goal by exploiting different characteristics of payloads.
Then, we use support vector machines (SVM) and random forests (RF) to inves-
tigate which type of vector representation yields more meaningful information
about the payloads. Then, we investigate how different payload characteristics

affect the resulting scores of anomaly detection.

Secondly, unsupervised learning algorithms, specifically autoencoders, are used
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for anomaly detection. Instead of using payload features, autoencoders directly
utilize one-hot representations of the networks payloads. Although their encoder
parts are used as feature extractors in our supervised framework, the feature vec-
tor they produce stays hidden and only the calculated reconstruction error for
each payload is required for anomaly detection in the unsupervised setting. Since
labeled data is not available in most real life applications, our main approach is
unsupervised identification of network attacks using autoencoders. We empha-
size the choice of LSTM autoencoders due to their recurrent and complex gated
structure. These properties of LSTMs make them powerful learning algorithm

for sequential data. As a competitor algorithm, we choose CNN autoencoders.

3.1 Supervised Framework Using Vector Repre-

sentation of Payloads

We approach the intrusion detection problem from a payload-based learning per-
spective. However, instead of analyzing packets in terms of its properties, we
directly use payloads as input to feature extractors that are generally preferred
in NLP tasks. In addition, these methods also reduce the need for feature selection
since features are automatically extracted using statistical methods and machine
learning algorithms. We aim to gather all meaningful information required for
intrusion detection. Therefore, in the supervised setting, we employ different al-
gorithms, each having a different approach for obtaining vector representations

of sequential data.

For example, n-grams with tf-idf scores can extract information about the
importance of each element in a sequential data. However, they fail to capture
semantics, since their produced score solely depends on element count in given
sample. On the other hand, Word2Vec models are able to capture semantic

relationships between the elements by taking into account the context.

As a more sophisticated and dynamic approach, LSTM networks can learn
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Figure 3.1: Supervised Anomaly Detection Scheme

semantic information from sequences while maintaining a long term memory of
sequential information. However, its ability to accomplish these goals are shown
mostly on time series data and NLP tasks. Therefore, our main goal is to investi-
gate if the payloads can be processed efficiently using these algorithms so that we
can obtain vector representations of payloads to be used for intrusion detection.
For comparison, we employ CNNs, which are also used in NLP tasks as a faster
alternative to RNNs. Although they are shown to be useful capturing semantics,

their ability to efficiently process sequential data is limited.

After obtaining feature vectors, we employ SVM and RF. They perform well
for many real life problems differing in context. Then, we perform intrusion
detection by means of binary classification. The schematic of the framework is
demonstrated in Fig. 3.1. Note that we use both source and destination payloads
as our inputs, aiming to extract features for detecting different types of attacks.

Therefore, we provide a dynamic approach to the intrusion detection problem.
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3.2 Unsupervised Framework Using LSTM Au-

toencoders

Although payload features can carry important information about network traffic,
they require training of feature extraction and classifier algorithms separately. In
addition, unsupervised learning algorithms are more suitable for real life network

data since the labels are not available most of the time.

To this end, we use autoencoders to design an unsupervised framework in which
vector representation is learned and used automatically, since we directly use
reconstruction error for anomaly detection by comparing it to a chosen threshold.
We employ CNN and LSTM autoencoders for comparison. The schematic of the

setting is demonstrated in Fig. 3.2

Details of how unsupervised methods are used in the intrusion detection system
are as follows. Recall that in previous chapter we derived the equations for
the LSTM autoencoders. We do not need the technical details in this section,

hence we will reiterate briefly while generalizing the structure. Let x§"(-) be
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the encoder part of the autoencoder with parameter set 6, then for a payload

X = [x1,...,zr], we have the following as its encoded version
h =k (X). (3.1)

This value was used in the previous chapter for unsupervised preprocessing to

provide fixed length vectors for supervised methods. When we process this vector

dec

gec(+), the decoder with parameter set v , we get

through

~

X = r%(h). (3.2)

where X is the reconstructed payload whose representation is given as X =

[@1,...,27]. The reconstruction error, which we use as anomaly indication score,
is given by:
T
Err(X) =|X = X1 =Y [|@ — &> (3.3)
t=1
where || - ||2,1 denotes the Ly ; norm which is the sum of the Euclidean norms of

the columns for a matrix as seen above.

Lastly, we need a threshold 7 to make our final decision. During the experi-
ments, we select 7 in both a supervised and an unsupervised manner using the
validation set. Only after 7 is fixed, the autoencoder is evaluated on the test set.
The choice of 7 is vital, as setting it too low may cause high false alarm rate and

setting it too high may allow intrusions to go undetected.
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Chapter 4

Experiments for Supervised and

Unsupervised Learning

This chapter contains experiments regarding all the approaches discussed in the
previous two chapters. To give a brief introduction to the chapter, let us mention
that feature extraction methods discussed in Chapter 2 are employed in the su-
pervised framework from Chapter 3. Also, using autoencoders from Chapter 3,
unsupervised anomaly detection will be performed. Before giving details about
the experiment setup and results, we will give information regarding the data set

we used and data preprocessing steps for each algorithm.

4.1 Intrusion Detection Evaluation Data set

For the experiments, we used the Intrusion detection evaluation data set(ISCX
IDS 2012)[40]. There are multiple reasons behind this choice. First and foremost,
although many data sets are available for similar objectives, most of the public
data sets are heavily anonymized or unrealistic. Another reason is that this data

set is dynamically generated.
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In the data set, there are approximately 2 million connections from different
protocols such as HT'TP, FTP and SMTP. HTTP and FTP together make up a
large portion of these connections. In the original data set, only about 5% of the
entries are anomalies. This data set is also very useful for the purpose of testing
the system against unknown and different types of attacks, as it contains a wide

range of anomaly instances.

4.2 Data Preprocessing

For n-gram and tf-idf algorithms no preprocessing is necessary since they con-
struct vector representations based on the number of each n consecutive bytes
contained in payloads. For Word2Vec models, CNN autoencoders and LSTM au-
toencoders, each byte is represented as one-hot vectors. We use gensim word2vec
[43] package in Python to implement Word2Vec models. LSTM and CNN autoen-
coders are implemented using Keras [44] package. As a special case, the length of
each payload is regarded as the same for CNN autoencoders due to their inability
to process variable length data. Therefore, each sequence is padded with zero

vectors achieving fixed size.

For both of the LSTM and CNN autoencoders, the payloads are truncated to
reduce computational load. Since payload lengths can reach several thousands, it
is not feasible to perform experiments using the maximum payload length. There-
fore, we use the following approach to truncate the payloads. In our approach,
the length of payloads is determined by the number of payloads for each payload
length. We choose the fixed length such that the truncated portion of the data
corresponds to less than only 5% of all payloads. In addition, we ensure that this
amount is valid for both anomalous and normal instances. As a result, we obtain
a realistic representation of the original data. However, we obtain a fixed length
of 1400 by this approach. Although the computational load is reduced by this
choice, we encountered two problems. First, we obtain very sparse input data,
which comes with its own challenges for the training of deep networks. More

importantly, we observed that our algorithms fail to construct an output of this

29



length using the encoded input vector. As a result, we reduced the fixed length

to 500 at the expense of losing some information.

4.3 Model Training

Data set has missing payloads for some of the connections. We handle instances
with missing packet information at either source or destination by simply omit-
ting them, since our algorithms need both source and destination payloads. As
mentioned in data set description, we have varying attack scenarios producing
insider and outsider attacks. Therefore, we choose to utilize both source and
destination payloads. We can afford omitting data instances without payloads as
the size of the data set is sufficiently large. The portion of data obtained using
this approach has a similar ratio of anomalous data to normal data. Therefore,

the modified data set reflects the original data set in terms of attack ratio.

Since the size of the data set is very large, training of the deep learning methods
with the original data set is not feasible. Therefore, we subsample the data set in
an efficient manner. For the experiments, we gather 20k samples: 12800(64%) for
training, 3200(16%) for validation and 4000(20%) for test sets. All separations
are done in a stratified manner, which means that class distributions in all sets
are preserved. During training and hyperparameter selection, we work on only
training and validation data sets. We perform 5-fold cross-validation for hyper-
parameter tuning. The test set is not visible to the training algorithm. It is only

used to obtain the final scores after all parameters are set.

During training, we use Adam [45] optimizer for LSTM and CNN autoen-
coders. As the hyperparameter tuning method, we use grid search for different
numbers of batch sizes, epochs, dimensions of latent representation for autoen-
coders. For Word2Vec, context window size and dimensionality of the vector
representation are regarded as hyperparameters. Similarly, C and Gamma values
for SVM training and depth and number of estimators for RF training are also

tuned using cross validation and grid search.
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Finally, the threshold values for unsupervised algorithms are chosen with dif-
ferent approaches. Since we aim to perform completely unsupervised learning,
we fix the threshold based on the assumption about attack ratio in data set. For
comparison, we also use precision-recall(PR) curve and ROC curve of validation

data set for threshold selection.

4.4 Evaluation

As mentioned, we gather 20k samples from the data set, but this value is only
for one repetition of the experiment. In order to validate the results, we run the
experiments 5 times on disjoint random subsets drawn from the original data set.
The results we report on precision, recall, F1 and AUC scores are averages over 5
repetitions on test sets. Training deep networks is a time consuming task. Since
we also perform grid search on multiple hyperparameters as well, we were not
able to increase the number of repetitions. Instead to reinforce the validity of our
results, we constructed 95% confidence intervals for our scores using Student’s t-
distribution. As a rule of thumb, instead of confidence intervals based on normal
distribution, Student’s t-distribution is used for small sample sizes where true
standard deviation is unknown[46]. The results are presented with the confidence

radius.

4.5 Discussion on Results

In Table 4.1, we demonstrate AUC and F1 scores for SVM and RF classifiers used
with features obtained from word2vec model. For different vector dimension and
window size selections, SVM performs significantly better in terms of both AUC
and F1 scores. Clear separation between the performances of RF and SVM can
be observed through their confidence intervals. In all settings, upper confidence
bound of RF is lower than the lower confidence bound of SVM. In addition, it
can be seen that both RF and SVM perform better with vector dimension of 128
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and window size of 15 in general. However, the change in word2vec parameters
does not cause any significant performance change. Therefore, one can adjust its

parameters according to the system needs in this setting.

In Table 4.2, several conclusions can be drawn from the performance evaluation
of different algorithms in supervised setting. First of all, all methods perform
better on HTTP subset. This result is expected since 95% of network traffic is
composed of HT'TP connections. Therefore, training algorithms are better at
learning HTTP characteristics. However, there is an exception for word2vec and
tf-idf features used with SVM classifier. AUC scores from these algorithms are
similar for both the whole data set and the HT'TP subset. However, since our data
set is highly imbalanced, this difference is not reflected on the F1 scores. More
specifically, other feature extraction algorithms still provide good representations
of normal and anomaly instances. On the other hand, we can infer that SVM
algorithm can learn more robust decision boundaries with tf-idf and word2vec
features compared to CNN and LSTM features.

In terms of F1 scores, n-gram and tf-idf features with RF performs significantly
worse than all other combinations of feature extractors and classifiers for both the
whole data set and the HTTP subset. Although RF uses an ensemble of decision
trees, it still cannot perform as well as SVM using these features. On the other
hand, CNN AE and LSTM AE features used with RF achieve the highest mean
F1 scores. Then, we can conclude that feature extraction capability of CNN AE
and LSTM AE is better compared to tf-idf and word2vec.

In table 4.3, performance results for the LSTM AE and the CNN AE are given.
Fig. 4.1 shows the ROC curves of LSTM AE and CNN AE for both data sets,
averaged over 5 repetitions. For the LSTM AE, the latent dimensionality of the
final model is 128, whereas it is 800 for CNN AE. A smaller latent dimensionality
is advantageous as it offers information in a more compact manner. Keep in mind
that we use the autoencoders as feature extractors in supervised learning as well.
Large number of dimensions causes problems for supervised learning, as models

fail to pinpoint important features which leads to overfitting.
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For threshold selection, our approach is two fold. For 795 and 797, we did not
use any labels from validation set. 95" and 97" percentiles of reconstruction error
for the validation set are used as thresholds. For the supervised setting, 7, and
Taue are chosen by analyzing precision-recall(PR) and ROC curves, respectively.

This setting is also realistic since we only need a limited amount of labeled data.

As shown in Table 4.3, CNN AE performs better overall in terms of both AUC
and F1 scores. In addition, it is clear that CNN AE is a robust learner, while
LSTM AE is very sensitive to threshold selection. However, for the supervised
setting, they are shown to produce similar results. Therefore, the performance
difference for this part can be explained by the difference in reconstruction ability,
which is susceptible to the dimensionality of the vector obtained from encoder
part. Since these vector dimensions highly differ, this may be the cause for the
gap between CNN AE and LSTM AE scores. In addition, with an appropriate
threshold selection, LSTM AE gives promising results.

In addition, we reduced the payload length, resulting in incomplete byte se-
quences. Therefore, LSTM AE is expected to be affected negatively from this
case, while we have less sparse input for CNN AE. Considering all conditions are
in favor of CNN AE, we conclude that LSTM AE performance is acceptable in

our case.

33



1.0 A

0.8 1

o
i

True Positive Rate

0.2 1

0.0 A

Mean ROC curves for LSTM and CNN autoencoders

0.6 1

—

—— LSTM AE

LSTM AE - HTTP only

—— CNN AE
—— CNN AE - HTTP only

0.0 0.2

0.4 0.6
False Positive Rate

0.8 1.0

Figure 4.1: ROC Curves for CNN AE and LSTM AE

Table 4.1: Experiment results for Word2Vec with SVM and RF for different
vector dimensions and window sizes using [SCX 2012 data set

vec win RF-F1 RF - AUC SVM - F1 SVM - AUC

128 15 0.847 £ 0.010 0.933 £ 0.002 0.869 & 0.008 0.976 4+ 0.008
128 25 0.841 £0.012 0.933 4+ 0.002 0.869 4+ 0.008 0.975 £ 0.011
128 50 0.844 £0.014 0.935 £ 0.007 0.868 4+ 0.009 0.974 4+ 0.009
256 15 0.842 £+ 0.014 0.933 £ 0.001 0.869 £ 0.008 0.957 £ 0.022
256 25 0.843 £0.012 0.935 + 0.007 0.869 4 0.008 0.953 +=0.021
256 50 0.843 £ 0.013 0.933 £ 0.002 0.869 £ 0.008 0.947 £ 0.027
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Table 4.2: Experiment results for supervised methods, for both the whole data
set and the HTTP subset

ISCX 2012 - F1 HTTP - F1 | ISCX 2012 - AUC | HTTP - AUC

n-gram + tf-idf + RF 0.839 £0.012 | 0.889 £0.015 0.933 £0.002 | 0.978 £0.002
W2V + RF 0.847 £0.010 | 0.889 £0.012 0.933 £0.002 | 0.978 £0.002
n-gram + tf-idf + SVM | 0.868 £0.007 | 0.921 &£ 0.005 0.980 £0.009 | 0.977 £ 0.002
W2V + SVM 0.869 £ 0.008 | 0.921 £ 0.005 0.976 £0.008 | 0.977 £ 0.002
CNN AE + RF 0.870 £0.009 | 0.922 +0.004 0.932 £0.002 | 0.977 £ 0.001
LSTM AE + RF 0.870 £0.008 | 0.921 £ 0.005 0.932 £0.001 | 0.978 £0.001
CNN AE + SVM 0.868 £0.007 | 0.921 £ 0.005 0.930 £0.024 | 0.977 £ 0.002
LSTM AE + SVM 0.858 £0.007 | 0.918 £0.006 0.959 +£0.022 | 0.977 £ 0.002
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Table 4.3: Experiment results for LSTM and CNN autoencoders

ISCX 2012 HTTP
CNN AE LSTM AE CNN AE LSTM AE
AUC Score | 0.909 £ 0.007 | 0.899 4 0.006 | 0.949 £ 0.012 | 0.939 £ 0.014
Precision | 0.677 £0.038 | 0.608 £ 0.037 | 0.796 = 0.040 | 0.770 £ 0.022
795 Recall 0.877 £ 0.013 | 0.870 &= 0.007 | 0.995 £ 0.006 | 0.996 = 0.005
F1 Score | 0.764 £0.022 | 0.715 £ 0.026 | 0.884 +0.024 | 0.869 £ 0.015
Precision | 0.691 +0.044 | 0.377 £ 0.374 | 0.780 = 0.041 | 0.462 £ 0.457
To7 Recall 0.874 £ 0.010 | 0.535 £ 0.533 | 0.997 £ 0.003 | 0.597 £ 0.601
F1 Score | 0.771 £0.026 | 0.441 £ 0.439 | 0.875 £ 0.026 | 0.518 £ 0.523
Precision | 0.678 £0.039 | 0.481 £ 0.302 | 0.781 +0.041 | 0.619 £ 0.386
Tpr Recall 0.875£0.003 | 0.702 £ 0.435 | 0.996 £ 0.004 | 0.795 £ 0.484
F1 Score | 0.763 +0.026 | 0.570 £ 0.355 | 0.875 £ 0.025 | 0.695 + 0.431
Precision | 0.682 £+ 0.046 | 0.604 £ 0.041 | 0.783 £ 0.033 | 0.760 £ 0.032
Tauc Recall 0.878 £ 0.005 | 0.870 £ 0.007 | 0.994 £ 0.005 | 0.996 + 0.007
F1 Score | 0.767 £0.030 | 0.713 £ 0.028 | 0.876 +0.021 | 0.861 £ 0.018
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Chapter 5

Conclusion

In this thesis, we investigate the problem of intrusion detection and how intelligent
systems can be used to counter the possible threats. To this end, we make use
of the intrusion detection evaluation data set(ISCX IDS 2012) as a source of
dynamic and realistic data. We opted to use machine learning and deep learning
approaches, instead of statistical and signature-based ones. The main advantage
of learning strategies is their ability to model data without expert input. As a
framework, we selected anomaly detection, since the strategy of modeling non-
malicious connections, which are much more common than malicious connections,
and singling out rare events is suited to our case. We also investigated the problem
of feature extraction, which can be used to both learn powerful representations
of network payloads and make data compatible with otherwise unusable models.
This was also an important task, as computer network data we used is sequential
in nature and discovering the temporal properties is a vital part of success in
intrusion detection systems. Hence, we can separate our work in this study into

two main parts, namely feature extraction and anomaly detection.

In the feature extraction task, we examined three groups of feature extrac-
tors. First, we devised a feature extraction scheme combining n-grams with tf-idf
weighting. Using tf-idf weighting, we were able to dismiss common and unin-

teresting features and select more important and useful ones. Secondly, we used
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Word2Vec method. The main inspiration behind this choice is that payloads
are made up of byte sequences, defining the characteristic of network connec-
tions. Therefore, they resemble sentences composed of words in a meaningful
order. Lastly, we employed highly popular concept of deep autoencoders. We
have experimented with CNN and LSTM architectures. Given the assumption
that payloads contain meaningful sequential information, LSTM is expected to
work better because it can model time dependencies that exist in the data. The
performances of feature extractors can be evaluated by using different classifiers,
which brings us to the anomaly detection task. To evaluate the performance
of the feature extractors and to build supervised anomaly detection models, we
used SVMs and RF's as classifiers after extracting features using aforementioned
methods. Using feature extractors and these classifiers, we observed that powerful
representations are indeed learned by CNN AEs and LSTM AEs. The SVMs uti-
lized the extracted features very well, yielding high scores for all feature extraction
schemes. On the other hand, RFs are more sensitive to the vector representation
obtained as expected. Therefore, using the results obtained from RFs, we identify

which features are better suited for representing network payloads.

Secondly, for the anomaly detection task, we directly employed CNN and
LSTM autoencoders. Once the autoencoders are trained with data sets that con-
tain very little to none threat connections, we used them to reconstruct the test
data. The malicious test connections were expected to have high reconstruction
errors due to them not being modeled by the autoencoders. The test labels with
reconstruction errors higher than a certain threshold were labeled as anomalies.
Since this scheme is unsupervised, its performance was lower than the supervised
approach. Nevertheless, it proved to be useful when labeled data is not available,
which is generally the case for realistic scenarios. Among the autoencoders, CNN
structures produce better results. They are also more robust. The analysis of
the results were made considering the experiment settings being in favor of CNN
structures. As a result, we concluded that LSTM autoencoders give promising

results, despite the experiment settings.

Finally, we conclude that deep autoencoders are more useful as feature ex-

tractors compared to word2vec and tf-idf models. As unsupervised learners,
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CNN structure performs better, which is explainable in our setting. However,
LSTM autoencoders also give good performance depending on threshold selection.
Therefore, both CNN and LSTM autoencoders can be utilized in an unsupervised

framework for intrusion detection.
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