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ABSTRACT

This thesis aims to develop effective prediction models for malware detection using various
machine learning methods and feature selection methods. Specifically, the study utilizes Light
Gradient Boosting Machine (LightGBM), Decision Tree (DT), K-Nearest Neighbors (KNN), Multi-
Layer Perceptron (MLP), Support Vector Machines (SVM), and Naive Bayes (NB) classifiers, each
combined with Relief-F and Minimum Redundancy Maximum Relevance (mRMR) feature selectors.
The analysis is conducted on 5136 samples, comprising 2683 malicious and 2501 benign files,
derived from PE file header information of the Windows operating system. Evaluation of model
performance is based on accuracy, F1-Score, recall, and precision criteria. Furthermore, to enhance
the generalization ability of each model, 10-fold cross-validation is employed. The complexity
matrices of the best performing model for each method are also provided. The results indicate that
the LightGBM algorithm demonstrates promising outcomes in malware detection, both with default
and optimized parameters. Moreover, the Relief-F feature selector exhibits superior performance
compared to mRMR. These findings underscore the potential of LightGBM as an effective approach
in malware detection and suggest that techniques such as Relief-F has significant potential for feature
selection in this particular area.
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Bu tez, ¢esitli makine 6grenmesi yontemlerini ve 6zellik segme yontemlerini kullanarak kotii
amagli yazilim tespiti i¢in etkili bir tahmin modelleri gelistirmeyi amaglamaktadir. Caligmada, Light
Gradient Boosting Machine (LightGBM), Karar Agaci (DT), K-En Yakin Komsular (KNN), Cok
Katmanli Perceptron (MLP), Destek Vektor Makineleri (SVM) ve Naive Bayes (NB)
siniflandiricilart  kullanilmis ve ozellikle, Windows isletim sistemine ait PE dosya bashk
bilgilerinden olusturulan 5136 drnek (2683 Kétii niyetli, 2501 Iyi huylu dosyalar) analiz edilmistir.
Relief-F ve Minimum Redundancy Maximum Relevance (mRMR) 6zellik secicileri kullanilarak
gelistirilen modellerin performansinin degerlendirilmesinde dogruluk (accuracy), F1 puam (F1-
Score), geri ¢agirma (recall), ve kesinlik (precision) kriterleri kullanilmistir. Ayrica, her modelin
genelleme yetenegini artirmak icin 10 kat capraz dogrulama kullanilmig ve her yontem i¢in en iyi
performansa ait modelin karmagiklik matrisleri de sunulmustur. Sonuglar, LightGBM algoritmasinin
varsayilan ve optimize edilmis parametrelerle kotii amach yazilim tespitinde umut verici sonuglar
sundugunu gostermistir. Bunun yam sira, Relief-F 6zellik secicisinin mRMR'a gére daha basarili
oldugu gozlemlenmistir. Bu bulgular, LightGBM'nin kotii amagli yazilim tespiti alaninda etkili bir
yontem olarak 6ne ¢ikabilecegini ve Relief-F gibi tekniklerin 6zellik se¢ciminde faydali olabilecegini
gostermektedir.

Anahtar Kelimeler: Kotii Amagli Yazilim Tespiti, PE Basliklar;, Makine Ogrenimi, Oznitelik
Sec¢imi, Smiflandirma
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GENISLETILMIS OZET

Teknolojinin hizh gelisimi, giinliilk yasamin ayrilmaz bir pargast olmus durumda ve bu
durum siber tehditlerin artmasina neden olmaktadir. Hizla evrilen teknoloji, dijital altyapilarin
genislemesiyle birlikte yeni giivenlik zayifliklarini ve agiklarini giin yiiziine ¢cikarmaktadir. Internetin
ve diger iletisim aglariin daha genis kullanimi, siber saldirganlar i¢in yeni firsatlar yaratmaktadir.
Her yeni teknolojik ilerleme, siber tehditlerin cesitlenmesine ve daha karmasik hale gelmesine yol
agmaktadir.

Kotii niyetli yazilimlar, dijital ¢agin 6nemli bir tehdidi haline gelmistir. Dijital cihazlar, aglar
ve internet lizerinden hizla yayilan k&tii amagh yazilimlar, siber suclular tarafindan cesitli amaglar
icin kullanilmaktadir. Bu yazilimlar, bilgi hirsizligi, kisisel veri ihlalleri, finansal kayiplar ve altyap1
saldirilar1 gibi zararlara neden olabilir. Bu durum, bireylerin, sirketlerin ve iilkelerin ekonomik
istikrarin1 ve ulusal giivenligini etkileyebilir. Kotii niyetli yazilimlarin hizli yayilma yetenegi ve
giderek karmagik hale gelmesi, bilisim giivenligi alaninda siirekli olarak yeni ¢oziimler ve savunma
stratejileri gerektirir. Bu nedenle, siber giivenlik Onlemlerinin siirekli giincellenmesi ve
giiclendirilmesi, malware kaynakli tehditlere kars1 etkili bir savunma saglar.

Yapay zeka, nesnelerin interneti ve bulut bilisim gibi ¢agdas teknolojilerin benimsenmesi ve
kullanilmasi, daha karmasik saldir1 vektorlerinin olusmasina neden olurken ayni zamanda savunma
stratejileri agisindan da onemli avantajlar saglamaktadir. Yapay zeka destekli saldirilar, cihazlar
arasinda goriilen giivenlik agiklarini tespit etme ve kotii niyetli yazilimlarin olusturulmasinda etkin
rol oynamaktadir, bu da siber giivenlik uzmanlarinin gérevlerini karmasiklagtirmaktadir. Bununla
birlikte, kotii niyetli yazilim tespiti gibi siber giivenlik alanlarinda yapay zeka oldukga kullaniglidir.
Ozellikle makine dgrenimi ve derin 6grenme algoritmalari, bilgisayar sistemlerindeki anormal
davranislar algilamak ve potansiyel tehditleri tanimlamak igin etkili bir bi¢imde kullanilmaktadir.
Bu, geleneksel imza tabanli yontemlerin otesine gegerek, bilinmeyen veya yeni gelistirilen kotii
niyetli yazilimlan tespit etme yetenegi sunar. Yapay zeka, biiyiik veri kiimelerini analiz edebilir ve
belirli oOriintiileri veya anormallikleri belirlemekte insanlardan ¢ok daha hizli ve etkili olabilir.
Ayrica, stirekli 6grenme yetenekleri sayesinde, zamanla gelisen tehditlere karsi daha adaptif ve
giincel kalabilir. Bu da siber gilivenlik uzmanlarimin tehditlere kars1 daha etkin ve dinamik bir
savunma stratejisi gelistirmelerine yardimci olur.

Bu tezin amaci modern makine &grenimi algoritmalari ve Oznitelik se¢im araclarim
kullanarak etkili ve verimli bir k&tii niyetli yazilim tespiti gelistirmeyi amaglamaktadir. Windows
igletim sisteminde kullanilan Tasinabilir Yiiriitiilebilir (PE) dosya basliklar {izerinde Minimum
Artiklik Maksimum Uygunluk (mRMR) ve Relief-F gibi 6zellik se¢im ydntemlerini kullanarak
¢esitli modeller olusturulmustur. Tahmin modellerinin degerlendirilmesi i¢in Hafif Gradyan Artirma

(LightGBM), Karar Agaclar1 (DT), K-En Yakin Komsu (KNN), Cok Katmanli Algilayicilar (MLP),
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Destek Vektor Makineleri (SVM) ve Naive Bayes (NB) gibi makine 6grenimi algoritmalari hem
varsayilan hem de hiper parametre ayarlamalar1 sonucunda elde edilen parametrelerle incelenmistir.

Bu calismada, 31 Ocak 2019 tarihinde yayimlanan PE Bagliklariyla Kotii Amach
Yazilimlarin Siniflandirilmast (CLAMP) veri kiimesi kullanilmigtir. Kullanilan veri kiimesi,
Windows isletim sistemlerinde yaygin olarak kullanilan PE dosyalarinin baslik bilgilerini
icermektedir ve 56 oOzellik ve 5136 oOrnekten olusmaktadir. Veri kiimesinin olusum siireci
incelendiginde, Python programlama dilinde bulunan Pefile modiilii kullanilmis ve Windows PE
baslik bilgilerinin ¢ikarilmasiyla olusturulmustur. Bununla birlikte, VirusShare ¢evrimici
platformunda bulunan cesitli veri tiirlerine sahip PE dosyalar1 da dogrudan analizde kullanilmastir.
Bu veri kaynaklarinin birlesimi, analiz siirecine genis bir veri yelpazesi saglamistir, bu da ¢alismanin
kapsamli ve detayl bir yapiya sahip olmasini saglamstir.

Veri 6n isleme asamasinda, veri setindeki diizensizliklere sebep olan, giiriiltii olusturan veya
makine 6grenimi algoritmalarinin performansini olumsuz etkileyebilecek siitunlar temizlendi. Bu
siire¢ sonucunda, nihai veri seti 52 degiskenden olusmaktadir. Verisetini makine 6grenimine hazir
hale getirmek i¢in standartlastirma islemi uygulandi. Bu adim, veri setinin analiz edilmesi ve
modelleme siirecinde daha tutarli ve giivenilir sonuglar elde edilmesine olanak tanimistir. Veri setinin
gereksiz veya dengesiz olan 6zelliklerden arindirilmasi, modelin daha dogru ve etkili bir sekilde
O0grenmesine ve sonuglarinin daha giivenilir olmasina yardime1 olur. Bu 6n isleme adimlari, analiz
stirecinde veri setinin niteliklerini daha verimli bir sekilde kullanilabilir hale getirmektedir.

mRMR ve Relief-F gibi 6zellik segicileri kullanilarak, her degiskenin 6nemi hesaplandi ve
bu 6nemliliklerine gore azalan diizende siralandi. Ardindan, en diisiikk dneme sahip olan her degisken
sirayla ¢ikarildi. Bu siireg sonucunda, mRMR tabanli 51 ve Relief-F tabanli 51 olmak tizere toplamda
102 farkli tahmin modelleri olusturuldu. Bu modeller, degiskenlerin farkli 6nem derecelerine gore
nasil etkilesime girdigini ve hangi degiskenlerin model performansina daha fazla katki sagladigini
anlamak i¢in ayr1 ayri incelenme imkani sagladi. Bu sayede, her bir 6zellik secici yonteminin
modelin performansina olan etkisi daha detayl1 bir sekilde degerlendirilebildi.

Her bir model, varsayilan ve optimize edilmis degerler olmak {izere iki ayr1 yaklagimla
degerlendirildi. Varsayilan degerlerler, her makine 6grenimi algoritmasi i¢in saglanan varsayilan
parametre ayarlar1 kullanilarak egitim gerceklestirildi ve performans degerlendirmesi yapildi.
Optimizasyon siirecinde ise her model, Optuna hiper parametre ayarlama c¢ergevesi modiililyle her
bir yontem i¢in bagimsiz bir sekilde egitim yapildi. Bu adimlar sonucunda, her bir model i¢in en iyi
makine 6grenimi parametreleri belirlendi ve bu parametrelerle modellerin performanslar 6lgiildii.
Bu analiz, her algoritmanin farkli parametre ayarlarmin performansa etkisini belirleme amacini
tasimaktadir. Bu sekilde, her bir modelin en iyi performansi elde etmek i¢in hangi parametrelerle
yapilandirilmasi gerektigi lizerine daha ayrintili bakis agis1 sagladi.

Genelleme yetenegini daha giivenilir bir sekilde 6l¢ebilmek i¢in her bir modele 10 kath

capraz dogrulama uygulandi. Bu siire¢, her bir modelin performansini belirlerken asir1 uydurma
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(overfitting) veya veriye 0zgli genelleme sorunlarini minimize etmeye yardimer oldu. Dogruluk
(accuracy), F1 puani (F1-Score), geri ¢agirma (recall) ve kesinlik (precision) gibi metrikler, modelin
ne kadar dogru siniflandirma yaptigimi olgerken karmasiklik matrisi, farkli siniflar arasindaki
karigikligt ve hatalart gozlemlemek icin kullanildi. Metriklerin  kapsamli bir sekilde
degerlendirilmesi, her bir modelin performansinin ayrintili bir analizini sagladi ve hangi siniflarin
hassas veya daha az 6nemsiz tahmin edildigini belirlemeye yardimct oldu.

Sonuglar, makine 6grenimi yontemlerinin varsayilan veya optimize edilmis parametrelerle
egitilen modeller icinde Relief-F tabanli modellerin, mRMR tabanli modellere kiyasla daha basarili
sonugclar elde ettigini gdstermistir. Bu durum, 6zellik se¢imi icin Relief-F'in, model performansini
artirma konusunda daha etkili oldugunu gostermektedir.

Makine 6grenimi yontemlerinin varsayilan ve optimize edilmis parametrelerle egitilmis
modellerinin genel ortalama ¢iktilar1 degerlendirildiginde, Relief-F ve mRMR o6znitelik segicilerinin
accuracy, F1-Score, recall ve precision metrikleri agisindan olduk¢a benzer sonuglar elde etmistir.
Ancak, makine 6grenimi algoritmalarinin optimize edilmis parametrelerle egitilmesi, varsayilan
parametrelere gore tiim metriklerde 6nemli dl¢lide yiiksek basari saglamistir.

Elde edilen sonuglar incelendiginde kotii niyetli yazilim tehditlerine kars1 miicadele etmek
icin makine dgrenimi tekniklerinin ve parametre optimizasyonunun ne kadar kritik oldugunu agik¢a
gostermektedir. Arastirma bulgulari, optimize edilmis parametrelerin siber glivenlik agisindan biiyiik
Onem tasiyabilecegini ve bu alandaki basariy1 artirabilecegini ortaya koymaktadir. Ayrica, siber
giivenlik arastirmalarinda daha 6ngoriilii ve derinlemesine bir yaklagimin ne kadar 6nemli oldugunu
vurguluyor. Parametre optimizasyonunun etkisi, makine égrenimi alanindaki basari igin hayati bir
unsurdur. Modern tekniklerin, kotli niyetli yazilim tespiti gibi karmasik alanlarda umut verici

sonuglar sunmaktadir.
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1. INTRODUCTION

The combination of cybersecurity and machine learning (ML) has revolutionized the
approach to combating evolving digital threats. This convergence involves developing and
automating systems that can identify and neutralize malware through anomaly detection. Leveraging
ML algorithms allows the analysis of large amounts of data, enabling the detection of previously
unseen or complex threats. It increases the accuracy and efficiency of malware identification while
reducing false positives, thus strengthening defense mechanisms in complex computing
environments. The interaction between cybersecurity and ML not only supports existing protective
measures but also paves the way for adaptive systems that can dynamically respond to emerging
threats in real-time (Martinez Torres et al., 2019; J. Singh and Singh, 2021; Tahir, 2018). The
development of such systems makes the job of malware developers difficult (Mohammed et al.,
2020). For instance, ML methods allow for the neutralization of malicious activity hidden in Portable
Executable (PE) files, and when combined with various analysis methods, even more powerful
detection systems can be developed.

The PE file is a standard file format for executable files used in 32-bit or 64-bit versions of
the Windows operating systems. It evolved from the Common Object File Format (COFF) norms in
UNIX. The information required by the Windows operating system installer to handle compressed
executable code is contained in the PE file format. In addition to system drivers and executables, this
standard encompasses Dynamic Link Libraries (DLLs) and other components. Resource
management, DLLs, Application Programming Interfaces (APIs), export and import tables, and other
components are all included in PE files. File formats including Executable (EXE), DLL, System
(SYS), and Multilingual User Interface (MUI) are stored in PE format in Windows NT-based
operating systems. The Windows operating system can effectively handle many apps and
components in this manner (Anderson and Roth, 2018; Pietrek, 2002).

Since the release of the Windows New Technology (Windows NT) 3.1 operating system, the
PE file structure has changed to accommodate a variety of systems with distinct instruction set
architectures, including x86, x64, Itanium Architecture 64 (IA-64), Advanced RISC Machine
(ARM), and ARM64. This flexibility allows the Windows operating system to run smoothly on
different devices and architectures. A single standard for drivers, DLLs, and executable applications
is provided by the PE file format, which enables a wide range of users to benefit from a safe and
compatible Windows environment (Pietrek, 2002).

The PE file headers contain important headers that make the PE file executable by the
operating system. The headers in the executing PE file determine the method by which information
is processed by the operating system and the behavior of the executed code. These include (a) the
architecture of file, (b) operating system compatibility, (c) data partitions, (d) entry points, (e)

dynamic links, (f) memory management, and (g) operating system dependencies. The PE file headers



ensure that the executable is installed and runs correctly, providing a compatible experience across
various platforms (Microsoft, 2024).

The varieties of headers are included in the PE file to help organize the Windows operating
systems the functionality of installer and ensure that the executable code loads and functions
properly. The structure of the PE file is visually depicted in Figure 1.1. Each of these headers serves

a specific purpose and defines the structure of the PE file:

e DOS Header: Contains information for Microsoft Disk Operating System (MS-DOS)
from the period in which it was designed and is used for compatibility purposes only.

e File Header: Contains basic information. Defines file type, architecture, number of
partitions, and other general properties.

e Optional Header: Determines operating system compatibility, file size, memory
settings, entry points, and other details. It contains important information about how the
PE file will be processed by the operating system. The optional header has become a
major header for Windows NT 3.1 and later.

e Section Header: Defines the properties of each section in the PE file. Specifies the size,
name, access rights, and other properties of partitions.

e Sections: Contains sections that physically represent the content of the PE file. Each
section contains unique data and is organized according to properties defined by Section

Headers.

/ DOS Header \

FILE Header

OPTIONAL Header

SECTION Header

SECTIONS

.text

.data

.reloc

U )

Figure 1.1. PE File Structure (Rkhouya and Chougdali, 2021)




Each header within the PE file serves a distinct purpose, defining the file's varied attributes
and structure to ensure its proper loading and execution. With the exception of the DOS Header, the
other headers notably influence how the file is processed, particularly in Windows NT 3.1 and later
versions. The cohesive presence of these headers amalgamates to form the PE file, guaranteeing
seamless functionality and compatibility within the Windows ecosystem. This intricate framework
not only facilitates the proper handling and execution of the file but also explicitly outlines its diverse

characteristics and structure.

1.1. Malware Variant and Analysis Methods

Malware continues to evolve in diversity, encompassing a variety of types designed to
disrupt systems or compromise privacy. These malware variants pose different dangers and exhibit
unique capabilities, thus underscoring the critical need to understand their specific characteristics
and potential impacts in the field of cybersecurity. Information about the types of malwares and their

potential effects is shown in Table 1.1.

Table 1.1. Types of Malwares (Tahir, 2018)
Type Description
Viruses It multiplies and spreads by being added to files.

Worms It is malware that spreads independently and copies itself into other files.
Trojans It is software that deceives the user by hiding harmful content.

It is software that monitors computer user information and aims to steal
Spyware . .

information.
Adware It is designed to show intrusive ads on the device.

Ransomware | It is malware that encrypts files and demands a ransom for decryption.

Botnets It is software that connects and manages many infected computers to a control
ne .
point on the network.

It is software that records the victim's keystrokes and therefore leaks sensitive

Keyl
Cyloggers information.

The crucial process of malware analysis is to comprehend the characteristics of malware,
assess its impact, and create defenses against it. It additionally serves as the foundation for
developing an effective defensive strategy and analysis techniques to address cyberthreats. The
fundamental analysis techniques comprise (a) static-based analysis, (b) dynamic-based analysis, (c)
hybrid-based analysis, and (d) network-based analysis. These techniques are essential for
determining whether a file contains malware or benign software.

Static-based analysis is a method where the code and structure of malware are thoroughly
examined (Tahir, 2018). The features, potential, behavior, and ability of the malicious file are
examined and the risks or possible hazards included in the code are discovered without running the

malicious code of the file on any platform (J. Singh and Singh, 2021). This analysis approach has



benefits and drawbacks, despite containing the most fundamental analytical techniques. Since the
file under examination is not run on any machine, the analysis process is safe. Analyzing the code of
the file and the insight gained from the process build a framework that anticipates potential dangers.
Nevertheless, the static-based analysis approach is less successful than other approaches in
identifying distinct harmful files. The use of obfuscation techniques, which conceal harmful activity
in the code, makes detection more challenging. However, the static analysis of big and complicated
software files requires a lot of time and resources. Since it does away with the requirement for quick
action, this would not be useful in the realm of cyber security.

Dynamic-based analysis examines in detail the behavior and effects of the malicious file on
the system. A malicious file is executed in a controlled and isolated environment, mostly on virtual
machines, and many effects such as potential of the file behavior, memory utilization, system calls,
binding, web socket utilization are examined. During the dynamic analysis, the malicious behaviors
of file and repercussions are observed in real time (J. Singh & Singh, 2021). Nevertheless, there is a
risk of file propagation, resource consumption, and time management issues because the malicious
file is run in real time throughout the dynamic-based analysis procedure.

Hybrid-based analysis examines the overall impact of malware on its characteristics,
behavior, and potential effects by combining static and dynamic analysis techniques. This approach
allows for the identification of malware's potential dangers and effects. By combining the benefits of
static and dynamic analysis, an unconventional perspective is offered, providing comprehensive
information for malware analysis (Hadiprakoso et al., 2020). The obfuscation technique, which is
frequently used in malicious files, is overcome by the hybrid analysis method. However, compared
to other approaches, keeping these tools integrated and up-to-date is more difficult and requires a
significant investment of resources in this strategy that combines static and dynamic analysis.

Network-based analysis is an approach based on monitoring the communication patterns and
network interactions, focusing on the communication of malware patterns, control infrastructure, as
well as interactions with network resources by meticulously monitoring the network behavior of the
malware. This method provides important insights into the detection and analysis of malicious
activities by observing interactions of the malware over the network. Network-based analysis stands
out as an effective tool for developing strategies to deal with cyber threats by identifying anomalies

and distinct patterns in the network traffic of the malware.

1.2. Malware Analysis Prediction Model
Malware detection is often a binary classification problem. Determining whether a given file
is malware is a process of assigning data to appropriate classes with two-labels (i.e., binary) or multi-
class labels to assign the data. Therefore, in classification models, the output value is categorical.
Predicting the class to which a given input belongs is the foundation of classification models.

The classification expression for a function determined by certain input variables xi, x2, X, is



g(x1, x2, xn) = c. Such classification predictions are called regular predictions. A classification model
is used specifically in cases where the output classes are categorical, which generally attempts to
estimate the probability distributions of particular classes, selecting the class with the highest
probability. Considering the classification approach, a prediction output was obtained that applied

the header information of the PE file to various classification methods for malware analysis.

1.3. Purpose and Contributions of the Thesis

The main goal of this thesis is to perform malware analysis on the PE header information,
perform classification based on ML and feature selection methods, and achieve maximum efficiency
with hyperparameter tuning. In this study, various ML and feature selection methods were used to
create various new classification models. Light Gradient Boosting Machine (LightGBM), Decision
Tree (DT), K-Nearest Neighbors (KNN), Multi-Layer Perceptron (MLP), Support Vector Machines
(SVM), and Naive Bayesian (NB) models were used to create prediction models. Relief-F and
mRMR algorithms were preferred for feature selection. The performance metrics such as accuracy,
F1-Score, recall, precision, and confusion matrix are used along with 10-fold cross-validation to
evaluate the performance of the proposed models.

The following concisely describes the contributions and significant distinctions this thesis

makes from the other research in the relevant literature:

e This study introduces a novel perspective to existing literature by combining feature
selection algorithms and machine learning techniques to identify relevant and redundant
optimal variables for predicting malware analysis over PE files. Its objective is to
develop models containing PE headers using filter-based feature selectors such as
Relief-F and mRMR. Additionally, it aims to underscore the importance of optimization
by comparing default and hyperparameter-adjusted parameters of machine learning
algorithms.

e This represents the inaugural utilization of the Optuna, an advanced open-source
platform for hyperparameter optimization.

e  This study, using two feature selectors and six ML classifiers on the dataset used, is the
most comprehensive study on the number of models developed for malware analysis of
the PE file.

e  This is the first study developed using the LightGBM, a new generation algorithm with
low memory usage, fast training time and high performance, on the Classification of
Malware (CLAMP) dataset. It stands out in the field of malware classification,
especially thanks to its fast response time and high performance. It also attracts attention

with its low False Positive Rate (FPR).



e This thesis allows ranking the evaluated methods applied to predict whether PE files are

malware or not.

1.4. Roadmap of Thesis

Chapter 1 introduces the foundational aspects of malware analysis, prediction models, and
outlines the objectives and contributions of this thesis. It begins with an exploration of malware
variants and analysis methods, followed by an overview of malware analysis prediction models.
Subsequently, it delineates the purpose and significance of the thesis, along with its contributions to
the field. Finally, it provides a roadmap outlining the structure and organization of subsequent
chapters.

Chapter 2 provides a comprehensive review of current research on malware activities,
offering up-to-date information and a detailed examination. To facilitate a thorough understanding,
these studies are systematically categorized into static, dynamic, hybrid, and network-based methods.
Furthermore, this chapter delves into machine learning methods, evaluation criteria, dataset samples,
and validation methods to provide a comprehensive overview of the subject matter.

Chapter 3 serves as a foundational segment, offering comprehensive theoretical insights into
the operational principles of various ML algorithms and feature selection methodologies employed
within this thesis. It elaborates on the theoretical underpinnings and operational mechanisms of the
ML algorithms and delineates the rationale behind the selection and implementation of specific
feature selectors.

Chapter 4 contains information on dataset preprocessing, tuning, and creation. Additionally,
the construction strategies and evaluation criteria of default and optimized prediction models are
discussed in this section. The default and hyperparameter ranges, which include the general
methodology of the classifiers, are discussed in detail in this section.

Chapter 5 meticulously scrutinizes diverse evaluation criteria for default and optimized
parameters within models generated by feature selectors, offering a nuanced comprehension of these
performances of models across various configurations. By critically analyzing these findings, this
section also elucidates their implications within the broader context of the research objectives.
Additionally, details of earlier similar studies are also shown in this section.

Chapter 6 serves as a comprehensive conclusion to the present study, offering a synthesis of
the primary findings and conclusions derived from extensive analysis and discussions. This section
succinctly summarizes the results obtained and underscores the principal conclusions drawn from
the analysis and discussions conducted. Moreover, it provides insights into potential directions for
future research endeavors and suggests avenues for further exploration. By addressing identified gaps

and limitations within the study, this chapter contributes to the continuous advancement of the field.



2. LITERATURE REVIEW

Various studies and approaches regarding malware analysis have been documented in the
literature. This chapter provides a detailed discussion of these approaches, offering an overview of
the landscape. Divided into four distinct sections, each section focuses on a specific aspect of
malware analysis methodologies, outlined as follows: (a) Examination of studies centered on static-
based malware analysis, (b) Examination into studies centered on dynamic-based malware analysis,
(c) Examination of studies focused on hybrid-based malware analysis, and (d) Examination of studies

concentrating on network-based malware analysis.

2.1. Studies Based on Static Malware Analysis

Balodi et al. (2023) proposed a straightforward yet effective malware detection system
employing static malware analysis methods. The dataset comprises 5.000 benign and over 14.000
malware samples, with more than 70 features. Upon examination of the findings, it was observed
that the Random Forests (RF) method exhibited an average performance of 99% in accuracy and
precision criteria, achieving an average performance of 98% in recall and F1-Score criteria. The
study showcased high performance in static malware analysis and the examination of PE files without
employing dataset balancing, data preprocessing, or standardization with raw data.

Yousuf et al. (2023) introduced a novel perspective on static analysis within the context of
malware analysis. Six distinct datasets were curated, encompassing DLL imports, API call functions,
PE headers, PE sections, Integrated Features Set 1 (i.e., IFS 1, DLL imports/API calls), and IFS 2
(i.e., PE headers/PE sections). The dataset comprised a total of 27.920 malware samples and 1.878
benign samples. In addition to the regular feature selection method, Information Gain (IG), Principal
Component Analysis (PCA), and SVM, Gradient Boosting (GB), KNN, Nearest Centroid (NC), DT,
RF, and NB algorithms were employed. Ensemble methods such as Majority Voting (MV), Stack
Generation (SG), and Adaptive Boosting (AdaBoost) were applied using the 10-fold cross-validation
methodology. In the regular feature selection method, DT and AdaBoost exhibited high accuracy on
the IFS 1 dataset, while RF and SG demonstrated high accuracy on the remaining datasets. When
employing IG feature selection, DT and AdaBoost achieved notable accuracy on the DLL import
dataset, SVM and MV for the API function dataset, and RF and SG for other datasets. With PCA
feature selection, SVM and AdaBoost demonstrated high accuracy in the DLL import and IFS 1
datasets, DT and Majority Voting (MV) for the API function dataset, and RF and SG for other
datasets.

Srastika et al. (2022) introduced an approach to malicious software detection using ML and
feature selection methods. The dataset comprises 33.665 samples and was independently evaluated
using Analysis of Variance (ANOVA) methodology, resulting in the selection of twenty active

features. RF, KNN, and eXtreme Gradient Boosting (XGBoost) classification algorithms were



employed. The findings revealed that the RF achieved the highest accuracy at 99.2% when utilizing
feature selection and demonstrated an overall accuracy of 99.1% across the entire dataset. When
combined with ANOVA feature selection, the RF exhibited an accuracy of 96.9%. Other methods
showed accuracies of 94.7% for KNN and 97.7% for XGBoost, respectively.

Moon et al. (2022) proposed a feature hashing approach to identify variants of ML-based
malware. This approach utilized the feature hashing technique derived from the Endgame Malware
Benchmark for Research (EMBER) dataset, which was then adapted to the dataset within the
proposed system. The primary motivation behind this study was to conserve disk space. The dataset
comprised 282.421 samples, utilizing headers extracted from the PE files. The ML technique
employed the RF method, and the performance of model was evaluated based on accuracy, precision,
recall, and F1-Score criteria. The findings revealed that the proposed approach achieved an accuracy
of 96.19%.

Hussain et al. (2022) proposed a static malware analysis system designed to classify the PE
files as benign or malignant, considering both 64-bit and 32-bit versions of these files. The dataset
consisted of the 54 the PE Header features and 138.042 samples, encompassing both benign and
malicious files. In the proposed system, the Extra Trees Classifier (ETC) algorithm was employed
for feature engineering, selecting 15 out of the 54 features. Various classification algorithms,
including RF, DT, SVM, Adaptive Boosting (AdaBoost), GB, and NB, were utilized in the system.
The evaluation of model was based on F1-Score, accuracy, precision, recall, and support. The
findings indicated that RF was the most effective algorithm, achieving an accuracy rate of 99.44%.
The accuracy values for the other methods were DT 99.17%, GB 98.97%, AdaBoost 98.56%, SVM
97.68%, and NB 92.95%, respectively.

Rkhouya and Chougdali (2021) introduced a malware detection system utilizing ML
techniques. The system employed a total of 135.387 (i.e., 124.987 malware and 10.400 benign)
samples. The dataset consisted of unique the PE file headers from the Windows operating system,
encompassing 54 features in total. Among these, the 9 features were selected through ETC feature
selection. The selected features used for analysis using DT, GB, SVM, and RF ML techniques.
Subsequently, the model was evaluated based on processing time, accuracy, FPR, False Negative
Rate (FNR), and Area Under Curve (AUC) criteria. Experimental results demonstrated that the RF
outperformed the other three algorithms, achieving an accuracy of 99.65% and AUC values of
99.33%.

Kumar et al. (2020) proposed a new system was aimed at detecting and preventing the PE
files from being categorized as either malicious or benign. The dataset, known as Brazilian malware,
consisted of 121.000 rows and 57 attributes. To prepare the dataset for classification, data
preprocessing approaches like label encoding and one-hot encoding were applied, utilizing tools
available in the Python Scikit-Learn module. Additionally, the dataset underwent feature selection

using the ETC, which identified the 15 the most relevant features based on entropy. These selected



features were then utilized in various classification algorithms including DT, RF, GB, SVM, Logistic
Regression (LR), XGBoost, and AdaBoost. The evaluation criteria included accuracy, precision,
recall, training time, and the analysis of confusion matrices. The findings indicated that the RF
emerged as the most effective algorithm, achieving a highest accuracy rate of 99.7%.

Mohammed et al. (2020) presented an approach where a website determines whether an
uploaded the PE file to the system is malware or not. This approach encompasses supervised learning
for the classification problem. The dataset comprises file parameters from both benign and malicious
executable files, totaling 54 attributes and 138.048 records. The feature selection process for the
proposed model favored a tree-based approach, resulting in the selection of the 12 features out of the
initial 54. The evaluation criteria for the model encompassed accuracy and the confusion matrix. The
findings revealed an accuracy rate of 99.43% for RF and 98.97% for DT.

Balram et al. (2019) proposed a malware detection system leveraging header information
from the PE and sequences. They utilized the Advanced Persistent Threat 1 (APT1) dataset, released
by China's cyber unit, comprising 427 malicious and 989 benign files. This dataset al.so includes
detailed timelines for over 40 APT1 malware families. Their approach incorporated various methods,
including classification algorithms, hybrid models, and 5-fold cross-validation. Supervised learning
involved models such as SVM, LR, RF, XGBoost, along with hybrid models, namely hybrid model
1 (i.e., LR and XGB) and hybrid model 2 (i.e., LR, RF, and NB). The evaluation criteria encompassed
accuracy, precision, recall, F1-Score, and model execution time. The study's results revealed that
hybrid model 1 (i.e., LR and XGB) achieved an accuracy of 98% in sequence analysis and 91% in
PE Header analysis.

Radwan (2019) proposed a system that focuses on detecting malicious files in the PE by
emphasizing the use of headers within these files. The dataset consisted of 5.184 samples, including
2.683 malware and 2.501 benign files. The first class included only the PE file headers, while the
other class covered the 46 additional features related to portable executables. Various classification
algorithms were employed in the proposed model, including KNN, Gradient Boosting Tree (GBT),
LR, DT, RF, File Large Margin (FLM), and NB. A 10-fold cross-validation method was utilized to
evaluate performance, incorporating metrics such as accuracy, precision, recall, and F-measure. The
results revealed notable performance differences between different verification methods. When the
70-30 split method was used, in the first class, the RF method emerged as the most successful
algorithm with 97.56% accuracy, followed by GBT, DT, KNN, LR, FLLM, and NB, respectively. For
the other class, the GBT method was the most successful algorithm with 98.38% accuracy, while the
others were DT, KNN, LR, FLM, and NB, respectively. However, when 10-fold cross-validation
was used, the GBT method remained the most successful algorithm with 93.55% accuracy, followed
by KNN, LR, RF, DT, FLM, and NB, respectively.

Zhang et al. (2019) presented a classification approach aiming to categorize the PE file

malware types through machine learning techniques. The study utilized a dataset consisting of



350.000 benign and 400.000 malware samples, incorporating files from the EMBER dataset and
validated by VirusTotal website. The findings revealed that the RF demonstrated remarkable
performance across multiple benchmarks when evaluating both training and testing data, achieving
an F1-Score of 1.0 for the micro-average, macro-average, and weighted-average. The F1-Score
weighted-average values of other methods for the training data were as follows Linear Support
Vector Machine (LSVM) 0.92, LR 0.93, and LightGBM 0.96, respectively. Similarly, in the
evaluation of the test data, the weighted-average criteria were determined as LSVM 0.92, LR 0.93,
and LightGBM 0.96. In terms of processing time, the RF emerged as the most efficient method,
completing the analysis in 677 seconds (sec). In contrast, other methods required significantly more
time, with LightGBM taking 1231 sec, LR taking 2068 sec, and LSVM taking 23024 sec,
respectively.

Dada et al. (2019) highlighted the absence of performance analysis in machine learning
approaches for malware detection. They utilized a dataset comprising 5.184 samples (i.e., 2.683
malicious and 2.501 benign) with 55 different features. Model validation involved both a 66% split
and the 10-fold cross-validation methodologies. Various ML methods including J48, Logistic Model
Tree (LMT), NB, RF, MLP Classifier, Random Tree (RT), REP Tree, Bagging Classification (BC),
AdaBoost, KStar, Simple Logistics (SL), Instance Based Parameter Learning by k (IBK), Local
Weighted Learning (LWL), SVM and Radial Basis Function Network (RBFN) were used.
Performance evaluation included metrics such as accuracy, precision, recall, kappa statistics, F-
measure, Matthew Correlation Coefficient (MCC), Receiver Operating Characteristic (ROC), and
Mean Squared Error (MSE). When 10-fold cross-validation was applied, the highest accuracy was
the RF method with 99.2%, while the others were LMT, IBK, BC, J48, MLP, REP Tree, SL, RT,
SVM, AdaBoost, LWL, KStar, RBFN, and NB, respectively. In the 66% split approach, the highest
accuracy value was the RF method with 98.8%, while the others were LMT, J48, IBK, MLP, BC,
REP Tree, SL, SVM, RT, AdaBoost, LWL, KStar, RBFN and NB, respectively.

Anderson and Roth (2018) introduced a novel dataset constructed from the binary form of
Windows PE files. This dataset incorporated all PE headers as input, with each file uniquely assigned
a Secure Hash Algorithm 256 (SHA256) number. The header information was converted into
JavaScript Object Notation (JSON) objects, while inputs with numerous attributes were represented
as vector forms. The dataset encompasses 1.1 million (i.e., 900.000 training and 200.000 testing)
samples. In addition to dataset creation, the Gradient Boosting Decision Tree (GBDT) model and the
LightGBM classifier were employed to assess its effectiveness. The GBDT was optimized for
maximum efficiency within minimal training time, while the LightGBM leveraged its advantages
through histogram-based and discrete form conversion. Performance evaluation centered on metrics
such as FPR, True Positive Rate (TPR), and ROC-AUC. The findings highlighted a TPR of 98.2%
and an AUC threshold value of 87.7% for the generated dataset.
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Raff et al. (2018) proposed a prediction model using raw byte sequences of the PE. In
addition to using two separate datasets (i.e., groups A, and B) in the literature as a dataset, the raw
data section of a PE containing 2 million rows in total was also used. It has created a shallow
architecture (500-byte step) combined with a large filter width for the model built using Neural
Networks (NN). Additionally, the n-gram approach has been used for byte strings in the PE Header.
Accuracy and AUC metrics were the evaluation criteria for the separate models created. Group A
provided 90.8% accuracy for the PE Header, while Group B provided 92.5% accuracy on n-grams.
However, when trained with the approximately 2 million datasets created, group A provided 94%

accuracy for the proposed NN model, while n-gram provided 91.6% accuracy.

Table 2.1. An overview of the Static-based Malware Analysis (Part 1)

Study Year Types Methods Metrics Dataset Validations
Samples
Accuracy,
Balodi etal. | 2023 Regular RF Precision, 19.000 n.a.
Recall, F1-Score
SVM, GB,
KNN, NC, Accuracy
Yousuf et al. | 2023 FS (G, DT, RF, Precision, 29.797 10-fold
PCA) NB, MV,
Recall, F1-Score
SG,
AdaBoost
. FS (Boruta, | RF, KNN, F1-Score,
Srastika et al. | 2022 ANOVA) XGBoost | Accuracy, MCC 33.665 n.a.
Accuracy,
Moon et al. | 2022 FS (FI) RF Precision, 282.421 n.a.
Recall, F1-Score
RF, DT, Accuracy,
. SVM, Precision,
Hussain et al. | 2022 | FS (ETC) AdaBoost, Recall, F1- 138.042 n.a.
GB, NB Score, Support
Processing
Rkhouya and DT, GB, Time, Accuracy,
Chougdali 2021 | FS (ETC) SVM. RF FPR, FNR, 135.387 n.a.
AUC
e
Kumaretal. | 2020 | FS@ETC) | B SVM | pecall, F1- | 121.000 na.
LLIES, JGIE, Score, Trainin
AdaBoost . g
Time
Accuracy,
Mohammed | -, | FS (Tree- | pp fyp Confusion | 138.048 n.a.
et al. Based) i
Matrix

Abbreviations: RF, Random Forest; n.a., Not Available; FS, Feature Selection; IG, Information Gain; PCA,
Principle Component Analysis; SVM, Support Vector Machine; GB, Gradient Boosting; KNN, K-Nearest
Neighbors; NC, Nearest Centroid; DT, Decision Trees; NB, Naive Bayes; MV, Majority Voting; SG, Stacking
Generalization; AdaBoost, Adaptive Boosting; ANOVA, Analysis of Variance; XGBoost, eXtreme Gradient
Boosting; MCC, Matthews Correlation Coefficient; FI, Feature Importance; ETC, Extra Trees Classifier; FNR,
False Negative Rate; AUC, Area Under the Curve
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Table 2.2. An overview of the Static-based Malware Analysis (Part 2)

Dataset
Study Year Types Methods Metrics atase Validations
Samples
SVM, LR,
Accuracy,
RE, Precision
Balram et XGBoost, ’
al. 2019 Regular NB, (LR, Re;:(ailr,eFl— 1.416 5-fold
XGBoost), Execution ’Time
(LR, RF,NB)
FS (M KNN, GB,
r:(m dean DT. RF Accuracy, F- 10-fold /
Radwan 2019 Standard FLM. LR, Mee;sure‘, Becall, 5.184 873;30
Deviation) NB recision plitting
F1-Score,
Processing
Zhang et RF, LSVM, .
al. 2019 Regular LR, LGBM Tlme', 750.000 n.a.
Confusion
Matrix
J45, LMT,
NB, RF, Accuracy,
MLP, RT Precisi
REP :Free’ Recrael?sll((::)’pa 10-fold /
Dadaetal. | 201 Regul ’ ’ 5.184 %66
adacta ? ceutar AdaBoost, Statistics, F1- q l(i}ttin
KStar, SL, | Score, ROC, putting
IBK, LWL, RMSE
SVM, RBFN
And
NEerSON 1 2018 | Regular | GBDT, LGB | FPR, TPR, AUC | 1.IM n.a.
and Roth
Raffetal. | 2018 Regular NN Accuracy, AUC 2M n.a.

Abbreviations: SVM, Support Vector Machine; LR, Logistic Regression; RF, Random Forest;
XGBoost, eXtreme Gradient Boosting; NB, Naive Bayes; FS, Feature Selection; KNN, K-Nearest
Neighbors; GB, Gradient Boosting; DT, Decision Tree; FLM, File Large Margin; LGBM, Light
Gradient Boosting Machine; n.a., Not Available; LMT, Logistic Model Trees; MLP, Multi-Layer
Perceptron; RT, Regression Trees; REP Tree, Reduced Error Pruning Tree; AdaBoost, Adaptive
Boosting; KStar, K* Algorithm; SL, Simple Logistic; IBK, Instance-Based Learning k-Nearest
Neighbors; LWL, Locally Weighted Learning; RBFN, Radial Basis Function Network; GBDT,

Gradient Boosted Decision Trees; FPR, False Positive Rate; TPR, True Positive Rate; AUC, Area
Under Curve; NN, Neural Network
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2.2. Studies Based on Dynamic Malware Analysis

Aboaoja et al. (2023) introduced a dynamic malware detection method focusing on API call
sequences specific to the Windows platform. The dataset comprises 7.208 malware and 3.848 benign
samples, with 60% reserved for training and 40% for testing. The evaluation utilized 10-fold cross-
validation with KNN, CART, NB, SVM, ANN, RF, LR, and XGBoost ML methods. Model
performance metrics, including accuracy, detection rate, sensitivity, and F1-Score, were assessed,
and the whisker box plot method was applied. The K parameter was set to values of 0.5, 1.0, 1.5, and
2.0. Notably, when K was set to 0.5, both ANN and XGBoost methods exhibited an accuracy of
96.20%. As the K parameter varied, XGBoost consistently demonstrated high accuracy, achieving
96.70%, 95.5%, and 95.8% when K was set to 1.0, 1.5, and 2.0, respectively.

Akhtar and Feng (2023) proposed a high-performance system for dynamic malware analysis
detection. They utilized a dataset available on the Kaggle online platform, comprising a total of 531
samples, with 373 being malware and 72 benign. The characteristic behavior of each sample was
isolated in a controlled environment, specifically the Sandbox, and marked in a binary system for
each file. Feature selection was performed using feature ranking, and the dataset was divided into
training and testing sets. The model training involved KNN, DT, RF, AdaBoost, Stochastic Gradient
Descent (SGD), ETC, and NB algorithms. The performance of model was evaluated using accuracy,
F1-Score, recall, and precision criteria. Upon examination of the results, RF, SGD, ETC, and NB
algorithms exhibited a 100% accuracy rate, while DT, KNN, and AdaBoost showed a 99% accuracy
rate.

Mohanasruthi et al. (2020) initiated a new study focusing on malware detection in a complex
network framework. The system demonstrated high detection rates using a complex network
topology created from the API-Call Transition Matrix (API-CTM). This approach examined various
metrics of the complex network to distinguish between malicious and benign applications. The
dataset consisted of records detailing the behavior of PE files, specifically system calls recorded in a
file covering 80 system calls. The Pearson Correlation Coefficient (PCC) and other feature selection
methods were employed, including API calls for links that PE files point to other extensions. The
findings revealed that MLP achieved the highest accuracy at 96.25%, followed by RF at 63.75%, NB
at 53.75%, and SVM at 42.5%.

Li et al. (2020) introduced a dynamic malware classification and detection system using
machine learning methods and opcode n-gram approaches. The dataset consisted of 7.927 malware
and 4.070 benign files. Deep Neural Network (DNN), SVM and XGBoost algorithms were used in
the proposed approach, and model performance was evaluated according to precision and recall
criteria. In the first experimental results, XGBoost showed the highest sensitivity with 99%.
XGBoost performed 99% of the recall criteria. Precision criteria for correct file classification were

96% for XGBoost, 96% for DNN, and 95% for SVM, while recall criteria were 99% for XGBoost,
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97% for DNN, and 95% for SVM. In another set of experiments involving changes to the content of
10 randomly selected new malware samples, XGBoost outperformed DNN and SVM, respectively.

Liu et al. (2017) introduced an approach that leverages classification algorithms for static
variants of malicious files and uses the opcode approach to identify new malware. A dataset
containing 21.740 samples was used, the data were grouped into 8-bits using the grayscale approach
and converted into binary form, where the numerical representation was assigned to data in the range
of 0 to 255. Feature extraction was carried out using the N-gram method, and information gain feature
selection was applied to reduce the features of the dataset and Shared Nearest Neighbors (SNN), RF,
KNN, GB, NB, LR, SVM, and DT ML methods were included. Model evaluation was based on
accuracy and the findings showed that GB achieved the highest accuracy value of 96.1% in the
grayscale image approach. Regarding the opcode n-gram approach (i.e., n = 3), RF achieved the
highest accuracy of 93.6%.

Manavi and Hamzeh (2017) proposed a new malware detection method using the opcode
sequence visualization approach. The dataset instances published by VX Heavens were used. The
dataset instances sourced from VX Heavens were employed, comprising a total of 3.400 samples,
including 1.600 benign and 1.800 malicious instances. The dataset contained binary data, it
underwent conversion into embedded system codes through various methods. A frequency matrix
was generated from these embedded system codes. To transform this frequency matrix into grayscale
picture form, representative color codes between 0 and 225 were assigned corresponding to the
frequency numbers, resulting in the creation of a new picture matrix. Following this process, the
KNN, SVM, and AdaBoost algorithms were applied. The evaluated metrics included TPR, FPR,
accuracy, and F-measure. The findings indicated that SVM achieved an accuracy of 93.17%,
followed closely by AdaBoost at 93.06%, and KNN at 91.7%.

Yewale and Singh (2016) proposed a malware detection system based on opcode frequency
for the PE files. In the dataset, malicious software belonging to Cuckoo Sandbox and PE files in the
system32 file in the Windows operating system were used. There are 100 samples, and analysis was
completed in assembly language using reverse engineering tools. By using Principal Component
Analysis (PCA) and feature rank feature selection algorithms, the twenty most repetitive opcode
operations were used. Then, boosting, SVM, DT, and RF classification algorithms were applied and
evaluated with True Positive (TP), True Negative (TN), False Positive (FP), False Negative (FN),
TPR, FPR, and accuracy metrics. The results were as follows respectively RF 97%, SVM 93%,
Boosting 87%, and DT 80% accuracies malware classification.

Galal et al. (2016) introduced a behavior-based dynamic feature model aimed at elucidating
the malicious activity exhibited by malware samples. The primary focus was on capturing behavioral
patterns, specifically system API calls categorized into five group such as process and subject
management, files, registry, network, and internet. The dataset comprised a total of 9.993 samples.

For behavioral analysis, each sample underwent opcode and n-gram (i.e., n = 2) approaches using
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the ObjDump tool. The proposed model incorporated the utilization of DT, SVM and RF as
classification algorithms. Additionally, 50 Hidden Markov Models (HMM) were employed to infer
events resulting from internal factors that could not be observed directly. The evaluation metrics
employed for assessment included sensitivity, specificity, accuracy, and AUC. The results obtained
from the application of the proposed classification models revealed an accuracy of 97.19% for DT,
96.84% for RF, and 93.98% for SVM. Moreover, when classifying estimates were derived for the 50
HMMs, DT achieved 96.89%, RF yielded 96.14%, and SVM recorded 94.8%.

Fan et al. (2015) introduced a data mining technique for dynamic malware analysis using a
dataset containing 7.000 malware samples and 251 benign samples. The focus of the method was on
API function names in six key DLL files that represent API calls in PE files. J48, SVM, and NB were
evaluated taking into account the algorithm and measurements such as TPR, FPR, sensitivity, recall,
F1-Score, and accuracy. The findings unveiled two distinct approaches, both striving for maximum
accuracy. The dataset was subdivided into subsets with varying features (i.e., 20, 40, 80, 120, 250,
and 800) from a pool of 1.800 training data points, which were validated using a 10-fold cross-
validation. In the first experiment, comprising 251 randomly selected benign and 263 malicious
samples, J48 predicted an accuracy of 95.4%, NB showed 95.9%, and SVM reached 81.6%. In the
second experiment with 251 benign and 773 malicious samples, J48 achieved 95.9% accuracy, NB
94.1%, and SVM 89.3% accuracy.

Singhal and Raul (2012) proposed a malware detection system that identifies malware
activities and can even make predictions about a new file. A total of the 4.500 samples from a dataset
consisting of user API calls on a network were investigated. These formats are archived in a database
and processed with the aid of the PE file parser using ML techniques. The data dimensions were
reduced using feature selection, and they were classified using RF. The results showed that the RF

classification method has a 99.55% accuracy rate for correct classification.

Table 2.3. An overview of the Dynamic-based Malware Analysis (Part 1)

Dataset
Study Year Types Methods Metrics atase Validations
Samples
. SVM, RF, Accuracy, F1-
Abozfja 203 Ffa(ml\l) CART, LR, Score, Recall, 11.056 14(())'1;01% t/t 1?10_
’ & KNN Precision p £
Akhtar and KNN, DT, RF, Accuracy, F1-
Fen 2023 FS (FR) AdaBoost, Score, Recall, 531 n.a
g SGD, ETC, NB Precision
More than
Mohanasruth 2020 FS SVM, DT, NB, Accurac 1.000 na
i etal. (PCM) MLP y ‘ &
samples

Abbreviations: FS, Feature Selection; SVM, Support Vector Machine; RF, Random Forest; CART:
Classification and Regression Trees; LR, Logistic Regression; KNN, K-Nearest Neighbors; DT, Decision Tree;
AdaBoost, Adaptive Boosting; SGD, Stochastic Gradient Descent; ETC, Extra Trees Classifier; NB, Naive
Bayes; n.a., Not Available; PCM, Principal Component Analysis; MLP, Multi-Layer Perceptron
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Table 2.4. An overview of the Dynamic-based Malware Analysis (Part 2)

Study Year | Types Methods Metrics Dataset Validations
Samples
. XGB, DNN, Precision,
Li et al. 2020 | Regular SVM Recall 11.997 n.a.
Accuracy,
Precision,
RF, KNN, GB, Recall, F1
Liu et al. 2017 | FSG) | NB, LR, SVM, | Score, Model 121.000 n.a.
DT, SNN Training Time,
Confusion
Matrix
TPR, FPR,
. SVM, Accuracy, F-
M;Zize?d 2017 | Regular AdaBoost, Measure, 3.400 n.a.
KNN Recall,
Precision
S TP, TN, FP,
Yewale and Boosting, DT, FN, TPR,
Singh 2016 | (PCA, SVMngF FPR. 100 na
FR)
Accuracy
Sensitivity,
DT, RF, SVM, Specificity,
Galal et al. 2016 | Regular HMM J— 9.993 n.a.
AUC
TPR, FPR,
Precision,
Fan et al. 2015 | Regular | J48, NB, SVM Recall, F1- 7.000 10-fold
Score,
Accuracy
Smiﬁland 2012 | FS (IG) RF Accuracy 4.500 n.a.

Abbreviations: XGB, eXtreme Gradient Boosting; DNN, Deep Neural Network; SVM, Support
Vector Machine; n.a., Not Available; FS, Feature Selection; IG, Information Gain; RF, Random
Forest; KNN, K-Nearest Neighbors; GB, Gradient Boosting; NB, Naive Bayes; LR, Logistic
Regression; DT, Decision Tree; SNN, Shared Nearest Neighbors; AdaBoost, Adaptive Boosting;
PCA, Principal Component Analysis; FR, Feature Ranking; HMM, Hidden Markov Model; TPR,
True Positive Rate; FPR, False Positive Rate; TP, True Positive; TN, True Negative; FP, False
Positive; FN, False Negative; AUC, Area Under Curve
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2.3. Studies Based on Hybrid Malware Analysis

Jjaz et al. (2019) proposed an approach involving dynamic and static analysis using ML
techniques for the PE files. The integrated dataset comprises the results of dynamic analysis
consisting of more than 2.300 samples and static features extracted from 92 samples. A matrix was
created detailing file operations such as reading, writing, and deleting. Additionally, the analysis took
into account the processing of Domain Name System (DNS) queries in nine different combinations,
as well as API calls that facilitate communication between software components and hardware.
Conversely, static analysis was based on the PE Header files. Various classification models such as
LR, DT, RF, BC, AdaBoost, Tree Classifier, and GB Classifier have been applied to the created
models. Evaluation criteria were based on AUC. Experimental results showed that the highest AUC
value in dynamic analysis was achieved by GB Classifier with 94.64%. The success of the other
methods was AdaBoost, BC, LR, DT, RF, Tree Classifier, respectively. Regarding static analysis,
GB Classifier exhibited the highest AUC value of 99.36%. The success of other methods was
AdaBoost, Tree Classifier, RF, BC, DT, and Linear Ridge Classifier (LRC), respectively.

Dhammi and Singh (2015) proposed a hybrid approach system that can analyze behavior-
based and signature-based malicious files. Datasets include the PE file format, Hypertext Markup
Language (HTML) document format, compressed files, and Joint Photographic Experts Group
(JPEG) file format. The evaluation criteria used include TPR, FPR, precision, recall, accuracy, and
10-fold cross-validation. LMT, NB, SVM, Ridor Classifier, and KNN were selected for
classification. In the proposed system, two different approaches are presented, one with feature
selection and another without feature selection. In the model created without feature selection, the
LMT classifier was the most successful approach with 73.42% accuracy. The accuracy values of the
other approaches were SVM 71.01%, NB 68.23%, KNN 61.36%, and Ridor Classifier 54.27%,
respectively. In the model created using feature selection, the LMT classifier had the best approach
with 98.28% accuracy. The accuracy values of the other approaches are SVM 97.71%, NB 96%,
Ridor Classifier 94.28%, and KNN 81.63%, respectively.

Santos et al. (2013) proposed a machine-learning-based model that performs static and
dynamic analysis of malicious files. In the static analysis, the opcode sequence was created at the
operation code level of the Windows PE files, and many combinations were created with the n-gram
model. The generated opcode sequences contain many machine language codes for the PE files. In
dynamic analysis, Windows PE files were run in an isolated environment, and many movements such
as registry keys, system calls, characteristic structures, and processes were monitored and recorded.
Then, the data consisting of dynamic and static analysis were combined, and a hybrid model was
obtained. The 13.189 malware samples were selected from online platforms, while 13.000 unique
PE files were created. While the learning of the model was provided by RF, J48, KNN, NB, SVM,

and TPR, FPR, accuracy, and AUC criteria were used to evaluate the model. Experimental results
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showed that in the hybrid approach to malware analysis, SVM achieved 96.60%, KNN 96.22%, RF
95.19%, J48 93.59%, and NB 93.53% accuracies.

Table 2.5. An overview of the Hybrid-based Analysis

Dataset
Study | Year Types Methods Metrics atase Validations
Samples
Dynamic
Tiaz et LR, DT, RF, 2.300
J al 2019 Regular BC, AdaBoost, AUC samples, n.a.
’ TC, GB, LRC Static 92
samples
Dhammi FS (Feature LMT, NB, glzi’i::ilc:t}f ’
and 2015 Importance) SVM, KNN, Recall ’ 1.270 10-fold
Singh P RC, K-Means ’
Accuracy
TPR, FPR
Santos RF, J48, KNN, ’ ’
2013 Regular Accuracy, 26.189 n.a.
et al. NB, SVM AUC

Abbreviations: LR, Logistic Regression; DT, Decision Tree; RF, Random Forests; BC, Bagging
Classifier; AdaBoost, Adaptive Boosting; GB, Gradient Boosting; LRC, Linear Ridge Classifier;
n.a., Not Available; AUC, Area Under Curve; LMT, Logistic Model Tree; NB, Naive Bayes; SVM,
Support Vector Machine; KNN, K-Nearest Neighbors; TPR, True Positive Rate; FPR, False Positive
Rate; RC, Ridor Classifier; TC, Tree Classifier

2.4. Studies Based on Network Malware Analysis
Hidayat et al. (2023) proposed a ML-based instruction detection system using the TON_IoT
dataset. Data preprocessing steps, including standardization, normalization, PCC, and RF feature
selection, were applied to the dataset. In addition to DT, AdaBoost, and KNN machine learning
methods, MLP and Long Short-Term Memory (LSTM) approaches were employed as deep learning
methods. The model's performance was evaluated based on accuracy, recall, precision, and the ROC
curve. Upon examination of the findings, AdaBoost emerged as the best machine learning method
with 99.8% accuracy, while MLP stood out as the best deep learning method with 99.2% accuracy.
Thakkar and Lohiya (2023) introduced a novel approach for network instruction detection,
employing deep learning techniques alongside feature selection. The study utilized a substantial
dataset consisting of 631.935 samples drawn from three distinct datasets (i.e., NSL-KDD,
UNSW_NB-15, and CIC-IDS-2017, respectively). Central to the research was the creation of a
statistical feature selection process, which compared various methods including median, standard
deviation, and mean difference. The methodology employed sequential deep learning networks.
Evaluation of the models was conducted using multiple metrics including accuracy, precision, recall,
F1-Score, FPR, and execution time. Analysis of the findings revealed that the implemented statistical
feature selection method achieved notable success, demonstrating accuracy rates of 99.84%, 89.03%,

and 99.80% across the three different datasets, respectively.
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Ilyas and Alharbi (2022) utilized ML techniques to investigate modern internet traffic
patterns. Their research involved compiling a comprehensive dataset comprising various cyber
threats, such as bot attacks, Denial-of-Service (DoS) assaults, Brute-Force attempts, and infiltration
maneuvers. The evaluation of the model included the use of the 10-fold cross-validation method,
assessing its performance with algorithms like DT, RF, NB, LSVC, and MLP. Measurements were
made based on accuracy, precision, recall, and F1-Score metrics. The results highlighted the
effectiveness of DT and RF algorithms in detecting bot attacks based on accuracy metrics. However,
for other types of attacks, the best-performing methods were as follows: LSVC in DoS-
SlowHTTPTest/DoS-Hulk attacks; DT and RF in BruteForce-Web/SQL Injection/XSS attacks; DT,
RF, and MLP in Infiltration attacks; DT and RF in DoS-GoldenEye/DoS-Slowloris attacks; and DT,
RF, NB, LSVC, and MLP in BruteForce SSH/BruteForce-FTP attacks, with DT, RF, NB, and LSVC
in DoS LOIC-UDP/DDOS-HOIC attacks.

Moualla et al. (2021) proposed a novel ML-based instruction detection system using the
UNSW-NB15 dataset. To address irregularities in the dataset, the Synthetic Minority Oversampling
Method (SMOTE), a resampling technique, was applied to generate new synthetic data. The dataset
preparation included the classification of malware activity. Various metrics, including accuracy,
sensitivity, recall, FAR, F1-Score, specificity, ROC, and Precision-Recall Curves (PRCs), were
considered in the model evaluation. The results demonstrated 100% accuracy for shellcode, 98%
accuracy for DoS and general activities, 97% accuracy for worms, and 94% accuracy for exploits.
Additionally, the analysis predicted backdoors, fuzzers, and discoveries with 99% accuracy.

Jha and Sharma (2021) presented a method for cloud protection based on user activity,
utilizing the UNSW-NB15 dataset, which includes over 82.000 samples and 49 features as well as
nine different attack methods. The study comprehensively reviewed the utility of various ML
techniques, including SVM, DT, NB, RF, KNN, and LR, applied to predict user behavior. The
performance of the model with and without feature selection was compared in terms of accuracy,
sensitivity, and specificity. Without feature selection, RF achieved an accuracy of 97.71%, sensitivity
of 97.85%, and specificity of 97.60%. The DT showed an accuracy of 96.68%, and KNN exhibited
an accuracy of 80.42%, while with feature selection, DT achieved an accuracy of 96.77%, and KNN
reached 80.45%. The study aimed to create a framework for detecting malicious behavior in cloud
environments to safeguard data from various types of attacks. The highest accuracy value was
observed for RF at 97.71%.

Kocher and Kumar (2021) presented a ML-based model that detects anomalies in the mesh
network. The proposed Instruction Detection System (IDS) can easily capture network traffic
bypassed by the firewall, and when combined with ML techniques, it was suggested that a much
more effective system could be achieved. Therefore, training and testing were performed on KNN,
LR, NB, RF, and SGD ML algorithms using the UNSW-NB15 dataset. To select irrelevant and

unrelated tags from the dataset, the feature was selected using the Chi-Square technique. In addition,
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all labels and associated labels in the dataset were trained and evaluated separately. The model was
evaluated with accuracy, precision, MSE, recall, F1-Score, TPR, and FPR. The highest accuracy in
the model created without feature selection is RF with 99.57%, according to the experimental results.
Others are LR 98.42%, KNN 98.28%, SGD 99.16%, and NB 76.59%, respectively. In the model
built using feature selection, the highest accuracy is RF at 99.64%. Others are KNN 98.90%, LR
98.17%, SGD 97.99%, and NB 75.16%, respectively.

Hammad et al. (2020) presented a model for anomaly detection using clustering and
classification approaches. The UNSW-NB15 dataset contained a total of 2.540.044 samples, 47
features, and binary labels. The Correlation-Based Feature Selection (CFS) was applied for size
reduction, and eight features were selected. NB, RF, J48, and ZeroR classification methods are used
in ML. In addition, K-means and Expectation Minimization (EM) were used in the clustering
strategy. Accuracy, precision, recall, F-measure, FPR, specificity, and 10-fold cross-validation, were
used as evaluation criteria for the model. The classification accuracy of the proposed model was NB
76.04%, J48 93.78%, RF 97.60%, and ZeroR 68.06%, respectively, while the K-Means misclustering
rate for clustering was 4.6% and EM 32.03%. As a result, when feature selection is applied, the best
classification model is RF with 97.6%.

Bagui et al. (2019) presented a hybrid model using the UNSW-NB15 dataset. From a total
of 2 million samples in the dataset, 8.000 samples with the 9 rarely different attack types were
randomly selected. In the proposed model, the size of the features in the dataset was reduced by using
K-means clustering and CFS for feature selection. In feature selection, K-means clustering was
selected separately based on the means of the features, and CFS evaluated the benefits of each
candidate subset. By applying NB and J48 methods, which are classification algorithms for the
selected model, accuracy was evaluated with Attack Detection Rate (ADR) and FAR metrics. The
findings showed that feature selection is very important for probability-based NB algorithms, but not
so important for J48 tree-based systems. Worm detection had the highest accuracy score of 99% for
the NB Classifier, although the ADR and FAR rates were also high. The best accuracy of J48
Classifier for worm detection was 99.94%.

Nawir et al. (2019) introduced a model for anomaly detection using the UNSW-NB15
dataset, which includes various classification methods. The dataset consisted of 257.673 samples and
44 features focusing on binary data that distinguish normal from abnormal data. The model includes
two different paths. The first is to use 10-fold cross-validation, while the other is the splitting method.
In the splitting method, it was split as 20, 40, 60, 80, and 100 for training and testing. Accuracy and
process time were taken into consideration to evaluate the models. Results showed that the J48
algorithm had the highest accuracy score of 98.71%, but the processing time was approximately 32
seconds. In contrast, the Average One-Dependence Estimators (AODE) algorithm processed in
approximately 7 seconds with a 97.26% accuracy rate. Remarkably, NB showed the lowest accuracy

at 76.12% but the fastest processing time at 1.22 seconds. MLP achieved 89.76% accuracy with an
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extended processing time of approximately 8 hours, while RBFN achieved 84.41% accuracy and
processed in 7.50 seconds. As a result, the AODE algorithm showed promising results,

outperforming J48 in detecting network anomalies despite a slower processing time.

Table 2.6. An overview of the Network-based Analysis (Part 1)

Dataset
Study Year Type Methods Maetrics atase Validations
Samples
DT, Accuracy
i FS (PCC, AdaBoost, 7
Hidayatetal. | 2023 RF) KNN, MLP, Recalll,{POr(e:cmlon, 461.043 n.a.
LSTM
FS (RFE,
Chi-Square,
A
Thakkar and CES, GA, Pr iCiClrllral:y’ 11
aRKArand | 2023 | ML, Relief- DNN ecision, Beeatl, | 631 935 n.a.
Lohiya F RE F1-Score, FPR,
9 9 ET
Median,
SD, MD)
. DT, RF, Accuracy,
Il F
Zf‘hs agq 2022 i(f’a)m NB, LSVC, | Precision, Recall, | 7M.950K |  10-fold
ot ato MLP F1-Score
Accuracy,
Precision, Recall,
Moualla et al. | 2021 FS (ETC) ELM, LR Specificity, F1- 257.673 n.a.
Score, FAR,
ROC, PRC
Accuracy,
. SVM, DT, Sensitivity,
h F hi-
JSha :;d 2021 SS (Cr 1) NB, RF, Specificity, 82.332 na.
arma quare KNN, LR Confusion
Matrix
Accuracy,
) KNN, LR, .
Kocher and 2021 FS (Chi- NB. R, Precision, Recall, 257 673 o
Kumar Square) SGD F1-Score, TPR,
FPR, MSE
NB, RF, Accuracy,
Hammad et J48, ZeroR, Precision, F1-
al 2020 ES (CFS) K-Means, Score, FPR, 2.540.044 10-fold
EM Specificity

Abbreviations: FS, Feature Selection; PCC, Pearson Correlation Coefficient; RF, Random Forest; DT,
Decision Tree; AdaBoost, Adaptive Boosting; KNN, K-Nearest Neighbors; MLP, Multi-Layer Perceptron; K,
Thousand; LSTM, Long Short-Term Memory; n.a., Not Available; RFE, Recursive Feature Elimination; CFS,
Correlation-based Feature Selection; GA, Genetic Algorithm; MI, Mutual Information; SD, Standard
Deviation; MD, Mean Difference; DNN, Deep Neural Network; FPR, False Positive Rate; ET, Execution
Time; NB, Naive Bayes; LSVC, Linear Support Vector Classifier; ETC, Extra Trees Classifier; ELM, Extreme
Learning Machine; LR, Logistic Regression; FAR, False Alarm Rate; ROC, Receiver Operating Characteristic;
PRC, Precision-Recall Curve; SVM, Support Vector Machines; SGD, Stochastic Gradient Descent; MSE,
Mean Squared Error; K-Means, K-Means Clustering; EM, Expectation-Maximization Algorithm
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Table 2.7. An overview of the Network-based Analysis (Part 2)

Dataset
Study Year Type Methods Metrics atase Validations
Samples
FS (K-
A ADR
Baguietal. | 2019 | Means, NB, J4g | MY AER g 000 na.
FAR
CFS)
NB
’ 10-fold /
AODE A
Nawiretal. | 2019 | Regular ’ CCUrALY, | 957673 | 20,40,60,80
RBFN, Processing Time Solitti
MLP, J48 prting

Abbreviations: FS, Feature Selection; K-Means, K-Means Clustering; CFS, Correlation-based Feature
Selection; NB, Naive Bayes; n.a., Not Available; ADR, Attack Detection Rate; FAR, False Alarm Rate;
AODE, Average One-Dependence Estimators; RBFN, Radial Basis Function Network; MLP, Multi-Layer
Perceptron
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3. THEORETICAL FOUNDATIONS OF METHODS

This chapter is divided into two distinct parts. The initial section delves into the theoretical
intricacies of ML classifiers, while the subsequent subsection elucidates the operational principles

behind feature selection algorithms.

3.1. Machine Learning Classifiers
In this section, the theoretical information and working principles of six different ML
classifiers, including LightGBM, DT, KNN, MLP, SVM and NB, and Relief-F and mRMR-based

feature selectors are discussed in detail.

3.1.1. Light Gradient Boosting Machine

The LightGBM, a ML algorithm developed by Microsoft in 2017, efficiently handles large-
scale datasets through Gradient Boosting (Ke et al., 2017). This algorithm distinguishes itself with
its low memory consumption, Graphically Process Unit (GPU) support, and parallel processing
capabilities, offering significant advantages in accuracy and efficiency, especially in multi-class
classification problems (Ge et al., 2019). By employing Gradient Boosting, which aims to construct
arobust learner by amalgamating weak learners like decision trees, the Light GBM swiftly processes
extensive datasets. Its optimization of memory usage further enhances operational efficiency,
surpassing traditional Gradient Boosting methods. Assume that input space X, towards the gradient
space G. A training set comprising instances {x, ..., X, }, where each x; is a vector dimension s in
X. In each iteration of gradient boosting, all the negative gradients of a loss function concerning the
outpu model are denoted as {g, ..., gn}- The decision tree divides each node based on the most
informative feature, resulting in the largest gain in evidence. In this model, the improvement in data

segregation can be quantified by the variance. It can be represented by following formula:

Y = BaseTree(X) — lr.Treel(X) — lr.Tree2(X) — lr.Tree3(X) (3.1)

Let O be a training dataset on a fixed node of a decision tree and then the variance gain of dividing

measure j at a point d for a node is defined as:

Vip(d) = — 3.2.
LlO( ) no n{lo(d) nilo(d) ( )

1 <(Z{xieo:'xijsd}gi)2 + (Z{xieofxij>d}gi)2>

where, ny, = Y I[x; € 0], nlj|0 (d) =Zl[xl- €EO0: x; < d] and nilo (d) = Zl[xi €0 : x5 >

d].
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Gradient One-Sided Sampling (GOSS) uses every sample with large gradients and performs random
sampling on samples with small gradients. The training data set for a particular node of the decision
tree is denoted by the notation 0. The variance gain or split measure of node j at point d is expressed

as:

- 2 _ 2
(Z{xiEAl}gi+ 1Ta2xiesl gi) (Z{xl-eAr}gi+ ITQineBT gi) ) 33)

~ 1
=3 < n(d) * nl(@)

where, 4;= {x; € A: x;; <d} A, = {x;€Ad: x;>d},Bj= {x;€B: x;; <d},B, = {x; €
B: x> d}, and the coefficient 1;—a is used to normalize the sum of the gradients over B back to

the size of A (Ke et al., 2017).

3.1.2. Decision Tree Classifier

The DT, also known as classification and regression trees, emerges as a fundamental
cornerstone within information extraction systems. Their inherent simplicity and comprehensible
architecture render them an appealing and substantive choice for end-users. The fundamental aim
behind their construction lies in the acquisition of a structured tree arrangement capable of facilitating
predictions by unveiling intricate patterns inherent within the data. The recursive construction of
these trees is facilitated through an induction process, notably the Top-Down Induction on Decision
Trees (TDIDT), which initiates from higher nodes and progressively expands downwards. Classical
algorithms like ID3, C4.5, and Classification and Regression Tree (CART) commonly serve as
pivotal tools in the creation of these sophisticated tree structures (Martinez Torres et al., 2019).

The DT exhibit remarkable adaptability in handling both numerical and categorical datasets.
Nevertheless, their susceptibility to minor fluctuations within the data renders them notably sensitive.
Even minute alterations in the dataset possess the potential to yield entirely distinct tree structures,
thereby generating intricate patterns that lack generalizability. Termed as the "instability" of decision
trees, this phenomenon contributes to lack of stability of the model and can impede its reliability and

robustness (Jain et al., 2022).

3.1.3. K-Nearest Neighbors

The KNN is a rudimentary yet potent non-parametric classification approach. Its core
principle revolves around identifying the k nearest neighbors of a given data point and determining
its classification based on the majority class among these neighbors. The pivotal aspect influencing

its efficacy lies in the parameter k selection, significantly shaping the classification outcome. The
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typical model optimization process entails iterative experimentation across varying k values to
discern the optimal performance threshold.

However, a notable drawback of the KNN surfaces in its demanding computational cost
during the classification of novel instances, owing to the real-time computation requirements.
Operating as a case-based learning method, KNN retains all training data for classification, which,
although effective, imposes constraints, notably in dynamic web mining for expansive datasets. To
enhance efficiency of KNN, a proposed approach involves identifying representative subsets that
encapsulate the entire dataset, thereby constructing a learning model. Utilizing this model for
subsequent classifications becomes a viable strategy. The evaluation of different algorithms often
incorporates performance measures as a benchmark standard (Guo et al., 2003).

The KNN classifier is an algorithm centered around the classification of data points. There
isn't a specific formula for determining the k value that selects the nearest neighbor. This varies
depending on the dataset size and the approach to problem-solving. However, there are numerous
methods for measuring distance such as Euclidean, Manhattan, and Minkowski.

Euclidean distance is a common and fundamental metric used to measure the linear
separation between individual data points. Mathematically, it involves obtaining the square root of
the inequalities within the coordinates of two different points and thus determining the Euclidean
distance as a measure indicating the linear distance between these points. The formula containing the

Euclidean distance is as follows:

\/Z?=1(xi1 — Xi2)? (34

The Manhattan distance is an alternative distance measurement method to Euclidean

distance. The formula for Manhattan distance is as follows:

Yicalx — il (3.5.)

Another distance measurement method of the KNN algorithm is Minkowski. This distance
is a formula that can be used with the p parameter value. This parameter provides a generalized form

of different distances. Minkowski distance measurement formula is as follows:

1
(ELilxi — wilP)? (3.6
3.1.4. Multi-Layer Perceptron

The MLP is a type of artificial neural network that includes an input layer, an output layer,

and at least one hidden layer. Each node in the layers is referred to as a neuron, and there are various
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numbers of neurons in each layer. Each neuron is connected to every neuron in the preceding and
succeeding layers, but not to neurons within the same layer. To optimize outputs towards desired
results and minimize the difference between the network output and the desired output, every
connection in the model possesses a value known as a weight (Ramchoun et al., 2017).

In artificial neural networks such as MLP, each neuron incorporates a crucial element known
as an activation function, which significantly influences the network's behavior. Among the array of
activation functions available, ReLU, Logistic (i.e., Sigmoid), and Hyperbolic Tangent (tanh) stand
out as commonly utilized choices (Misra, 2019). This study includes the combined use of a number
of parameters such as hidden layer, activation function, alpha, solver, batch, and momentum.

The Sigmoid activation function also called as Logistic presents an approach involving
Logistic Regression classification algorithms. This function positions the inputs between 0 and 1, as
shown in Figure 3.1. Particularly beneficial for classification problems, this characteristic stands out,
making it suitable for usage in gradient-based algorithms. However, instances of excessively high or
low gradient values result in training stagnation or increased computational costs. The formula of the

logistic activation function, as shown in (3.7.):

1
1+e=*

f&x) = (3.7)
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Figure 3.1. Graph of Sigmoid Function

The Hyperbolic Tangent function, also known as the tanh activation function similar to the
sigmoid function, yields outputs between -1 and 1, as illustrated in Figure 3.2. This output range is
advantageous as it centers around zero or close to zero on average. This characteristic can expedite

the learning process. However, similar to the sigmoid function, excessively high or low gradient
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values can escalate computational costs. The formula of the tanh activation function, as shown in

(3.8.):

X_ g=X

tan(x) = < (3.8)

eX+e™*

Tanh Function

1.00 4-—— Tanh Function !

0.50

0.251

0.00 4

tanh(x)

—-0.25

—0.50 1

=0.75 4

—1.00 1

T T T T T T T
=10.0 =7.5 =5.0 -2.5 0.0 2.5 5.0 7.5 10.0

Figure 3.2. Graph of Hyperbolic Tangent Function

The Rectified Linear Unit (ReLU) stands out among activation functions with its simplicity
and consistent performance (Misra, 2019). The primary aim here is to nullify negative values of the
function while retaining positive ones. The conversion of negative values to zero serves to expedite
the gradient, the vectorial measure of the function's slope at a specific point, throughout the learning
process of the network. This concept is illustrated in Figure 3.3. This alteration in the gradient
facilitates accelerated and effective learning, thereby enhancing the efficiency of the network's

learning process. The formula of the ReLU activation function, as shown in (3.9.):

f(x) = max(0, x) (3.9.)
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Figure 3.3. Graph of ReLU Function

Alpha aims to mitigate the risk of overfitting in an artificial neural network model by
controlling the magnitude of weights. This is commonly known as L2 regularization or Ridge
regularization. As the alpha value increases, the influence of weights decreases, resulting in a less
complex model. The solver parameter is an optimization parameter in an artificial neural network
model and updates weights using different parameters, facilitating the learning process. Batch aim to
enhance the efficiency of the training process. The primary purpose is to partition the dataset into
smaller segments instead of processing the entire dataset in one go. Although an optimal batch size
may not directly enhance the network performance of the model, it indirectly contributes to its

improvement.

3.1.5. Support Vector Machine

The SVM, an algorithm rooted in statistical learning theory for regression or classification
learning, operates by partitioning data onto a hyperplane to minimize classification errors. This
hyperplane serves as the division between two parallel hyperplanes, effectively segmenting the data.
Enhancing the generalization of classifiers involves increasing the separation distance of this
hyperplane.

Through the transformation of input vectors into a higher-dimensional space, SVM
constructs the hyperplane, aiming for maximal separation to better categorize data. The objective lies
in creating a hyperplane that maximizes the distance between two parallel planes, effectively
partitioning the data points (Bhavsar & Ganatra, 2012). The graph separating margin, support vectors
and hyperplane for SVM is shown in Figure 3.4.
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Figure 3.4. Graph of SVM Separating Hyperplane

3.1.6. Gaussian Naive Bayes

The NB, rooted in Bayes' theorem, presents a straightforward and readily applicable
probabilistic approach to classification. Its assumption of attribute variable independence contributes
to its efficacy in supervised learning, enabling its utilization in complex real-world contexts. A
notable advantage lies in its minimal dependency on extensive training data, a crucial aspect for
characterization and classification tasks (Kamel et al., 2019).

The NB, particularly in handling continuous data, the classifier presupposes a Gaussian
distribution for continuous attribute values associated with each class. This assumption guides the
segregation of the training dataset by class, facilitating the computation of statistical parameters like
mean and standard deviation for each class. Such an approach enables the characterization of attribute
value distributions within respective classes based on Gaussian assumptions, thereby facilitating
classification within continuous data domains (Kamel et al., 2019). The specific expression

encapsulating the Gaussian NB formula is articulated as follows in (3.10.):

P(y).P(x1,X3,...%0|¥)
P(x1,X2,...Xn|Y)

P(ylxy, x2, ) Xp) = (3.10.)

3.2. Feature Selection Methods
In this section, the definitions and working principles of important feature selectors such as
Relief-F and mRMR are examined in detail. These selectors have been used to improve the

classification performance of features, reduce their size, and improve models.
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3.2.1. Relief-F

The Relief-F algorithm is a robust feature selection method that operates on instance-based
principles. It functions by randomly selecting an instance and then identifying the nearest neighbors
within the same class. Unlike the original Relief algorithm, Relief-F possesses the advantage of
handling incomplete data and is not limited to binary classification problems. This versatility allows
it to be applied across a broader range of scenarios, contributing to its effectiveness in feature
selection across various datasets and problem types.

The Relief-F algorithm initializes weights for attributes to 0, similar to the original Relief
algorithm (Line 1). Following this, like in the Relief algorithm, it randomly selects an instance (R;)
from the dataset (Line 3). However, unlike Relief, Relief-F identifies the k nearest neighbors of the
same class as H;j (Line 4). Additionally, it seeks nearest misses, M;(C), by locating the k nearest
neighbors from different classes (Lines 5 and 6). Subsequently, the algorithm updates the weights
(WIA]) for all attributes (A) based on their values for R; and H; (Robnik-Sikonja & Kononenko,
2003).

Input: for each training instance, a vector of attribute values and the class value
Output: The vector W of estimations of the qualities of attributes

Set al.l weights W[A] :=0.0;

for i :=1 to m do begin

randomly select an instance R;;

find k nearest hits Hj;

for each class C # class(R;) do

from class C find k nearest misses M;(C);

for A:=1toado

WIA] = W[A] — Z¥_, dif f(A,R;, H;) /m.k +

Sectass ol oy Zien 4if f (A Ry, My (©)]/ (m.k.):

¥ XN R WD =

end;

Figure 3.5. Pseudo code for Relief-F Method (Robnik-Sikonja & Kononenko, 2003)

By incorporating both nearest neighbors from the same class and those from different classes,
Relief-F devises a robust method for computing attribute weights. This approach enhances its
adaptability across diverse datasets and class distributions in feature selection endeavors. It allows
Relief-F to discern the relevance of attributes more effectively, catering to varied data structures and

class complexities commonly encountered in feature selection tasks.

3.2.2. mRMR
The mRMR aims to identify features that are strongly associated with the class label while
minimizing redundancy between selected features. It offers two main approaches. The first aim is to

identify features that are highly correlated with the class label while simultaneously reducing
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unnecessary overlap or redundancy between them (Acid et al., 2011). The formula for calculating

redundancy between variables is as follows:
1
wi(S) = 12 Lx,xjes MI(X;, X)) (3.11.)

where MI(X;, X;) provides the measure of mutual information between variables X; and X;.

Another objective is to maximize relevance among features while minimizing redundancy.

The overall relevance of variables within set S concerning C can be computed as:
1
Vi) = 75 Zxies MI(C, X;) (3.12.)

One straightforward approach to obtaining a quality subset of features by considering both

redundancy and relevance can be formulated as follows:

S*argmaxgscy (V;(S) — Wi (S)) (3.13))
Since conducting an exhaustive search for the optimal subset is not feasible, the chosen
subset is acquired incrementally. It begins with the feature exhibiting the highest value of

MI(C; X;) (Sp = {X i 0}), then gradually expands by incorporating the feature that maximizes (Acid
et al., 2011).

max 1
(Xj € U\Sp_4 (MI (C.X) === Zxies,, Ml (Xj.Xi))> (3.14.)
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4. DATASET AND METHODOLOGY

This chapter is divided into three parts. The first part covers the strategies for creating the
dataset and the details of the PE file headers. The second part examines the model-building processes,
the default values of classifiers, and the methods developed for hyperparameter optimization. The
final section encompasses the intervals defined and parameter specifications to attain the optimal

results demonstrated by classifiers in the models.

4.1. Dataset Generation

This section provides a thorough examination of the structure of Windows PE files,
encompassing detailed discussions on the DOS, File, and Optional headers, as well as elaborate
descriptions of the partition segments inherent to PE files. Furthermore, it delves into the
methodology behind dataset creation, elucidating the specific headings and statistical information to

be incorporated into the dataset with meticulous attention to detail.

4.1.1. Portable Executable File Headers

The subheadings within the PE file headers outline the characteristic behavior of a PE file
when loaded or anticipated to be loaded on the Windows operating system. These subheadings cover
various details, such as the file's structure, loading mechanism, designated installation location, file
type, executable status, compatibility with target operating systems, and version information. These
details are crucial for determining how the file will be processed, executed, and integrated within the
Windows environment.

In exploring the nuances of the PE file format, the DOS Header, File Header, and Optional
Header emerge as pivotal constituents. Each of these elements encapsulates indispensable data
crucial for the precise comprehension and execution of PE files within the Windows ecosystem.
Their collective significance lies in furnishing fundamental information imperative for the accurate
interpretation and seamless operation of executable files within the Windows environment.

The DOS Header is located at the beginning of the PE file for compatibility purposes.
Although this header holds significant importance within the context of MS-DOS, serving as a
default header standard for the PE file, it assumes a less active role in modern operating systems like
Windows NT 3.1 and subsequent versions. Nonetheless, its relevance endures due to its inclusion of
numerous features related to compatibility, security, and debugging. Notably, upon execution on a
DOS system, an alert message is displayed, indicating the incompatibility of the PE file with the
DOS environment, following which the program terminates. A comprehensive overview of the
subheadings within the DOS section, along with their detailed names and definitions, is presented in

Table 4.1.
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Table 4.1. List of DOS Headers

Headers Header Name Description
e_magic Magic Number Includes MZ signature to run on DOS system.
Specifies the number of missing bytes in the last page of
bl Byt Last P
P yles on Last a8 | the file. Tt is usually filled with the value 0.
e_cp Pages in File Specifies the total number of pages (i.e., size) of the file.
e_crlc Relocations Contains the number of relocation records.
Size of Header in | Expresses the total size of the DOS Header in paragraphs.
e_cparhdr . .
Pharagraphs It is usually set to 4 paragraphs (i.e., 64 bytes).
. Minimum Extra It is the minimum number of additional paragraphs
e_minalloc .
Paragraphs required by the program.
Maximum Extra | It is the maximum number of additional paragraphs
e_maxalloc .
Paragraphs required by the program.
e ss Initial Stack Specifies the stack segment that is initially loaded for the
- Segment program.
s Initial Stack Pointer Specifies‘the register of the pointer stack loaded when the
program is started.
e_csum Checksum Includes checksum to ensure completeness.
e Initial Instruction | Specifies the execution pointer register of the command to
1P Pointer be executed at started.
Initial Code . . —
e_cs Indicates the code segment that is loaded at initially.
Segment
e lfarle File Address of Specifies the address of the relocation records in the file.
- Relocation Table | It is not related to DOS Header. It is usually set to 0.
€_0ovno Overlay Number | Used for DOS compatibility. It is usually set to O.
€_res Reserved Words It is a reserved field.
e_oemid OEM Identifier It is an OEM identifier used for DOS compatibility.
: onal inf : forD
¢_oeminfo OEM Information Contalr%s .afldltlona information used for DOS
compatibility.
Extended Linear | It is a value at the end of the DOS Header that indicates
e_lfanew Address of New where COFF headers begin. This value represents a 32-
Exectable bits offset or Relative Virtual Address (RVA) value.
e_res2 Reserved Words It is a reserved field.

Abbreviations: OEM, Original Equipment Manufacturer; COFF, Common Object File Format; RVA, Relative

Virtual Address

The File Header represents the standard format of the file contained in the PE file and

executable by the Windows operating system. It defines the general characteristics of the file and

provides information about the intended use of the file by the operating system. In the realm of

standardized characteristics inherent to file formats, the file header assumes a pivotal role in dictating

the manner in which the file undergoes processing. The headings and definitions included in the file

header are shown in Table 4.2.
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Table 4.2. List of File Headers

Headers Description
. It is a value that indicates the target machine architecture of the
Machine file

Number of Sections Specifies the number of sections in the file.

Contains a timestamp that represents the compilation of file

Time Date Stamp

time.
Pointer To Symbol Table Sl?ecifies ‘the address in the file of the symbol table associated
with the file.
Number Of Symbols Specifies the total number of symbols in the file.
Size Of Optional Header Specifies the optional header size.
Characteristics It is a series of bytes that specify the properties of the file.

The optional header is a data structure contained in the PE file and represents the standard
file format of the executable file by the Windows operating system. The optional header contains
special properties of the file, its alignment in memory, resources to be consumed at runtime, and

other important information. The headers and definitions included in the optional header are shown

in Table 4.3 and Table 4.4.

Table 4.3. List of Optional Headers (Part 1)

Headers

Description

Magic

Specifies the x64 or x86 file type.

Major Linker Version

Identifies the major version number of the linker program.

Minor Linker Version

Identifies the minor version number of the linker program.

Size Of Code

Specifies the total size of the code section.

Size Of Uninitialized Data

Specifies the total size of the uninitialized data partition.

Size Of Initialized Data

Specifies the total size of the initialized data partition.

Specifies the starting address of the code that triggers the program

Address of Entry Point
to start.
Base Of Code Specifies the starting address of the code section.
Base Of Data Specifies the starting address of the data section.
Image Base Specifies the base address in memory when the file starts loading.

Section Alignment

Specifies the alignment value of sections in memory.

File Alignment

Specifies the alignment value of the file on disk.

Major Operating System | Specifies the maximum version of the operating system on which
Version the file is running.

Minor Operating System | Specifies the minimum version of the operating system on which
Version the file is running.

Major Image Version

Specifies the maximum version number of the file.

Minor Image Version

Specifies the minimum version number of the file.

Major Subsystem Version

Specifies the major version number under which the file is
running.
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Table 4.4. List of Optional Headers (Part 2)

Headers Description
i Sl sm Vi Spec.ifies the minor version number under which the file is
running.
Size Of Image Specifies the total size of the loaded file in memory.
Size Of Headers Specifies the total size of file headers.
Checksum Contains a value used to check the integrity of the file.
Subsystem Specifies GUI or CUI subsystems.
DLL Characteristics It contains a series of bytes that specify DLL properties.
Size Of Stack Reverse Specifies the total size of the stack reserved in memory.

Size Of Stack Commit Specifies the total initially approved size of the stack.
Size Of Heap Commit Specifies the initially approved total size of the heap.
Size of Heap Reserve Specifies the total size of the heap reserved in memory.

Loader Flags Contains a value that specifies flags for the relevant loader.

Number Of RVA and Sizes | Specifies the number of elements of the Data Directory array.
Abbreviations: GUI, Graphical User Interface; CUI, Conversational User Interface; DLL, Dynamic Library

The Sections define the sections contained within the PE file and represent the standard
format of a file executable by the Windows operating system. Sections contain sections and data
types of files that are reserved for different purposes. Commonly used Section Headers are shown in

Table 4.5.

Table 4.5. List of Common Sections
Section Name | Description

Text Contains executable code.
Data Contains data used at runtime.
Resource Contains resources of files such as icon, text, sound, etc.
Import Contains other libraries and modules on which the program depends.
Export Contains functions that the program shares with other programs or modules.
. Contains the changes that must be made when the file is moved to a different
Relocation
memory address.
Debug Contains debugging information.

4.1.2. Dataset Arrangement

The CLAMP' dataset encompasses the PE file header information executed on Windows
operating systems. Benign files were sourced from program files of Windows XP and Windows 7,
as well as from a freely available online software archive. Malicious files, on the other hand, were

obtained from VirusShare?, an online software repository, and each malicious sample was verified

! https://www.kaggle.com/datasets/saurabhshahane/classification-of-malwares (Accessed: 16 Jan 2024)
2 https://virusshare.com (Accessed: 16 Jan 2024)
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using the VirusTotal® API. The Pefile module from the Python programming language was utilized
to preprocess files extracted from the Windows ecosystem for ML suitability (Kumar et al., 2019).

The Pefile* is a Python-based framework that facilitates the extraction of Windows PE file
header information. The utilized dataset incorporates three primary categories of information, namely
DOS, File, and Optional Headers. To enable the utilization of features in ML, duplicate data and
labeling steps were implemented. A hashing method Message-Digest 5 (MDS5) was employed to
prevent the inclusion of the same PE file in the dataset. In addition to examining the file name, a
hashing check of the file content was conducted for each PE file. Furthermore, after verifying
whether each file was benign, labeling was applied to the target column. Following the necessary
preprocessing steps, a total of 55 features were extracted, comprising 19 features from the DOS
Header, 7 from the File Header, and the remaining 29 from the Optional Header. This resulted in a
dataset containing 5184 samples. All extracted features were meticulously configured according to
the Windows PE file format documentation’, ensuring the creation of a unique, comprehensive
dataset. Consequently, this extensive dataset was publicly released online on January 31, 2019
(Kumar et al., 2019).

This study applies data preprocessing and standardization to the features in the CLAMP
dataset rather than utilizing them directly. In the data preprocessing phase, reserved fields in the PE
files (i.e., e_res and e_res2) were removed. These fields, initially reserved by Windows for potential
future functions, are currently unused by contemporary operating systems. Additionally, features
containing fixed values such as the e_magic header with the constant value of 0x5A4D (decimal
23117), representing the DOS signature, and the e_crlc header used for printing the DOS file header
were excluded from the dataset. Despite being designed for the DOS header, these fields are obsolete
in modern operating systems and are retained solely for compatibility purposes. Furthermore, the
target column distinguishing malicious activity with binary labels was removed, resulting in a dataset
consisting of 51 features and 5136 samples (i.e., 2683 Malicious, and 2501 Benign) for use in this
study. This refined dataset is tailored to focus on the relevant features while eliminating unnecessary
elements, contributing to a more effective analysis of the characteristics of the dataset.

Separate models for Relief-F and mRMR were constructed, utilizing all columns directly
from the dataset. The entire dataset comprises int64 (i.e., numerical) data types, having undergone
relevant preprocessing steps. Information containing statistical insights pertaining to the dataset is
presented in Table 4.6 and Table 4.7. These tables encapsulate statistical details, encompassing the
dataset's overall characteristics such as distribution of data, measures of central tendency, and
indicators of variability. These statistics provide important information about the structure of the

dataset before building a model.

3 https://www.virustotal.com/gui/home/upload (Accessed: 16 Jan 2024)
4 https://github.com/erocarrera/pefile (Accessed: 16 Jan 2024)
5 https://learn.microsoft.com/en-us/windows/win32/debug/pe-format (Accessed: 16 Jan 2024)
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Table 4.6. Descriptive statistics of the dataset (Part 1)

Variables Minimum | Maximum | Mean  Standard Deviation
e_cblp 0 37008 145.96 + 512.42
e_cp 0 144 2.93+1.99
e_cparhdr 0 4 3.97 £0.33
e_minalloc 0 4096 1.85+57
e_maxalloc 0 65535 65153.37 +4937.43
e_ss 0 65520 12.63 +909.99
e_sp 0 65534 195.78 + 907.82
e_csum 0 2 0+0.03
e_ip 0 26621 10.52 + 523.04
e_cs 0 65520 23.46 = 1015.08
e_lfarlc 0 65 63.61 £4.93
€_ovno 0 26 1.75+6.51
e_oemid 0 267 0.15+6.42
e_oeminfo 0 8 0+0.17
e_lfanew 12 648 22326+ 48.17
Machine 332 34404 404.32 + 1567.98
NumberOfSections 1 34 4.66 +1.92
CreationYear 1970 2102 2008.88 + 6.08
PointerToSymbolTable 0 2846720 1016.91 + 43558.58
NumberOfSymbols 0 6417 6.31+£151.74
SizeOfOptionalHeader 224 240 224.03 +£0.73
Characteristics 34 51358 4592.72 + 8195.50
Magic 0 267 266.43 + 12.28
MajorLinkerVersion 0 255 7.58 £7.30
MinorLinkerVersion 0 255 5.38 +10.60
SizeOfCode 0 3590647212 873221.29 + 49871981.03
SizeOfInititializedData 0 81166336 276423.35 +£2101901.83
SizeOfUninititializedData 0 522125312 264429.16 + 10292031.10
AddressOfEntryPoint 0 42403872 157961.15 £ 971199.97
BaseOfCode 0 42225664 46731.80 + 853410.73
BaseOfData 0 42405888 226986.69 + 1081682.73
146582616.49 +
ImageBase 0 2133655552 35335142532
SectionAlignment 0 8192 4260.88 £ 1010.24
FileAlignment 0 4096 1191.06 + 1409.07
MajorOperatingSystemVersion 0 10 4.60 +10.01
MinorOperatingSystemVersion 0 23 0.42+0.87
MajorlmageVersion 0 40386 107.66 + 1556.16
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Table 4.7. Descriptive statistics of the dataset (Part 2)

Variables Minimum | Maximum | Mean  Standard Deviation
MinorImageVersion 0 51126 98.31 £ 1545.57
MajorSubsystemVersion 0 6 4.58+0.76
MinorSubsystemVersion 0 20 0.35+0.84
SizeOflmage 0 81252352 558428.23 + 2455638.23
SizeOfHeaders 0 2314240 4060.57 = 48937.75
Checksum 0 4294967295 | 2321815.45 £+ 84493184.37
Subsystem 0 16 2.13+£0.55
DlICharacteristics 0 37184 9459.24 + 14828.17
SizeOfStackReverse 0 33554432 1989460.42 + 4608161.61
SizeOfStackCommit 0 2097152 10389.19 + 74829.86
SizeOfHeapReserve 0 33554432 2089821.15 + 4424085.46
SizeOfHeapCommit 0 131072 5749.73 + 6847.20
LoaderFlags 0 93827511 42573.84 + 1747203.07
NumberOfRvaAndSizes 0 16 1596 £ 0.74
class 0 1 0.51 £0.50
4.2. Methodology

The steps involving dataset creation and preparation, along with the models developed using
feature selectors, are illustrated in this section. Additionally, explanations are provided regarding the
default values of the classifiers, the frameworks employed for adjusting hyperparameters, and the

chosen evaluation criteria to assess the models.

4.2.1. Model Creation

Feature importance levels were assessed using Relief-F and mRMR-based algorithms in this
study. These methods ranked the dataset's features from 1 to 51 based on their respective importance.
To construct various models, the initial dataset's features were gradually pruned based on their
importance levels, as determined by the feature selection algorithms. Starting with the first regular
model encompassing all features, iterations involved removing features with lower importance
according to the algorithms' rankings. This iterative process led to the creation and sorting of 51
distinct models.

The rankings obtained from both the Relief-F and mRMR algorithms resulted in a total of
102 distinct models. Considering both default and optimized scenarios for these models, a total of
204 separate processes were executed. Each model underwent a 10-fold cross-validation technique
to assess its generalizability. The performance of these models, constructed using default values and
hyperparameter adjustments for ML algorithms such as LightGBM, KNN, DT, SVM, MLP, and NB,
was evaluated using metrics like accuracy, F1-Score, recall, precision. Moreover, within each

method, a detailed assessment of the best-performing results was conducted using the confusion
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matrix. This enabled a comprehensive evaluation of the outcomes showcasing optimal performance
for each approach.

The ranking of individual variables was computed and arranged in a descending order using
the Relief-F and mRMR algorithms, demonstrating their respective positions in Tables 4.8 and 4.9.
Furthermore, Tables containing a comprehensive representation of features in all models generated
through feature selection algorithms are in the appendix (Table A.1.1 through Table A.1.8 for Relief-
F and Table A.2.1 through Table A.2.9 for mRMR).

Table 4.8. List of ranks of predictor variables assigned by mRMR and Relief-F (Part 1)

Rank | Predictor Variables Ranked by Relief-F | Predictor Variables Ranked by mRMR
1 DliCharacteristics ImageBase
2 CreationYear e_lfanew
3 Characteristics MinorSubsystemVersion
4 FileAlignment Subsystem
5 MajorSubsystemVersion SizeOfStackReserve
6 MajorOperatingSystemVersion MajorSubsystemVersion
7 ImageBase MinorOperatingSystemVersion
8 e_lfanew SizeOfHeapCommit
9 SizeOfStackReserve SectionAlignment
10 SizeOfHeapReserve €_ovno
11 NumberOfSections SizeOfHeapReserve
12 SectionAlignment FileAlignment
13 Subsystem MajorOperatingSystemVersion
14 MinorLinkerVersion SizeOfInitializedData
15 SizeOfHeapCommit e_cparhdr
16 MinorSubsystemVersion NumberOfSections
17 MinorOperatingSystemVersion CreationYear
18 e_cparhdr DllCharacteristics
19 SizeOflmage MinorLinkerVersion
20 €_ovno BaseOfData
21 e_maxalloc MajorLinkerVersion
22 e_lfarlc Characteristics
23 SizeOfInitializedData e_lfarlc
24 MajorLinkerVersion SizeOfHeaders
25 BaseOfData SizeOflmage
26 NumberOfRvaAndSizes e_maxalloc
27 AddressOfEntryPoint SizeOfUninitializedData
28 Magic Machine
29 SizeOfOptionalHeader e_minalloc
30 Machine SizeOfStackCommit
31 SizeOfStackCommit PointerToSymbolTable
32 SizeOfHeaders SizeOfCode
33 MajorlmageVersion LoaderFlags
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Table 4.9. List of ranks of predictor variables assigned by mRMR and Relief-F (Part 2)

Rank | Predictor Variables Ranked by Relief-F | Predictor Variables Ranked by mRMR
34 CheckSum Magic
35 MinorImageVersion BaseOfCode
36 BaseOfCode SizeOfOptionalHeader
37 e_cp e_oemid
38 SizeOfUninitializedData NumberOfRvaAndSizes
39 e_oemid NumberOfSymbols
40 e_cblp AddressOfEntryPoint
41 e_oeminfo CheckSum
42 NumberOfSymbols e_cp
43 SizeOfCode e_oeminfo
44 e_minalloc €_CS
45 e_csum e_csum
46 e_sp MajorlmageVersion
47 €_CS e_ip
48 PointerToSymbolTable e_ss
49 e_ip e_sp
50 LoaderFlags e_cblp
51 €_SS MinorlmageVersion

4.2.2. Default and Optimized Model Configuration

All models developed transform the standard scaling before being applied to the entire
dataset and were analyzed using six distinct ML methods. This section introduces two approaches,
(a) default models and (b) hyperparameter-tuned (i.e., optimized) models.

The default models section, default parameter values were extracted from the Python Sci-kit
Learn module (Pedregosa et al., 2011) and employed for each of the five different ML classifiers,
while the LightGBM algorithm utilized the API provided by Microsoft (jameslamb, 2024). This
approach centered on assessing the fundamental inputs of each model by adhering to the standard
API structure of the algorithms. The aim was to analyze the performances and fundamental
capabilities inherent in the default configurations of these models.

In the hyperparameter tuning section, the essential parameters of the ML algorithms were
adjusted to achieve maximum efficiency for each model. The Optuna was utilized to identify the
optimal hyperparameters for these models. It is an open-source hyperparameter optimization
framework, seamlessly integrates with Python, facilitating the process. It operates by executing a
specified number of trials for each parameter setting within a designated trial space until reaching
the specified trial count. Moreover, the Optuna leverages Bayes' Theorem to avoid making parameter
adjustments that may probabilistically result in poor performance. This approach ensures enhanced

performance while minimizing costs (Akiba et al., 2019).
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In the appendix, Table A.3.1 through Table A.4.14 present the adjusted parameters and
optimal parameter values for the ML algorithms utilized in the models developed using Relief-F and
mRMR, respectively. Additionally, the best parameter values for each model were derived from 10-
fold cross-validation. The optimal result for each model comprises 800 trials, while the total output

for a method encompasses 40.800 trials.

4.2.3. Evaluation Metrics
The evaluation of prediction errors was carried out using accuracy, precision, recall, and F1-

Score, as shown in Egs. 4.1, 4.2, 4.3, and 4.4, respectively.

TP+TN
Accuracy = ————— 4.1.)
TP+TN+FP+FN
, TP
Precision = “4.2)
TP+FP
TP
Recall = 4.3)
TP+FN
PrecisionxRecall
F1 —Score =2 X —MMM “4.4)
Precision+Recall

TP, TN, FP, and FN refer to true positive, true negative, false positive, and false negative,
respectively. Furthermore, to assess generalization errors across all models, a 10-fold cross-

validation was employed, and the errors were elaborately depicted using confusion matrices.

4.3. Details of Prediction Models
In this section, the default parameter values of six different ML classifiers, the ranges
determined for hyperparameter tuning, and the parameter definitions of each classifier are presented

in detail.

4.3.1. LightGBM-Based Models
The default API parameters and hyperparameter settings for the LightGBM algorithm were
adjusted using different methods and specified ranges. The defined ranges and default parameter

values for determining the optimum model performance are presented in Table 4.10.
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Table 4.10. Defined parameter ranges and default values for achieving optimal model performance

using LightGBM
Parameters Values Range
Learning Rate 0.1 [0.01, 1]
Num Leaves 31 [5, 500]
Max Depth -1 [3, 50]
Minimum Child Samples 20 [1, 100]
Subsample 1 [0.1, 1]
Colsample Bytree 1 [0.1,1]
Alpha 0 [0,1]
Lambda 0 [0,1]
Class Weight None [False, True]

The learning rate influences training the model at each iteration. Lower values offer more
precise learning but at a higher computational cost. Conversely, higher learning rates reduce costs
and may enhance generalization but also elevate the risk of overfitting. The steps were calculated
with increments of 0.1. The num leaves determines the number of leaves per tree, allowing for model
flexibility. However, a high number of leaves escalates the overfitting risk. This study examined
certain intervals in one-step increments. The max depth parameter sets the maximum depth of each
tree. The subsample controls the data sampling rate in each iteration. Lower values heighten
overfitting risks, while higher values provide more stable outputs. Ranges are calculated in
increments of 0.5. The colsample bytree adjusts column sampling rates during tree construction,
aiding in mitigating overfitting then, ranges were scanned in steps of 0.1. The alpha and lambda
regulate L1 and L2 regularization (i.e., Lasso and Ridge, respectively) and mitigate overfitting risks.
Ranges are calculated in increments of 0.1. The class weight is tailored to address imbalanced class
distributions by weighting sampling on minority or majority class samples. This aspect was
categorically set in this study.

The hyperparameter-tuning process was iteratively computed for each model. During each
iteration, less important features were removed based on the prioritization determined by the feature
selector, and optimal values were sought. Therefore, the parameters selected for each model were

meticulously analyzed for their effectiveness.

4.3.2. DT-Based Models

Different parameter inputs and their specified ranges are outlined, encompassing both the
default API parameters of the DT algorithm and hyperparameter tuning. Table 4.11 presents
information regarding defined ranges and default parameter values aimed at determining optimal

model performance.
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Table 4.11. Defined parameter ranges and default values for achieving optimal model performance

using DT
Parameters Values Range
Criterion gini [gini, entropy, log_loss]
Splitter best [best, random]
Max Depth None [None, (2, 100)]
Minimum Samples Split 2 [6, 150]
Minimum Samples Leaf 1 [1, 150]
Max Features None [None, sqrt, log2]
Class Weight None [None, balanced]

The criterion sets the approach used to split the nodes of a decision tree. The ranges specified
in this study were determined and examined categorically. The splitter determines the strategy for
splitting the nodes of a decision tree. The defined intervals were calculated categorically. The max
depth specifies the maximum depth of the tree. As the tree depth increases, the risk of overfitting
also increases. The ranges specified in this study were examined categorically. Minimum samples
split denotes the minimum number of samples necessary to divide a node within a decision tree,
whereas minimum sample leaf represents the minimum number of samples required to constitute a
leaf within the tree. These parameters play a crucial role in mitigating overfitting, thereby facilitating
enhanced generalization of the model. Furthermore, fine-tuning these parameters directly influences
performance of the model. These predefined ranges are determined with incremental steps of one.
The max feature determines the maximum number of features in each division of the decision tree.
Thus, it limits the maximum number of features to be evaluated at each splitting step. The ranges
specified in this study were scanned categorically. The class weight is adjusted to solve the imbalance
problem in the dataset. The parameter gives more importance to rare classes, making these classes

much more effective on the model. The ranges specified in this study were examined categorically.

4.3.3. KNN-Based Models

The KNN algorithm was initially trained on the models using default parameters, and each
model was independently evaluated using assessment metrics. Hyperparameter optimization was
employed to enhance performance of the models, determining the best parameter values.
Subsequently, the models were retrained and evaluated based on these parameters.

The specified ranges and default parameter values for determining the models' optimal

performance are presented in Table 4.12.
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Table 4.12. Defined parameter ranges and default values for achieving optimal model performance

using KNN
Parameters Values Range
n_neighbors 5 [1, 70]
Weights uniform [uniform, distance]
Algorithm auto [auto, ball_tree, kd_tree, brute]
P 2 [1, 10]
) if Algorithm is either ball_tree or kd_tree, then
Leaf S 30 — -
cal Size range set to [10,100], else [10,70]
) . . if P is lower and equal to 2, then range set to
Met Minkowski
etie KOS [Euclidean, Manhattan], else [Minkowski]

The n_neighbors parameter denotes the quantity of neighbors considered for classification a
crucial factor influencing the model in this context. Select for a higher neighbor count typically
fosters a more generalized model, whereas a reduction in neighbors complicates the model.
Throughout this study, the intervals were methodically explored in increments of one. The weights
govern the influence of neighboring points on the classification process. It contains the formula
applied to adjust the weights of neighbors. Categorical selections were made to determine the
applicable ranges in this study. Parameters like Algorithm and Leaf Size exhibit interdependence.
The algorithm dictates the fundamental approach to neighbor detection, profoundly impacting the
speed of this process. Categorical selections were made to delineate the ranges pertinent to this
parameter. Meanwhile, the leaf size governs the leaf dimensions within the tree structure. Notably,
when the algorithm embraced a tree-based methodology (i.e., ball_tree or kd_tree), a wider leaf size
range was employed to enhance the efficiency of these methods. Consequently, in this study, wider
scanning (i.e., 10 to 100) was conducted for tree-based leaf size values, while narrower exploration
(i.e., 10 to 70) occurred in other methods, with a step size of one. Parameters such as the P and the
metric define the distance and proximity criteria, though the efficacy of the P materializes when
metric assumes a defined state. Within this study, the P value was standardized as uniform, while the
metric parameter was established as categorical. While searching for the best parameter value among
the ranges specified in the P value, values with equal probabilities are randomly selected. Notably,
when P exceeded two, the metric defaulted to Minkowski. Conversely, when P assumed a value of

two or less, Euclidean and Manhattan metrics were categorically selected.

4.3.4. MLP-Based Models
The default API parameters and hyperparameter settings of the MLP algorithm underwent
tuning using diverse methods and specific ranges. The defined ranges and default parameter values

for determining the optimum model performance are presented in Table 4.13.
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Table 4.13. Defined parameter ranges and default values for achieving optimal model performance

using MLP
Parameters Values Range
Hidden Layer Sizes (100,) [1, 100]
Activation relu [logistic, tanh, relu]
Alpha 0.0001 [le-4, 1el]
Solver adam [adam, sgd, Ibfgs]
Learning Rate constant [constant, iI‘lVSC.':lliIlg,
adaptive]
Batch Size auto [auto, (10, 256)]
Momentum 09 [0,1]

The hidden layer sizes parameter determines the quantity of hidden layers and neurons within
each layer in the MLP algorithm. Steps of one scanned the specified ranges in this study
incrementally. The activation functions determine the output of each neuron, directly influencing the
generalization of model ability. The specified ranges in this study were scanned categorically. The
alpha parameter contributes to L2 regularization, curbing overfitting tendencies. In this study, the
specified ranges were considered on a logarithmic scale, allowing testing across a wider range of
values to better illustrate the impact of hyperparameter. The solver parameter is instrumental in
training artificial neural network models. It drives the minimization of loss functions and weight
updates. Ranges specified in this study were scanned categorically.

The learning rate parameter determines the amount of updating of the models throughout the
training of the model in the artificial neural network. If the learning rate parameter is selected as a
high value, it will miss the learning details while providing savings in cost. However, a low learning
rate parameter provides more reliable learning while losing cost. The ranges specified in this study
were scanned categorically. Batch size specifies the number of samples processed during model
training. It allows dividing the dataset into smaller groups, optimizing processing. In this study,
solver parameters adam and sgd were scanned within specified ranges with a step of one, as they
update model weights using gradient descent, processing one batch per step. Otherwise, default
algorithm values were utilized. The momentum accelerates weight updates and stabilizes the process.
When the solver parameter is sgd, specified ranges were scanned with a step of one, indicating
combining the previous step with the gradient value during descent. Otherwise, default algorithm

values were employed.

4.3.5. SVM-Based Models
The default API parameters and hyperparameter settings of the SVM algorithm were tuned
using various methods and specific ranges. The defined ranges and default parameter values for

determining the optimum model performance are presented in Table 4.14.
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Table 4.14. Defined parameter ranges and default values for achieving optimal model performance

using SVM
Parameters Values Range
C 1 [1, 100]
Kernel rbf [linear, poly, rbf, sigmoid]
Gamma scale if kernel is rbf, then range set to
[1,100], else [scale]
if kernel is poly, then range set to
Degree 3 [1,p 10?, else [3] -
Class Weight None [None, balanced]

The C serves as both the regularization and cost parameter within the SVM algorithm. It
requires more computational effort to precisely classify the dataset. Thus, it endeavors to accurately
classify each data point within the models. However, this pursuit increases the likelihood of
overfitting, despite its attempt to fit the data. The determined ranges in this study were scanned step
one. The kernel function changes the scale of data points and serves as a mathematical function used
to separate classes. Assume that x; and y; represent the data points and K (x;, y;) represent the kernel
function. Furthermore, if we assume that the ¢ function moves the data points x; and y; into another

space, the kernel function is represented as:

K(xi,y) = o). o() (4.6.)

The SVM establishes a decision boundary between the data, intending to distinguish between
classes. However, this demarcation might not always be linear. In cases where classes are not linearly
separable, the kernel function evaluates the data points in an alternate space, facilitating their
segregation. The ranges established in this study were scanned categorically. The gamma effectively
relocates data points into an infinite-dimensional space, intending to classify them in a circular
manner. As the gamma value escalates, it enhances the classification granularity, but concurrently
heightens the risk of overfitting. In this study, the kernel parameter rbf was systematically scanned
in increments of one to identify the optimal gamma value. Alternatively, the default gamma value of
the SVM algorithm was employed. The degree parameter is specifically employed for the polynomial
kernel, enabling a polynomial-based classification of data in a distinct dimensional space. This
parameter dictates the degree of the polynomial function, thereby providing the model with the
capability for intricate separations. In this study, when the kernel was set as poly, it was incrementally
scanned at intervals of one. Otherwise, the default values of the SVM algorithm were directly
utilized. The class weight parameter serves as an alternative in handling unbalanced datasets within

the SVM algorithm. Its purpose is to address the issue of imbalance by assigning greater significance
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to the minority class. In this study, the specified ranges were systematically scanned to categorically

address this imbalance.

4.3.6. NB-Based Models
The default API parameters and hyperparameter settings of the NB algorithm were adjusted
using various methods and specific ranges. The defined ranges and default parameter values for

determining the optimum model performance are presented in Table 4.15.

Table 4.15. Defined parameter ranges and default values for achieving optimal model performance

using NB
Parameters Values Range
var_smoothing 1e-09 [1e-5, 1e5]

The Naive Bayes classifier, known for its simplicity and reliance on Bayes' Theorem,
underwent hyperparameter optimization specifically targeting the var_smoothing parameter. This
parameter acts as a regularization term when variances reach zero, effectively augmenting the
variance of each feature within each class by a proportion of the maximum feature variance. The

study employed logarithmic range scanning to ascertain the most effective parameter values.
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S. RESULTS AND DISCUSSION

In this chapter, the default and optimized ML performances of models generated using
Relief-F and mRMR-based feature selectors have been assessed in terms of evaluation criteria such
as accuracy, F1-Score, recall, and precision. Particularly, the classification success of the methods

has been demonstrated through confusion matrices and percentage increase rates in results.

S5.1. Results of Models with Default Parameters
The accuracy, F1-Score, recall and precision results of algorithms created with their default
configurations are presented. Confusion matrices are also provided to evaluate the classification of

the best model for each method.

5.1.1. Results of Relief-F-Based Models

After applying the models created based on Relief-F with the default parameter values of the
algorithms, this section presents the evaluation results, including accuracy, F1-Score, recall,
precision, and confusion matrix criteria. The results obtained comprehensively present the detailed

outputs of the algorithms and models and specifically highlight the best results among all models.

Table 5.1. Accuracy values for Relief-F-based predictor variables (Part 1)

Accuracy (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 1 98.30 96.61 93.75 86.11 74.15 57.99
Model 2 98.30 96.53 93.75 88.72 74.15 57.99
Model 3 98.30 96.66 93.75 87.81 74.15 57.97
Model 4 98.30 96.62 93.75 89.70 74.15 57.97
Model 5 98.30 96.47 93.75 83.20 74.15 57.99
Model 6 98.30 96.53 93.75 84.72 74.15 57.99
Model 7 98.30 96.64 93.75 86.48 74.15 57.99
Model 8 98.30 96.59 93.75 79.92 74.15 57.99
Model 9 98.30 96.80 93.75 87.52 74.15 57.99
Model 10 98.36 96.68 93.71 88.68 74.17 58.08
Model 11 98.36 96.86 93.71 85.15 74.17 58.08
Model 12 98.36 96.68 93.71 81.40 74.17 58.08
Model 13 98.48 96.64 93.71 86.57 74.17 58.08
Model 14 98.48 96.66 93.71 85.47 74.17 58.08
Model 15 98.38 96.84 93.71 86.93 74.17 56.69
Model 16 98.46 96.88 93.71 87.02 74.17 56.69
Model 17 98.42 96.86 93.71 86.46 74.17 55.81
Model 18 98.38 96.60 93.71 88.16 74.17 55.81
Model 19 98.17 96.59 92.69 81.18 74.00 56.85
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Table 5.2. Accuracy values for Relief-F-based predictor variables (Part 2)

Accuracy (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 20 97.96 96.41 92.69 84.90 74.00 56.85
Model 21 98.03 96.33 92.69 82.23 74.00 67.58
Model 22 97.88 96.35 92.69 73.84 74.00 56.48
Model 23 97.88 96.30 92.69 77.20 74.00 56.48
Model 24 97.88 96.33 92.69 86.21 74.00 56.48
Model 25 97.88 96.20 92.69 81.82 74.00 56.48
Model 26 97.97 96.64 91.84 80.02 74.00 56.58
Model 27 97.97 96.43 91.84 83.29 74.00 56.58
Model 28 97.67 96.37 91.65 82.06 74.00 57.35
Model 29 97.43 96.30 91.65 83.39 74.00 57.35
Model 30 97.36 96.06 90.78 80.40 74.00 56.12
Model 31 97.36 96.12 90.78 77.82 74.00 56.12
Model 32 97.36 96.18 90.63 83.07 74.00 55.61
Model 33 97.43 96.08 90.63 79.11 74.00 55.61
Model 34 97.34 96.57 94.95 81.61 74.00 55.61
Model 35 97.36 96.51 94.93 73.55 74.00 55.61
Model 36 97.36 96.57 94.89 79.69 74.00 55.61
Model 37 97.40 96.59 93.60 79.74 74.00 55.61
Model 38 97.51 96.53 93.58 83.64 74.00 55.54
Model 39 97.55 96.61 93.36 81.28 74.00 55.54
Model 40 97.36 96.06 93.21 77.49 74.00 55.54
Model 41 97.22 96.16 93.17 81.50 74.00 55.54
Model 42 97.18 96.35 92.71 82.06 74.00 55.54
Model 43 97.16 96.37 93.04 83.70 74.00 81.58
Model 44 96.87 96.24 92.67 55.98 74.00 73.96
Model 45 95.91 95.74 85.26 50.95 74.00 73.96
Model 46 95.85 95.33 85.13 77.55 84.82 73.55
Model 47 95.37 94.77 83.93 81.29 84.82 72.47
Model 48 94.97 94.50 83.20 77.16 84.82 71.30
Model 49 94.58 94.62 72.70 81.00 84.82 59.05
Model 50 85.63 85.57 57.02 57.90 62.29 59.22
Model 51 81.42 81.37 48.88 67.80 62.29 59.47

Table 5.3. F1-Score values for Relief-F-based predictor variables (Part 1)

Model F1-Score (%)
LightGBM DT KNN MLP SVM NB
Model 1 98.37 96.90 93.99 86.61 79.38 32.97
Model 2 98.37 96.76 93.99 87.76 79.38 32.97
Model 3 98.37 96.74 93.99 87.70 79.38 33.32
Model 4 98.37 96.62 93.99 84.88 79.38 33.32
Model 5 98.37 96.87 93.99 85.08 79.38 33.21
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Table 5.4. F1-Score values for Relief-F-based predictor variables (Part 2)

F1-Score (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 6 98.37 96.66 93.99 86.06 79.38 33.21
Model 7 98.37 96.79 93.99 88.04 79.38 33.21
Model 8 98.37 96.85 93.99 88.43 79.38 33.21
Model 9 98.37 96.60 93.99 86.11 79.38 33.21
Model 10 98.42 96.88 93.96 83.36 79.40 33.59
Model 11 08.42 96.84 93.96 87.18 79.40 33.59
Model 12 98.42 96.87 93.96 86.74 79.40 33.59
Model 13 98.53 96.80 93.96 88.38 79.40 33.59
Model 14 98.53 96.79 93.96 87.26 79.40 33.59
Model 15 98.44 96.98 93.96 85.61 79.40 31.31
Model 16 98.51 97.02 93.96 85.89 79.40 31.31
Model 17 98.48 97.04 93.96 78.34 79.40 29.76
Model 18 98.44 96.96 93.96 84.38 79.40 29.76
Model 19 98.23 96.64 93.05 73.39 79.29 32.20
Model 20 98.03 96.48 93.05 74.72 79.29 32.20
Model 21 98.10 96.45 93.05 85.96 79.29 56.30
Model 22 97.96 96.50 93.05 86.29 79.29 31.27
Model 23 97.96 96.49 93.05 87.04 79.29 31.27
Model 24 97.96 96.54 93.05 73.30 79.29 31.27
Model 25 97.96 96.29 93.05 82.85 79.29 31.27
Model 26 98.05 96.63 92.24 88.16 79.29 31.12
Model 27 98.05 96.75 92.24 77.24 79.29 31.12
Model 28 97.75 96.47 92.09 80.16 79.29 32.96
Model 29 97.53 96.37 92.09 63.28 79.29 32.96
Model 30 97.46 96.35 91.34 77.79 79.29 29.55
Model 31 97.46 96.39 91.34 76.98 79.29 29.55
Model 32 97.46 96.29 91.20 82.60 79.29 28.17
Model 33 97.53 96.29 91.20 81.87 79.29 28.17
Model 34 97.44 96.72 95.15 77.19 79.29 28.26
Model 35 97.45 96.76 95.14 85.03 79.29 28.26
Model 36 97.45 96.83 95.10 84.48 79.29 28.26
Model 37 97.49 96.64 93.73 71.54 79.29 28.26
Model 38 97.60 96.63 93.71 77.81 79.29 28.05
Model 39 97.64 96.64 93.50 81.78 79.29 28.05
Model 40 97.45 96.26 93.34 73.07 79.29 28.05
Model 41 97.33 96.30 93.30 82.36 79.29 28.05
Model 42 97.29 96.42 92.79 82.61 79.29 28.05
Model 43 97.27 96.42 93.15 73.15 79.29 81.24
Model 44 97.00 96.36 92.75 30.91 79.29 79.29
Model 45 96.10 95.95 83.77 31.91 79.29 79.29
Model 46 96.05 95.57 83.68 83.86 84.25 72.28
Model 47 95.60 95.05 82.23 73.74 84.25 72.09
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Table 5.5. F1-Score values for Relief-F-based predictor variables (Part 3)

F1-Score (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 48 95.22 94.85 81.26 72.27 84.25 71.23
Model 49 94.87 94.90 65.12 77.77 84.25 42.52
Model 50 87.21 87.15 29.51 51.35 66.64 67.14
Model 51 84.33 84.26 2.55 71.71 66.64 67.24
Table 5.6. Recall values for Relief-F-based predictor variables (Part 1)
Model . Recall (%)
LightGBM DT KNN MLP SVM NB
Model 1 98.66 96.65 94.37 83.16 96.01 19.98
Model 2 98.66 96.72 94.37 88.48 96.01 19.98
Model 3 98.66 96.79 94.37 87.60 96.01 20.31
Model 4 98.66 96.94 94.37 86.32 96.01 20.31
Model 5 98.66 96.65 94.37 78.97 96.01 20.20
Model 6 98.66 96.64 94.37 94.15 96.01 20.20
Model 7 98.66 96.76 94.37 86.43 96.01 20.20
Model 8 98.66 96.68 94.37 84.26 96.01 20.20
Model 9 98.62 96.64 94.37 86.66 96.01 20.20
Model 10 98.66 97.02 94.45 93.85 96.05 20.50
Model 11 98.66 97.09 94.45 84.27 96.05 20.50
Model 12 98.66 96.98 94.45 87.32 96.05 20.50
Model 13 98.81 96.79 94.45 84.66 96.05 20.50
Model 14 98.81 97.09 94.45 84.22 96.05 20.50
Model 15 98.70 97.17 94.48 83.93 96.05 19.09
Model 16 98.77 97.02 94.48 87.99 96.05 19.09
Model 17 98.73 96.94 94.48 80.16 96.05 18.12
Model 18 98.81 97.13 94.48 77.44 96.05 18.12
Model 19 98.47 96.87 94.60 77.75 96.09 19.83
Model 20 98.40 96.50 94.60 88.85 96.09 19.83
Model 21 98.40 96.46 94.56 82.78 96.09 47.08
Model 22 98.17 96.46 94.60 85.98 96.09 19.16
Model 23 98.17 96.38 94.60 85.27 96.09 19.16
Model 24 98.17 96.24 94.60 82.48 96.09 19.16
Model 25 98.17 96.42 94.60 91.85 96.09 19.16
Model 26 98.43 96.79 93.74 68.34 96.09 19.01
Model 27 98.43 96.94 93.74 79.98 96.09 19.01
Model 28 97.99 96.31 93.93 76.85 96.09 20.35
Model 29 97.91 96.42 93.93 78.87 96.09 20.35
Model 30 97.84 96.20 93.89 83.85 96.09 17.82
Model 31 97.84 96.38 93.89 80.19 96.09 17.82
Model 32 97.84 96.50 93.78 84.06 96.09 16.85
Model 33 97.95 96.57 93.78 78.30 96.09 16.85
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Table 5.7. Recall values for Relief-F-based predictor variables (Part 2)

Recall (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 34 97.76 96.68 95.82 68.33 96.09 16.92
Model 35 97.80 96.57 95.86 84.76 96.09 16.92
Model 36 97.80 96.61 95.79 91.59 96.09 16.92
Model 37 97.87 96.72 92.62 81.91 96.09 16.92
Model 38 97.91 96.87 92.58 92.77 96.09 16.77
Model 39 98.06 96.68 92.39 64.90 96.09 16.77
Model 40 97.65 96.20 91.99 83.23 96.09 16.77
Model 41 97.73 96.12 92.02 88.89 96.09 16.77
Model 42 97.73 96.20 90.72 86.23 96.09 16.77
Model 43 97.80 96.50 91.58 84.18 96.09 77.15
Model 44 97.50 96.38 90.68 15.17 96.09 96.24
Model 45 97.43 96.83 74.09 15.21 96.09 96.24
Model 46 97.35 96.23 74.28 88.44 78.57 66.83
Model 47 97.05 95.82 72.30 82.78 78.57 68.69
Model 48 96.94 95.64 70.89 85.16 78.57 68.47
Model 49 96.68 96.24 49.95 65.52 78.57 30.11
Model 50 94.63 94.52 17.48 61.09 72.75 80.47
Model 51 96.50 96.35 1.34 71.93 72.75 80.36

Table 5.8. Precision values for Relief-F-based predictor variables (Part 1)

Model Precision (%)
LightGBM DT KNN MLP SVM NB
Model 1 98.08 96.65 93.62 91.82 67.68 94.56
Model 2 98.08 96.69 93.62 85.21 67.68 94.56
Model 3 98.08 96.87 93.62 85.61 67.68 93.21
Model 4 98.08 96.80 93.62 88.53 67.68 93.21
Model 5 98.08 96.80 93.62 87.34 67.68 93.75
Model 6 98.08 96.73 93.62 92.77 67.68 93.75
Model 7 98.08 96.69 93.62 85.26 67.68 93.75
Model 8 98.08 96.98 93.62 89.01 67.68 93.75
Model 9 98.12 96.58 93.62 84.57 67.68 93.75
Model 10 98.19 96.71 93.48 91.65 67.69 93.30
Model 11 98.19 96.78 93.48 85.80 67.69 93.30
Model 12 98.19 96.84 93.48 85.35 67.69 93.30
Model 13 98.26 96.78 93.48 87.68 67.69 93.30
Model 14 98.26 96.73 93.48 89.29 67.69 93.30
Model 15 98.19 96.81 93.45 85.46 67.69 87.47
Model 16 98.26 96.88 93.45 80.19 67.69 87.47
Model 17 98.23 96.92 93.45 83.81 67.69 83.73
Model 18 98.08 97.02 9345 88.08 67.69 83.73
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Table 5.9. Precision values for Relief-F-based predictor variables (Part 2)

Precision (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 19 98.00 96.59 91.57 85.39 67.52 85.93
Model 20 97.67 96.48 91.57 84.88 67.52 85.93
Model 21 97.82 96.50 91.60 85.61 67.52 84.77
Model 22 97.74 96.57 91.57 85.26 67.52 85.36
Model 23 97.74 96.59 91.57 78.12 67.52 85.36
Model 24 97.74 96.36 91.57 83.61 67.52 85.36
Model 25 97.74 96.55 91.57 85.39 67.52 85.36
Model 26 97.67 96.54 90.81 84.40 67.52 86.54
Model 27 97.67 96.27 90.81 84.29 67.52 86.54
Model 28 97.52 96.61 90.35 85.52 67.52 87.92
Model 29 97.17 96.39 90.35 89.06 67.52 87.92
Model 30 97.08 96.28 88.94 87.34 67.52 87.19
Model 31 97.08 96.03 88.94 82.53 67.52 87.19
Model 32 97.08 96.25 88.77 80.32 67.52 86.46
Model 33 97.12 95.96 88.77 84.89 67.52 86.46
Model 34 97.12 96.69 94.50 85.91 67.52 86.21
Model 35 97.12 96.82 94.43 79.03 67.52 86.21
Model 36 97.12 96.62 94.43 81.15 67.52 86.21
Model 37 97.12 96.80 94.89 84.61 67.52 86.21
Model 38 97.30 96.73 94.89 84.43 67.52 86.13
Model 39 97.23 96.97 94.66 85.22 67.52 86.13
Model 40 97.26 96.41 94.75 89.12 67.52 86.13
Model 41 96.94 96.63 94.64 82.38 67.52 86.13
Model 42 96.86 96.71 94.99 81.08 67.52 86.13
Model 43 96.76 96.43 94.82 83.46 67.52 85.84
Model 44 96.50 96.24 94.96 30.04 67.52 67.45
Model 45 94.83 95.18 96.69 35.56 67.52 67.45
Model 46 94.79 94.97 96.15 84.92 90.88 78.82
Model 47 94.19 94.28 95.62 77.13 90.88 75.91
Model 48 93.58 93.92 95.54 84.17 90.88 74.28
Model 49 93.14 93.57 94.90 85.04 90.88 76.21
Model 50 80.89 80.87 97.34 50.58 61.47 57.60
Model 51 74.91 74.90 77.13 66.48 61.47 57.81
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(a) LightGBM (b) DT (c) KNN

(d) MLP (e) SVM (f) NB
Figure 5.1. Confusion matrices for Relief-F-Based models utilizing default parameters. (a)
LightGBM, (b) DT, (c) KNN, (d) MLP, (e) SVM, and (f) NB

5.1.2. Results of mRMR-Based Models

Models constructed based on mRMR are executed using default parameter values of ML
algorithms. Comprehensive evaluation results encompassing accuracy, F1-Score, recall, precision
criteria, and including confusion matrices are presented. These outcomes provide a detailed overview

of the outputs obtained from the algorithms and models.

Table 5.10. Accuracy values for mMRMR-based predictor variables (Part 1)

Model Accuracy (%)
LightGBM DT KNN MLP SVM NB
Model 52 98.36 96.70 93.75 86.63 74.15 57.99
Model 53 98.34 96.68 93.75 86.79 74.15 57.99
Model 54 98.34 96.55 93.75 87.04 74.15 57.99
Model 55 98.34 96.53 93.75 86.15 74.15 57.99
Model 56 98.34 96.55 93.75 88.56 74.15 57.99
Model 57 98.34 96.72 93.75 79.15 74.15 57.99
Model 58 98.30 96.49 93.75 81.28 74.15 57.99
Model 59 98.30 96.93 93.75 86.01 74.15 57.99
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Table 5.11. Accuracy values for mRMR-based predictor variables (Part 2)

Accuracy (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 60 98.30 96.64 93.75 87.25 74.15 57.99
Model 61 98.30 96.87 93.75 82.64 74.15 57.99
Model 62 98.34 96.84 93.75 83.79 74.15 57.99
Model 63 98.03 96.64 93.27 83.91 73.98 58.12
Model 64 97.96 96.26 92.55 85.24 73.98 58.20
Model 65 97.96 96.35 92.55 85.57 73.98 58.20
Model 66 97.96 96.33 92.55 83.20 73.98 58.20
Model 67 97.96 96.08 92.55 84.23 73.98 58.20
Model 68 97.96 96.22 92.55 81.04 73.98 58.20
Model 69 97.99 96.30 92.50 86.03 73.98 57.99
Model 70 97.99 96.43 92.50 80.27 73.98 57.99
Model 71 97.99 96.33 92.50 78.96 73.98 58.20
Model 72 97.88 96.14 92.24 85.46 74.00 58.28
Model 73 97.88 96.14 92.24 83.45 74.00 58.22
Model 74 97.84 96.33 92.09 83.74 74.00 58.31
Model 75 97.86 96.33 92.09 83.43 74.00 58.31
Model 76 97.86 96.32 92.09 87.04 74.00 58.31
Model 77 97.67 96.33 91.69 80.32 74.00 56.48
Model 78 97.67 96.22 91.67 80.90 74.00 55.96
Model 79 97.84 96.18 92.36 77.66 74.00 55.92
Model 80 97.94 96.60 92.25 77.64 74.00 55.67
Model 81 97.94 96.55 92.25 84.18 74.00 55.67
Model 82 97.51 96.24 92.25 86.09 74.00 55.61
Model 83 97.55 95.91 92.25 81.27 74.00 55.61
Model 84 96.99 95.47 91.99 81.37 74.00 55.67
Model 85 96.82 95.58 91.99 79.88 74.00 55.67
Model 86 96.55 95.22 91.49 79.77 74.00 55.69
Model 87 95.95 94.70 91.55 71.91 74.00 55.69
Model 88 95.68 94.52 91.59 80.09 74.00 55.69
Model 89 95.66 94 .41 91.59 70.81 74.00 55.69
Model 90 95.10 94.52 80.77 86.75 74.00 55.63
Model 91 94.39 93.85 79.22 80.03 74.00 55.63
Model 92 94.33 94.00 76.10 82.68 74.00 55.63
Model 93 94.17 93.88 76.08 84.51 74.00 56.73
Model 94 94.10 93.98 75.89 76.67 74.00 56.73
Model 95 93.81 93.58 73.78 75.27 74.00 56.71
Model 96 93.77 93.54 73.11 80.02 74.00 73.82
Model 97 93.65 93.58 71.80 74.38 74.00 73.82
Model 98 93.69 93.54 68.40 77.06 74.00 73.82
Model 99 92.52 92.46 55.75 48.42 74.00 73.96
Model 100 88.70 88.56 55.69 48.13 74.00 73.96
Model 101 76.89 76.76 51.68 48.07 74.00 73.96
Model 102 75.98 76.04 49.98 48.24 74.00 73.96
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Table 5.12. F1-Score values for mRMR-based predictor variables (Part 1)

F1-Score (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 52 98.42 96.61 93.99 86.77 79.38 32.97
Model 53 98.40 96.72 93.99 87.53 79.38 32.97
Model 54 98.40 96.93 93.99 82.23 79.38 32.97
Model 55 98.40 96.70 93.99 85.94 79.38 32.97
Model 56 98.40 96.74 93.99 84.95 79.38 32.97
Model 57 98.40 96.68 93.99 89.81 79.38 32.97
Model 58 98.37 96.99 93.99 83.98 79.38 32.97
Model 59 98.37 96.93 93.99 86.98 79.38 32.97
Model 60 98.37 96.95 93.99 86.92 79.38 32.97
Model 61 98.37 96.87 93.99 87.26 79.38 32.97
Model 62 98.40 96.99 93.99 82.47 79.38 32.97
Model 63 98.10 96.66 93.57 83.64 79.27 33.08
Model 64 98.03 96.45 92.91 83.65 79.27 33.16
Model 65 98.03 96.45 92.91 80.98 79.27 33.16
Model 66 98.03 96.51 9291 86.82 79.27 33.16
Model 67 98.03 96.34 92.91 80.93 79.27 33.16
Model 68 98.03 96.47 9291 83.00 79.27 33.16
Model 69 98.07 96.51 92.85 79.43 79.27 32.87
Model 70 98.07 96.34 92.85 80.75 79.27 32.87
Model 71 98.07 96.46 92.85 84.27 79.27 34.49
Model 72 97.96 96.28 92.62 79.18 79.29 35.47
Model 73 97.96 96.35 92.62 85.80 79.29 34.78
Model 74 97.92 96.47 92.46 83.03 79.29 34.67
Model 75 97.94 96.40 92.46 79.78 79.29 34.67
Model 76 97.94 96.45 92.46 81.98 79.29 34.67
Model 77 97.75 96.67 92.09 72.34 79.29 30.69
Model 78 97.75 96.42 92.08 74.36 79.29 29.28
Model 79 97.92 96.55 92.75 82.48 79.29 29.30
Model 80 98.01 96.63 92.64 67.66 79.29 28.61
Model 81 98.01 96.59 92.64 74.75 79.29 28.61
Model 82 97.60 96.20 92.63 79.02 79.29 28.54
Model 83 97.64 96.20 92.63 82.25 79.29 28.54
Model 84 97.11 95.76 92.41 80.20 79.29 28.38
Model 85 96.94 95.68 92.41 75.83 79.29 28.38
Model 86 96.68 95.45 91.96 65.34 79.29 28.39
Model 87 96.13 95.17 92.03 79.36 79.29 28.39
Model 88 95.87 94.70 92.06 71.68 79.29 28.39
Model 89 95.85 94.52 92.06 81.85 79.29 28.39
Model 90 95.35 94.83 77.88 64.39 79.29 28.32
Model 91 94.69 94.22 75.63 80.80 79.29 28.32
Model 92 94.65 94.29 70.67 73.33 79.29 28.32
Model 93 94.51 94.26 70.67 68.91 79.29 32.22
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Table 5.13. F1-Score values for mRMR-based predictor variables (Part 2)

F1-Score (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 94 94.43 94.28 70.35 75.42 79.29 32.22
Model 95 94.24 94.02 66.87 69.95 79.29 32.17
Model 96 94.21 94.00 65.74 85.42 79.29 79.14
Model 97 94.10 93.98 63.44 87.06 79.29 79.14
Model 98 94.14 94.00 56.97 82.94 79.29 79.14
Model 99 93.07 93.02 26.69 0.00 79.29 79.29
Model 100 89.86 89.70 26.38 6.82 79.29 79.29
Model 101 80.93 80.88 13.49 13.65 79.29 79.29
Model 102 80.49 80.55 7.13 0.00 79.29 79.29

Table 5.14. Recall values for mRMR-based predictor variables (Part 1)

Recall (%)
Model -
LightGBM DT KNN MLP SVM NB
Model 52 98.66 96.50 94.37 74.26 96.01 19.98
Model 53 98.66 96.68 94.37 90.16 96.01 19.98
Model 54 98.70 96.65 94.37 85.15 96.01 19.98
Model 55 98.70 96.76 94.37 80.72 96.01 19.98
Model 56 98.70 96.72 94.37 85.42 96.01 19.98
Model 57 98.70 96.79 94.37 80.99 96.01 19.98
Model 58 98.58 96.83 94.37 89.97 96.01 19.98
Model 59 98.58 97.17 94.37 89.26 96.01 19.98
Model 60 98.58 96.87 94.37 80.34 96.01 19.98
Model 61 98.58 96.87 94.37 83.09 96.01 19.98
Model 62 98.66 96.76 94.37 90.76 96.01 19.98
Model 63 98.40 96.80 94.67 89.34 96.05 20.02
Model 64 98.40 96.24 94.26 82.57 96.05 20.05
Model 65 98.40 96.24 94.26 86.99 96.05 20.05
Model 66 98.40 96.20 94.26 81.29 96.05 20.05
Model 67 98.40 96.46 94.26 86.47 96.05 20.05
Model 68 98.40 96.27 94.26 77.69 96.05 20.05
Model 69 98.36 95.94 94.15 87.67 96.05 19.90
Model 70 98.36 96.42 94.15 81.74 96.05 19.90
Model 71 98.36 96.12 94.15 82.75 96.05 21.28
Model 72 98.29 96.42 94.04 82.65 96.09 22.18
Model 73 98.29 96.24 94.04 84.77 96.09 21.55
Model 74 98.21 96.61 93.74 83.59 96.09 21.40
Model 75 98.36 96.68 93.74 85.95 96.09 21.40
Model 76 98.36 96.57 93.74 81.58 96.09 21.40
Model 77 98.10 96.50 93.51 86.18 96.09 18.64
Model 78 98.10 96.61 93.59 81.87 96.09 17.63
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Table 5.15. Recall values for mRMR-based predictor variables (Part 2)

Recall (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 79 98.14 96.38 94.33 78.89 96.09 17.67
Model 80 98.28 96.79 94.22 78.86 96.09 17.18
Model 81 98.28 96.65 94.22 88.59 96.09 17.18
Model 82 97.76 96.31 94.15 80.26 96.09 17.15
Model 83 97.91 96.16 94.15 83.86 96.09 17.15
Model 84 97.47 95.45 94.15 86.06 96.09 17.00
Model 85 97.28 95.34 94.15 82.89 96.09 17.00
Model 86 97.13 95.23 94.00 79.14 96.09 17.00
Model 87 96.98 95.60 94.19 91.84 96.09 17.00
Model 88 96.87 95.01 94.19 70.78 96.09 17.00
Model 89 96.72 95.01 94.19 70.67 96.09 17.00
Model 90 96.83 96.27 65.82 72.31 96.09 16.96
Model 91 96.61 96.12 62.47 87.91 96.09 16.96
Model 92 96.98 96.65 55.80 72.68 96.09 16.96
Model 93 96.83 96.61 55.83 71.71 96.09 19.94
Model 94 96.68 96.72 55.46 78.51 96.09 19.94
Model 95 97.80 97.65 51.32 87.47 96.09 19.91
Model 96 97.84 97.73 50.02 79.51 96.09 95.83
Model 97 97.69 97.65 47.45 86.79 96.09 95.83
Model 98 97.76 97.69 40.44 87.21 96.09 95.83
Model 99 97.13 97.02 15.65 0.00 96.09 96.24
Model 100 96.68 96.50 15.43 10.11 96.09 96.24
Model 101 94.79 94.78 7.30 0.00 96.09 96.24
Model 102 95.60 95.75 3.73 30.00 96.09 96.24
Table 5.16. Precision values for mRMR-based predictor variables (Part 1)
Precision (%)
Model s
LightGBM DT KNN MLP SVM NB
Model 52 98.19 96.83 93.62 81.89 67.68 94.56
Model 53 98.16 96.73 93.62 84.04 67.68 94.56
Model 54 98.12 96.70 93.62 86.93 67.68 94.56
Model 55 98.12 96.44 93.62 88.76 67.68 94.56
Model 56 98.12 96.63 93.62 90.04 67.68 94.56
Model 57 98.12 96.62 93.62 87.87 67.68 94.56
Model 58 98.15 96.62 93.62 87.98 67.68 94.56
Model 59 98.15 96.85 93.62 86.42 67.68 94.56
Model 60 98.15 96.76 93.62 90.99 67.68 94.56
Model 61 98.15 96.96 93.62 89.68 67.68 94.56
Model 62 98.15 96.77 93.62 90.39 67.68 94.56
Model 63 97.82 96.47 92.50 83.17 67.51 95.53
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Table 5.17. Precision values for mRMR-based predictor variables (Part 2)

Precision (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 64 97.67 96.68 91.62 89.02 67.51 96.07
Model 65 97.67 96.64 91.62 80.78 67.51 96.07
Model 66 97.67 96.67 91.62 84.86 67.51 96.07
Model 67 97.67 96.54 91.62 89.96 67.51 96.07
Model 68 97.67 96.64 91.62 89.18 67.51 96.07
Model 69 97.78 96.46 91.61 85.04 67.51 95.06
Model 70 97.78 96.75 91.61 83.22 67.51 95.06
Model 71 97.78 96.87 91.61 86.71 67.51 91.41
Model 72 97.64 96.36 91.26 82.04 67.52 88.87
Model 73 97.64 96.62 91.26 82.38 67.52 90.56
Model 74 97.64 96.19 91.24 83.99 67.52 91.84
Model 75 97.53 96.44 91.24 85.15 67.52 91.84
Model 76 97.53 96.12 91.24 85.29 67.52 91.84
Model 77 97.41 96.55 90.72 86.77 67.52 87.24
Model 78 97.41 96.62 90.63 85.94 67.52 86.55
Model 79 97.70 96.47 91.22 86.09 67.52 86.13
Model 80 97.74 96.77 91.11 84.49 67.52 85.76
Model 81 97.74 96.84 91.11 84.94 67.52 85.76
Model 82 97.44 96.13 91.18 85.14 67.52 85.42
Model 83 97.37 96.24 91.18 83.36 67.52 85.42
Model 84 96.76 96.03 90.76 81.33 67.52 86.43
Model 85 96.61 95.78 90.76 87.01 67.52 86.43
Model 86 96.24 95.20 90.03 86.17 67.52 86.58
Model 87 95.30 94.90 89.98 82.83 67.52 86.58
Model 88 94.91 94.14 90.05 79.43 67.52 86.58
Model 89 95.01 94.24 90.05 84.31 67.52 86.58
Model 90 93.94 93.34 95.71 85.25 67.52 86.22
Model 91 92.88 92.36 96.01 85.05 67.52 86.22
Model 92 92.47 92.09 96.59 84.09 67.52 86.22
Model 93 92.33 92.10 96.46 81.88 67.52 89.41
Model 94 92.32 92.05 96.44 83.90 67.52 89.41
Model 95 90.96 90.63 96.30 79.72 67.52 89.40
Model 96 90.86 90.56 96.21 75.05 67.52 67.42
Model 97 90.79 90.59 96.09 77.71 67.52 67.42
Model 98 90.80 90.60 96.44 76.67 67.52 67.42
Model 99 89.36 89.35 93.37 0.00 67.52 67.45
Model 100 83.95 83.84 94.01 15.55 67.52 67.45
Model 101 70.73 70.63 91.52 5.18 67.52 67.45
Model 102 69.53 69.55 91.37 5.17 67.52 67.45
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(d) MLP (e) SVM (f) NB
Figure 5.2. Confusion matrices for mRMR-Based models utilizing default parameters. (a)
LightGBM, (b) DT, (c) KNN, (d) MLP, (e) SVM, and (f) NB

5.2. Discussion of Models with Default Parameters

This section provides a detailed analysis of the obtained results and emphasizes the overall
significance of ML default configurations of algorithms. Particularly, findings derived from the
Relief-F and mRMR feature selection methods comprehensively elucidate the potential impact on

the effectiveness and applicability of these techniques.

5.2.1. Discussion of Relief-F-Based Models
The examination of models containing PE headers, created using Relief-F feature selection

and evaluated with default parameters of ML classifiers, is as follows:

e Upon analyzing the average accuracy values of models constructed through feature
selection, it becomes evident that the LightGBM algorithm demonstrates a notably
higher accuracy compared to other methods. While the DT method exhibits an accuracy
rate 1.31% lower than LightGBM, the KNN algorithm is 7.35% less accurate.
Furthermore, MLP shows a 20.18% lower accuracy, SVM performs 30.41% less
accurately, and NB showcases a significantly lower accuracy rate of 64.00% compared

to the LightGBM. These findings underscore the effectiveness of using Relief-F feature
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selection in conjunction with the LightGBM algorithm, particularly when dealing with
datasets containing PE titles. This evaluation highlights relative of LightGBM
remarkable among these algorithms, emphasizing the significant contribution of feature
selection methods to the performance of ML models.

When considering models classified with default values, the LightGBM exhibits the
highest accuracy, followed by DT, KNN, MLP, SVM, and NB, respectively. Upon
scrutiny of Relief-F-based models, distinct models show high accuracy for each method
employed. Examining the methods and their corresponding models, within the
LightGBM method, models 13 and 14 attain the highest accuracy. For DT, model 16
records the highest accuracy, while for KNN, it is model 34. Within the MLP method,
model 4 demonstrates the highest accuracy. Notably, models from 46 to 49 yield the
same result, securing the highest accuracy within the SVM method, and finally, model
43 exhibits the highest accuracy within the NB method. This comprehensive analysis
underscores the variability in model performance across different methodologies and
highlights specific models that excel within their respective classification techniques.
Analyzing the average F1-Score values of models created through feature selection
reveals that the LightGBM algorithm demonstrates higher F1-Score values compared
to other methodologies. When examining F1-Score performance, other algorithms
exhibit relatively lower performance percentages when compared to LightGBM. In
comparison to LightGBM, the DT algorithm shows a 1.24% lower performance, KNN
algorithm shows an 8.78% lower performance, MLP algorithm exhibits an 18.91%
lower performance, SVM algorithm displays an 18.49% lower performance, and
notably, NB method demonstrates a significantly lower performance of 61.11% in terms
of F1-Score. These findings underscore the effectiveness of Relief-F feature selection
in achieving superior classification performance, particularly when dealing with
datasets containing PE headers, in conjunction with the LightGBM algorithm. This
assessment clarifies the relative superiority of the LightGBM among these algorithms,
emphasizing the significant contribution of feature selection methods in enhancing the
performance of ML models.

When considering models classified with default parameters, the LightGBM
demonstrates the highest F1-Score value, followed by DT, KNN, MLP, SVM, and NB
in sequence. Examining Relief-F-based models reveals distinct models showcasing high
F1-Score values for each utilized method. Within the scope of the LightGBM method,
upon scrutinizing the methods and their corresponding models, models 13 and 14
achieve the highest F1-Score. For DT, model 17 records the highest F1-Score, while for
KNN, it is model 34. Particularly, models from 46 to 49 consistently yield the same
result, securing the highest F1-Score within the SVM method, and within the MLP
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method, model 8 showcases the highest F1-Score. Finally, model 43 exhibits the highest
F1-Score within the NB method. This comprehensive analysis underscores the
variability in model performance across different methodologies and highlights specific
models that excel within their respective classification techniques.

When analyzing the average recall values of models created through feature selection,
it became evident that the LightGBM algorithm exhibits higher recall values compared
to other methodologies. In terms of recall performance, algorithms closest to Light GBM
show relatively lower percentages. Compared to LightGBM, the DT algorithm
demonstrates a 1.55% lower recall, KNN 10.13%, MLP 18.46%, SVM 4.36%, and
notably, the NB algorithm shows a 70.28% lower performance. These findings highlight
the efficacy of Relief-F feature selection, particularly when dealing with datasets that
include PE header attributes, in achieving superior classification performance alongside
the LightGBM algorithm. This assessment not only clarifies the relative superiority of
LightGBM among these algorithms but also emphasizes the significant contribution of
feature selection methods in enhancing the performance of ML models.

When considering models classified with default parameters, LightGBM demonstrates
the highest recall value, followed by DT, NB, SVM, KNN, and MLP, in that order.
Delving into Relief-F-based models reveals distinct models showcasing high recall
values for each method employed. Among these methods, LightGBM attains the highest
recall values for models 13, 14, and 18. For DT, model 15 records the highest recall
value, while NB reaches its peak recall in models 44 and 45. Meanwhile, SVM
encompasses similar recall values across models 19 through 45. Furthermore, KNN
exhibits its optimal recall performance in model 35, whereas for MLP is model 6.
When examining the average precision values of models created through feature
selection, it becomes evident that the LightGBM algorithm demonstrates higher
precision compared to other methodologies. Algorithms closest to LightGBM in terms
of precision performance show relatively lower percentages. Compared to LightGBM,
the DT algorithm shows a difference of 0.90%, the KNN algorithm 3.77%, the NB
algorithm 11.35%, and the MLP algorithm 15.01%. Additionally, the SVM algorithm
lags behind with a precision difference of 28.35%. These findings underscore the
effectiveness of Relief-F feature selection, particularly when dealing with datasets that
include PE attributes, in achieving superior classification performance alongside the
LightGBM algorithm.

When considering models classified with default parameters, LightGBM demonstrates
the highest precision value, followed by KNN, DT, NB, MLP, and SVM, in that order.
Examining Relief-F-based models reveals different models showcasing high precision

values for each method employed. Among these methods, LightGBM attains the highest
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precision values for models 13, 14, and 16, while model 50 stands out for KNN in terms
of the highest precision value. Additionally, DT demonstrates the highest precision
value for model 18, and NB attains the highest precision for models 1 and 2. Model 6
surfaces as the one yielding the best precision for MLP, whereas models ranging from
46 to 49 notably present the best precision values for SVM.

e  When considering the aggregate mean metrics of Relief-F-based models, LightGBM
outperformed all other ML methods evaluated with default parameters, emerging as the
most effective classifier across all metrics.

e  The study was conducted on a computer equipped with a 2.20 GHz Xenon CPU, 16 GB
of RAM, and running a 64-bit Windows 10 Professional Operating System. The average
execution times for the LightGBM, DT, KNN, MLP, SVM, and NB algorithms were
calculated as follows: LightGBM took 315.9 seconds, DT 41.7 seconds, KNN 73.7
seconds, MLP 249.3 seconds, SVM 265.1 seconds, and NB 31.1 seconds, respectively.

5.2.2. Discussion of mRMR-Based Models
The examination of models containing PE headers, created using mRMR feature selection and

evaluated with default parameters of ML classifiers, is as follows:

e  When examining the average accuracy scores of models obtained through mRMR
feature selection, it has been determined that the LightGBM algorithm exhibits higher
accuracy scores compared to other methodologies. In terms of this performance metric,
other algorithm, generally show lower results compared to the LightGBM. Specifically,
while the DT method shows a 1.27% lower accuracy rate, KNN 9.93%, MLP 17.29%,
SVM 22.87%, and NB 38.10% lower accuracy rates when compared to LightGBM.
These findings underscore the effectiveness of combining mRMR feature selection with
the LightGBM algorithm, especially when dealing with datasets containing PE
attributes, in achieving superior classification performance.

e  When considering default parameters for classification, LightGBM demonstrates the
highest accuracy, followed by DT, KNN, MLP, SVM, and NB, respectively. Analysis
of mRMR-based models reveals different models highlighting high accuracy for each
method employed. For LightGBM, the model with the highest accuracy is found at
model 52. The highest accuracy for DT is recorded at model 59, while KNN exhibits
similar accuracy values between models 52 and 62. MLP's highest accuracy is found at
model 56, and for SVM, models with similar accuracy values are between 52 and 62.
The models displaying the best accuracy for NB fall between 99 and 102. This

comprehensive analysis highlights the variability in model performance among
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different methodologies, displaying specific models that stand out in terms of relevant
classification techniques.

When the average F1-Score values of models obtained through mRMR feature selection
are examined, it is evident that the LightGBM algorithm showcases higher F1-Score
ratings compared to other methodologies. In terms of this performance metric, other
algorithms generally demonstrate lower results compared to the LightGBM.
Specifically, while the DT method exhibits a 1.18% lower F1-Score rate compared to
LightGBM, KNN shows a 13.96%, MLP 22.75%, SVM 17.70%, and the NB 60.37%
lower F1-Score rates. These findings emphasize the effectiveness of combining mRMR
feature selection with the LightGBM algorithm, particularly when dealing with datasets
containing the PE attributes, in achieving superior classification performance.
Consideration of default parameters for classification reveals that LightGBM
demonstrates the highest F1-Score, followed by DT, KNN, MLP, SVM, and NB
respectively. An analysis of mRMR-based models reveals distinct models displaying
high F1-Score values for each method. The model with the highest F1-Score for
LightGBM is found in Model 52. For DT, the highest F1-Score is recorded between
Models 58 and 62, while KNN exhibits the same F1-Score values across Models 52 and
62. Model 57 holds the highest F1-Score for MLP, and for SVM, the models ranging
from 52 to 62 demonstrate the best F1-Score values. Models 99 to 102 reveal the best
F1-Score values for NB. This comprehensive analysis highlights specific models that
stand out in relevant classification techniques, emphasizing the variability in model
performance among different methodologies.

When examining the average recall values of models obtained through mRMR feature
selection, it is evident that the LightGBM algorithm demonstrates higher recall values
compared to other methodologies. In terms of performance measurement, other
algorithms exhibit lower results in comparison to LightGBM. Specifically, while the
DT method shows a recall rate 1.47% lower than LightGBM, KNN shows 17.74%, MLP
21.27%, SVM 1.83%, and NB 69.61% lower recall rates compared to Light GBM. These
findings underscore the effectiveness of combining mRMR feature selection with the
LightGBM algorithm, particularly when dealing with datasets containing the PE
attributes, in achieving superior classification performance.

When considering the default parameters of ML methods for classification, the
LightGBM demonstrates the highest recall value, followed by DT, NB, SVM, KNN,
and MLP, respectively. The analysis of mRMR-based models reveals distinct models
with high recall values for each method. For LightGBM, the highest recall values are
achieved in models 54, 55, 56, and 57. Model 96 records the highest recall value for
DT, while models between 99 and 102 yield similar results for NB. Moreover, SVM
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exhibits a consistent highest recall value across models numbered from 72 to 102,
whereas for KNN, this value is found in model 63. Additionally, the best recall value
for MLP is observed in model 87. This comprehensive analysis highlights the variability
in model performance among different methodologies by highlighting specific standout
models in relevant classification.

When examining the average precision values of models obtained through mRMR
feature selection, it is observed that the LightGBM algorithm demonstrates higher
values compared to other methodologies. In terms of performance measurement, other
algorithms exhibit lower results compared to LightGBM. Specifically, while the DT
method shows a rate 0.97% lower than LightGBM, KNN shows 2.46%, MLP 17.27%,
SVM 28.91%, and NB 7.68% lower precision rates compared to LightGBM. These
findings emphasize the impact of merging mRMR feature selection with the Light GBM
algorithm, particularly when dealing with datasets containing PE attributes, in achieving
superior classification performance.

When considering the default parameters of ML methods for classification, LightGBM
demonstrates the highest precision value, followed by DT, KNN, NB, MLP, and SVM,
respectively. The analysis of mRMR-based models reveals various models with high
precision values for each respective method. The highest precision values for
LightGBM are observed in model 52. For DT, model 61 records the highest precision
value, whereas for KNN, it is model 92. Additionally, NB consistently demonstrates a
precision value within models numbered from 64 to 68, while for MLP, this value is
found in model 60. Notably, SVM maintains consistent precision values across models
numbered from 72 to 102. This comprehensive analysis emphasizes the variability in
models and highlights specific standout models in the relevant classification, addressing
model performance across different methodologies.

When considering the collective average metrics of mRMR-based models, the
LightGBM emerged as the most effective classifier among all metrics, outperforming
all other ML methods evaluated with default parameters.

The study was conducted on a computer equipped with a 2.20 GHz Xenon CPU, 16 GB
of RAM, running on a 64-bit Windows 10 Professional Operating System. The average
execution times for LightGBM, DT, KNN, MLP, SVM, and NB algorithms were
calculated as follows: LightGBM took 207.8 seconds, DT took 38.3 seconds, KNN took
101.1 seconds, MLP took 228.4 seconds, SVM took 563.9 seconds, and NB took 29.4

seconds, respectively.
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5.3. Results of Models with Optimized Parameters
The accuracy, F1-Score, recall and precision results of the algorithms created with their
optimized configurations are presented in this section. Confusion matrices are also provided to

evaluate classification of the best model for each method.

5.3.1. Results of Relief-F-Based Models

Models created based on Relief-F are applied with the best parameter values resulting from
hyperparameter optimization of ML algorithms in this section. Evaluation results, encompassing
accuracy, F1-Score, recall, precision, and the confusion matrix criteria, are comprehensively
presented. These results provide a detailed overview of the outputs obtained from the algorithms and

models.

Table 5.18. Accuracy values for Relief-F-based predictor variables (Part 1)

Model Accuracy (%)
LightGBM DT KNN MLP SVM NB
Model 1 98.96 96.89 97.40 96.66 95.91 74.42
Model 2 98.90 96.78 97.40 97.05 95.93 74.98
Model 3 98.98 97.03 97.40 97.13 95.85 75.75
Model 4 98.90 97.13 97.40 96.74 95.85 75.83
Model 5 98.86 96.78 97.40 97.03 95.91 77.87
Model 6 98.92 97.03 97.40 96.49 95.95 77.89
Model 7 98.96 97.01 97.40 96.74 95.91 78.40
Model 8 98.90 97.11 97.40 96.51 95.93 76.97
Model 9 98.88 97.07 97.40 96.84 95.93 77.72
Model 10 98.82 97.03 97.38 97.05 95.06 77.91
Model 11 98.92 97.22 97.45 96.47 95.99 76.02
Model 12 98.90 97.34 97.45 96.84 95.91 76.21
Model 13 98.92 97.03 97.47 96.89 96.03 77.58
Model 14 98.92 96.93 97.47 96.87 95.93 76.89
Model 15 98.86 96.84 97.47 97.07 96.01 84.28
Model 16 98.94 97.18 97.47 97.05 95.18 85.17
Model 17 98.92 96.99 97.47 96.18 95.95 84.94
Model 18 98.88 96.97 97.47 97.01 96.18 84.90
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Table 5.19. Accuracy values for Relief-F-based predictor variables (Part 2)

Accuracy (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 19 98.46 96.51 97.40 96.95 95.25 86.32
Model 20 98.36 96.72 97.38 96.97 96.20 85.92
Model 21 98.32 96.06 97.40 97.28 95.27 83.83
Model 22 98.26 95.49 97.40 96.74 96.16 85.88
Model 23 98.36 96.61 97.40 96.82 96.20 85.21
Model 24 98.32 96.72 97.40 96.86 96.20 78.41
Model 25 98.26 96.22 97.40 96.89 96.18 77.47
Model 26 98.15 96.32 97.34 96.97 95.33 78.36
Model 27 98.11 96.60 97.34 96.49 96.24 77.91
Model 28 98.03 96.16 97.24 96.64 95.95 77.59
Model 29 97.90 96.45 97.03 96.57 95.62 77.86
Model 30 97.72 96.39 96.82 96.53 95.54 77.33
Model 31 97.82 96.41 96.82 96.51 95.66 77.35
Model 32 97.70 96.47 96.82 96.32 95.68 77.74
Model 33 97.76 96.45 96.78 96.62 95.79 81.21
Model 34 97.78 96.64 96.87 96.22 96.08 77.66
Model 35 97.72 96.60 96.87 96.32 96.22 81.48
Model 36 97.69 96.43 96.86 96.06 96.28 82.47
Model 37 97.61 96.51 96.82 95.97 96.45 81.52
Model 38 97.72 96.66 96.74 96.45 96.16 83.18
Model 39 97.61 96.68 96.80 96.33 96.22 82.70
Model 40 97.45 96.49 96.53 95.56 95.72 81.00
Model 41 97.43 95.43 96.43 95.08 95.74 77.97
Model 42 97.51 96.08 96.43 94.54 94.93 73.53
Model 43 97.34 96.26 96.41 94.25 94.79 76.43
Model 44 97.34 96.08 96.18 91.67 94.41 86.57
Model 45 96.14 95.54 95.68 91.22 93.54 86.54
Model 46 96.01 95.41 95.58 92.88 93.88 66.26
Model 47 95.51 94.87 94.77 91.40 93.73 66.42
Model 48 95.10 94.54 94.52 91.90 92.94 71.37
Model 49 94.85 94.60 94.46 91.94 92.86 77.59
Model 50 85.98 85.61 66.20 62.02 83.41 60.90
Model 51 81.42 81.37 54.76 59.47 77.74 51.77

Table 5.20. F1-Score values for Relief-F-based predictor variables (Part 1)

F1-Score (%)
Model -
LightGBM DT KNN MLP SVM NB
Model 1 98.99 96.99 97.50 97.10 94.48 79.40
Model 2 98.94 96.48 97.50 97.13 94.48 79.72
Model 3 99.01 97.15 97.50 96.97 94.45 79.97
Model 4 98.94 97.21 97.50 97.03 94.41 79.78
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Table 5.21. F1-Score values for Relief-F-based predictor variables (Part 2)

F1-Score (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 5 98.90 96.93 97.50 96.91 94.52 80.21
Model 6 98.96 97.14 97.50 96.63 94.52 80.36
Model 7 99.00 97.11 97.50 97.14 94.52 80.57
Model 8 98.94 97.09 97.50 96.89 94.52 80.31
Model 9 98.92 97.18 97.50 97.24 94.52 80.29
Model 10 98.87 97.29 97.48 97.03 96.27 80.04
Model 11 98.96 96.80 97.55 96.78 94.67 80.29
Model 12 98.94 97.14 97.55 97.15 94.56 80.08
Model 13 98.96 97.11 97.57 97.07 94.74 80.35
Model 14 98.96 97.07 97.57 97.24 94.56 80.24
Model 15 98.90 97.51 97.57 97.18 94.67 82.81
Model 16 98.98 97.14 97.57 97.21 96.64 83.95
Model 17 98.96 97.18 97.57 96.28 94.56 83.74
Model 18 98.92 97.10 97.57 97.02 94.97 83.78
Model 19 98.51 96.67 97.50 96.83 96.64 86.07
Model 20 98.42 96.56 97.48 97.22 95.08 85.72
Model 21 98.38 96.16 97.50 97.16 96.57 85.58
Model 22 98.33 95.52 97.50 96.77 95.01 85.91
Model 23 98.42 96.34 97.50 97.03 95.15 83.76
Model 24 98.38 96.56 97.50 96.94 95.15 81.22
Model 25 98.33 95.98 97.50 97.00 95.08 80.91
Model 26 98.22 96.49 97.44 97.04 96.57 81.24
Model 27 98.19 96.84 97.44 96.93 95.19 81.04
Model 28 98.11 96.33 97.35 96.81 95.97 81.05
Model 29 97.98 96.51 97.15 96.77 94.78 81.18
Model 30 97.81 96.55 96.95 96.48 94.86 81.18
Model 31 97.91 96.55 96.95 96.58 95.12 81.24
Model 32 97.80 96.58 96.95 96.76 95.12 81.51
Model 33 97.84 96.55 96.91 96.42 95.42 81.72
Model 34 97.86 96.75 97.01 96.14 96.91 81.17
Model 35 97.81 96.69 97.01 96.12 97.09 82.08
Model 36 97.77 96.30 96.99 96.48 97.24 82.88
Model 37 97.69 96.98 96.95 96.40 97.06 82.88
Model 38 97.80 96.72 96.88 96.59 96.20 83.65
Model 39 97.70 96.79 96.93 96.19 96.20 84.30
Model 40 97.54 96.67 96.67 95.69 96.27 81.87
Model 41 97.53 95.28 96.56 95.30 96.20 79.74
Model 42 97.60 96.04 96.56 94.70 96.09 79.44
Model 43 97.43 96.36 96.54 94.73 95.53 79.60
Model 44 97.44 96.32 96.32 92.42 94.26 87.94
Model 45 96.32 95.72 95.84 91.83 93.37 87.95
Model 46 96.19 95.57 95.78 93.30 95.49 75.28
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Table 5.22. F1-Score values for Relief-F-based predictor variables (Part 3)

F1-Score (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 47 95.72 95.11 94.98 91.93 95.23 75.36
Model 48 95.35 94.80 94.75 92.23 94.56 71.28
Model 49 95.11 94.90 94.73 92.52 95.23 78.54
Model 50 87.57 87.27 55.40 67.19 93.52 70.96
Model 51 84.33 84.24 25.46 67.24 93.92 68.22

Table 5.23. Recall values for Relief-F-based predictor variables (Part 1)

Model Recall (%)
LightGBM DT KNN MLP SVM NB
Model 1 99.03 96.98 97.91 96.72 94.48 94.30
Model 2 99.11 96.23 97.91 97.13 94.48 94.30
Model 3 99.18 97.13 97.91 97.13 94.45 92.85
Model 4 99.07 96.50 97.91 97.02 94.41 91.55
Model 5 99.03 96.94 97.91 97.20 94.52 86.93
Model 6 99.11 97.02 97.91 97.09 94.52 87.75
Model 7 99.14 96.98 97.91 96.68 94.52 87.01
Model 8 99.14 96.98 97.91 96.61 94.52 90.84
Model 9 99.22 97.02 97.91 97.24 94.52 87.79
Model 10 99.14 96.61 97.88 97.32 96.27 85.85
Model 11 99.07 96.46 98.02 97.24 94.67 93.93
Model 12 99.22 96.50 98.02 97.02 94.56 92.07
Model 13 99.11 96.79 98.06 96.98 94.74 88.87
Model 14 99.07 96.94 98.06 97.06 94.56 90.84
Model 15 99.14 96.94 98.06 97.13 94.67 78.94
Model 16 99.22 96.79 98.06 97.28 96.64 81.06
Model 17 99.18 96.98 98.10 96.94 94.56 80.80
Model 18 99.07 96.72 98.10 97.24 94.97 81.36
Model 19 98.66 95.79 97.99 96.61 96.64 82.74
Model 20 98.58 95.60 97.91 96.87 95.08 82.82
Model 21 98.55 96.05 97.95 97.24 96.57 92.40
Model 22 98.51 96.27 97.95 96.87 95.01 83.75
Model 23 98.58 95.97 97.95 96.87 95.15 79.57
Model 24 98.43 96.98 97.95 96.91 95.15 90.58
Model 25 98.55 95.34 97.95 97.09 95.08 92.29
Model 26 98.73 96.16 97.91 97.24 96.57 90.95
Model 27 98.81 95.98 97.91 97.28 95.19 91.51
Model 28 98.55 96.12 97.88 96.39 95.97 92.81
Model 29 98.40 96.35 97.65 97.02 94.78 92.48
Model 30 98.36 96.20 97.54 96.65 94.86 94.41
Model 31 98.51 96.53 97.54 97.06 95.12 94.75
Model 32 98.43 96.35 97.54 96.76 95.12 94.75
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Table 5.24. Recall values for Relief-F-based predictor variables (Part 2)

Recall (%)
Model —

LightGBM DT KNN MLP SVM NB
Model 33 98.06 96.38 97.54 96.98 95.42 81.37
Model 34 97.99 96.68 97.80 96.16 96.91 93.07
Model 35 98.17 96.50 97.80 96.16 97.09 82.15
Model 36 98.14 95.75 97.80 96.24 97.24 82.30
Model 37 97.91 96.50 97.73 96.53 97.06 86.63
Model 38 97.95 96.68 97.65 96.61 96.20 83.34
Model 39 97.99 96.72 97.73 96.61 96.20 89.91
Model 40 97.65 95.56 97.39 96.27 96.27 83.01
Model 41 97.88 95.60 96.87 96.31 96.20 83.79
Model 42 97.91 96.20 96.68 96.38 96.09 98.70
Model 43 97.54 96.09 96.68 96.24 95.53 89.16
Model 44 97.91 96.05 96.65 95.71 94.26 94.56
Model 45 97.65 96.42 96.35 96.94 93.37 94.93
Model 46 97.43 96.61 96.83 95.34 95.49 99.14
Model 47 97.17 96.01 95.60 95.23 95.23 99.18
Model 48 96.98 95.86 95.60 94.11 94.56 68.47
Model 49 96.76 96.27 96.16 94.07 95.23 79.24
Model 50 95.38 94.63 40.66 80.47 93.52 92.48
Model 51 96.50 96.35 14.94 80.36 93.92 100.00

Table 5.25. Precision values for Relief-F-based predictor variables (Part 1)
Precision (%)
Model .

LightGBM DT KNN MLP SVM NB
Model 1 98.96 97.27 97.08 96.67 97.55 69.37
Model 2 98.78 97.54 97.08 96.54 97.59 69.78
Model 3 98.85 97.31 97.08 97.11 97.47 71.10
Model 4 98.81 97.78 97.08 97.17 97.51 71.74
Model 5 98.77 97.57 97.08 96.59 97.51 75.82
Model 6 98.81 97.35 97.08 96.05 97.59 75.27
Model 7 98.85 97.31 97.08 97.17 97.52 76.10
Model 8 98.74 97.24 97.08 96.44 97.55 72.97
Model 9 98.63 97.34 97.08 97.33 97.55 75.41
Model 10 98.59 97.14 97.08 96.86 94.31 76.60
Model 11 98.85 97.61 97.09 96.05 97.52 70.42
Model 12 98.67 97.10 97.09 97.03 97.48 71.49
Model 13 98.81 97.23 97.09 96.78 97.52 74.26
Model 14 98.85 97.24 97.09 97.36 97.52 72.80
Model 15 98.67 97.32 97.09 96.98 97.55 89.75
Model 16 98.74 97.42 97.09 96.97 94.21 89.64
Model 17 98.74 97.35 97.06 95.95 97.55 89.46
Model 18 98.78 97.30 97.06 97.11 97.60 88.95
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Table 5.26. Precision values for Relief-F-based predictor variables (Part 2)

Precision (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 19 98.37 96.55 97.02 96.72 94.34 90.18
Model 20 98.26 96.80 97.05 96.96 97.53 89.41
Model 21 98.22 96.32 97.05 97.11 94.44 79.99
Model 22 98.15 96.65 97.05 97.15 97.52 88.55
Model 23 98.26 96.57 97.05 96.97 97.46 91.04
Model 24 98.33 96.48 97.05 97.21 97.46 74.28
Model 25 98.11 96.68 97.05 97.31 97.49 72.47
Model 26 97.72 96.82 96.98 97.57 94.54 73.94
Model 27 97.57 96.61 96.98 97.21 97.50 73.14
Model 28 97.68 96.74 96.84 96.92 96.25 72.17
Model 29 97.57 96.75 96.65 96.63 96.72 72.60
Model 30 97.28 97.03 96.37 96.62 96.50 71.24
Model 31 97.31 96.72 96.37 96.21 96.47 71.14
Model 32 97.17 96.85 96.37 96.59 96.50 71.54
Model 33 97.63 96.99 96.30 96.07 96.44 82.35
Model 34 97.74 96.86 96.23 96.68 95.61 72.02
Model 35 97.45 96.80 96.23 96.23 95.68 82.24
Model 36 97.42 96.16 96.20 96.18 95.65 83.64
Model 37 97.48 96.82 96.19 96.37 96.14 79.74
Model 38 97.66 96.84 96.12 95.91 96.40 84.07
Model 39 97.41 96.91 96.16 96.36 96.50 79.55
Model 40 97.44 96.70 95.97 95.48 95.50 80.81
Model 41 97.20 95.49 96.27 95.21 95.61 76.11
Model 42 97.30 96.55 96.44 93.53 94.25 66.49
Model 43 97.33 96.45 96.40 93.12 94.49 72.03
Model 44 96.98 96.75 96.00 89.44 94.90 82.20
Model 45 95.05 95.05 95.36 87.63 94.14 81.94
Model 46 95.00 94.60 94.76 91.21 9291 60.68
Model 47 94.34 94.15 94.39 88.98 92.87 60.78
Model 48 93.78 93.80 93.95 90.77 92.05 74.40
Model 49 93.54 93.48 93.37 90.48 91.38 77.92
Model 50 80.96 80.86 87.17 62.45 78.54 57.65
Model 51 74.91 74.92 86.62 57.81 71.81 51.77
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Figure 5.3. Confusion matrices for Relief-F-Based models utilizing optimized parameters. (a)
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Figure 5.4. Percentage Increase Rates for Relief-F models including Accuracy, F1-Score, Recall, as
well as Precision

5.3.2. Results of mRMR-Based Models

In this section, models created based on mRMR are applied with the best parameter values
resulting from hyperparameter optimization of ML algorithms. Evaluation results, encompassing
accuracy, F1-Score, recall, precision criteria, and confusion matrices, are comprehensively
presented. These results provide a detailed overview of the outputs obtained from the algorithms and

models.

Table 5.27. Accuracy values for mMRMR-based predictor variables (Part 1)

Model Accuracy (%)
LightGBM DT KNN MLP SVM NB
Model 52 98.94 96.93 97.40 97.05 95.89 74.86
Model 53 98.88 96.68 97.41 96.93 95.95 74.92
Model 54 98.90 97.14 97.41 96.99 95.83 75.29
Model 55 98.88 97.05 97.41 96.64 95.95 76.10
Model 56 98.94 96.86 97.41 96.84 9591 76.50
Model 57 98.94 97.41 97.41 96.76 95.91 75.83
Model 58 98.86 96.87 97.38 96.57 95.97 76.02
Model 59 98.86 96.95 97.38 96.53 95.89 76.02
Model 60 98.86 96.20 97.38 96.89 95.97 76.35
Model 61 98.88 97.03 97.38 96.82 95.95 76.87
Model 62 98.84 96.93 97.38 97.01 95.93 77.14
Model 63 98.32 96.55 97.28 97.05 95.08 76.25
Model 64 98.34 95.74 97.34 96.76 95.99 77.41
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Table 5.28. Accuracy values for mRMR-based predictor variables (Part 2)

Accuracy (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 65 98.28 95.89 97.38 96.78 96.01 78.09
Model 66 98.26 96.60 97.38 97.07 95.10 78.05
Model 67 98.28 96.53 97.38 96.89 96.14 77.89
Model 68 08.32 96.55 97.38 96.91 95.99 7791
Model 69 98.34 95.56 97.36 97.09 96.14 78.28
Model 70 98.21 95.33 97.36 96.93 96.12 77.76
Model 71 98.28 96.41 97.36 96.72 95.35 78.12
Model 72 98.23 96.41 97.34 96.82 96.22 78.68
Model 73 98.15 96.32 97.36 96.97 96.16 77.99
Model 74 98.21 96.37 97.34 97.07 96.06 77.85
Model 75 98.23 96.20 97.34 96.68 96.18 78.38
Model 76 98.21 95.85 97.34 96.99 96.22 78.26
Model 77 98.17 96.26 97.34 96.87 96.24 78.20
Model 78 98.21 96.55 97.34 96.91 96.10 77.66
Model 79 98.28 96.22 97.47 96.91 96.41 77.57
Model 80 98.13 96.35 97.49 97.11 96.35 77.89
Model 81 98.26 96.82 97.47 97.18 95.56 7791
Model 82 98.13 95.39 97.20 96.70 95.99 76.49
Model 83 97.90 95.99 96.93 96.55 95.79 76.91
Model 84 97.51 95.51 96.59 96.30 95.66 77.06
Model 85 97.36 95.27 96.60 96.39 95.83 78.07
Model 86 97.07 95.14 96.32 96.03 95.79 83.01
Model 87 96.41 94.89 95.43 95.49 95.04 83.45
Model 88 96.16 94.21 95.41 94.98 94.79 84.01
Model 89 96.03 94.54 95.47 95.08 94.83 86.34
Model 90 95.29 94.54 94.50 94.62 94.56 83.99
Model 91 94.66 94.10 93.73 94.08 93.92 82.62
Model 92 94.62 93.94 93.87 93.94 93.94 86.90
Model 93 94.54 94.17 93.88 92.79 93.81 87.71
Model 94 94.41 93.96 93.38 92.71 93.67 87.92
Model 95 94.04 93.63 91.18 91.98 93.25 87.56
Model 96 94.00 93.62 91.13 92.84 93.44 85.07
Model 97 94.02 93.73 91.07 91.26 93.50 86.81
Model 98 93.96 93.31 86.40 93.02 93.50 87.56
Model 99 92.82 92.38 82.93 90.12 92.52 80.28
Model 100 88.85 88.58 68.34 85.11 88.43 83.72
Model 101 77.12 76.49 60.92 74.34 76.99 74.34
Model 102 76.04 76.02 50.17 74.02 75.66 73.98
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Table 5.29. F1-Score values for mRMR-based predictor variables (Part 1)

F1-Score (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 52 98.98 97.11 97.50 96.97 94.48 79.46
Model 53 98.92 97.23 97.51 97.07 94.60 79.45
Model 54 98.94 97.12 97.51 97.24 94.41 79.80
Model 55 98.92 96.75 97.51 96.88 94.60 80.01
Model 56 98.98 96.72 97.51 97.06 94.56 80.38
Model 57 98.98 96.93 97.51 97.08 94.56 80.28
Model 58 98.90 97.09 97.48 96.64 94.63 80.41
Model 59 98.90 97.07 97.48 96.70 94.52 80.23
Model 60 98.90 97.25 97.48 97.08 94.63 80.45
Model 61 98.92 96.90 97.48 97.04 94.56 80.33
Model 62 98.88 97.13 97.48 96.81 94.56 80.40
Model 63 98.38 96.85 97.38 97.00 96.42 80.39
Model 64 98.40 95.76 97.44 96.94 94.60 80.57
Model 65 98.35 96.74 97.48 97.05 94.63 80.94
Model 66 98.33 96.42 97.48 96.99 96.83 80.92
Model 67 98.34 96.56 97.48 96.69 94.82 80.72
Model 68 98.38 96.43 97.48 97.11 94.60 80.68
Model 69 98.40 95.96 97.46 96.98 94.82 80.95
Model 70 98.27 96.09 97.46 97.25 94.78 80.79
Model 71 98.35 96.45 97.46 97.34 96.64 80.92
Model 72 98.29 96.43 97.44 97.15 94.97 81.22
Model 73 98.22 96.43 97.46 97.26 94.97 80.95
Model 74 98.27 96.56 97.44 96.96 94.89 80.83
Model 75 98.29 96.22 97.44 96.85 95.08 81.07
Model 76 98.28 95.87 97.44 97.03 95.15 80.97
Model 77 98.24 96.53 97.44 97.10 95.19 80.77
Model 78 98.27 96.61 97.44 97.01 95.01 80.85
Model 79 98.35 96.50 97.57 96.94 95.64 80.79
Model 80 98.20 96.01 97.59 97.17 95.53 81.09
Model 81 98.33 96.52 97.57 97.22 96.76 81.15
Model 82 98.20 95.95 97.31 96.91 95.27 80.44
Model 83 97.97 96.39 97.06 96.69 95.16 80.84
Model 84 97.60 95.20 96.72 96.21 97.13 81.06
Model 85 97.46 95.70 96.73 96.25 95.56 81.57
Model 86 97.18 95.48 96.45 96.43 95.68 84.09
Model 87 96.56 93.84 95.64 95.58 96.53 83.76
Model 88 96.31 9491 95.61 95.33 96.50 84.22
Model 89 96.19 94.82 95.67 95.39 96.57 86.04
Model 90 95.52 94.76 94.79 95.09 96.79 84.27
Model 91 94.95 94.39 94.08 94.35 96.61 83.49
Model 92 94.93 94.36 94.23 94.16 97.24 86.77
Model 93 94.85 94.51 94.25 93.16 97.06 87.72
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Table 5.30. F1-Score values for mRMR-based predictor variables (Part 2)

F1-Score (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 94 94.71 94.17 93.73 93.02 96.87 87.89
Model 95 94.45 94.07 91.44 92.63 97.39 87.89
Model 96 94.41 94.00 91.37 93.21 97.02 86.08
Model 97 94.43 93.96 91.29 91.89 97.06 87.41
Model 98 94.39 93.83 85.86 93.53 97.24 87.99
Model 99 93.36 92.91 81.82 90.85 97.32 83.89
Model 100 90.00 89.74 59.36 86.46 96.53 84.84
Model 101 81.35 81.10 42.58 79.44 95.90 79.50
Model 102 80.53 80.51 7.48 79.30 95.57 79.32

Table 5.31. Recall values for mRMR-based predictor variables (Part 1)

Recall (%)
Model -
LightGBM DT KNN MLP SVM NB
Model 52 99.14 96.83 9791 96.87 94.48 93.18
Model 53 99.33 96.72 97.95 96.87 94.60 93.03
Model 54 99.18 96.72 97.95 97.02 94.41 93.48
Model 55 99.25 96.61 97.95 97.06 94.60 92.18
Model 56 99.22 96.72 97.95 97.02 94.56 92.73
Model 57 99.14 96.27 97.95 97.09 94.56 94.37
Model 58 99.14 96.98 97.88 97.28 94.63 94.37
Model 59 99.11 96.98 97.88 97.24 94.52 93.41
Model 60 99.03 96.91 97.88 97.20 94.63 93.44
Model 61 99.14 96.64 97.88 96.83 94.56 90.91
Model 62 99.07 96.91 97.88 97.09 94.56 90.17
Model 63 98.58 96.20 97.73 96.68 96.42 93.56
Model 64 98.81 95.75 97.76 96.72 94.60 90.43
Model 65 98.70 96.20 97.88 96.98 94.63 90.09
Model 66 98.77 96.65 97.88 97.28 96.83 90.06
Model 67 98.62 95.90 97.88 96.94 94.82 89.69
Model 68 98.70 96.61 97.88 96.91 94.60 89.35
Model 69 98.62 95.30 97.88 96.79 94.82 89.57
Model 70 98.51 95.64 97.88 96.76 94.78 90.50
Model 71 98.66 96.20 97.88 96.94 96.64 89.72
Model 72 98.66 96.27 97.88 97.50 94.97 89.27
Model 73 98.51 96.24 97.91 96.87 94.97 90.73
Model 74 98.55 96.42 97.91 97.24 94.89 90.50
Model 75 98.62 95.82 97.91 97.13 95.08 89.83
Model 76 98.92 96.20 97.91 97.28 95.15 89.65
Model 77 98.55 96.38 97.91 97.09 95.19 89.05
Model 78 98.55 96.05 97.91 96.98 95.01 91.44
Model 79 98.55 96.42 97.99 96.27 95.64 91.40
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Table 5.32. Recall values for mRMR-based predictor variables (Part 2)

Recall (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 80 98.51 96.46 98.02 97.06 95.53 91.84
Model 81 98.84 96.57 97.99 96.79 96.76 92.07
Model 82 98.47 96.01 97.76 96.79 95.27 93.48
Model 83 98.17 94.78 97.69 96.87 95.16 94.11
Model 84 97.80 95.60 97.09 96.91 97.13 94.78
Model 85 97.73 95.42 97.17 96.01 95.56 93.70
Model 86 97.65 95.53 96.61 96.42 95.68 86.96
Model 87 97.32 94.30 96.94 96.79 96.53 82.63
Model 88 96.87 95.34 96.68 96.61 96.50 82.60
Model 89 96.83 95.27 96.72 96.72 96.57 81.44
Model 90 96.87 95.94 96.57 96.79 96.79 82.97
Model 91 96.98 96.27 96.16 96.65 96.61 84.98
Model 92 97.35 96.50 96.79 96.91 97.24 83.04
Model 93 96.98 96.87 96.72 94.63 97.06 84.87
Model 94 96.79 96.35 95.82 94.37 96.87 84.72
Model 95 97.95 97.69 91.31 95.30 97.39 87.29
Model 96 97.84 97.54 91.20 96.79 97.02 88.90
Model 97 97.88 97.43 90.83 95.34 97.06 88.45
Model 98 97.99 97.39 79.87 96.91 97.24 88.07
Model 99 97.43 96.80 75.36 94.86 97.32 98.66
Model 100 96.87 96.39 44.99 91.61 96.53 88.04
Model 101 96.24 94.19 28.10 95.75 95.90 95.98
Model 102 95.64 95.60 3.91 96.09 95.57 96.31

Table 5.33. Precision values for mRMR-based predictor variables (Part 1)

Precision (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 52 98.82 97.27 97.08 97.13 97.51 70.18
Model 53 98.52 97.31 97.09 97.24 97.52 70.23
Model 54 98.71 97.69 97.09 97.11 97.47 70.40
Model 55 98.59 97.11 97.09 97.08 97.52 71.47
Model 56 98.74 96.95 97.09 96.95 97.48 71.63
Model 57 98.81 97.12 97.09 97.43 97.48 70.35
Model 58 98.67 97.13 97.08 96.23 97.52 70.59
Model 59 98.70 96.95 97.08 96.32 97.48 70.95
Model 60 98.78 97.20 97.08 96.90 97.52 71.20
Model 61 98.70 97.38 97.08 97.17 97.55 73.02
Model 62 98.70 97.17 97.08 97.14 97.52 73.61
Model 63 98.18 97.26 97.04 97.24 94.22 71.18
Model 64 98.01 96.09 97.12 97.03 97.59 73.73
Model 65 98.00 96.86 97.08 97.29 97.59 74.36
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Table 5.34. Precision values for mRMR-based predictor variables (Part 2)

Precision (%)
Model —
LightGBM DT KNN MLP SVM NB
Model 66 97.90 96.86 97.08 97.01 93.91 74.36
Model 67 98.07 97.00 97.08 97.02 97.67 74.54
Model 68 98.08 96.51 97.08 97.23 97.59 74.71
Model 69 98.18 95.97 97.05 97.35 97.67 74.88
Model 70 98.03 95.46 97.05 96.80 97.67 73.86
Model 71 98.04 96.64 97.05 97.22 94.51 74.55
Model 72 97.93 96.55 97.01 96.79 97.68 75.30
Model 73 97.93 96.76 97.01 96.89 97.56 73.63
Model 74 98.00 96.70 96.98 97.07 97.45 73.52
Model 75 97.97 96.77 96.98 96.15 97.49 74.34
Model 76 97.65 96.56 96.98 97.29 97.49 74.28
Model 77 97.93 97.01 96.98 97.01 97.50 74.54
Model 78 98.00 96.72 96.98 97.25 97.42 72.90
Model 79 98.15 97.33 97.16 96.98 97.40 72.70
Model 80 97.89 96.98 97.16 97.18 97.40 72.89
Model 81 97.83 96.87 97.16 97.17 94.80 72.80
Model 82 97.93 96.67 96.87 96.92 96.90 70.68
Model 83 97.78 95.89 96.44 96.93 96.68 70.89
Model 84 97.41 95.78 96.35 95.66 94.64 70.83
Model 85 97.19 95.92 96.31 96.36 96.36 72.24
Model 86 96.72 96.12 96.29 95.94 96.19 81.54
Model 87 95.83 95.05 94.38 94.48 94.06 84.97
Model 88 95.77 94.23 94.59 94.16 93.66 85.95
Model 89 95.56 94.26 94.66 93.87 93.67 91.25
Model 90 94.23 93.31 93.10 93.58 93.02 85.65
Model 91 93.02 92.64 92.10 92.09 92.07 82.08
Model 92 92.65 92.35 91.83 91.71 91.59 90.91
Model 93 92.82 92.29 91.92 91.94 91.52 90.82
Model 94 92.75 92.14 91.79 91.74 91.44 91.36
Model 95 91.21 90.75 91.66 89.96 90.35 88.55
Model 96 91.24 90.80 91.65 90.37 90.94 83.59
Model 97 91.24 90.72 91.86 88.69 91.01 86.46
Model 98 91.06 90.54 92.88 90.04 90.87 87.94
Model 99 89.64 89.47 90.05 87.17 89.22 73.09
Model 100 84.06 83.97 88.12 81.74 83.66 81.90
Model 101 70.50 70.37 88.88 67.95 70.46 67.87
Model 102 69.58 69.57 95.21 67.54 69.22 67.45

86



Percentage Increase Rate (%)

(a) LightGBM (b) DT (c) KNN

(d) MLP (e) SVM (f) NB
Figure 5.5. Confusion matrices of mRMR-Based models using optimized parameters. (a)
LightGBM, (b) DT, (c) KNN, (d) MLP, (e) SVM, and (f) NB
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Figure 5.6. Percentage Increase Rates for mRMR models including Accuracy, F1-Score, Recall, as
well as Precision

5.4. Discussion of Models with Optimized Parameters

This section offers an in-depth analysis of the results obtained and emphasizes the overall
significance of algorithms of ML hyperparameter-tuned configurations. Specifically, the findings
derived from Relief-F and mRMR feature selection methods comprehensively elucidate the potential

impact on the effectiveness and applicability of these techniques.

5.4.1. Discussion of Relief-F-Based Models
Examining models containing the PE headers created using Relief-F feature selection and

evaluated with hyperparameter tuning of ML classifiers is as follows:

e  When the average accuracy values of the models created by feature selection are
examined, it is understood that the LightGBM algorithm shows quite high accuracy
compared to other methods. The DT method exhibits a 3.08% lower accuracy rate than
LightGBM, while the KNN algorithm offers a 3.54% lower accuracy value.
Additionally, the MLP shows 4.47% lower accuracy, while the SVM achieves 4.06%
less accuracy, and the NB exhibits a significantly lower accuracy of 21.02% compared
to the LightGBM. These findings highlight the effectiveness of using Relief-F feature

selection in conjunction with the LightGBM algorithm, especially when working with
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datasets containing the PE headers. In addition to highlighting the relative superiority
of the LightGBM among these algorithms, this evaluation reveals that feature selection
methods and hyperparameter tuning of ML algorithms directly contribute to the
performance of models.

When considering models classified with optimized values, the LightGBM
demonstrates the highest accuracy, followed by KNN, DT, MLP, SVM, and NB
respectively. Upon analyzing Relief-F-based models, it is observed that different
models exhibit high accuracy for each applied method. Within the scope of the
LightGBM method, upon examining methods and their corresponding models, model
number 3 achieves the highest accuracy. For the KNN, models numbered from 13 to 18
with the same accuracy levels achieve the highest accuracy, while model 12 performs
best for the DT. Model 21 exhibits the highest accuracy for MLP, model 37 for SVM,
and model 44 for NB. This comprehensive analysis emphasizes variability in model
performance among different methodologies and highlights specific models that excel
in their respective classification techniques.

When analyzing the average F1-Score values of models created through feature
selection, it becomes evident that the LightGBM algorithm exhibits a higher F1-Score
compared to other methods. While the DT method shows a 1.52% lower F1-Score rate
than LightGBM, the KNN algorithm shows 2.84% less F1-Score. Additionally, MLP
presents a 2.67% lower F1-Score, SVM shows 2.40% less F1-Score, and NB
significantly records a 17.06% lower F1-Score compared to LightGBM.

When considering models classified with optimized values, LightGBM shows the
highest F1-Score, followed by KNN, DT, MLP, SVM, and NB respectively. Upon
analyzing Relief-F-based models, it is observed that different models exhibit high F1-
Score for each applied method. Within the scope of the LightGBM method, model
number 3 achieves the highest F1-Score. For KNN, models numbered from 13 to 18
with the same F1-Score levels achieve the highest F1-Score, while for DT, model 15
performs the best. Models from 9 to 14 yield the highest F1-Score for MLP, all
displaying same results. For SVM, model 36, and for NB, model 45 provide the highest
F1-Score. This comprehensive analysis highlights variability in model performance
among different methodologies and emphasizes specific models that excel in their
respective classification techniques.

When examining the average recall values of models created through feature selection,
it becomes evident that the LightGBM algorithm exhibits higher recall compared to
other methods. While the DT method shows a 2.03% lower recall rate than LightGBM,
the KINN algorithm shows 3.58% less recall. Additionally, MLP presents a 2.41% lower
recall, SVM shows 3.16% less recall, and NB significantly records a 9.83% lower recall
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compared to LightGBM. These findings highlight the effectiveness of Relief-F feature
selection, particularly when dealing with datasets containing PE headers, alongside the
LightGBM algorithm. This evaluation emphasizes the relative superiority of LightGBM
among these algorithms and underscores the significant contribution of feature selection
and hyperparameter tuning in enhancing the performance of models.

When considering models classified with optimized values, NB exhibits the highest
recall, followed by LightGBM, KNN, MLP, SVM, and DT, respectively. Upon
analyzing Relief-F-based models, it is observed that different models exhibit high recall
for each applied method. Within the scope of the NB method, model number 51 achieves
the highest recall value. For LightGBM, models 9, 12, and 16 with the same recall levels
achieve the highest recall, while for KNN, models 17 and 18 show the best performance.
Model 10 provides the highest recall for SVM, and model 3 for DT. This comprehensive
analysis highlights variability in model performance among different methodologies
and emphasizes specific models that excel in their respective classification techniques.
When examining the average precision values of models created through feature
selection, it becomes apparent that the LightGBM algorithm shows higher precision
compared to other methods. While the DT method exhibits a 1.06% lower precision rate
than LightGBM, the KNN algorithm shows 0.83% less precision. Additionally, MLP
demonstrates a 2.73% lower precision, SVM shows 1.69% less precision, and NB
significantly records a 21.56% lower precision compared to LightGBM. These findings
underscore the effectiveness of Relief-F feature selection, especially when dealing with
datasets containing PE headers, in conjunction with the LightGBM algorithm. This
evaluation emphasizes LightGBM's relative superiority among these algorithms and
highlights the significant contribution of feature selection methods in enhancing the
performance of ML models.

When considering models classified with optimized values, the LightGBM
demonstrates the highest precision, followed by DT, SVM, MLP, KNN, and NB
respectively. Upon analyzing Relief-F-based models, it is observed that different
models exhibit high precision for each applied method. Within the scope of the
LightGBM method, model 1 achieves the highest precision value. For DT, model 4
yields the highest precision, while for SVM, model 18 performs the best. The highest
performance for MLP is presented in model 26, whereas models ranging from 11 to 16,
with similar precision values, demonstrate the highest performance for KNN. Model 23
provides the highest precision value for NB. This comprehensive analysis emphasizes
variability in model performance among different methodologies and highlights specific

models that excel in their respective classification techniques.
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e  When considering the collective average metrics of Relief-F-based models, the
LightGBM emerged as the most effective classifier among all other ML methods
evaluated with optimized parameters.

e Theinvestigation was conducted utilizing a computing system outfitted with a 2.20 GHz
Xenon CPU and 16 GB of RAM, operating on a 64-bit Windows 10 Professional
operating system. The computation times for various machine learning algorithms,
namely LightGBM, DT, KNN, MLP, SVM, and NB, were meticulously evaluated. The
obtained average execution times for each algorithm were as follows: LightGBM
necessitated 50478.6 sec, DT required 8773.9 sec, KNN consumed 38818.8 sec, MLP
utilized 214784.7 sec, SVM demanded 360445.1 sec, and NB utilized 3624.3 sec,

respectively.

5.4.2. Discussion of mRMR-Based Models
Examining models containing PE headers created using mRMR feature selection and

evaluated with hyperparameter tuning of ML classifiers is as follows:

e  When examining the average accuracy values of models created through feature
selection, it becomes apparent that the LightGBM algorithm exhibits considerably
higher accuracy compared to other methods. The DT method shows a 1.66% lower
accuracy rate than LightGBM, while the KNN algorithm presents a 2.70% lower
accuracy. Additionally, MLP demonstrates a 1.63% lower accuracy, SVM shows 1.95%
less accuracy, and NB significantly records a 17.61% lower accuracy compared to the
LightGBM. These findings underscore the effectiveness of mRMR feature selection,
especially when dealing with datasets containing PE headers, in conjunction with the
LightGBM algorithm. This evaluation not only highlights relative superiority of the
LightGBM among these algorithms but also demonstrates that feature selection methods
and hyperparameter tuning in ML algorithms significantly contribute to the
performance of models.

e  Considering the models classified with optimized values, LightGBM highlights the
highest accuracy, followed by KNN, DT, MLP, SVM and NB. Analysis of mRMR-
based models reveals different models providing high accuracy for each method.
According to the LightGBM method, models 52, 56 and 57 exhibit the highest accuracy.
For KNN, model 80 achieves the best performance, while for DT, model 57 achieves
the best performance. Model 81 for MLP, model 79 for SVM, and model 94 for NB
provide the highest accuracy. This comprehensive analysis highlights the variability in
model performance between different methodologies and highlights specific models

that are superior across relevant classification techniques.
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When analyzing the average F1-Score values of models created through feature
selection, it becomes evident that the LightGBM algorithm exhibits higher F1-Score
compared to other methods. The DT method shows a 1.60% lower F1-Score rate than
LightGBM, while the KNN algorithm presents a 4.34% lower F1-Score. Additionally,
MLP demonstrates a 1.52% lower F1-Score, SVM shows 1.08% less F1-Score, and NB
records a significantly lower F1-Score of 15.09% compared to Light GBM.
Considering models classified with optimized values, LightGBM shows the highest F1-
Score, followed by KNN, SVM, MLP, DT, and NB. Analyzing mRMR-based models
reveals different models achieving high F1-Score for each applied method. Under the
LightGBM method, models 52, 56, and 57 achieve the highest F1-Score. For KNN,
model 60 attains the highest F1-Score levels, while model 95 performs best for SVM.
Model 71 yields the highest F1-Score for MLP, while for DT, model 60 provides the
highest F1-Score. Additionally, model 98 stands out as the most performant model for
NB within this methodology. This comprehensive analysis underscores the variability
in model performance among different methodologies and emphasizes specific models
that excel in their respective classification techniques.

When examining the average recall values of models created through feature selection,
it is evident that the LightGBM algorithm exhibits higher recall performance compared
to other methods. The DT method shows a 2.00% lower recall rate than LightGBM,
while the KNN algorithm presents a 6.13% lower recall rate. Additionally, MLP
demonstrates a 1.66% lower recall, SVM presents 2.59% less recall, and NB records a
significantly lower recall of 8.11% compared to the LightGBM. These findings
emphasize the effectiveness of mRMR feature selection, particularly when dealing with
datasets containing PE headers, alongside the LightGBM algorithm. This evaluation not
only highlights relative of the LightGBM superiority among these algorithms but also
underscores the significant contribution of feature selection and hyperparameter tuning
in enhancing the performance of ML models.

Considering models classified with optimized values, the LightGBM presents the
highest recall, followed by KNN, DT, MLP, SVM, and NB. Analyzing mRMR-based
models reveals different models achieving high recall for each applied method. Under
the LightGBM method, model 53 achieves the highest recall. For KNN, models 79 and
81 with similar recall levels perform the best, while for DT, model 95 delivers the
optimal performance. Model 72 stands out for MLP, while model 95 performs best for
SVM in terms of recall. Additionally, model 102 provides the highest recall for NB.
This comprehensive analysis underscores the variability in model performance among
different methodologies and emphasizes specific models that excel in their respective

classification techniques.
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e  When examining the average precision values of models generated through feature
selection, it becomes evident that the KNN algorithm demonstrates higher precision
compared to other methodologies. While the LightGBM method shows a precision rate
approximately 0.07% lower than KNN, the DT algorithm shows 1.23% less precision.
Additionally, MLP exhibits 1.42% lower precision, SVM shows 1.19% less precision,
and NB notably records 20.04% lower precision compared to KNN. These findings
highlight the effectiveness of mRMR feature selection, especially when dealing with
datasets containing PE headers. This evaluation underscores the relative superiority of
KNN among these algorithms and emphasizes the significant contribution of feature
selection in enhancing the performance of ML models.

e When considering models classified with optimized values, LightGBM highlights the
highest precision, followed by DT, SVM, MLP, KNN, and NB. Analyzing mRMR-
based models reveals that different models exhibit high precision for each applied
method. Within the scope of the LightGBM method, model 52 attains the highest
precision. For Decision Trees, model 54 provides the highest precision, whereas for
SVM, model 72 stands out. Model 57 represents the peak performance for MLP, while
models 79 through 81, showing similar precision values, excel for KNN. Finally, model
94 achieves the highest precision for NB. This comprehensive analysis highlights the
variability in model performance among different methodologies and accentuates
specific models that outperform others in classification techniques.

e  Considering the collective average metrics of mRMR-based models, LightGBM
emerged as the most effective classifier among all other ML methods evaluated with
optimized parameters, except the precision criterion.

e  KNN presented the best performance in the precision criterion.

e The investigation was conducted on a computing system operating with a 64-bit
Windows 10 Professional operating system, featuring a 2.20 GHz Xenon CPU and 16
GB of RAM. The average execution times for a series of machine learning algorithms,
namely LightGBM, DT, KNN, MLP, SVM, and NB, were meticulously determined.
Specifically, the computational durations for each algorithm were recorded as follows:
LightGBM required 38656.5 sec, DT necessitated 8992.6 sec, KNN consumed 43440.8
sec, MLP utilized 213424 .4 sec, SVM demanded 539864.3 sec, and NB took 595.7 sec,

respectively.
5.5. General Discussion

The examination of models created using mRMR and Relief-F feature selection, evaluated

with both default and optimized parameters of ML classifiers, is as follows:
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When using default parameters in feature selection methods like Relief-F and mRMR,
the LightGBM algorithm has been shown to be the most successful method in terms of
evaluation criteria such as accuracy, F1-Score, recall, and precision.

When models generated using the Relief-F algorithm utilize optimized parameters, it
becomes apparent that the LightGBM algorithm emerges as the most successful method
concerning evaluation criteria such as accuracy, F1-Score, recall, and precision.
However, upon examining models created with mRMR feature selection, the
LightGBM achieves the most successful results in accuracy, F1-Score, and recall,
whereas the KNN outperforms in terms of precision.

When comparing the performance of ML methods using Relief-F-based models with
optimized parameters against default parameters in terms of the accuracy metric,
notable differences were observed. In this analysis, the LightGBM algorithm exhibited
a superior performance of 1.93% compared to another method. The DT method showed
a 0.13% improvement, the KNN demonstrated a 5.3% enhancement, the MLP showed
a 14.57% increase, the SVM displayed a 21.6% advancement, and the NB portrayed a
24.25% betterment in results. These results clearly demonstrate the impact of optimized
parameters on the performance of different algorithms.

The performance of ML methods using Relief-F-based models with optimized
parameters, when compared to default parameters in terms of the F1-Score metric,
showed notable differences. The LightGBM demonstrated a 0.09% superior
performance over another method. The DT exhibited a 0.20% decrease, KNN presented
a 6.20% improvement, MLP showed a 16.83% increase, SVM indicated a 16.57%
progression, and the NB portrayed a substantial 53.14% improvement in results. While
optimized parameters showed similar performance across some ML methods, MLP,
SVM, and NB showed notably superior performance in this evaluation criterion.
However, a slight decrease in performance was observed in the DT algorithm.

The models using Relief-F-based techniques with optimized parameters demonstrated
notable differences compared to default parameters in terms of the recall metric. The
LightGBM showcased a 0.32% improvement, while DT exhibited a decrease of 0.18%.
The KNN displayed an enhancement of 7.9%, MLP showed a substantial increase of
16.72%, SVM illustrated a modest improvement of 1.55%, and NB portrayed a
significant 67.15% advancement in results. Although optimized parameters showed
similar performance in certain ML methods, MLP and NB notably outperformed others
in this evaluation criterion. However, a slight decrease in performance was observed in

the DT algorithm.
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Models using Relief-F-based techniques with optimized parameters showed differences
in the precision metric compared to default parameters. The LightGBM exhibited a
0.42% improvement, while DT demonstrated a 0.27% enhancement. The KNN showed
an increase of 3.38%, MLP showed a noteworthy increase of 13.00%, SVM illustrated
a big improvement of 27.43%, and NB displayed a significant decline in results by
12.53%. While optimized parameters exhibited similar performance across certain ML
methods, MLP and SVM notably outperformed others on this evaluation criterion.
However, a notable decrease in performance was observed in the NB algorithm.

When comparing the performance of ML methods using mRMR-based models with
optimized parameters to default parameters in terms of accuracy metric, notable
differences were observed. In this analysis, the LightGBM algorithm demonstrated a
0.4% superior performance over another method. The DT exhibited similar
performance, KNN displayed an improvement of approximately 7.4%, MLP showed an
increase of 16.26%, SVM illustrated a progression of 21.65%, and NB portrayed a
25.14% improvement in results. Upon examining the findings, significant
enhancements were observed in KNN, MLP, SVM, and NB, while DT and LightGBM
showed nearly identical performance. Also, these outcomes clearly highlight the impact
of optimized parameters on the performance of different algorithms.

When the performance of ML methods using mRMR-based models with optimized
parameters was compared with the default parameters in terms of the F1-Score metric,
some differences were observed. In this observation, the LightGBM algorithm
outperformed by 0.4%. DT exhibited a similar performance, while KNN displayed a
10.42% improvement. The MLP showed a substantial 21.88% enhancement, SVM
illustrated a significant improvement of 17.08%, and NB portrayed a remarkable
53.51% improvement. Upon examination of these findings, notable enhancements were
observed in KNN, MLP, SVM, and NB, whereas DT and the LightGBM demonstrated
nearly identical performances.

When comparing the performance of ML methods utilizing mRMR-based models with
optimized parameters to default parameters in terms of the recall metric, notable
differences were observed. In this observation, the LightGBM algorithm demonstrated
a 0.35% superior performance. While DT exhibited a substantial performance decrease
of 0.20%, KNN showcased an improvement of 12.67%. The MLP displayed a
significant enhancement of 20.21%. The SVM experienced a slight decline of 0.42%,
whereas NB portrayed a remarkable improvement of 67.04%. These findings highlight
advancements in ML algorithms such as LightGBM, KNN, NB, and MLP, while DT

and SVM demonstrated comparatively lower performances.
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When assessing the performance of ML methods using mRMR-based models with
optimized parameters in terms of the precision metric, notable differences were
observed compared to default parameters. In this observation, the LightGBM algorithm
showed a superior performance by 0.41%. The DT demonstrated a performance increase
of 0.22%, while KNN exhibited an improvement of 2.93%. The MLP showed a
noteworthy increase of 16.48%. The SVM experienced a substantial enhancement of
28.40%, whereas NB recorded a significant decline of 14.91%. These findings
underscore the enhancements in ML algorithms such as LightGBM, DT, KNN, SVM,
and MLP, while highlighting notably poor performance in the NB method.

When assessing Relief-F-based models using the accuracy criterion, the default
parameter results demonstrated a performance of 82.97%, whereas the optimized
parameter results yielded a higher performance of 93.03%.

In terms of the F1-Score criterion, the default parameter outcomes for Relief-F-based
models stood at 79.87%, while the optimized parameter results notably improved to
93.30%.

Regarding the recall criterion, the default parameter performance for Relief-F-based
models reached 80.93%, whereas the optimized parameter results exhibited a higher
performance of 94.93%.

Evaluating based on the precision criterion, Relief-F-based models with default
parameters achieved a performance of 86.98%, while those with optimized parameters
showed a slightly higher performance of 92.45%.

When considering the comprehensive average across all evaluation criteria for Relief-
F-based models, the default parameter settings yielded an average performance of
82.69%. Conversely, employing optimized parameters resulted in a notable
enhancement, elevating the average performance significantly to 93.42%.

When scrutinizing the accuracy criterion among mRMR-based models, the default
parameter configuration exhibited a performance of 81.68%, whereas employing
optimized parameters resulted in a heightened performance of 92.28%.

Evaluating the F1-Score criterion across mRMR-based models, default parameters
achieved a performance of 77.70%, whereas optimized parameters notably improved to
92.89%.

In terms of the recall criterion, default parameters yielded a performance of 79.61%,
while optimized parameters significantly enhanced performance to 94.85%.

Assessing based on the precision criterion, default parameters achieved a performance

of 85.94%, whereas optimized parameters improved to 91.66%.
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When considering the comprehensive average across all evaluation criteria for mRMR-
based models, the default parameter settings yielded an average performance of 81.23%.
Conversely, employing optimized parameters resulted in a notable enhancement,
elevating the average performance significantly to 92.92%.

The NB classifier operates based on assumptions, one of which is the assumption of
independence among expressions or features. This concept of independence implies that
the NB classifier might struggle to produce accurate results in situations involving
correlations. In datasets with highly correlated features, this classifier typically exhibits
low performance. This is because the model, unable to fulfill the assumption of
independence, fails to accurately model true relationships, consequently leading to
biased outcomes (Yang, 2018). Within the scope of this study, the PE file headers
encapsulate the entire process from loading a file into memory to the termination of its
execution in a spiral. Hence, many header information within it is interrelated. The
dataset used in this study contains header information with high correlation. This
constitutes the primary reason for the high percentage increase rate observed in both
feature selectors for the NB classifier.

Upon a detailed examination of the Relief-F's F1-Score criterion, it was observed that
the Characteristics and DIlICharacteristics parameters positively influenced the
performance of models. However, it was observed that there was no negative or
ineffective value on the performance of the model.

Analyzing Relief-F's recall criterion in detail revealed the positive influence of the
DllCharacteristics parameter on the performance of model. However, it was observed
that there was no negative or ineffective value on the performance of the model.

When the models created with both Relief-F and mRMR feature selectors are examined,
the features considered important for all methods are as follows, respectively. For
Relief-F, it is SizeOflnitializedData, Subsystem, NumberOfSections, e_lfanew,
Characteristics, CreationYear, DllCharacteristics. For mRMR, it is Magic,
SizeOflnitializedData, SectionAlignment, SizeOfStackReserve, Subsystem,
MinorSubsystemVersion, e_Ifanew, ImageBase.

When examining mRMR's F1-Score criterion in detail, it became apparent that
Characteristics, MinorSubsystemVersion, e_lfanew, and ImageBase parameters
positively influenced the performance. However, no values were detected that had a
negative or ineffective impact on model performance.

In the detailed analysis of mRMR's recall criterion, it was observed that Subsystem and

ImageBase parameters had a positive impact on performance of the model.
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Nevertheless, no values could be identified that had a negative or ineffective effect on
model performance.

Upon examining the processing durations of Relief-F-based models, various algorithms
exhibited differing processing times. LightGBM took 315.9 sec, DT completed in 41.7
sec, KNN required 73.7 sec, MLP processed for 249.3 sec, SVM endured 265.1 sec, and
NB concluded within 31.1 sec. However, when the models were executed using
optimized parameters, notable changes in processing durations were evident.
Specifically, LightGBM required 50478.6 sec, DT was 8773.9 sec, KNN necessitated
38818.8 sec, MLP processed for 214784.7 sec, SVM endured 360445.1 sec, and NB
concluded within 3624.3 sec. The utilization of optimized parameters resulted in a
significant increase in processing durations models.

When the processing times of mRMR-based models were examined, it was seen that
various algorithms exhibited different processing times. LightGBM took 207.8 sec, DT
completed in 38.3 sec, KNN completed in 101.1 sec, MLP processed in 228.4 sec, SVM
completed in 563.9 sec, and NB completed in 29.4 sec. However, when the models were
run using optimized parameters, notable changes in processing times were clearly
evident. Specifically, LightGBM required 38656.5 sec, DT required 8992.6 sec, KNN
required 43440.8 sec, MLP processed 213424.4 sec, SVM took 539864.3 sec, and NB
concluded in 595.7 sec. Using optimized parameters resulted in a significant increase in
processing times for certain models.

When considering the overall average processing times, Relief-F-based classifiers with
default parameters completed in an average time of 162.8 sec, whereas mRMR-based
classifiers concluded in 194.82 sec. Conversely, the overall average processing time for
all mRMR-based classifiers with default parameters was 112,820.90 sec, while Relief-
F-based classifiers required 140,829.05 sec. Moreover, the difference between all
Relief-F and mRMR-based classifiers with default parameters was 32.02 sec, whereas
the difference between optimized classifiers stood at 28,01 sec. These findings indicate
that Relief-F exhibited quicker processing times in both parameter methods.

The study, incorporating both Relief-F and mRMR feature selectors along with various
ML methods, was conducted on a computer system equipped with a 2.20 GHz Xenon

CPU, 16 GB RAM, and running a 64-bit Windows 10 Professional Operating System.

5.6. Comparing Results with Other Studies in the Literature

Kumar et al. (2019) proposed a system based on malware detection using PE files. The

overall performance of the dataset was evaluated using 10-fold cross-validation. When focusing on

the accuracy metric, the DT method exhibited a performance of 96.00%, whereas the NB method

showed a performance of 57.8%. When comparing the performance of the DT algorithm with other
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models, it demonstrated a 0.92% improvement in model 1 and a 1.38% improvement in model 12
among Relief-F-based optimized models. In the mRMR-based optimized models, model 52 showed
a 0.96% enhancement, and model 57 demonstrated a 1.45% improvement. The performance of the
NB algorithm indicated a 22.33% enhancement in model 1 and a 33.23% improvement in model 44
among Relief-F-based optimized models, while among mRMR-based optimized models, model 52
showed a 22.79% enhancement, and model 94 exhibited a 34.26% improvement. These results
illustrate comparable outcomes for the optimized DT algorithm using feature selection methods,
while the NB algorithm shows notably successful outcomes. The performance outcomes are

presented in Table 5.35.

Table 5.35. Comparison of Kumar et al. (2019) and our studies

. Accuracy (%)
Studies DT NB
(Kumar et al., 2019) 96.00 57.80
Relief-F-based Model 1 96.89 74.42
Relief-F-based Model 12 97.34 76.21
Relief-F-based Model 44 97.34 86.57
mRMR-based Model 52 96.93 74.86
mRMR-based Model 57 97.41 75.83
mRMR-based Model 94 93.96 87.92

Moreles-Molina et al. (2018) presented a classification approach using CLAMP and
CSDMC_API_Train datasets, and the dataset was divided into a 60 / 40 training-testing split. Various
methods such as PCA, Term Frequency-Inverse Document Frequency (TF-IDF), SVM, and DT were
employed for feature extraction and classification. Model performance was evaluated using
precision, recall, and F1-Score metrics. Upon examining the findings, in training solely on the
CLAMP dataset, the SVM algorithm demonstrated a precision of 61.54%, recall of 78.08%, and an
F1-Score of 68.83%. Similarly, the DT algorithm exhibited a precision of 87.73%, recall of 88.21%,
and an F1-Score of 87.97%. When comparing the methods and evaluation criteria used in this study
with the proposed approach, significantly higher performance was observed for the SVM and DT
algorithms. For Relief-F based models, model 1 showed a 36.91% higher performance value in the
SVM algorithm precision criterion. Additionally, the best model among all models, model 18
exhibited a 36.96% higher performance. While model 1 provided a 17.36% higher performance for
the recall criterion, the optimum model in this evaluation criterion, model 36, demonstrated a 19.70%
higher performance. In terms of the F1-Score criterion, model 1 outperformed by 27.15%, while the
optimum value for this criterion, model 36 showed a 29.22% higher performance. Considering the
DT algorithm precision criterion, model 1 presented a 9.81% higher performance, while the optimum
model for this criterion, model 4, showed a 10.28% higher performance. For the recall criterion,

model 1 exhibited a 9.04% higher performance, whereas the optimum model, model 3 demonstrated
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a 9.18% higher performance. Examining the F1-Score criterion, model 1 outperformed by 9.30%,
while the optimum model for this criterion, model 15 provided a 9.78% higher performance. Turning
to mRMR-based models, model 52 demonstrated a 36.89% higher performance in the SVM
algorithm precision criterion. Additionally, model 72 showed a 37.00% higher performance, being
the best model among all models. For the recall criterion, model 52 outperformed by 17.36%, while
model 95, the optimum model, exhibited a 19.83% higher performance. Considering the F1-Score
criterion, model 52 surpassed by 27.15%, while the optimum value for this criterion, model 95,
outperformed with a 29.33% higher performance. Considering the DT algorithm precision criterion,
model 52 showed a 9.81% higher performance, while the optimum model for this criterion, model
54, demonstrated a 10.20% higher performance. For the recall criterion, model 52 exhibited a 8.90%
higher performance, whereas the optimum model, model 95, showcased a 9.70% higher performance.
Examining the F1-Score criterion, model 52 outperformed by 9.41%, while the optimum model for
this criterion, model 60 showcased a 9.54% higher performance. The evaluation of Moreles-Molina

et al. (2018) and this study according to relevant metrics is presented in Table 5.36.

Table 5.36. Comparison of (Moreles-Molina et al., 2018) and our studies

Studies F1-Score (%) Recall (%) Precision (%)

DT SVM DT SVM DT SVM

(Moreles-Molina et al., 2018) 87.97 68.83 88.21 78.08 87.73 61.54
Relief-F-based Model 1 96.99 94.48 96.98 94.48 97.27 97.55
Relief-F-based Model 18 97.10 94.97 96.72 94.97 97.30 97.60
Relief-F-based Model 36 96.30 97.24 95.75 97.24 96.16 95.65
Relief-F-based Model 4 97.21 94.41 96.50 96.41 97.78 97.51
Relief-F-based Model 3 97.15 94.45 97.13 94.45 97.31 97.47
Relief-F-based Model 15 97.51 94.67 96.94 94.67 97.32 97.55
mRMR-based Model 52 97.11 94.48 96.83 94.48 97.27 97.51
mRMR-based Model 72 96.43 94.97 96.27 94.97 96.55 97.68
mRMR-based Model 95 94.07 97.39 97.69 97.39 90.75 90.35
mRMR-based Model 54 97.12 94.41 96.72 94.41 97.69 97.47
mRMR-based Model 60 97.25 94.63 96.91 94.63 97.20 97.52

(P. Singh et al., 2022) proposed that a malicious activity detection system utilizing PE header
information was developed. The CLAMP dataset was directly employed, and various feature
engineering techniques such as transformation and preprocessing of raw data containing PE header
information were applied. SVM and KNN classifiers were utilized to construct models, and their
generalization and training were completed through 10-fold cross-validation. Evaluation criteria
comprised accuracy, F1-Score, recall, and precision. When compared with Relief-F-based models,
Model 13 and Model 18 derived from the KNN method exhibited superior performance in accuracy
and F1-Score criteria, with Model 18 showing higher recall and Model 13 demonstrating higher

precision. Similarly, for the SVM method, Model 37 showed higher accuracy performance, while
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Model 36 outperformed in F1-Score and recall criteria. Additionally, Model 18 showed high
precision performance. Upon examining mRMR-based models, Model 53 derived from the KNN
method appeared superior in accuracy criterion, whereas Model 79 showed higher performance in
F1-Score, recall, and precision criteria. Likewise, when investigated for the SVM method, Model 79
demonstrated better performance in accuracy criterion, while Model 72 excelled in precision
criterion. Model 95 exhibited relatively higher performance in F1-Score and recall criteria. Table
5.37 presents the evaluation of all models and optimal models included in our studies with (P. Singh

et al., 2022).

Table 5.37 Comparison of (P. Singh et al., 2022) and our studies

Studics Accuracy (%) | F1-Score (%) Recall (%) Precision (%)
KNN| SVM | KNN | SVM | KNN | SVM | KNN | SVM
(. S;‘(‘g;? o461 | 9419 | 9727 | 9696 | 97.66 | 97.59 | 96.89 | 9640
ReliefFbased | o7 47 | 96.03 | 97.57 | 9474 | 9806 | 9474 | 97.09 | 9752
Model 13
ReliebF-based | o7 47| 96.18 | 97.57 | 9497 | 9810 | 9724 | 97.06 | 97.60
Model 18
Reliebbased | g6 66 | 9628 | 9699 | 9724 | 97.80 | 97.24 | 9620 | 9565
Model 36
Reliel-Tbased | o665 | 9645 | 9695 | 97.06 | 9773 | 97.06 | 96.19 | 96.14
Model 37
mRMR-based | o7 41| 9595 | 9751 | 9460 | 97.95 | 9460 | 97.09 | 97.52
Model 53
mRMR-based 1 o734 | 9622 | 97.44 | 9497 | 9788 | 94.97 | 9701 | 97.68
Model 72
mRMR-based | o) 17 | 9641 | 97.57 | 9564 | 97.99 | 9564 | 9716 | 97.40
Model 79
mRMR-based | o118 | 9325 | 9129 | 9739 | 9131 | 97.39 | 9166 | 9035
Model 95
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6. CONCLUSION AND FUTURE WORK

In this chapter, the key findings and contributions of our study are summarized, highlighting
the implications for the field of malware detection. Furthermore, avenues for future research aimed

at enhancing the effectiveness and robustness of malware detection systems are outlined.

6.1. Conclusion

The advancement of technology and devices, the field of cybersecurity is increasingly
gaining significance. Many organizations and governments are adversely affected by cyber threats,
leading to the development of numerous defense strategies to cope with these challenges.
Additionally, various domains such as artificial intelligence, big data, cloud computing, and the
Internet of Things have become integral parts of our daily lives. Specifically, tools like artificial
intelligence, ML, and deep learning, while simplifying our lives, also pose risks.

Malicious software developers exploit these tools to discover vulnerabilities within systems,
create intricate malicious software, infiltrate personal devices, and engage in bullying, digital
harassment, and ransomware attacks, among other detrimental actions that can significantly affect
our lives. On the other hand, cybersecurity experts endeavor to prevent or safeguard against these
adversities by developing ML, deep learning, or Al-supported malicious software detection systems.
Utilizing such tools in cybersecurity is crucial due to their capacity for continuous self-improvement,
automated threat identification, and mitigation, offering a less costly and more reliable means of
combating cyber threats than human intervention.

In the field of cybersecurity, considering the constant development of increasingly
sophisticated malicious software by malicious software developers, staying up-to-date is of utmost
importance. Therefore, employing modern and effective algorithms is crucial. This study utilizes
contemporary ML algorithms and feature selectors. Unique models incorporating the PE file headers
were created using Relief-F-based and mRMR-based feature selectors, and these models were ranked
in descending order based on the importance level determined by the feature selectors. The six
distinct models, each employing different default parameter settings and hyperparameter
optimization tuning for various ML classifiers, were trained. The findings underscore the significant
role of hyperparameter tuning in ensuring accurate and effective detections by the ML classifiers.
Additionally, the use of feature selectors proves advantageous in facilitating rapid decision-making
by the ML classifiers when dealing with system infections or encountering new malicious activities.
This swift decision-making is paramount for the integrity and security of the system.

Each model, generated through the use of feature selectors, underwent an evaluation of its
generalization capacities using a 10-fold cross-validation method. To conduct a comprehensive
assessment of the models, their performance was analyzed across various criteria, including

accuracy, F1-Score, recall, precision, and the confusion matrix. This detailed evaluation sought to
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offer a comprehensive insight into effectiveness of the models in managing various facets of
classification and to guarantee a thorough assessment of their performance across diverse scenarios.

When assessed using Relief-F-based and mRMR-based models with default parameter
configurations, the LightGBM emerged as the most proficient model across all metrics, while the
NB exhibited the weakest performance, particularly in terms of accuracy, F1-Score, and recall.
Additionally, the SVM demonstrated relatively poor performance, particularly in the precision
metric. However, after evaluation with optimized parameters, the LightGBM represented promising
results, whereas the NB yielded the least effective outcomes. For mRMR-based models with
optimized parameters, the LightGBM demonstrated superior performance in accuracy, F1-Score, and
recall metrics, while the KNN exhibited relatively higher precision. In this context, the NB emerged

as the least performing model.

6.2. Future Work

This study holds promise for various future expansions in this field. Further research across
multiple diverse datasets with different features is necessary to generalize the advantages of ML
classifiers. Combining disparate datasets becomes crucial in enhancing classifier generalization
capabilities and in the potential detection of novel malware types. Such investigations underscore the
significance of amalgamating diverse data sources in augmenting classifier performance, thereby
offering more effective protection against a broader spectrum of threats. Future research efforts
should delve deeper into examining how studies conducted across diverse datasets impact the
generalization abilities of classifiers and their role in detecting emerging threats.

The ML techniques play a crucial role in the detection of malware. Consequently, the
preferred algorithms effectively contribute to malware detection. The rapid and efficient detection
capabilities of modern algorithms significantly affect the malware analysis process. Therefore, this
thesis proposes an approach committed to incorporating modern and other ML methods, aiming to
enhance future research in malware detection.

The exploration of the majority-voting concept presents an alternative avenue for further
scholarly inquiry. The majority-voting methodology entails the participation of multiple classifiers
in rendering decisions, culminating in a consensus-based outcome. While this approach holds
promise in augmenting the aggregate accuracy and dependability of malware detection, particularly
in contexts where distinct the ML models demonstrate proficiency in discerning various facets of
malicious activity, it may concurrently incur elevated computational costs. Nevertheless, leveraging
the rapid processing capabilities and efficient methodologies inherent in modern algorithms, a
comprehensive examination of the majority voting approach emerges as a viable subject for future
academic investigations.

Feature selectors can enhance model performance by reducing the complexity within

datasets. The utilization of various selectors, particularly in extensive datasets, may assist in
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achieving a more generalized model with reduced overfitting. Moreover, opting for automated
methods to determine features could be more suitable than manually selecting them. In domains like
continual malware detection, where staying updated is crucial, employing automated feature
selection methods ensures adaptability to new or evolving malware types and plays a significant role
in cost reduction. This approach holds greater reliability in adjusting to the ever-changing landscape
of threats. In automated systems like ML, it significantly contributes to optimizing feature selection
and maintaining ongoing relevance. This study provides valuable information for future research
efforts that focus on combining various feature selector approaches or using different feature
selectors.

After the loading of the PE files into the operating system, a dynamic malware analysis
process can be initiated, encompassing activity tracking, API calls, and string analysis. The dynamic
analysis of malware activities involves monitoring and scrutinizing the behavior exhibited by the
malware file following its execution within the system. Consequently, the identification of malicious
software activities can be achieved with enhanced efficacy through the application of ML methods
and heuristic techniques. In contrast to the limitations inherent in static analysis, particularly when
dealing with novel malware variants, the dynamic analysis approach empowers the prevention of
malicious activities before they propagate within the system. Furthermore, the static analysis
approach, encompassing PE file headers as provided in this study, may illuminate a hybrid
methodology. This hybrid approach, synthesizing the advantageous aspects of both dynamic and
static analysis, holds promise for future research endeavors.

In malware analysis, besides accurate detection, the speed at which the system detects threats
is also of great importance. Modern operating systems store most of the crucial information about
the PE files to be executed in the Optional Header and File Header sections. Therefore, a thorough
examination of these areas provides an effective starting point for quick scanning and assessing the
key features of the file. This information is highly useful for understanding the general structure of
the file and rapidly identifying potential threats. However, this analysis approach has some
limitations. It may overlook more complex and advanced features of the file, neglect dynamic
behavior examination, and might fail to detect certain malicious activities. Future studies may offer
a more detailed insight into a fast malware activity detection system specific to modern operating
systems.

Malicious software activities are no longer confined solely to Windows platforms, they are
increasingly prevalent in mobile device operating systems and other platforms as well. This
highlights the need for protection against malicious software across different platforms. Future-
oriented research may involve the development of a comprehensive malicious software detection
system encompassing not only Windows but also mobile operating systems like Android, iOS, and
other operating systems such as macOS and Linux. Such an endeavor could mark a significant step

toward understanding malicious software threats across diverse platforms and establishing effective
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defenses against them. The distinctive features and security structures of various operating systems
necessitate individual scrutiny to comprehend how malicious software behaves across different
platforms. However, creating a detection system capable of operating across multiple platforms may
encounter complexity due to the distinct security structures, application architectures, and behavioral
traits of different platforms. Hence, prospective research in this domain may need to focus on
effectively balancing these diversities to develop an efficient and comprehensive detection system.
The utilization of deep learning in malware analysis can significantly enhance the process of
detecting complex and variable malicious software. Deep learning algorithms demonstrate a robust
capability to learn from extensive datasets, enabling them to detect and comprehend intricate patterns
specific to computer systems. In an environment where malicious software continually evolves, deep
learning offers a more adaptive and flexible approach compared to traditional methods. If the dataset

utilized in this study is expanded, it could establish a foundation for deep learning.
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A.1. Overview of Relief-F-Based Models

Sequential models were created based on the importance levels of the selected PE file
headers using the Relief-F algorithm. Additionally, model 1 represents the regular model, which
contains all the features in the dataset. Table A.1.1 through Table A.1.8 offer an overview of the

models generated utilizing the Relief-F algorithm.

Table A.1.1. Overview of prediction models of PE Header features selected by Relief-F (Part 1)
Models Predictor Variables
DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
Model 1 e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorIlmageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo, NumberOfSymbols, SizeOfCode, e_minalloc, e_csum, e_sp,
e_cs, PointerToSymbolTable, e_ip, LoaderFlags, e_ss
DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
Model 2 e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorImageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo, NumberOfSymbols, SizeOfCode, e_minalloc, e_csum, e_sp,
e_cs, PointerToSymbolTable, e_ip, LoaderFlags
DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
Model 3 e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorlmageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo, NumberOfSymbols, SizeOfCode, e_minalloc, e_csum, e_sp,
e_cs, PointerToSymbolTable, e_ip
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Table A.1.2. Overview of prediction models of PE Header features selected by Relief-F (Part 2)

Models

Predictor Variables

Model 4

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorlmageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo, NumberOfSymbols, SizeOfCode, e_minalloc, e_csum, e_sp,
e_cs, PointerToSymbolTable

Model 5

DliCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorlmageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo, NumberOfSymbols, SizeOfCode, e_minalloc, e_csum, e_sp,

e_cs

Model 6

DliCharacteristics, CreationY ear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorlmageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo, NumberOfSymbols, SizeOfCode, e_minalloc, e_csum, e_sp

Model 7

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorImageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo, NumberOfSymbols, SizeOfCode, e_minalloc, e_csum
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Table A.1.3. Overview of prediction models of PE Header features selected by Relief-F (Part 3)

Models

Predictor Variables

Model 8

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorlmageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo, NumberOfSymbols, SizeOfCode, e_minalloc

Model 9

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorImageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo, NumberOfSymbols, SizeOfCode

Model 10

DliCharacteristics, CreationY ear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorImageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo, NumberOfSymbols

Model 11

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorImageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid,
e_cblp, e_oeminfo
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Table A.1.4. Overview of prediction models of PE Header features selected by Relief-F (Part 4)

Models

Predictor Variables

Model 12

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorlmageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid, e_cblp

Model 13

DliCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorImageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData, e_oemid

Model 14

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorImageVersion, CheckSum,
MinorImageVersion, BaseOfCode, e_cp, SizeOfUninitializedData

Model 15

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorImageVersion, CheckSum,
MinorlmageVersion, BaseOfCode, e_cp

Model 16

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorlmageVersion, CheckSum,
MinorImageVersion, BaseOfCode
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Table A.1.5. Overview of prediction models of PE Header features selected by Relief-F (Part 5)

Models

Predictor Variables

Model 17

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorlmageVersion, CheckSum,
MinorlmageVersion

Model 18

DliCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorImageVersion, CheckSum

Model 19

DliCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders, MajorlmageVersion

Model 20

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit, SizeOfHeaders

Model 21

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine, SizeOfStackCommit
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Table A.1.6. Overview of prediction models of PE Header features selected by Relief-F (Part 6)

Models

Predictor Variables

Model 22

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader,
Machine

Model 23

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic, SizeOfOptionalHeader

Model 24

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint, Magic

Model 25

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes, AddressOfEntryPoint

Model 26

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData,
NumberOfRvaAndSizes

Model 27

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData, MajorLinkerVersion, BaseOfData
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Table A.1.7. Overview of prediction models of PE Header features selected by Relief-F (Part 7)

Models

Predictor Variables

Model 28

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOfInitializedData, MajorLinkerVersion

Model 29

DliCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc, SizeOflnitializedData

Model 30

DliCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc,
e_lfarlc

Model 31

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno, e_maxalloc

Model 32

DliCharacteristics, CreationY ear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage, e_ovno

Model 33

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr, SizeOflmage

Model 34

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion, e_cparhdr

Model 35

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion,
MinorOperatingSystemVersion
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Table A.1.8. Overview of prediction models of PE Header features selected by Relief-F (Part 8)

Models

Predictor Variables

Model 36

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit, MinorSubsystemVersion

Model 37

DliCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion, SizeOfHeapCommit

Model 38

DllCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem, MinorLinkerVersion

Model 39

DliCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_Ifanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment,
Subsystem

Model 40

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections, SectionAlignment

Model 41

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve, NumberOfSections

Model 42

DllCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve, SizeOfHeapReserve

Model 43

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew,
SizeOfStackReserve

Model 44

DliCharacteristics, CreationY ear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase, e_lfanew

Model 45

DliCharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion, ImageBase

Model 46

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion, MajorOperatingSystemVersion

Model 47

DlICharacteristics, CreationYear, Characteristics, FileAlignment,
MajorSubsystemVersion

Model 48

DIlICharacteristics, CreationY ear, Characteristics, FileAlignment

Model 49

DIllCharacteristics, CreationYear, Characteristics

Model 50

DIlICharacteristics, CreationYear

Model 51

DllCharacteristics
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A.2. Overview of mRMR-Based Models

Sequential models were created based on the importance levels of the selected PE file
headers using the mRMR algorithm. Additionally, model 52 represents the regular model, which
contains all the features in the dataset. Table A.2.1 through Table A.2.9 offer an overview of the
models generated utilizing the mRMR algorithm.

Table A.2.1. Overview of prediction models of PE Header features selected by mRMR (Part 1)

Models Predictor Variables
ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
Model 52 BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum, e_cp, e_oeminfo, e_cs,
e_csum, MajorImageVersion, e_ip, €_ss, €_sp, €_cblp, MinorImageVersion
ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
Model 53 BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum, e_cp, e_oeminfo, e_cs,
e_csum, MajorlmageVersion, e_ip, e_ss, e_sp, e_cblp
ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
Model 54 BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum, e_cp, e_oeminfo, e_cs,
e_csum, MajorImageVersion, e_ip, _ss, e_sp
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Table A.2.2. Overview of prediction models of PE Header features selected by mRMR (Part 2)

Models

Predictor Variables

Model 55

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DIICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum, e_cp, e_oeminfo, e_cs,
e_csum, MajorImageVersion, e_ip, e_ss

Model 56

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum, e_cp, e_oeminfo, e_cs,
e_csum, MajorlmageVersion, e_ip

Model 57

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum, e_cp, e_oeminfo, e_cs,
e_csum, MajorImageVersion

Model 58

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum, e_cp, e_oeminfo, e_cs,
e_csum
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Table A.2.3. Overview of prediction models of PE Header features selected by mRMR (Part 3)

Models

Predictor Variables

Model 59

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DIICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum, e_cp, e_oeminfo, e_cs

Model 60

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOfImage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum, e_cp, e_oeminfo

Model 61

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum, e_cp

Model 62

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DlICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint, CheckSum
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Table A.2.4. Overview of prediction models of PE Header features selected by mRMR (Part 4)

Models

Predictor Variables

Model 63

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DIICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols, AddressOfEntryPoint

Model 64

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOfImage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes,
NumberOfSymbols

Model 65

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid, NumberOfRvaAndSizes

Model 66

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOfImage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader, e_oemid

134




Table A.2.5. Overview of prediction models of PE Header features selected by mRMR (Part 5)

Models

Predictor Variables

Model 67

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationY ear, DlICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode, SizeOfOptionalHeader

Model 68

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic,
BaseOfCode

Model 69

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags, Magic

Model 70

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOfImage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode, LoaderFlags

Model 71

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable, SizeOfCode
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Table A.2.6. Overview of prediction models of PE Header features selected by mRMR (Part 6)

Models

Predictor Variables

Model 72

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DIICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit, PointerToSymbolTable

Model 73

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DlIICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc,
SizeOfStackCommit

Model 74

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine, e_minalloc

Model 75

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DlICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData, Machine

Model 76

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DlICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_Ifarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc, SizeOfUninitializedData

Model 77

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage, e_maxalloc
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Table A.2.7. Overview of prediction models of PE Header features selected by mRMR (Part 7)

Models

Predictor Variables

Model 78

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationY ear, DlICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders,
SizeOflmage

Model 79

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_lfarlc, SizeOfHeaders

Model 80

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics, e_Ifarlc

Model 81

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion, Characteristics

Model 82

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DlICharacteristics, MinorLinkerVersion,
BaseOfData, MajorLinkerVersion

Model 83

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion,
BaseOfData

Model 84

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflnitializedData, e_cparhdr,
NumberOfSections, CreationYear, DllCharacteristics, MinorLinkerVersion
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Table A.2.8. Overview of prediction models of PE Header features selected by mRMR (Part 8)

Models

Predictor Variables

Model 85

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections, CreationYear, DIICharacteristics

Model 86

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOflInitializedData, e_cparhdr,
NumberOfSections, CreationY ear

Model 87

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystem Version, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr,
NumberOfSections

Model 88

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData, e_cparhdr

Model 89

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion, SizeOfInitializedData

Model 90

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment,
MajorOperatingSystemVersion

Model 91

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve, FileAlignment

Model 92

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno, SizeOfHeapReserve

Model 93

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment, e_ovno

Model 94

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit,
SectionAlignment

Model 95

ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion, SizeOfHeapCommit

Model 96

ImageBase, e_Ifanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
MajorSubsystemVersion, MinorOperatingSystemVersion
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Table A.2.9. Overview of prediction models of PE Header features selected by mRMR (Part 9)

Models Predictor Variables
ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve,
Model 97 . .
MajorSubsystemVersion

Model 98 ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem, SizeOfStackReserve
Model 99 ImageBase, e_lfanew, MinorSubsystemVersion, Subsystem
Model 100 ImageBase, e_lfanew, MinorSubsystemVersion
Model 101 ImageBase, e_Ifanew
Model 102 ImageBase

A.3. Selected Hyperparameters of Relief-F-Based Models
For Relief-F-based models, the best-selected parameters for LightGBM, DT, KNN, MLP,

SVM, and NB machine learning methods using the Optuna hyperparameter optimization algorithm

are presented Table A.3.1 through Table A.3.13.

Table A.3.1. The selected parameters of LightGBM for Relief-F-Based models (Part 1)

Model Parameters

LR NL MD MCS S CB A L CW
Model 1 0.51 465 32 52 0.60 | 0.40 0.00 0.00 True
Model 2 0.51 373 14 14 0.10 | 0.40 0.00 0.20 | False
Model 3 0.31 108 47 41 0.10 | 0.40 0.00 0.00 True
Model 4 0.21 463 48 37 0.10 | 0.40 0.00 0.50 True
Model 5 0.51 201 40 3 0.60 | 0.30 0.00 0.60 | False
Model 6 0.21 393 33 45 0.60 | 0.40 0.00 0.20 | False
Model 7 0.21 379 48 39 0.10 | 0.40 0.00 0.10 True
Model 8 0.21 113 40 18 0.60 | 0.30 0.00 0.30 | False
Model 9 0.21 422 47 15 0.10 | 0.30 0.00 0.70 True
Model 10 0.41 385 41 26 0.10 | 0.20 0.00 0.40 True
Model 11 0.11 161 32 22 0.10 | 040 0.10 0.10 True
Model 12 0.21 222 48 30 0.60 | 0.30 0.00 0.00 True
Model 13 0.11 69 26 16 0.60 | 0.40 0.00 0.60 True
Model 14 0.21 298 21 20 0.60 | 0.40 0.00 0.10 True
Model 15 0.31 255 22 41 0.60 | 0.20 0.00 0.60 True
Model 16 0.21 62 41 3 0.10 | 0.40 0.10 0.30 True
Model 17 0.11 75 28 11 0.10 | 0.40 0.00 0.10 True
Model 18 0.21 224 38 31 0.10 | 0.40 0.10 0.60 True
Model 19 0.21 259 32 42 0.60 | 0.70 0.00 0.00 True
Model 20 0.31 244 40 42 0.60 | 1.00 0.00 0.00 True
Model 21 0.21 102 22 43 0.10 | 0.80 0.00 0.00 | False

Abbreviations: LR, Learning Rate; NL, Num Leaves; MD, Max Depth; MCS, Min Child Samples;

S, Subsample; CB, Colsample Bytree; A, Alpha; L, Lambda; CW, Class Weight
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Table A.3.2. The selected parameters of LightGBM for Relief-F-Based models (Part 2)

Model Parameters

LR NL MD MCS S CB A L CW
Model 22 0.61 461 44 3 0.10 | 0.80 0.00 0.50 | False
Model 23 0.21 239 47 51 0.60 | 1.00 0.00 0.00 | False
Model 24 0.21 331 11 22 0.10 | 1.00 0.00 0.00 | False
Model 25 0.51 181 10 10 0.60 | 0.50 0.00 1.00 | True
Model 26 0.31 63 12 2 0.60 | 0.20 0.30 0.30 | True
Model 27 0.31 324 30 7 0.60 | 0.20 0.00 0.30 | False
Model 28 0.41 234 16 1 0.10 | 0.30 0.30 0.40 | True
Model 29 0.31 464 22 7 0.10 | 0.40 0.20 1.00 | False
Model 30 0.11 476 49 4 0.10 | 0.40 0.00 0.80 | True
Model 31 0.11 438 27 5 0.60 | 0.40 0.10 0.60 | False
Model 32 0.11 286 16 2 0.60 | 0.40 0.20 0.80 | True
Model 33 0.11 169 11 8 0.60 | 0.70 0.10 0.60 | True
Model 34 0.11 499 18 1 0.60 | 0.40 0.10 0.20 | True
Model 35 0.31 82 23 1 0.60 | 0.70 0.00 0.90 | False
Model 36 0.21 497 37 8 0.60 | 1.00 0.00 0.00 | False
Model 37 0.21 434 9 10 0.60 | 0.90 0.00 0.40 | True
Model 38 0.21 447 20 3 0.60 | 0.80 0.00 0.50 | True
Model 39 0.31 424 8 7 0.10 | 0.90 0.20 0.20 | False
Model 40 0.41 168 48 24 0.60 | 0.90 0.30 0.30 | False
Model 41 0.41 21 37 11 0.10 | 0.30 0.00 0.80 | False
Model 42 0.21 382 37 1 0.60 | 0.50 0.40 0.00 | True
Model 43 0.61 48 17 59 0.60 | 1.00 0.30 0.80 | True
Model 44 0.31 252 14 8 0.10 | 0.90 0.00 0.30 | False
Model 45 0.31 248 17 22 0.10 | 0.70 0.30 0.70 | False
Model 46 0.31 226 16 36 0.10 | 0.80 0.20 0.70 | False
Model 47 0.31 472 41 18 0.60 | 0.70 0.40 0.60 | False
Model 48 0.51 20 33 45 0.10 | 0.70 | 0.400 0.70 | False
Model 49 0.81 422 45 11 0.60 | 0.90 0.50 0.20 | False
Model 50 0.41 91 3 6 0.60 | 1.00 0.00 0.80 | False
Model 51 0.61 40 24 8 0.60 | 0.20 0.90 0.70 | False

Abbreviations: LR, Learning Rate; NL, Num Leaves; MD, Max Depth; MCS, Min Child Samples;
S, Subsample; CB, Colsample Bytree; A, Alpha; L, Lambda; CW, Class Weigh
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Table A.3.3. The selected parameters of DT for Relief-F-Based models (Part 1)

Parameters
Model

C S MD MSS MSL MF CwW
Model 1 entropy best 83 6 1 None None
Model 2 | log_loss | random 92 11 1 None None
Model 3 entropy best 25 6 1 None None
Model 4 log_loss random 97 6 1 None balanced
Model 5 entropy random 42 6 1 None None
Model 6 | log_loss best 45 6 1 None None
Model 7 entropy best 18 6 1 None None
Model 8 log_loss best 22 6 1 None None
Model 9 entropy best 63 6 1 None None
Model 10 | entropy random 99 6 1 None balanced
Model 11 | log_loss | random 62 6 1 None balanced
Model 12 | entropy random 60 6 1 None None
Model 13 | entropy best 45 6 1 None balanced
Model 14 | log_loss best 16 6 1 None balanced
Model 15 | entropy random 88 6 1 None None
Model 16 | log loss best 75 6 1 None None
Model 17 | log_loss best 27 6 1 None None
Model 18 | log_loss best 62 6 1 None balanced
Model 19 | log_loss | random 97 9 1 None None
Model 20 | entropy random 57 6 1 None balanced
Model 21 | log_loss best 32 19 5 None None
Model 22 | entropy best 31 6 1 sqrt balanced
Model 23 | log_loss | random 98 6 1 None balanced
Model 24 | entropy random 20 6 1 None None
Model 25 gini random None 9 1 None None
Model 26 gini best 33 8 1 None balanced
Model 27 gini random 75 6 1 None balanced
Model 28 | log loss | random 60 8 1 None balanced
Model 29 | entropy best 93 6 1 None None
Model 30 | entropy best 80 9 1 None None
Model 31 | log_loss best 69 6 1 None balanced
Model 32 | log_loss best 91 6 1 None None
Model 33 | entropy best 36 6 1 None None
Model 34 | entropy best 83 6 1 None None
Model 35 | log_loss best 49 6 1 None None
Model 36 | entropy random 62 10 1 None balanced
Model 37 | entropy random 89 6 1 None balanced
Model 38 | entropy best 68 6 1 None None

Abbreviations: C, Criterion; S, Splitter; MD, Maximum Depth; MSS, Minimum Samples Split;
MSL, Minimum Samples Leaf; MF, Maximum Features; CW, Class Weight
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Table A.3.4. The selected parameters of DT for Relief-F-Based models (Part 2)

Parameters
Model

C S MD MSS MSL MF CwW
Model 39 | log_loss best 97 6 1 None None
Model 40 | entropy random 72 6 1 None None
Model 41 gini best 15 6 1 log2 None
Model 42 gini best 80 6 1 sqrt balanced
Model 43 gini best 65 6 1 None balanced
Model 44 | log_loss | random 71 6 1 None balanced
Model 45 gini best 82 10 1 None balanced
Model 46 | entropy best 97 11 1 None None
Model 47 | entropy best 92 6 1 None balanced
Model 48 | log_loss best 59 16 1 None None
Model 49 gini best 51 6 1 None None
Model 50 | entropy best 98 12 1 log2 None
Model 51 | entropy random 41 116 1 log2 balanced

Abbreviations: C, Criterion; S, Splitter; MD, Maximum Depth; MSS, Minimum Samples Split;
MSL, Minimum Samples Leaf; MF, Maximum Features; CW, Class Weight

Table A.3.5. The selected parameters of KNN for Relief-F-Based models (Part 1)

Parameters
Model NN W A LS P M
Model 1 1 distance kd_tree 38 1.45 manhattan
Model 2 1 distance auto 42 1.25 manhattan
Model 3 1 distance brute 26 1.21 manhattan
Model 4 2 distance brute 55 1.06 manhattan
Model 5 1 distance kd_tree 75 1.94 manhattan
Model 6 2 distance auto 67 1.39 manhattan
Model 7 1 distance kd_tree 12 1.04 manhattan
Model 8 1 distance auto 30 1.41 manhattan
Model 9 1 uniform kd_tree 82 1.90 manhattan
Model 10 1 distance ball_tree 10 1.11 manhattan
Model 11 2 distance ball_tree 12 1.17 manhattan
Model 12 2 distance auto 64 1.70 manhattan
Model 13 1 distance kd_tree 91 1.47 manhattan
Model 14 1 distance ball_tree 12 1.05 manhattan
Model 15 2 distance brute 42 1.83 manhattan
Model 16 1 distance ball_tree 96 1.34 manhattan
Model 17 1 uniform ball_tree 92 1.01 manhattan

Abbreviations: NN, Nearest Neighbors; W, Weights; A, Algorithm; LS, Leaf Size; P, P-Value; M,

Metric
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Table A.3.6. The selected parameters of KNN for Relief-F-Based models (Part 2)

Parameters
Model NN W A LS P M

Model 18 1 uniform kd_tree 90 1.89 manhattan
Model 19 2 distance auto 39 1.60 manhattan
Model 20 2 distance kd_tree 84 1.26 manhattan
Model 21 1 distance kd_tree 10 1.11 manhattan
Model 22 1 distance ball_tree 95 1.02 manhattan
Model 23 2 distance auto 20 1.01 manhattan
Model 24 2 distance kd_tree 65 1.86 manhattan
Model 25 1 uniform ball_tree 100 1.78 manhattan
Model 26 1 distance brute 59 1.04 manhattan
Model 27 1 distance ball_tree 98 1.03 manhattan
Model 28 1 distance brute 32 2.13 minkowski
Model 29 1 distance ball_tree 93 1.07 euclidean

Model 30 1 distance kd_tree 71 2.00 minkowski
Model 31 1 distance brute 55 2.01 minkowski
Model 32 1 distance brute 35 2.02 minkowski
Model 33 1 distance ball_tree 89 2.00 euclidean

Model 34 16 distance ball_tree 20 1.89 manhattan
Model 35 16 distance kd_tree 60 1.63 manhattan
Model 36 16 distance kd_tree 13 1.36 manhattan
Model 37 16 distance auto 62 1.09 manhattan
Model 38 16 distance ball_tree 15 1.28 manhattan
Model 39 15 distance ball_tree 99 1.69 manhattan
Model 40 21 distance kd_tree 83 1.57 manhattan
Model 41 18 distance auto 23 3.25 minkowski
Model 42 24 distance brute 37 1.95 euclidean

Model 43 22 distance brute 58 1.31 euclidean

Model 44 20 distance brute 36 1.34 euclidean

Model 45 24 distance auto 50 1.49 manhattan
Model 46 37 distance brute 34 1.04 euclidean

Model 47 24 distance brute 66 1.15 manhattan
Model 48 24 distance ball_tree 75 1.66 euclidean

Model 49 70 distance brute 69 9.92 minkowski
Model 50 66 distance ball_tree 78 2.04 minkowski
Model 51 67 distance auto 40 9.69 minkowski

Abbreviations: NN, Nearest Neighbors; W, Weights; A, Algorithm; LS, Leaf Size; P, P-Value; M,
Metric
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Table A.3.7. The selected parameters of MLP for Relief-F-Based models (Part 1)

Parameters

Model

HLS AC A S LR BS M
Model 1 94 tanh 0.00046 Ibfgs adaptive Auto 0.90
Model 2 95 tanh 0.55000 Ibfgs constant Auto 0.90
Model 3 97 tanh 0.36000 Ibfgs invscaling Auto 0.90
Model 4 94 tanh 0.06000 Ibfgs adaptive Auto 0.90
Model 5 93 tanh 0.99000 Ibfgs constant Auto 0.90
Model 6 98 tanh 2.78000 Ibfgs invscaling Auto 0.90
Model 7 96 tanh 0.02000 Ibfgs constant Auto 0.90
Model 8 91 tanh 0.00030 Ibfgs adaptive Auto 0.90
Model 9 98 tanh 0.20000 Ibfgs adaptive Auto 0.90
Model 10 95 tanh 0.00200 Ibfgs constant Auto 0.90
Model 11 92 tanh 2.41000 Ibfgs constant Auto 0.90
Model 12 100 tanh 0.01000 Ibfgs adaptive Auto 0.90
Model 13 93 tanh 0.00050 Ibfgs adaptive Auto 0.90
Model 14 98 tanh 0.03200 Ibfgs constant Auto 0.90
Model 15 95 tanh 0.03400 Ibfgs invscaling Auto 0.90
Model 16 92 tanh 0.44000 Ibfgs invscaling Auto 0.90
Model 17 92 tanh 4.58000 Ibfgs constant Auto 0.90
Model 18 100 tanh 0.19000 Ibfgs adaptive Auto 0.90
Model 19 98 tanh 0.00010 Ibfgs adaptive Auto 0.90
Model 20 100 tanh 0.00080 Ibfgs adaptive Auto 0.90
Model 21 91 tanh 0.17000 Ibfgs invscaling Auto 0.90
Model 22 92 tanh 0.00010 Ibfgs adaptive Auto 0.90
Model 23 98 tanh 0.00010 Ibfgs adaptive Auto 0.90
Model 24 98 tanh 0.00200 Ibfgs adaptive Auto 0.90
Model 25 99 tanh 0.01300 Ibfgs invscaling Auto 0.90
Model 26 98 tanh 0.08000 Ibfgs constant Auto 0.90
Model 27 100 tanh 0.00200 Ibfgs constant Auto 0.90
Model 28 98 tanh 0.01100 Ibfgs adaptive Auto 0.90
Model 29 99 tanh 0.02000 Ibfgs invscaling Auto 0.90
Model 30 95 tanh 0.00070 Ibfgs adaptive Auto 0.90
Model 31 94 tanh 0.62000 Ibfgs invscaling Auto 0.90
Model 32 98 tanh 0.00100 Ibfgs adaptive Auto 0.90
Model 33 95 logistic 0.10000 Ibfgs adaptive Auto 0.90
Model 34 98 logistic 0.00020 Ibfgs adaptive Auto 0.90
Model 35 99 logistic 0.00010 Ibfgs constant Auto 0.90
Model 36 94 tanh 0.00500 Ibfgs adaptive Auto 0.90
Model 37 100 tanh 0.00080 Ibfgs constant Auto 0.90
Model 38 100 tanh 0.22000 Ibfgs adaptive Auto 0.90
Model 39 92 tanh 0.00020 Ibfgs constant Auto 0.90

Abbreviations: HLS, Hidden Layer Sizes; AC, Activation Function; A, Alpha; S, Solver; LR,
Learning Rate; BS, Batch Size, M, Momentum
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Table A.3.8. The selected parameters of MLP for Relief-F-Based models (Part 2)

Parameters
Model
HLS AC A S LR BS M
Model 40 100 tanh 0.00010 Ibfgs constant Auto 0.90
Model 41 89 logistic 0.00900 Ibfgs invscaling Auto 0.90
Model 42 100 tanh 0.47000 Ibfgs invscaling Auto 0.90
Model 43 89 tanh 0.86000 Ibfgs constant Auto 0.90
Model 44 75 logistic 4.68000 Ibfgs constant Auto 0.90
Model 45 33 logistic 8.10000 Ibfgs invscaling Auto 0.90
Model 46 86 tanh 0.00400 Ibfgs invscaling Auto 0.90
Model 47 50 logistic 0.77000 Ibfgs adaptive Auto 0.90
Model 48 63 tanh 0.07000 Ibfgs constant Auto 0.90
Model 49 98 tanh 0.09000 Ibfgs adaptive Auto 0.90
Model 50 95 logistic 0.12000 Ibfgs adaptive Auto 0.90
Model 51 88 relu 0.83000 adam invscaling 197 0.90

Abbreviations: HLS, Hidden Layer Sizes; AC, Activation Function; A, Alpha; S, Solver; LR,
Learning Rate; BS, Batch Size, M, Momentum

Table A.3.9. The selected parameters of SVM for Relief-F-Based models (Part 1)

Parameters
Model :
C Kernel Class Weight Gamma Degree
Model 1 44 rbf balanced 1 3
Model 2 47 rbf balanced 1 3
Model 3 54 rbf None 1 3
Model 4 90 rbf balanced 1 3
Model 5 46 rbf None 1 3
Model 6 47 rbf balanced 1 3
Model 7 39 rbf balanced 1 3
Model 8 44 rbf balanced 1 3
Model 9 43 rbf balanced 1 3
Model 10 86 poly balanced scale 2
Model 11 39 rbf balanced 1 3
Model 12 61 rbf None 1 3
Model 13 38 rbf balanced 1 3
Model 14 88 rbf None 1 3
Model 15 43 rbf balanced 1 3
Model 16 93 poly balanced scale 3
Model 17 52 rbf balanced 1 3
Model 18 38 rbf balanced 1 3
Model 19 94 poly balanced scale 3
Model 20 48 rbf None 1 3
Model 21 86 poly None scale 2
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Table A.3.10. The selected parameters of SVM for Relief-F-Based models (Part 2)

Parameters
Model .
C Kernel Class Weight Gamma Degree
Model 22 77 rbf None 1 3
Model 23 38 rbf balanced 1 3
Model 24 36 rbf None 1 3
Model 25 59 rbf None 1 3
Model 26 92 poly None scale 2
Model 27 30 rbf None 1 3
Model 28 51 rbf None 1 3
Model 29 69 rbf balanced 1 3
Model 30 52 rbf balanced 1 3
Model 31 33 rbf None 1 3
Model 32 31 rbf balanced 1 3
Model 33 8 rbf balanced 1 3
Model 34 87 rbf None 1 3
Model 35 31 rbf None 1 3
Model 36 7 rbf None 1 3
Model 37 31 rbf None 1 3
Model 38 23 rbf None 1 3
Model 39 26 rbf balanced 1 3
Model 40 83 rbf None 2 3
Model 41 94 rbf balanced 2 3
Model 42 83 rbf balanced 2 3
Model 43 81 rbf balanced 2 3
Model 44 100 rbf None 4 3
Model 45 95 rbf balanced 52 3
Model 46 84 rbf None 92 3
Model 47 92 rbf None 89 3
Model 48 96 rbf None 83 3
Model 49 95 rbf None 63 3
Model 50 46 rbf None 89 3
Model 51 100 rbf None 72 3

Table A.3.11. The selected parameters of NB for Relief-F-Based models (Part 1)

Model . Parameters
var_smoothing
Model 1 184.56164
Model 2 170.84569
Model 3 155.91072
Model 4 142.28591
Model 5 148.10279
Model 6 136.02582
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Table A.3.12. The selected parameters of NB for Relief-F-Based models (Part 2)

Model . Parameters
var_smoothing

Model 7 121.76716
Model 8 115.18054
Model 9 99.07204
Model 10 85.25854
Model 11 97.96841
Model 12 83.87796
Model 13 66.71953
Model 14 57.15202
Model 15 0.00001
Model 16 0.00004
Model 17 0.00022
Model 18 0.00017
Model 19 0.01200
Model 20 0.01061
Model 21 0.00257
Model 22 0.01285
Model 23 0.00059
Model 24 26.91273
Model 25 42.40494
Model 26 32.57000
Model 27 45.59008
Model 28 44.34461
Model 29 31.98123
Model 30 46.96647
Model 31 35.71593
Model 32 23.58280
Model 33 3.20572
Model 34 20.34453
Model 35 1.91422
Model 36 3.44194
Model 37 18.10178
Model 38 3.43371
Model 39 1.54156
Model 40 8.58220
Model 41 16.77877
Model 42 20.27583
Model 43 3.95731
Model 44 0.00973
Model 45 0.01587
Model 46 12.47303
Model 47 7.82197
Model 48 0.00018
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Table A.3.13. The selected parameters of NB for Relief-F-Based models (Part 3)

Model . Parameters
var_smoothing
Model 49 3.67782
Model 50 11.35339
Model 51 7.27149

A.4. Selected Hyperparameters of mRMR-Based Models
The optimal parameters selected for LightGBM, DT, KNN, MLP, SVM, and NB machine
learning methods using the Optuna hyperparameter optimization algorithm for mRMR-based models

are presented in Tables A.4.1 through A.4.14.

Table A.4.1. The selected parameters of LightGBM for mRMR-Based models (Part 1)

Model Parameters

LR NL MD MCS S CB A L CW
Model 52 0.31 253 50 56 0.60 | 0.40 0.00 0.00 True
Model 53 0.11 218 17 42 0.60 | 0.20 0.00 0.30 True
Model 54 0.21 318 27 19 0.60 | 0.40 0.00 0.30 | False
Model 55 0.31 305 25 12 0.10 | 0.20 0.00 0.40 True
Model 56 0.31 500 18 19 0.10 | 0.30 0.00 0.00 | False
Model 57 0.21 80 15 19 0.60 | 0.30 0.00 0.40 True
Model 58 0.71 333 10 1 0.10 | 0.50 0.00 1.00 True
Model 59 0.11 392 31 12 0.10 | 0.40 0.00 0.00 True
Model 60 0.11 342 28 35 0.10 | 0.40 0.00 0.00 True
Model 61 0.21 295 25 51 0.10 | 0.40 0.00 0.00 | False
Model 62 0.61 288 32 26 0.10 | 0.40 0.00 0.10 True
Model 63 0.41 461 22 42 0.60 | 0.30 0.00 0.10 | False
Model 64 0.21 469 11 23 0.10 | 0.40 0.00 0.00 True
Model 65 0.21 443 15 3 0.60 | 0.40 0.10 0.80 True
Model 66 0.21 416 49 15 0.10 | 040 0.00 0.20 | False
Model 67 0.21 281 11 10 0.60 | 0.30 0.00 0.70 True
Model 68 0.21 371 24 15 0.10 | 0.40 0.00 0.10 | False
Model 69 0.21 91 23 29 0.10 | 0.30 0.10 0.90 True
Model 70 0.41 56 44 52 0.60 | 0.40 0.00 0.00 | False
Model 71 0.21 372 38 3 0.10 | 0.40 0.00 0.00 | False
Model 72 0.61 105 42 14 0.60 | 0.30 0.00 0.40 True
Model 73 0.41 206 41 18 0.10 | 0.30 0.60 0.90 | False
Model 74 0.81 446 26 3 0.10 | 0.60 0.00 0.80 True
Model 75 0.41 220 44 3 0.10 | 0.40 0.00 0.90 | False

Abbreviations: LR, Learning Rate; NL, Num Leaves; MD, Max Depth; MCS, Min Child Samples;
S, Subsample; CB, Colsample Bytree; A, Alpha; L, Lambda; CW, Class Weight
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Table A.4.2. The selected parameters of LightGBM for mRMR-Based models (Part 2)

Model Parameters

LR NL MD MCS S CB A L CW
Model 76 0.21 234 18 1 0.60 | 0.40 0.00 0.60 | True
Model 77 0.61 289 38 50 0.60 | 0.80 0.00 0.00 | True
Model 78 0.51 499 49 8 0.10 | 0.40 0.00 0.50 | True
Model 79 0.41 54 43 15 0.60 | 0.40 0.00 0.10 | False
Model 80 0.21 473 16 26 0.10 | 0.50 0.10 0.40 | True
Model 81 0.11 129 28 5 0.60 | 0.40 0.00 0.00 | False
Model 82 0.71 418 22 11 0.60 | 0.40 0.00 0.60 | True
Model 83 0.61 409 34 11 0.10 | 0.50 0.00 0.20 | False
Model 84 0.21 67 18 3 0.60 | 0.40 0.20 0.40 | True
Model 85 0.21 359 34 6 0.60 | 0.80 0.50 1.00 | False
Model 86 0.11 427 13 10 0.60 | 0.70 0.00 0.30 | False
Model 87 0.11 106 17 11 0.10 | 0.90 0.50 0.00 | True
Model 88 0.41 169 11 1 0.60 | 0.40 0.40 1.00 | True
Model 89 0.31 241 27 3 0.60 | 0.50 0.80 0.50 | False
Model 90 0.71 159 28 11 0.60 | 0.60 0.70 0.30 | True
Model 91 0.81 96 44 9 0.60 | 0.60 0.70 0.20 | False
Model 92 0.71 271 28 69 0.60 | 1.00 0.90 0.10 | False
Model 93 0.21 110 28 3 0.10 | 0.40 0.40 0.80 | True
Model 94 0.11 25 25 4 0.60 | 0.70 0.20 0.50 | False
Model 95 0.51 493 19 9 0.10 | 0.50 0.80 0.00 | False
Model 96 0.31 471 47 1 0.60 | 0.60 0.80 0.20 | True
Model 97 0.61 370 34 1 0.10 | 0.70 0.80 0.10 | True
Model 98 0.31 83 20 5 0.10 | 0.50 0.30 0.80 | False
Model 99 0.91 435 11 3 0.10 | 0.60 0.10 1.00 | False
Model 100 0.51 190 13 2 0.60 | 0.90 0.00 0.20 | False
Model 101 0.01 347 24 1 0.60 | 0.90 0.00 0.00 | False
Model 102 0.21 146 11 34 0.10 | 0.30 0.00 0.10 | True

Abbreviations: LR, Learning Rate; NL, Num Leaves; MD, Max Depth; MCS, Min Child Samples;
S, Subsample; CB, Colsample Bytree; A, Alpha; L, Lambda; CW, Class Weight

Table A.4.3. The selected parameters of DT for mRMR-Based models (Part 1)

Model Parameters
C S MD MSS MSL MF CwW
Model 52 | entropy best None 6 1 None None
Model 53 | log_loss | random 29 6 1 None None
Model 54 | entropy | random 42 8 1 None balanced
Model 55 | entropy | random 62 6 1 None None
Model 56 | entropy | random 21 9 1 None balanced

Abbreviations: C, Criterion; S, Splitter; MD, Max Depth; MSS, Min Samples Split; MSL, Min
Samples Leaf; MF, Max Features; CW, Class Weight
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Table A.4.4. The selected parameters of DT for mRMR-Based models (Part 2)

Model Parameters

C S MD MSS MSL MF CwW
Model 57 | entropy | random 25 9 1 None balanced
Model 58 | log_loss best 55 6 1 None None
Model 59 | entropy best 34 6 1 None None
Model 60 | entropy | random 53 8 1 None None
Model 61 | entropy | random 42 9 1 None None
Model 62 | log_loss best 24 6 1 None balanced
Model 63 | log_loss | random 79 6 1 None balanced
Model 64 | log_loss best 41 6 1 sqrt None
Model 65 | log_loss | random 69 10 1 None balanced
Model 66 | entropy | random 83 6 1 None None
Model 67 | log_loss | random 73 1 None balanced
Model 68 | entropy | random 32 6 1 None None
Model 69 gini random 71 13 1 None balanced
Model 70 | entropy best 38 6 1 log2 balanced
Model 71 | log_loss | random 50 11 1 None None
Model 72 | entropy | random 78 8 1 None balanced
Model 73 | entropy | random 45 6 1 None balanced
Model 74 | entropy | random 77 6 1 None balanced
Model 75 | log_loss | random 64 9 1 None balanced
Model 76 | log_loss | random 54 13 1 None balanced
Model 77 gini random 41 6 1 None None
Model 78 | entropy | random 30 6 1 None balanced
Model 79 | entropy | random 78 6 1 None balanced
Model 80 gini random 92 10 1 None None
Model 81 | entropy | random 82 6 1 None None
Model 82 | log_loss | random 63 10 1 None None
Model 83 gini random 26 6 1 None balanced
Model 84 | entropy | random 22 12 1 None None
Model 85 | entropy | random 61 10 1 None balanced
Model 86 | log_loss | random 77 9 1 None None
Model 87 | entropy best 66 10 1 sqrt balanced
Model 88 | entropy | random 74 14 1 None None
Model 89 | log_loss | random 34 12 1 None balanced
Model 90 | log_loss best 26 8 1 sqrt None
Model 91 | entropy best 14 9 1 None balanced
Model 92 gini best 57 19 1 sqrt balanced
Model 93 | entropy best 14 9 1 None balanced
Model 94 | log_loss best 55 1 sqrt None
Model 95 | entropy best 84 11 1 None None

Abbreviations: C, Criterion; S, Splitter; MD, Max Depth; MSS, Min Samples Split; MSL, Min
Samples Leaf; MF, Max Features; CW, Class Weight
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Table A.4.5. The selected parameters of DT for mRMR-Based models (Part 3)

Model Parameters

C S MD MSS MSL MF CwW
Model 96 gini random 29 8 1 None None
Model 97 | log_loss best 57 16 1 log2 None
Model 98 | entropy | random 36 12 1 None None
Model 99 | log_loss best 53 9 1 log2 None
Model 100 gini best 86 15 4 None None
Model 101 | entropy best 66 90 5 sqrt None
Model 102 | entropy best 7 121 3 sqrt None

Abbreviations: C, Criterion; S, Splitter; MD, Max Depth; MSS, Min Samples Split; MSL, Min

Samples Leaf; MF, Max Features; CW, Class Weight

Table A.4.6. The selected parameters of KNN for mRMR-Based models (Part 1)

Parameters
Model NN W A LS P M
Model 52 1 distance brute 41 1.66 manhattan
Model 53 2 distance ball_tree 43 1.40 manhattan
Model 54 1 uniform ball_tree 76 1.99 manhattan
Model 55 2 distance auto 53 1.17 manhattan
Model 56 1 uniform auto 14 1.13 manhattan
Model 57 1 distance auto 35 1.11 manhattan
Model 58 2 distance kd_tree 91 1.83 manhattan
Model 59 1 distance ball_tree 94 1.89 manhattan
Model 60 2 distance kd_tree 73 1.35 manhattan
Model 61 1 uniform brute 51 1.20 manhattan
Model 62 1 distance auto 51 1.94 manhattan
Model 63 1 distance ball_tree 85 1.61 manhattan
Model 64 2 distance kd_tree 15 1.24 manhattan
Model 65 1 distance auto 68 1.90 manhattan
Model 66 1 distance kd_tree 34 1.20 manhattan
Model 67 2 distance ball_tree 48 1.01 manhattan
Model 68 2 distance brute 67 1.14 manhattan
Model 69 1 distance kd_tree 99 1.06 manhattan
Model 70 1 distance ball_tree 85 1.85 manhattan
Model 71 2 distance kd_tree 22 1.35 manhattan
Model 72 1 uniform auto 19 1.54 manhattan
Model 73 1 distance brute 18 1.99 manhattan
Model 74 1 distance ball_tree 81 1.01 manhattan
Model 75 1 uniform kd_tree 89 1.03 manhattan
Model 76 1 distance auto 66 1.25 manhattan

Abbreviations: NN, Nearest Neighbors; W, Weights; A, Algorithm; LS, Leaf Size; P, P-Value; M,

Metric
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Table A.4.7. The selected parameters of KNN for mRMR-Based models (Part 2)

Parameters
Model NN W A LS P M
Model 77 1 distance ball_tree 91 1.23 manhattan
Model 78 1 distance ball_tree 85 1.31 manhattan
Model 79 2 distance ball_tree 95 1.22 manhattan
Model 80 1 distance kd_tree 85 1.82 manhattan
Model 81 1 distance brute 11 1.96 manhattan
Model 82 1 uniform ball_tree 76 1.37 manhattan
Model 83 1 uniform auto 25 1.84 manhattan
Model 84 1 distance brute 69 1.49 euclidean
Model 85 6 distance ball_tree 89 1.22 manhattan
Model 86 1 distance brute 27 4.51 minkowski
Model 87 15 distance kd_tree 86 1.98 euclidean
Model 88 13 distance brute 22 8.92 minkowski
Model 89 14 distance kd_tree 26 2.89 minkowski
Model 90 33 distance ball_tree 37 1.38 euclidean
Model 91 65 distance ball_tree 55 1.36 euclidean
Model 92 55 distance ball_tree 79 2.95 minkowski
Model 93 57 distance ball_tree 95 3.49 minkowski
Model 94 67 distance brute 70 7.10 minkowski
Model 95 70 distance kd_tree 94 1.20 manhattan
Model 96 70 distance kd_tree 22 1.95 manhattan
Model 97 69 distance auto 30 1.78 manhattan
Model 98 61 distance auto 60 1.34 manhattan
Model 99 69 distance ball_tree 81 4.32 minkowski
Model 100 69 distance kd_tree 90 1.61 manhattan
Model 101 48 distance auto 21 3.23 minkowski
Model 102 16 distance brute 36 9.70 minkowski

Abbreviations: NN, Nearest Neighbors; W, Weights; A, Algorithm; LS, Leaf Size; P, P-Value; M,
Metric

Table A.4.8. The selected parameters of MLLP for mRMR-Based models (Part 1)

Parameters
Model
HLS AC A S LR BS M
Model 52 98 tanh 0.06657 Ibfgs adaptive auto 0.90
Model 53 98 tanh 0.00949 Ibfgs adaptive auto 0.90
Model 54 86 tanh 0.25390 Ibfgs invscaling auto 0.90
Model 55 98 tanh 0.00201 Ibfgs constant auto 0.90
Model 56 100 tanh 0.00389 Ibfgs invscaling auto 0.90

Abbreviations: HLS, Hidden Layer Sizes; AC, Activation Function; A, Alpha; S, Solver; LR,
Learning Rate; BS, Batch Size, M, Momentum
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Table A.4.9. The selected parameters of MLP for mRMR-Based models (Part 2)

Parameters
Model
HLS AC A S LR BS M
Model 57 95 tanh 0.01618 Ibfgs adaptive auto 0.90
Model 58 100 tanh 2.20411 Ibfgs adaptive auto 0.90
Model 59 97 tanh 1.96107 Ibfgs adaptive auto 0.90
Model 60 100 tanh 0.56926 Ibfgs invscaling auto 0.90
Model 61 98 logistic 0.00142 Ibfgs invscaling auto 0.90
Model 62 96 tanh 0.00330 Ibfgs adaptive auto 0.90
Model 63 94 tanh 0.00687 Ibfgs adaptive auto 0.90
Model 64 95 tanh 0.00101 Ibfgs invscaling auto 0.90
Model 65 100 tanh 0.00802 Ibfgs invscaling auto 0.90
Model 66 86 tanh 0.85940 Ibfgs constant auto 0.90
Model 67 96 tanh 0.00149 Ibfgs constant auto 0.90
Model 68 97 tanh 0.26294 Ibfgs constant auto 0.90
Model 69 100 tanh 0.14510 Ibfgs constant auto 0.90
Model 70 100 tanh 0.00165 Ibfgs adaptive auto 0.90
Model 71 100 tanh 0.00136 Ibfgs adaptive auto 0.90
Model 72 94 tanh 0.58337 Ibfgs constant auto 0.90
Model 73 100 tanh 0.02762 Ibfgs invscaling auto 0.90
Model 74 91 tanh 0.00035 Ibfgs constant auto 0.90
Model 75 91 tanh 2.02878 Ibfgs invscaling auto 0.90
Model 76 99 tanh 0.42458 Ibfgs adaptive auto 0.90
Model 77 92 tanh 0.46492 Ibfgs invscaling auto 0.90
Model 78 98 tanh 0.00458 Ibfgs invscaling auto 0.90
Model 79 100 tanh 0.00025 Ibfgs constant auto 0.90
Model 80 100 tanh 0.39301 Ibfgs constant auto 0.90
Model 81 100 tanh 0.15540 Ibfgs invscaling auto 0.90
Model 82 96 tanh 0.40086 Ibfgs constant auto 0.90
Model 83 94 tanh 0.01162 Ibfgs adaptive auto 0.90
Model 84 100 tanh 0.68803 Ibfgs invscaling auto 0.90
Model 85 92 tanh 0.08653 Ibfgs adaptive auto 0.90
Model 86 100 tanh 0.15894 Ibfgs constant auto 0.90
Model 87 83 tanh 0.25161 Ibfgs adaptive auto 0.90
Model 88 98 logistic 0.06792 Ibfgs adaptive auto 0.90
Model 89 100 tanh 0.03806 Ibfgs constant auto 0.90
Model 90 97 logistic 0.00078 Ibfgs constant auto 0.90
Model 91 92 tanh 0.07386 Ibfgs adaptive auto 0.90
Model 92 94 logistic 0.00084 Ibfgs invscaling auto 0.90
Model 93 28 tanh 5.93890 Ibfgs invscaling auto 0.90
Model 94 68 logistic 1.62931 Ibfgs adaptive auto 0.90
Model 95 55 tanh 8.12807 Ibfgs invscaling auto 0.90

Abbreviations: HLS, Hidden Layer Sizes; AC, Activation Function; A, Alpha; S, Solver; LR,
Learning Rate; BS, Batch Size, M, Momentum

153




Table A.4.10. The selected parameters of MLP for mRMR-Based models (Part 3)

Parameters
Model
HLS AC A S LR BS M
Model 96 68 tanh 1.64642 Ibfgs adaptive auto 0.90
Model 97 30 logistic 2.22902 Ibfgs adaptive auto 0.90
Model 98 99 tanh 0.22618 Ibfgs constant auto 0.90
Model 99 76 tanh 5.59804 Ibfgs invscaling auto 0.90
Model 100 64 logistic 5.34287 Ibfgs invscaling auto 0.90
Model 101 68 logistic 6.39165 Ibfgs constant auto 0.90
Model 102 91 tanh 7.08021 Ibfgs invscaling auto 0.90

Abbreviations: HLS, Hidden Layer Sizes; AC, Activation Function; A, Alpha; S, Solver; LR,
Learning Rate; BS, Batch Size, M, Momentum

Table A.4.11. The selected parameters of SVM for mRMR-Based models (Part 1)

Model Parameters
C Kernel Class Weight Gamma Degree
Model 52 46 rbf None 1 3
Model 53 39 rbf balanced 1 3
Model 54 61 rbf None 1 3
Model 55 37 rbf balanced 1 3
Model 56 63 rbf balanced 1 3
Model 57 45 rbf None 1 3
Model 58 38 rbf balanced 1 3
Model 59 57 rbf None 1 3
Model 60 39 rbf balanced 1 3
Model 61 48 rbf balanced 1 3
Model 62 92 rbf None 1 3
Model 63 82 poly balanced scale 2
Model 64 88 rbf None 1 3
Model 65 83 rbf balanced 1 3
Model 66 78 poly balanced scale 3
Model 67 72 rbf None 1 3
Model 68 94 rbf balanced 1 3
Model 69 74 rbf None 1 3
Model 70 66 rbf balanced 1 3
Model 71 90 poly None scale 2
Model 72 73 rbf None 1 3
Model 73 98 rbf None 1 3
Model 74 81 rbf None 1 3
Model 75 66 rbf balanced 1 3
Model 76 67 rbf None 1 3
Model 77 30 rbf None 1 3
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Table A.4.12. The selected parameters of SVM for mRMR-Based models (Part 2)

Parameters
Model .
C Kernel Class Weight Gamma Degree
Model 78 47 rbf None 1 3
Model 79 41 rbf None 1 3
Model 80 41 rbf None 1 3
Model 81 97 poly balanced scale 3
Model 82 65 rbf None 1 3
Model 83 44 rbf None 1 3
Model 84 3 rbf balanced 1 3
Model 85 17 rbf balanced 1 3
Model 86 22 rbf balanced 1 3
Model 87 2 rbf None 1 3
Model 88 19 rbf None 1 3
Model 89 13 rbf None 1 3
Model 90 53 rbf balanced 1 3
Model 91 99 rbf balanced 1 3
Model 92 73 rbf None 1 3
Model 93 74 rbf None 1 3
Model 94 74 rbf None 1 3
Model 95 83 rbf None 2 3
Model 96 52 rbf None 8 3
Model 97 94 rbf None 7 3
Model 98 26 rbf balanced 9 3
Model 99 11 rbf None 13 3
Model 100 32 rbf None 32 3
Model 101 100 rbf None 9 3
Model 102 100 rbf None 69 3

Table A.4.13. The selected parameters of NB for mRMR-Based models (Part 1)

Model . Parameters
var_smoothing

Model 52 182.32071
Model 53 178.51892
Model 54 166.24599
Model 55 150.54308
Model 56 137.69940
Model 57 128.61934
Model 58 125.20570
Model 59 112.05137
Model 60 98.98805

Model 61 84.23417

Model 62 70.52404
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Table A.4.14. The selected parameters of NB for mRMR-Based models (Part 2)

Model . Parameters
var_smoothing

Model 63 63.21477
Model 64 50.55721
Model 65 52.68895
Model 66 65.04750
Model 67 53.48176
Model 68 66.40741
Model 69 54.02647
Model 70 68.73044
Model 71 54.95739
Model 72 41.03409
Model 73 55.85010
Model 74 68.29670
Model 75 54.14046
Model 76 67.15897
Model 77 54.94759
Model 78 46.41106
Model 79 54.73437
Model 80 42.24459
Model 81 31.07999
Model 82 29.02248
Model 83 17.84320
Model 84 15.67409
Model 85 6.40995

Model 86 1.60188

Model 87 0.57163

Model 88 0.35074

Model 89 0.03141

Model 90 0.34537

Model 91 0.65193
Model 92 0.15537
Model 93 0.00554
Model 94 0.00140
Model 95 0.02028

Model 96 0.00002

Model 97 0.00046

Model 98 0.00575

Model 99 0.00027

Model 100 0.01282

Model 101 0.00319

Model 102 0.01587
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