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A LEARNING-BASED METHOD FOR DETECTING DEFECTIVE CLASSES
IN OBJECT-ORIENTED SYSTEMS

SUMMARY

In today’s competitive environment, increasing customer demands have led to
changes in the traditional software development methods. In order to clearly
determine and fulfill customer requirements, continuous customer interaction with
the team is important. Following requests and feedbacks of customers necessitate
modifications in software classes. Poorly designed classes are difficult to analyze,
modify and test, so that maintenance costs for such classes are very high.

Code or design problems in software classes reduce understandability, flexibility and
reusability of the system. Performing maintenance activities on defective
components such as adding new features, adapting to the changes, finding bugs, and
correcting errors, is hard and consumes a lot of time. Unless the design defects are
corrected by a refactoring process these error-prone classes will most likely generate
new errors after later modifications. Therefore, these classes will have a high error
frequency (EF), which is defined as the ratio between the number of errors and
modifications.

Predicting defective classes before releasing the software is an important issue for
the software quality assurance. Early estimate of error-prone classes has two
important benefits, firstly it helps testers to focus on faulty modules of software, thus
it saves significant proportion of testing time; secondly developers can refactor
classes to correct their design defects.

Software classes that include structural design defects mostly include one or more of
the following properties. They are complex, highly coupled to other classes, their
internal cohesion is low or they have an inappropriate position in the inheritance
hierarchy. These properties can be revealed using software design and code metrics
of the classes. However, it is difficult to work with metrics to create certain rules for
detecting defects because of their various types, distributions and different
minimum/maximum values. Also, different metrics should be used together to create
a model for quality assessment; but it is difficult to determine the roles, weights and
thresholds of metrics in creating such a model.

The aim of this work is to detect poorly designed classes, in order to have testers
focus on them and/or have the developers refactor them. Poorly designed classes
typically become error-prone when modified. In this thesis, a learning-based decision
tree model for detecting error-prone classes with structural design defects is
proposed. In learning-based systems the accuracy of the model strongly depends on
the training set. The main novelty in the proposed approach is that the EFs and
change counts (ChC) of classes to construct a proper data set is considered for the
training of the model. The training set is built that includes design metrics of classes
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by analyzing numerous releases of real-world software products and considering EFs
of classes to mark them as error-prone or non-error-prone.

To train the model and evaluate its performance, two long-standing projects are
studied, namely Project A and Project B. Several releases of the projects are
examined and modifications in classes triggered by changes in customer use case
scenarios, new feature implementations and/or bug fixes inherited from previous
releases are identified. After this examination, classes with high ChC and error rate
are identified and classified as “defective”. Using the tags (defective/healthy) of the
classes and collecting their design metrics, the data set is constructed to use in
training and testing of the proposed model. Empirical experiment results demonstrate
that the proposed approach succeeds in finding error-prone classes that need
refactoring. The proposed model succeeded in finding frequently changing defective
classes with relatively high EFs. The model correctly predicted 80% of the most
defective classes with the highest EFs of Project A and 83% of Project B. Exposing
these risky classes automatically also decreases the test time and maintenance cost.
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NESNE DAYALI YAZILIMLARDA HATALI SINIFLARIN OGRENME
TEMELLI YONTEMLE BELIRLENMESI

OZET

Glinlimiiziin rekabet¢i ortaminda artan miisteri ihtiyaclari geleneksel yazilim
gelistirme yontemlerinin  degismesi gerekliligini ortaya c¢ikarmistir. Miisteri
ithtiyaglarini en 1yi sekilde anlamak ve yerine getirmek i¢in yazilim ekibi ile miisteri
arasinda devamli bir karsilikli etkilesim olmasi gerekmektedir. Miisteri ihtiyaglari
projenin ilk sathasinda iyi belirlenmeli ve yazilim altyapist bu ihtiyaclara yonelik
tasarlanmalidir. Projenin ilerleyen asamalarinda, ihtiyaca yonelik miisteri tarafindan
gelen yeni istekler veya geri bildirimler yazilimdaki siniflarda degisiklik yapilmasina
sebep olabilmektedir. Mevcut yazilimin degisen isteklere uyum saglayacak
esneklikte tasarlanmasi, yazilimin ilerleyen siiriimlerinde bakim maliyetlerinin
diistirilmesinde 6nemli bir role sahiptir.

Yazilimdan beklentiler arttik¢a, yazilimlar yapisal olarak karmagiklagmakta ve bunun
sonucunda yazilim gelistirme ve bakim maliyetleri artmaktadir. Yazilim diinyasinda
son zamanlarda {lizerinde durulan en 6nemli konulardan biri yazilimda kalitenin
saglanmasidir. Yazilimda kalite kavrami, yazilim projelerinin maliyetlerini énemli
Olciide iyilestiren unsurlarin basinda gelmektedir. Yazilimin esnekligi, bakiminin
kolay olmasi, anlasilabilirligi, gerceklenebilirligi, kolay sinanabilir olmasi ve
giivenilirligi gibi kriterler kaliteli bir yazilimdan beklenen ozelliklerdir. Ancak,
projelerdeki zaman kisiti, miisteri isteklerinin projenin en basinda iyi belirlenmemesi,
miisteri taleplerinin sik¢a degismesi, yazilim ekibindeki iletisim eksiklikleri, yazilim
gelistiren ekibin nesneye dayali tasarimin gerekliliklerini  bilmemesi ve
uygulamamasi sonucunda yazilimlardaki tasarim kalitesi diismektedir.

Yazilim projelerinin tasarim kalitesini projenin erken sathalarinda degerlendirmek,
ilerleyen asamalarda projenin saglikli bir sekilde devam ettirilebilmesini saglar.
Yazilimm mevcut kalitesinin degerlendirilmesinin yanisira ileriki fazlarda sorun
cikarabilecek bilesenlerin Onceden tespit edilmesi ile yazilimdaki kalitenin
devamliligini saglanir. Kalitenin dl¢tilebilmesi ve degerlendirilebilmesi i¢in bir kalite
modeline ve dlgme metoduna gereksinim vardir. Elde edilen dl¢iimlerden yazilimin
kalitesine iliskin bir anlam c¢ikarilabilmesi i¢in metrik-kalite iligkisi incelenerek
sonucun yorumlanmasi gerekmektedir.

Yazilimi 6lgmek ve kalitesini degerlendirebilmek i¢in yazilim o6l¢iim metrikleri
kullanilir. Yazilim metrikleri, yazilimlarin belirli 6zelliklerine gore kalitelerini
belirleyebilmek icin sayisal degerler ile Olgiilmesidir. Yazilim metrikleri, yazilim
calistirilmadan yazilimin kaynak kodundan statik bir sekilde elde edilebilecegi gibi,
yazilimin ¢aligma aninda dinamik bir sekilde de toplanabilir. Bu baglamda yazilim
metrikleri ile yapilan 6l¢iimlerle elde edilen sayisal veriler kullanilarak yazilimin
hataya agik, kusurlu bilesenlerini 6nceden kestirimi miimkiindiir. Yazilimda ¢ikacak
olast hatalarin erken tespit edilmesinin iki Onemli avantaji bulunmaktadir; (i)
yazilimimin kusurlu bilesenleri 6nceden belirlenip yazilim gelistiriciler 6nceden
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bilgilendirildigi takdirde, ilgili smiflarin tasarimlarinda iyilestirme ve diizeltmeler
yapilabilir, (ii) yazilimi test edenler, yazilimin kritik kisimlarinin smanmasini
onceliklendirebilir ve bu sayede yazilim sinama maliyetleri ve siiresi 6nemli Olgiide
azaltilabilir. Bu sekilde proje gelistirmek ve bakiminin saglanmasi i¢in harcanan
isgiicli ve zamandan kazang saglanir.

Yazilim smiflarindaki tasarimsal problemler, yazilimin anlasilabilirligini, esnekligini
ve tekrar kullanilabilirligini azaltir. Tasarim kusuru olan yazilim bilesenlerinin analiz
edilmesi, degistirilmesi ve sinanmasit zordur. Bu siniflarin bakim maliyeti yiiksektir
ve bakimi zaman alir. Yapisal tasarim kusurlari kodun derleme veya calisma
zamaninda hata vermezler. Bu tarz siniflar {izerinde degisiklik yapilmadigi miiddetge
yazilim yasam dongiisii boyunca kendilerini gizleyebilirler ve hata liretmeyebilirler.
Yazilimin islevselligini degistirmeden kodda iyilestirme yapilmak suretiyle siniflarin
yapisal bozukluklar: diizeltilmedikge, tasarim kusuru olan siniflar yazilima yapilacak
her degisiklikte yeni hatalar ¢ikarmaya egilimli hale gelecektir. Yapilacak ¢ogu
degisiklik bu siniflarda ve bu sinifin bagimliliginin yiiksek oldugu siniflarda hata
cikaracak ve yazilimin fonksiyonelligini diisiirecektir. Bu durumda, sinifin hata
siklig1 olarak da adlandirilabilecek, sinifa yapilan degisiklik basina sinifta ¢ikan hata
sayist artar. Hataya egilimli bu siniflar1 yazilimin erken sathalarinda tespit etmek
hem test, hem de gelistirme maliyetlerini azaltir.

Yapisal tasarim kusurlart bulunan yazilim siniflar1 ¢ogunlukla; c¢ok karmasik,
yazilimin diger siniflarina olan bagimlilig: yiiksek, kendi icerisinde uyumu diisiik ve
kalitim hiyerarsisindeki uygun olmayan yerde olabilmektedir. Bu 6zellikler yazilimin
i¢ Ozellikleri olarak adlandirilmaktadir. Bu i¢ 6zelliklere sahip yapisal bozukluklar,
yazilimin tasarim ve kod metrikleri kullanilarak belirlenebilmektedir. Ancak, yazilim
metriklerinin degisik ozelliklerde ve dagilimlarda olmasi, aldiklari minimum ve
maksimum degerlerin farklilagmasi sebebiyle, yazilim kusurlarint belirlemek igin
yazilim metriklerini kullanarak kesin kurallar olusturmak zordur. Bununla birlikte,
yazilimda kalitenin tanimlanabilmesi i¢in farkli metrikler bir arada kullanilarak
modeller olusturulabilir; fakat metrik agirliklarina, esik degerlerine ve rollerine baglh
bir modelleme disiplini olusturmak kolay degildir. Bu sebeple siniflardaki kusur
tahmini i¢in 6grenme tabanli yontemler yaygin bir sekilde kullanilmaktadir.

Bu calismada, yapisal tasarim kusuru olan hataya egilimli siniflar1 tespit etmek icin
karar agaci modelleri olusturularak 6grenme tabanli bir yontem Onerilmektedir.
Ogrenme tabanli yontemlerde, &rnek veri ya da ge¢mis bilgiler kullanilarak,
gelecekteki bir durumun kestirimini yapmak miimkiindiir. Belirli parametrelere bagh
olarak bir model tanimlanir ve bu model gelecekteki bir veri i¢in 6ngdrii yapmak igin
kullanilir. En 1iy1 parametre degerleri bulundugunda yontemin kestirim basarisi
artmaktadir.

Karar agaclari modellemesi eldeki verinin siniflandirilmasi igin kullanilabilecek en
etkili yontemlerden birisidir. Karar agaci, kok diigiimden, i¢ diigiimlerden, dallardan
ve yaprak diiglimlerden olusmaktadir. Her bir i¢ diiglimde ilgili kurala gore bir karar
verilir ve kararin sonucuna gore dallardan biri segilir. Karar denetimi kokte baslar ve
yaprak diigiimlere gelene kadar 6zyinelemeli olarak devam eder. Yaprak diigiimler
karar algoritmasinin sonlandigi yerdir ve aym yapraktaki Ornekler ayni sinifa
mensupturlar. Karar agaclar1 egitim kiimesinde yer alan niteliklerden yalnizca ihtiyag
duyduklarmi kullanir ve boyut indirgeme islevini kendisi gergeklestirir. Karar
agacinin sectigi nitelikler, problemin tahmini igin en belirleyici 6zelliklerdir.
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Onerilen ydntemde kullanilan tasarim metrikleri ile nesneye dayali yazilimlarin
tasarim kalitesi nitelikleri Ol¢iimlenerek, kusurlu smiflarin kestirimi yapilmistir.
Ogrenme tabanli yontemlerde modelin dogrulugu, kullanilan egitim kiimesi ile
dogrudan iligkilidir. Modelin egitimi i¢in siniflarin hata siklig1 ve degisim sayilari
gbz Oniline alinarak yenilik¢i bir yaklasimla veri kiimesi olusturulmustur.
Yazilimdaki simiflarin ileriki siiriimlerde hata ¢ikarip ¢ikarmayacaginin kestirimini
yapabilmek i¢in her bir sinifin belirli bir kurala gore etiketlenmesi gerekmektedir.

Modeli egitmek icin kullanilacak egitim kiimesi olusturulurken, telekom sektdriinde
kullanimda olan iki olgun yazilim projesinin kaynak kodlar1 ardisil stirtimler boyunca
incelenmigstir. Proje A yazilimi sektorde alt1 yildir, Proje B ise sektdrde dort yildir
kullanilmaktadir. Her bir siirimiin hata raporlar1 siirim notlar1 arasinda yer
almaktadir. Her projenin siirim raporunda ilgili silirimde hangi hatalarin
¢oziimlerinin yapildigi, miisteri degisiklik isteklerinin neler oldugu ve o siiriimde
gelen yeni ozelliklerle ilgili detaylar yer alir. Calisma kapsaminda kullanilan Proje A
ve Proje B yazilimlarinin hata raporlar1 yazilimer ekiple birlikte degerlendirilmistir.
Yapilan gozlemler sonucunda bazi 6nemli ¢ikarimlar yapilmistir: (i) Yapisal kusuru
olan siniflarin hemen hemen hepsi testler sirasinda hata ¢ikarmaya meyillidir; buna
ek olarak saglikli siniflarin bazilari da hata raporlarinda yer alabilmektedir, (ii)
Kusurlu smniflar  degistirilmedigi  slirece hata c¢ikarmayabilirler; hatalar
degisikliklerden sonra ortaya g¢ikmaktadir, (iii) Saghkli smiflar ¢ok sik degisime
ugramazlar; ancak bu smiflarda  degisiklik oldugunda nadiren hata
gozlenebilmektedir. Yazilim smiflarinda olan degisiklikler; miisteri kullanim
senaryolarindaki  degisikliklerle, yeni versiyonla gelen yeni o&zelliklerin
gerceklenmesi veya Onceki siirimlerden kalitilan hatalara gelen diizeltmelerden
etkilenerek tetiklenebilmektedir.

Yazilim smiflarinda olan tiim degisiklikler gerek yazilim takiminin destegi ile
gerekse kod incelemeleri ile degerlendirilerek, yazilimlarda bulunan her bir sinifin
hata sikligi hesaplanmistir. Egitim kiimesindeki hata sikliklarima ve degisim
sayilarina gore siniflar1 “kusurlu/saglikli” olarak etiketlemek i¢in bircok esik degeri
ile denemeler yapilmigtir. Bu denemeler sonucunda sik degisime ugrayan siniflar ve
sik hata ¢ikaran siniflar belirlenmis ve degerleri belirlenen esik degerlerinin {izerinde
kalan smiflar “kusurlu” olarak etiketlenirken, tersi Ozellikteki smiflar “kusursuz”
olarak etiketlenmistir. Ancak, yapilan deneyler esnasinda yazilimdaki bazi siniflarin
hi¢ degismedigi ya da ¢ok az degisime ugradig1 gozlenmistir. Bu tarz simiflar yapisal
olarak kusurlu olsalar dahi, yazilim yasam dongiisii boyunca degisime ugramadiklari
i¢in, bu smiflarin dogrudan “saglikli” olarak siniflandirilmasi gergekei bir yaklasim
degildir. Bu siniflar etiketlemek icin egitim kiimesinde “kusurlu” olarak belirlenmis
smiflarin belirleyici 6zelligi olan smif karmagsikliklart gbz oOniine alinmistir. Bu
durumda, hi¢ degisim gecirmeyen ya da az degisen siniflardan, sinif karmasikligi
egitim kiimesindeki “kusurlu” smiflarin  simif karmagikliginin  belli oranda
yukarisinda olan smiflar “kusurlu” olarak etiketlenip, egitim kiimesine dahil
edilmistir.

Her iki yazilim projesindeki siniflarin yazilim metrikleri, literatiirde yer alan metrik
elde etme araglar1 yardimiyla ile elde edilmistir. Egitim kiimesinde her bir sinif i¢in
toplanan metrikler ve sinifin “kusurlu/kusursuz” etiketleri yer almaktadir.

Elde edilen verilerle olusturulan egitim kiimesi kullanilarak 6grenme tabanli bir
model olusturulmus ve bu model sistemin 6nceden gérmedigi bir versiyonundaki
simiflarin hata kestirimini yapmak {izere kullanilmistir. Ogrenme algoritmasinin

xxiii



kusurlu olarak tahmin ettigi siniflar belli sayidaki siirimler boyunca gozlemlenmis
ve yontemin kusurlu siniflari tahmin basarisi elde edilmistir.

Sonuglar, diisiik kaliteli yazilim smiflarinin siklikla degistigini ve hataya egilimli
olduklarin1 gostermektedir. Proje A’ dan elde edilen egitim kiimesi olusturarak
egitilen sistem, ayni projenin ilerleyen sathalarinda bir siiriimdeki sik hata iireten
kusurlu siniflarin %80’ ini basarili bir sekilde belirlemistir. Ayni egitim kiimesi hig
egitilmedigi Proje B yazilimimin herhangi bir siliriimiindeki smiflarindan kusurlu
olanlarinin %83’ iinii dogru tahmin etmistir.

Gelistirilen 6grenme tabanli yontemin belirledigi siniflarin 6ncelikli olarak sinanmasi
ve tasarimsal olarak kodlarinda iyilestirilme yapilmas: gerekliligi ile ilgili yazilim
proje ekibi bilgilendirilmistir. Bu calisma kapsaminda Onerilen 68renme tabanl
yontemin sonuglari, telekomiinikasyon sektoriindeki yazilimlarda sik hata iireten
tasarim kusuru olan siniflar1 6nemli oranda tespit etmektedir. Yazilim ekibinin bile
farkinda olmadigi bazi smiflarin kusurlart tespit edilmis ve bu sayede projenin
ilerleyen siriimlerinde kaliteli yazilim gelistirilerek, yazilim gelistirme siiresi ve
bakim faaliyetlerinden kazang saglanmasina katkida bulunulmustur.
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1. INTRODUCTION

In today’s competitive environment, increasing customer requirements have led to
changes in traditional software development methods. In order to gain a competitive
advantage, today’s software development mainly focused on fast delivery with high
quality software products. Continuous customer interaction with development team
Is important for clearly elaborating and fulfilling customer needs. The lack of
understanding of customer requirements yields to deviations from the desired

behavior of software product and consequently new software defects are introduced.

Following requests and feedbacks of customers necessitate modifications in software
classes. Well-designed software classes easily adapt to changing customer demands,
whereas poorly designed software classes are difficult to analyze, modify and test. A
high-level design quality of a software system is ensured by applying object-oriented
design techniques from the beginning of the project. Software classes that are
developed ignoring object-oriented design principles are prone to be defective.
Software classes having structurally design defects are generally complex, not
cohesive and highly coupled to other classes. They also have inappropriate position
in the inheritance hierarchy. If the design quality of these classes is not improved,
further modifications cause new design defects and maintenance costs of these
classes become higher. Early detection of defect-prone classes helps to reduce the
software development costs and saves project time. Detecting and solving software
problems after software project delivery costs 100 times more than the one predicted

earlier in design and requirements phase [1].

Software quality is the degree of the software product that it complies with the
specified conditions and meets the requirements [2]. Ease of integration, ease of
installation, ease of use, stability, maintainability and reliability are some of the non-
functional quality requirements that are expected from a well-designed software
product [3]. Software quality measurement is challenging, as software design quality
IS more intuitive and based on experiences. Some attributes of software modules

reflect information about the design defects, such as classes having high method



complexity are difficult to understand, modify and maintain. It is possible to evaluate
the object-oriented design quality of software classes to some extent by using
software design metrics. Software design metrics are used to quantify the features of
software with numerical values for software quality assessment [4]. The difficulty
behind quality measurement is to determine how to use metric combinations and
interpret the results. It is difficult to create certain rules for detecting defects, because
of various metric distributions, types and minimum/maximum values. In addition,
various metric types can be used together to create quality models for quality
assessment; but it is difficult to determine weights, roles and thresholds of metrics.
Metric values only provide quantifiable expression of software classes thus;
detection strategies, rules or learning-based approaches should be used in order to

assess the quality of software product.

The evaluation process of the design quality of a software system must start in early
stages of the development and continue until the end of development. Quality
measurement methods should indicate the status of the software as well as
predetermine the defective software artifacts that might lead to future defects. In this
way, the certain level of software design quality is ensured at every stage of the
project. As the importance of pre-estimation of defective software modules, it is one
of the most studied topics of software quality. This section gives an overview of
software design quality. The reasons, types, impacts and advantages of early

prediction of software defects are described in the following subsections.

1.1 The Reasons for Software Design Defects

In a constantly changing environment, customer demands also vary accordingly.
Trying to adapt software development process to these changes, software products
become more defect-prone. Understanding the reasons behind the introduction of the
defects in software helps both early indication of defects and preventing the future
defects. Recent studies on defect prediction have revealed that the following

substances are the main factors of software defects [5, 6]:

e Lack of object-oriented design experience: The usage of object-oriented
design principles in on-going projects reduces the overall development effort,
the complexity of software product and development costs [7]. Software

products developed by considering object-oriented design principles are more



flexible to changes and reusable on other systems. System functionality is not
affected by software changes, i.e. new feature implementations, customer
change requests and bug corrections. High-quality software product is an
inevitable result of well-designed object oriented software programming. The
lack of knowledge of object-oriented design principles during the software
product development may yield poor design of software in which all changes
made to software affect another part of software and software becomes
vulnerable to introduction of new design defects. Unless the design defects
are corrected by a refactoring process, these structurally defective classes will
most likely generate new errors after later modifications.

Vague definition of customer requirements: At the beginning of the software
development process, expectations from the software according to customer
requirements are determined. Inadequately identified requirements may be
the cause of introduction of new defects in software. In the first phase of the
project, properly understanding customer demands allows for making high-
quality software design. The ambiguity of customer requirements would lead
to incorrect coding of developers. In this situation, customer expectations

begin to deviate from actual results.

Unrealistic code or schedule estimation for development: In today’s
continuously changing environment, increasing customer demands have led
to changes in traditional software development methods. In order to gain
competitive advantage, unrealistic project deadlines are planned. In this case,
there is not enough time left for developers to design, develop and complete
unit tests of software. As a natural consequence of unrealistic project time
plans, the overall quality of software product reduces and introduction of

software defects accordingly increases.

Start code implementation before completing the design: Unrealistic time
plans for software projects lead to ignorance of essential steps in software
development process. Software development process starts with identification
of requirements followed by requirements analysis. After software
requirement analysis is completed, software design phase starts accordingly
[8]. In this phase, software is designed to have high software quality

attributes, such as reusability, reliability, maintainability of software



attributes are ensured. If code implementation starts before the fulfillment of
the software design, software becomes inflexible to code changes according
to new customer requirements. Poor software design yields software defects

to increase exponentially.

e Communication breakdown: Major software projects are developed by a team
composed of many developers. Unless a common coding standard is
determined at the initial phase of software development, each developer may
use their own coding style that leads to software defects. Miscommunication
between team members may cause erroneous coding and ripple effect of these
errors may result in introduction of structural software defects. Before
implementation phase, there should be a consensus on object-oriented design
principles between development team and each developer should develop

considering these rules.

1.2 The Types of Software Design Defects

Long-term software products are modified in relation to the changes in requirements,
new feature implementations and error corrections throughout the software lifecycle.
In addition, software developers should refactor the low-quality parts of software in
order to ensure the maintainability. Most of the poor-designed software parts reflect
negatively on the metric values, which can be corrected with refactoring methods.
However, some structural defects may not be determined by the metric analysis and
remain undetected for software development lifecycle. Bad smell [9] definition is
first introduced by Martin Fowler, which is considered as low-quality parts of
software design. Bad smell code parts reveal the design defects of software product
that need to be corrected by refactoring steps. Michele Lanza and Radu Marinescu
[10] brought additional perspective to code smells by considering the harmonies of
software design. They called design defects as structural disharmonies and grouped
in three categories named identity, collaboration and classification disharmonies.

Figure 1.1 shows the classification of code smells in detail.
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Figure 1.1 : Classification of code smells [9].

Some indicators of low-quality parts of software are listed below:

Duplicated code fragments: The same piece of code is seen more than one
place in software. In this case, the code fragment should be extracted as a

method and be invoked from another part of software.

Long method: Longer methods reduce the understandability of code. Shorter
methods are preferred in object-oriented programming principles. In order to
overcome the understandability problem, the longer method names should be
given. Longer method names are easy to understand and decrease the need for
additional comments in code. The defects caused by long methods can be

detected by using design metrics.

Large class: Classes having too many responsibilities include many instance
variables, which may cause code duplications in class. Lanza and Marinescu
address large class design defect as God Class disharmonies. Functionality of
all system is given to many few classes, these classes become unmanageable

and unmaintainable in further modifications. Such classes are generally



having high complexity, low cohesion between the methods of a class and
using external data belongs to other classes [10], therefore they reveal

themselves in metric values.

Long parameter list: The usage and understandability of long list of
parameters that are used in method definitions are difficult and continuous
changes in requirements may trigger modifications on parameter lists. This

design defect may be detected with metrics related with method cohesions.

Data class: Such classes hold the data that are used by other classes and do
not have any transactions on their own data. These classes are the indicators
of design defects as they allow other classes to manipulate their data. Class
complexity is low and exposes data with getter/setter methods to external
classes. High value of public methods and attributes may reveal these design
defects.

Shotgun surgery: Making any modifications on one class may trigger changes
on many other classes. This design defect occurs when responsibility of one
class is distributed to many other classes. Coupling metrics may reveal the
shotgun surgery design defect. Figure 1.2 shows the illustration of shotgun

surgery design defect.
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Figure 1.2 : Shotgun surgery design defect [10].



Divergent change: This design defect occurs when many modifications made
on a single class, unrelated methods should be changed accordingly. It is
difficult to determine this design defect via metric values. Such classes have

methods for many unrelated functionalities.

Refused bequest: If the inherited interfaces are not used by subclasses, this
design defect indicates an error in the hierarchy. Subclass functional
complexity and size should be at least an average. Refused bequest design
defect can be detected with measuring the base class usage ratio and
overriding methods for subclass.

Tradition breaker: The derived class should not break the tradition by
providing unrelated new services are not included in the interfaces of its base
class. Subclass should carry on the tradition by extending the services of its
base class. Subclass functional complexity and the number of added services,

methods may be signs of this design defect.

1.3 The Impacts of Software Design Defects

Design defects are considered as deviations from the design quality and they deflect

the expectations from the software product. Structural design defects may remain

undetected until they are triggered by software changes. It is not possible to

understand design defects during compile or run-time of program code; they appear

after the modifications made to the class. They reduce the quality of software as a

cause the following design problems:

Increased software maintenance costs: All modifications made on software
product after software is released to the customer are called maintenance cost
of software [15]. Finding bugs, fixing the errors for next release and
refactoring the software are the main items of software maintenance costs.
The development and maintenance costs are increased depending on the
increased software complexity. Software maintenance costs are generally
more than 50% of the total software lifecycle costs. The structural design
defects adversely affect the progress of software development and make it
difficult to maintain the software. Consequently, the software development

costs, especially software maintenance costs are greatly increased. Early



detection of software design defects is an important task to reduce software
lifecycle costs.

Reduce code reusability: Code reuse is the use of existing assets in order to
create new assets for increasing the productivity and improving the software
quality [11, 12]. The advantage of the code reusability is making use of same
components in various use cases, thus enables effective usage of time and
resources. Software design defects reduce the time to adapt the software to
existing system, thus slows down the software to keep up with the change

requirements.

Reduce software flexibility: Continuous changes applied on software systems
increase the software structural complexity and degenerate the overall system
functionality. It is not easy to adapt constant changes for the inflexible
software structures and therefore software becomes more unmanageable in
means of software modules and interconnections between them [13].
Modification tasks performed to adapt software to changes are related with
the flexibility of software, i.e. more complex tasks means less flexible
software structure [14]. Software products that allow fast and easy
modifications are considered flexible. In order to handle continuously
changing requirements, the software needs to be designed flexible to any
modifications. New feature implementations applied on software may
introduce new defects on other modules of software product. In this case,
software tends to become more complex and difficult to maintain over time.

As a result, software maintenance costs increase dramatically.

Vulnerable to introduction of new errors: Most of the errors detected in tests
are gathered from structurally defective classes. Structurally defective classes
most likely generate errors after any modifications are made on a class.
Adding new features, changing classes according to new customer
requirements or fixing bugs will trigger new errors on other classes that
structurally defective class is highly coupled. Unless the design defects are
corrected by refactoring processes, maintenance costs of these classes will be

higher.



Reduce the reliability of software: The reliability of software is the ability of
software product to function in a certain way when used in the given
environmental conditions [16]. Software reliability is one of the important
key factors that affect the quality of software. When the software size and
complexity becomes higher and the software product is developed with the
lack of object-oriented design principles, the software design defects are
likely to occur. Software design defects increase the intensity of failures in
the software product that reduces the reliability of software. As the outcome
of software product differs from the expected output, software product

deviates from the specified requirements.

1.4 The Advantages of Early Defect Prediction

The early detection of structurally defective classes in development and maintenance

phases of software projects has many benefits for improving software quality and

software maintanance. The most important benefits are listed below:

Saving testing effort and time: Finding defects in software is costly and time
taking activity to detect and fix them. Prediction of software defects in earlier
phases of the project lifecycle helps testers to focus on faulty modules of
software. The defective classes can be prioritized in testing procedures, thus it
saves significant proportion of testing time and leverages software testing
effort.

Reduction in software maintenance costs: As software systems tend to
become more complex, adversely understandibility of software decreases and
this situation dramatically increases the software maintenance costs.
Nowadays, maintenance costs are typically more than 90% of the total cost of
software. Software lifecycle cost can be reduced by preventing introduction
of software design defects from the beginning of the project. Studies show
that the relative cost of fixing defects found in testing are 15 times more
costly than found during the design phase and nearly 3 times more than found
during implementation phase [18]. Figure 1.3 shows a study performed by the

IBM System Science Institute to find the relative costs to fix defects.
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Figure 1.3 : Relative costs to fix software defects [18].

Development

o Benefits refactoring of defective classes: Refactoring is all changes made on
software structure without changing its functionality [9]. Software refactoring
improves the quality of software as the software becomes more
understandable and easier to modify. Getting familiar with defective classes
helps developers to take precautions on these classes before these classes
become difficult to maintain. Early estimation of defective components of
software helps developers to refactor classes in order to correct their design
defects and reduces the maintenance cost in further releases [17]. Regular
refactoring processes made on software reduces the probability of the
introduction of software defects and as a result the reliability of software

product is increased.

1.5 Purpose of Thesis and Hypothesis

Although there have been many studies to predict defective modules software in the
literature, there is no strict rules on defect prediction and none of the techniques
dominates anothers. Defect prediction is still a matter of research with more and

more susceptible to study aspects.

Most of the studies on defect prediction use the well-known public datasets in the
literature [19]. These datasets consider each software fault as software defects in

each release of software. For example, if a software module is erroneous on the
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measured release, it is directly labeled in training set as defective; otherwise it is
labeled as non-defective. These defects on the class may appear in that release by
coincidence or may be triggered due to the fault of another class. On the other hand,
design defects are not incidentally occurred; even if the classes are structurally
defective these defects may remain undetected if the class is not changed. In poorly
designed classes, unless the design quality of these classes is improved they generate
errors after most of the modifications. Therefore, these classes will have high error
frequency (EF), which is defined as the ratio between the number of errors and

modifications.

Quality in use is the quality of software from users’ perspective when it is used under
specified conditions. External quality of software which is measured during the
execution of software influences the quality in use. In the same way, the external
behaviour of software is a reflection of the internal quality of software product. Class
complexity, cohesion and coupling are the internal attributes of software product. In
general terms, coupling is the degree of dependency between software modules, the
cohesion is the consistency of software component functionality and the complexity
indicates the degree of difficulty in understanding the complexity of the internal
structure of the software [20]. Figure 1.4 illustrates the quality in software lifecycle
[16].
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Figure 1.4 : Quality in the software lifecycle [16].
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The commonly aggreed fact in literature is that high-quality software systems have
high internal cohesion, low complexity and loose coupling [21]. Some internal
properties of software can be revealed by using software design metrics have been
widely accepted in literature [22-24]. However, it is difficult to work with metrics to
create detection rules for detecting defects because of their various types,
distributions and different minimum/maximum values. Also, different metrics should
be used together to create a model for quality assessment; but it is difficult to
determine the roles, weights and thresholds of metrics in creating such a model.

Therefore, learning-based methods are used for defect prediction.

In learning-based systems the accuracy of the model strongly depends on the training
set. To create a proper training set firstly several releases of the software projects are

examined with the development teams and obtained the following observations:

e Structurally defective classes tend to generate most of the errors in tests, but

healthy (non-defective) classes are also involved in some bug reports.

e Defective classes may not generate errors if they are not changed; errors arise

after modifications.

e Healthy classes are not changed frequently and if they are modified they

generate errors very rarely.

Considering these observations, one of the basic hypothesis at the beginning of the
thesis is to predict software defects is software classes having structural design
defects. Such classes mostly include one or more of the following attributes; they are
complex, highly coupled to other classes, their internal cohesion is low or they have
an inappropriate position in the inheritance hierarchy. Classes having too many
functionality with too many methods become complex and in these classes tends to
be more defect-prone. Deeper and large inheritance trees are not given preference in
well-designed softwares. Also, well-designed software classes should have low

coupling to others for reusability of modules.

Another hypothesis is that structurally defective classes are not indiscriminately
occured; they may remain undetected if they are not changed and if they are changed
they frequently generate errors. Based on this assumption, error counts (ErrC),
change counts (ChC) and EFs for each classes of software product are taken into

account for classification. ErrCs are the total number of bug fixes which are made on
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a class in the observed x training releases and ChCs are the total number of changes
in a class during the training releases. The ratio between ErrC and ChC of a class
gives the EF of a class. Classes having low EFs can be tolerated and these classes can
be thought as non-defective, whereas high error frequencies are most probably the

indicators of structurally defective classes.

1.6 Contribution of the Thesis

Software design problems in software classes reduce understandability, flexibility
and reusability of the system. Performing maintenance activities on defective
components such as adding new features, adapting to the changes, finding bugs, and
correcting errors, is hard and consumes a lot of time. Early estimate of error-prone
classes helps developers to focus on faulty modules, thus reduces testing time and
maintenance costs. In general, previous studies on defect prediction are generally
conducted with publicly available datasets prepared based on defects on each release
of software product. In this thesis, a learning-based decision tree model for detecting
error-prone classes with structural design defects is proposed. The result of this thesis

is provided following contributions:

e Instead of using publicly available datasets, datasets are constructed by
examining real-world software project releases. Based on main observations,
the EFs and ChCs of classes are considered to construct a proper data set for
the training of the model.

e Classes having frequent errors above determined thresholds are considered as
defective, whereas classes remaining under predetermined threshold values

are labeled as healthy.

e Some classes are very rarely or never modified in the training releases and
most of them have the ChC value zero. Even these classes need refactoring
they remain undetected for a long time in the projects lifecycle as they stayed
unchanged. The learning-based model created in this thesis also detects these
classes with such insidious defects that do not appear until the class needs

modifications.

e It has been shown that the proposed method succeeds in predicting frequently

changing defective classes with relatively high EFs. Moreover, proposed
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method also detects classes which neither generated errors nor were modified
in the observation releases. Even software developers are not aware of the
defectiveness of some of the predicted classes. Determination of such
defective classes is an important contribution to the literature on the

improvement of software quality and software maintenance activities.

e The decision tree model that was created with a dataset obtained from a
project was applied to another project of the same company. We analyzed the
results with the development team of the project and saw that the model was

successful in finding defective classes in projects with similar characteristics.

The rest of the thesis is organized as follows: Next section shows basic and recent
studies in the literature related with defect prediction. In the third section, technical
background information about common defect prediction steps and the learning-
based software defect prediction algorithms are explained. Section 4 provides
information about proposed defect detection approach including basic steps, the
source projects and how the dataset is created. Empirical studies on defect prediction
and obtained results are given in Section 5. Final section summarizes the carried out

study and provides recommendations for future work on defect prediction.
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2. LITERATURE REVIEW

This section describes the basic studies conducted in the literature on defect
prediction. Then, main defect prediction methods based on these studies are briefly
described. Some of these methods are also used in some experiments for verification
and comparison of results. Finally, recent studies are mentioned which are closely
related thesis subject. Recent studies describing the study performed within the scope

of the thesis, based on their advantages and differences have been demonstrated.

2.1 Main Defect Prediction Methods

As there have been many benefits of early prediction of defective software modules,
several methods and algorithms have been developed in literature to identify
software defects automatically. Publicly available datasets, private datasets and
partial datasets created from the analysis of open-source projects are generally used
to determine the candidates of defective software modules [32]. However, in these
datasets each fault or bug is labeled as a possible defect. In contrast, this study
explains how to use a machine learning technique to predict which classes in a
system have structural design defects. Bugs or faults occurred during program
compile or runtime are excluded, whereas software releases are examined to find

frequently generated structural defects.

Some of the methods developed for detecting software defects are classified
according to the technique used in related studies and described in below

subsections.
2.1.1 Rule-based approaches

In this technique, detection strategies are used to detect and localize design flaws
based on metric-based rules [25]. Some metrics may reveal the deviation from the
good object-oriented design principles and metrics can be combined to create
formulations. Potential bad smells based on poor design can be systematically

determined by using detection strategies [10]. The sequence of detection strategy
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begins with analysis of problem and followed by selection of problem-specific
metrics. Detection strategies consist of logical statements and define thresholds for
various metrics. Afterall, the candidates of design flaws are determined and
examined. This technique is the basis of rule-based method and constitute the
infrastructure of many similar method. An example representation of simplified

detection strategy is illustrated in Figure 2.1.
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Figure 2.1 : A simplified representation of a detection strategy [10].
2.1.2 Machine learning-based approaches

In order to predict defective modules of software product, machine learning-based
methods are broadly used in literature. Machine learning algorithms help creating
prediction models based on dataset representation. These models are extracted from
training of historical data and used to estimate unseen test data. In literature, widely
used machine learning techniques to predict software defects are C4.5 for decision
trees, Naive Bayes for bayesian learners, Multilayer Perceptron for neural networks,

Random Forest for ensemble learners and support vector machines [27].

2.1.3 Statistical-based approaches

Some studies in literature have been applied univariate and multivariate binary
logistic regression statistical methods for software defect prediction [28, 29]. When
traditional logistic regression models have been compared with models created by
machine learning algorithms, machine learning models outperform to statistical

logistic regression models [27].

2.1.4 Manual code review-based approaches

Manual inspection methods can be used for identification of software defects. A set
of reading techniques can be used in order to help reviewers for inspections [30]. It is

not an automated method to identify code smells and not easy to utilize for large
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software projects [31]. Manually inspecting source code becomes unfeasible if the

size and complexity of software increases.

2.1.5 Template-based approaches

As the size of the software increases manual inspection becomes a difficult task to
perform. In order to locate design defects in the source code, identification of bad
smells in source code should be automized. Template-based methods, which include
the description of design flaw and characteristics of design problem are utilized

automatically determination of bad smells within the software [33].
2.1.6 Visualization-based approaches

Suspicious modules that have design defects in large and complex software systems
can be determined by using visualization-based detection techniques [34]. Software
visualization helps identification of design flaws on large scale object-oriented
software systems. Different colors can be assigned to indicate design problem on a
class. An example illustration based on coupling metric (CBO) distribution filter on a

class shown in Figure 2.2.
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Figure 2.2 : Class representation and distribution filter [34].
2.2 Defect Prediction Tools

Several tools have been developed to automatically detect design flaws found in the
software. These tools can greatly simplify the quality analysis tasks by automatically

providing some measurements needed to improve quality of software. In this section,
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some of the widely used open source and commercial defect detection tools are
briefly mentioned.

FindBugs [35]: It is free software developed by The University of Maryland used for
static analysis of Java source code to find different severities of bugs. It investigates

common bug patterns and represents all of the potential bugs in software.

Coverity [36]: It is a commercialized tool for finding bugs in Java, C, C++ and C#
source codes without running the software program. It handles comprehensive source
code analysis for identification of critical defects in highly complex source codes by

deeply examining each line of code in software.

PMD [37]: A source code analyzer utilized for finding possible source code flaws,
complex classes and duplicated codes, which may cause potential problems in Java
program. Even if the flaws found by PMD is corrected by refactoring process, there
may be no hazards in functionality but the software will be vulnerable to

identification of new errors.

Metrics [38]: An open source Eclipse plugin used for dependency graphs
visualization as well as object-oriented metric attitude calculations. Widely used
code or design metrics, such as number of methods (NOM), depth of inheritance
(DIT), lack of cohesion in methods (LCOM) can be displayed in a dependency graph
with different colors according to violations on metric values. An example

illustration of dependency graph on Metrics tool is depicted in Figure 2.3.

Figure 2.3 : Dependency graphs on metrics tool [38].
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JDeodorant [39]: JDeodorant is an Eclipse plugin used for identification of four
kinds of bad smells such as “Feature Envy”, “State Checking”, “Long Method” and
“God Class” as well as providing suggestions on how to refactor these flaws. It
detects bad smells with the help of ASTParser API and applies refactoring with
ASTRewrite API of Eclipse [40].

INCODE [41]: It is an Eclipse plugin for automated detection of design problems and
characterizes software system with the visual maps. Detection strategies [25, 26] are
used to find design problem of class or method during the development of inCode. It
also detects “God Class”, “Data Class”, “Feature Envy” and “Code Duplication”
code smells. It isolates software developers by taking advantage of object-oriented
metrics and continuously updates them to correct the design defects in development.
An exemplary work of inCODE during the detection of design problems and process

of marking the defect is illustrated in Figure 2.4.
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Figure 2.4 : An exemplary work of inCODE tool [41].
2.3 Recent Studies on Defect Prediction

Many studies have been carried out so far related with software defect prediction. As
also stated in [32] that is the systematic review on defect prediction area, numerous
studies have been conducted on this subject, whereas very few of them were applied
on the software defects in the industrial software projects. In [42], the authors also
mentioned about the bottlenecks of software defect prediction on industrial projects.
Ref [43], the authors implemented their study on one of the large
telecommunications company in Turkey for determination of defects earlier in
project development lifecycle. They enhanced the performance of Naive Bayes
classifier [49] by adjusting the decision thresholds for better defect detection rates.

They also utilized information content of data in terms of dependencies between
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modules to decrease the introduction of false alarms, i.e. erroneously a defect-free
module has been assumed defective. Similarly, in [44] the authors worked on two
real-world projects to predict faults on files of industrial software. They used a
regression model on both projects and predicted the majority of files with the highest

error-densities that is the number of defects per line of code.

Many studies have benefited from the decision tree learners for bug prediction. Ref
[45], the authors worked on seven Mozilla open source project releases for defect
density prediction by using decision tree learners. They bent over many hypotheses
in order to understand defect density of source code files by using source code
metrics and the ability to predict them in the future. Their experiments showed that
JA8 tree learner [46] succeeded in predicting defect densities. In this thesis, the
success of J48 classifier is also endorsed, but the main focus is the design defects of
the classes and to categorize them ChCs and EFs of each class is calculated. In [47],
the authors set up their experiments on Eclipse JDT project and investigated each
commits, which may introduce defects. They performed commit-level defect
prediction research by training the dataset with J48 model and periodically evaluated
the performance of their prediction in a dynamic environment. In their experiments,
J48 model was always the best performing algorithm for their dynamic approach. In
addition, the authors in [59] inducted features of class-level dataset based on decision
tree classifier for improving the performance of classifier. They applied three
decision tree algorithms on dataset and provided relevant features to different
classifiers for defect prediction. Their results showed that for defect prediction,
classification based on new feature set has significant success when compared with
the one all features is in the dataset. In this thesis, feature selection based on J48

classifier is also utilized during experiments.

In [10], [25] the authors presented detection strategies based on metric values to find
software design problems. They introduced threshold values for better interpretation
of metric values in order to determine problems. They combined design metrics and
proposed relative thresholds for their values to identify design disharmonies. The
authors of [48] also studied on threshold optimization for imbalanced software defect
data. They reduced false alarms for better prediction of defective classes by applying
decision threshold on Naive Bayes classifier [49]. In this study, threshold values for

EFs of classes are also utilized to tag them as “defective” or “healthy”.
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Ref [50], the authors studied on the prediction of change-prone classes. They
investigated the relation between object-oriented metrics and class change-proneness.
Their results showed that structurally defective classes tend to change frequently.
According to this information, in this study the number of changes as well as EFs of

the classes are considered in categorizing and tagging them.

The change-classification of file-level software modules are investigated in [51]
whether changes applied to source code is buggy or clean. They created their own
corpus for text classification by reviewing 12 open source projects and they applied
Support Vector Machine (SVM) [49] classifier on file changes. Their approach
succeeded 78 percent accuracy on average and 60 percent average recall for buggy
content changes. Similarly in [52], the authors also studied the possibility of bug
occurrence related with changes in the source code file. They reduced the number of
machine learning features for improving bug prediction performance. They
performed experiments by using several classification-based feature selection
algorithms on the training set obtained from software history. By applying this
technique, they achieved successful enhancements for the performance of Naive
Bayes and SVM [49] classifiers. In order to obtain more appropriate metric set
related with defect-proneness of software modules, the authors of [53] also applied
F-score feature selection approach based on Linear Twin Support Vector Machine
[54]. In this thesis, instead of providing all metrics for defect prediction, feature
selection is applied and only most relevant metrics are given to the classifier for
better results. Also, instead of using open source projects, industrial codes developed
by Ericsson Turkey software center are examined and the comments or feedbacks of
the development teams are considered during evaluation of results. After all reviews
conducted on several releases of software systems by considering the EFs and ChCs

of the classes, the individual dataset is created.

Ref [55], the authors proposed a general defect prediction framework including both
evaluation of learning schemes and defect prediction based on the best performing
scheme. They concluded that changes in datasets impact on prediction results and
different learning schemes should be used for different datasets. In this study, it is
also experienced that the proper representation of dataset is important for better

prediction results.
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Prior empirical studies [56], [57] were generally based on publicly available datasets,
i.e. NASA Metrics Data Program (MDP) [58], whereas in this research data sets are
constructed analyzing several incremental releases of two long-standing industrial
software systems and evaluating bug reports to match them with the error-prone
classes. Own training and test sets considering reasonable threshold values for EFs
are created. The observations of this study showed that higher EFs are early indicator
of structurally defective classes and if such classes remain unchanged, they generate
errors after modifications. The aim of learning-based method used in this study is

identifying such error-prone classes.
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3. TECHNICAL BACKGROUND

In this section, the general defect prediction approach steps and some of the widely

used algorithms in literature for defect prediction are given.

3.1 Common Defect Prediction Steps

Defect prediction models have been constructed using historical defect data from
software version control repositories. Defect information of a software class is
generally obtained from bug reports or release notes. Based on these informations,
classes are labeled as “defective” or ‘“healthy”. Prediction model is created by
training of a dataset which includes software classes as instances, metrics associated
with defect-proneness of a class as features and “defective/healthy” class tags for
classification. The prediction model can be used for predicting the defect-proneness
of an unseen test set. Afterall, the obtained results are evaluated for understanding
the overall performance of utilized machine learning algorithm during training phase.
The basic steps of learning-based defect prediction process are illustrated in Figure
3.1

Information | i Class i Building a i Results
Collection | i Labeling Extraction i Model i Evaluation

- -

Training Set

Software Classes

—
oO
Healthy (Label ‘0°) —> Results |
|7

Test Release

Software Releases

Defective (Label ‘1°)

Software Classes
Features

Software Archive Repository

Figure 3.1 : Common steps of learning-based defect prediction methods.

23



e Information collection: Software versions or releases are steps in the software
development process. Today, during development of both commercial
software and open source software projects, version control systems are
widely used. Software releases kept in archieve repositories, such as
Concurrent Version Systems (CVS) [60]. The first step of the defect
prediction process is to collect information from software system. In this
phase, releases are investigated to clarify which strategy to follow for defect
detection. Release notes for each software project include all modifications;
i.e. bug fixes, new feature implementations, change requests made on each
class. For each release, related information are gathered and examined to

determine the defective classes.

e Class labeling: In order to determine the defectiveness of the collected
instances; i.e. classes of software system, the process should be followed by
labeling of the instances. Tagging each class as “defective/healthy” or “1/0”,
a labeling strategy or threshold definitions should be considered. Correctly
deciding the labels of each instances will increase the success of the

prediction model.

e Feature extraction and creating the training set: Features or attributes of each
class instance can be extracted from various metric collection tools; such as
iPlasma [61], Chidamber & Kemerer Java Metrics (ckjm) tool [62], Eclipse
Metrics plugin [38], etc. These tools provide design and code metrics
revealing size, coupling, cohesion, complexity, level of inheritance
information about the object-oriented classes. When the defect prediction is
considered as a classification problem, training set can be created by
combining object-oriented software classes (instances), the metric values

(attributes) and “defective/healthy” tags (labels of each instance).

A training set to be used by machine learning algorithm to build a prediction model

can be constructed as shown in Figure 3.2.
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Figure 3.2 : An exemplary training set for defect prediction.

Building a prediction model: Software design and code metrics may reveal
some information about the object-oriented classes; however it is difficult to
work with metrics to create certain rules for detecting defects because of their
various types, distributions and different minimum/maximum values. Also,
different metrics should be used together to create a model for quality
assessment; but it is difficult to determine the roles, weights and thresholds of
metrics in creating such a model. Therefore, a learning-based approach to
form a prediction model is needed. Using the constructed training set,
common machine learning algorithms in literature; such as bayesian learners,
statistical regression algorithms, decision tree learners, support vector
machines [49] can be utilized to create a defect prediction model. The
prediction model is used for predicting the labels of unseen test dataset

instances.

Results evaluation: For the assessment of the learning-based model
performance, a test dataset is needed besides the training dataset. The labels
of class intances within the unseen test dataset are predicted by machine
learning model. The overall success of the prediction outcome is calculated
depending on the status of the results as “True Positive (TP)”, “False
Negative (FN)”, “False Positive (FP)” and “True Negative (TN)” which

constitute confusion matrix as represented in Table 3.1.

Table 3.1 : Confusion matrix.

Actual Predicted
Defective Healthy
Defective TP FN
Healthy FP TN
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“TP rate” or “recall” is the measure of correctly classified defective software classes.
Recall is the number of correctly classified “defective” classes divided by the
number of actual “defective” classes and it can be calculated with the following

equation (3.1).

Recall =TP/(TP+FN) (3.1)

“FP Rate” is the measure of false alarms, i.e. erroneously a “healthy” class has been

assumed as “defective”. The formulation of false alarms is given in (3.2).

FP Rate = FP/(FP +TN) (3.2)

“Precision” shows the predicted positives that are actually positives, i.e. the number
of correctly classified software classes as “defective” divided by the total number of
classes labeled as “defective”. The following equation represents the calculation of

precision in (3.3).
Precision =TP/(TP + FP) (3.3)

“TN Rate” is the predicted negatives that are really negatives; i.e. the number of
correctly classified healthy classes is divided by the actual healthy classes. The
equation of “TN Rate” is formulated in (3.4).

TN Rate = TN/(TN + FP) (3.4)

The classification accuracy which shows the proportion of correctly classified classes

in whole dataset is described in (3.5).
Accuracy = (TP+TN)/(TP+TN + FP + FN) (3.5)

If the number of defective class samples and healthy class samples are imbalanced in
dataset, the classification accuracy would not be enough for evaluation of prediction
model performance. In this case, both precision and recall values should be take into

consideration.
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3.2 Software Defect Prediction Algorithms

A learning-based defect prediction model can be created by using machine-learning
algorithms in the literature. In machine learning approach, it is possible to learn from
history and predict the future behavior of data. During the creation of learning-based
model, typical machine-learning approach is followed in which model is trained by
using a training set including object-oriented software classes with class metrics and
class-level defect labels; then model is applied on an unseen test set whose defect

labels are unknown.

In defect prediction literature various machine learning algorithms are used to
understand the relationship between metrics and defectiveness of software modules;
such as logistic regression, decision tree, artificial neural networks, Bayesian
networks and support vector machines methods, etc. However, none of the
algorithms in the literature outperform another for all datasets to solve defect
prediction problem. In learning-based systems the accuracy of the model strongly
depends on the training set. To create a proper training set several releases of
software projects needs to be examined and characteristics of software defects should
be identified.

In this thesis, a learning-based method is proposed to detect software classes that
include structural design defects. Several experiments are conducted by using Naive
Bayes, logistic regression and decision tree algorithms to create the best performing
learning model that is trained with data collected from on-going real-world projects.
Background information for the used algorithms in this study is provided in the

following subsections.

3.2.1 Naive bayes learning

Naive Bayes classifier is widely used for defect prediction in many studies in
literature as it is known to be simple and robust machine learning approach that has
good predictive classification performance [64], [65]. Naive Bayes theorem is based

on Bayes theorem, in which the posterior probability of p(Ci |x), I.e. the probability
of instance X belonging to C,, is proportional to prior probability of C, and the

likelihood of p(x|Ci) [49]. The Bayesian theorem which represents the posterior

probability in terms of prior probabilities and likelihood given in (3.6).
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p(C Ix)= p(xfi(z(l)o(ci) (3.6)

As the predictor prior probability p(x) is a constant, it can be ignored in calculation.

In binary problems such as defect prediction problem, the sum of each probability is

as shown in (3.7).
p(Cl |X)+ p(Cz |X):1 (3.7)

In defect prediction problem, instances are object-oriented classes and attributes are
referred as object-oriented design metrics. The posterior probabilities of each class is

“defective” or “healthy” classification based on metric values. The instance X is

assigned to C; class which satisfies the rule p(C;|x)>0.5; i.e. if posterior

probability is greater than 0.5, the class instance is assigned to “defective” class (C,),

otherwise it is assigned to “healthy” (C,) class. However, if the number of

“defective” instances and “healthy” instances are imbalanced in dataset, the default
threshold may negatively affect the predictive outcome. In this case, the threshold

needs to be tuned for better results [43].

Naive Bayes classification is the simplified form of Bayesian theorem in which
features are assumed to be independent [66]. Because of the conditional
independence assumption, the class probabilities can be written as in 3.8 where X,

are the values for attributes of sample X .
p(C1x)=]]p(%IC) (3.8)
t=1

3.2.2 Logistic regression

Along with the machine learning models, statistical-based models are also widely
used for defect prediction in literature [67-70]. Logistic regression measures the
relationship between dependent variable (labels) and independent variables (features)
[71]. The main purpose of logistic regression is to find the most simple model to

predict the outcome of the dependent variable. Defect prediction problem refers to
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binary logistic regression in which the number of dependent variable can only take

two categories, i.e. “defective” and “healthy” class labels. The general formulation of

logistic regression model is shown in (3.9), where X; is the independent variable and
7 is the probability that the dependent variable belonging to a class C,; i.e. C,
represents a “defective” whereas C, represents “healthy” class in binary logistic

regression. The [ parameters are the coefficients predicted by maximizing the

likelihood function on the set of independent observations.

1

_[ﬂo +Zk:ﬁixi] (39)
1+e =
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3.2.3 Decision tree learning

There are several studies highlighted the successful results of decision tree
algorithms to predict defective modules of software system. The decision tree
approach is widely used in literature because of the robustness of the algorithms and
understandable, interpretable results of the algorithm [26], [45], [53], [59], [73]. The
decision tree can learn the characteristics of system from the provided metrics of
software classes and generates rules based on the most relevant metric values with
the defect-proneness of each object-oriented class instance. The general structure of
decision tree includes a root node, depending on the decision rules zero or more
internal nodes with one or more leaf nodes. The top most node of the decision tree is
known as the root node. The internal nodes of the decision tree split into branches
based on detection rules of class metrics. Leaf nodes indicate the tag of the object-
oriented class instance, namely “1” represents “defective” classes and “0” represents
“healthy” classes. The constructed decision tree model can be applied on an unseen
test set to identify defective classes. Starting from the root node, attributes of the test
instances are recursively evaluated according to rules defined in the internal nodes.
Based on the results of these evaluations the test instance is assigned to one of the
leaf nodes that shows whether the class belongs to “defective” class or not. The
constructed decision tree model can be applied on an unseen test set to identify

defective classes. Starting from the root node, attributes of the test instances are
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recursively evaluated according to rules defined in the internal nodes. Based on the
results of these evaluations the test instance is assigned to one of the leaf nodes that

shows whether the class belongs to “defective” class or not. The general structure of
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decision tree is shown in Figure 3.3.

Leaf Node

Figure 3.3 : The general structure of decision trees.

At each internal node the best attribute is selected for splitting the set of instances
into subsets by using the “Information Gain” (change in entropy) measure [72]. The

entropy E of the attribute is calculated by using the equation given in (3.10).

n

E(T)=-2_pilog,(p) (3.10)

i=1

T shows the set of samples in training data set and p, is the probability of an

instance belongs to class C,. The highest entropy means the most useful information

about the classification. The information gain reveals the importance of attributes
and it is used for arrangement of attributes in internal nodes. The attribute with the
maximum information gain is chosen as the root node in decision tree and in each
iteration, the attribute with the highest information gain is preferred for
discriminating the instances into branches. The information gain is the difference
between entropy of the parent node and the weighted average entropy of children

nodes as given in (3.11).
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Information Gain = E ..., — AVG ( Eqgren ) (3.11)

In this thesis, using the data in training set the decision tree learning-based model is
constructed and the model provided promising results in predicting the defective

classes in the further releases of the same project or in other projects with similar

characteristics.

31



32



4. PROPOSED DEFECT DETECTION APPROACH

In this section, the main steps of the proposed defect detection approach and the used

algorithms within this thesis are described in detail.

4.1 Basic Steps of the Approach

In this thesis, a learning-based approach is proposed to detect software classes that
have design defects. Learning-based methods use historical data collected from
software systems to predict problems in current and future systems. The performance
of these methods depends greatly on the data sets that are constructed using the
historical data. Therefore it is very important which metrics of classes are collected,
how the bug reports are interpreted and how the classes are tagged. In this section
main concepts of the proposed approach are briefly explained, then the details are

given in the following sections.

The architecture of the approach is illustrated in Figure 4.1 and steps are summarized

in below subsections.

Software R Decision
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Model J: Collaboration with :
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Figure 4.1 : Architecture of the proposed detection model.
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4.1.1 Constructing the data set

At the beginning of this study, notes of several releases of a project are examined to
gather bug fix or CR information for each class in all versions. These releases are
called training releases of the proposed method. The number of training releases x
may depend on the error density in the tests, however the experiences of this study
show that at least five releases should be observed to collect reliable data in creating
the data set.

After the bug fix and CR information of each class in training releases are collected,
EFs (bug fix per change) of classes are calculated. Classes are labeled as “defective”
or “healthy” according their EFs and ChCs. In order to determine the threshold of the
EF correctly, several experiments are made on the real data and the results are
discussed with development teams of each project. At the same time, the metric
values of each class in all versions are extracted. These values constitute the
attributes of the classes in the data set. For this purpose, the software design metrics
are used that reflect properties of classes such as size, coupling, cohesion,

complexity, level of inheritance.

The details about the creation of the data set are given in Section 4.3.

4.1.2 Feature selection and building the decision tree for classification

In order to have a rich data set with more information at the beginning a lot of
metrics are collected. Then, to have a simple, understandable and proper
classification model, the number of the attributes (metrics) of classes in the data set
are reduced by a feature selection algorithm. This algorithm selects metrics that are
strongly related to the error-proneness of the classes. After the elimination of the
unrelated metrics the training set is constructed. The training set contains the metrics
selected by the feature selection algorithm and categories of classes as defective or
healthy. Using the training set a decision tree model is constructed and trained with
the collected data.

4.1.3 Testing results and evaluation

The decision tree model is applied to a later release (test release) of the project that is
not included in the training set and the defective classes are identified. Consecutive y

releases following the test release (observation releases) are examined and the EFs of
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the classes are calculated that the decision model classified as defective and healthy.
With the cooperation of the project team, the success of the proposed method in
detecting classes that have design defects and need refactoring is evaluated. The

model is also applied to a different project than the reference project.

Training (x successive releases), test and observation releases (y successive releases)
of the project are shown in Figure 4.2.

Project Releases

—p time(t)
g S | N 1 N e A | N | A I O
. xReleases l * Observation
’ Test Releases (¥ Releases)
o Release
Training
Set

Figure 4.2 : Training, test and observation releases.
4.2 The Source Projects

In this thesis, the proposed approach is constructed and evaluated using data
collected from ongoing real-world projects that are developed by Ericsson Turkey for
two leading companies in the field of telecommunications. As these are long-
standing software systems for almost four and six years, they reached a certain
quality standard and the ratio of the defective classes is low. However, in today’s
fierce competition environment numerous opportunities arise in telecommunication
industry. New levels of customer needs encourage operators to be innovative, thus
service providers must react faster. In this agile environment, business rules become
more variable and complex so that the software systems must continuously adapt to
the new requirements. As a result software classes are modified and these

modifications trigger errors if the classes are poorly designed.

Ericsson’s Software Customization Center (SCC) aims to deliver high-quality,
reusable solutions for end to end customer satisfaction in most efficient way.
Identification of customer requirements, software design, implementation and testing

are handled by this organization. Software solutions are developed in Java language
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and code files include about thousands of lines. Existing projects of SCC department
are maintained in a CVS repository [60].

Each release of software has its own release notes file which includes the changes,
enhancements, bug fixes made to a specific version. The time between two releases
Is approximately two weeks. The examined first project (Project A) is being
developed for six years and includes 810 software classes. The second project

(Project B) is being developed for four years and includes 790 software classes.

The training set is constructed by examining classes from 46 successive releases of
the Project A. Then the decision model is applied to a new release (test release) of
the same project and structurally defective classes are detected to analyze the success
of proposed learning-based method. After the test release, the errors and changes in
classes are observed for 49 consecutive releases. The same model trained with data
from Project A is also applied to a release of Project B. The performance of the
proposed method is evaluated by observing 49 releases of Project B.

The collaboration with mentor group of both projects is performed during the study.
Each mentor group consisted of two software developers, a solution architect and
service project manager. In creating the dataset and evaluating results, their

contributions are utilized.

4.3 Creating the Dataset

In learning-based systems creating proper data sets for training the model is the most
critical part of the approach. Training the model with incorrect or insufficient data
will clearly degrade the detection performance. As the aim of this thesis is detecting
classes that have design problems and generate errors frequently, a method is
developed to find such classes automatically in the later releases of the projects using
historical data. Our proposed model is trained with the characteristics of these
defective classes. To determine the characteristics of the classes, software design
metrics are used and to categorize them automatically EFs and ChCs of each classes
are calculated. At the end, a dataset is obtained in the matrix form. Each row of the
matrix refers to a software class and contains m different metric values that represent
the attributes of the class. The last element of the row is the predetermined category
(tag) of that class, where 0 stands for healthy and 1 for defective. A class ¢; is
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represented as a vector with m+1 elements as follows: ¢; = (a1 az;i .... am,, ti), where
a; denotes the j™ attribute of the class ¢; and t; its category (healthy or defective). If
the reference project includes n software classes than the data set Dy, m+1) IS @ matrix

with n rows and m+1 columns.

4.3.1 Collecting metric attributes

In order to determine the relation between error-proneness of a class and metric
combinations, 23 static code and object-oriented design metrics defined in different
studies are collected [10], [22], [24]. These metric values for each class is extracted
using iPlasma [61] and the Chidamber and Kemerer (CK) Java metrics (ckjm) tools
[62].

The rationale behind choosing these metrics was to find metric combinations which

are the best predictors of defective classes.

The aforementioned metrics used in this thesis and the reasons for their usage is
concisely defined in the following paragraphs.

4.3.1.1 Complexity and size metrics

WMC (Weighted Methods per Class) and AMW (Average Method Weight) is the
measure of total and average complexity of all methods in a class, respectively [10].
It is expected that EF is higher for complex classes because of the difficulty of the

class maintenance.

LOC (Line of Code) is the total nonempty, non-commentary lines of the class. Some
studies showed the association with module size and defect-proneness [73]. Class

with excessive size is expected to reveal more errors.

NOM (Number of Methods) is the functional size of a class in terms of the number

of methods per class.
NOA metric shows the number of attributes of a class.
NAS (Number of Added Services) is the number of public methods added to a class.

WOC (Weight of a Class) shows the degree of how interface of a class implements

methods that reflects the class behavior.
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4.3.1.2 Cohesion metrics

LCOM (Lack of Cohesion in Methods) shows the relativeness of methods in a class.
Low cohesion implies that the class comprises methods with different
responsibilities, thus needs refactoring. Unless the class is not divided into

subclasses, it is expected to have a high EF value is expected.

4.3.1.3 Coupling metrics

ATFD (Access to Foreign Data) is the number of external classes whose attributes
are accessible from the measured class. High ATFD value shows the coupling of the
class with other classes, i.e. class may be affected from the modification of other
classes.

CBO (Coupling between Object classes) represents the number of coupled classes to
measured class. If a given class becomes more coupled to others, it becomes

unmanageable in terms of maintainability and testability.

Ca (Afferent Coupling) is the number of classes uses the measured class. Highly

coupled classes are affected by changes in another.

RFC (Response for a Class) is the number of invoked methods in response to a
message received by an object of the measured class. High value of RFC metric may
indicate the complexity of given class, therefore indicates the error-proneness.

FDP (Foreign Data Providers) is the number of different foreign attributes accessed

by a method. Low value may indicate the misplacement of a method.

FANOUT (Number of Called Classes) is the number of dispersed operation calls of a
class [10]. CC (Changing Classes) is the number of classes that the methods in the
classes call the given method of the class. CM (Changing Methods) is the number of
different methods of calling the measured method. Amendments to such classes
affect the classes called by measured class, thus this class-specific error spread to

other classes.

4.3.1.4 Interface-related metrics

NPM is the number of public methods in a class. NOPA is the number of public
attributes of the class. A high number of public members declared in a class may

indicate the class may need to be split into subclasses.
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NOAM (Number of Accessor Methods) is the number of getter / setter methods
declared in the interface of class. Higher values indicate the misplacement of the

method.

4.3.1.5 Inheritance-related metrics

NOC (Number of Children) is the number of directly derived classes from the given
class. Classes having too many subclasses should be tested carefully, as the

modifications related to such classes may have ripple effect on others.

DIT (Depth of Inheritance) shows the inheritance level of a given class in the class
hierarchy. A deeper class in the hierarchy inherits more property of methods and

classes, thus predicting the behavior of such complex class become difficult.

HIT (Height of Inheritance Tree) is the height in the hierarchy of a class to its

deepest subclass. Deep class hierarchies may become more error-prone.

BUR (The Base class Usage Ratio) shows the ratio of dependency of a class to its

base class. Low dependency to base class may indicate inheritance problem.

4.3.2 Assessment method for class labeling

In this thesis, the observations and experiences on software systems show that
structurally defective classes tend to generate most of the errors in tests, but healthy
classes are also involved in some bug reports. However, defective classes may not
generate errors if they are not changed; errors arise after modifications. Healthy
classes are not changed frequently and if they are modified they generate errors very
rarely. Therefore, as it is also observed in experiments of this study, training the
classifier only with the current release and testing the model with the next release do
not provide reasonable results. To build a proper learning-based detection method the

following points should be considered for categorizing classes.

1- Classes should be observed in long terms.

2- The status (erroneous/error-free) of a class after modifications is important.
3- The number of changes in a class should be considered.

The calculations based on these considerations are provided in detail in the following

subsections.
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4.3.2.1 Change count and error frequency calculation

In order to be sure about the validity of our proposed approach, 46 releases of Project
A are reviewed and the reasons for changes in classes are determined. As it is been
observed from release notes, classes are modified because of bug fix or CR of the
customer. An exemplary template showing the total bug fixes, change requests made
on a class along with 46 releases and EF values are given in Figure 4.3.

Release Number | Class Name|Is a BUG? | Is a Change Request? | Error Frequency
4 ROA 01 Classz 1 NOC YES 12/18
4 ROA 02 Clazz 1 NO NO 12/18
4 ROA 03 Class 1 NO NO 12/18
4 ROA 04 Clazz 1 NO NO 12/18
4 ROA 05 Clazz 1 NO NO 12718
4 ROA 06 Clazs 1 YES NO 12/18
4 ROA 07 Clazz 1 YES NO 12/18
4 ROA 08 Clazz 1 NO NO 12/18
4 ROA 02 Clasz 1 NC NO 12/18
4 ROA 10 Clazz 1 NO NO 12/18
4 ROA 11 Class 1 NO NO 12/18
4 ROA 12 Clazz 1 NO NO 12/18
4 ROA 13 Clazz 1 NO NO 12718
4 ROA 14 Clazss 1 NO NO 12718
4 ROA 15 Clazz 1 NO NO 12/18
4 ROA 16 Clazz 1 NO NO 1218
4 ROA 17 Classz 1 NC NO 1218
4 ROA 18 Clazz 1 NO NO 12/18
4 R1A 01 Class 1 NO YES 12/18
4 RIA 02 Clazz 1 NO NO 12/18
4 R1A 03 Clazz 1 YES NO 12718
4 RIA 04 Clazs 1 NO NO 12/18
4 R1A 05 Clazz 1 NO YES 12/18
4 R1A 06 Clazz 1 NO YES 12/18
4 R1A 07 Clasz 1 YES NO 1218
4 R1A 08 Clazz 1 YES NO 12/18
4 RIA 0% Class 1 YES NO 12/18
4 RIA 10 Clazz 1 NO NO 12/18
4 R1A 11 Clazz 1 YES NO 12718
4 RIA 12 Clazss 1 NO NO 12718
4 R1A 13 Clazz 1 YES NO 12/18
4 R1A 14 Clazz 1 NO YES 1218
4 R1A 15 Classz 1 NC NO 1218
4 RIA 16 Clazz 1 NO NO 12/18
4 R1A 17 Class 1 NO NO 12/18
4 RIA 18 Clazz 1 NO NO 12/18
4 RIA 19 Clazz 1 NO NO 12718
4 RIA 20 Clazs 1 YES YES 12/18
4 R1A 21 Clazz 1 NO NO 12/18
4 R1A 22 Clazz 1 NO NO 12/18
4 R1A 23 Clasz 1 NC NO 1218
4 RIA 24 Clazz 1 NO NO 12/18
4 R1A 25 Class 1 YES NO 12/18
4 RIA 26 Clazz 1 NO NO 12/18
4 R1A 27 Clazz 1 YES NO 12718
4 RIA 28 Clazs 1 YES NO 12718

Figure 4.3 : An exemplary training set template.

The ErrC of each class is calculated as given in (4.1), that is the total number of bug

fixes which are made on this class in the observed x training releases. The ErrC of
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class c is formulated as in (4.1), where € ; =1 if the class ¢ is modified in release i

because of a bug fix; otherwise €,; =0.

ErC,=) . e, (4.1)

Similarly, the CR count of each class that is the total number changes in the class
made because of CRs of the customer is calculated as in (4.2). The CR count of class

¢ is formulated as in (4.2) where r_; =1 if the class c is modified in release i because

of a CR; otherwise I, ; =0.

CRcount, =Y " r., (4.2)

The sum of the ErrC and CR count gives the total number of changes in a class ¢

during the training releases as shown in (4.3).

ChC, = ErrC_ +CR count, (4.3)

Finally, the EF of the class c is calculated as given in (4.4), which is the most
important value used to label classes as defective or healthy.

ErrC
0 = ¢
EF. % che *100 (4.4)

c

4.3.2.2 Threshold selection

To tag classes in the training set as defective and healthy two thresholds t; and t;
considering both ChC and EF are needed, respectively. If both ChC and EF values of
a class c¢ exceed the threshold values this class is tagged as defective as shown in

(4.5) where tag. represents the label of the class c.
tag, = Defective, if (ChC, >t, and EF, >1,) (4.5)

The real values of t; and t, are assigned after examining the source projects with the
help of the development teams as explained in the section “Empirical study and

results”. Since these values may depend on the characteristics of the project, different
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threshold values can be selected by teams according the test results. These values
should be assigned carefully, because selecting low thresholds increases the false
positive detection rate of the method. On the other hand, assigning too high threshold

values makes the method overlook many of the defective classes.

4.3.2.3 Considering rarely or never modified classes

Some classes are very rarely or never modified in the training releases and most of
them have the ChC value zero. It is not correct to immediately tag these classes as
healthy because defective classes may not generate errors if they are not modified.
To find a method, the metric values of classes with high EFs are examined. The
characteristics of these classes are investigated with development team and it has
been realized that the EFs of them were highly correlated to their complexity
(WMC). Therefore, classes with very low ChCs are also labeled as defective if their
complexity metric (WMC;) is higher than 1.5 times of the average of the classes
previously tagged according (4.5). The remaining classes with low ChC or EF are
labeled as healthy. As a result, the rules in (4.6) is used for labeling the classes in the

training phase.

Defective, if (ChC_ >t, and EF, >t,),
tag, =1 Defective, if ((ChC, <t, or EF, <t,) and WMC, > AVG *1.5), (4.6)

Healthy, otherwise.

Finally, a dataset D, (m+1) iS oObtained as a matrix with n rows and m+1 columns,
where n is the number of classes, m is the number of attributes (metrics) and +1

stands for the tag. An example matrix form of dataset is shown in Figure 4.4.

Class Name | ATFD | BUR | CBO | CM | DIT | FDP | HIT | LOC | NOA | NOM [WMC|AMW| CC FANOU| NAS |NOAM|NOPA| WOC | NOC | RFC [LCOM| Ca | NPM |LABEL
Class 1 19 | 052 | 18 0 4 7 0 294 3 23 62 2,7 0 60 1 0 0 1 0 138 | 194 0 2 0
Class 2 35 1 13 5 1 6 0 551 | 14 38 90 | 2,37 3 62 0 13 8 0,49 0 135 | 603 3 36 1
Class 3 26 [ 071] 19 0 4 7 0 471 0 25 103 | 4,12 0 92 1 0 0 i 0 162 | 179 0 2 0
Class 4 12 i 11 0 1 4 0 474 | 13 39 64 | 164 0 41 0 14 3 0,55 0 132 | 659 0 38 1
Class 5 48 ] 4 8 0 3 0 368 | 23 48 6% | 2,29 1 56 0 41 1 0,09 0 126 | 1181 | 3 47 1
Class 6 112 ] 21 0 0 20 0 845 1 11 50 | 4,55 0 124 0 0 1 0,5 0 171 | 66 0 2 0
Class 7 17 3 8 0 2 5 2 367 2 34 55 | 1,62 0 35 0 0 0 0,5 6 153 | 462 6 2 0
Class 8 29 (023 21 0 4 13 0 357 5 19 55 | 2,89 0 58 0 0 0 1 0 155 | 193 0 2 1
Class 9 68 i 11 0 1 11 0 777 | 24 80 146 | 1,82 0 68 0 35 5 0,47 0 186 | 2438 | 0 72 0
Class 10 12 1 11 1 1 4 0 630 | 19 56 92 | 1,64 1 47 0 23 13 | 042 0 140 | 1314 1 52 0
Class n 21 | 056 | 14 0 4 5 0 288 6 16 53 [ 331 0 68 1 0 0 i 0 123 | 107 0 2 1

Figure 4.4 : An exemplary matrix form of dataset.
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4.4 Constructing the Detection Model

Detection of the defective classes can be considered as a classification problem
within the concept of machine learning [74]. A classification model is created by
applying the labeled training set that contains the attributes (metrics) of classes to a
machine learning algorithms in literature [49]. Later, the classification model can be
utilized in the detection of the defective classes in the unseen test set.

After applying the feature selection algorithm k out of m metrics are kept, which are
strongly related to the error-proneness of the classes. As a result we have training set

Th +1) s @ matrix with n rows and k+1 columns.

One of the most important factors affecting the success of the learning-based method
is the selection of the classification algorithm. For this purpose, J48 decision-tree
learner is used that is an implementation of C4.5 algorithm [46] in Weka (Waikato
Environment for Knowledge Analysis) open source tool [75]. J48 is widely preferred
in literature [26] for ease of interpretation of the output and its robustness.

The dataset obtained in the training phase is applied to J48 algorithm. First, all
metrics and “defective/healthy” class labels are provided to J48 algorithm. The
algorithm iteratively selects k out of m metrics in the set, which are strongly related
to the error-proneness of the classes. As a result, a training set T, (1) IS obtained as a
matrix with n rows and k+1 columns. Using this training set the J48 algorithm

constructs the classifier in the form of a decision tree.

In the classification model, internal nodes of the decision tree split into branches
based on detection rules of class metrics. Leaf nodes indicate the tag of the class,

namely “1” represents “defective” class and “0” represents “healthy” classes.

In this thesis, the decision tree model is applied to a test release of the project that
includes unseen data and the defective classes are identified. In order to evaluate
success of the model, the following releases of the test release is examined and the
EFs of the classes are observed that our model classified as defective or healthy.
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5. EMPIRICAL STUDY AND RESULTS

In this section, the experimental environments of the proposed methods are explained
and the results of the application to industrial software projects are given. In order to
reveal the benefits of proposed defect prediction approach more clearly, experimental
results are analyzed with development teams. Some experiments are repeated with
different parameters or different algorithms to analyze their effects on achievement

and performance.

5.1 The Experimental Environment

The software projects used in the experiments are developed in Java development
environment. The first project (Project A) is being developed for six years and
includes 810 software classes. The second project (Project B) is being developed for
four years and includes 790 software classes. To create a proper data set and evaluate
the obtained results, two different intervals of the releases in the Project A, where
EFs of classes are relatively high are selected. For training data, the interval with
x=46 releases are used and for testing an interval with y=49 releases are observed in
Project A. In Project B, 49 releases are observed for evaluation. To analyze our
method deeply in this study, a lot of releases are used. However, in a real application
of our proposed method, fewer releases (about x=10) would be sufficient for training.

Obiject-oriented design and code metric values are collected by using iPlasma [61]

and ckjm metric tool [62].

iPlasma is used for quality assessment of object-oriented software projects starting
from model extraction up to high-level metrics analysis and even code duplication
detection. It directly receives C++ or Java source code and provides metric values of
object-oriented classes [10]. It is used for analysis of large software applications

including telecom systems.

Ckjm metric tool is used for extracting Chidamber and Kemerer (C&K) Java metrics

and many other metrics. The program processes the bytecode of compiled Java files
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and calculates C&K object-oriented metrics and two non-object-oriented metrics
[76]. Java class files are provided as an input to command line in order to extract

metric values with the full name of each class.

5.2 Determining the Threshold Values and Creating the Training Set

To tag the classes in the training set as given in (4.6), the thresholds values of ChC
and EF need to be determined. 46 training releases of the Project A are examined

with the help of the development team.

5.2.1 Correlation-based training set experiment

At the beginning, the correlations between metric values and the class labels are
calculated by using Pearson’s correlation. Pearson’s correlation results between

metric values and class labels are provided in Table 5.1.

Table 5.1 : Project A Pearson correlation.

Metric Name Correlation with Label

RFC 0,5764
CBO 0,5390
FANOUT 0,5387
WMC 0,5227
LOC 0,5034
FDP 0,4741
ATFD 0,4253
NOM 0,3765
LCOM 0,3349
AMW 0,3284
NPM 0,2278
NOA 0,2159
NAS 0,1971
DIT 0,1602
CM 0,1367
NOPA 0,1054
WOC 0,0991
NOAM 0,0964
NOC 0,0936
CcC 0,0705
Ca 0,0233
HIT -0,0902
BUR -0,1782

The first 15 metrics with the highest correlation values are selected for constructing

the training set attributes, whereas others are eliminated. After this investigation,
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some experiments are conducted with different threshold values for both t; and t,,
such as t;=2, t;=3, t1=4, t,=0.2, t,=0.25 and t,=0.3. After examining the releases of

the project the classes are labeled in the training releases as follows.
e Classes with ChC > t; and EF > t, are labeled as defective.

e As the RFC metric gives the highest correlation value with the defectiveness
of the classes, classes having small ChC (ChC < t;) or low EF (EF < ty) but
high RFC metric value (RFC. > AVG(RFCy)) are also labeled as defective.
AVG(RFCyc) shows the average RFC metric value of classes identified as
defective using the first rule of (4.6).

e The remaining classes with low ChC, EF and RFC metric value are
considered as healthy. For simplicity 200 out of all classes are randomly
selected and put into the data set. In a project with fewer classes can all

healthy classes be included in the data set.

The logical expressions, which are used to categorize classes, are shown in Table 5.2.

Table 5.2 : Rules for categorizing classes in training set.

Expression Quantity Classification Label
ChC>5and EF>0.3 44 Defective
(ChC <5 o0r EF <0.3) and RFC, > .
AVG(RFCq.) 12 Defective
(ChC <50rEF<0.3) 200 Healthy

and RFC, < AVG(RFCy)

5.2.1.1 Results of correlation-based training set experiments

There are 256 classes in the data set with 15 object-oriented and code metrics. The
constructed training set is given as an input to Naive Bayes learner, logistic
regression and J48 decision tree algorithms, respectively. The models are applied on
a test release of the Project A that was not included in the training phase. Naive
Bayes-based model labeled 87 of 807 classes of the project as defective. The method
identified also 27 classes in Project A as defective, which neither generated errors
nor were modified in the observation releases (ErrC=0, ChC=0). The model created
by using logistic regression method labeled 49 of 807 classes of the project as
defective. The method also detected 9 classes in Project A as defective with ErrC=0
and ChC=0.
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J48 model labeled 42 classes of the project as defective. The method identified also 8
classes in Project A as defective with ErrC=0 and ChC=0. These classes are observed
in 49 other releases following the Project A test release. The predictive performance

of models are given in Table 5.3.

Table 5.3 : Predictive success of used algorithms.

# of Defective # of 0/0 EF

Success Rate

Algorithm Classes Classes (%)
(Predicted) (Predicted)

Naive Bayes 87 27 86%

J48 42 8 76%

Logistic Reg. 49 9 71%

The model created with Naive Bayes algorithm was predicted the majority of the
most defective classes, on the other hand the false positive detection rate of the
method was relatively high. The results obtained with logistic regression method is
relatively low when compared to successive performance of other algorithms. Best
results for this experiment were obtained by using J48 decision tree algorithm. Naive
Bayes, logistic regression and J48 method results are presented in terms of ChCs and
EFs of detected classes in Table 5.4, Table 5.5 and Table 5.6 for Project A,

respectively.

Table 5.4 : Experimental results of Naive Bayes algorithm for Project A.

Total # of Total # of Correctly

EMC/ChC=EF  hefoctive Classes  Detected Classes

8/11=0.73 1 1
7/11=0.64 1 1
6/12=0.5 1 1
6/10=0.6 1 1
6/7=0.86 1 1
5/11=0.45 1 1
5/10=05 1 1
5/9=0.56 1 0
5/8=0.63 1 1
5/7=0.71 1 1
4/10=04 1 1
4/6=0.67 2 0
4/5=0.8 1 1
3/7=0.43 2 2
3/6=05 1 1
3/5=0.6 2 2
2/5=04 2 2

48



Table 5.5 : Experimental results of Logistic Regression algorithm for Project A.

Total # of Total # of Correctly

EC/CNC=EF  Defective Classes  Detected Classes

8/11=0.73 1 1
7/11=0.64 1 1
6/12=05 1 1
6/10=0.6 1 1
6/7=0.86 1 1
5/11=0.45 1 1
5/10=0.5 1 1
5/9=0.56 1 0
5/8=0.63 1 1
5/7=0.71 1 1
4/10=04 1 1
4/6=0.67 2 0
4/5=0.8 1 1
3/7=0.43 2 1
3/6=0.5 1 1
3/5=0.6 2 2
2/5=0.4 2 0

Table 5.6 : Experimental results of J48 algorithm for Project A.

Total # of Total # of Correctly

EC/CNC=EF  Defective Classes  Detected Classes

8/11=0.73 1 1
7/11=0.64 1 1
6/12=05 1 1
6/10=0.6 1 1
6/7=0.86 1 1
5/11=0.45 1 1
5/10=0.5 1 1
5/9=0.56 1 0
5/8=0.63 1 1
5/7=0.71 1 1
4/10=04 1 1
4/6=0.67 2 0
4/5=0.8 1 1
3/7=043 2 1
3/6=05 1 1
3/5=0.6 2 2
2/5=0.4 2 1

These tables show the following information about the classes: ErrC, ChC, EF, total
number of the classes having the same ErrC/ChC in the observation releases and the

number of the correctly detected classes.
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Initially, all 15 metric values and “defective/healthy” class information were given to
J48 classifier algorithm. For the given training set, the J48 algorithm iteratively
selected 4 out of 15 metrics which were most significant for classification. Selected
metrics were: RFC, CBO, CM and DIT. After the feature selection a training set was
obtained that includes 256 classes which are represented with 4 attributes and one
tag. Using this training set the J48 algorithm constructed a decision tree model as
shown in Figure 5.1.
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Figure 5.1 : Decision tree for correlation-based training set

Same experiment is also conducted on the Project B by using J48 algorithm. The
method identified 27 defective classes where the total number of the classes was 789.

Table 5.7 shows the experimental results conducted on Project B.

Table 5.7 : Experimental results of J48 algorithm for Project B.

_ Total # of Total # of Correctly
ErrC /ChC =EF Defective Classes Detected Classes
10/10=1
9/11=0.82
8/9=0.89
7/7=1
6/8=0.75
6/7=0.86
5/6=0.83
5/5=1
4/5=0.8
3/6=0.5
3/5=0.6
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Results show that the method succeeds in finding frequently changing defective
classes with relatively high EFs. The decision tree model predicted 76% of the most
defective classes (i.e. 16 out of 21 defective classes) with the highest EFs of Project

A and 75% of (i.e. 9 out of 12 defective classes) Project B correctly.

5.2.2 Complexity-based training set experiment

Based on previous experiments, the J48 decision tree model provided the best results
for predicting the most defective classes. To enhance the overall prediction success
of the proposed model, the classes are sorted according to their ChCs. After sorting
based on ChCs, it is realized that structural defective classes tend to change at least 5
times and their EFs are higher than 0.25. The ErrC and ChCs of 20 classes with
highest ChCs and EFs are given in Table 5.8.

Table 5.8 : Classes with high change counts and error frequencies.

Error Frequencies

Change Count Error Count  Error Frequency
18 12 0.66
17 12 0.7
14 0.64
0.76
0.45
0.4
0.6
0.55
0.44
0.66
0.77
0.5
0.62
0.37
0.25
0.71
0.57
0.5
0.66
0.83
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After this investigation two threshold values are assigned for class labeling, namely
t;=5 and t,=0.25. Some experiments with other threshold values such as t;=4, t,=0.25
and t,=0.2 are also conducted, but the highest detection success results are obtained if

the training set is constructed with t;=5 and t,=0.25. The metric values of classes
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with high EFs are examined and it is been realized that the EFs of these classes were
highly correlated to their complexity (WMC).

After examining the releases of the project, the classes are labeled in the training

releases as follows.

e (lasses with ChC > 5 and EF > 0.25 are labeled as defective. There are 45

classes in this group.

e Classes having small ChC (ChC < 5) or low EF (EF < 0.25) but high
complexity (WMC > AVG*1.5) are also labeled as defective. There are 2
classes in this group.

e The remaining 763 classes with low ChC, EF and complexity are considered
healthy. For simplicity, 200 out of 763 classes are selected randomly and put
into the data set. In a project with fewer classes can all healthy classes be

included in the data set.

The logical expressions which are used to categorize classes are shown in Table 5.9.
AVG (WMCy.) shows the average complexity value of classes identified as defective
using the first rule (ChC > 5 and EF > 0. 25).

Table 5.9 : Rules for categorizing classes in training set.

Expression Quantity Classification Label
ChC>5and EF>0. 25 45 Defective
(ChC <5 or EF < 0.25) and WMC, > 5 Defective
AVG(WMCqy)*1.5
(ChC <5 or EF <0.25) 200 Healthy

and WMC,, < AVG(WMCqgo)*1.5

There are 247 classes in the data set with 23 object-oriented and code metrics.
Initially, all metric values and “defective/healthy” class information are given to J48
classifier algorithm. The algorithm iteratively selected 5 out of 23 metrics which are
most significant for classification. Selected metrics are: CBO, LCOM, WOC, HIT
and NOM. After the feature selection, a training set is obtained that includes 247
classes which are represented with 5 attributes and one class tag. Using this training
set the J48 algorithm constructed a decision tree model as shown in Figure 5.2.
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Figure 5.2 : The decision tree model for complexity-based training set.
5.2.2.1 Results of complexity-based training set experiment

The proposed decision tree model is applied on a test release of the Project A that
was not included in the training phase. The proposed method labeled 53 of 807
classes of the project as defective. Then, these classes are observed in 49 other
releases following the test release. The similar experiment is also conducted on the
Project B. In this case, the proposed method identified 41 defective classes where the
total number of the classes was 789. The experimental results are presented in terms
of ChCs and EFs of detected classes in Table 5.10 and Table 5.11 for Project A and

Project B, respectively.

Table 5.10 : Experimental results of J48 algorithm for Project A.

Total # of Total # of Correctly

EC/CNC=EF  Defective Classes  Detected Classes

8/11=0.73 1 1
7/11=0.64 1 0
6/12=05 1 1
6/10=0.6 1 1
6/7=0.86 1 1
5/11=045 1 1
5/10=0.5 1 1
5/9=0.56 1 0
5/8=0.63 1 1
5/7=071 1 1
4/10=04 1 1
4/6=0.67 2 0
4/5=0.8 1 1
3/7=043 2 2
3/6=05 1 1
3/5=0.6 2 2
2/5=0.4 2 2
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Table 5.11 : Experimental results of J48 algorithm for Project B.

Total # of Total # of Correctly

EC/CNC=EF  Defective Classes  Detected Classes

10/10=1 1 1
9/11=0.82 1 1
8/9=0.89 1 1
7/7=1 1 1
6/8=0.75 1 1
6/7=0.86 1 0
5/6=0.83 1 1
5/5=1 1 1
4/5=0.8 2 2
3/6=0.5 1 0
3/5=0.6 1 1

These tables show the following information about the classes: ErrC, ChC, EF, total
number of the classes having the same ErrC/ChC in the observation releases and the
number of the correctly detected classes.

Results show that the proposed method succeeds in finding frequently changing
defective classes with relatively high EFs. The decision tree model predicted 81% of
the most defective classes (i.e. 17 out of 21 defective classes) with the highest EFs of
Project A and 83% of (i.e. 10 out of 12 defective classes) Project B correctly.

The proposed model identified also 18 classes in Project A and 7 classes in Project B
as defective, which neither generated errors nor were modified in the observation
releases (ErrC=0, ChC=0). These classes are analyzed with the mentor groups of the
projects and it is been confirmed that 13 of the classes in Project A and 4 classes in B
have design defects and need refactoring. For example, some classes have long and
complex methods; whereas others are highly coupled too many other classes and the
business model of these classes are handling complex tasks. Even these classes need
refactoring they remain undetected for a long time in the projects lifecycle as they
stayed unchanged. This is another advantage of the proposed approach that it can
detect classes with such insidious defects that do not appear until the class needs

modifications.

54



5.3 Threads to Validity

The first threat to the validity of the proposed study is that a single project is used to
obtain the attributes of classes in constructing the data set. However, the reference
project used in the study is a large and long-standing commercial software system.
To create a reliable training set, the classes were analyzed and the results were
verified with the help of the development team. In a further study, several different

projects may be used in the learning phase and evaluate their effects on the results.

Another threat could be caused by the selected threshold values of ChC and EF.
These values are obtained by analyzing a large project developed by Ericsson Turkey
and saw that they were also valid for another project of the same company. The
proposed model will be tested also on other industrial and open-source projects.
Besides, if users of the proposed method observe different threshold values for their
projects they can easily create a new data set with their own propoer threshold

values.
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6. CONCLUSIONS AND FUTURE WORK

The aim of this work is to detect poorly designed classes, to enable testers focus on
them and/or the developers refactor them. Poorly designed classes typically become
error-prone when modified. In this thesis, a decision tree model is proposed to
predict error-prone classes that have design defects in the software projects. In order
to label a class as defective or not, ChC and EF values are calculated. ChC being the
total number of changes made to a class, and EF (or error frequency) being the ratio
of the number of changes made to fix a bug over ChC. Classes with high ChC and
EF are deemed error-prone or defective.

The 23 features of a class used to predict the outcome of the model were based on
properties of the given class such as size, coupling, cohesion, complexity, depth of
inheritance. The model was trained with 200 healthy classes and 47 defective classes.
The classifier selected only 5 out of the 23 features, namely, coupling between
objects, lack of cohesion in methods, height in inheritance tree of a class, weight of a

class and number of methods.

The trained decision tree can be used to detect defective classes in future releases of
the same project or in other projects with similar characteristics. Two real-world
telecommunication software projects, namely Project A and Project B are used to
evaluate the performance and practical usability of the proposed approach. The

model is trained with dataset from Project A and tested on both Project A and B.

The results of the proposed approach is promising since the model succeeded in
finding frequently changing defective classes with relatively high EFs. The model
correctly predicted 81% of the most defective classes with the highest EFs of Project
A and 83% of Project B. The model also identified 18 classes in Project A and 7
classes in Project B as defective, which neither generated errors nor were modified.
After further analysis, it is confirmed that 13 of the classes in Project A and 4 classes
in B have design defects and need refactoring.
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The structurally defective classes are detected and the experimental results are shared
with the mentor groups of the projects. The teams also approved the accuracy of the
method and started refactoring activities on the detected classes. The findings are
also shared with the testers to make them test the detected classes deeply and

primarily.

The proposed approach in this thesis ensures the early detection of defect-prone
classes and provides benefits to the developers and testers. Firstly, it helps testers to
focus on faulty modules of software, thus it saves significant proportion of testing
time; secondly developers can refactor classes to correct their design defects and

reduce the maintenance cost in further releases.
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