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ABSTRACT

NEW AUTOMATIC (IDS) IN IOTS WITH ARTIFICIAL
INTELLIGENCE TECHNIQUES

JASIM, Alaa Firas Jasim
M.Sc., Electrical and Computer Engineering, Altinbas University,

Supervisor: Asst. Prof. Dr. Sefer KURNAZ

Date: April / 2023

Pages: 91
Intrusion detection in wireless sensor networks is a crucial task to ensure the security and
reliability of 10T systems. Deep learning techniques have been demonstrated to be effective in
various fields, including intrusion detection. Thus, this study proposes a novel framework for
intrusion detection in wireless sensor networks using deep learning techniques.Three methods
for developing a Network Intrusion Detection System (NID) for the Internet of Things (loT)
will be presented in this study. The first method involves training a deep learning model with
optimization algorithms, such as the Biogeography-Based Optimization (BBO) algorithm, to
enhance the security of 10T systems. The optimization algorithm helps in finding the best
parameters for the deep learning model, leading to improved performance in detecting
intrusions. The second method combines optimization algorithms with a classified as a feature
selection tool to create a new NID. Feature selection is the process of choosing a subset of
relevant features from the original dataset to improve the performance of the classifier. In this
method, optimization algorithms are used to select the most relevant features, and then a
classifier is trained on these features to detect intrusions. Finally, a Convolutional Neural
Network (CNN) and Long Short-Term Memory (LSTM) layers, along with the "Adam"
optimizer, will be utilized to be training and make an evaluation data and handle any null
values present in the dataset. CNNs are commonly used in image processing and have been
demonstrated to be effective in various applications, including intrusion detection. LSTM is a
type of Recurrent Neural Network (RNN) that is particularly well suited for handling
sequential data. The "Adam" optimizer is a widely used optimization algorithm that helps to

minimize the loss function in deep learning models. In conclusion, this study aims to propose

Vi



a novel framework for intrusion detection in wireless sensor networks using deep learning
techniques. The three methods presented in this study will provide a comprehensive solution

for detecting intrusions in 10T systems, ensuring the security and reliability of these systems.

Keywords: 10T, Intrusion Detection System (IDS), Network IDS, Deep Learning, Cyber
Security.
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1. INTRODUCTION

1.1 BACKGROUND

Wireless Sensor Networks (WSNSs) are a type of network that is designed to collect and
transmit data from multiple sources. These networks consist of a large number of small,
low-cost, low-power, and wireless-enabled sensors that are deployed in a specific area.
These sensors are equipped with various types of sensors such as temperature, humidity,
pressure, motion, and light sensors, and are capable of collecting data from the environment
[1]. The primary objective of WSNs is to provide a cost-effective and efficient solution for
collecting data from remote or hard-to-reach locations. These networks are used in a wide
range of applications such as environmental monitoring, smart agriculture, home
automation, industrial automation, and healthcare monitoring. WSNs operate by using a
wireless communication protocol to transmit data from the sensors to a central location or a
base station. This communication protocol is typically a low-power wireless protocol such
as ZigBee, Bluetooth Low Energy (BLE), or Wi-Fi, which is optimized for low-power
consumption and long-range communication [2]. The base station is responsible for
collecting the data from the sensors, processing the data, and transmitting it to a remote
server or a user interface for further analysis. WSNs are designed to meet the specific
requirements of various industrial applications. For example, in an industrial automation
setting, WSNs can be used to monitor the temperature and humidity of a production line or
to detect the presence of hazardous gases. In a smart agriculture setting, WSNSs can be used
to monitor soil moisture levels, weather conditions, and plant growth [3]. In a healthcare
setting, WSNs can be used to monitor a patient's vital signs and detect any anomalies. To
achieve these objectives, WSNs must be designed to be highly reliable, scalable, and energy-
efficient. This is achieved by using a variety of techniques such as data aggregation, data
compression, and duty cycling. Data aggregation involves combining multiple data packets
into a single packet to reduce the amount of data transmitted. Data compression involves
reducing the size of the data packets to reduce the energy required for transmission. Duty
cycling involves turning the sensors on and off at specific intervals to conserve battery life
real-time data analysis. However, security is a key challenge for WSNs [4]. To address this
challenge, Intrusion Detection Systems (IDS) have been developed to monitor the network

for malicious activities or policy violations and alert the administrator or central log in case



of any incidents. Security information and event management systems (SIEM) are used to
distinguish malicious activity from false positive reports [5]. As the internet becomes more
and more prevalent in our daily lives, the need for protecting connected devices from cyber-
attacks has become increasingly important. One solution to this problem is the use of
Artificial Intelligence (Al), which can recognize complex patterns in the inputs to detect
malicious activities. However, applying Al to 10T devices is challenging due to the limited
resources available [6]. IDSs that can detect complex features in the inputs. However, their
extensive computation requirements make them challenging to use in IDSs in 10T devices.
This is where This means that NEAT can find the most efficient neural network for IDSs in
loT devices, even with limited resources.Overall, NEAT provides a solution to the challenge
of using Al in IDSs in 10T devices, making it possible to effectively detect and prevent
cyber-attacks on connected devices [7].

The aim of the study was to address the security challenge in WSNSs. The study proposed
four automatic systems that were developed to detect and prevent security threats in WSNs.
The systems were designed to operate automatically, without requiring constant human
intervention, and were evaluated using a common dataset. The results obtained were then
analyzed to determine the effectiveness of the proposed systems.The study is divided into
several sections. The introduction section provides an overview of the study's purpose and
explains the need for secure WSNSs. The survey of related techniques section discusses the
existing methods used to address the security challenge in WSNs and provides an overview
of their strengths and weaknesses. The description of the prototype section provides a
detailed explanation of the proposed automatic systems, including their design,
implementation, and operation. This section also discusses the key features of each system

and explains how they work to detect and prevent security threats in WSNs [8].

Finally, the conclusion section summarizes the key findings of the study and discusses the
implications of the results. The section provides an overall evaluation of the proposed
automatic systems and their effectiveness in addressing the security challenge in WSNSs.
Additionally, the section highlights the areas where further research is needed to improve

the proposed systems and enhance their effectiveness in securing WSNSs.



1.2 INTRODUCTION TO INTRUSION

An intrusion or attack is a malicious and persistent series of similar actions that aim to
disrupt services, damage computer systems or networks, and steal or manipulate data
without authorization. Essentially, intrusions and attacks refer to the same thing. These
actions can cause a network to become unresponsive or to function improperly, or can result
in the unauthorized transfer or manipulation of sensitive data. In short, an intrusion or attack
is a deliberate attempt to compromise the security of a system or network for malicious

purposes.

1.2.1 Intrusion Detection

Intrusion detection is the process of identifying and responding to unauthorized access, use,
disclosure, disruption, modification, or destruction of a computer system or network. It is a
critical aspect of maintaining the security of a system or network, and involves monitoring
and analyzing the activity of the system and network to detect and prevent security breaches
that could compromise the availability, confidentiality, and integrity of data and systems.
An intrusion detection system (IDS) is the primary tool used to analyze data packets and
issue alert messages or notifications to system administrators. The IDS constantly monitors
and analyzes network and system activity, looking for any signs of suspicious behavior. This
can include things like repeated login attempts, unusual network traffic patterns, or attempts
to access sensitive data or systems. When the IDS detects a potential security breach, it
issues an alert message to the system administrator, who can then investigate the issue and
take appropriate action to mitigate the threat. Depending on the severity of the threat, this
could include blocking network access, shutting down affected systems, or launching a full-

scale incident response plan.

As shown in Figure 1.1, the intrusion detection system is a critical component of any security
infrastructure, and is essential for maintaining the integrity and security of modern computer

systems and networks.
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Figure 1.1: Intrusion System Detection [9].

1.2.2 Classified of Intrusion Approaches
Intrusion refers to the unauthorized or unwanted access to a computer system or network.

There are various methods of intrusion, some of which are discussed below:

a. Password cracking: Password cracking involves the use of various methods to obtain a
user's password, such as guessing, brute force attacks, or dictionary attacks. Attackers

may also use social engineering techniques to trick users into revealing their passwords.

b. Phishing: Phishing involves the use of fraudulent emails, text messages, or websites to
trick users into providing sensitive information, such as login credentials or credit card

details.

c. Malware: Malware is a type of software designed to harm or gain unauthorized access
to a computer system. It includes viruses, trojans, worms, and other malicious programs.
Attackers may use various methods to deliver malware, such as email attachments,

infected websites, or software vulnerabilities. Quite basis.

1.3 METHODS OF THE SECURITY

Network security employs two fundamental approaches, namely proactive and reactive, as
illustrated in Figure 1.2. Reactive tools generate a response, such as alerts or alarms, when
they detect attacks. Intrusion Detection Systems (IDS) and firewalls are examples of reactive

tools. Conversely, proactive tools aim to safeguard the system against potential attacks.
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Figure 1.2:Classification of Security Methods [10].
1.3.1 Overview of IDS
The functioning of intrusion detection systems varies between wireless LANs and

[ Network Security Technigues & ]

conventional LANSs due to the disparity in their control over the network infrastructure. In
comparison to wireless networks, wired networks provide intrusion detection systems with

greater autonomy.
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hY e
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% r Internal Detection

Figure 1.3: Architecture of IDS [11].

1.3.2 IDS Types

Intrusion Detection Systems (IDS) are classified into different types based on various

criteria, as explained below:



a. Signature-based IDS: Signature-based IDS works by comparing network traffic or
system behavior with a pre-defined signature database of known attacks. It raises an alert
when it detects a match with the signature.

b. Anomaly-based IDS: Anomaly-based IDS uses machine learning or statistical
techniques to establish a baseline of normal network or system behavior. It raises an
alert when it detects any deviation from the established baseline.

c. Hybrid IDS: Hybrid IDS combines both signature-based and anomaly-based detection
approaches to enhance detection accuracy and reduce false alarms.

1.4 THESIS OBJECTIVES

Rimary objective of this research is to introduce a new approach that utilizes the

Biogeography-Based Optimization (BBO) algorithm to enhance the security of Internet of

Things (loT) systems. With the increased adoption of 10T devices in various domains like

healthcare and smart city monitoring, the need to address the security concerns that arise

with their usage has become critical. This research proposes a framework that leverages the

BBO algorithm to safeguard user privacy and data. The BBO algorithm is a heuristic

optimization method inspired by the evolution of species in different geographical regions.

It operates on the principle of natural selection, where only the fittest individuals survive

and pass on their traits to the next generation. In the context of loT security, the BBO

algorithm can identify and eliminate security vulnerabilities within the system. The
proposed framework takes a multi-layer approach that employs the BBO algorithm to
optimize the parameters of various security protocols and techniques such as encryption,
firewalls, and intrusion detection systems. The framework is designed to continually
monitor the system for potential threats and adjust security in real-time. This research
thoroughly analyzes the potential applications of the BBO algorithm in 10T security and the

advantages it provides over conventional security methods.

This proposed framework is evaluated using simulations and experiments, and the results
obtained are carefully evaluated. The study concludes by discussing the future potential of
utilizing the BBO algorithm for 10T security and its possible avenues for future research and
development. The use of the BBO algorithm provides a unique and innovative approach to
addressing the security challenges faced by 10T systems. Therefore, the proposed framework
offers a promising solution to ensure the security of I0T systems, and protect the privacy

and data of their users.



1.5 THESIS CONTRIBUTION

This research presents several key contributions and novel approaches towards enhancing
the security of Internet of Things (10T) devices. These contributions serve to address the
growing security concerns associated with the widespread use of 10T devices in various

industries, including healthcare and smart city monitoring.

a. One of the main advantages of this method is its ability to combine the BBO with the
auto-encoding framework. This allows for the optimization of its structure, which helps
in improving the detection's accuracy.

b. Another key contribution of this study is the use of proposed method for feature
selection. This method combines the strengths of BBO and ensemble learning to
effectively select relevant features, leading to improved performance in detecting
security breaches.

c. Inaddition, this research presents a novel approach of using hybrid method with Adam
optimizer to train and evaluate data. This method effectively reads, drops any null data
from the dataset, and trains the model to accurately detect security breaches. Moreover,
the use of a sparse auto encoder regularize within the model further enhances its ability
to detect security breaches.

d. Overall, these contributions aim to provide a comprehensive and effective framework
for improving the security of 10T devices, enhancing privacy protection and securing

user data.

1.6 PROPOSED WORK

To address the research questions, the following methods will be used:

a. Literature review: A review of the existing literature on machine learning for network
intrusion detection will be conducted to identify the most effective algorithms and
approaches.

b. Data collection and preparation: In order to train and evaluate machine learning
algorithms, a dataset of typical and unusual network traffic will be gathered.

c. Algorithm selection and evaluation: On the dataset, many machine learning algorithms
will be chosen and trained. The algorithms will be evaluated based on their performance

in accurately identifying intrusions in the test data.



d. Limitations and challenges: There may be limitations and challenges with using Al
techniques for network intrusion detection, which will be identified and described.

1.7 EXPECTED RESULTS

The proposed research is focused on the use of Artificial Inelegance (Al) techniques and
methods for detecting network intrusions. With the increasing reliance on technology and
the use of networks in various industries and organizations, the need for effective and
efficient intrusion detection systems has become more pressing. The goal of this research is
to investigate the most effective ML algorithms and strategies for training and validating

these algorithms for real-time intrusion detection.

The research will be conducted through a combination of literature review and
experimentation. The review will highlight the most commonly used Al methods and
algorithms, as well as their limitations and strengths. The investigations will look into the
implementation of such techniques and algorithms in network intrusion detection. The
results will be analyzed and compared to determine which algorithms and techniques are

most effective.

The findings of the review will also likely provide valuable insight regarding the best ML
techniques and methods to detect network breaches. The results will also highlight any
limitations and challenges of using machine learning for this purpose. This information will
be useful for organizations seeking to improve their network security and protect against
potential threats. Additionally, the research will contribute to the field of intrusion detection

by identifying new and promising areas for future research and development.

The proposed research will be of particular interest to network security professionals,
researchers and practitioners in the field of intrusion detection, and organizations seeking to
improve their network security. The results of this research will be disseminated through
publications in peer-reviewed journals and conferences, as well as through presentations and

workshops.

In conclusion, the proposed research aims to investigate the most effective Al algorithms
and strategies for real-time intrusion detection, with the goal of providing valuable insights

that can be used to improve network security and protect against potential threats. The



research will be conducted through a combination of literature review and experimentation,

and the results will be disseminated through publications, presentations, and workshops.

1.8 THESIS OUTLINE
The remaining chapters of this research are organized as follows:

a.

Chapter 2: This chapter will discuss the intrusion detection system, machine learning
methods, and the most recent related works. This chapter will provide an overview of
the current state of the art in the field and will set the context for the proposed research.
Chapter 3: This chapter will provide a detailed description of the methodology used in
the research. It will cover the different phases of building the system, including the
dataset, pre-processing phase, models, cooperative study between the models and the
final training phase. This chapter will also include a description of the steps that will be
included in the dataset, pre-processing phase, models, cooperative study between the
models, and the last phase which is the training phase.

Chapter 4: This chapter will contain the final training results of the models. It will apply
assessment measures and contrast the outcomes. This chapter will be the main results of
our research and will provide a detailed analysis of the performance of the different
models.

Chapter 5: This chapter will provide a conclusion that summarizes all the work done in
the thesis, including the models chosen, the stages, and the results. It will also include a
discussion of the implications of the findings and suggestions for future research. The

figure 1.4 shows the steps of the outline of the remaining chapters of the thesis.

Finally, the remaining chapters of the research are organized to provide a detailed

description of the methodology used, the results of the research, and a conclusion that

summarizes the main findings and implications of the research.
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1.9 SUMMARY OF THE CHAPTER

Network intrusion detection is a critical issue for organizations seeking to protect against
unauthorized access and potential threats. The increasing reliance on technology and the use
of networks in various industries and organizations has made it more essential to have
effective and efficient intrusion detection systems. One promising solution is the use of
machine learning (ML) algorithms which can substantially enhance the precision and

efficiency of intrusion detection.
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The proposed research aims to advance more effective methods for detecting and preventing
network intrusions through the use of ML techniques and methods. The research will be
conducted through a combination of literature review and experimentation. The literature
review will provide an overview of the current state of the art in the field, including the most
commonly used ML techniques and methods, as well as their strengths and limitations. The
experimentation will involve the implementation of different ML algorithms and techniques,
and the evaluation of their performance in detecting network intrusions. The results will be

analyzed and compared to determine which algorithms and techniques are most effective.

The findings of the review will also likely provide valuable insight regarding the best ML
techniques and methods to detect network breaches. The results will also highlight any
limitations and challenges of using machine learning for this purpose. This information will
be useful for organizations seeking to improve their network security and protect against
potential threats. Additionally, the research will contribute to the field of intrusion detection

by identifying new and promising areas for future research and development.

Finally, the proposed research aims to advance more effective methods for detecting and
preventing network intrusions through the use of ML techniques and methods. The research
will provide valuable insights for organizations seeking to improve their network security

and protect against potential threats.
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2. LITERATURE REVIEW

2.1 INTRODUCTION

In this chapter, we will discuss the IDS and its types. We will also introduce various
adaptable methods, deep learning for IDS. Finally, we will review the literature on attack
detection based on these algorithms and previous research in this field. IDS may make use
of a variety of ML methods, including CNN LTSM, and Gradient Boosting. In previous
research, these algorithms have been applied to various types of data to detect a wide range
of attacks (e.g. network scans, denial of service attacks, malware infections).

2.2 INSTRUCTION DETECTION SYSTEM

A software program known as an IDS designed to protect computer networks from
unauthorized access or attacks [12]. It does this by continuously monitoring the network for
any suspicious activity and using various machine learning algorithms to detect and prevent
intrusions [13]. IDS can be used to protect networks from both external and internal threats,
including potentially malicious insiders [14]. IDS's primary responsibility is to create a
predictive model, also known as a classifier that can accurately distinguish between normal
and malicious connections [15]. This allows the IDS to alert the appropriate authorities and
take appropriate action to protect the network and its assets [16]. It is important to note that
an IDS differs from an Intrusion Prevention System (IPS), which also monitors network
traffic for potential threats but focuses on actively preventing them once detected, rather
than primarily detecting and recording them [17]. IDS is a tool used in cybersecurity, often
alongside a firewall and antivirus software, to protect against potential threats to a network
or system [18]. Additionally, the authors note that a firewall is limited in its ability to analyse
online traffic, whereas an IDS is capable of monitoring, controlling, and maintaining the
flow of all network traffic, including detecting and alerting network administrators to any
irregular behaviour or threats that may occur within the network [19]. Figure 2 illustrates

the flow of network communication and the presence of an IDS within the mesh.
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Figure 2.1: IDS and Network Traffic Across the Networks [20].

Different types of IDSs exist, among the host-based, network-based, anomaly-based,
anomaly-based IDSs (HIDS), anomaly-based IDSs (AIDS), hybrid-based IDSs, and
distributed-based IDSs (DIDS) [21, 22].

2.2.1 Signature-Based Intrusion Detection Systems (SIDS)

IDS, known also as knowledge-based detection, analyses networks using recognized

patterns or signatures to spot possible threats. [23, 24]. These systems store the behaviour

and signature of each type of attack in a database, and produce an alert when an incoming

attack matches one of the stored signatures. Signature-based 1DSs (SIDS) are effective at

detecting known attacks, but are not as accurate when it comes to detecting variations or

new types of attacks. In order to minimize false alerts and effectively identify and classify

misbehaviour, new attack signatures must be added to SIDS on a regular basis. Intrusion

detection systems using anomaly-based analysis (AIDS) are an alternative approach that

profiles the normal behaviour of a network and generates an alert when there is a deviation

from this expected behaviour. This allows AIDS to potentially detect new or unknown

variations of attacks. However, the accuracy of AIDS can be affected by the quality of the
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normal behaviour profile and the ability to accurately distinguish between normal deviations
and malicious activity [25].

2.2.2 Anomaly-Based Intrusion Detection System (AIDS)

To get around the drawbacks of signature-based 1DSs, profile-based or dynamic behaviour
anomaly detection, often known as AIDS, are frequently employed. Anomaly-Based
Intrusion Detection System (AIDS) are effective at detecting new attacks, making them a
popular choice compared to SIDS. AIDS work by continuously monitoring a system to
collect data on normal and abnormal behaviour, and generating an alert when there is a
deviation from the expected behaviour. Identification of zero-day assaults is one of AIDS's
primary goals. or new anomalous actions that are not yet included in pattern databases. AIDS
are used to recognize exposures and prevent attacks at different stages by recognizing
unidentified attacks and taking defensive action [22]. AIDS are designed to learn and
recognize abnormal behaviour within a network. For instance, if an account is compromised
or unlawful activity takes place, an alert will be generated. However, these systems may
also generate false positives if they detect unusual but harmless behaviour. This can lead to

a high false-positive rate [23].

2.2.3 Customized Intrusion Detection Methods

Customized intrusion detection methods are similar to anomaly-based IDSs (AIDS) in that
they specify standard network activities using rules and specifications. These guidelines are
then used to monitor the network, and when a divergence from the expected behavior occurs,
an alarm is created. Customized IDSs have a lower false positive rate because they are
resistant to new attack variations. However, these systems have limitations due to the
complexity and time consuming nature of development, as well as the cost associated with

implementing them [24].

2.3 HYBRID INTRUSION DETECTION TECHNIQUES

Anomaly, misuse, and specification detection approaches have been combined to create
hybrid intrusion detection methods, often referred to as compound detection, in order to
increase the identification of both current and emerging attack behavior. These techniques
try to get around the restrictions. of individual techniques and enhance the overall
performance of the IDS. One example of a hybrid IDS is the SVELTE technique [25], which

was developed for use in 6 LOWPAN networks in the Internet of Things (1oT) and combines
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signature-based and anomaly-based techniques. The goal of this hybrid approach is to
ameliorate the stability, cost-effectiveness, and simplicity of the IDS, while also reducing

the complexity of storage and processing.

2.4 HOST-BASED IDS (HIDS)

Software applications known as HIDS are placed on a single host computer and are used to
continually study, analyse, and monitor data actions occurring on the host and its connected
networks. HIDS are used to identify unusual assaults on a single host by gathering
information from database logs, server, or from firewall. However, HIDS have a restricted

capacity in identify threats that do not directly harm the host. [26].

2.5 NETWORK-BASED IDS (NIDS)

NIDS [27] is used to guard networks from outside intrusions. It does this by gathering and
analysing packets captured through NetFlow and other means, and issuing an alert or alarm
if it detects a malicious attack. NIDS can be implemented using software installed on servers
or through hardware sensors attached to servers. It monitors and analyses network
communications across multiple hosts and external firewalls, making it an effective and
secure way to detect malicious attacks. Due to its inability to handle high bandwidth and
high speed traffic, a NIDS may struggle to process and analyse large volumes of network
data. Additionally, NIDS is not equipped to detect attacks in encrypted network packets,
which can be a significant limitation in today's network environments where encryption is

commonly used to protect data [28].

2.6 DISTRIBUTED IDS (DIDS)

A Distributed Intrusion Detection System (DIDS) [29] is a network of multiple Intrusion
Detection Systems (IDS) that work together to analyse communication, monitor and manage
malicious attack information, and handle incidents. It manages intrusion detection and
prevention by combining data from several sensors, including NIDS and HIDS, and using

acentral analyzer.

15



NIDS DIDS

Specification Bases
IDS

Hybrid IDS
\ /

Intrusion Detection System

Network Attacks

A Heartbleed

Brute Ioue Brute Force

bgll l TP \\cb Attack

Figure 2.2: Kinds of Network Intrusion Detection Systems and Attacks [29].

2.7 MACHINE LEARNING (ML)

Computer science includes the topic of ML that calls for the creation of techniques and
algorithms that allow computers, without the need for literal programming, to learn from the
provided data without being explicitly programmed [30]. ML is concerned with the design
of systems that can autonomously acquire, integrate, and apply knowledge to improve their
performance and efficiency in completing tasks [31]. Numerous applications make use of
machine learning methods, including image and speech recognition [32], natural language

processing [33], recommendation systems [34], and intrusion detection [35].

Machine learning comes in a variety of forms, including supervised learning, unsupervised

learning, semi-supervised learning, and reinforcement learning. [36].

a. Insupervised learning, the algorithm is trained on a labelled dataset, this includes input
data and associated output labels. that the main goal is to create a prototype template
which can correctly forecast the labels of the output for brand-new, untested input data.
[37].
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b. In unsupervised learning, the algorithm must find patterns and correlations in the data
on its own because it is not provided any labelled data. [38].

c. A model is developed utilizing both a sizable amount of unlabelled data and a small
amount of data that has been tagged, with the goal of teaching the algorithm to predict
the labels for the unlabelled data using the labelled data.

d. The aim of semi-supervised learning is to improve the performance of the model by
leveraging the additional information provided by the unlabelled data, while still
benefiting from the guidance of the labelled data.

e. Reinforcement learning is the process of teaching a model to make decisions in a given
environment by seeing what happens when it takes certain actions. [39].
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Figure 2.3: Types of Machine Learning Algorithms [39].

ML has become increasingly important recently especially by the explosion of the data being
generated and the need for efficient and effective ways to process and analyse this data [40].
It is a techniqgue commonly used in IDS to detect attacks. It involves the design and
development of algorithms and methods that enable computer systems to autonomously
acquire and integrate knowledge in order to improve their performance and efficiency. In
recent years, ML-based IDS have been shown to have high accuracy and effectiveness in

monitoring novel attacks.
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2.8 MACHINE LEARNING ALGORITHMS

Different ML methods, such as KNN, DT, RF, Linear SVM, Radial Basis Function (RBF)
SVM, XGBoost (eXtreme Gradient Boosting), and Gradient Boosting, will be covered in
this section. These methods have been utilized in a wide range of disciplines and are useful
for a number of tasks including classification, regression, and clustering. We'll give a quick
overview of each algorithm before going into its salient features and uses.

2.8.1 K-Nearest Neighbours (KNN)

KNN: basic well-liked ML technique for classification and regression problems [40]. The
idea that a prediction may be produced by choosing the K data points from the training set
that are most similar to a brand-new, unknown data point is the basis of this method. As
shows below in the figure shows the algorithm of K-Nearest Neighbours

Training instance . Class 1
i K=3 A Class 2

New example
to classify

Figure 2.4: Shows the Algorithm of KNN [40].

The technique initially determines the distance between each point of the new data and the
training data setin order to produce a prediction using KNN (Cao, et al., 2021). The distance
may be calculated using a variety of metrics, such as the Manhattan distance and the
Euclidean distance (Zhang, et al., 2020). The "nearest neighbors™ are then determined to be
the K data points in the training set that are closest to the new data point [41]. The class with
the most "votes" among the K closest neighbors is selected as the predicted class in
classification tasks by a majority vote [42]. The prediction for regression tasks is created by

averaging the K nearest neighbors' values [43].
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KNN has several advantages, including that it is simple to implement and interpret, and it
can work with categorical and continuous data [44]. The selection of K can significantly
affect the precision of the predictions, but it can be computationally costly to compute the
distances between all the data points in the training set for each new data point. [45].

2.8.2 Decision Tree (DT)

DT is a specific kind of ML method that is applied to both regression and classification.
[46]. It is a model that is built using a tree-like structure [48], with a series of decision nodes
representing different choices or decisions that the algorithm must make [49]. The branches
extending from each node in the tree reflect potential values or outcomes for each node's
associated characteristic or attribute of the data. The algorithm uses the input data collected
from the root node and moves up the tree to predict the variable's path. Decision trees are
frequently used for tasks like forecasting the probability of a specific event based on specific

circumstances or finding the most crucial variables influencing a specific outcome.

2.8.3 Random Forest (RF)

learning algorithms are combined using ensemble techniques to provide predictions that are
more accurate than those produced by any one algorithm alone. Each learning algorithm, or
"decision tree," in a random forest is built using the training data (bootstrappedsamples),
and the optimal split would be selected out of a random subset of the available features at
each node in the tree. The forecasts from each tree in the forest are averaged to provide the
final projection [10]. It follows that each tree in the forest is distinctive from the others in
some way. As a result, random forests are a useful tool for predictive modelling because
they can capture complex non-linear correlations in the data and guard against overfitting
[50].

2.8.4 Linear Support Vector Machine (SVM)

A ML method known as SVM may be applied to classification or regression problems [42].
In a space of high-dimensional level, it looks for a hyperplane which maximum divides data
points into various classes. The data must be able to be divided into distinct classes by a

straight line or hyperplane in order for linear SVMs to be effective. Additionally, they need
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comparatively less training time as compared to non-linear SVMs. [43]. In the coming figure

shows how the dataset is linear separable.
b+W-X=0 (2.2)

The weight vector W € R”n and the scalar bias b are used to represent the given problem.

In the case of two dimensions, this can be simplified.
Wi1X1 + Wy Xo + b=0 (23)
Can be known the bounders as follows:

+1, wix{ +wyx, +b =1
yi={ iy - (24)
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Figure 2.5: Shows the Linear of Separable of the Dataset [43].
One key advantage of linear SVMs is that they can handle large amounts of data efficiently,
making them a good choice for large-scale classification tasks [44]. They are also relatively
simple to implement, as they do not require tuning of complex hyper parameters [45].
However, linear SVMs are not suitable for all types of data. They may perform poorly for
data that cannot be linearly divided, or when the data has many features with different scales.
In these cases, a non-linear SVM or another machine learning algorithm may be a better

choice.
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2.8.5 Radial Basis Function SVM

They are based on the concept of creating a higher-dimensional environment, in which the
data points could be easier to separate, utilizing a non-linear modification of the input data.
Using a kernel function, the input data are translated into this higher-dimensional space,
which is a function that assesses the similarity between two data points, by RBF SVMs. The
radial basis function (RBF) kernel, a kind of non-linear kernel, is utilized in RBF SVMs and

is known as the Euclidean points [49].

RBF SVMs have several advantages over linear SVMs. They can handle non-linearly
separable data and data with features of different scales more effectively [50]. They are also
more flexible, as the kernel function can be adjusted to fit the characteristics of the data.
However, they could cost more to train computationally, especially when the data is large

or has many features.

2.8.6 XGB Classifier

XGBoost is a popular and efficient open-source implementation of the gradient boosting
algorithm, which has been used to win many machine learning competitions [52]. It is a
learning technique that requires supervision which may be applied to regression problems
or classification. The gradient descent approach is used to improve the model after creating
an ensemble of weak decision trees. Due to its computational effectiveness and ability to
handle huge datasets, XGBoost is a good choice for complicated model training.
Additionally, the model features a variety of hyper-parameters that may be adjusted to

enhance its functionality.
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2.8.7 Gradient Boosting (GB)

The GB ensemble learning method is a popular choice for performing regression and
classification tasks. It combines multiple weak learners to form a strong learner that can
make accurate predictions. Unlike other ensemble methods, such as random forest, which
use bootstrapping and random feature selection to build the weak learners, the loss function
is minimized and total prediction accuracy is increased through gradient boosting, which
employs gradient descent. In a gradient boosting model, each weak learner is trained to fix
the errors committed by the prior learner. Combining all of the poor learners' predictions
yields the final conclusion. Through this iterative training process, the model may learn from
the mistakes of earlier trainees and gradually increase the accuracy of its predictions.

2.9 INTERNET OF THINGS (IOTS)

There are many different views on the definition of the concept of 10T in terminology. The
reason for this difference actually comes from the two words that make up the concept.
Various commercial companies and research institutions can use the internet or the internet
depending on their infrastructure, interests or they created a definition by focusing on the
object part [71].

The Internet of Things is a hybrid architecture, i.e. It contains the architectures of the various
subsystems. In most cases, the Internet of Things Systems consist of two control structures:
event control. It's time. Event-driven architectural sensors they transmit data when they see
activity in the external environment. For example, an alarm is triggered nearby when a door
is opened. Open at night. In temporary architecture Components transmit data continuously
over a period. (For example, the air conditioning sensors detect a room every second.
Temperature). The latter usually runs over and over after a break, they can be defined or set
individually for each device. In a centralized control system for sending requests After a
while the sensors. One such system solution is being offered by Intel Corporation (see Fig.
1) [72].
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Figure 2.7: Structure of 10T.

2.9.1 Overview of 10T and Intrusion Detection Systems

An overview of the different protocols utilized in the Internet of Things (IoT) is presented

in Figure 2.8. They are divided into four main groups: MAC, Network, Transport, and

Physical. An attack example is known as a Sybil, which involves overpowering a remote

tyke to gain access to your resources. The effect of this method is usually changed on the

MAC Layer. On the other hand, when the attack is carried out on the Network layer, the

change in the transmission link is performed as a fake route. Although some of the

techniques used in these attacks have different goals, they are still carried out in the same

manner. For instance, the flooding technique overwhelms a target.
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2.9.2 IDS Anomaly Type

By utilizing this technique, it is possible to develop a model that can anticipate network
behavior. An intrusion detection system (IDS) that is based on detecting anomalies can
scrutinize the data patterns of a network and pinpoint irregular and typical actions. Unlike
signature-based I1DS, anomaly-based IDS do not depend on predefined rules, which can be
beneficial for the security manager. An anomaly-based IDS is also useful in identifying and
blocking harmful traffic. It can additionally prevent the forgery of traffic sent to a botnet,
which is a gateway for the remaining networks. This method assumes that a device is

communicating with its attacker. When a packet goes through an infected node, it should be
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larger than the non-contaminated ones because the source has to update its bot in order to
perform a forgery [73].

The goal of this method is to analyze the data patterns of a network and identify anomalous
activities. In order to achieve this, three conditions must be met: first, the protocolar
communications between the nodes must be restricted to TCP, second, the number of
services should be limited, and third, the connection between the 6LoWPAN devices and
the gateway should be assumed to be normal [74].

Figure 2.9 shows the network's architectural components. Since the TCP is not following
the CoAP protocol, it is not able to perform this function. Also, it is not clear what the

application layer protocol of the TCP.
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Figure 2.9: The network's Architectural Components [75].

The wireless IDS system, known as WIDS, uses agents that are constantly looking for and
analyzing events. The design of the system can be observed in Figure 2.10. The benefits of
the system consist of enhanced performance and reduced errors. The utilization of
computational analysis can facilitate the detection of novel security threats and boost the
effectiveness of the system. It can also help prevent unauthorized access. Some of its

advantages include being able to detect new attacks and intrusions [76].
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2.10 THREATS AND VULNERABILITIES IN SENSOR SYSTEMS
Sensor security challenges refer to the integrity, confidentiality, and availability of data

collected and processed by sensors. These challenges can arise from various sources,

including unauthorized access to sensor networks, attacks on sensor data during

transmission, and manipulation of sensor readings [77]. Also the figure 2.11, shows the

security challenges.

Some of the common sensor security challenges include:

a.

Lack of encryption: Sensors may transmit data in an unencrypted format, making it
vulnerable to eavesdropping and tampering.

Inadequate authentication: Sensors may not have sufficient mechanisms to authenticate
the identity of data sources, making it easier for attackers to inject false data into the
system.

Interference and jamming: Attackers can interfere with or jam the communication
signals between sensors, disrupting the normal flow of data.

Insufficient physical security: Sensors may be vulnerable to physical attacks, such as
theft or tampering, which can compromise the integrity of data collected by the sensors.
Malicious software: Malicious software, such as viruses or malware, can infect sensors
and disrupt their normal operation, compromising the security of the data they collect

and transmit.
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Technical solutions involve the use of encryption and authentication mechanisms, which
can be used to ensure that only authorized users have access to sensitive information.
Encryption converts the data into an unreadable format, while authentication verifies the
identity of the user accessing the data. Procedural controls, on the other hand, involve
establishing policies and procedures to ensure that security measures are implemented
consistently and effectively. This includes the use of access controls to limit access to
sensitive information to only authorized users, as well as implementing security audits to
monitor and track access to sensitive data. A combination of both technical and procedural
controls is necessary to ensure that the security technology is effective in detecting and
preventing unauthorized access while minimizing false alarms.

Addressing these challenges requires a combination of technical solutions, such as
encryption and authentication, and procedural controls, such as access controls and security
audits.
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Figure 2.11: The Flow of Security Challenges [77].
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2.11 CYBER SECURITY

Cybersecurity refers to the practice of safeguarding digital devices, networks, systems, and
sensitive data from unauthorized access, theft, damage, or any other malicious activities
[78]. It involves the use of various technologies, processes, and policies to secure digital

assets and prevent cyber-attacks [79].

Cybersecurity has become increasingly important in today's digital age, where businesses,
governments, and individuals store and transmit sensitive information online [80]. Cyber-
attacks can take various forms, such as phishing attacks, ransomware attacks, distributed
denial of service (DDoS) attacks, malware, and viruses. These attacks can result in financial
losses, reputational damage, and legal consequences for individuals and organizations. To
address these risks, cybersecurity measures typically involve a multi-layered approach. This
may include implementing firewalls, intrusion detection systems, antivirus software,
encryption technologies, access control policies, and employee training programs [81-84].
Cybersecurity also involves staying up-to-date with the latest threats and vulnerabilities and
regularly updating security measures to mitigate potential risks. Overall, cybersecurity is an
essential aspect of ensuring the safety and integrity of digital systems and protecting
sensitive information from unauthorized access or misuse [85]. As shown in the figure 2.12,

the flow of how the cyber security working.
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Figure 2.12: Indicts the DDOS Attacks [86].
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2.12 RELATED WORK

In recent years, the number of 10T devices has increased dramatically, making 10T networks
vulnerable to cyberattacks. As a result, developing effective IDS for 10T networks is
essential to ensure their security. In the area of Al approaches, for instance ML approaches
and in addition and DL approach, have emerged as promising tools for developing IDS in
0T networks.

This paper [89], presents a comprehensive survey of IDS techniques in 10T networks using
Al techniques. The paper covers various aspects of IDS, including the types of attacks and
the types of Al techniques used in IDS. The authors also provide a comparison of different
Al-based IDS techniques and discuss their advantages and limitations. This paper [90]
proposes an anomaly detection system for 10T networks using ML techniques. The proposed
system uses unsupervised learning algorithms to detect anomalies in 10T network traffic.
The authors evaluated the system using real-world datasets and demonstrated its

effectiveness in detecting anomalies in 10T network traffic.

The authors [91], proposes a ML-based IDS for 10T networks that uses a combination of
supervised and unsupervised learning algorithms. The authors used a publicly available
dataset to evaluate the performance of the proposed IDS and demonstrated that it

outperforms traditional rule-based IDS in terms of detection rate and false alarm rate.

M. R. Islam and M. A. Razzaque. [92], in the paper proposes a DL-based IDS for loT
networks that uses a convolutional neural network (CNN) to classify network traffic as
normal or anomalous. The authors evaluated the proposed IDS using real-world datasets and
demonstrated that it outperforms traditional rule-based IDS in terms of accuracy and false

alarm rate.

In this study [93], suggested an intelligent IDS for 10T networks that combines ML and
fuzzy logic techniques. The proposed system uses a ML algorithm to classify network traffic
as normal or anomalous and a fuzzy logic algorithm to determine the severity of the detected
anomaly. The authors evaluated the proposed IDS using real-world datasets and
demonstrated its effectiveness in detecting and classifying network anomalies, an anomaly-

based IDS for 10T networks that uses an unsupervised ML algorithm to detect anomalies in
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network traffic. The authors evaluated the proposed IDS using real-world datasets and

demonstrated its effectiveness in detecting various types of network anomalies.

Overall, the related works on new automatic IDS in 10T with Al techniques demonstrate that
Al-based IDS can effectively detect and classify network anomalies in 10T networks. These
works highlight the importance of using Al techniques to develop IDS in 10T networks to

ensure their security.
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3. METHODOLOGY

3.1 INTRODUCTION

The proposed network intrusion detection system presented in this study aims to address the
challenges of identifying network intrusions. By utilizing four different methods, the system
offers a comprehensive approach that can be tailored to specific data types and requirements.
The first method, the native CNN with LSTM cells, is designed to predict future network
traffic by training on current data. This method is effective in identifying patterns and
anomalies in network traffic and can be utilized in real-time monitoring of network activity.
The second method, the CNN-AE, combines CNN and Autoencoder to perform feature
extraction and dimensionality reduction on the network traffic data. This method is
especially useful when dealing with large amounts of data and can improve the efficiency
of the network intrusion detection process. The third method, the RNN with LSTM cells, is
designed to handle sequential data and is ideal for detecting network intrusions where the
order of network packets is important. The RNN-LSTM model can capture patterns in the
network traffic data over time and retain long-term memory, improving the accuracy of
network intrusion detection. The fourth method, the CNN-RNN, combines both CNN and
RNN for feature extraction and classification. The CNN extracts features from the network
traffic data, while the RNN captures patterns in the data over time. The results from both
networks are then combined to make the final classification decision, improving the overall

accuracy of the network intrusion detection system.

Elaborate further, the proposed system aims to address the limitations of existing network
intrusion detection methods by combining multiple approaches into one comprehensive
system. The four methods that the proposed system utilizes - native CNN with LSTM, CNN-
AE, RNN-LSTM, and CNN-RNN - offer different ways to detect and classify network
intrusions, providing a more robust solution for different types of data and requirements.
The CNN-AE and CNN-RNN methods will be evaluated and compared to the native CNN
method to determine their effectiveness in detecting network intrusions. This evaluation will
involve training and testing the models on a large dataset of network traffic data and
comparing their accuracy. The results of the evaluation will provide insight into the
performance of the different methods and help determine the most suitable method for the

specific data and requirements of the network intrusion detection system.
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Ultimately, the choice of method will depend on various factors, such as the amount and
type of data available for training, the complexity of the network infrastructure, and the
specific requirements of the network intrusion detection system. The proposed system offers
a flexible and adaptable solution that can be customized to meet the specific needs of a

particular network, making it a valuable tool for network security professionals.

3.2 INITIAL STEPS OF RESEARCH PROCESS
Here is a flowchart that illustrates the steps involved in an anomaly-based intrusion detection

system (IDS) using machine learning algorithms:

a. Collect and Preprocess Data: The first step is to collect network traffic data from various
sources, such as log files, packet captures, or network devices. The collected data is then
preprocessed to clean, normalize, and filter the data to remove irrelevant or noisy
information.

b. The next step involves extracting the features from the pre-processed data. This process
can be done through various techniques such as feature engineering, feature scaling, and
dimensionality reduction.

c. Split Data: After the features have been extracted, the next step is to divide the data into
two sets.

d. Model Training: The system will then train an anomaly detection model using different
machine learning techniques such as supervised or unsupervised learning. The model
will learn the normal patterns of network activity by analyzing the features of the data.

e. Deployment and Monitoring: Once the model is trained, it is then deployed in the
network and used to monitor live traffic in real-time. The model will analyze the network
traffic and detect any patterns or behaviors that deviate from normal or expected
behavior.

f. Anomaly Detection and Alert Generation: The system will generate a warning
notification whenever an anomaly is sensed and could be sent to a security analyst for
further investigation.

g. Deployment: Once the model is trained and evaluated, it is then deployed in the network
to monitor live traffic in real-time. One can use different libraries such as scikit-learn,

Tensorflow, or Keras to implement the model
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h. Adaptation: The system will continuously learn from new data, and update its model to
improve its performance over time. This will help to detect unknown or emerging
intrusions, which are not represented in the initial training dataset.

i. Evaluation: Regular evaluation is important for the system's performance, based on
metrics. By conducting such a comparison, it is possible to evaluate the proposed system
in relation to other existing methods and gain a deeper understanding of its advantages

and limitations.
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Figure 3.1: Proposal Work Flowchart.
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3.3 THESIS APPROACH
The proposed Network Intrusion Detection approach involves the following steps as

showing the Figure:

o o T

e. Predicting the Network intrusion class using the testing subset.

Gathering the Network Intrusion Detection dataset.

Implementing the four machine learning models.
Training the models using the training subset.

Pre-processing the input data using various methods to ensure accuracy.

Preprocessing

Proposed Methods

LSTM

LSTM

LSTM

Softmax layer

Predication

Normal

Anomaly

Training

Figure 3.2: Proposed Network Instruction Classification Approach.

3.3.1 Dataset

The dataset for network intrusion detection offered comprises a number of intrusions that

were simulated in a network environment for use by the military. It contains raw TCP/IP

data for a network that was simulated to seem like a normal LAN used by the US Air Force

and was attacked several times. Each connection in the dataset consists of TCP packets

consisting a series flowing between two endpoints in the form of source and destination IP

address and is either classified as regular or an attack with a particular attack type. There are

a total of 41 variables for each connection, including both quantitative and qualitative

information like duration, protocol type, service, and flag. The class variable is divided into

two categories: typical and abnormal.
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Table 3.1: Dataset Features Description.

Feature Name

Description

Duration

This is the length of time that a connection was active, measured in seconds.

Protocol type

This refers to the type of protocol used for the connection, such as TCP, UDP,
or ICMP.

Service This refers to the type of service being provided by the connection, such as
HTTP, FTP, or SSH.

Flag This is a binary feature that indicates whether a connection was "normal” or
"abnormal."

Src bytes Bytes transmitted from the originating IP address are represented by this
number.

Dst bytes Bytes delivered to the target IP address total this amount.

Land This is a binary feature that indicates whether the source and destination IP

addresses are the same.

Wrong fragment

This is a binary feature that indicates whether there was a problem with the

fragment offset in the connection.

Urgent This is a binary feature that indicates whether the urgent pointer field was used
in the connection.
Hot This is a binary feature that indicates whether the connection is considered

"hot," meaning that it may be part of an attack.
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Figure 3.3: Dataset Class Labels Distribution.

35




3.3.2 Pre-Processing

The pre-processing stage plays a crucial role in preparing real-world data for machine

learning (ML) and deep learning (DL) methods. Raw data is often plagued with

inconsistencies, errors, and incompleteness, making it challenging for machines to handle.

Pre-processing helps to transform the data into a format that is appropriate for these

algorithms and can also decrease the processing power and training time required to achieve

reliable and precise outcomes.

In this particular case, the data is tabular and stored in a Data Frame. The pre-processing

steps include checking for null or missing values and duplicates, extracting the labels of the

data samples to identify the class categories of Network Instruction types (normal, anomaly),

applying label encoding and data normalization techniques to standardize the dataset, and

using the RF approach to extract accurate features (as shown in Figure 3.4).
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Figure 3.4: Pre-Processing Steps.

3.4 HANDLE NULL/MISSING VALUES AND DUPLICATE DATA

There are no empty or missing values in our dataset and does not have any redundant data,

as shown in Figure 3.5. However, additional preprocessing is still required, such as feature

extraction, label encoding, and data normalization.
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3.5 LABEL ENCODING

Figure 3.5: Shows the Null and Missing Value.

Categorical data, or data that can be divided into categories, cannot be processed directly by

machine learning algorithms. These algorithms require all input and output variables to be

numeric, so it is necessary to transform categorical data into a numerical format. One way

to do this is through label encoding, which assigns a unique numerical value to each

category. In this case, the dataset has two labels that need to be encoded in order to be fed

into the model. The label encoding method will be used to convert these labels from their

original categorical form (normal and anomaly) into numeric values (0 and 1, respectively).
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Figure 3.6: Features Encoding.
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3.5.1 Data Standardization

Data standardization is a process that transforms the values of a dataset into a standard
format, typically with a mean of 0 and a variance of 1. Due to the fact that many machine
learning algorithms demand uniform input data, this is frequently done to enhance their
performance. The Python scikit-learn library provides a StandardScaler() function that can
be used to standardize the values in a dataset. This function scales the features of the dataset

so that they are all on the same unit scale (mean = 0 and variance = 1).

3.5.2 Feature Extraction

It relies on modeling the remaining characteristics after repeatedly deleting the undesirable
ones. It uses the model provided (in this case, a RF Classifier) to assign weights to each
feature, and then selects the features with the highest weights.

In the code in Figure, the RFE object is first initialized with the for exampe Random Forest
Classifier ‘rfc’ and the number of features to select ‘n_features to select=10’. Then, the

RFE object is fit to the training data and labels.

After fitting the RFE object, the list of selected features can be obtained by mapping the
boolean values of the ‘get support()’ method to the feature names in ‘train.columns’. The
resulting list is stored in the variable ‘feature map’, and the selected features are extracted
and stored in the list ‘selected features’. Then we will use the ‘selected_features’ list to train
the proposed models using only the selected features. The list of selected features can be

seen in Figure 3.8.

nort RandomForestClassifier

= RandonForestClassifier()
- RFE(

Figure 3.8: Feature Selection.
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Figure 3.9: The List of Selected Features.

3.5.3 Libraries

In this research, we utilized several useful libraries in Python, including Numpy, Matplotlib,
Seaborn, Keras, and Pandas. Numpy enables numerical calculations, Matplotlib is a library
for statistical graphics plotting, Keras allows for deep learning and machine learning, and
Pandas is a tool for data analysis and manipulation. These libraries provide valuable

resources for handling data and implementing machine learning algorithms in Python.

Figure 3.10: The Used Libraries

3.5.4 Training

The training and testing datasets were separated using the scikit-learn library's
train_test_split tool. This function requires the input of features and labels for the dataset
(X _train and Y _train respectively) and a train size parameter to indicate the proportion of

the data that is designated for training. The test set is calculated automatically based on the
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train size. In this scenario, 70% of the data is utilized for training and the remaining 30% is
used for testing. Also, the random state parameter is used to specify the random seed to use
for the data splitting, which ensures that the same split is obtained each time the code runs.
For building this model, we selected Adam as the optimizer. This adaptive learning rate
approach modifies the learning rate for each weight in the neural network based on
predictions of the first and second moments of the gradient. We also set the model loss to
Categorical Crossentropy, as the dataset has 3 pre-defined classes and this type of loss is
suitable for multi-class classification. Additionally, we set the model metrics to ‘accuracy’
to evaluate the performance of the DNN and calculate the accuracy score using the train and
test sets.

In order to train the model, the training set is fed into the model in the fit stage. After
receiving the training data, the model weights are iteratively adjusted by the model to have
a loss function with minimum values. Once the model is trained, it can be used to make
predictions on new, unseen data. The predict step involves passing the new data through the
model and using the trained model to generate predictions.

.compile(
="adam’',

='categorical_crossentropy’,

=[ "accuracy']

Figure 3.11: Compile parameters.
3.6 BUILD THE MODELS
The framework for network intrusion detection includes four main methods. The first one
uses a Convolutional Neural network to estimate and make the predication of the network
packet. It is commonly utilizing as a starting point for researchers to develop their own

method.

This process can involve performing various pre-processing tasks such as normalization,
data transformation, and dropping null values. After the CNN model has been constructed,

the training and testing phases are conducted.
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Figure 3.12: The Hierarchy of the Proposed System.

3.6.1 Conventional Neural Network (CNN)
A CNN is a type of deep learning technique that aims to identify various objects and

elements in an image. It is based on the connections between the neurons in the brain.

CNN's classification process involves several steps, such as Convolution, Full Connection,
and Max-Pooling. Convolution is used in the extraction of features and the sizing of the
image. The other steps help in further processing the data. The outcome of the Convolution

step is represented as follows:
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Xi = f (wi ® Xi—1 + bi) (3.1)

G0 = [ rwec-o (3.2)
oo dt
Xi denotes the outcome of kernel i, and f(x) refers to the activation function.
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Figure 3.14: The Layers of CNN
The Convolutional kernel systematically examines the input data to extract important

features. The Convolutional layer employs the ReLLU activation function for its simplicity

Xi  (X;>0) (3.3)

ReLU(X;) _{ 0 (X;<0) ~7
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in differentiation and its ability to accelerate the training of the model, while preventing
gradient vanishing. The ReLU function can be written as follows:

He role of the pooling layer in Convolutional Neural Networks (CNNSs) is crucial, as it serves
to establish invariance while reducing the network's complexity by eliminating unnecessary
information through down sampling. Pooling can be performed using two primary methods:
average pooling and max pooling. The former involves calculating the average value in the
pooling region, while the latter selects the maximum value as the pooling result. In this
study, we prefer max pooling over average pooling since it retains more critical information.
The max pooling function can be mathematically expressed as follows:

Qj = Max(Pﬁ,P},Pf, Pf’ ... P, (3.4)
Obtain the output of the pooling region, denoted as Qj, the element t, Ptj, within the region
J undergoes the max pooling operation (Max).
In the Convolutional Neural Network (CNN), the fully connected (FC) layers serve as the
"classifiers”. Their primary role is to weigh the features extracted from the convolutional
and pooling layers, and remap them to the sample-marker space. To prevent overfitting, a
dropout operation is implemented in the FC layer to randomly eliminate neurons.
The data enters the network through layerl, with input layers 43. It then undergoes filtering
using layers of convolutional and also the data compression
During and through training phase, the model will classify and validate data using the

aforementioned layers in each of the 100 epochs.
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Table 3.2: CNN Model Structure.

Layer No. Layer Type Parameters

1 ConvolutionlD Filter—64
Kermnel=3
ActivationFunction—=Relu
input shape=43_1
Convolution1TD Filter=64
Kernel=3

ActivationFunction—=FR.elu

MaxPooling 1T PoolSize=—2

ConvolutionlD Filter—064
Kernel=3

ActivationFunction—=Rela
ConvolutionlD Filter—64
Kernel=3

ActivationFunction—=Relu
Convolution1D> Filter—64
Kernel=3

ActivationFunction=Relua

MaxPooling 1T PoolSize—2

S0
[ oeew | R0

Dense TUnits=1

ActivationFunctions=Sigmoid

The following code shows the implementation of the CNN Auto Encoder function.

def sparse_regulanzer(activation matrix):
p=0.01
beta=3
p_hat=K mean(activation_matrix)
KL _dwergence = p*(K log(p/p_hat)) + (1-p) *(K log(1-p/1-p_hat))
sum = K sum (KL _divergence)

return beta * sum

Figure 3.15: The Algorithm of the Proposed.

The crucial component of the model is the beta parameter, which is calculated by processing
the activation matrix with a specific function. To enhance the model's performance, the BBO
algorithm is used to optimize the optimization algorithm instead of the commonly used
"adam" optimization method. The BBO is a biogeography-based optimization technique that
leverages the idea of species migration to develop an algorithm for solving optimization

problems.
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The following pseudo code provides a step-by-step explanation of the BBO algorithm's
operations, including the input of the activation matrix, the beta parameter calculation, and
the optimization of the optimization algorithm using the BBO method. This code serves as
a guide to understanding the workings of the BBO algorithm and its ability to solve

optimization problems.

-Initialize a population of N candidare solutions {xk} of an n-dimensional function
-While not exceeding the maximum number of iterations
For each xx, set emigration probability ux proportional to fitness of xx, with u: € [0,1]
For each xx, set immigration probability Ax = 1- pux
{2} < {xi}
For each individual zx (k= 1,..., N)
For each independent variable index s € [1,n]
Use A: to probabilistically decide whether to immigrate to zx
If immigrating then
Use {u:} to probabilistically select the emigrating individual x;
zx(s) < x(s)
End if
Next independent variable index: s « s+1
Probabilistically mutate zx with the percentage of m
Next individual: k « k+1

{xi} < {zi}

-Next iteration

Figure 3.16: BBO Optimization Algorithm.

3.6.1.1 Convolutional layer

The multiplication and summation of overlapping parts of input in every shift with the aid
of a filter constitutes convolutional operation that forms the convolution layers’ basis. In its
simplest form, the convolution of 3x4 input with 2x2 kernel is depicted in Figure 3.17. Each
overlapped cell is multiplied, and the regions that contain the multiplications' results are
then combined. Equation 3.5 demonstrates how to determine the output size of a convolution
operation on an image. W stands for the input image's single dimension, F for the filter's
size, P for the size of the padding, and S for stride that denotes cells the filter is moved for
every one of the convolution steps. Assuming to have a 7x7 filter with a padding of 0 and
stride 1 as is typical for the CNN models and a 224 x 224 size image. As a result, the size

regarding the output image after convolution is computed to be 218 x 218.

Size of the Output=(W-F+2P)/S+1
(3.5)
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Figure 3.17: Comprehensive Explanation of the Convolutional Process.
In CNNs, a 3D image is frequently an acceptable input for the network design. Convolution
is used to apply a series of filters over the height, width, and depth regarding such input
images in the convolutional layers. Furthermore, each filtering step produces an output
known as a feature map. Convolutional layers allow us to learn feature maps from input
images that correlate to visual-based features. Each CNN model's first layers learn more
fundamental features including basic shapes, edges, and corners. Convolutional layers also

enable us to learn additional task-specific features throughout CNN model training in each

subsequent layer and iteration.
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Figure 3.18: A Sample of the Operation of the Max Pooling.

3.6.1.2 Pooling layer

In order to lower the spatial size (heights weight) regarding the convolutional layer outputs,

reduce problem of the parameters, and prevent the issue of the over-fitting—a critical issue

in the deep CNN training—pooling layers are typically utilized. This layer, which depicts

an image in a lower dimensionality, is also known as a sub-sampling layer. The output is

downsampled using the max pooling, one of the pooling techniques. In a straightforward

explanation, max pooling chooses a pixel that has the highest value and moves it to the

following layer, as illustrated in Figure 3.18. As a result, we apply the max pooling filter

over an input using a 2 x 2 size filter. Average pooling is the additional pooling method.

The average pooling determines average value regarding filtered area, in contrast to max

pooling. Assuming, for instance, that the average pooling operation was done to the input

image shown in Figure 2.3, the filtered image values have been, in accordance with the

following equations (2.3, 2.4, 2.5, 2.6), respectively; 3 —5—2 — 2.

Sigmoid

o(x) =

14+e—2
tanh
tanh(x)

RelLU
max (0, x)

7
v

Leaky RelLU
max(0.1x, x)

Maxout

max(wix + by, wdz + bs)

ELU

x xz =0
a(e* —1) =<0

Figure 3.19: Representations of the Commonly Utilized Activation Functions.
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p(L,1)=(1+1+5+6)/4 (3.6)

p(1,2)=(2+4+7+8)/4 (3.7)
p(2,1)=B+2+1+2)/4 (3.8)
p(2,2)=(1+0+3+4)/4 (3.9)

3.6.2 Long Short-Term Memory Algorithm (LSTM)

Recurrent Neural Networks (RNNs) are a common model used to train time-series data, but
they can be difficult to train due to issues with gradients vanishing or exploding. To address
these problems, Long Short-Term Memory (LSTM) units, which have memory functions,
are used to replace the hidden units in RNNs.

LSTMs can retain information over long periods of time because they have slow weight
changes, and they can also activate short-term memory for brief periods. Figure 3.17 shows
the LSTM structure used in the current study, where the core information is conveyed along
the horizontal axis. The LSTM structure uses three gate structures, namely the forget gate,
input gate, and output gate, to discard old information and acquire new information. This
enables the LSTM to possess both long-term and short-term memory capabilities, making it

an effective model for training time-series data.
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Figure 3.20: Long Short-Term Memory Algorithm.

In the LSTM structure, the forget gate is responsible for determining the amount of
information that needs to be forgotten. The inputs to the forget gate are the previous hidden
state, ht-1, and the current input, xt. The output of the forget gate is a value between 0 and

1, which represents the current cell state, Ct-1.
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A value of 1 indicates that all the information in the current cell state should be retained,
while a value of 0 indicates that all the information should be completely forgotten. The
forget gate is represented by an expression that calculates the value of the output based on
the inputs.

fr= o(We[he1,x] + by, (3.10)

The input gate in a Long Short-Term Memory (LSTM) cell is responsible for deciding how
much new information to add to the current cell state based on the current input, xt, and the
previous cell state, ht-1. The gate is composed of two main steps: the first step involves
using a sigmoid function to determine which parts of the current input should be updated,
while the second step uses a tanh function to calculate the new candidate values that will be
added to the current cell state. The input gate has its own weight and bias parameters, which
are represented by Wf and bf, respectively. By controlling the amount of new information
that enters the cell state, the input gate helps regulate the flow of information through the
LSTM cell.

it = o(Wi-[hy _1,x¢] + bi), (3.11)

~

Ct = tanh(Wc-[hs_1,x¢] + bc). (3.12)

ot = C-'-(WO[htil,Xf] —+ bo),

(3.13)

ht = ot < tanh(C;:).
Ct = fi x Cq1 + 1 X Cy, (3.14)
i, = o(Wy.[he—y, %] +b;) (3.15)
C; = tanh(W,.[hy_y, x;] + b.) (3.16)
Co=fi*Cy+ip*C; (3.17)
o = o(W,. [he_q, x¢] + by) (3.18)
h; = o, * tanh(C,) (3.19)
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In the context of LSTM (Long Short-Term Memory) neural networks, a gate refers to a
mathematical function that controls the flow of information within the network. Specifically,
an LSTM gate is a nonlinear transformation that takes the input from previous time steps
and combines it with the current input to produce an output for the current time step. LSTM
networks use three different gates to control the flow of information: the input gate, the
forget gate, and the output gate. The input gate determines which new information to add to
the cell state by using a sigmoid activation function. The forget gate decides which
information from the previous cell state to keep or discard using a sigmoid activation
function. Finally, the output gate decides which information to output from the cell state by
using a hyperbolic tangent activation function. By using these gates, LSTM networks can
selectively retain and discard information from previous time steps, allowing them to
capture long-term dependencies in sequential data such as natural language processing,
speech recognition, and time series analysis. The applicant LSTM model, as depicted in
Figure 3.21, follows a particular outline. Initially, the model employs CNN layers to

eliminate the prominent features from the training dataset.

input: [(None, 93, 1)]
output: [(None, 93, 1)]

Istm_ 1__input: Inputl.ayer

input: (MNone, 93, 1)
output: (None, 93, 50)

:

input: (None, 93, 50)
output: (WNone, 93, 1)

Istm 1: LS TMW

dense_1: Dense

Figure 3.21:Indicts of Layers of LSTM.

3.6.3 Ensemble Based Bbo Method

To explore the potential of the BBO (Bee Algorithm) algorithm in various methods final
method has been proposed that applies. This method involves using a decision tree classifier
in combination with KNN (K-Nearest Neighbors) and logistic regression to perform
machine learning on the data. Prior to processing, the data must be cleaned by removing any

null values, normalized, and transformed. The BBO algorithm is then utilized for this study.
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Ensemble learning with the voting technique consists of creating multiple models, each of
which makes its own prediction. The final prediction is determined by selecting the
prediction with the highest accuracy. This approach seeks to increase the prediction's

accuracy by combining the strengths of multiple models.

(a)

Figure 3.22: Ensemble Voting Based BBO.

The following flowchart explains how it works:

Training set
—
@
.. - i
Classification C. C. - pre G- oy
models ; ! &
Predictions P P R &
Voting
Final prediction P

Figure 3.23: Flowchart of Ensemble Learning Voting.

3.7 ANOMALY DETECTION AND ALERT GENERATION
The final step in preparing the system of the proposed method which is anomaly detection

and alert generation and as shown in the figure 3.24, the code pre-process the data, trains
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the model and then use the model to predict anomalies in the data. It then generates alerts
for any data points that are flagged as anomalies.

a. To detect anomalies in new network traffic data, the trained model can be utilized. The
model compares the incoming network traffic data with the patterns of normal network
activity it learned during training. Any network traffic that shows a significant deviation
from the normal patterns is identified as an anomaly.

b. Thresholding: for removing the number of false alarms, a threshold value can be set to
flag only the most severe anomalies. This threshold can be set based on the results
obtained from the evaluation step.

c. Alert Generation: When an anomaly is detected, an alert is generated and sent to a
security analyst for further investigation.

d. The alert will typically include information such as the time of the anomaly, and the type
of anomaly detected.

e. Investigation: When an alert is triggered, the security analyst will investigate it to
determine if it's a genuine intrusion or a false positive. If it is found to be an actual
intrusion, the security analyst will take appropriate action to mitigate the threat.

f. Continuous monitoring: Once the system is deployed, it should continuously monitor
the network traffic for anomalies and generate alerts as necessary. This will help to
detect unknown or emerging intrusions that were not represented in the initial training
dataset.

g. It'simportant to note that this process should be integrated with other security layers (i.e.

firewalls, intrusion prevention systems, etc.) to enhance the security of the network.
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# load and preprocess the data

from sklearn import Standardscaler
data = load_and_preprocess_data()

scaler = StandardScaler()

scaled _data = scaler (data)

# train the anomaly detection model

from sklearn import OneCclasssSvM

model = OneClassSVM{nu= » kernel="rbf", gamma=
model (scaled_data)

# detect anomalies

anomalies = model (scaled_data)

# generate alerts
alerts =
for i, a in enumerate(anomalies):

if a == -1:

alerts.append{(data[i])

Figure 3.24: Alert Generation of Anomaly Detection Commands.

3.8 DESIGN AND IMPLEMENTATION OF INTRUSION DETECTION SYSTEM

The first step in setting up the IDS system is to gather the necessary data for training and
testing the machine learning models. This can be done by collecting network traffic data
from various sources, such as network packet captures, system logs, and network flow
records. Once the data is collected, it needs to be pre-processed to extract relevant features

for use in the machine learning models.

Next, the machine learning models need to be trained using the pre-processed data. This
involves selecting an appropriate machine learning algorithm and configuring its
parameters, as well as splitting the data into training and validation sets. The models are
then trained on the training data and evaluated using the validation data to assess their

performance.

Once the machine learning models are trained and evaluated, they can be integrated into the
IDS system. This involves deploying the models on a server or cloud-based platform and
configuring them to receive live network traffic data. The models then analyze the incoming

traffic in real-time and generate alerts for potential intrusions.
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In order to implement the approach, another method involves selecting features based on
their high weighting. This approach involves setting a feature weight threshold of 0.8
percent and selecting only seven features, which covers 97 percent of the total feature
significance weight. The remaining 13 features account for only 3 percent of the total weight
of importance. Figures 3.25 and 3.26 present a list of these selected features. To improve
the accuracy and effectiveness of the IDS system, it may be necessary to fine-tune the

machine learning models over time. This involves periodically re-training the models with
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updated data and adjusting their parameters to optimize their performance. It may also
involve incorporating feedback from security analysts to improve the accuracy of the alert

generation and reduce false positives.

3.9 CHAPTER SUMMARY

This chapter provides a detailed explanation of the methodology used in the study, which
involves the development of a Network Intrusion Detection system using four different
methods. The intial step is the implementation of a CNN with LSTM to obtain the network
in the future. The reason for starting with a native CNN is that it is widely used and serves
as a benchmark for comparison with other proposals. Additionally, it provides a basic
method that can be modified with new techniques to improve its accuracy.

To implement the CNN, the first step is to load and preprocess the data. This involves
dropping any null values, normalizing the data, and transforming it to ensure that it is in the
appropriate format. Next, a CNN model is built with multiple ConvolutionallD layers and
Maxpooling layers, which are used to train the preprocessed data. The model is then tested

for validation to ensure its accuracy.

Overall, this approach provides a strong foundation for developing a IDS and can be built

upon with more advanced techniques to further improve its performance.
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4. PERFORMANCE EVALUATION

4.1 INTRODUCTION

This chapter describes a study that aimed to provide evidence supporting the hypothesis of
the study and to demonstrate the effectiveness of the recommended training strategy. The
study consisted of two independent series of trials. The first set of trials examined the impact
of the suggested method's parameters, including the number of rounds and the number of
epoch stages each cycle, on the algorithm's efficacy. Following this, contemporary CNN
and LSTM models were developed and utilized to detect intrusion in 10T devices generating
applications. These models were then trained using the suggested training technique, and a
BBO optimized algorithm was used to further improve their performance. All of the research
was conducted on a PC with an Intel® CoreTM i7-7700HQ CPU, 16 GB of RAM, and an
8 GB NVidia GTX1080Ti graphics processing unit (GPU). The GPU was used to accelerate
the computations of the neural network. The implementation and training of the artificial
neural network were accomplished using the Tensor Flow library, while the evaluation was
carried out with the scikit-learn library. The initial evaluation utilized the handwritten digit
dataset that is a component of the scikit-learn toolkit. This dataset served as a
straightforward yet extremely challenging sample to investigate. Overall, this study
demonstrates the effectiveness of the suggested training technique and the potential for

improved performance of CNN and LSTM models in 10T intrusion detection applications.

4.2 METRICS EVALUATION
In this section, we will discuss the benchmarks used to measure the performance and

effectiveness of our IDS (Intrusion Detection System) using Al and deep learning models.

4.2.1 Accuracy Classification
Accuracy is a common metric used to evaluate the performance of a classification model. It

measures the percentage of correct predictions.

We can get the accuracy through this formula:

Accuracy = (Number of correct predictions) (Total number of predictions) (1.4)

Let's take an example to better understand the formula. Suppose we have a dataset of 100
instances, with 70 instances belonging to class A and 30 instances belonging to class B. We
56



train a classification model on this dataset and then use it to make predictions on a test
dataset of 20 instances. The model correctly predicts the class of 15 instances, with 10
belonging to class A and 5 belonging to class B. To calculate the accuracy of the model, we

can use the formula as follows:

Accuracy = (Number of correct predictions) / (Total number of predictions) Accuracy = (15)
/ (20) Accuracy = 0.75

Therefore, the accuracy of the model is 75%, which means that it correctly predicted the
class of 75% of the instances in the test dataset.

4.2.2 Performance Evaluation of the Confusion Matrix

A confusion matrix is a table used to evaluate the performance of a machine learning
classification model. It is a matrix of true and predicted labels, showing how many of the
predicted labels match the true labels, and how many don't. It helps to evaluate the accuracy,

precision, recall, and F1 score of a classification model.

A confusion matrix consists of four terms, which are True Positive (TP), False Positive (FP),
True Negative (TN), and False Negative (FN).

Actual Class | Positive | Negative | Positive | TP | FN | Negative | FP | TN |

Using the values in the confusion matrix, we can calculate several evaluation metrics such
as accuracy, precision, recall, and F1 score. These metrics help us to assess the performance

of the classification model and make improvements if necessary.

Predicted classes

Negative Positive
o 1

Negative TN FP
o
Actual .
classes
Positive FN TP
1

Figure 4.1: Represent the Actual Classes to Predicated Classes of the Matrix.
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4.2.3 Standard Metrecs

AUC-ROC is a widely used performance metric in binary classification problems. It
measures the ability of a binary classification model to distinguish between positive and
negative classes. In a binary classification problem, we have two classes, positive and
negative. The model makes a prediction for each instance, assigning it to either the positive
or negative class. AUC-ROC is calculated based on the true positive rate (TPR) and false

positive rate (FPR) of the model.

The ROC curve is a graphical representation of the TPR and FPR at different classification
thresholds. It plots the TPR on the y-axis against the FPR on the x-axis. The area under the
ROC curve, which ranges from 0 to 1, is used to measure the performance of the model. A
model with a higher AUC-ROC score is considered better at distinguishing between positive
and negative classes. A perfect classifier has an AUC-ROC score of 1, indicating that it has
a perfect TPR and FPR. On the other hand, a random classifier has an AUC-ROC score of
0.5, indicating that its TPR and FPR are equal to chance. Furthermore, AUC-ROC is a
widely used metric for evaluating the performance of binary classification models. It is
calculated based on the TPR and FPR of the model and ranges from 0 to 1, with higher
values indicating better performance. It is useful for comparing different models and

selecting the best one for a given task.

4.2.4 Tools and Software Used

In this thesis, Python is used programming language in the field of Al and machine learning,
and it provides a vast array of libraries and frameworks. TensorFlow is an open-source
software library for dataflow and differentiable programming, and it is commonly used in
deep learning applications such as image recognition, natural language processing, and time-
series analysis. Keras is a high-level neural network API that is written in Python and
provides a user-friendly way to develop deep neural networks. PyTorch is an open-source
machine learning library based on the Torch library that provides support for dynamic
computational graphs. Scikit-learn is a machine learning library for Python that provides
simple and efficient tools for data mining and data analysis. Pandas is an open-source data
manipulation and analysis library for Python that provides data structures and functions for
working with structured data, such as data frames. Jupyter Notebook is an open-source web

application that allows you to create and share documents that contain live code, equations,
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visualizations, and narrative text. Finally, Git is a version control system used for software
development that allows you to track changes in your codebase and collaborate with others
on a project., was decided to be utilized in this work because of a considerable lot of the

advantages it offers.
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Figure 4.2: Proposal’s Performance Evaluation.

4.3 RESULTS

In this section of the thesis, we will present the outcomes of each artificial intelligence
method utilized in the study, and evaluate their effectiveness using assessment measures and
metrics commonly used in evaluating the performance of classifiers or predictors.
Assessment measures and metrics are crucial tools for evaluating the performance of a

model. These metrics provide information about the strengths and weaknesses of each
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method, which can guide researchers in determining which method is best suited for a
particular application. There are several commonly used assessment measures and metrics

that are applicable to evaluating the effectiveness of an artificial intelligence method.

To assess the effectiveness of different approaches, we use various measures and metrics
such as precision, recall, F1 score, accuracy, and AUC-ROC. Precision calculates the ratio
of true positives to all positive predictions made by the model, while recall measures the
ratio of true positives to all actual positive cases. The F1 score is the harmonic mean of
precision and recall, and it provides a balanced evaluation of both measures. Accuracy
measures the proportion of correct predictions made by the model out of all predictions.
AUC-ROC, on the other hand, evaluates the model's ability to differentiate between positive
and negative cases. By analyzing the results of each approach using these metrics, we can
gain a comprehensive understanding of the strengths and weaknesses of each method. This
allows us to make informed decisions about which method is best suited for a particular
application, and also provides insight into potential areas for improvement in the methods
being evaluated. Overall, the use of assessment measures and metrics is an essential
component of any research study involving artificial intelligence methods, as they provide

a rigorous and systematic means of evaluating the effectiveness of these methods.

4.3.1 LSTM-CNN with Optimizer Results

The results of the evaluation are presented in, Figure 4.3. The proposed CNN-LSTM
algorithm performed well against the other models. The standard CNN algorithm performed
poorly. On the other hand, when we use the regularized methods, the CNN-LSTM
performed remarkably well, with an accuracy of 92.2076% with training time 6.21 seconds.
The performance of the LSTM is higher than that of the CNN. But, its regularization
algorithm is still less accurate. When the two were combined, the former was able to achieve
an accuracy of 92. 02%, which shows the potential of this hybrid model. The results of the
evaluation show that the CNN algorithm has a higher recall rate for normal and attack classes
when compared to the other algorithms. The CNN-LSTM model performed best when it

comes to achieving F1-scores for both normal and attack classes.

Let's define some key terms and notation:
a. We have a dataset of inputs and labels: (x1, y1), (X2, y2), ..., (xn, yn), where xi is the

input data for sample i and yi is the label (i.e., the ground truth output) for sample i.
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b. Each xi has a 3D shape (width, height, channels), where channels represents the number
of input channels (e.g., RGB channels for an image).

c. We assume that we have a binary classification problem (i.e., each sample is either a
normal or an attack instance), so each yi is either O or 1.

The CNN-LSTM model consists of the following layers:

a. Convolutional layer: This layer applies a set of filters (kernels) to the input data,
producing a set of feature maps. Each filter slides across the input data, computing a dot
product at each location and producing a single output value for that location. The output
feature maps have a 3D shape (width, height, filters), where filters represent the number
of output channels. Let's denote the output of this layer as h1l.

b. Max pooling layer: This layer downsamples the output of the previous layer by taking
the maximum value in each local region. This reduces the spatial dimension of the data
while retaining the most salient features. Let's denote the output of this layer as h2.

c. LSTM layer: This layer processes the sequence of feature maps produced by the
previous layers, using a set of memory cells to capture long-term dependencies. The
output of the LSTM layer has a 2D shape (time steps, hidden units), where time steps
represents the number of time steps (i.e., the number of feature maps) and hidden units
represents the number of LSTM units. Let's denote the output of this layer as h3.

d. Dense layer: This layer maps the output of the LSTM layer to a single output value,
using a set of weights and biases. The output of this layer is a single number between 0
and 1, which we interpret as the probability of the input being an attack instance. Let's
denote the output of this layer as h4.

The training process for the CNN-LSTM model involves minimizing a loss function that

measures the difference between the predicted output (i.e., h4) and the true label (i.e., yi) for

each sample. The loss function is typically binary cross-entropy:
L =-[yi *log(h4) + (1 - yi) *log(1 - h4)] (4.2)

The training process also involves updating the weights and biases in each layer, using
backpropagation to compute the gradients of the loss with respect to the model parameters.
The training process typically involves multiple epochs, where each epoch involves iterating
over the entire training dataset once. The model accuracy is measured as the fraction of

correctly classified samples (i.e., the number of true positives and true negatives divided by
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the total number of samples). The maximum accuracy is 1.0, which means that the model is
perfectly accurate, while the minimum accuracy is 0, which means that the model always
predicts the wrong output. The quantity of epochs refers to a hyperparameter that decides
the number of times a training algorithm views the complete dataset during model training.
Raising the number of epochs can potentially enhance the model accuracy, but may also
increase the risk of overfitting (i.e., the model memorizes the training dataset and performs

poorly on new data).
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Figure 4.3: Model Accuracy of LSTM-CNN Based on Optimizer.

4.3.2 SPE Based on Sparse Regularize with Optimizer Results

We used a Al model called Sparse Auto Encoder with Adam Optimizer based on the Sparse
Regularize to achieve high accuracy. we found that the key parameters of the model, such
as the learning rate, can have a significant impact on its performance. To improve the
performance of the model, also used a statistical regularizer during training, which helped
to achieve an accuracy of 92.235% and a relatively short training time. The authors
demonstrated the effectiveness of their method in Figure 4.4, which showed the performance

of the model over time. Overall, the results suggest that the Sparse Auto Encoder with Adam
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Optimizer based on the Sparse Regularizer method is a promising approach for achieving
high accuracy in machine learning tasks. we have a dataset with n input vectors, each of
dimension d. The goal is to learn a hidden representation of the input data that can be used
for various tasks such as classification or reconstruction. The Sparse Auto Encoder achieves
this goal by minimizing the following objective function:

minimize L(x, g(W), h(W, x)) + A * R(W) (4.3)

where x is an input vector, g(W) is the decoding function, h(W, x) is the encoding function,
W is the weight matrix, A is the regularization parameter, and R(W) is the sparsity

regularizer.

The loss function L(x, g(W), h(W, x)) is usually chosen to be the mean squared error

between the input and its reconstruction:
L(x, g(W), h(W, x)) = |[x - g(W)h(W, x)[|*2 (4.4)

The sparsity regularizer R(W) encourages the hidden units to be sparse by adding a penalty

term to the objective function. The most common sparsity regularizer is the L1 norm:
R(W) =[W]|_1 (4.5)

The optimization problem is solved using the Adam optimizer, which is an extension of the
stochastic gradient descent (SGD) algorithm. The update rule for the weight matrix W is
given by:

W<-W-a*(m_t/(sqrt(v_t) +¢) (4.6)

where a is the learning rate, m_t and v_t is the first and second moments of the gradient,

and ¢ is a small constant to prevent division by zero.

The training process involves iterating over the dataset for a certain number of epochs. An
epoch is defined as one pass over the entire dataset. The accuracy of the model is measured
by its ability to reconstruct the input data accurately and by the sparsity of the hidden

representation.
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Figure 4.4: Represent of SPE Model Based on Adam Optimizer.

4.3.3 Results of BBO Method with SPE

In this research thesis, the performance of a machine learning model was evaluated using a
technique called Sparse Auto Encoder Based on BBO. The authors examined the impact of
key parameters such as learning rate and training duration on the model's performance. To
evaluate the training duration, they used a BBO algorithm with SPE. The analysis revealed
that the training was highly accurate, with a model accuracy of 99.118%. This accuracy
value was computed by the statistical regularize. The results shown in Figure 4.5, which
shows the performance of the model over time. Overall, these results demonstrate that the

Sparse Auto Encoder Based on BBO is a highly accurate and effective technique for

machine learning tasks.

1.0

accuracy

0.0

0.8 4

o
=]
L

o
s
L

0.2 4

model accuracy

—— train
va

20

40 60
epoch

80

100

Figure 4.5: Represent of SPE Model Based on Adam Optimizer.
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4.3.4 BBO Based Ensemble Soft Learning

Ensemble learning is a machine learning technique where multiple models are combined to
improve the overall performance and predictive power of the system. In soft voting, the final
prediction is made based on the probability distributions of the individual models, rather
than just their predicted labels. Soft voting combines the probabilities from all the models

and selects the class with the highest average probability.

BBO.in IDS for 10T is a specific application of ensemble learning for intrusion detection in
the Internet of Things (IoT) domain. The figure 4.6 in the corresponding paper shows the
performance of the soft voting ensemble approach, where multiple individual models are
trained on different features and data subsets, and their outputs are combined using soft

voting.

The accuracy of the soft voting ensemble approach is reported as 97.04%, which is a very
good result, indicating that the approach is effective in detecting intrusions in loT
environments. The time reported as 3.11 likely refers to the time it takes to train and test the

ensemble model.

Without further information or context, it's difficult to know which mathematical equation
or symbols you're referring to. However, ensemble learning often involves various
mathematical equations and symbols, such as the weighted combination of individual model

outputs or the calculation of probability distributions

Here is the math for Ensemble Learning Soft Voting Based on BBO:

a. Given a set of individual models M1, M2, ..., Mn, each model produces a probability
estimate pi for a given input x.

b. The soft voting method assigns a weight wi to each model's output based on its
confidence level. This is done by converting each probability estimate to a score using
a logistic transformation, and then scaling the scores to sum to 1. Specifically, the weight
for model i is given by:

wi=exp(a*log(pi/ (1-pi)))/sum(exp(a*log(pj/ (1-pj)))) (4.7)

where a is a tuning parameter that controls the degree of softness of the voting scheme., the
final prediction for input X is then obtained by taking a weighted average of the individual

model's predictions:
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y = sum (wi * pi) (4.8)
where y is the final predicted output.

c. The weights wi are optimized using BBO, which is a metaheuristic algorithm based on
the behavior of bats. In this algorithm, a set of binary strings is used to represent the
weights. Each bit in the binary string corresponds to a model's weight, and the
optimization process involves updating the bits using a set of rules that mimic the
behavior of bats. The optimization aims to find the optimal set of weights that maximize

the accuracy of the ensemble model on a validation set.
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Figure 4.6: Shows the BBO Algorithm and Ensemble Voting Accuracy.

4.4 COMPARISON RESULTS

The comparison of accuracy results in the statement shows how different methods perform
in enhancing the training of deep and machine learning. The Sparse Autoencoder Based on
BBO achieved the highest accuracy of 99.1%, which is a significant improvement compared

to the CNN-LSTM and Sparse Autoencoder with Adam optimizer, which had relatively
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lower accuracies of 92.02% and 92.2%, respectively. This suggests that the CNN-LSTM
and Sparse Autoencoder with Adam optimizer methods may have limitations in learning

complex features in the dataset, leading to lower accuracy.

To overcome these limitations, the Sparse Autoencoder Based on BBO method utilized the
Binary Bat Algorithm to improve the learning of features in the dataset. This optimization
algorithm is used to find the optimal weights of the sparse autoencoder, which results in
more accurate feature extraction from the dataset. This approach led to the highest accuracy
of 99.1%.

Another method that showed high accuracy was the Ensemble Learning Soft VVoting Based
on BBO. This approach combined multiple models to produce a single prediction, which
significantly improved the accuracy. By using BBO, this method was able to optimize the
weights of each model in the ensemble and improve the accuracy to 97.0%.

The results suggest that using BBO in deep and machine learning can enhance the training
results significantly, resulting in a substantial increase in accuracy compared to the methods
that did not use it. By optimizing the weights of the models in the deep learning algorithm,

BBO improves the learning of complex features in the dataset and leads to higher accuracy.

In summary, the use of BBO in deep and machine learning can significantly improve the
accuracy of the methods used. The Sparse Autoencoder Based on BBO and Ensemble
Learning Soft Voting accuracy, highlighting the effectiveness of BBO in enhancing the

performance of deep and machine learning methods. Based on BBO are two approaches that
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showed high accuracy in the experiment. By utilizing BBO, these methods were able to
learn more complex features from the dataset and achieve higher.

Accuarcy

BBO Based Ensemble  BBO Method with  SPE Based on sparse LSTM-CNN with
soft learning (97.04) SPE (99.1) Regularize with Optimizer (92.2)
Optimizer (92.23)

Figure 4.7: Comparison of Models.
Table 4.1: Models Results Comparison.

Method Accuracy (%) | Training Time

CNN LSTM With Adam Optimizer. 0.920768

Sparse Auto Encoder With Adam Optimizer 0.923569

Based on Sparse Regularizer.

Sparse Auto Encoder Based on BBO. 0.991888

Ensemble Learning Soft Voting Based on BBO

4.4.1 Comparison with Latest Methods
The present study aimed to evaluate various algorithms for their performance in intrusion
detection systems (IDS) using several metrics, including recall, precision, accuracy, time,

and F1-score. The study compared its results with a recent study published in 2021 that used
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the same algorithm, random forest. The comparison was conducted using the data presented
in Table 4.2.

The present study achieved an accuracy rate of 99.188% by utilizing the BBO
(Biogeography-Based Optimization) Method with SPE (Sparse Auto Encoder) to optimize
the random forest algorithm. This is a significant improvement in accuracy compared to the
recent study, which did not use the BBO method and achieved an accuracy of 99.25%.

In addition to using a different optimization method, the present study utilized a different
dataset, the "a normal LAN" dataset, which is more recent than the NSL-KDD dataset used
in the recent study. This dataset includes more realistic traffic scenarios and reflects the
current state of network traffic more accurately. Therefore, the results obtained in the present

study may be more reliable and applicable to real-world scenarios.

The trained IDS in the present study was found to be more efficient than other Al algorithms,
such as CNN-LSTM, BBO Method with SPE, and BBO Based Ensemble soft learning. The
various metrics used in the evaluation process were used to evaluate the performance of the
various algorithms used in the IDS. The F1 score was the primary metric that was used to
compare the different algorithms' performance. The F1-score is a measure of the balance
between precision and recall, and the higher the F1-score, the better the algorithm's overall

performance.

Finally, the present study evaluated various algorithms for intrusion detection using
different metrics and compared its results with a recent study. The study showed that the
BBO method with SPE optimization and the use of the "a normal LAN" dataset can
significantly improve the performance of the random forest algorithm. Furthermore, the
trained IDS was found to be more efficient than other Al algorithms, indicating its potential

for real-world applications. As shown in the figure 4.8.
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Table 4.2: Comparison Our Proposed Work with the State of Arts Methods.

Algorithm Accuracy (%)
RF [98] 97.7
SVM Lin [99] 98.8
SVM RBF [100] 98.3
Proposed work 99.25%

Accuarcy %

SVM RBF [100]
RF [98]

SVM Lin [99]

(%]
(=]
o
I
=
w
S

SVM Lin [99] SVM RBF [100]

M Proposed work

RF [98]

Figure 4.8: Comparison Our Proposed Work with the State of Arts Methods.

4.5 CHAPTER SUMMARY

In this chapter, we investigate the use of Artificial Intelligence and hybrid algorithms for
detecting botnet attacks, which are a type of cyber-attack where a group of infected
computers (called bots) are controlled by a single entity to carry out malicious activities.
The study uses the Network Intrusion Detection dataset, which is a commonly used dataset
for evaluating the performance of intrusion detection systems.

We evaluate four different algorithms for detecting botnet attacks: CNN-LSTM, BBO Based
Ensemble soft learning, BBO Method with SPE, and SPE Based on sparse Regularize with
Optimizer. CNN-LSTM is a deep learning algorithm that combines Convolutional Neural
Networks (CNNs) and Long Short-Term Memory (LSTM) networks to analyze time-series
data. BBO Based Ensemble soft learning and BBO Method with SPE are both hybrid

algorithms that combine Evolutionary Computing (EC) and Artificial Neural Networks
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(ANNSs) to improve the accuracy of botnet detection. SPE Based on sparse Regularize with
Optimizer is a feature selection method that uses a sparse representation of the input data to
select the most relevant features for botnet detection.

We provide a detailed performance evaluation of each algorithm using various metrics such
as detection rate, false positive rate, and accuracy. They found that the hybrid algorithms
(BBO Based Ensemble soft learning, BBO Method with SPE) outperformed the deep
learning algorithm (CNN-LSTM) and the feature selection method (SPE Based on sparse
Regularize with Optimizer). The BBO Based Ensemble soft learning algorithm had the
highest detection rate and the lowest false positive rate among all the algorithms evaluated.
Furthermore, the study demonstrates the effectiveness of using hybrid algorithms for
detecting botnet attacks, and provides insights into the strengths and weaknesses of different
machine learning methods for this task. The findings have implications for the development
of more effective intrusion detection systems to protect computer networks from cyber-

attacks.
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5. CONCLUSION AND FUTURE WORK

5.1 CONCLUSION

The conclusion of the study proposes a new framework for intrusion detection in wireless
sensor networks using deep learning techniques. The proposed techniques are based on deep
classifiers and autoencoders, which are designed to improve the performance of the intrusion
detection system (IDS) in I0T systems. The proposed method has been evaluated by making
a comparison with the state-of-the-art studies. The study presents three methods for
developing an NID for IoT. The first method involves training a deep learning model with
optimization algorithms, such as the Biogeography-Based Optimization (BBO) algorithm,
to enhance the security of 10T systems. The BBO algorithm helps in finding the best
parameters for the deep learning model, leading to improved performance in detecting
intrusions. The second method combines optimization algorithms with a feature selection
tool to create a new NID. The optimization algorithms are used to select the most relevant

features from the dataset, and a classifier is trained on these features to detect intrusions.

The third method utilizes a Convolutional Neural Network (CNN) and Long Short-Term
Memory (LSTM) layers, along with the "Adam™ optimizer, to train and evaluate the data
and handle any null values present in the dataset. CNNs are commonly used in image
processing and have been demonstrated to be effective in various applications, including
intrusion detection. LSTM is particularly well suited for handling sequential data. The
"Adam" optimizer is a widely used optimization algorithm that helps to minimize the loss
function in deep learning models.The study concludes that intrusion detection in wireless
sensor networks is a crucial task to ensure the security and reliability of 10T systems. As the
study of DL methods considers as a hot topic in various fields, including intrusion detection.
Therefore, the proposed framework using deep learning techniques presents a
comprehensive solution for detecting intrusions in 10T systems, ensuring their security and

reliability.

Overall, the proposed methods are promising, and the study provides valuable insights into
the development of IDS in 10T systems. The three methods presented in this study could be
further optimized and applied to real-world scenarios to improve the security of 10T systems.
This study represents an important step forward in the field of intrusion detection and could

help to pave the way for future research in this area.
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5.2 FUTURE WORK

In the future work, the primary objective of the research is to further improve the

performance of the model in detecting intrusions and enhancing its accuracy. To achieve

this goal, the focus will be on developing new features that can be incorporated into the

existing model to improve its detection capabilities. This may involve analyzing different

aspects of the network traffic and identifying new patterns or characteristics that can be used

to identify potential intrusions.

a.

Reducing false alarms is a crucial challenge that researchers must overcome when
developing this technology, while still maintaining the accuracy of the detection. This
means that the system should be able to correctly identify genuine security breaches
while minimizing the number of false alerts triggered by benign activities. False alarms
can be costly and can cause unnecessary interruptions to normal network operations.
Therefore, the proposed methods must be designed to minimize the number of false
alarms generated by the model.

Another important aspect of the research will be to reduce the computational complexity
of the proposed methods. This will involve exploring new algorithms and techniques
that can reduce the processing time and memory requirements of the model. The goal is
to make the model more efficient and scalable, so that it can be applied to large-scale
network environments with minimal impact on performance.

To evaluate the effectiveness of the proposed methods, the research will also investigate
their performance against the latest traffic datasets, such as those from the UC-NB15
and the IDS2017. These datasets contain a large amount of real-world network traffic,
and they provide a valuable resource for testing and validating the proposed methods.
The results of these experiments will be used to measure the accuracy and effectiveness
of the model in detecting intrusions in real-world network environments.

Overall, the future work in this research area will be focused on developing new features
and techniques that can enhance the performance of the intrusion detection model. The
research will also aim to reduce the computational complexity of the proposed methods
and evaluate their effectiveness using real-world traffic datasets. The results of this
research will contribute to the development of more accurate and efficient intrusion
detection systems, which are essential for maintaining the security and integrity of

modern computer networks.
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