DESIGN OF A CONTEXT AWARE SECURITY MODEL FOR PREVENTING
RELAY ATTACKS USING NFC ENABLED MOBILE DEVICES

A THESIS SUBMITTED TO
THE GRADUATE SCHOOL OF INFORMATICS OF
THE MIDDLE EAST TECHNICAL UNIVERSITY
BY

DAVUT CAVDAR

IN PARTIAL FULFILLMENT OF THE REQUIREMENTS FOR THE DEGREE OF
DOCTOR OF PHILOSOPHY
IN
THE DEPARTMENT OF INFORMATION SYSTEMS

JULY 2020






Approval of the thesis:

DESIGN OF A CONTEXT AWARE SECURITY MODEL FOR PREVENTING
RELAY ATTACKS USING NFC ENABLED MOBILE DEVICES

Submitted by DAVUT CAVDAR in partial fulfillment of the requirements for the degree of Doctor
of Philosophy in Information Systems Department, Middle East Technical University by,

Prof. Dr. Deniz Zeyrek Bozsahin
Decan, Graduate School of Informatics

Prof. Dr. Sevgi Ozkan Yildirrm
Head of Department, Information Systems

Assoc. Prof. Dr. Aysu Betin Can
Supervisor, Information Systems, METU

Dr. Emrah Tomur
Co-Supervisor, R&D, Ericsson

Examining Committee Members:

Assoc. Prof. Dr. Altan Kogyigit
Information Systems, METU

Assoc. Prof. Dr. Aysu Betin Can
Information Systems, METU

Prof. Dr. Ece Giiran Schmidt
Electrical-Electronics Engineering, METU

Assoc. Prof. Dr. Ahmet Burak Can
Computer Engineering, Hacettepe University

Assoc. Prof. Dr. Thsan Tolga Medeni
Management Information Systems,

Ankara Yildirim Beyazit University

Date: 10.07.2020







I hereby declare that all information in this document has been obtained and
presented in accordance with academic rules and ethical conduct. I also
declare that, as required by these rules and conduct, I have fully cited and
referenced all material and results that are not original to this work.

Name, Last name : Davut CAVDAR

Signature

111



ABSTRACT

DESIGN OF A CONTEXT AWARE SECURITY MODEL FOR PREVENTING
RELAY ATTACKS USING NFC ENABLED MOBILE DEVICES

Cavdar, Davut
Ph.D., Department of Information Systems
Supervisor: Assoc. Prof. Dr. Aysu Betin Can

Co-Supervisor: Dr. Emrah Tomur

July 2020, 135 pages

Near Field Communication (NFC) is a promising communication technology used in
smart mobile devices. As an effective and flexible communication technology, NFC is
frequently used in innovative solutions nowadays such as payment, access control etc.
Because of the nature of these transactions, security is an important issue since NFC is
used in critical applications such as payment and access control. There are several attacks
mentioned in literature against NFC-enabled applications, yet, none of the security
solutions offered provides sufficient protection for NFC enabled access control systems
due to their static nature. In this context, the contribution of this work is threefold. First,
we demonstrate how easy to perform such attacks implementing a relay attack in a realistic
testbed. Second, we propose a context-aware security model for preventing relay attacks
for NFC enabled mobile devices even if attackers compromise authentication tokens.
Third, we prove the validity of our proposed security model both theoretically by formal
verification and practically by the deployment of the model on a testbed infrastructure
where we also analyze the performance in comparison to other approaches.

Keywords: NFC, Relay Attack, Access Methods, Security, Context-Aware
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0z

NFC OZELLIKLI MOBIL CIHAZLARIN KULLANILDIGI RELAY
SALDIRILARINI ONLEYEN BAGLAMA DUYARLI BiR GUVENLIK MODELININ
TASARIMI

Cavdar, Davut
Doktora, Bilisim Sistemleri Boliimii
Tez Yoneticisi: Dog. Dr. Aysu Betin Can
Ortak Tez Yoneticisi: Dr. Emrah Tomur

Temmuz 2020, 135 Sayfa

Yakin Saha Iletisimi (NFC) akilli mobil cihazlarda kullanilan ve gelecek vadeden bir
iletisim teknolojisidir. Etkili ve esnek bir iletisim teknolojisi olarak, NFC gilinlimiizde,
Odeme, erisim control sistemleri vb. Coziimlerde siklikla kullanilmaktadir. Bu islemlerin
dogasi geregi, NFC kritik uygulamalarda kullanildig: i¢in, giivenlik 6nemli bir konu hale
gelmektedir. Literatirde NFC kullanan uygulamalara karsi ¢esitli saldirilardan
bahsedilmis olmasina karsin, sabit yapisindan 6tiirii, dnerilen ¢éztimlerden higbiri NFC
kullanan erisim kontrol sistemleri i¢in yeterli koruma saglamamaktadir. Bu baglamda, bu
calismanin temel katkis1 3 asamalidir. ilk olarak, gercek bir test ortaminda, relay
saldirisinin kolaylikla nasil gergeklestirilebildigini gosteriyoruz. Ikinci olarak, saldirgan
yetki anahtaria sahip olsa dahi relay saldirisin1 6nleyen baglama duyarli bir giivenlik
modeli dneriyoruz. Ugiincii olarak ise, modelimizin gegerliligini, teorik formal dogrulama
yaparak, pratik olarak da performansimi diger yaklasimlarla kiyasladigimiz gercek bir
ortam lizerine yiikleyerek ispatliyoruz.

Anahtar Sozciikler: NFC, Ortadaki Adam Saldirisi, Erisim Modelleri, Giivenlik, Baglama
Duyarli
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CHAPTER 1

INTRODUCTION

The popularity and usage volume of smart mobile devices have exponentially
increased in the last decade. The main reasons for this situation are the
functionality and convenience of mobile devices. Mark Weiser [1] described
this age as the third era of computing in which electronic devices are smaller
and able to interact with other devices. This era also named as “Ubiquitous
Computing” or “Pervasive Computing”. In this stage, standard computer
perception changes in both appearance and logic.

Device diversity increased with the needs of humans for daily life activities.
Besides standard computers, mobile devices, sensors, actuators etc. have
started to be used by humans in daily life. The major contribution of
ubiquitous computing emerges in the interaction of these devices. Unlike
standard devices, these ubiquitous computing devices have effective
interaction capabilities with both human and other electronic devices.

In the last decade, the communication and lifestyle of people have completely
changed. People have started to use smart mobile devices for their daily
routines such as mailing, dealing with documents, entertaining etc. As a result
of this situation, production and sales of smart mobile devices, mobile
operating systems, mobile marketing and mobile solutions have extremity
increased. According to research conducted by Collins [2], there are 7.3
billion mobile devices in the world, which exceeds the world population.
These numbers also show the impacts of the mobile ecosystem.
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Near Field Communication (NFC), technology is one of the communication
conveniences that emerge from mobility tendency and device interaction
concept. The main function of NFC is to establish a connection between two
mobile devices or NFC tags and reader. Data exchange or access requests can
be easily performed with this concept. The detail of this communication
process is described in Chapter 3.

NFC enabled smart mobile devices are used in daily applications and create
smart solutions. These solutions are summarized in Figure 1[3]. For example,
NFC technology is used in contactless payments, which are also the most
popular NFC applications, loyalty couponing, transport systems (bus, train
etc.), data exchange, gaming, location-based services and access control
systems.

MOBILE PAYMENTS 0

TRANSIT FARE/ACCESS LOCATION-BASED SERVICES

td

GAMING

3= | T 3
J

INFORMATION EXCHANGE ey - DEVICE PAIRING

Q E‘NA“DS ,

cav sl

LOYALTY/COUPONING

—

ACCESS CONTROL

Figure 1: The Ecosystem of NFC Based Solutions [3]

Although used in critical and data sensitive solutions for quite a period,
security issues in NFC technology are not completely solved and
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standardized yet. NFC technology is introduced with RFID ISO/IEC 14443
“Contactless Proximity Smart Cards and their technical features™ standard.
Although, 1t was standardized as ISO/IEC 18092 “Near Field
Communication Interface and Protocol (NFCIP-1)” and then ISO/IEC 21481
“Near Field Communication Interface and Protocol (NFCIP-2)”, majority of
NFC principles and functions are still inherited from RFID standards.
Although the NFC Forum has released even NDEF and RTD based standards,
security requirements and standards are not discussed. This eventually causes
misconceptions in security issues of mobile solutions.

NFC enabled mobile devices to come into use in access control systems
instead of using a passive card, however in the literature, the majority of
studies discuss finding solutions for avoiding passive card relaying attack.
Because of its complexity in comparison with passive cards, mobile devices
are exposed to security attack more frequently, however, they are more
powerful and flexible device and provides a more suitable environment for
security solutions.

Although some partial solutions are offered, they are not applicable for NFC
based access control systems working on the application layer. In former
access control systems ISO/IEC 14443, based passive cards are used instead
of smart mobile devices in mobile payment and access control applications.
Because of their limitations, attackers, especially in relay attacks, misuse
security gaps of passive cards. Also, in the literature, studies, which are
discussed in Chapter 3, proved the applicability of relay attacks on passive
cards.

According to the gaps in the related studies about offering a complete
application-level solution to relay attacks in mobile communication
environments, we have defined below objectives:

e To 1identify current vulnerabilities for NFC communication
environment and analyze effects of them to relay attack occurrence.



e To define system requirements that can be input to our context aware
security model.

e To design and build a dynamic context aware security model to prevent
relay attacks in NFC enabled mobile phones.

e To provide formal and mathematical verification of the model.

e To implement a complete solution including infrastructure and mobile
application in order to prove practicability of the relay attacks in the
domain also apply and test the model on it.

1.1. Research Questions

In order to address the below research objectives, we have focused following
research questions:

1. What are the possible vulnerabilities for NFC communication
environment?

2. What are the system requirements and how can we define them
properly for our context-based security model?

3. Can we prove and simulate the practicability of the relay attack in NFC
communication?

4. How can we design and build a dynamic context aware security model
to prevent relay attacks in NFC enabled mobile phones?

In this thesis, we have performed four tracks of studies in order to cover
above research questions.

In the first study, we investigated possible vulnerabilities in the NFC
environment. In addition to the vulnerabilities inherent in NFC, typical
vulnerabilities found in wireless communications have been identified.
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Interactions of these vulnerabilities with each other are also explained. In
particular, vulnerabilities that could affect the occurrence of relay attacks
were analyzed. For the second study, basic system requirements that should
be met for our context aware security model are provided. They are explained
in the Chapter 5 in detail. In order answer to the third question, a complete
solution is developed including services, infrastructure, mobile application
etc. With the help of this developed solution, firstly, it was simulated and
proved the practicability of the relay attack in NFC communication
environment. In addition to that, our model is applied on this implementation
and performance tests are performed using this implementation.

..........................................................................................................................................................................................

Model Phase
Defining
Vulnerabilities
Model L Formal
! " Design Definitions
Defining L
Requirements 5

Applying / Revising Requirements Applying / Revising

System Phase

System Development — Test

Figure 2: General Components of the Thesis Study

About the fourth question, the studies are performed in two parallel
framework formats. The one is designing of conceptual security model; the
other one is developing NFC based access control system and testing that
security model on it. The design of security model phase consists of
“Defining Vulnerabilities”, “Defining Requirements”, and “Model Design”



and “Formal Definitons” sub modules. The system phase consists of “System
Development” and “Test” sub modules. Because of performing parallel
development of conceptual model design and system, both development
phases interact each other in case of any need. The interactions between two
development frameworks of our study are illustrated in Figure 2.

1.2.

Contributions of the Study

The main contributions of the thesis study are:

1.3.

System-level security requirements are offered for NFC
communication.

Relay attacks in NFC enabled mobile devices is practically proved.
The experience and output are used in model design and development.

A dynamic, adaptive and context aware security model extending Role
Based Access Control (RBAC) is designed to prevent relay attacks in
NFC enabled mobile devices.

The concepts of formal and mathematical verification for a context
aware security model are offered.

Thesis Organization

This thesis study consists of eight chapters:

Chapter 2 presents related studies in the literature discussing the three
domains, which are NFC, Access Control System and Security.

Chapter 3 describes the basics, principles, components of the NFC

ecosystem.



Chapter 4 introduces practical relay attack scenario in NFC enabled mobile
device and its implementation.

Chapter 5 offers dynamic, adaptive and context aware security model to
prevent relay attacks in NFC enabled mobile devices.

Chapter 6 presents the formal and mathematical verification of the model.
Chapter 7 describes a complete implementation of NFC based access control
system implementation, covering all high-level use case combinations and

the results of performance tests of the proposed model.

Chapter 8 concludes the study with a general summarization and possible
future works.






CHAPTER 2

RELATED WORK

2.1. Introduction

In this section, related studies in the literature are provided. In the first part,
the studies, which describe practical relay attacks in NFC environment, are
provided. We have also designed and implemented a relay attack to show the
applicability and feasibility [4]. This implementation is explained in the
Chapter 4 in detail. The second part presents the offered solutions for
preventing relay attacks in the literature and explains why they are not
suitable in terms of used methodology and their approaches.

We aim to research on three domains, which are NFC, Access Control
System and Security. The researches, studies, implementations and
performance analysis are narrowed and conducted on these three domains.

The Near Field Communication (NFC) technology is relatively new
technology; it 1s introduced within the current decade [5]. The first versions
of related standards have been released in the last years by NFC Forum and
ISO [6] and after these developments, device manufacturers have started to
develop more NFC devices.

In the market, many NFC solutions are conducted over the world, especially
for mobile payment systems. All trials indicate the fact that with the



development of NFC technology, mobile phone is subject to become safer,
more convenient, speedier and more fashionable physical device.

Also, in parallel with developments, academic studies have started in the last
years; however, there are limited number of research and articles. Also, the
major problem for NFC literature is that; the conducted researches only
mentions general NFC ecosystem and probable security vulnerabilities for
NFC applications in a survey format.

In [7], an NFC based payment system was proposed for mobile phones.
Communication between mobile operator and bank were conducted
according to ECC principles, however, other aspects of important
components such as mobile device secure element security were not
discussed. Similar studies are conducted in [8] and [9] where RTD standard
based certificates were described with ECC cryptographic principles in [8]
and public, private key methodology with ECC cryptographic principles are
discussed in [9], however other security aspects of important components
were not discussed similar to [7].

Smart token-based access control system was offered in [10]. Mobile phone
stores token data instead of acting real requester and uses them for accessing
sources. They offered Kerberos based key management systems; however,
they did not offer any precautions against relay attack. In addition, an access
control study for cars was conducted in [11] by same researchers with the
same methodology.

[12] implemented a simulation environment to analyze Relay Attacks on
different distances and tried to answer what extent a relay attack can be
evaluated on an NFC mobile device. However, they did not offer a solution
for prevention.

Some security aspects were covered for NFC-enabled contactless payment
systems in [13] such as inconsistency in resolving card collision,
vulnerability to relay attacks, token implementation vulnerabilities, tradeoffs
between Host Card Emulation and Secure Element-enabled Mobile Wallets.
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Not only in payment solutions but also in access control systems, NFC based
mobile devices are used to gain access to resources. Divya et al. [14] give a
survey on various mechanisms of automatic identification and access control
that have been used over the years to avoid unauthorized access. They also
explained NFC based access control system including locking device, an
(NFC) Near Field Communication device, a microcontroller and mobile
application to show applicability of NFC in access control systems.

Chainan et al. [15] proposed an attendance application includes many
essential operations, such as captured attendance records using NFC,
automated time measurement, leave and overtime check-in, assessment of
working hours, access to information modified in real time, and report
generation. The proposed program also provides online platform that allows
multiple company user accounts to be installed, needs no special software,
and offers more accessible data storage. They also proved the flexibility of
NFC usage in access control systems.

Wu et al. [16] presented a detailed review of the current Implantable medical
devices (IMD) protection literature, focusing on control schemes to prevent
unauthorized control. They also underlined that NFC based access control
systems can be used in various areas.

2.2. NFC Security

General security vulnerabilities of NFC ecosystem such as eavesdropping
and data modification and detection methods for these weaknesses were
discussed in [17]. Similarly, general security features of NFC devices were
described in [18]. Other security problems in NFC communication, namely,
data corruption using jam signaling methods and their effects were discussed
in [19].

[20] described also common vulnerabilities of NFC communication such as
Eavesdropping, Transmission Interference and Data Distortion. Also, it
offered old-fashioned strategies such as Encryption, QoS-Based Transmit
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Beam forming and Faraday Cage. They were also discussed in our study and
not suitable solutions mobile communication environment especially NFC.

Giese et al. [21] constructed an attack to mobile-based NFC payment systems
by creating a wormhole so that they were able to make payment with a card
which was in totally different location. They tested their attack with both
contactless credit card and mobile payment applications Apple Pay and
Google Pay. Based on their experiments, they concluded that card skimming
or wormholes can breach magstripes and NFC security methods.

Singh et al. [22] investigated the NFC vulnerabilities which cause security
and privacy attacks such as DOS and data corruptions. The main significant
outcome of the study is presenting a ranking among several security attacks
using CVSS framework and AHP model so that they provide a guideline for
dealing with attacks at the highest risk. Based on their results, the best
methods are ECC and AES algorithms for establishing a secure channel and
preventing data corruption and DOS in NFC.

Micallef and Markantonakis [23] presented potential risks related to using
smartphones in contactless payment transactions. They suggest researchers
and industry to be more aware of the risks of host card emulators (HCE)
which are commonly used by consumers for making payments. They
recommend guaranteeing the same security level for HCE as the security
provided by a physical card.

Al-Haj and Al-Tameemi [24] offered a new protocol for enhancing the
security of the messages transmitted in the EMV protocol. Their solution
mainly adds a new security level named “Management Authentication Server
(MAS)”. They showed that the protocol is able to prevent malicious network
attacks.

Sethia et al. [25] introduce a novel framework for NFC secure element-based
mutual authentication and attestation using Host Card Emulation (HCE)
mode. They present the protocol’s informal and formal security analysis with
the Real-Or-Random (ROR) model.
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Yan et al. [26] introduce a fingerprint authentication technique for NFC
devices based on hardware differences. It includes obtaining analog signals,
preprocessing data, extracting features, establishing model, and detecting an
attacker device while NFC device transmits information. The simulation has
an inherent complex mechanism so that the hardware intrinsic information
becomes difficult for imitation. Their results show that the method has high
precision and recall rate.

Kaur et al. [27] assessed three Android e-wallet applications of Canadian
banks and compared them with the Android Pay. Based on their findings, the
e-wallet applications in the market have security vulnerabilities regarding
trivial attack vectors. They suggest a number of security recommendations
based on the CBA security guidelines and the OWASP Top 10 Mobile Risks.

2.3. NFC Relay Attacks

Following the increase in the usage of NFC in payment solutions, trials of
practical attacks on such critical applications started to be covered in
literature [28] [29] [30]. These research works demonstrate the applicability
and feasibility of security attacks against NFC-based systems, especially in
the mobile payment domain. Although they demonstrate the security problem
usually in the form of relay attack for NFC, these works mostly mention only
security gaps and how they exploited these gaps. However, solutions to such
security vulnerabilities have not been much offered in the literature.

Implementations of NFC relay attacks were conducted successively in [31]
and [29]. Mobile application that installed on mobile device were used in the
implementation, however, no security precautions were discussed in the
study [31]. In the studies [28], [30] and [32], [SO/14443 based RFID cards
were exposed to relay attack and successively relayed.

Forrester et al. [33] developed simulations of attacks on different proximity
relay ranges confirming how easy it is to compromise these mobile payment
devices by means of eavesdropping, and intentionally forcing unauthorized
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access to the point where their findings question the ISO 14443 standard
concept of NFC ranges as counter-intuitive.

Jumic¢ et al. [34] evaluate state-of-the-art NFC payment technology. Also,
they assess emerging threats and seek to decide whether users are protected
from such attacks.

Dang et al. [35] proposed and developed an attack on AFC cards that allows
an attacker to top up his positive identification and acquired a refund also
discussed possible countermeasures to defend against these attacks.

Akter et al. [36] successfully set up MITM attacks. Their physical
foundations of the attack, technological architecture, and effective
implementation results are discussed. They also present practical results on
how a malicious user can leverage our MITM attack to compromise the
security of contactless payment transactions.

Tu and Piramuthu [37] present an overview of RFID relay attacks and
evaluate different research streams which have tried to deal with these
attacks. Also, they evaluate distance bounding techniques and the
implementation, with a special focus. Based on these evaluations, they
summarize selective ambient condition-based solutions against RFID relay
attacks.

2.4. Sensor Usage in NFC Transactions

In order to detect contextual changes and prevent unauthorized access,
information gathered from sensors is used in the studies and solutions. Also,
our proposed model uses contextual information retrieved from sensors.

A similar study was conducted in [38]. They simply performed an evaluation
of mobile phone sensors as a potential relay attack countermeasure for
payment solution in the research study [39]. They analyzed 12 sensors of
mobile device but found five of them meaningful for this use. They found
certain maximum time limitations for NFC operation to prevent relay attack.
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Shepherd et al. [40] analyzed several contextual attributes for their
applicability to indicate proximity in NFC payment transaction. The
examined attributes were acceleration, Bluetooth, gravity, GPS, gyroscopic
readings, magnetic fields, pressure, sound, WiFi, light, temperature, humidity
and more.

Ma et al. [41] showed how location related data can be used to determine the
proximity of two NFC mobile phones, namely using the GPS (Global
Positioning System).

Halevi et al. [42] proved ambient sound and light suitability for proximity
detection. The authors evaluate measurements obtained for 2 and 30 seconds
periods for light and audio using a variety of comparison algorithms for
similarity, respectively.

Truong et al. [43] evaluated four separate sensors over 10-120 second
recording durations. Given the positive outcomes, such a long recording time
renders them unsuitable for practical mobile transactions based on NFCs.

Shrestha et al. [44] used custom-made hardware known as Sensordrone, with
a number of ambient sensors but with no evaluation of the generic ambient
sensors available on commercial handsets, did not include the sample period
and only stated that data was collected from each sensor for a few seconds.

2.5. Offered Solutions for Relay Attacks

As countermeasures, distance bounding protocols and using Frame Waiting
Time were offered in [28] and [30], however they could not provide sufficient
security for relay attack as explained in the below.

In the ISO/14443 standard, Frame Waiting Time (FWT) is defined for
standard smart card and reader communication. FWT variable defines
maximum response time after the end of the reader’s data. FWT is defined as
(256 - 16/ fcarrier)x2FWI , where FWI is a value from 0 (FWT = 300 us) to
14 (FWT =5 s) with a default of 4 (FWT = 4.8 ms). Control of this variable
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was offered in the literature for avoiding relay attack in [28] and [30].
Attacker can modify this variable or some additional readers may be placed
between reader and card in order to overcome this variable. However, the
main reason of its unsuitability is different mobile devices are used in the
proposed model instead of smart cards and when a relay attack occurred, only
NFC based mobile phones communicate with each other. There are no timing
limitations between communication of two NFC based mobile phones,
because these de-vices are active and it is different than the cases in the
[SO/14443 based passive cards. Therefore, this problem needs to be solved
with application layer security methods.

Location based control was also offered as another countermeasure in [30]
and [45]. Distance-bounding protocols use FWT values for calculating round
trip time and finally comment on requester’s location. As it was already
mentioned, using FWT is not suitable solution for avoiding relay attack
especially where NFC enabled mobile device are used.

Drimer and Murdoch [46] offered a calculation of distance bounding security
method for relay attacks based on smart cards, in particular for Chip and Pin
payment cards (EMV). Based on these tests, it measures round trip times
according to low level signal transmissions and attempts to detect relay
attacks.

Infrared Light was offered as a countermeasure for preventing Relay Attacks
in mobile transactions in [47]. Proposed solution was implemented on six
different test beds, but it was found that solution is strictly dependent on
infrared sensor, 1.e., hardware and therefore very hard to use in general.

Chabbi et al. [48] presented an authentication protocol involving a server, a
reader and an NFC Smartphone capable of capturing and converting the user
iris to a secret key. Also, they performed intrusion tests to inform the cell
phone's owner of attacks in order to determine the efficiency of the protocol.
On the other hand, in this approach, mobile devices may not detect iris all the
time because of lack of visibility also some additional processing time may
be needed causing the operational problems.
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Imran et al. [49] offered that Markov Chain may detect the relay attack on
payment solutions using the principles of the chain, and the evaluation shows
that in the case of electronic payment the Markov chain is successful in
detecting anomalies in relay attacks. Consequently, they suggested that the
Markov chain algorithm could also be used as a protection against an attack
in NFC payment. On the other hand, although Markov chain provides
suitable solutions based on the trained data, it still works on estimation
approach, therefore it is risky to use it in the access control systems.

Anggoro et al. [50] proposed a method using symmetric cryptography to
deliver a more accurate detection protocol against threats in mobile NFC
payment applications. The method was initially implemented on wireless
short-range communication using Secure Element (SE) of mobile device.
Creating, encrypting and controlling of certificates were performed in the SE.
However, this approach addresses low-level operations in NFC transactions.
Host Card Emulation (HCE) mode enables relay attacks in application level
passing all controls in low-level.

Gurulian et al. [51] conducted an analysis using sensor data obtained from 17
sensors from a test platform for an emulated relay attack to determine
whether they could effectively counteract these attacks. Each sensor, where
possible, was used to record legitimate 350-400 and relay (illegitimate)
contactless transactions at two distinct physical sites. The research offered
experimental results from which to assess the effectiveness of ambient
sensing to provide a powerful anti-relay mechanism in applications that are
sensitive to protection. Also, it is demonstrated that, under practical
implementation environments, no single sensor evaluation is suitable for the
security critical applications. In other words, raw sensor data should be
analyzed and interpreted in a complete security model instead of standalone
usage.

Li et al. [52] adapted the time-bound approach to detect relay transactions
and present a quantitative estimate of normal transactions versus relayed
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transactions. A mobile prototype framework was also developed to
demonstrate the feasibility of their proposed method.

Table 1: The Summary of Offered Solutions Against NFC Relay Attacks.

Studies

Dullink et al. [28]
Francis et al. [30]
Lietal. [52]

Drimer et al. [46]

Gurulian et al. [47]

Chabbi et al. [48]

Imran et al. [49]

Anggoro et al. [50]

Gurulian et al. [51]

Solution
Using Frame

Waiting Time
(FWT)

Distance Bounding
Algorithm

Using Infrared
Light

Converting User
Iris to Secret Key

Markov Chain
Estimation

Using Symmetric
Cryptography

Using Sensor Data

Key findings

Frame Waiting Time (FWT) variable defines
maximum response time after the end of the
reader’s data. Control of this variable was
offered for avoiding relay attack.

Distance-bounding protocols use FWT values
for calculating round trip time and finally
comment on requester’s location.

Infrared Light is offered as a countermeasure for
preventing Relay Attacks in mobile transactions.
Infrared light is sent from mobile device and
retrieved by reader during access request.

Smartphone captures and converts the mobile
device user’s iris to a secret key and sends that
secret key within the request to the reader.

Request is evaluated and classified according to
Markov Chain algorithm based on prior trained
data.

Security certificates are created using symmetric
cryptography.  Creating, encrypting and
controlling of certificates were performed in the
Secure Element (SE) of mobile device.

Sensor data obtained from 17 sensors from a test
platform and emulated relay attack based on that
data to determine whether they could effectively
counteract these attacks. Finally stated that, no
single sensor evaluation is suitable for the
security critical applications.
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Table 2: The Comparison of the Main Features of the Proposed Solutions

Dullink et
M al. [28] Drimer Gurulian = Chabbi = Imran  Anggoro Gurulian
) Francis et etal. et al. etal. et al. et al. et al.
CARBAC .
al. [30] Li [46] [47] [48] [49] [50] [51]
et al. [52]
NFC v v v v v Vv v v
Transactions
LI\J/Iobile Device v N X v v X X v
sage
Access Control v x x x x x x x
Methodology
lSJensorData v x x v v x x v
sage
warancs v X X x x X X X
e v X X X X X X X
ptation
i;\:lementation v v v v v x x x
est
I
aldaton v x X x x x X X
Prevention of
ieIaY At.tacks in v X X x X X X x
pplication
Layer
Proposed as a
Complete v X X X X X X X

Security Model

As explained in this section, most of the research works on NFC security
describe potential vulnerabilities and threats, show practical attacks, compare
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effectiveness of existing countermeasures and offer low level solutions such
as using Frame Waiting Time (FWT), distance bounding protocols, infrared
light, converting iris image to encrypted key, using symmetric cryptography
and evaluating raw sensor data retrieved from mobile device , however, they
do not offer a complete ,context aware and dynamic security solution for NFC
relay attacks. These proposed solutions are summarized in the Table 1 and 2
above.
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CHAPTER 3

NEAR FIELD COMMUNICATION (NFC)

3.1. Overview of NFC

With the invention of mobile phones, the prior intent was to establish voice
calls instead of using traditional wired phones. After Second Generation (2G)
GSM technology, mobile phones have equipped with not only performing
voice calls but also sending/receiving text messaging and also having internet
experience capabilities. In addition to standard cellular network connection
over base stations, mobile devices have started to establish connection to
other electronic devices for data exchange and interaction. The infrared
technology was used in first, then Bluetooth and Wi-Fi wireless technologies
have been developed for connection between interactive mobile devices.

After this development phase, Near Field Communication (NFC) technology
was introduced in 2002 by Philips and Nokia [17]. In 2004, Nokia, Microsoft,
Sony, and Philips established NFC Forum in order to create cooperation and
standardization. In early 2010s, NFC Forum has started to introduce NFC
standards such as Logical Link Control Protocol (LLCP) Specification, NFC
Data Exchange Format (NDEF) Specification and NFC Record Type
Definition (RTD) Specification etc. After that, mobile device manufacturers
have been affected from these developments and started to produce smart
NFC products, which are NFC, enabled mobile devices tags and readers.
Finally, NFC became a standardized short range, easy to use and set up,
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flexible and stable communication technology. The comparison with other
communication technologies and effectiveness of NFC are indicated in Table
3[30].

Table 3: Comparison of Wireless Technologies [30]

Parameter Bluetooth Zigbee NEC

Range 10-100 m 10-100 m 4-10cm

Data Rate 0.8-2.1 Mbps 0.02-0.2 Mbps 0.02-0.4 Mbps
Cost Low Low Low

Power consumption High Medium Low

Spectrum 24 GHz 24 GHz 13.56 MHz
Network topology Piconets, scatternets Star, tree, mesh One to one
Devices per network 8 2-65,000 2

Usability Moderate, data centric Easy, data centric Easy, human centric
Personalization Medium Low High
Flexibility High High High

Setup time Approx. 6s Approx. 0.5s Less than 0.1

According to evolution of NFC technology that is also illustrated in Figure
3, Radio Frequency Identification (RFID) technology may be interpreted as
ancestor of NFC technology. Although NFC passive cards are similar
technology with RFID passive cards, NFC have reformed, communication
technology also combines smart cards and mobile phones for innovative and
flexible solutions.

3.2. Communication Infrastructure

NFC provides short range (up to a few centimeters) wireless communication
between two electronic devices. In order to establish communication, at least
one active (energy provider) device should start communication process.
NFC enabled mobile devices, NFC readers such as contactless payment
readers are active devices, NFC tags, and NFC posters are passive devices.
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Figure 3: Evolution of NFC Technology [20]

Passive devices do not have any energy supply and they use received
electromagnetic energy that is induced by active devices when they come
close enough to active devices. This process is illustrated in Figure 4 [68].

NFC operates in 13.56 MHz High Frequency (HF) unlicensed frequency
band that is available to all manufacturer with range of up to 4 cm, however
generally devices are touched to each other. Data transfer rates are 106, 216
and up to 424 Kbps which higher than RFID data transfer rates, however
much lower than 3G and Wi-Fi rates. The reason of that, the main purpose of
NFC operations is not transfer to high volume data to destination. This also
illustrated in Figure 5 [5].

NFC works on different modulation schemes such as ASK (Amplitude Shift
Keying) with different modulation types 100% or 10% and coding techniques
such as Manchester and Modified Miller coding for exchanging data.

23



NFC/RFID
reader

13.56 MHz

Tag/transponder

Electromagnetic field

Figure 4: Electromagnetic Induction of NFC Devices [68]

According to study [8], using Phase Shift Keying (PSK) has better
performance than ASK in terms of energy efficiency.

Data
rate

1Gb Wireless USB/

Ultrawideband

100Mb

10Mb

Bluetooth

1Mb

100Kb |

0.01m 0.1m im 10m 100m 1km 10km Range

Figure 5: Data Rates and Ranges of Wireless Technologies [5]
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3.3. NFC Mobile Phone Architecture

A typical NFC enabled mobile phone includes standard mobile phone
equipment and NFC specific components. Mobile device in other words host
controller performs its data communication through Wi-Fi or mobile network
baseband via 2G/3G connection. NFC module involves NFC controller and
NFC antenna, which is able to connect to NFC device. Some mobile device
has electronic unit called Secure Element that aims to store critical data in
secure environment. NFC module connects to host controller either directly
or through Secure FElement. The infrastructure of Secure Element is
illustrated in Figure 6.

('NFC enabled Mobile Phone )
Baseband
\/ Communication
Host Controller j
Host ISO/IEC 7816
Controller Interface
Interface T Mobile Network
Elementl Infrastructure
SWP or S2C
ek S I
/ NFC Antenna p NFC Device
_ NFC eNFC Contactless N (1) NFC Tag
| '{Controller Front-End (CLF) 7 | (2) NFC Mobile
N J (3) NFC Reader
-

Figure 6: Structure of NFC Enabled Mobile Phone

3.4. NFC Data Exchange Format (NDEF)

NFC Data Exchange Format (NDEF) is a message exchange format which is
described in standard that created by NFC Forum [9]. This format regulates
message content, which is sent by passive NFC device (tag) to active NFC
device (mobile device or reader). With the basis of NDEF, NFC Forum has
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introduced four different Record Type Definitions (RTD Standard [10]) for
customizable NFC applications, which are Text, URI, Smart Poster and
Generic Control. There are also four different Tag Type operations named
NFC Type 1-4 tag operation that must be supported by an NFC Forum device,
which is based on ISO/IEC 14443A.

The NDEF message format can vary according to standards and application
areas; however, common NDEF format is illustrated in Figure 7 [30].
Explanation of each fields are follows:

e MB (Message Begin): The MB flag is a 1-bit field, which indicates the
start of an NDEF message.

e ME (Message End): The ME flag is a 1-bit field, which indicates the
end of an NDEF message.

e CF (Chunk Flag): The CF flag is a 1-bit field, which indicates that this
1s either the first record chunk or a middle record chunk of a chunked
payload.

e TNF (Type Name Format): The TNF field value indicates the types of
the value of the TYPE field.

e TYPE LENGTH: This field is an unsigned 8-bit integer that specifies
the length in octets of the TYPE field. The TYPE LENGTH field is
always zero for certain values of the TNF field.

e SR (Short Record): The SR flag is a 1-bit field, which indicates that
the PAYLOAD_ LENGTH field is a single octet.

e ID LENGTH: This field is an unsigned 8-bit integer that specifies the
length in octets of the ID field.

e PAYLOAD LENGTH: This field is an unsigned integer that specifies
the length in octets of the PAYLOAD field (the application payload).
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The size of the PAYLOAD LENGTH field is determined by the value
of the SR flag.

7 6 5 4 3 2|1|0
MBIME| CFJSR| IL TNF

Type Length

Payload Length —_—

ID Length

Type

ID

Payload —

(a)

NDEF Message
(rmB=1)(C - )(rRME=1)

(b)

Figure 7: NDEF Message Format [30]

3.5. Operation Modes of NFC

The NFC enabled mobile phones communicates with each other using three
different modes according to solution formation and requirements. These
modes provide a flexible environment for developers and hardware produces.
General protocol stack of operation modes is illustrated in Figure 8. [53].
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Figure 8: Operation Modes of NFC[53]

3.5.1 Card Emulation Mode

In this mode, two active NFC devices, which are mobile device and reader,
are used. The mobile devices act as smart card based on ISO/IEC 14443 Type
A, Type B and FelicCa standards in the application. When mobile phone gets
close to reader, similar to RFID applications, reader initiates interaction and
reaches mobile phone’s NFC module and Secure Element if available.
Payment and Access Control applications use this mode for granting access.

3.5.2 Peer-to-Peer Mode

In Peer-to-Peer mode, two active NFC enabled mobile phones interact each
other in two directional data exchange paradigms. Firstly, one mobile device
initiates communication set-up process using request-response mechanism,
other mobile device replies its response. The connection is established
according to Logical Link Control Protocol Specification (LLCP) created by
NFC Forum and data exchange is performed according to Simple NDEF
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Exchange Protocol (SNEP) protocol basics. The data, picture, URL exchange
operations between two mobile devices use this mode of operation.

3.5.3 Reader/Writer Mode

Active mobile devices can both read and write passive NFC tags in
Reader/Writer mode. Similar to RFID cards, NFC cards respond to requested
data sent from initializer mobile device or write demanded data. Passive NFC
tags are operated according to NDEF and RTD message format standards
which described in Section 3.4. Location based services, information tags or
smart posters use this operation mode.

3.6. Vulnerabilities and Attacks

In this section, the vulnerabilities and attacks that target to these parts of the
overall system are analyzed.

There are two main reasons for high volume of attacks to mobile systems
especially NFC based ones. Firstly, NFC mobile devices can act as credit
cards so they include critical and sensitive financial data, or they can act as
smart cards that are used in access control systems so they again include
private data. Second reason of attacks is about customer perception of
security. The customers of mobile device do not pay attention security and
possible risks enough. According to survey conducted by Ponemon Institute
[54], only less than half of consumers use passwords or other security
patterns, only 29 percent of consumers state that they install anti-virus
software, and only 10 percent of customers turn off their Bluetooth
“discoverable” status when their phone is not in use.

3.6.1 NFC Tag Vulnerabilities

Passive NFC cards or tags which are also similar to RFID cards operate in
Reader/Writer modes. They are generally unpowered microelectronic unit
including small chip and antenna. Active devices (mobile phone or reader)
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initialize connection and passive tag replies with included data or function
with the harvested power. The common components of NFC tag are
illustrated in Figure 9 [55].

Antenna

IC/Chip

Figure 9: Components of NFC Tag [55]

The chip (EEPROM) inside of NFC tag contains NDEF based data which
also described in RTD document of NFC Forum. The probable threats about
tags can be grouped as data modification, URI modification and fuzzing.

NFC tags may contain ticketing data in transportation or can be used in hotels
for room access. If the data inside of card or tag can be modified easily, it
may result in unauthorized access. Another risk is URI modification. When
the data 1s modified and overwritten with an unsecure web link, consumer
may download some applications or files which cause security risks. These
threats can be avoided with key distribution and key agreement between two
sides of solutions.

3.6.2 NFC Enabled Mobile Device Vulnerabilities

In order to ensure security on mobile devices, sensitive data and credentials

should be stored in secure environment [56]. In order to provide this

requirement, electronic especially mobile device manufacturers have
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developed microelectronic chip called “Secure Element (SE)”. For example,
as a popular payment solution, Google Wallet system stores debit card
information in secure element of mobile device [30].

/ Mobile m a Mobile phone ~ Mobile phonN

22
e e}

a) UICC as Secure Element b) Directly Embedded in ¢) Embedded in Additional
Mobile Phone SD Card

Figure 10: Types of Secure Element [55]

Three types of secure element are offered in the literature [55], [57] according
to their structure. These are SIM Card (UICC) as Secure Element that the
secure element chip is located on UICC, Embedded Secure Element where
the Secure Element is directly embedded in the mobile device as a separate
unit and Additional Secure Element that external SD card is used as Secure
Element.

e SIM Card (UICC) as Secure Element: The secure element chip is
located on UICC. This solution is used when either mobile device does
not have embedded secure element or Mobile Network Operators
offering solutions. Such as, Turkcell Mobile Payment solution works
on this kind of secure element.

e Embedded Secure Element: Secure Element is directly embedded in
the mobile device as a separate unit. These kinds of secure elements
provide independency and flexibility to manufacturers and developers.
The majority of secure elements which produced recently are this kind
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of secure element. Google wallet mobile payment system uses both
embedded secure element and UICC as secure element.

e Additional Secure Element: Less mobile solution uses secure
element as inside of external SD card. This kind of secure element 1s
likely exposed to high security risks.

Also, in the research [20], software based secure elements were added to
mobile phone virtually, however, they are not applied to solutions because of
their security risks in data modification in virtual secure element easily.

NFC controller is connected to SEs through either Single Wire Protocol
(SWP) or NFCWired Interface (NFC-WI). In addition, secure element
connects to host controller using ISO/7816 standard regulations [58]. These
connections are illustrated in Figure 6. However, NFC literature does not
include any comparison analysis of both physical layers in terms of security,
performance and other parameters yet.

As the concept of isolating sensitive data in the mobile phone [12], software-
based isolation i1s offered which is an extension of OS first, then a hardware
unit assigned inside of mobile phones’ Central Processing Unit (CPU) and
memory, finally a complete dedicated hardware unit is developed for
assuring high security. This development is illustrated in Figure 11.

The main security trait affecting secure element is trying to reach data stored
in the secure element in unauthorized manner [59]. To do that, attacker may
use hidden software, which installed to phone without knowledge of user and
this software can read secure element. Additionally, an attacker can add a
modified virtual secure element to the device and create security leaks. By
doing that, attacker can pass over PIN based precautions. The solutions to
these issues are not discussed in the literature and should be researched.
Assigning SE matching ID and performing data transactions using with that
ID may avoid adding modified secure element security risk, in other words
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integrating context aware security model with mobile device SE helps to
solve these security threats. This vulnerability is out of scope of this thesis.

Only software
RichOS

No extra cost Low protection

Software and Hardware Trusted
Execution

Low extra cost Medium protection Environment

Software and Tamper resistant HW
Secure Element

Extra cost High protection

Figure 11: Stages of Secure Element

3.6.3 NFC Communication Vulnerabilities and Attacks

In addition to typical wireless communication threats, there are also threats
which are specific to NFC communication. The common attack methods in
NFC communication environment are eavesdropping, data modification and
relay attack.

Although communication range of NFC is only a few centimeters, attacker
can listen and record the communication using proper antenna system.
According to study [59], there is no built-in prevention method for NFC
systems, however encrypting data and creating secure data communication
channel between NFC device can avoid eavesdropping and also the proximity
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of the communication units can be another precaution for attack realization,
but it does not eliminate the risks totally.

Data corruption, data modification and data insertion type attacks have
similar method and properties on radio communication. Similar to other
wireless mediums, data corruption is mainly caused by jam signaling. In the
research [55], reflective and pulse jamming are described and effects of jam
signaling on the data modulation schemas are also analyzed. Data
modification and data insertion attacks are difficult to implement than data
corruption, because, attacker can interfere the communication using
signaling, however, in order to modify or insert data to flowing data in the
medium, first s’/he should capture the packet in required small time range.
Also, even if data package is captured, transaction should be in the proper
modulation and encoding form. In the research [59] and [60], it is stated that;
when transferring data with modified Miller coding and a modulation of
100%, only certain bits can be modified, while transmitting Manchester-
encoded data with a modulation ratio of 10% permits a modification attack
on all the bits.

Eavesdropping and data modification attacks are not frequently used in NFC
domain as relay attacks. In the relay attack scenario, attacker captures and
forwards relayed message to proxy device and this device deliver the
message as if the real owner. Similar to relay attacks, man in the middle
attacks also influence wireless medium, however, the method and purpose of
relay attacks have completely changed. These attacks are frequently used in
ISO/IEC14443 based passive smart card communication environment. Since
these cards are used in critical payment and access control systems, relay
attacks in this environment result in important security threat. For example,
in the research [61], ISO/IEC14443 based smart contactless credit card is
successfully relayed over proxy devices. In this application, relay mobile
phone records debit card data in reader mode and forwards this data to other
phone via wireless communication such as Wi-Fi or Bluetooth.
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Figure 12: Example of Relay Attack Formation [62]

Proxy NFC based mobile devices sends credentials to reader as if the real
owner in card emulation mode. If the reader cannot realize the fake sender,
relay attack i1s completed successfully. The example of relay attack
communication example is illustrated in Figure 12.

In the literature, NFC enabled mobile phones are generally used for relaying
smart cards, in other words mobile phones read and send the data only. Credit
cards, debit cards even electronic passports are used in relay attack
experiences, however in the access control systems that also used in this
study; mobile devices are used in card emulation mode instead of using smart
cards. In our study, we give more attention to relay attack than eavesdropping
and data modification because; relay attacks are encountered more frequently
in transactions and can cause more damage than other threats. Also because
of NFC’s short communication range, other attacks generally cannot be
performed successfully.
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CHAPTER 4

PRACTICAL NFC RELAY ATTACK

In this chapter of the thesis, details of practical relay attack using NFC smart
phones are analyzed. The relay attacks are generally occurring in wireless
environments; however, it has some different characteristics in NFC domain
in terms of implementation logic and methodology.

In addition to other security threats such as eavesdropping, data
modifications etc. in the short-range wireless communication, relay attacks
are frequently used for performing interventions.

Attacker captures and forwards relayed message to proxy device and this
device delivers the message as if the real owner in a typical scenario. Similar
to relay attacks, man in the middle attacks also influence wireless medium,
however, the method and also purpose of relay attacks have completely
changed. These attacks are frequently used in ISO/IEC14443 based passive
smart card communication environment. Since these cards are used in critical
payment and access control systems, relay attacks in this environment result
in important security threats. For example, in the research [62],
ISO/TEC14443 based smart contactless credit card is successfully relayed
over proxy devices. In this application, relay mobile phone records debit card
data in reader mode and forwards this data to another phone via wireless
communication such as Wi-Fi or Bluetooth. Proxy NFC based mobile
devices send credentials to reader as the real owner in card emulation mode.
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If the reader cannot detect the fake sender, relay attack is completed
successfully.

In the literature, NFC enabled mobile phones are generally used for relaying
smart cards, in other words mobile phones read and send the data only. Credit
cards, debit cards, and even electronic passports are used in relay attack
experiences, however, in the access control systems proposal; mobile devices
are used in card emulation mode instead of using smartcards. On the other
hand, smart cards are limited and just reply the requested data.

4.1. Host Card Emulation Mode (HCE)

NFC devices basically operate in three different implementation modes,
Reader/Writer, Peer-Peer and Card Emulation mode. Although announced
three modes, developer could use two of them, Reader/Writer and Peer to
Peer in Android operating systems because of limitations. Also, we have
started that Peer to Peer mode in our previous test environment in
implementation phase of thesis study. Only Google Wallet [63] solution
could access to this operation mode in its transactions until the 4.4 version of
Android (API Level 20) is released. With that release, developers have
started to use Host Card Emulation Mode [64] in their solutions and users
have started to use their mobile phones like smart cards, also we have moved
to that operation mode in our system because of its functionality and
flexibility compared to its other modes.

The use of HCE in solutions also eases the practicability of relay attacks in
the domain. Shifting between Reader and Card Emulation modes provides
great chance to relay attackers. We have also used HCE in our practical relay
attack scenario.

4.2. Relay Attack Implementation

The relay attack setup in this study shows differences in transaction methods
and relaying medium. As it is illustrated in Figure 13, the high-level
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components of NFC based access control systems are NFC Enabled mobile
device, NFC reader, access control panel and central server.

Central Server S

Local or Remote ’
Local Access g
Control Panel N —

=
Registers
Connection
Issues Key Ku
4
I @Wireless Connecﬁon-)))) D ............................. Q
Authenticates with Ku Touching Each Other
FC Reader Card Emulation Mode Reader Mode Card Emulation Mode

Figure 13: Relay Attack Flow for Access Control System

The general activity flow of NFC based access control system begins with
controlling whether NFC unit is active or not. If NFC is enabled, user
registers to system with his/her mobile operator number, username etc. via
application that installed on device. Once user 1s registered to system, central
server activates his/her authorizations if defined previously and sends to
activation key to authenticated mobile device. After registration process is
completed successfully, user can now send access requests with his/her user
name, password and period of time parameters.

After getting key from the server using JSON based web services
infrastructure, user can now send authentication requests to NFC reader with
acquired key. At that time, relay phone can interfere NFC communication
between reader and mobile phone. Relay phone can read the key that stored
in the real mobile phone by getting close to phone in reader operation mode.
In other words, relay phone imitates the NFC reader. If requester cannot
identify the real NFC reader, relay phone can get the user key.
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Figure 15: The Mobile Phone Screens of the Fake Sender

In order to complete attack successively, relay phone should send access
request to NFC reader with key that captured from real phone. To do that,
relay phone shifts its operating mode to Host Card Emulation Mode, by doing
this; it now acts as smart cards and sends requests. After these transactions,
NFC reader gets the key and forwards to the server. Because of the validity
of the key, unauthorized attempt access to resource. The screenshots of these
operations are illustrated in the Figure 14 and 15.

The main purpose in developing this attack trial application is to show how
easily relay attack can be performed especially using host card emulation
40



mode in NFC enabled mobile devices. To overcome this security
vulnerability, we have designed and developed a context-aware and dynamic
security model for that medium. The details of the offered model are
described in the Chapter 5.
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CHAPTER S

MOBILE CONTEXT AWARE AND ROLE-BASED ACCESS
CONTROL MODEL (M-CARBAC)

S5.1. Security Model

Security model generally means a schema for enforcing security policies as
a term. In other words, it is formal descriptions of security policies. If a
security policy states that subjects need to be authorized to access objects,
the security model would provide definitions how x can access y only through
the outlined specific methods. In our case, main security policy can be stated
as only authorized users can access resources via NFC communication and
security model describe how it can be achieved, which methods and
calculations should be used etc.

There are different kinds of security models for any kind of need in
applications. For example: Bell-LaPadula for confidentiality, Biba, Clark-
Wilson for integrity, Chinese Wall for dynamic changes of access rights,
Clark-Wilson for informal environment etc. In addition to these security
models, access control security models also offered in the literature such as,
Discretionary Access Control (DAC), Mandatory Access Control (MAC) and
Role-Based Access Control (RBAC). Details of these access control models
are explained in the Table 4.
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Table 4: Access Control Models Basics

Model

Discretionary Access

Control (DAC)

Mandatory Access Control
(MAC)

Role-Based Access Control
(RBAC)

Temporal Role-Based
Access Control (TRBAC)

Generalized Role-Based
Access Control (GRBAC)

Threshold
Collaborative
Control (T-CAC)

Based
Access

Context-aware
control  using

cryptography

access
threshold

(CAAC-TC)

5.2. Threat Modeling

Threat modeling is a set of activities for improving security by identifying
objectives and vulnerabilities, and then defining countermeasures to prevent,
or mitigate the effects of risks. There are lots of offered threat modeling
methodologies [65] in the literature. Such as STRIDE, PASTA, LINDDUN,
CVSS, Attack Trees, Persona Non Grata, Security Cards, hTMM are the
examples of the most used ones. We analyzed the STRIDE threat modeling

Description

Access control over databases based on user
identities and rules

Lattice based access control model. Primarily
focuses on information flow of computer
systems.

Access grants are given according to role status
of users instead of individual authorization.

Extension of RBAC model, time contexts can
also be used in access control.

Access roles are defined in three different
concepts which are subject roles, object roles
and environmental roles.

Access is allowed only when total access
requests reach the defined threshold value.

Works based on “threshold cryptography”
methodology and contexts. Data encryption and
decryption are administered by access control
rules.
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basics and created the Elements of NFC Relay Attack Threat Model. STRIDE
is a model of threats offered by Praerit Garg and Loren Kohnfelder at
Microsoft for identifying security threats [66]. Basically, STRIDE stands for
"Spoofing", "Tampering", "Repudiation", "Information disclosure", "Denial
of service", and "Elevation of privilege". The main purpose of STRIDE is to

allow researchers to classify threats according to its categories.

Table 5: STRIDE Threat Categories

Threat Violated Explanation
Property
S Spoofing Identify Authentication Pretending to be something
or someone other than
yourself
T Tampering Integrity Modifying something on
disk, network, memory or
else
R Repudiation Non-Repudiation  Claiming that you did not
do something or were not
responsible
I Information Confidentiality Providing information to
Disclosure someone not authorized to
access it
D Denial of Service Availability Exhausting resources

needed to provide service

E Elevation of Privilege = Authorization Allowing someone to do
something they are not
authorized to do

The categories of STRIDE model are presented in the Table 5. Although
STRIDE model is generally used for analyzing software threat modeling, it
can be also used for other systems. At first glance, Tampering, Repudiation,
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Information Disclosure and Denial of Service threat categories are not related
with Relay Attack threat methodology. Although “Spoofing Identify” seems
to be category of Relay Attack, in fact, it is a tricky way of pretending
someone or something such as phishing etc. Elevation of Privilege is defined
as allowing someone to do something they are not authorized to do. With this
perspective, it is the closest category of Relay Attack scenarios.

After that, we have defined Asset, Vulnerability, Threat, Adversary, Type of
Adversary, Attack Vector, Motivation, Successful Result and
Countermeasure of NFC Relay Attack Threat Models. They are explained in
the Table 6.

First of all, threat is having access of unauthorized subjects with authorized
credentials in mobile access control systems using NFC technology which
means Relay Attack. Moreover, the main target is to get critical data
(credentials and contextual) of mobile device. In other words, attacker targets
to get this information to perform his attack successfully.

The main vulnerability in the NFC Relay Attacks is unable to detect real
owner of mobile critical data. If the system/model could not detect the real
requester than Relay Attack is successfully performed. The attacker can be
defined as a person with unauthorized mobile device. In other words;
someone having a mobile device including critical data of someone else. An
adversary type is active and mobile, according to the contextual data used in
the requests, it may be static or dynamic. The main motivation source of
attackers for Relay Attacks is that, they can easily obtain sensitive and critical
data and reach sensitive applications such as access control, financial etc. To
prevent successful Relay Attack threats and ensure authentication validity,
we have offered a context-aware prevention model.
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Table 6: The Elements of NFC Relay Attack Threat Model

Element

Asset (Target)

Vulnerability

Threat

Adversary (Attacker)

Adversary (Attacker) Type

Attack Vector

Motivation

Successful Result

Countermeasure

Property

Critical data (credentials and
contextual data) on mobile device.

Unable to detect real owner of mobile
critical data.

Having access of unauthorized
subjects with authorized credentials
in mobile access control systems
using NFC technology (Relay
Attack).

Person with unauthorized mobile
device.

Active, static or dynamic, mobile.

Mobile devices —  (wireless
communication) —  reader of
resource.

Attacker can get the authorization
access easily in critical access control
systems.

Is authorized to resources.

Using context-aware prevention to
ensure authentication and
authorization validity.
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5.3. The Model Basics

The pervasive computing environments (PCE) include different kinds of
hybrid devices, infrastructures and applications. In the study [55],
components of a typical PCE described as devices, pervasive networks,
middleware and applications. In our proposed system and model, following
matchings can be applied; NFC enabled mobile phone as device, NFC
communication as middleware and access control system as application.

Our proposed model is an access control model based on predefined security
policies and principle in order to ensure secure end-to-end NFC
communication. The three main security policies that define security model
based on our research questions are;

1. What are the possible vulnerabilities for NFC communication
environment?

2. What are the system requirements and how can we define them
properly for our context-based security model?

3. Can we prove and simulate the practicability of the relay attack in NFC
communication?

4. How can we design and build a dynamic context aware security model
to prevent relay attacks in NFC enabled mobile phones?

We are planning to create a context sensitive security model, which ensure
and satisfy these questions and policies. Our main security principle in the
proposed access control model; the credential data should be meaningless
even it is captured and it should be no longer valid even if it is read.
According to that principle, validity has more importance than
confidentiality, which is one of the main principles of security. Because the
key in the NFC access control, systems need not to be confident, when
validity of keys satisfies the conditions. Based on these requirements that
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defined in this section, we interpret the context aware methodology for new
domain with innovative perspective.

With the help of these basics, our model provides application layer security
mechanisms for NFC based access control systems. In addition to traditional
and static security models, it provides dynamic and adaptive context aware
security model principles. The offered model covers the NFC based access
control systems, other NFC based solutions such as NFC payment solutions
or EMV based NFC card solutions are out of scope in this study although the
model can be applicable on them as well.

5.4. Context Aware Methodology

Context as a term is described in studies and by researchers in many different
ways. The five “W” descriptions of context include definitions that are
“Who”, “What”, “Where”, “When” and “Why”. An answer of each of these
questions generates a context. Location description of context mainly focuses
on the person’s current location and descriptions of surrounding location.
Also, nowadays, additional parameters are used in context aware systems.
For example; average value of daily usage or other parameters such as IMEI
number of mobile devices etc. can be used for access control systems.

Context categories are:

e User context: the status of the user making a request.

e Resource context: the status of the resource (object) being requested.

e Environment context: the status of any entities relevant to the specific
request (resource’s environment).

e History context: specific previous events and situations, which
constitute an additional dimension of context information, including

user, resource and environment history.
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A system can be defined as a Context Aware System as long as it senses the
environment and reacts accordingly. It can be described as context aware
systems as collecting required contexts in order to create meaningful
information for users or systems. Another description of context aware
system underlines adaptation of systems behaviors and reactions according
to sensed changes of the environment. In addition, context aware systems are
grouped as “active” and “passive” context aware systems. Both of them
monitor changes in the environment, however, active context aware systems
adapt their reactions according to context and pre-defined rules, on the other
hand, passive context aware systems sense the changes in the environment
and send them to system users.

5.5. Dynamic and Adaptive Security

Access control systems are always needed for any kind of resource
throughout to history. This need exponentially increased in the digital age
which is also defined as “third era of computing” by Weiser [1]. In this era
resources and devices are extremely distributed in the environment. This
concept also named as “Pervasive Computing” in the literature.

Although conventional static security models are still used in digital systems,
innovative access control models are becoming more popular. In fact, this
popularity is result of needs about efficiency, simplicity and durability.
Number of devices, interactions between devices and people who use these
devices are extremely increased in pervasive computing environments.
Therefore, MAC (Mandatory Access Control), DAC (Discretionary Access
Control) and other conventional model do not satisfy these needs.

As a result of this period, dynamic security models in which permissions and
assignments are changed according to changes in the environment are
developed, and still studies are conducting on this topic. Our model is also
planned and designed based on dynamic and adaptive security model
methodology.
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Figure 16: Evolution of Access Control Models

5.6. Mobile Context Aware and Role-BasedAccess Control Model (M-
CARBAC)

The important part of our model is to ensure security in mobile environment
especially in NFC communication. In addition to common encryption
techniques, we suggest a context aware security model. Unlike the typical
RFID based smart cards, NFC mobile phones can act as both a reader and
smart cards. This mainly causes Relay Attack. This attack occurs in
application layer, therefore suggested Data Link Layer precautions such as
calculating Frame Waiting Time (explained in proposal report in detail) for
RFID based cards do not solve this problem. The Proposed context aware
security model is mainly suggested in order to overcome this type of attack.
Based on mentioned requirements, context aware parameters are added to
generated key in mobile device before sent and encrypted. With the help of
this logic, even the data can be relayed to another location or any device, it
will not be valid and attack will not be successful. This logic also validates
our main security principle which is the credential data should be
indecipherable even it is captured and also it should be no longer valid even
if it 1s deciphered.

The major valuable and conceptual properties of the model as follows:

e Context Layer Abstraction: Using different kinds of contextual
information with defining entities and activities in authentication
period.
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3.7.

Two Layer Capsulation: In addition to standard encryption, contexts
are added to packet before sending access requests.

Runtime Creation: Transactions and contexts used in authentications
are created in runtime. This becomes a necessity in mobile
environment in order to prevent relay attacks.

Undescriptive Key Format: According to our main security
principles, data may be captured, however it should be meaningless in
other words; contextual information and keys should not be identified.

Dynamic Adaptation: Unlike the traditional authentication methods,

permission activations and revocations are performed accordingly with
the context changes.

Role Based Access Control (RBAC)

Role Based Access Control model is suggested by Sandhu and his colleagues
[69] in 1996 as an alternative access control model to Mandatory Access
Control (MAC) and Discriminatory Access Control (DAC) models. Majority
of access control models are developed based on its main principles. It is also
accepted and published as a standard by National Institute of Standards and
Technology (NIST).

> >

Figure 17: Structure of Basic RBAC
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Table 7: Authentication Methods of Models

Approach Subject TokenT  Authentication —Mapping Access Policy
Identity - Permission
Sid P
Conventional User-name Password s Spp a valid - (Sm, P)
Access Control username, given
T?
Public Key Certificate Signature  Does Sip - (S, P)
Based Access (public key) (private represent a valid
Control key) user, given T?
Role-Based Username Password ~ IsSIDavalid  Sip »Rolen (Rolem, P)
Access Control user, given T?
Context-aware  Username Password  IsSIDavalid S -Rolen (Role i, Cxt, P)
Role Based user name, Sip = Ctx
Access Control given T?

RMAC i1s developed in order to manage complex access control procedures
in the companies and systems. Basically, it contains four main components
which are users, roles, permissions and sessions. Instead of using traditional
control mechanisms such as passwords or access control lists, it is based on
User-Role (U-R) assignments. This flow is illustrated in Figure 17. In
addition, it separates permission management from user and role mechanisms
with Role-Permission (R-P) assignments. The first version of RBAC only
provide a flat assignment from user to permissions then other improved
versions of RBAC are offered. The development process of RBAC is
described in below.

* RBACO: the basic model in which users are associated with roles (U-A) and
roles with permissions (P-A).

* RBAC1: RBACO with role hierarchy.
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* RBAC2: RBACO with constraints on role and permission assignments.
* RBAC3: combination of RBAC1 and RBAC2.

In the last version of RBAC, role hierarchy and constraints are added to the
model in order to manage level of roles with respect to permission activation
and define constraints that affect U-R and R-P assignments. As a result,
RBAC became one of the most popular and convenient access control models
in terms of efficiency, administrative costs and easiness.
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Figure 18: Structure of RBAC3 [69]

Although majority of systems use RBAC, it cannot meet all requirements of
today’s systems and applications. The parameters of devices, users and
applications changes frequently in pervasive computing environments
(PCE), therefore roles and permissions change accordingly. In order to
develop access control systems with this perspective, researchers tend to
extend RBAC by adding new parameters, mechanisms or components. Our
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model (M-CARBAC) also extends the RBAC in order to make it appropriate
for mobile environments.

5.8. Conceptual Requirements of the Model

Near Field Communication (NFC), technology takes part of access control
solutions. Almost all these kinds of solutions are critical and data sensitive
solutions because of their roles and functions. Although general information
security requirements which are described below can be applied to NFC
based communication, NFC specific security requirements have not been
offered in the literature up to now.

e Data Confidentiality: Because of its nature, data confidentiality is
one the most important requirement. The basic principle in NFC based
access control systems 1is securing sensitive credentials from
unauthorized individuals

e Data Integrity: Integrity means to be correct or unchanged the
intended state of data. In NFC communication, the data is not tolerated
to even small changes; therefore, data integrity principles should be
applied to NFC based solutions. It also includes authenticity and non-
reputation schemas

e Availability: This principle guarantees the service reachability for all
required time and conditions. Because of wireless communication of
NFC, it may be affected from DDOS attacks that are created by jam
signaling and other interferences.

NFC technology i1s a multi-functional technology and includes hardware,
software and communication domains. Because of that, NFC security issue
deals with not only traditional information and communication security
issues but also NFC specific security issues.
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Least Privilege, Role Hierarchy, Separation of Duties and Role Conflicts are
core requirements that will be considered in implementation part of our
model as an infrastructure.

a)

b)

d)

Least Privilege: The principal of least privilege also known as the
principal of minimum privilege regulates the minimum required rights
in order perform desired action on an object. According to this
requirement, each user, function or application should not have more
permissions than minimum level of right for an action.

Role Hierarchy: The role hierarchy defines a structure of levels of
roles in the systems. Similar to inheritance of object-oriented
programming (OOP) in software development, it provides bottom-up
role tree of organization. This structure decreases role complexity and
eases to manage of roles. Basically, it describes that the role has all
permissions of roles from all below levels. For example; IT managers
have all privileges of DB admins and also officers, because IT
managers are in the top and officers are in the bottom in role tree. The
tentative role hierarchy of our model is illustrated in Figure 19.

Separation of Duties: This requirement mainly aims to prevent one
role having whole permissions to perform an action. It is based on at
least two or more role or users are needed to complete a transaction.
For example, a confirmation of a critic money transfer transactions in
a bank should be performed by at least two officers.

Role Conflicts: Role definitions and role hierarchy should be
designed carefully in case of any role conflicts. A user may have two
roles that have conflicting permissions. For example; a research
assistant can have “instructor” and “student” roles at same time,
however they may have some conflicting permissions. To prevent
these kinds of conflicts, roles should be atomic as much as possible or
predefined rules should be addressed in case of any conflict’s
occurrence.
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Figure 19: Role Hierarchy of MCARBAC

5.9. Principles and Components of the Model

Access control systems mainly regulate access requests from subjects on an
object. When a user (subject) wants to reach a resource (object), access
controller mechanism evaluates this request based on access policies and
predefined rules. On the other hand, these types of static access control
mechanisms become out of use because of its inflexible and inefficient
structure. Not only static credential information but also supportive
contextual information is started to be used in access control evaluation
periods in order to create more efficient decisions and make assignments
accordingly.

We try to extend RBAC model with contextual additions. By doing that we
aim to both prevent relay attacks in mobile environments and also provide a
dynamic security model for applications.
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