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ABSTRACT

SECURE VIDEO TRANSFERRING IN AUTOMOTIVE

Video monitoring became essential for the ongoing development of car systems,
delivering instantaneous visual feedback for driver assistance, object detection, and
safety features. As these video streams were used more extensively, the danger of
security breaches with the potential to compromise the integrity and authenticity of
visual data also increased. To offset such risks, digital watermarking emerged as a tool,
with the capability of embedding hidden authentication data in video streams without

affecting perceptual quality.

This work evaluated the performance of four watermarking schemes—Base Effec-
tive Algorithm, Sequenced Watermarking, Multi-Subband Watermarking, and HMAC-
Enhanced Watermarking—under varying attack scenarios, including additive Gaussian
noise, compression, cropping, and image swapping. Using objective quality metrics
such as Peak Signal-to-Noise Ratio (PSNR) and Normalized Cross-Correlation (NCC),
we quantified visual quality versus watermark robustness trade-offs. Experiments were
conducted under both light and heavy Gaussian noise scenarios to simulate real-world

tampering.

It was concluded that under low attack levels, visual quality was best preserved
by the Base Algorithm, whereas Multi-Subband Watermarking performed better under
more aggressive manipulation conditions. Sequenced Watermarking proved promising
in detecting frame-level forgeries, and HMAC-based embedding provided cryptographic
security. These findings provided a strategic basis for selecting watermarking methods

based on security requirements for video surveillance in automotive systems.



OZET

OTOMOTIVDE GUVENLI VIDEO ILETIMI

Video izleme, siiriiciilere destek, nesne algilama ve giivenlik 6zellikleri i¢in an-
lik gorsel geri bildirimi saglayarak geligen arag sistemlerinin ilerlemesinde 6nemli hale
gelmigtir. Video akiglarinin daha yaygin kullanilmasiyla birlikte, gorsel verilerin biitiin-
liiglinii ve dogrulugunu tehlikeye atabilecek giivenlik ihlalleri riski de artmaktadir. Bu
tiir riskleri azaltmak amaciyla, gorsel kaliteyi bozmadan video akiglarina gizli kimlik
dogrulama verisi yerlegtirme yetenegine sahip dijital filigranlama bir ¢6ziim olarak éne

cikmaktadir.

Bu caligmada, dort farkl filigranlama algoritmasinin—Temel Etkili Algoritma,
Siral Filigranlama, Cok Alt Bant Filigranlama ve HMAC tabanh Filigranlama per-
formanslari, Gauss giiriiltiisii ekleme, filtreleme, kirpma ve goriintii degigtirme gibi
cesitli saldirt senaryolar1 altinda degerlendirildi. Tepe Sinyal-Giiriiltii Oran1 (PSNR)
ve Normallegtirilmig Capraz Korelasyon (NCC) gibi nesnel kalite olgiitleri kullanilarak,
gorsel kalite ile filigran saglamligi arasindaki denge degerlendirildi. Gergekci miidahale
senaryolarini simiile etmek iizere hem hafif hem de yogun Gauss giiriiltiisii durum-

larinda deneyler gerceklestirildi.

Elde edilen sonuclara gore, diigiik saldir1 seviyelerinde en yiiksek gorsel kalite
Temel Etkili Algoritma ile saglandi; ancak daha giiclii saldirilar kargisinda en iyi per-
formans Coklu Alt Bant Filigranlamasi ile elde edildi. Siral Filigranlama, video karesi
diizeyindeki sahteciliklerin tespitinde umut vadederken; HMAC tabanl yontem ise krip-
tografik giivenlik katkisi sunmaktadir. Bu bulgular, otomotiv sistemlerindeki video
gozetimi icin gilivenlik gereksinimlerine uygun filigranlama algoritmalarinin stratejik

olarak secilmesine olanak saglamaktadair.
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1. INTRODUCTION

1.1. Problem Definition and Motivation

Video monitoring in the automotive industry plays a significant role by providing
real-time information to the driver. With the increase in the use of autonomous driving
and Advanced Driver Assistance Systems (ADAS), video monitoring technologies have
become crucial. One of the key ecosystems in automotive is the Camera Monitor
System (CMS), which typically consists of a camera, an Electronic Control Unit, and
a display unit; all connected together with the help of different solutions of video links.
CMS must be able to meet the security and safety requirements of automobiles. One of
the major issues today is the lack of strong cybersecurity measures for automotive CMS.
For instance, currently there is no process that is being widely used to authenticate
the video streams; the system, therefore, is prone to fault scenarios and attacks. A
malicious entity is able to exploit the outside interfaces to exploit the video data,
thereby having the ability to cause safety issues. The gap has to be filled by pugging the
loophole to enable the CMS to become reliable and safe in the present-day automobile

systems.

One of the approaches used by automotive camera interfaces is Serializer-Deserializer
(SerDes) communication protocol for its very high data rate and low latency. In SerDes
links, communication is performed either over a Shielded Twisted Pair (STP) or coaxial

cable in the physical layer. 3 broad categories of SerDes video links are present.

The Flat Panel Display Link (FPD-Link) by Texas Instruments, currently in
its third generation, offers a forward channel bandwidth exceeding 25 Gbps with a
simultaneous low-speed back channel. Latency must also be minimal in the case of
autonomous vehicles, and compression and decompression processing needs must be
choreographed carefully. Texas Instruments processors provide High-Bandwidth Digi-
tal Content Protection (HDCP), with cryptographic techniques used to safeguard data

transfer [5].



APIX, developed by Inova Semiconductors, serves as a unified interface for both
display and remote digital camera applications. It utilizes Current Mode Logic (CML)
technology to serialize and transmit data, while also incorporate HDCP in certain

processors [6].

Gigabit Multimedia Serial Link (GMSL) developed by Maxim Integrated is the
most sought-after among OEMs. GMSL 2 allows operation in a forward channel data
rate of 3 Gbps or 6 Gbps and in the backward channel a data rate of 187 Mbps. Maxim
Integrated provides HDCP and watermarking features in some of its processors, such as
the MAX9266 and MAX86140. Even though there are different types of links, SerDes

video links allow the integration of different links into each other.

CMS should comply with independent automotive standards like ISO 16505 that
includes performance requirements for CMS extensively utilized by OEMs. The CMS
should also be protected from cyber attacks, for which ISO 21434 provides directions

and principles for automotive Cybersecurity.

Several studies have explored various aspects of CMS. Gutzmer highlights the
growing complexity of camera interface specifications driven by technical advancements
and varied industry requirements [1]. His work punctuates standardization to promote
affordability in multiple automotive applications. Terzis addresses the replacement of
auto mirrors by CMS to improve driver sight, aerodynamics, and fuel efficiency [7].
Addressing challenges, he emphasizes CMS alignment with ISO 16505 for rear-view
mirror replacement. Ensuring CMS functionality equivalent to traditional mirrors, the

discussion covers real-time behavior, system resolution, and display parameters [7].

Witt and Bauer propose a robust real-time video watermarking technique for
frozen frame detection in video systems for CMS functional safety. Their proces-
sor buffering-resistant, video compression-resistant, and common image processing
operations-resistant technique achieves robustness and low false detection probability.
By distributing the watermark’s impact temporally, this approach ensures the water-

mark remains below the perceptual threshold, as verified by objective methods [§].



Axmann et al. contribute to CMS safety by focusing on advanced monitoring
of panel electronics and display output. Their approach, ASIL Prepared Video Safety
System (APVSS), ensures safety-verified Red Green Blue (RGB) data is supplied to
panel electronics. In case of failure, their system facilitates a safe state by deactivat-
ing the panel. They also mention graceful degradation, pointing out the necessity of
maintaining a safe but marginally degraded image for improved customer experience.
Their approach is made effective by presenting a working prototype and strict tests,

which once again proves the significance of "light-to-light’ supervision in CMS [9].

Watermarking, as a security measure, can be implemented through several tech-
niques, including frequency domain watermarking, which uses transforms such as Dis-
crete Cosine Transform (DCT), Discrete Wavelet Transform (DWT), and Singular
Value Decomposition (SVD). These techniques provide a much better cover such that
even human vision cannot detect any noticeable difference and they ensure high ro-
bustness against typical image processing operations. However, spatial watermarking
has certain robustness and imperceptibility limitations which make it less suitable for

video transmission and integrity verification applications.

Rahinj describes that digital watermarking is the act of embedding information
within digital content—e.g., images, audio, video, or relational databases to carry
out several security tasks like ownership assertion, tampering detection, and traitor
tracing. The phrase "digital watermark" was first coined by Andrew Tirkel and Charles
Osborne in 1992, with whom Gerard Rankin also demonstrated the first successful use
of a spread-spectrum steganographic watermark. In Rahinj’s opinion, watermarking
for digital data is a vital tool for data integrity and intellectual property, particularly
in large-scale data exchange and big data environments such as social networks. It is
highlighted as being more difficult and variable than traditional security mechanisms,
with the capability to safeguard not only multimedia but even structured data such as

relational databases |10].



Melman and Evsutin provide a systematic review of robust watermarking schemes,
specifically how they protect against targeted attacks where they also introduce the ba-
sics of digital watermarking. They provide a four-level classification of attacks based on
attacker intention, target, action features, and implementation method. They explore
watermark resilience to various challenges like image processing, geometry manipu-
lation, print-scan operations, collusion, and ambiguity attacks. Their paper gives a
detailed summary of current countermeasures and outlines future directions for re-
search in enhancing watermarking security. They also give a definition of Digital wa-
termarking as a technique of information embedding in digital images to satisfy various
security needs such as copyright, authenticity, and integrity verification. According to
their strength, watermarks are categorized as fragile, semi-fragile, or robust. Frag-
ile watermarks are destroyed on any modification and are used for data authenticity
and integrity (e.g., medical images). Semi-fragile watermarks resist some processing
distortions (e.g., compression) but can detect content tampering. Robust watermarks
resist a set of processing operations and are primarily used for copyright protection

and content tracking [11].

Regarding cybersecurity in watermarking, Agbaje et al. assert that cybersecurity
extends beyond traditional IT security, protecting systems and data from diverse cyber
threats. Their paper explores cyber watermarking, employing digital watermarking
to address information theft in cyberspace, using a literature review and case study

methodology [12].

Wu et al. proposed a lightweight digital watermarking approach for security en-
hancement of in-vehicle Controller Area Network (CAN) systems without modification
of the standard CAN protocol. They employed a string-based watermark compressed
using Huffman coding, instead of traditional message authentication codes (MACs)
which are bandwidth-consuming and computationally intensive. The compressed wa-
termark was split and embedded byte-by-byte in the data fields of CAN messages. At
the receiving end, the watermark is reconstructed and verified for authenticity, allowing
effective detection of message injection or tampering attacks. The method supports

dynamic regeneration of the watermark using a linear congruential generator, foiling



replay attacks while allowing flexibility. Implemented on a real CAN bus testbed, the
proposed solution achieved satisfactory detection accuracy with very low latency ( 1

ms) while adhering to the timing and format constraints of the CAN protocol [13].

Nonetheless, the application of watermarking to automotive cybersecurity is mainly
an unexplored field. Though it has many potential applications in improving the se-
curity level of automotive systems, most notably CMS and other video transmission
systems research on how watermarking can be performed and efficient for automotive

cybersecurity is missing.

1.2. Aim and the Contributions of the Study

The aim of this study is to investigate the complexity of SerDes video interfaces,
examine existing security models of automobile data exchange and perform watermark-

ing combination testing and analysis. This thesis’ contributions can be listed as:

e Analysis of SerDes video interfaces

e Evaluation of classical security schemes

e Implementation of frequency domain watermarking for security

e Evaluation of watermarking performance under different fault scenarios

e Evaluation of watermarking performance under different attack types

e Enhancement of CMS security with watermarking combined with different mech-

anisms



2. CAMERA MONITOR SYSTEMS AND VIDEO
INTERFACES

2.1. System Architecture

The automotive industry has witnessed tremendous advancements by integrating
increasingly sophisticated electronic subsystems such as cameras taking over conven-
tional physical mirrors. Technologies that have been originally introduced into elec-
tronic systems as luxury systems are now ubiquitous after regulatory requirements. An
example is the Camera Monitoring System. As an instance, new cars in the United

States have been required by law to include rear-view cameras since 2018 [14].

The general structure of CMS encompasses a camera as the input device, a control
unit, and a display. The video information is captured by the camera, transmitted
to the control unit, where the signal is processed to present the best image as also
demonstrated in Figure 2.1. The video is then displayed in real time on a display
unit to provide enhanced driver vision. For instance, the Mirror-Cam systems use A-
pillar-mounted displays on trucks instead of side mirrors, while rear-view cameras use
head-up displays for better driver access. One-way video transmission from camera to

display is usually the norm.

2.2. Communication Topologies and Video Interfaces

Communication within a vehicle for CMS can use various topologies. Tradi-
tional in-vehicle networks such as CAN and LIN are based on a bus topology, which
allows efficient data sharing. Even though CAN and LIN are widely deployed and
relatively inexpensive, the use of shared access and arbitration mechanisms in these
traditional networks restricts the available bandwidth, rendering them unsuitable for

high-bandwidth applications such as video [1].
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Figure 2.1. Simple Architecture of CMS with GMSL and CAN-BUS links.

In practice, point-to-point topology is commonly used for that purpose in most
CMSs by establishing a direct link from one component to another, such as from
camera to display. A point-to-point channel offers high-bandwidth and low-latency
transmission that is, for the given application, required by video signals to be displayed
in real time without delay. A point-to-point topology has, therefore, been one of the

more popular foundations in most of today’s automotive video interfaces.

Star topology consists of several point-to-point links to a central node. All data
traffic between two nodes has to pass through the central node [1|. Figure 2.2 shows
the simple structures of different network topologies. Specifically, Figure 2.2 (a) shows
the Point to Point topology, Figure 2.2 (b) shows the Bus topology, and Figure 2.2 (c)
shows the Star topology.

Ethernet provides robust data transmission protocols, transceivers, and security
mechanisms. However, as it is a video link, it is expensive and is utilized mainly in
niche applications rather than general use for CMS [15]. Topologies like bus and star
are utilized by Ethernet.



(a) Point to Point (b) Bus

(c) Star

Figure 2.2. Different Topologies (adapted from [1])

Analog cameras were more often utilized due to their Electromagnetic Compat-
ibility (EMC) compliance and compatibility with long cables. However, when digital
displays were demanded, analog became less practical since it meant an additional
step of digitization, which added cost and complexity [1]. Overall Table 2.1 shows a
comparison for utilizing Analog cameras, Ethernet and Point to Point topology for
CMSs. SerDes interfaces which utilize point to point topology are widely utilized in
automotive video applications due to their flexibility and high data rates. They also
operate over a variety of cable types such as coaxial cable and twisted-pair cable,
and encapsulated video transmission support to offer interoperability between different
video components. Most SerDes implementations normally use LVDS for low power

consumption and CML to meet high-speed requirements.

It is a trade-off between cost and bandwidth and signal integrity, and each has
its own advantages since manufacturers can choose interfaces to optimally suit their
particular needs for CMS. Some are more software-compatible than others, although
most suppliers, including Texas Instruments and Analog Devices, produce products
expecting use with SerDes video interfaces. The 3 SerDes links are Flat Panel Display

Link, automotive Pixel Link and Gigabit Multimedia Serial Link.



Table 2.1. Comparison of CMS Communication Methods

Aspect Ethernet Based Analog  Camera | Point to Point
Based Topology Based

Bandwidth Very high (sup- | Low (limited by | High (dedicated
ports HD video) analog signal ca- | channel enables

pacity) fast transfer)

Topology Primarily Star or | Typically Point- | Point-to-Point
Bus to-Point (dedicated

camera-to-display
link)

Cost High (due to hard- | High  (due to | Moderate (re-
ware, shielding, | adaptation to | quires a link per
protocol stack) digital systems) connection)

Complezity High (protocol | Low  (but in- | Low to moderate
stack, routing) creases when | (direct wiring)

digitization is
needed)

2.3. Flat Panel Display Link

Flat Panel Display Link (FPD-Link) was first developed by Texas Instruments.
Now in its third generation, FPD-Link III, it provides a forward channel bandwidth
exceeding 25 Gbps and a simultaneous low-speed back channel. The back channel,
operating at versatile speeds, allows for functions like I2C bus transport and GPIO
control without interrupting the video flow. In autonomous vehicles, minimizing la-
tency is crucial, and the additional processing for image compression and decompression

contributes to this consideration [16]. It has a link speed up to 3 GB/s [1].

Regarding security, some of Texas Instruments processors like DS90UH949-Q1
provide High-Bandwidth Digital Content Protection (HDCP). HDCP uses cryptogra-

phy to secure the data transmission. More information on HDCP will be provided.
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2.4. Automotive Pixel Link APIX™

APIX was developed by Inova Semiconductors. APIX architecture serves as a
unified interface for either a display or a remote digital camera solution. It uses CML
technology to serialize and transmit data, enabling high-speed transmission at distances
of up to +15 m (1 Gbit/s mode) and up to +40 m (500 Mbit/s mode). The APIX link
is structured with three independent channels, facilitating full-duplex transmission in
both directions. The upstream sideband that has a speed up to 20 Mbit /s, downstream
sideband channel which is up to 26 Mbit/s and a high-speed downstream pixel channel
with speed up to 1 Gbit/s [6]. For 12 meters, it has a link speed up to 3 GB/s and for 40
meters it has a link speed up to 500 Mb/s [1]. Regarding security, Inova Semiconductors
also provides HDCP functionality in some of its processors, such as the INAP596TAQ.

2.5. Gigabit Multimedia Serial Link

Gigabit Multimedia Serial Link (GMSL) was developed by Maxim Integrated.
One of the most common versions that is used by many OEMs, GMSL 2 facilitates an
SPI tunnel with data rates of 25 Mb/s or 50 Mb/s, supporting two UART tunnels with
a data rate of up to 5 Mb/s. Notably, a high transmit frequency enables the use of
smaller size inductors for power delivery over the cable. The forward channel employs

PAM2 modulation to achieve these functionalities [17].

For 15 meters, it has a link speed which is up to 3.1 GB/s [1]. Maxim Integrated
provides in some of its processors like MAX9266. Maxim Integrated also provides in
some of its processors like MAX86140, the watermarking feature. Watermarking will

be examined thoroughly in the upcoming chapter.

An example video transmission for GMSL2 is shown in Figure 2.3. Between the
source and the sink there are GMSL2 serializer and deserializer with a connection of

GMSL2 Channel. The capacities of the channels are also depicted.
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1 ' 1
! Channels ; 187 Mbps : Channels i
L ; in reverse [ .
channel

Figure 2.3. GMSL2 Block Diagram (adapted from [2])
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3. CYBERSECURITY AND SECURING THE VIDEO
TRANSFER

With the increase of digitization within the automotive industry so did there grow
concern and relevance to cybersecurity, especially as cars will bring together technolo-
gies like in-vehicle and vehicle-to-vehicle communications and autonomous driving sys-
tems. Strong cybersecurity measures are of paramount importance for the protection
of data integrity, ensuring the triad CIA: Confidentiality, Integrity, and Availability

with regard to vehicle and network security [18].

ISO 21434 sets “security by design” as the principle for how the vehicle is to be
secured against cyber attacks. It lists specific security measures to protect against
fault scenarios and attacks. Different cryptographic methods, such as symmetric and
asymmetric key cryptography and hash functions, underpin the requirements. For
multimedia data, like video streams, special methods such as HMAC and digital wa-

termarking may be used to fulfill the purpose.

ISO 21434 provides a comprehensive framework to address cybersecurity risks in
the engineering of electrical and electronic (E/E) systems of road vehicles, from the
concept phase through decommissioning. The norm highlights the importance of cy-
bersecurity and risk management policies and promotes a culture of cybersecurity. It
elaborates on the necessity of establishing and maintaining cybersecurity governance,
project-specific cybersecurity operations, and the delineation of supplier and customer
responsibilities for this. Other continual cybersecurity activities include, but are not
limited to, monitoring, event evaluation, and vulnerability management to provide con-
fidence that risks are continuously assessed and acted upon. In the concept phase, the
product is designed, cybersecurity requirements are defined, and a cybersecurity con-
cept is derived from Threat Analysis and Risk Assessment (TARA) methods. Product
development entails the definition of cybersecurity requirements, along with integration

and verification activities that ensue. Validation is centered on testing and reviewing
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measures to make certain objectives will be reached. This standard also covers pro-
duction, operations, maintenance, and decommissioning with respect to cybersecurity
aspects. Among key concepts, cybersecurity risk management, establishment of a cy-
bersecurity culture, TARA approaches, and cybersecurity assurance levels (CALs) are
to be viewed. A cyber-secure system must adhere to an organization’s processes, in
accordance with established procedures: establishment of policies, definition and confir-
mation of cybersecurity goals, management of vulnerabilities. Validation would involve
specifying the criteria, creating a master plan, and performing tasks such as static and
dynamic analysis, rigorous testing, result evaluation, and extensive documentation, all
in an attempt to verify that cybersecurity goals—such as data integrity—have been

properly satisfied.

Cybersecurity goals refer to requirements that are necessary to provide protection
for identified assets against threat scenarios. These are outcomes of a careful risk
evaluation process and should be customized based on system characteristics. Some

examples of cybersecurity goals include:

e (Confidentiality: Guarding confidential information, such as personal information
and cryptographic keys, from being disclosed to the wrong people.

o Integrity: Signals and data - including others such as control commands and
firmware downloads - are not modified or altered by the wrong individuals.

o Availability: Key functions, including braking, steering, and others, are accessible
when needed even during cyber threats.

e Authentication: Unauthorized access or control to the system, e.g., secure boot
and user authentication.

e Non-repudiation: Demonstrating that events or things can be shown to have

occurred, i.e., excluding denial by the parties (e.g., auditing and logging).

These goals are not universal but are specific to each system based on its unique

risk profile, ensuring effective protection against threats [3].
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Start of Vehicle Project

Concept Phase: TARA & Cybersecurity Goals

!

Cybersecurity Concept Design

!

Product Development & Implementation Continual Monitoring, Vulnerability Mgmt

!

Cybersecurity Validation

!

Production & Operation

!

Maintenance & Decommissioning

Cybersecurity Life-cycle Complete

Figure 3.1. Cybersecurity Framework for Automotive (adapted from [3])

Figure 3.1 shows the Framework for Cybersecurity application in automotive
according to ISO 21434. Important phases are listed between the start of vehicle

project and the completion of the cybersecurity life-cycle.

3.1. Cybersecurity Methods

Cybersecurity is methods to protect information from unauthorized access. Com-
mon methods to authenticate information integrity are checksums, Cyclical Redun-

dancy Check (CRC), and cryptographic hash functions.

Checksums have only basic data error detection without strong security properties

concerning intentional manipulation.

CRC is a powerful technique widely used in auto; it accommodates rapid error

detection but is vulnerable to malicious attack.
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Figure 3.2. HMAC Generation Block Diagram

Hash Functions provide a unique value from input data, and these functions are
in wide use in cybersecurity. A characteristic of the cryptographic hash function adds
security, as slight changes in the input data will produce completely different hash

outputs.

Traditional methods have their own limitations regarding image and video data.
In fact, common errors in multimedia content, such as corruptions in bits, may reduce
their effectiveness. Furthermore, the efficacy of encryption protection is lost when
content is decrypted. Digital watermarking is thus able to offer verification even after
decryption and analog conversion. The most important application here is automotive
video systems, where the verification of video streams at the destination needs to be

secure.

3.2. HMAC (Hash-Based Message Authentication Code)

HMAC is a method of deriving a cryptographic hash from a message and a secret
key. This provides a secure hash that can be used to ascertain the integrity and
authenticity of a message. In HMAC, tamper resistance comes from the fact that only
one with the correct key will be able to generate the hash. In video transmission for

automotive use, HMAC-SHA256 is widely used. Usually, this will compute an HMAC
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over every frame or segment of the video, which is checked at the destination for data

integrity. Figure 3.2 shows the Block Diagram for HMAC Generation

The major features of HMAC:

o Integrity Protection. HMAC also hashes the message with a secret key so that
the content is not modified.
o Authentication: The secret key allows only the key owner to authenticate or mod-

ify the data concerned, in effect adding an additional layer of authenticity [19].
3.3. Digital Watermarking
Digital watermarking is a method used in addition to encryption for offering data

security and authenticity. By embedding a secret “signature” within video or image

data, watermarking allows verification after transmission.

3.3.1. Non-Visible Watermarking

In automotive applications, the use of non-visible watermarking is most preferred

to not to disrupt the video.

Non-visible watermarking is inserting information which cannot be detected by
the viewer’s eye but system components can detect it. It resembles something similar
to steganography; however, it concentrates on the purpose of ensuring authenticity

rather than hiding data from unauthorized viewers.

3.3.2. Watermarking Domains

Digital watermarking techniques are broadly classified into two classes based on

its domain: spatial domain and frequency domain.
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o Spatial Domain Watermarking: Tt is the process of embedding the watermark
directly into the pixels of the image or video. One of the most popular techniques
in this category employs Least Significant Bit (LSB) watermarking, where the
least significant bits of the selected pixels are altered. This technique is highly
imperceptible but also susceptible to attacks.

e Frequency Domain Watermarking: Frequency domain is the preliminary step
towards converting the original data. Therefore, a watermark is more resilient to
affine transformations like resizing, cropping, and rotation. One of the popular
frequency domain techniques for digital watermarking approaches in the context

of multimedia applications is the Discrete Wavelet Transform.

Generally used frequency domain transfers are Discrete Cosine Transformation

and Discrete Wavelet Transformation.

3.3.3. Discrete Cosine Transform

The Discrete Cosine Transform (DCT) is widely used in signal processing and im-
age compression, converting data points or images from spatial to frequency domains
using real cosine functions—distinct from the complex exponentials of the Discrete
Fourier Transform (DFT). Common in compression methods like JPEG, the DCT con-
centrates signal energy into a few coefficients, enabling compact representation with
minimal loss of visual quality at high compression ratios. Its one-dimensional formula,
expressed with cosine functions, has a reversible nature, allowing approximate recon-
struction of original data from coefficients [20]. Similar to DWT, DCT can also be
used to decompose the different dimensional data. The two-dimensional DCT can be

formulated as below with,

F(u,v) =

M-1N-1 : :
2 . (20 + l)uﬁ] [(2] - 1)U7T:|

C(u)C(v 1,7)cos | ————|cos |————|. (3.1
SO XX st e | LA RERY
where M and N are the dimensions of the image, ¢ is the row index, j is the column

index of the image.
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DCT can be described as below where C'(u) and C(v) are scaling factors for the

two-dimensional,

L ifu=0 L ifo=0
Clu) =4 V2 . Clu)=4"? (3.2)

1 otherwise 1 otherwise,

where f(x,y) represents the pixel value at spatial coordinates (z,y) in the original

image, the inverse two-dimensional DCT can be described as below,

F(u,v) = % Z:_; 2:_; C(z)C(y) f(x,y) cos {(Zu;—%} cos [%] . (3.3)

3.3.4. Discrete Wavelet Transform (DWT)

The Discrete Wavelet Transform (DWT) plays a crucial role in this study’s video
watermarking algorithm. In particular, the watermark is embedded in the Cb channel
of each video frame using the LL subband obtained through a two-level biorthogonal
DWT. This approach is selected for its ability to provide both frequency and spatial
domain localization, thereby supporting imperceptible and robust watermark embed-

ding.

Wavelet analysis decomposes a signal into scaled and translated versions of a basic
waveform, known as the mother wavelet. Unlike the Fourier Transform, which analyzes
frequency content without spatial localization, the wavelet transform is capable of
localizing information in both time and frequency domains. This makes it especially

well-suited for image and video processing applications.

Wavelet functions, represented generally by v(¢), generate a family of functions

through scaling and shifting. These are used to analyze signals at different resolutions,

| ww.a=o (3.4)

In practice, the Discrete Wavelet Transform (DWT) is preferred over the Continu-
ous Wavelet Transform (CWT) for computational efficiency. DWT discretizes both

time and scale, thus enabling fast implementations suitable for image and video wa-
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termarking. This work utilizes the 2-dimensional DWT (2D-DWT), which is ideal for
grayscale or individual color channels of video frames. In this study, we specifically
operate on the Cb channel of YCbCr color space, since chrominance channels are per-
ceptually less sensitive, allowing for watermark embedding without significant visual

degradation. Different types of wavelets can be used for decomposition. This study

adopts the bior6.8 biorthogonal wavelet, which offers symmetric filters and perfect
reconstruction properties—important advantages for maintaining visual quality and
enabling accurate watermark recovery. Orthogonal wavelets like Haar and Daubechies
are energy-preserving but lack symmetry, making them less suitable for preserving
image edges. The biorthogonal wavelet used here enables better imperceptibility, espe-
cially in the LL subband, which is critical when dealing with visual data such as video

frames [21].

DWT decomposes an image into four frequency subbands: LL (approximation),
LH (horizontal), HL (vertical), and HH (diagonal). These are obtained through se-
quential filtering and downsampling along rows and columns. The mathematical rep-

resentation of these 2D-DWT subbands is given as,

LL = ¢(z,y) = ¢(z)d(y) (3.5)
LH = ¢y(z,y) = ¢(z)d(y) (3.6)
HL =y (z,y) = ¢(z)Y(y) (3.7)
HH = ¢p(z,y) = Y(x)(y) (3.8)

where ¢(x) denotes the scaling function and ¢ (x) the wavelet function [22]. In MAT-
LAB’s implementation, these subbands are accessible via functions such as appcoef2
(LL subband), and detcoef2 (LH, HL, HH bands). These correspond to the variables
cAl, cH1, cV1, cD1 in the code provided in Appendix A.1. For instance, the follow-

ing lines from the code illustrate how the LL subband is extracted and manipulated:

[C1, S1] = wavedec2(coverimage, N, wavetype);

cAl = appcoef2(C1, S1, wavetype, N); % LL subband
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This LL subband (cA1) is where the watermark is embedded by modulating it with a
pseudorandom sequence. As LL contains the most perceptually important information,
it ensures high robustness to signal processing attacks such as cropping, noise, or
compression. The watermark insertion in LL subband is designed to be imperceptible
but detectable, which is key for applications involving integrity verification and tamper

detection.

After embedding, the inverse DW'T is used to reconstruct the watermarked image:

watermarked_Cb = waverec2(Cl, S1, wavetype)

The reconstruction preserves the watermark invisibly within the Cb channel of
the frame, and thus within the final watermarked video stream. This allows extraction

and verification even after common video transformations.

In summary, DW'T is used in the proposed algorithm because:

e [t provides multi-resolution analysis suitable for hierarchical watermark embed-
ding.

e The LL subband retains critical image information, enabling robust watermark-
ing.

e Biorthogonal wavelets like bior6.8 ensure minimal distortion due to their sym-
metry and perfect reconstruction.

e The decomposition fits naturally into framewise video watermarking pipelines.

The diagram in Figure 3.3 illustrates the spatial arrangement of the subbands
obtained after one level of 2D-DWT decomposition, which is recursively applied to LL
for further granularity in multi-level DW'T. Further practical implementation details
can be found in Appendix A.1, where the code listings for DWT-based watermark

embedding and extraction processes are fully explained.
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Figure 3.3. DWT Subband Decomposition Structure (adapted from [4])
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4. ALGORITHMS

4.1. Introduction

In this thesis, combinations of watermarking are used to create videos with em-
bedded watermarks. The first method uses basic DWT watermarking, hence it is not
combined with any other security method. Building on that, three methods are in-
troduced: one uses a sequence of watermarks over multiple frames for dropped-frame
detection, another integrates HMAC for added integrity, and the third embeds the

watermark across multiple subbands to decrease false positives/negatives.

These methods attempt to add robustness and security to watermarking at the
expense of slight degradation in the quality of the image. Watermarking will be ap-
plied in the serializer within the camera unit. After the video is transmitted to the
deserializer of the display, the extraction of the watermark is done. A threshold for
NCC (Normalized Correlation Coefficient) is to be set in the deserializer of the display
above which shows the video as being not tampered with. Embedding and extracting
is done using a PRN (Pseudo-Random Number) process which is initiated by a seed.
The additional PRN sequence step adds extra security to the process which is inspired
by Cox et al. [23]. A description for the algorithms proposed to be used with their

security aspects can be seen in Table 4.1.

4.2. Watermark Embedding and Extraction

In this chapter for each algorithm embedding and extraction procedures are given.

4.2.1. Base Effective Algorithm - Single Subband Watermarking (Shown in
Figure 4.1)

Base effective algorithm primarily achieves Integrity, since it ensures video data

is not tampered with in a stealthy manner.



23

Table 4.1. Security Feature Matrix of Proposed Algorithms

Watermarking Method Integrity | Authentication | Non-repudiation | Availability | Drop Frame Detection
Base Effective v
Sequenced Watermarking v v
HMAC Embedded Watermarking v v v
Multi-Subband Watermarking v v
Camera Serializer
Watermark_1
o i i 2- Embeddin,
Original DstalSize/Reduction & 2-levels Watermarked
Algorithm (onl
Image RGB_2_YChCr L;xls o ) IDWT ¥Cher_2_RGB Image

PN-Sequence

Display Deserializer

w

2 |
Wat ked i &
atermarke RGB_2_YChCr Levels Extraction 2||!)e\/\\’/e'|!5 YChCr_2_RGB

Image DWT Algorithm

Recovered
Image

PN-Sequence

Figure 4.1. Base Effective Algorithm

e Embedding: The watermark is embedded in the LL subband of the image or
frame’s DWT. It is one of the most elementary method, whereby one embeds the
watermark into the low-frequency subband for the purpose of providing stability.

o Frtraction: DW'T is applied on watermarked image. Watermark is retrieved from
LL subband. Retrieved watermark is compared to original watermarked saved in

display deserializer with the help of NCC parameter.

4.2.2. N-Sequenced Single Subband Watermarking (Shown in Figure 4.2)

N-Sequenced Single Subband Watermarking enhances Integrity since it can detect

dropped frames, it is a type of tamper detection, and thus the video remains intact.
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PN-Sequence

Display Deserializer

N- ] Comparison
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Levels xeract! YChCr_2_RGB
™ Image RGB_2_YChCr DWT Algorithm re- Image

m—v PN-Sequence

Figure 4.2. Sequenced Watermarking

e Embedding: N watermarks are embedded in a series of N consecutive frames,
with each watermark being embedded in the LL subband. Once N frames are
watermarked, the process is iterated for the next frames.

e Furtraction: The watermarks are subsequently extracted from the frame sequence,
and NCC is used to calculate how well each of the extracted watermarks approx-

imates its original counterparts that are stored in the display deserializer.

4.2.3. HMAC Embedded Single Subband Watermarking (Shown in Fig-
ure 4.3)

HMAC Embedded Single Subband Watermarking supports Authentication and
Non-repudiation, as HMAC ensures that verification and extraction of the watermark

can only be done by legitimate parties.

e Embedding: An HMAC (Hash-based Message Authentication Code) is calculated
using the watermark as a seed and implanted in the LI subband, predominantly

for the authentication of the watermark rather than its integrity.
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RGB_2_YCbCr
Image

PN-Sequence

Figure 4.3. HMAC Embedded Watermarking

o Fztraction: HMAC is extracted by the deserializer, and HMAC is re-computed
from the original watermark that is stored in the display deserializer in order
to maintain the integrity of the watermark. Mismatch between extracted and

generated HMAC shows possible tampering.

4.2.4. Multi-Subband Watermarking (Shown in Figure 4.4)

Multi-Subband Watermarking is a trade-off between Integrity and Availability,
since distributing the watermark across multiple subbands improves resistance to fault

scenarios and attacks without affecting detectability.

o mbedding: The watermark is embedded in three subbands: LL, LH, HL. This
gives redundancy in different frequencies, increasing robustness against certain
types of attacks.

e Frtraction: Watermarks are extracted from all subbands, and their similarity to
the original watermark is evaluated by NCC. The maximum of the NCC values

is to be selected in order to ensure robustness averaging out the effect of noise
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Figure 4.4. Multi-Subband Watermarking

or degradation in individual subbands, which tends to reduce both false positives

and false negatives.
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5. EXPERIMENTS AND RESULTS

In the examination of the performance of the proposed watermarking algorithms,
a number of performance metrics are crucial for the understanding of the efficiency and
robustness of the system. This chapter describes the metrics that are used in measuring
the quality of the watermarked media and also the accuracy of the watermark detec-
tion. They include image quality metrics that are broadly used, correlation metrics
for watermark detection accuracy. After the quantitative analysis we also mention the

security features and robustness against attacks.
5.1. Performance Metrics

Peak Signal to Noise Ratio (PSNR) gives the quality of the watermarked media
compared to its original, non-watermarked version. PSNR is obtained from Mean
Squared Error (MSE), which is the average squared difference between the original and
watermarked media. The larger the value of PSNR, the higher the imperceptibility
of the watermarked multimedia. Conversely, a high value of PSNR means that the
watermark is inserted in a way that will not have any noticeable effect on the perceptual
quality of the media and hence the watermark will not be easily perceptible by human
eyes. This property of imperceptibility is crucial for protecting the user experience and
to ensure that the embedding will not reduce the viewing quality. Due to the attainment
of high PSNR values, the watermarking method ensures that the embedded watermark
has minimal perceptual impact but remains detectable and resilient to various fault

scenarios and attacks. PSNR can be calculated as below,

MAX?
NSE ) (5.1)

MSE measures the amount of distortion introduced by the watermarking process. A
lower MSE value indicates minimal distortion, helping maintain the integrity of the

original media.
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MSE is calculated as below,

|
—

m—1n

MSE = — — K (i, ) (5.2)

.
Il
o

Normalized Correlation Coefficient (NCC) expresses the resemblance of the original
watermark to the one which is extracted. The high NCC value, close to 1, indicates
successful extraction, while the low NCC value near zero indicates detection failure or
false detection. This measure is handy for the presence of the watermark and also suit-
able for finding its robustness. Robustness is defined as the ability of the watermark to
be resistant against various forms of attacks and fault scenarios or manipulations, in-
cluding compression, noise, cropping, and other forms of distortion. In these instances,
a resilient watermarking system will guarantee that despite alterations occurring in
the media, the watermark is still in place and can be detected. By maintaining the
NCC values high for various test conditions, the robustness and reliability of the wa-
termarking algorithm are guaranteed to allow extraction and correct identification of
the embedded watermarks even in tampering or media degradation. NCC is calculated

as such,

S (WM,i, j] — WMy) (W M,[i, j] — WM,
NCO = TS WAL )
VS WM, 5] = WM /50, 52, (WM, i, 5] — W2
In the MATLAB implementation, the calculation for NCC and PSNR can be seen

under Appendix A.1.3.

Computational complexity is the hardness of a problem in terms of the num-
ber of operations needed, as opposed to real time, which also involves hardware and
software considerations. It is usually spoken of in terms of deterministic Turing ma-
chines—ideal devices that perform one step at a time following fixed rules—and aids
in the categorization of problems by theoretical work performed. [24| For watermark-
ing in automotive systems, computational complexity can be an important factor. It
specifies the processing time and power the algorithm requires—particularly crucial in

real-time systems where latency can compromise functional safety [25].
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Whereas theoretical analysis generally resorts to Big-O notation for the expression
of algorithm scalability, in this work we take an empirical runtime analysis more suited

for practical assessment [26]. To determine computational cost:

e We record the total runtime of the complete watermark embedding and extraction
process with MATLAB’s tic and toc functions [27].
e This is repeated for ten cycles, and we notice:
— The average runtime as a measure of average performance.
— The standard deviation to calculate the consistency or variability in runtime

across those 10 trials.

This mirrors real-world feasibility, whereby low runtime variance implies reliabil-

ity for predictable system behavior—vital in automotive applications [28].

These metrics are gathered in the primary implementation loop as can also be seen
in Appendix A.1.3), and they allow for the computation of computational efficiency

along with robustness (NCC) and imperceptibility (PSNR).

5.2. Introduction to Fault Scenarios and Attacks

In digital watermarking, the capacity to withstand fault scenarios and attacks
in various forms and shapes is a critical requirement that determines the feasibility of
both embedding and extraction. The algorithms discussed in Section 4 are designed
to address these challenges. Fault scenarios and attacks in watermarking systems can
either be unintentional (i.e., compression or addition of noise during transmission of
videos) or intentional (i.e., trying to remove or modify the watermark). In that context,
the robustness of the algorithms to the selected attacks is tested. These fault conditions
or attacks can originate from numerous sources in the automotive video transmission
chain. For instance, in Camera Monitoring Systems with SerDes links such as GMSL,
video signals can travel through 15-meter-long coaxial or twisted pair cables. At these
lengths, electromagnetic interference, insufficient shielding, or connector degradation

may introduce transmission noise or cause compression-related quality loss. Also, ad-
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versarial attacks can occur in more unexpected ways—such as when a vehicle is brought
to a service center, and an untrusted mechanic inserts an adversarial external device
into the internal video bus, attempting to manipulate or spoof the video stream. In
autonomous vehicles, this type of tampering would lead to a spoofed visual environ-
ment, causing the system to make incorrect driving choices. These real-life scenarios
demonstrate that both unintentional errors and malicious attacks must be considered

in assessing the strength and robustness of watermarking algorithms.

This section evaluates the robustness of the proposed watermarking algorithms
against common fault scenarios and deliberate attacks that may occur in automotive
video transmission systems. The selected test scenarios include both unintentional
degradations (compression artifacts, transmission noise) and intentional attacks (crop-
ping, pixel replacement) that represent realistic threats in CMS. The following list

details the implementation and characteristics of each fault and attack scenario.

e Compression: Compression is usually applied in video pipelines of cars before pre-
sentation or transmission, specifically when bandwidth or latency optimization is
limited (e.g., for SerDes-based CMS structures). Lossy compression schemes like
JPEG or H.264 discard high-frequency components—precisely where watermarks
are usually embedded. This leads to watermark fidelity degradation that affects
its perceptibility and robustness.

In car video processing and on-board networking, testing the robustness of image
processing or watermarking algorithms commonly involves simulation of real-
world degradations. One of the most widely used methods for accomplishing this
is JPEG compression, which creates perceptually important artifacts like block-
ing, blurring, and color banding because of its 8 x8 block-based discrete cosine
transform (DCT) and lossy quantization [29]. JPEG degradation can be intro-
duced in MATLAB by invoking the imwrite function with a Quality parameter,
enabling controlled introduction of compression artifacts. It is immensely useful
in investigating the behavior of algorithms under bandwidth-limited scenarios or
low-fidelity display conditions. During the simulations Quality will be set as 10.
But JPEG does not describe the compression type utilized in standard high-
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(b) Q =50 (¢) Q =100

Figure 5.1. ITmage under different Quality values

speed vehicle video links. In contemporary systems like GMSL, FPD-Link III,
or MIPI-DSI/CSI interfaces, the de facto standard for real-time visually lossless
compression is the VESA Display Stream Compression (DSC) protocol [30], [31].
DSC is quite different from JPEG: line-based, predictive, and ultra-low latency
optimized with ratios typically between 2:1 to 3:1. It provides very little per-
ceptual degradation while lowering transmission bandwidth by a considerable
amount.

While comprehensive support for DSC is not native to MATLAB, approximations
can be simulated through external C-based reference models from VESA or by
simulating visually lossless behavior using high-quality JPEG 2000 or lightweight
quantization schemes.

Thus, though JPEG-based simulation is adequate for preliminary testing and
algorithmic stress testing, it is not necessary to simulate the real-world behavior of
automotive-grade video pipelines based on DSC. For simulating embedded video
compression and transmission more precisely, the utilization of DSC reference
encoders or modeling line-based entropy coding is advisable. Figure 5.1 shows
images under different quality values set in Matlab. Specifically, Figure 5.1 (a)
shows the image with quality set to 10, Figure 5.1 (b) shows the image with
quality set to 50, and Figure 5.1 (c¢) shows the image with quality set to 100.
Noise: Noise refers to unwanted variations in a signal that is being transmitted,
due to physical origins such as electrical interference, optical deviation, or elec-
tromagnetic noise. Due to physical limitations, it is not possible to construct a

completely noise-free channel in real systems [32].
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One method in which a statistical representation of noise is achievable is via a
probability density function (PDF). Consider a collection of many noise samples
and represent them as a histogram. As the sample size tends to infinity and
the bin size goes to infinitesimally small, such a histogram tends to a continuous
function known as a PDF [32].

Let X be a continuous random variable representing the noise. The PDF of X,
denoted by fx(x), expresses the probability that X lies within a small interval

[z, x + dz], as,

Pz <X <z+dr)= fx(z)dx. (5.4)
The expected value (mean) ux of the random variable is computed using the
PDF as follows,

ix = E[X] = /Oo 2 fx(z) da. (5.5)

—0
Among the vast array of noise models, the Gaussian (normal) distribution holds
particular significance in communication systems. Its significance is due to the
Central Limit Theorem, which affirms that the sum of numerous independent
random variables will approach a Gaussian distribution regardless of whether the
individual variables are normally distributed or not [32].

The PDF of a Gaussian distribution is defined as,

fila) = = exp (—%) | (5.6)

Here, ;1 denotes the mean, and o2 is the variance. This formulation shows that

values near the mean are more likely to occur, while values further away have
exponentially lower probability [32].

White Gaussian noise is a random process having a flat power spectral density
across all frequencies ("white") and amplitudes that have a normal distribution,
also meaning p equal to 0. In image and video processing, it is used to model
independent and identically distributed (i.i.d.) additive noise to each pixel, e.g.,

to approximate channel transmission errors or sensor defects [32].
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Noise can enter the system under long-distance in-vehicle transmission, particu-
larly over up to 15-meter GMSL or FPD-Link cables. Interference sources like
electromagnetic interference (EMI), harsh automotive conditions, or degradation
of cable shielding can introduce Gaussian or impulse noise. Without any mali-
cious intent, such natural types of disturbances test the watermark robustness in
real driving conditions.

For the usage of Gaussian noise in the algorithms within this framework is the
function below;

J = imnoise(I,"gaussian",m,variance)

The variance value that is provided in Matlab is for images where pixel values
are between 0 and 1. However, most color images imported using imread are of
the type uint8 and have a range of 0 to 255. If one gives a pixel that has such an
image to imnoise, MATLAB will implicitly convert it to a double data type with
values scaled to the interval [0,1] before it adds the noise. Therefore the noise
variance must normalized to the [0,1] interval via dividing by 255 (since variance
is proportional to the square of the intensity). This ensures that the added noise
is within the normal range of normalized intensity.

Figure 5.2 shows images under different o2 values set in Matlab. Specifically,
Figure 5.2 (a) shows the image with no noise, Figure 5.2 (b) shows the image
with 0% = 100/255%, Figure 5.2 (c) shows the image with o2 = 1000/255%, and
Figure 5.2 (d) shows the image with ¢ = 10000/255%.

Cropping: Cropping may be either intentional (using a manipulated display de-
vice or adversarial preprocessing) or unintentional due to a hardware glitch. If
only a portion of the frame is being shown or processed, and the watermark has
not been redundantly embedded over the entire frame, recovery of the watermark
becomes much tougher.

Cropping attacks are the most frequent kind of deliberate distortion to digi-
tal images and videos in an attempt to establish the strength of watermarking
algorithms. Cropping will be simulated here with the help of MATLAB by sub-
stituting a defined area of the image with uniform pixel values. The command
frame(1:256, 1:256, :) = 255; fills the upper-left 256 x256 part of the im-
age with white and frame (1:256, 1:256, :) = 0; with black in all three color
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(a) No noise (b) 02 = 100/255>

(c) o2 = 1000/2552 (d) o2 = 10000/2552

Figure 5.2. Image under different noise variances

channels of the RGB representation. It is a local distortion simulation that ob-
scures all visual content in a spatially confined block. In terms of watermarking,
this is a spatial-domain cropping attack, especially when the watermark is embed-
ded within the cropped area. The major impact of such an attack is to annihilate
or incapacitate the embedded watermark bits within that area, which can notably
degrade extraction quality or lead to overall watermark detection failure. These
kinds of attack are normally employed to evaluate spatial and frequency domain
watermarking methods for robustness to localized data loss [27], [33], and to sim-
ulate effects like occlusion, censoring, or transmission damage to the frames. The
degree to which a watermark is resistant to this kind of attack relies on the em-
bedding domain (i.e., spatial vs. transform), the extent of the watermark spread,
and on any redundancy mechanism that is used. Figure 5.3 shows cropping with
the pixels set as 0 and 255 in Matlab. Specifically, Figure 5.3 (a) shows the image
with the pixel values set to 0, and Figure 5.3 (b) shows the image with the pixel
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(a) Value set as 0 (b) Value set as 255

Figure 5.3. Image under cropping

values set to 255.

Pizel Replacement Attack: One extreme form of deliberate tampering can be ex-
emplified by replacing the entire video frame with black pixels, done in MATLAB
using frameRGB(:,:,:) = 0;. This simulates a scenario where an attacker—
e.g., malicious technician or compromised ECU—injects artificial video frames
into the transmission channel. The pixel replacement can be uniform across
the frame, fully suppressing visual content, or selective to target regions of wa-
termark embedding. Replacement of the whole frame signals severe adversarial
conditions like deepfake injection, video spoofing, or adversarial perturbations
that are especially crafted to evade Al-based perception systems. Such attacks
are critical in automotive and intelligent transportation systems as they directly
undermine the watermark’s function in integrity verification and authenticity as-
surance [28], [34], [35]. The watermark signal will be completely annihilated or
unrecoverable when the pixel values are fully zeroed, and it presents itself as a
benchmark to check the robustness of watermark extraction algorithms against

adversarial, real-time manipulation conditions.
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5.3. Experimental Results

In this section, experimental results will be presented to evaluate the performance
of the four presented algorithms on these metrics. PSNR values are considered for
media quality and NCC for watermark detectability accuracy. Each algorithm’s trade-
offs between robustness and performance will be discussed in detail in the next chapter.
Simulations are performed using MATLAB from 2 different videos, Video 1 being less
active and has a darker color tone and Video 2 has contrary features. Each video
consists of 120 frames (2 seconds). As a baseline, PSNR value for non-watermarked

Video 1 is 48.740 4 0.011 and for Video 2 is 48.058 £ 0.089 over 120 frames.

Simulations are conducted on 8-core, 2.4 GHz, 8 GB RAM and 256 GB SSD
personal computer. Each algorithm is run 10 times by resetting the random number
generator with a different seed. For each result, the average value as well as the standard
deviations are given. Because watermark strength is affected by Gaussian noise and the
random nature of the pseudo-random spreading sequences, each algorithm is executed
ten times. For each experiment we monitor the frame-by-frame PSNR and NCC values;
finally we report their grand-mean and standard deviation across the ten experiments.
This Monte Carlo sampling methodology provides an unbiased empirical estimate of the
mean perceptual quality and extraction reliability under random channel conditions |36,
37]. For the measurement of the run-time duration, in order to minimize the effect
of outlier values and runtime variability, a trimmed mean approach is utilized. The
maximum and minimum time/duration measurements are omitted, and the average
and standard deviation calculated on the remaining 8 samples. This is equivalent to a
10% trimmed mean from both tails (o« = 0.1), a standard procedure in robust statistics
for improving the reliability of central tendency estimates in small-sample performance

testing [38,39).

Table 5.1 shows the PSNR and NCC values for different algorithms for Video 1
and Video 2. The PSNR of Video 1 is around 0.21% higher than Video 2 in the Base
Effective Algorithm. For all methods, the maximum PSNR for both videos is obtained

by the Base Effective Algorithm, indicating the watermark has higher imperceptibility.



two videos.
Method Video 1 Video 2 Video 1 Video 2
PSNR (dB) PSNR (dB) NCC NCC
Base Effective 37.073 = 0.011 36.999 £+ 0.011 | 0.689 £+ 0.018 0.684 £ 0.018
Sequenced 36.841 + 0.011 36.772 4+ 0.010 | 0.654 4+ 0.020 0.653 £ 0.019
Multi-Subband 32.532 + 0.007 32.486 4+ 0.006 | 0.700 & 0.013 0.700 £+ 0.013
HMAC Embedded 28.306 & 0.012 28.490 £ 0.012 | 0.641 & 0.006 0.646 & 0.006

37

Table 5.1. Comparison of PSNR and NCC for different watermarking methods across

But it lacks essential cybersecurity features—it doesn’t have drop-frame detection, au-
thentication, non-repudiation, or availability features which are essential in automotive
cybersecurity. On a runtime performance point of view, the Sequenced Watermarking
is the fastest executing algorithm, and consequently the most appropriate for use in soft
real-time systems (see Table 5.2). The HMAC Embedded is the most time-consuming
as it entails additional cryptographic computation overhead. The Multi-Subband so-
lution is also the slowest executing since there is the need to embed the watermark
in more than one frequency subband. The runtime standard deviations of PSNR and
NCC across the 10 Monte Carlo runs are generally low for all methods as shown in
Table 5.2, indicating consistency and reliability in image quality and watermarking
robustness. However, the standard deviations of runtime are comparatively more dif-
ferent, with the HMAC method having the highest variability, which means that it
may not guarantee consistent timing performance—a critical requirement for real-time
automotive systems. Lastly, keep in mind that all performance figures were measured
on a limited hardware configuration (8-core CPU, 8GB RAM), which could restrict
generalizability. Thus, particularly for runtime measures, these figures might not re-
flect true performance on optimized embedded platforms and are to be used with some

reservation. These results only give comparative perspective for the tested algorithms.

Figure 5.4 shows the PSNR values for Video 2 over the 120 frames and Figure 5.5
shows the NCC values. For Base Effective algorithm it shows approximately 22.9%

drop on the PSNR values. Furthermore, as it can also be seen in Table 4.1, the
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Table 5.2. Runtime Performance of Each Method (Average + Std Deviation)

Method Video 1 (s) Video 2 (s)
Base Effective 123.372 £ 5.890 130.776 £ 5.689
Sequenced 84.934 £ 3.656  68.757 £ 5.587

Multi-Subband 165.208 £ 2.925 167.326 £ 3.553
HMAC Embedded 285.051 4+ 7.847 317.155 £ 4.665

a8 Comparison of Watermarking Algorithms (PSNR) Std Dev (dB)
Base :0.011
S A A o VA Sequenced :0.010
Multi-subband: 0.006
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35
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Figure 5.4. PSNR Comparison Graph

Multi-Subband Watermarking algorithm has about 10% lower PSNR value in average
compared to the Base Effective Algorithm having Single Subband Watermarking and
with the smallest, the HMAC Embedded Single Subband Watermarking has about
23% lower PSNR value in average. In addition, a Zigzag pattern can be seen for
Sequenced watermarking in Figure 5.5. It might be due to different watermark values,
where some watermark patterns are more correlated in a frame than others. Sliding
window effect could be the second possible reason. In a sliding window (say, N=4),
frames are treated in sets, and this induces periodic NCC variations. Buffering delay

could also desynchronize frames with their anticipated watermark, reducing correlation.
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Comparison of Watermarking Algorithms (NCC)
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Figure 5.5. NCC Comparison Graph

Table 5.3. PSNR for Base Effective Method under GN (¢2=100) + Attack Scenarios

Scenario Video 1 (dB) Mean + Stdev  Video 2 (dB) Mean + Stdev
GN + Cropping 14.109 + 0.001 15.269 + 0.001
GN + Compression 26.374 + 0.003 26.832 4+ 0.006
GN + Blackout 20.354 £ 0.001 19.028 + 0.001

Overlapping or non-overlapping buffers can contain residues from the previous cycles,

retaining the zigzag pattern.

The results in Table 5.3 shows the Average PSNR (dB) values for Video 1 and
Video 2 for different fault scenarios & attack scenarios. Most significant take-aways
for Base Effective method from Table 5.3, Table 5.4 and Table 5.5 regarding the two

videos are:

e For the highest PSNR valued Base Effective Algorithm, visual quality is degraded
by approximately 22.9%.
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40 PSNR Comparison Across Different Attack Scenarios
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Figure 5.6. Average PSNR Values under different fault scenarios & attacks

Table 5.4. NCC for Base Effective Method under GN (¢2=100) + Attack Scenarios

Scenario Video 1 Mean £ Stdev  Video 2 Mean £+ Stdev
GN + Cropping 0.684 + 0.017 0.685 + 0.018
GN + Compression 0.684 + 0.018 0.686 + 0.018
GN -+ Blackout 0.685 £ 0.017 0.685 £ 0.018

e Video 1 consistently has a greater PSNR value compared to Video 2 for all attacks
and methods.

e The largest PSNR gap occurs in the “Image Replacement” attack, where Video 1
is roughly 14.5% better than Video 2.

e Under the Gaussian Noise & Cropping configuration, the variance remains mod-
erate, some 2.2-2.3%.

e When using Gaussian Noise & Compression, the variance is moderate at 7.5-8.1%.

e These results suggest that Video 1 is less likely to suffer from visual degradation,

perhaps due to diverging content dynamics, resolution, and inherent compression.
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NCC Comparison Across Different Attack Scenarios
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Figure 5.7. Average NCC Values under different fault scenarios & attacks

Table 5.5. Runtime for Base Effective Method under GN (0%=100) + Attack

Scenarios
Scenario Video 1 (s) Mean + Stdev  Video 2 (s) Mean + Stdev
GN + Cropping 320.69 + 108.50 214.67 £ 78.76
GN + Compression 208.75 £ 55.12 253.12 £ 125.29
GN + Blackout 300.62 £ 76.21 179.26 £ 20.11

e Computationally, the GN + Cropping and GN + Blackout scenarios are much
more time-consuming, especially for Video 1.

e Some runtime standard deviations are extremely large (e.g., > 100 seconds),
reflecting variability most likely caused by system resource limitations and MAT-
LAB’s execution overhead on the test platform. These runtime values should be

interpreted with caution and just consider comparatively between cases.
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Runtime Comparison Across Different Attack Scenarios
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Figure 5.8. Average Runtime Values under different fault scenarios & attacks

The results in Figure 5.7, Figure 5.6 and Figure 5.8 show the PSNR, NCC and
Runtime values for different watermarking algorithms under a variety of fault and

attack scenarios for Video 2.

They represent the performance of the watermarking algorithm. We analyze the
detection probability and NCC for different fault scenarios & attack conditions and
compare them with the original video when there is no watermarking. When there is no
watermark, the detection probability and NCC are both zero, indicating no detectable
watermark. When watermarking is applied, terms such as NCC and probability of
detection can be considered. These are the best that can be achieved when compared

with other sets of watermarking scenarios.

It can be concluded from the results that,

e Under mild Gaussian noise (62=100), all the algorithms maintain high watermark

correlation and good visual quality.



Table 5.6. PSNR (dB) + Std for Video 2 under GN Variance 100 and 1000

Method Compression Cropping Blackout
GN Variance (02) = 100

Base Eff. 26.83 £ 0.006 15.27 £ 0.001  19.03 £ 0.001

Sequenced  26.83 £+ 0.006 15.27 £ 0.001  19.02 £ 0.001

Multi Sub.  26.71 £ 0.006 15.21 + 0.001  18.72 £ 0.001

HMAC 26.42 + 0.008 15.09 4+ 0.001  18.13 £ 0.003
GN Variance (02) = 1000

Base Eff. 21.57 £ 0.009  12.07 £ 0.001  11.47 £ 0.001

Sequenced  21.56 £+ 0.009  12.07 £ 0.001  11.47 £ 0.001

Multi Sub.  21.48 4+ 0.009 12.04 £ 0.001 11.42 4+ 0.001

HMAC 21.30 +£ 0.009 11.98 £+ 0.001  11.34 £+ 0.001
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e Base Effective Algorithm yields the best composite performance (best PSNR and

NCC) when the fault or attack is very minor.

e More powerful methods (like HMAC-Enhanced Watermarking) partly compro-

mise visual quality in these situations without offering much robustness benefits

at this noise level.

e Runtime tends to get less unreliable and have more deviations for the attack

scenarios.

After comparing algorithm performances under light Gaussian noise, the following

tables extend this analysis to environments where there are extreme noise situations

and illustrate key differences in terms of visual quality and watermark resilience.

For Table 5.6, Table 5.7, and Table 5.8, the comparison for Gaussian Noise (0?)
values of 100 and 1000 for Video 2 is shown.

In watermarking, trade-offs between visual fidelity and robustness are expressed

in terms of performance metrics such as PSNR and NCC. The combined analysis based

on different Gaussian noise levels is provided as follows:
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Table 5.7. NCC =+ Std for Video 2 under GN Variance 100 and 1000

Method Compression Cropping Blackout
GN Variance (c2) = 100

Base Eff. 0.686 £ 0.018 0.685 + 0.018 0.685 £ 0.018

Sequenced  0.654 + 0.019  0.653 £ 0.019  0.654 + 0.019

Multi Sub.  0.700 £ 0.013  0.701 £+ 0.013  0.702 £ 0.011

HMAC 0.646 £ 0.006 0.646 + 0.006  0.646 £ 0.006
GN Variance (02) = 1000

Base Eff. 0.686 £ 0.018 0.686 + 0.017 0.686 £ 0.017

Sequenced  0.655 + 0.020 0.654 £ 0.019  0.654 + 0.019

Multi Sub.  0.700 £ 0.012  0.701 4+ 0.012 0.702 £ 0.010

HMAC 0.646 £ 0.006 0.646 = 0.006  0.646 £ 0.006

Table 5.8. Runtime 4 Std for Video 2 under GN Variance 100 and 1000

Method Compression Cropping Blackout

GN Variance (c2) = 100
253.12 4+ 125.29 214.67 £+ 78.76 179.26 £ 20.11
166.01 £ 27.02 130.76 £ 11.26 147.55 £ 27.46
256.65 + 40.56 305.24 + 197.71  239.42 £ 20.43
401.30 + 96.04 349.43 £+ 5.40

Base Effective
Sequenced
Multi-Subbands
HMAC Embedded  455.31 £ 52.33

GN Variance (02) = 1000

Base Effective 287.85 £+ 93.05 145.12 + 8.39 205.55 £ 24.49
Sequenced 257.21 £+ 36.02 114.76 £ 0.64 124.35 £ 6.99
Multi-Subbands 256.73 £+ 12.29 231.38 £ 5.60 188.26 £ 3.93
HMAC Embedded 379.44 £+ 2.06 350.03 £ 1.85 360.05 + 5.71

e No Fault & Attack. The highest imperceptibility is achieved by the Base Effective
algorithm, yielding 37.07 dB on Video 1 and 36.99 dB on Video 2. Across all four
schemes, NCC values remain within 0.641—0.700, confirming that each watermark
can be detected correctly.

e Moderate Gaussian Noise (0> = 100). Under a light-to-moderate noise level
the visual quality degrades to around 20 dB: e.g. GN+Compression delivers ~
26.8 dB. NCC stays relatively high (0.646—0.702). Base Effective retains the best
PSNR, whereas Multi-Subband gives the highest NCC, verifying its robustness at
only a minor visual-quality degradation. Execution-time overheads are modest

(e.g. 114—320 s), with Sequenced the quickest and HMAC the slowest.
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e Severe Gaussian Noise (c* = 1000) + Compression. PSNR drops further to
~ 21.5 dB for all schemes. Although Base Effective performs slightly better in
terms of PSNR (21.57 dB), Multi-Subband secures the best NCC (0.700 £ 0.012),
demonstrating better watermark detectability under heavy compression. Aver-
age runtimes roughly double compared with the moderate case, with standard
deviations indicating larger variability (e.g. HMAC: 379.4 + 2.15).

o Severe Gaussian Noise (02 = 1000) + Cropping. Spatial removal is highly de-
structive: PSNR decreases to =~ 12.07 dB. Despite the poor visual quality,
watermark recovery is still feasible— Multi-Subband achieves the highest NCC
(0.701 4+ 0.012), followed by Base Effective (0.686 £+ 0.017). Sequenced remains
the least expensive computationally (115+0.65s), whereas HMAC’s cryptographic
overhead prolongs execution (350 + 1.9s).

e Severe Gaussian Noise (0> = 1000) + Blackout (Image Replacement). When
portions of the frame are fully overwritten, PSNR settles near 11.4 dB. Yet
Multi-Subband again preserves the strongest correlation (0.702 + 0.010), indi-
cating that its redundancy across sub-bands is effective even against destructive
tampering. Runtime variability increases substantially for high-complexity meth-
ods (e.g. Multi-Subband 239 + 20s), highlighting the need for optimization on

resource-limited ECUs.

Based on these observations, the final conclusions are:

e Best Visual Quality: For low noise and no fault or attack conditions, the Se-
quenced Watermarking and Base Effective Algorithm consistently give maximum
PSNR with lowest perceptual degradation. For very high noise (62 = 1000),
PSNR differences among approaches become negligible, and visual quality signif-
icantly degraded for all. Watermarking causes a drop of more than 20%.

o Mazximum Detection Resilience: Multi-Subband Watermarking consistently ob-
tains the highest NCC values in all heavy fault scenarios or attack instances. It
ensures greater watermark robustness and can be particularly beneficial for main-

taining watermark detection rates under destructive fault scenarios and attacks.
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o Best Trade-off Strategy: Sequenced Watermarking is employed to ensure high
image quality and can ensure Drop Frame detection. For heavy fault scenarios
or attack conditions, Multi-Subband Watermarking is useful due to its greater

detection reliability.

Overall, the watermarking method should be decided based on the expected
threat level and robustness under heavy fault scenarios or attack conditions. Please
note that, if you need authentication as a functional requirement you have to apply
HMAC or similar approach integrated to watermarking scheme which introduces addi-
tional computational overhead. The performance analysis shown in this thesis can be
a comparative quantification for the performance metrics showing the tradeoff of using

HMAC or some other technique to improve the security.



47

6. CONCLUSION AND FURTHER DIRECTIONS

In this thesis, a comprehensive evaluation of DWT-based video watermarking
techniques was conducted in the context of their robustness against common video
processing artifacts and cybersecurity-related attacks. The proposed algorithms were
developed and evaluated under various conditions, including Gaussian noise, crop-
ping, blackout, and compression distortions. The Base Effective Algorithm was the
foundation, with three extended versions — Sequenced Watermarking, Multi-Subband
Watermarking, and HMAC-Enhanced Watermarking — developed to offer differing

aspects of watermark robustness and cybersecurity requirements.

To ensure the reliability of outcomes, the simulations were executed 10 times
per scenario with different seeds. This allowed the PSNR (Peak Signal-to-Noise Ra-
tio), NCC (Normalized Cross-Correlation), and runtime to be compared both in terms
of average and standard deviations. Results indicated that while the Base Effective
Algorithm consistently achieved the best visual quality (PSNR) in low or no-fault con-
ditions, its robustness against attacks was limited. On the other hand, Multi-Subband
Watermarking achieved the highest NCC values for most of the severe attack cases, par-
ticularly for heavy Gaussian noise combined with blackout or compression, reflecting

its highest detection reliability.

Standard deviation results revealed interesting variability in performance across
schemes. Schemes such as Multi-Subband Watermarking and HMAC-Enhanced Wa-
termarking exhibited relatively steady NCC values but experienced greater variability
in runtime, indicating higher computational complexity. Execution time analysis also
revealed that more elaborate schemes such as HMAC, while providing enhanced secu-
rity, require significantly more processing time, which would strain real-time viability

in embedded systems.
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It was also observed that the type of video content plays a significant role in
the outcome. Videos with less motion and darker content preserved visual quality and
watermark integrity more effectively under distortion. Videos with high color content
and motion, however, experienced greater degradation, reducing both PSNR and NCC

in case of a fault.

The results affirm that the proposed technique can be applied practically in real-
time automotive video systems where the integrity and authenticity of video must
be ensured under adverse operating conditions. Even though the visual quality is
decreased, the proposed watermarking algorithms augment the data security principles
of ISO/SAE 21434, which standardizes integrity, authentication, and confidentiality

requirements in in-vehicle systems and communication.

This thesis lays a sound foundation for future enhancements. Further improve-
ment can be achieved by employing adaptive watermarking schemes that vary water-
mark strength according to content and noise. Incorporation of cryptographic primi-
tives in watermark generation and verification could further improve security guaran-
tees. Hardware-in-the-loop (HIL) testing frameworks or real embedded systems would

allow verification against realistic latency and resource constraints.

Overall, while the suggested methods achieve better performance in robustness,
imperceptibility, and runtime in a simulation framework, further research and develop-
ment are needed to drive the system further towards large-scale real-time and secure

deployment in automotive and other mission-critical applications.
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APPENDIX A: APPLICATION

A.1. Base Effective Algorithm

A.1.1. 1. Setup and Video Initialization

clc; clear;

% --- Choose an input clip -----——————— -

[filenamel, pathnamel] = uigetfile(’*.%’, ’Select the video’);

videoObj = VideoReader(fullfile(pathnamel, filenamel));

numFrames = videoObj.NumFrames;

% --- Output container --—-—----——--———- -
outputVideo = VideoWriter (’watermarked_video_LL’ , ’MPEG-4’);
open(outputVideo) ;

A.1.2. 2. Watermark Generation & Global Parameters

% 8x8 eye OR checkerboard (choose one)

watermark = eye(8); % Diagonal pattern
% watermark = zeros(8);

watermark(1:2:end,1:2:end)=1;

watermark(2:2:end,2:2:end)=1;

WMO = double(watermark) ; % Cast to double
N = 2; % 2-level DWT
L = 2°N; % Sub-sampling factor

wavetype = ’bior6.8°;
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% Bi-orthogonal 6.8 (symmetric reconstruction)

K = 2; % Embedding strength

% Pre-allocate result matrices (10xframes for Monte-Carlo)

NCC_i zeros (10, numFrames) ;

PSNR_i = zeros(10, numFrames);

% Per-run buffers

NCC_LL_watermarked = zeros(l, numFrames) ;
PSNR_values = zeros(1l, numFrames);

MSE_values = zeros (1, numFrames);

[Mwmo , Nwmo] size(watermark) ;

A.1.3. 3. Embedding Loop (10 Monte-Carlo Iterations)

for iteration = 1:10 % Monte-Carlo repeats
key = 1001; rng(key*iteration); % Pseudo-random seed
tic %» Time the whole run

for frameNum = 1:numFrames

% -- A. Acquire current frame and isolate Cb ----------------————-
frameRGB = read(videoObj,frameNum) ;

frameYCbCr = rgb2ycbcr (frameRGB) ;

CbChannel = frameYCbCr(:,:,2);

coverimage = double(CbChannel); [Mc,Nc] = size(coverimage);

% -- B. Generate LL PN sequence -------—--—---——-—mmmmmmm—

pn_LL = round( 2*(rand(Mc/L, Nc/L)-0.5) );

% —= C. 2-1evel DWT =~ - m oo oo

dwtmode (’per’);
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[C1,81] wavedec2(coverimage,N,wavetype) ;

cAl

appcoef2(C1,S1,wavetype,N);
[cH1,cV1,cD1] = detcoef2(’all’,C1,S1,N);

% -- D. Embed checker / eye pattern into LL --------—--——--cc—-
wmvector = reshape (WMO,Mwmo*Nwmo,1) ;
for i = 1:length(wmvector)

if wmvector(i)==0, cAl = cAl + K*pn_LL; end

pn_LL = round( 2*(rand(Mc/L,Nc/L)-0.5) ); % Refresh PN

end

% -- E. Inverse DWT reconstruction --------—-—-———-~-~—---———————___
% (assemble back cAl,cH1,cV1,cD1 into C1 vector)

x = size(cAl,1); y = size(cAl,2);

C1(1l:x*xyx4) = [cA1(:).’ cH1(:).’> cV1(:).? cD1(:).’];

watermarked_Cb = waverec2(C1,S1,wavetype);

watermarked_Cb_uint8 = uint8(watermarked_Cb);

% -- F. Re-insert Cb; convert to RGB ---——---——-coo
frameYCbCr(:,:,2) = watermarked_Cb_uint8;

watermarkedRGB = ycbcr2rgb(frameYCbCr) ;

% 1) Add Gaussian white noise (variance 1000)

watermarkedRGB = imnoise(watermarkedRGB, ’gaussian’,0,1000/25572);

b 2) Every 5th frame blackout
if mod(frameNum,5)==0

watermarkedRGB(:,:,:) = 0;
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writeVideo (outputVideo, watermarkedRGB) ;

% —= G. PSNR / MSE == - mmm oo oo e
mse = mean( (double(frameRGB(:)) - double(watermarkedRGB(:))).~2 );
PSNR_values (frameNum) = 10*1ogl0((255°2)/mse) ;

MSE_values(frameNum) = mse;

PSNR_i(iteration,frameNum)=PSNR_values (frameNum) ;

% -- H. Extraction to compute NCC --------—--o-mmmmmmmmm -

exYCbCr = rgb2ycbcr(watermarkedRGB) ;

exCb = double(exYCbCr(:,:,2));

[C2,52] = wavedec2(exCb,N,wavetype);

cA2 = appcoef2(C2,S2,wavetype,N);

wm_rec = ones(1,Mwmo*Nwmo) ;

pn_LL = round( 2*(rand(size(cA2)/L)-0.5) );

for i = 1:length(wm_rec)

corrLL(i) = corr2(cA2,pn_LL);
pn_LL = round( 2x(rand(size(cA2)/L)-0.5) );
end
wmn_rec = reshape(wm_rec,Mwmo,Nwmo) ;
T_LL = 2.5*mean(corrLl);
wm_rec (corrLL > T_LL) = 0; % Decision rule

NCC_LL_watermarked (frameNum) = ...

sum(sum(WMO.*wm_rec)) / (norm(WMO(:))x*norm(wm_rec(:)));

NCC_i(iteration,frameNum) = NCC_LL_watermarked(frameNum) ;
end J frame loop
iterationTime = toc; % For runtime stats

end % Monte-Carlo loop
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A.1.4. 4. Finalisation & Visualisation

close(outputVideo);

h ——-———-- Summary plots ——--—--— - -
avg_PSNR = mean(PSNR_values);

PSNR_min = floor(avg_PSNR/5)*5;

PSNR_max = ceil(avg_PSNR/5)*5;

figure; plot(NCC_LL_watermarked,’r’,’LineWidth’,2);
ylim([0 11); grid on;
title(’Frame-wise NCC (LL band)’);

figure; plot(PSNR_values,’b’,’LineWidth’,2);
ylim([PSNR_min PSNR_max]); grid on;

title (’Frame-wise PSNR’);

figure; plot(MSE_values,’g’,’LineWidth’,2);

title(’Frame-wise MSE’); grid on;

Notes.

e The script now runs ten Monte-Carlo iterations; averaging and standard-deviation
statistics are stored in PSNR_i and NCC_i.

e Gaussian noise with variance 1000 and a frame blackout fault (every 5th frame)
emulate harsh channel conditions.

e Runtime for each repetition is captured with tic/toc to evaluate computational

cost.
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A.2. HMAC Generation

The following MATLAB code shows the generation of the HMAC:

% === Example Usage ===
key = ’your_secret_key’;
message = ’your_message’;

method = ’SHA-256°; % Options: ’SHA-1’, °>SHA-256°, ’SHA-384°, ’SHA-512°

% Compute HMAC hash

hash = HMAC_function(key, message, method) ;

% Display result
disp([’HMAC Qutput: ’, hash]);

% === HMAC FUNCTION ===
function hash = HMAC_function(key, message, method)
% Computes the HMAC of a message using the given key and hash method.
% Inputs:
b key - Secret key as string
% message - Message to authenticate

%  method - Hash method: ’SHA-1’, °SHA-256°, ’SHA-384°, ’SHA-512°

% Output:
% hash - HMAC value in hexadecimal string
% --- Step 1: Input Validation ---

if nargin < 3
error (’Not enough input arguments. Provide key,...

...message, and method.’);
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end

% --- Step 2: Determine Block Size Based on Hash Method ---
if any(strcmp(method, {’SHA-1’, ’SHA-256’}))
Blocksize = 64; 7 Block size in bytes
elseif any(strcmp(method, {’SHA-384’, ’SHA-512’}))
Blocksize = 128;

else
error (’Invalid method. Use ’’SHA-1’’, ’’SHA-256°’,...
.??’SHA-384°’, or ’’SHA-512°’.°);
end
% --- Step 3: Process Key to Fit Block Size ---

if length(key) > Blocksize
% If key is too long, hash it and pad
Opt.Method = method; Opt.Format = ’uint8’; Opt.Input = ’bin’;
hashedKey = DataHash(uint8(key), Opt);
for i = length(hashedKey) :Blocksize
hashedKey (1, i) = 0;
end
key_bin = uint82bin8(hashedKey) ;
elseif isempty(key)
% Empty key: fill with zero binary cells
key_bin = repmat({zeros(1,8)}, 1, Blocksize);
else

% Shorter or exact-size key: convert to binary and pad if needed

key_bin = str2bin8(key) ;

for j = length(key)+1:Blocksize
key_bin{j} = zeros(1,8);

end

end



% --- Step 4: Define Inner and Outer Padding ---
ipad=[00110110]; % 0x36
o_pad = [01 01110 0]; % 0x5C

i_pad_bin = repmat({i_pad}, 1, Blocksize);

o_pad_bin = repmat({o_pad}, 1, Blocksize);

% --- Step 5: XOR Key with Pads ---

i_pad_key_bin = bit8xor(key_bin, i_pad_bin);

o_pad_key_bin = bit8xor(key_bin, o_pad_bin);

% --- Step 6: Convert to uint8 for Hashing ---

i_pad_key_uint8 = hex2uint8(bin82hex(i_pad_key_bin));

o_pad_key_uint8 = hex2uint8(bin82hex (o_pad_key_bin));

% --- Step 7: Compute Inner Hash ---

inner_input = [i_pad_key_uint8, uint8(message)];

Opt.Method = method; Opt.Format = ’uint8’; Opt.Input = ’bin’;

inner_hash = DataHash(inner_input, Opt);

% --- Step 8: Compute Final HMAC Hash ---
final_input = [o_pad_key_uint8, inner_hash];
Opt.Format = ’HEX’; % Final output as HEX string
hash = DataHash(final_input, Opt);

end

% === Helper Functions ===

% Converts ASCII string to binary cell array of 8-bit vectors
function bin = str2bin8(str)
bin = cell(1l, length(str));

for i = 1:length(str)



b = dec2bin(uint8(str(i)), 8) - ’0’;
bin{i} = b;
end

end

% Converts binary cell array (8-bit) to hexadecimal
function hex = bin82hex(bin)
hex = cell(1l, length(bin));

for i = 1:length(bin)

binStr = num2str(bin{il});

binStr = binStr(~isspace(binStr));

hex{i} = dec2hex(bin2dec(binStr), 2);
end

end

% XOR for binary cell arrays
function out = bit8xor(a, b)
if length(a) ~= length(b)
error (’bit8xor: Input arrays must be of equal length’);
end
out = cell(1l, length(a));
for i = 1:length(a)
out{i} = xor(a{i}, b{i});
end

end

% Converts hex cell array to uint8 array
function out = hex2uint8(hex)
out = uint8(zeros(1l, length(hex)));
for i = 1:length(hex)
out (i) = hex2dec(hex{il});

end
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end

% Converts uint8 vector to binary 8-bit cell array
function bin = uint82bin8(vec)
bin = cell(1l, length(vec));
for i = 1:length(vec)
bin{i} = dec2bin(vec(i), 8) - °0’;
end

end



