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ABSTRACT

PERMUTATION POLYNOMIALS AND CONSTRUCTION OF BENT
FUNCTIONS

Ongan, Piar
Ph.D., Department of Cryptography
Supervisor : Assoc. Prof. Dr. Ali Doganaksoy

Co-Supervisor : Assoc. Prof. Dr. Burcu Giilmez Temiir

February 2021, 46| pages

This thesis consists of two main parts: In the first part, a study of several classes of
permutation and complete permutation polynomials is given, while in the second part,
a method of construction of several new classes of bent functions is described.

The first part consists of the study of several classes of binomials and trinomials
over finite fields. A complete list of permutation polynomials of the form f(x) =

XN + bz € Fn[x] is obtained for the case n = 5, and a criterion on permutation
polynomials of the same type is derived for the general case. Furthermore, it is shown
that when ¢ is odd, trinomials of the form f (z) = 2°h (z77!) € F2[z], where h (z) =
25 + 2 + 1 never permutes Fg.

A method of constructing several new classes of bent functions via linear translators
and permutation polynomials forms the second part of the thesis. First, a way to lift
a permutation over Fo: to a permutation over Fom is described, where ¢|m. Then,
via this method, 3-tuples of particular permutations that lead to new classes of bent
functions are obtained. As a last step, the fact that none of the bent functions obtained
here will be contained in Maiorana-McFarland class is proved.
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Keywords: Finite Fields, Permutation Polynomials, Complete Permutation Polyno-
mials, Bent Functions, Linear Translators, etc.
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0z

PERMUTASYON POLINOMLARI VE BUKULMUS FONKSTYONLARIN
INSASI

Ongan, Pinar
Doktora, Kriptografi Boliimii
Tez YOneticisi : Dog. Dr. Ali Doganaksoy

Ortak Tez Yoneticisi : Dog. Dr. Burcu Giilmez Temiir

Subat 2021, 46| sayfa

Bu tez iki ana boliimden olugsmaktadir: ik kisimda, cesitli permiitasyon ve tam per-
miitasyon polinom siniflarinin incelenmesi verilirken; ikinci kistmda, birkag¢ yeni bii-
kiilmiis fonksiyon sinifi ingasi icin bir yontem tarif edilmektedir.

Ilk kisim; sonlu cisimler iizerinde tanimli gesitli iki terimli ve ii¢ terimli polinom smif-
larinin incelenmesini igermektedir. F,» iizerinde tamimh f(z) = z(@"~D/(a=D+1 4 py
formundaki permiitasyon polinomlarinin n = 5 iken tamamu bir liste halinde sunu-
lurken, her n i¢in gecerli bir kriter de elde edilmektedir. Dahasi; g tek iken, h(z) =
2° 4+ x + 1 durumunda f(z) = 2°h(2?"") € F2[z] formundaki ii¢ terimlilerin asla
[F,2 cismini permiite etmeyecegi gosterilmektedir.

Dogrusal oteleyiciler ve permiitasyon polinomlart araciliiyla birkag¢ yeni biikiilmiig
fonksiyon simifi inga etme yontemi ise tezin ikinci boliimiinii olusturmaktadar. i1k ola-
rak; m’yi bolen tler igin, Fo: [ teki bir permiitasyonu Fom [x] teki bir permiitasyona
yiikseltmenin bir yolu tarif ediliyor. Daha sonra, bu yontemle yeni biikiilmiis fonksi-
yon siniflarinin insasinda kullanilacak olan ¢esitli permiitasyon 3’liileri elde edilmek-
tedir. Son olarak, burada elde edilen biikiilmiis fonksiyonlarin hicbirinin Maiorana-
McFarland simifinda yer almadigi kanitlanmaktadir.
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Anahtar Kelimeler: Sonlu Cisimler, Permiitasyon Polinomlari, Tam Permiitasyon Po-
linomlar1, Biikiilmiis Fonksiyonlar, Dogrusal Oteleyiciler, v.b.
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CHAPTER 1

INTRODUCTION

This chapter stands for representing a general background on the study of permutation
polynomials, complete permutation polynomials, and bent functions. Section |1.1
summarizes our motivation behind this study on permutation polynomials and bent
functions after giving a brief historical introduction to these subjects. Section [[.2]

provides an outline of this thesis and lists all of our results.

1.1 A Background and the Motivation of the Study

Studies on the permutation property of a polynomial over a finite field have a quite
long history. Besides cryptography, they have a raft of applications in coding theory,
combinatorial design theory, etc.; therefore, finding new permutation polynomials
is of great interest. Chapter 8 of the book [23] presents some up-to-date results on
permutation polynomials in a condensed form. Furthermore, [13] is a survey showing

more recent contributions related to the subject.

Up to our knowledge, as a subclass of permutation polynomials, complete permuta-
tion polynomials were first introduced by Niederreiter and Robinson in [26]. Finding
new complete permutation polynomials is not an easy-to-solve problem, and there

exist rare classes known. (See [16], [25] and [32] for further studies.)

On the other hand, having an undeniable role in many other areas of mathematics such
as coding theory, combinatorics, and probability, both the design and the analysis

of Boolean functions have been fascinating subjects for many cryptographers in the
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last decades because of the rise in the need for much more cryptographically secure
systems. Several cryptographic characteristics measure the employability of Boolean
functions in cryptographically secure systems, and nonlinearity is one of the most
critical ones. The importance of the study on the Boolean functions with maximum

nonlinearity -which are called bent functions- lies here.

It was Oscar Rothaus who first described bent functions in the 1960s, but the research
on this subject has intensified in recent decades, and still, there does not exist a com-
plete classification of bent functions; both characterization and construction of them
are challenging problems attracting the attention of many mathematicians nowadays.
For a detailed survey presenting both the theoretical and application-oriented aspects

of the subject, the reader may visit [21].

This thesis essentially consists of two main parts: The first one includes a study on
permutation and complete permutation polynomials in which several classes are ana-
lyzed, and the second one is a study of bent functions in which a method of construc-
tion is described. The author’s motivation stems from the relevance of each of these
structures to cryptography, but the studies on all three structures are known to be used

in other fields of mathematics and also engineering.

1.2  Outline of the Thesis

Together with this chapter, there exist five chapters in this thesis.

Chapter 2 stands for a technical introduction to the subject. Each notion that needs
prior knowledge -such as definitions, basic properties, fundamental theorems, etc.-
to follow the steps while proceeding towards the results is discussed separately here.
So this chapter consists of seven sections: Permutation and complete permutation
polynomials, Boolean functions, bent functions, linear translators, the Vandermonde

Matrix, normalized polynomials, and algebraic curves.

The results obtained about permutation and complete permutation polynomials during
this study are represented in Chapter 3. It starts with a section giving a commonly

known result about the permutation property of monomials, and then its focal point

2



becomes several classes of binomials and trinomials. The main effort of this chapter is
to describe all necessary and sufficient conditions on a particular type of polynomial

required for getting a permutation (a complete permutation polynomial).

The main results of this chapter are Theorem [3.2.1,[3.2.2] and[3.3.1]

The aim of Chapter 4 is the presentation of new constructions of bent functions using
linear translators and permutation polynomials. It starts with the presentation of the
result Lemma @4.1.1| of earlier works [[17]] and [[19]] of Mesnager, which forms the
foundation of the constructions presented throughout Chapter 4. Then, a way to lift a
permutation to a permutation of a higher dimension is described in Proposition [4.2.1]
With the help of Proposition 4.2.1{and Lemma 4.1.1, new families of bent functions
are constructed in Theorem4.2.2| [4.2.3][4.2.4] and[4.2.3] Furthermore, in Section4.3]
it is also shown that the bent functions constructed in Section 4.2] will not be in the

Maiorana-McFarland Class.

Finally, Chapter 5 summarizes the work and emphasizes all our contributions.






CHAPTER 2

PRELIMINARIES

This chapter can be taken as a technical introduction to the subject. Definitions, basic
properties, and several earlier results which have been helpful to proceed towards the
acquisitions of this study can be found in this chapter. Permutation and complete
permutation polynomials, Boolean functions, bent functions, linear translators, the
Vandermonde Matrix, normalized polynomials, and algebraic curves are the subjects

summarized each in separate sections.

Throughout this chapter, let p be a prime number, ¢ = p™, for some m € Z+ be a

power of p, IF, denote a finite field with ¢ elements.

For any positive integer  and polynomial h(z) € F,[z], a polynomial of the form
2" h(2@V/4) where d divides ¢ — 1 is called an r™* order cyclotomic polynomial
of index d over T,. Since every polynomial in F,[z] can be written as an r*" order
cyclotomic polynomial of index d over I, if it fixes the zero element (for more details,

see [33]]), the study of cyclotomic polynomials forms a crucial part.
Let n € N, ~y be a fixed primitive element of Fyn, ¢ = qu—;ll be a primitive (¢ — 1)
root of unity of Fy», and ind,(«) denote the discrete logarithm of o € F}.. (i.e.

| = ind. (o) means that | € Z such that 0 < < ¢" % and 7' = o)

2.1 Permutation Polynomials and Complete Permutation Polynomials

The associated mapping of the polynomial f(z) € F,[z] is the mapping F' : F, — F,
defined by F'(z) := f(z), and a polynomial f(x) € F,[z] is called a permutation
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polynomial (PP) over F if its associated mapping is bijective. A PP f(z) € F,[z]
with associated mapping F'(x) is called a complete permutation polynomial (CPP)
over F, if F(x) + x is also a bijection. To start with, linearity is a basic property of

PPs.
Lemma 2.1.1. [24]If f(z) € F,[x] is a PP over F,, then so is af(cx + d), for all

a,c,d € IF, satisfying that a # 0 and c # 0.

Deciding whether a given polynomial is a CPP or at least a PP has been on the agenda
of mathematicians for the last decades. Although several gaps has been filled recently,

there still exist numerous classes of polynomials to be focused on.

If the polynomial under consideration is of the form (2.1)), then the following result
derived from a previous work of Wang for the field IF,» with the choice [ = ¢ — 1 can

be used as a useful tool in making this decision.

Theorem 2.1.2. [34] Let a; € I}, where 0 < i < q — 2. The polynomial
flx)=—— a;( ' I € Fpn ], 2.1)

is a PP over I j» if and only if the following statements are satisfied

i. ged(ry,s) =1, foralli € Z such that 0 < i < q — 2.

i. {ind,(a;)+ir;|i=0,1,...,q— 2} isacomplete set of residues modulo q — 1.

Moreover,

)= —— bR, (2.2)

where

o k:= (i) =ind,(a;) +ir; mod q—1,
o 1/ =r;7! mod s,

® b = ai—Tk/fyi(l—TiTk/)

foreachi € Z such that 0 <1 < g — 2.



However, tailoring the given polynomial into the form (2.1)) -if it is possible- requires

some work, too.

Furthermore, the following two results of Zieve reducing the study of a PP over Fn
to the study of a permutation over a much more smaller field under certain conditions

help researchers in finding a different perspective within the subject.

Theorem 2.1.3. [37]Let d,r € Z* be such that d | ¢* — 1 and h (z) € Fyn[z]. Then
f(z)=2"h (x(qnfl)/d) is a PP over IF n if and only if

(i) ged (r,q d_1> _1,

(ii) 2"k ()" permutes g, where pq = {o € Fro | ot =1}

Theorem 2.1.4. [36]/Let r,n,m € Z* and ¢ = p™. Let h(x) € Fyp[z]. Then
flx) =a"h (az%) is a PP over ¥ if and only if

"—1
i.gcd(r,q >:1
q—1

ii. The polynomial

2" h(z)h(z)h? (z)..h""" (z) € F,lz]

is a PP over F,, where h' () denotes the polynomial obtained from h(x) by

raising every coefficient to the ¢*-th power.

Also, under some circumstances, Bartoli et al. show that a PP of the form (2.3) comes

with several restrictions.

Theorem 2.1.5. [3]Let n be odd, b € ., and q > (("_1)(n_2)+4“ n?+13n—2) If
fl@) =27 + by € Fpulz] (2.3)

is a PP over FF n, then p divides (n + 1)/2 and Tr}(b) = 0.

2.2 Boolean Functions

Functions from 7 to [Fy are called Boolean functions of n variables. Since there

exists a natural homomorphism between the fields F} and [Fon, they can be taken as

7



functions from Fs» to Fs, too. Where n = 2m, a Boolean function with domain Fo»
is represantable in a bivariate form f(x,y), where x,y € Fam. For a Boolean function

f, being affine means having the property

fla+ )= fla)+ F(B) + f(0), 24

for all a, 5 € Fon.

A useful example of Boolean functions is the absolute trace function T'r} : Fon — Iy

which is defined by

277,71

Tri(r)=ac+2* +a* +2° + .. 4o
The Walsh transform of f : Fon — Fy is the function X7 : Fon — Z defined by
Yi(w) = Z (=1)f@FTrf (wz)

zE€Fon

and the nonlinearity of f : Fon — 5 is defined as
Ny :=min|{z € Fon : f(z) # A(2)}],

where the minimum is taken over the set of all affine functions A(z) which are defined
over [Fy», and it can also be characterized as

n— 1 =
Np:=2""1 — =~ max |\ (w)].

2 weFyn
Indeed, for a given Boolean function f used in a stream or block cipher, N is one
of the significant cryptographical criteria against attacks on the cipher. Having a
Boolean function far from easy-to-guess affine ones is one of the goals of a secure

system, therefore A + should not be low.

Theorem 2.2.1. [9](Parseval’s Relation)

Y (Glw)? =2

w€Fon
As aresult of Theorem [2.2.1] one has the inequality
Np<onmt 23 1 (2.5)
In addition to that,
Dof(x) := f(x) + f(z + a) (2.6)

8



is the definition of the first derivative of f in the direction of «, and

DD, f(z) = f(x)+ fx + o)+ f(x+ 8) + f(x + a+ 5). 2.7)

is the definition of the second derivative of f in the direction of o and (3, where
a,B € Fan and f is a Boolean function. Therefore, (2.4) can also be stated as
DgD, f(x)|p=0 = 0.

A vectorial Boolean function is a function F' : F, — 7" defined as

F(II}) = (fl(x)> f2<x)7 X fm(x))v

where each f, is a function from F7 to Fs.

A Boolean function f is called balanced if the number of elements in the pre-image
of 1 is equal to the number elements in the pre-image of 0. Such functions play a
crucial role in the design of symmetric-key cryptography. For instance, in stream-
ciphers, they are used in LFSRs to combine or filter the outputs, and so with the help
of them, pseudo-random sequences are produced and can be used in a Vernam-like
cipher. Furthermore, in block ciphers, S-boxes are designed by using an appropriate

arrangement of a composition of properly chosen nonlinear Boolean functions.

2.3 Bent Functions

f : Fon — Ty is called a bent function if its nonlinearity attains its upper bound in
(2.5), which is attainable only for even values of n. Therefore, by definition, bent
functions exist for only even choices of n. The algebraic degree deg(f) of a bent

function is the number of variables in the highest order term with nonzero coefficient.

It is also possible to decide whether a given function f : Fyn — F5 (n even) is bent
or not by using the Walsh transform: f will be bent if and only if X ;(w) = +22, for
all w € Fon. Moreover, the dual function f of a bent function f is defined by the
equality X7 (w) = 27/2(—1)7@), Vw € Fn. Indeed, the dual of a bent function will
definitely be bent. (See [29].) However, the duals of given bent functions are not so

easy to compute in general.
The essence of the matter, although having a high nonlinearity is one of the aimed

9



goals of Boolean functions used in cryptography, bent functions are neither balanced
nor strong enough against fast algebraic attacks. Since the algebraic degree of an
n-variable bent function is < n/2 -i.e., too small-, unfortunately, its vulnerability
against fast algebraic attacks will still remain even after modifications to balance

them.

These kinds of functions had already been studied by Dillon [12] in 1974, while they
were first named by Rothaus [29] in 1976. Contradicting to their plain definition,
mostly, they have a challenging nature to deal with. Although an extensive work on
both classification and characterization of them has been done since the 1970s, they
still remain as an interesting subject to study. Accompanied with a historical perspec-
tive, in order to investigate the connections of this subject with design theory, coding
theory, and cryptography, the reader may visit the survey paper [10]. Furthermore,
Mesnager’s book [21]] published a few years ago represents a full-scale study on the

subject.

Construction of bent functions can be considered in two main branches: primary
constructions (i.e. constructions from the beginning) and secondary constructions (i.e.
constructions using previously constructed ones for designing new ones). Amongst
former ones, the widest class is given by the Maiorana-McFarland class M. (For
more details, see [[7]] and Section 7.1 in [21].) A Boolean function f : Fom X Fom — Fy

is said to be in M if it is of the form

fla,y) =T (2, 7(y)) + hly),
for some h : Fom — Fyand 7 : Fom — Fom.
For a fixed element y of Fom, take 1, x5 € Fom, then

@1+ 22,y) =Tri" (21, 7(y) + Tri"(x2,7(y)) + h(y)
Therefore, for a Boolean function f of [F52m, being an element of Maiorana-McFarland
class has exactly the same meaning as being affine in z, for all y. To sum up, f € M

if and only if
D(b,O)D(c,O)|m:Of(x7 y) = 0, W b, c € Fom. (2.8)

10



2.4 Linear Translators

Take any m € Z* and a positive integer ¢ dividing m. Let f : Fom — Fo be a
map and a € o, then an element o € Fom is called an a-linear translator of f if it
satisfies the equality

flz+ ab) = f(x) + ab,
for all (z, b) € Fam x Fa.

Take a1,as € Fot and aq, a9 € Fom. It is a well-konwn fact that, when «; is an
a;-linear translator of f : Fom — Foe for each i € {1, 2}, then ay + ay will be an

(a1+as)-linear translator of f and aa; will be a (aa, )-linear translator of f, Va € F3,.

Indeed, the functions with linear translators are not so desirable becuse of their weak-

ness against several cryptographic attacks.

2.5 The Vandermonde Matrix

Let w be a k'™ root of unity of F,», and denote the Vandermonde matrix by M}, (w):

11 1 1]

1 w w? o wk=1)
Mi(w)= |1 w? wtooo WD

1 w1 2E-1 (E=D)(k-1)

Consider the product My (w)M(w™'). The (i, 7)"" entry of the resulting matrix will

be equal to
_ X -
1 oD 261 w(k—l)(i—l)} . w2061
w—(k=1)(E-1)
k-1 k—1
— Z JNE=D=G-1] _ Zwl(i—j). (2.9)
=0 =0

11



Since w is a k' root of unity of F., (2.9) turns into

il (WD) =1 (W) —1

-3\ _ _ _
lz_;(w V) = R i v e RS

whenever ¢ # 7, which proves the following identity.

Proposition 2.5.1.
Mk(w)Mk(wil) = kI?

where w is a k™ root of unity of Fn and I is the identity matrix.

2.6 Normalized Polynomials

A permutation polynomial f € F,[z] having the following properties

i. the leading coefficient of f is 1,
ii. f fixes the zero element, and
iii. if the characteristic of I, does not divide the degree d of f, then the coefficient

of %1 is zero

is said to be in normalized form. For any given PP, it is possible to find a normalized
equivalent of it with the help of Lemma by choosing a, ¢, d suitably ([24]).
While all normalized PPs of degree < 5 were listed by Dickson in [11], there also
exists a table suggested by Shallue and Wanless for the ones of degree 6 in [30]], which

is inserted on page 14 for further interest of this study.

2.7 Algebraic Curves

An algebraic curve C over a given field I, is the set

C={(x,y) eFy xF, | f(z,y) =0},

where f(z,y) € Fy[z,y]. In this setting, f is called the defining polynomial of C, and
the degree of C is the degree of the defining polynomial of the curve. Each element of

12



C is called a point on C. An F,-rational point is a point (z,y) on the curve C, where

x,y € F,.

Algebraic curves are useful, while deciding whether a given polynomial is a PP or

not: f(z) € F, is a PP over F, if and only if the curve

(CEVCENS

¢ ={ (o) e Fyx 7y L0

has no F-rational point (a, b) satisfying a # b. (See [2].)

Let N, denote the number of [F;-rational points on C. The number /N, can be estimated
by the very well known Hasse-Weil Bound (see, Theorem 5.2.3 in [31]), which can

also be stated in terms of algebraic curves as follows:
Theorem 2.7.1. [I4] If d is the degree of the curve C, then
[Ny —q| < (d=1)(d=2)vg+c(d),

where ¢ (d) is a constant depending on d.

d(d—1)?
With reference to [15], one can choose ¢ (d) = % + 1, and the following

result comes immediately.

Corollary 2.7.2. If C is an algebraic curve of degree 4, then

|N, —q| <64/q+19.
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Table 2.1: All normalized permutation polynomials of degree 6 over IF,,. [30]

Cases q Normalized PP
1 11 2% £ 22
5 1 28 4+ a2 + az? £ bz,
where a € F, is a nonzero square.
3 1 2% + 4023 + ax? £ 4a,
where a € F, is either 0 or a non-square.
4 5 2% + a*z* 4+ a"bxd + aa? + a(2b + 1),
where b € F,isarootof 2% — 2* + 2% + 2> + xand a € Fy.
2% + az® + 2abx* + (a® + ab® + 2b%)x+
5 9 (2a* + ab®)x® + (2a° + a’b + 2ab*)x,
where b € F and a € F}.
2% + ax® + 2acxt + (ac® + 263 + aPe) P+
6 9 (ac® + 2a*e)x? + (a°e? + 2act + a'ce)x,
where a € F}, andc¢, e € F; : eisaroot of z4 + 1.
25 + ax® + 2acx* + (2a® + ac® + 2¢3) 23+
7 9 (a* + ac®)x? + (2a° + a’e + 2a*c + 2act)z,
where a € F), and ¢, e € F, : eisaroot of 22 + 1.
2% + az® + 2acx* + (ac® 4+ 2¢*)2® + (2a* + ac®)2?+
8 27 4 4 *
(a*c + 2ac*)x, where a € Fy, c € F,.
27, where 2% + a’z* + a*a?,
9 m > 3 and
m - odd where a € .
2+ aPPat + a'n? + (a® + dPe+ aPct)a? + a?Pu,
10 8
where a € F), c € F,.
25 + ax® + a?( + o)zt + a®2® + at (2 + e)x*+
11 8 a’(c+e)x, where a € Fy, ¢, e € F, : cis aroot of 2% + 22 + =,
and e is a root of z* + 23 + 2% + 1.
2%+ ax® + a?( + ¢)a* + aPex® + a*(c* + ce)x*+
12 8 a’(c* + Pe)x, wherea € Fi, ¢, e € Fy -
eis aroot of z° + z + 1.
13 g 2%+ az® + a*( + c+ V)at + aPa® + a*( + 1)2? + d°cx,
where a € F), c € F,.
2+ ax® 4+ a?( + ¢+ 1)zt + aPeda’+
14 8 at(ct + ce® + eM)r? + a®(ct + Pe? + €2 + ez,
where a € F,, ¢, e € F, : eisarootof 2t + 2% + x.
28 4+ ax® + a?(F + A + et + e + o)t + a4+
at(c + P + et + e?)z? + a’(c + ez,
15 16 « - T4 3 2
where a € F}, ¢, e € F; : cisarootof z* + 2% + 2° + 2° + ,
and e is aroot of 2% + 2t + 22 + x + 1.
16 1 2% + az® + a®(* + o)zt + a*(* + 1)2? + a°ctr,

where a € F, c € F,.
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CHAPTER 3

ON SEVERAL PERMUTATON POLYNOMIALS AND
COMPLETE PERMUTATION POLYNOMIALS

This chapter mainly stands for the representation of the results obtained about PPs
and CPPs during this Ph.D. study. After stating a publicly known result in Section
about monomials to be complete, the focus of the study becomes several classes

of binomials and trinomials.

Section starts with the work done on binomials of the form f(z) = = +bx €
[F,n[x]. The permutation property of these polynomials was already studied by other
mathematicians for the cases n € {2, 3, 4, 6}, and we give a complete list of all PPs
for the case n = 5 in Theorem @ In the meanwhile, we get a substantial intuition
on CPPs of the same form is given. Additionally, we give a fairly well criterion on b
rigid for all n making the binomial above a CPP or at least a PP in Theorem [3.2.2]and
3.2.3

In Section the permutation property of a particular class of trinomials f (z) =
2°h (x971) € Fpelz] with b (z) = 2° + x + 1 is studied with the help of algebraic

curves over finite fields. The main result of the section is given in Theorem[3.3.1]

The results represented in this chapter have been published as our joint works [27, [28]]
by B. Giilmez Temiir and P. Ongan; and [1] by Y. Akbal, B. Giilmez Temiir, and P.
Ongan.

Throughout this chapter, letn € Z*.
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3.1 Monomials

The most uncomplicated polynomials are monomials. Let f be a monomial of degree
d with a leading coefficient a € I} over F,. The necessary and sufficient condition
making f a PP is the following: ged(d,q — 1) = 1. In addition to that, if az¢ + z is
also a PP, then it becomes a CPP.

3.2 Several Binomials

Let f(x) be a cyclotomic polynomial of the form
f(x) = 2"t +bx € Fyula], 3.1
where b # 0 and s = = with ¢t € Z* satisfying ¢| (¢" — 1).

Fort = ¢ — 1, PPs and CPPs of the form @ had already been studied for several
choices of n (see [5] for n € {2, 3}, [4] and [35] for n = 4, and [3] for n = 6.) The
gap for the case n = 5 can be filled as follows: Let f(z) be a PP of the form (3.1).
In the case ¢ > 114, p should divide 3 and T} (b) should be zero, by Theoremm
And, in the case ¢ < 114, by setting 7 = 1 and h(z) = = + b in Theorem 2.1.4] one
gets that f(z) becomes a PP of IF s if and only if h;(x) is a PP of I, where

hy(z) = x(x 4 b)(z + b0 (z + b7 ) (z + b7 ) (z + b7) € Fysla]. (3.2)

By letting ;s be defined as follows:

A\ = Z bqi, Ny = Z bq’#qj’ A3 = Z bqi+qj+q’“’

ieS i, jES i, j, k€S
i#£] i, 7, k: all distinct
iy Gkl 2, .3, .4
M\ = E pa' e +av+a ’ /\5 — b1+q+q +q°+q ’ (3.3)
i, j, k, l€S

i, J, k, I: all distinct

where S = {0, 1, 2, 3,4}, equation (3.2)) turns into
hy(z) = 2% 4+ A\12® + Agz® + A32® + Az + A5z (3.4)

If p is a divisor of 6 -which is the degree of h;(x)-, then h;(x) will be a normalized

polynomial, and so become a PP only if it is in one of the cases numbered between
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4-16 in Table On the other hand, if p ¢ {2, 3}, a normalized equivalent
ahy(cx +d) € Fy[z],
of hy(x) can be found with the following restrictions coming from the definition of
being normalized:
1. a=c"
i, d® 4 A\d® + Aad* + N3d® + M\yd® + Asd = 0.

iii. d = 9);.
So, by choosing ¢ = 1, we obtain a normalized equivalent of h;(x) as follows:

28 4 (6A1% + Xo)z* 4+ (A% 4+ 3A1 00 + A3)2® + (A" + 20,2y + BA A + My)2?
+ (OM° + A A0 + AP A3 + TAN + A5
By taking h;(x) as itself for the cases p = {2, 3}, and above normalized equivalent

of hy(x) for the case p = 11, we obtain the following consequence with the help of
Table

-1
Theorem 3.2.1. [28]Let ¢ = p™. A binomial f(x) = v 1 " + bx € Fs[x] is a PP

if and only if the conditions in one of the following cases are satisfied:

1) g=11and

i) Ao =5A2, A3 = 6\%, Ay = O\, and \s = 5\,° £ k, where k € {2, 4},

i) Ao = 5\2 A3 = 602 £ a2 Ay = O\ Y+ a, and \s = 5\° £ 5, where

a € ]F;s is a square, or

iii) Ao = 5\% A3 = 602 £4a% M = O\t + a, and N5 = 5\° £ 4, where

a € Fys is not a square.
2) q=3"and

i)m=2 X\ =0, A\ =d% X3 =ac \y =a*, \s = a(2c+ 1), where

a € andceFps is a root of x® — x* + 2% + 2% + 1,
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i) m=2 M\ =a \ = 2ac, \3 = a®> + ac® + 2¢3, \y = 2a* + ac®, and
s = 2a® + a*c + 2act, where a € F's and c € Fs,

iii) m=2 A\ =a A\ = 2ac, \3 = ac® + 2¢® + a’e, \y = ac® + 2a'e, and
s = a’e? + 2ac* + a*ce, where a € IFZ5, c €y, and e € Fys is a root of
41,

v) m=2 M\ =a \ = 2ac, \3 = 2a> + ac® + 2¢3, \y = a* + ac®, and
\s = 2a° + a’e + 2a’c + 2act, where a € Fis, c € Fys,and e € Fys is a
root of 22 + 1, or

vVm =3 A\ = a N\ = 2ac, \3 = ac® + 2¢3, \y = 2a* + ac®, and
\s = a‘c + 2act, where a € F's and c € Fys.
3) q=2"and
i)m > 3isodd, \y = N3 = 0, Ao = a?, \y = a*, and 5 = 1, where
a € Fg,

i) m=3 X =0, =a’c? X3 =a*, \s = a®+a’c+a’ct, and N5 = a*c?,
where a € IE‘ZE, and c € Fs,

iii) m = 3, \\ = a, Ay = a*(® +¢), \3 = a®, \y = a*(c* + e), and
Ay = a5(c + e), where a € IFZ5, c € s is a root of x* + 2® 4+ x, and
e € Fsisaroot of o + 23 + 22 + 1,

iv) m =3 A =5 X = a*(c®+c), \3 = dde, \y = a*(c* + ce), and
A5 = a5(c4 + cze), where a € ]F;S, c € Fys is arbitrary, and e € Fs is a
root 0fa:3 + x4+ 1,

v)m=3 X N =a A =a*(+c+1), 3 =20a5 N\ = a*(c®+ 1), and
\s = a’c, where a € IFZ5, and c € s is arbitrary,

vi) m =3, A\ =a, Ay =a*(®+c+ 1), \3 = a’e® \y = a’(c* + ce® + e?),
and \s = a®(c* + 2e? + &3 + e*), where a € IFZ5, c € Fys is arbitrary,
and e € F s is a root of v* + 2% + x,

vii) m = 4, A\ = a, Ay = aA*(C+ P +et+e2te), N3 =dd N =
a*(®+c”+e' +e?), and \s = a°(c+e), where a € T, ¢ € Fys is a root
0fx7+x4—|—a:3+x2—|—x, and e € s isarootofx8+x4—|—x2+x+1, or

viii) m =5, A\ = a, Ay = a*(c* +¢), A3 = 0, \y = a*(c* + 1), and N5 = a°c?,

where a € F;s, and c € Fs.
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While Theorem [3.2.1] completes the case n = 5 for PPs, a few steps further should

have been taken for CPPs. Since

q5

fl@)+z =2 4 (b+ D)z € Fyla],

f(x) will be a CPP over [Fs if and only if both hy(x) and hyyq(x) are PPs over F,
at the same time. Therefore, forming a complete list of all conditions necessary and
sufficient to make f(x) a CPP over F s is doable with the help of Table and
Theorem [3.2.1|by analyzing each ¢-case separately.

Additionally, with a different point of view, if it is also possible to define a criterion
on b rigid for each n making the polynomial f(z) as in (3.1) a CPP or at least a PP as

follows:

By setting r; = 1 in (2.1]) for each ¢ € Z satisfying 0 < i < g — 2,

_ @i ai{™" o1 a0 el
f(a:)—. q—lx—i_z—q—lx —l—Z—q_lx + ...
=0 =0 i=0
=2 —(¢—2)i
2 :aiC ! (g—2)s+1
+ - q——l T s (35)

b, ifk =0,
—— ) a(M =141, ifk=1,

0, otherwise.

which can also be represented as the following matrix multiplication:

11 1 1 | fa/@-1] [b]
I ¢ e a1/ (¢ —1) 1
1 (2 G G C) ay/(g—1) | =10|. (3.6
1 (@2 22 (e2-2) aga/(qg—1) 0

t

Since ( is already a primitive (¢ — 1)** root of unity, it is possible to denote the
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— 1) x (g — 1)-matrix of (3.6) _1 (¢71), which implies
(1) x (¢ — 1)-matrix of (3.6) by M, (¢""), which impli

0] b

ap 1

ay | =(q—1) (My—r (¢T) " {0] - (3.7)
_aq—2_ _0_

In other respects, the identity
—1 .
M1 (C) My (C ) =(¢—-1I

of Proposition [2.5.1) implies the equality

—1yy 1
(Mq_l (C 1)) = q— 1Mq—1 (C) )
which reduces (3.7) in the following way:
f a | b [ Dl '
a, 1 b+ ¢
a | =M (O fof = | b+¢?
_Clq,Q_ _O_ _b + C(q_Q)_

Thus and so, by letting a; := b+ ¢?, forall 0 < i < g— 2, itis possible to write (3.1)

in the form
q—2 q—2

F@) = =33 b+ ) (I e Bl 68

=130 =0

As a consequence of Lemma([2.1.2] the conditions making the set
{ind,(b+ () +i|i=0,1,..,q—2}

a complete set of residues modulo ¢ — 1 are necessary and sufficient in order to have

a PP of the form (3.8) over Fn.
Now, let [ € Z™ be satisfying the following equality:
I =ind,(b+C) +i=ind,(b+)+j+7r(g—1), (3.9)
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forsome )0 <r <s—1land0 <1 < j < g — 2. Thuswise, by definition, [ becomes

the minimum element of Z* greater than j holding the equations
Y =b+ ¢ and 4 =470 (b + )
which can also be stated as
b4 (= Ad—itria-D) (b X Cj)
since 4/~ = 497iy!=J, So an [ satisfying would immediately bring

v =¥

Y
b=—7"+ Ni—re]) 1

proving the following result.

Theorem 3.2.2. [27]f(x) = 2°*' + bx € Fyn[x] is a PP of Fgn if and only if b € T},

satisfies the identity

) ’YSi 4 ,ysj
—~57

for every distinct elements i and j of the set {0,1,...,q — 2} and 0 < r < s — 1.

In order to broaden the area of interest to CPPs, one also needs to study on the poly-

nomials
fx)+z =2 +2(b+1)

which can be written in the form (2.1) in an analogical manner to the previous one by
setting

a;:=b+ 1+, forall0<i<gqg-—2.

Since the question when f(z) + = becomes a PP over F . is converted into what the

conditions on b making the set
{ind,(b+1+¢)+i|i=0,1,...,g— 2}

a complete set of residues modulo ¢ — 1 are, by Lemma[2.1.2] the result below comes

directly following similar steps to the proof of Theorem[3.2.2]

Corollary 3.2.3. [27]f(z) = 2! + bx € Fyn[x] is a CPP of Fyn if and only if both
b€ Fy.and b+ 1 € F. are not equal to

'YSi . ’}/Sj
fyj—i""T(q_l) — ]_7

forany0 <1< j7<q—2and0<r<s—1.
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3.3 Trinomials

Permutation trinomials have been on the agenda of researchers, recently. In this sec-
tion, a special kind of trinomials over [F,» -where p is an odd prime- are studied with

the help of algebraic curves. Let
fl@) =a2"((z")° + (a1 + 1) (3.10)
be a polynomial over IF2, and set

P(z) = 2% (2% + 2 +1)"" € Fpla]. (3.11)

Then, with an appropriate choice of n and r, Lemma [2.1.3] implies that in the case
ged(q — 1,5) = 1,f(z) is a PP over F 2 if and only if P(z) = 2°(2° + « + 1)7!

permutes fig 1.

When 3 | ¢, f(xz) would not be a PP over F. since P(1) = 0 & ji44+1. On the
other hand, in the case ¢ + 1 is divisible by 3, there will exist z € p,4; \ {1} sat-
isfying 3 — 1 = 0, which is implying 2> +  + 1 = 0. Since 2° + 2 + 1 =
(2*+z+1) (2> —2®+1), P(x) = 0 & pyy1 implying that P(x) would not be a
PP over IF 2 in this case, too. The only remaining case to check is the one for ¢ = 1

(mod 3).

For © € fi,41, consider the image of the rational function associated with P(z):

2’h(z)! (P +r+1) (P —z+1) 2P-z+1 (3.12)
h(z) — (224ax+1)(@3—224+1) 23 —2241 '

If one needs to have P(z) € fi,41, for all x € pi,41, the denominator of the simplified
version of the rational functiton in (3.12) should be nonzero for each choice of x €

fg+1- S0, assume the converse:
3 € gy - B — 2 +1=0. (3.13)

1
Each element © € pi,41 satisfies the identity 29 = —, so the following equality is
x

immediate.

1 1 3 _ 1
O:(1’3—$2+1>q:qj3q—1‘2q+1:___+1:i7



implying that
0=2"—z+1 (3.14)
Using the equations (3.13)) and (3.14), one can easily deduce 22 — x = 0, implying

that + = 0 or x = 1. However, neither of these choices will satisfy the equality

23 — 2% + 1 = 0, which contradicts to the assumption (3.13). Thus, z* — 2% + 1 # 0.

Choose an element z from the set F 2 \ F, arbitrarily, and set the function ¢ : F, U

{o0} — pg41 -which is bijective by construction- as follows:

YTE  fzeF,
¢ (x) =4+
1, if x =00

Then, the inverse of this function will be

29 — z
if 1
NN S i LT
00, ife=1

According to this setup, the necessary and sufficient conditions making P an injec-
tive function on the set y,, are exactly the ones making the composition mapping

(¢! o P o ¢) an injection on F,. By simple calculation,

(670 Pog)(x) =
34 (294 2) 2% + (2220 — 3297+ 22%) 1+ (239 — 2201 — T2 4 23
(22 + (294 2) v + 29H1) '
Here, since —z, —2¢ ¢ F,, the denominator of (3.15) -which can be factorized as

(3.15)

(x + 2) (x + 27)- would not be equal to 0, for any choice of x € F,.

The algebraic curve defined by the equation

¢~ (P (¢ (X)) — o~ (P (6 (Y)))
X -Y

=0
is reducible to
LX,)Y)=(Y?+(2"42)Y + 20 X?
+ (294 2) Y2+ (=22 4 6277 — 22) YV + (=2 4 22207 4 22972 — %)) X
+ Z‘H—lyQ + (_ZSq + 222q+1 + 2211-1-2 _ 23) Y

— M 280 202y 0,078 24 = 0. (3.16)
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Since the automorphism 1) : © — 2 fixes the coefficients of it, £ (X,Y) € F [ X, Y].
Next, try to write £ (X, Y) as a product of absolutely irreducible components. Since

the degree of the curve w.r.t. X is 2, there exist only three possibilities for £ (X, Y):

L £L(X,)Y) = A)L (X,Y), where £; (X,Y) is a bivariate polynomial of
degree 2 with respect to X.

II. £L(X,Y)=L(X,Y)Ly(X,Y), where each £; (X,Y) is a bivariate polyno-

mial of degree 1 with respect to X.

L. £(X,Y) is absolutely irreducible.

InCasel, L1 (X,Y) = By (Y)X?+ By(Y)X + B3(Y), for some B;(Y). If deg(A) =
2, then B; would be constant. So, considering the coefficient of X? in (3.16), without
loss of generality, set A(Y) = Y2 + (27 + 2)Y + z%"!. Then A(—z) = 0. On the
other hand, considering the coefficient of X in (3.16),
AY)By(Y) = (29 + 2) Y24 (=21 4 6297 — 22) Y+ (=25 4 2270F! 4 2,972 — 27)
implying that

3

0= A(=2)By(—2) = 2° (=2*77 + 32272 = 32071 1) = 2° (=271 +1)".

However, z ¢ T, will contracit 22! = 1. If deg(A) = 1, by proceeding with a
similar approach to the previous one, either A(—z%) or A(—z) will be equal to 0, and
in both cases 29~ = 1 will contradicts to the fact z ¢ F,. Hence, Case I is removed

from among the options.

InCaselIl, £; (X,Y) = A1(Y)X + Ax(Y) and Lo (X,Y) = B1(Y)X + Bo(Y), for
some A;, B; € F,[Y], then

L1(X,Y)Ly(X)Y) =
(AL(Y)B1(Y)) X? 4 (A1(Y)Ba(Y) + Ao (Y)Bi(Y)) X + Ay (Y) By(Y).

If deg(A;) = 2, without lost of generality, A;(Y) = Y2 + (27 +2)Y + 29! and
Bi(Y) =1

Since £ (X,Y) = L (Y, X), £, should either be fixed or be mapped to £, under the

morphism ¢ : (X,Y) — (Y, X). However, none of these cases will come with the
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term Y2X, so we conclude that deg(A;) # 2. If deg(A;) = 1, then deg(B;) =
deg(Az) = deg(B2) = 1 implying that

/;1 (X,Y),CQ (X,Y) = (XY+CLZX +(IQY+CL3) (XY—|—b1X+b2Y—|—b3)7
(3.17)

for some a; and b;. Without loss of generality, one can set a; = z and b; = 29, by a
comparison on the coefficients of X? in (3.17) and (3.16).

Again, by a similar approach to the provious one, since £ (X,Y) = L (Y, X); £y
should either be fixed or be mapped to £, under the morphism ¢ : (X,Y) — (Y, X).
If Y (L£y) = Ly, then ¥ (Ly) = Lo, and so (ay, ag, by, by) = (z, z, 29, z9).
After that, applying automorphism ¢» : x — 29 to the coefficients of will

interchange £; and Lo, implying that b3 = (a3)?. A comparision of the coefficients

of (3.17) to (3.16) would yield the equalities

i) zad + z%a3 = —23 4 22972 4 222011 — 33
i) ad + a3 = —2% + 42771 — 229,
1
iii) aftt = —2% 4 2293 — p20+2 4 2580+l _ pda,

However, writing a3 in terms of z by using the first two equations, and then plugging
as in terms of z into the last equation will bring the equality 24 (24~ — 1)* = 0 which

is a contradiction since z is not in IF,,. Therefore, ¢ (L;) # L.

If@[)(ﬁl) = £2, then (al, as, bl, bg) = (Z, Zq, Zq, Z) and as = b3. A similar

comparision on coefficients as above would bring the equalities

i) 2a3 + 22 + 220 = —22 4+ 62911 — 229,
i) azz + azz? = —23 + 229%2 4 22201 _ 34
iii) a?), — 4 + 2,4+3 _ 52q+2 + 2,3¢+1 _ 4q

However, writing a3 in terms of z from the first equation, and then plugging a3 in
terms of z into the last equation will bring the equality z* (24~ — 1)* = 0 which is a
contradiction since z is not in IF,. Therefore, ¢ (L) # L5, too. Hence Case II is also

impossible.
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Table 3.1: The minimum value of V, in each g-case, where ¢ < 77.
q 7113125313743 |61 |67 |73
Min(N,) |4 | 18 [ 32|34 |36 |36 |54 72|70

All in all, £ (X,Y’) should be absolutely irreducible. It is possible to homogenize
L(X,Y) via the change X — X/Z and Y — Y/Z. Thus the degree of the curve
would be 4 implying that it should have at most 4 solutions. So, if NV, > 5, one of the
solutions should be off the line X = Y, and by Theorem this happens only if
q — 6,/q — 19 > 5 which is possible only if ¢ > 77. For the case ¢ is less than 77, N,

will depend on the choice of z.

In each g-case (where g is less than 77), it is possible to calculate [V, for each choice
of z € F,2 \ F, with the help of MAGMA [6]. See Table [3.1|for the minimum values

of Vs in each g-case.

According to the results obtained from MAGMA and placed in 3.1} each minimum
value of min(N,) > 5, for each ¢ except 7. And, for the case ¢ = 7, a solution off
the line X = Y will always exist, which can be checked again by MAGMA. To sum

up, the following result is obtained as a main result of this section.

Theorem 3.3.1. [I] A trinomial of the form f(x) = 2°((z97')° + (2771) + 1) is not

a PP over F 2 if ¥, is not of even characteristic.
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CHAPTER 4

A METHOD TO CONSTRUCT NEW CLASSES OF BENT
FUNCTIONS

This chapter stands for the representation of a method of construction of bent func-

tions in the light of Mesnager’s earlier studies.

In Section d.1) Lemma .11 which is an earlier work of Mesnager, is introduced as

a foundation of the constructions presented here.

In Section[4.2] first, a method of carrying a permutation over a smaller field to a per-
mutation over a larger field is described in Proposition After that, this method
combined with Section[4.1]is used to obtain 3-tuples of particular permutations, which
lead to new classes of bent functions: Theorem [4.2.2] [4.2.3] and[4.2.4] Also, in The-

orem a new infinite family of permutations -whose elements can also be used

to obtain new bent functions in the same manner- constructed from permutations in a

higher dimension is presented.

Lastly, in Section [4.3] it is shown that the bent functions constructed in Section .2

are not members of Maiorana-McFarland Class.

The results represented in this chapter have been published as a joint work of S.

Mesnager, F. Ozbudak, and P. Ongan. (See [22].)

Throughout this chapter, let m, ¢ € Z" be such that ¢ < m and ¢|m.
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4.1 (A,,)-condition

A secondary construction, presented earlier by Carlet in [8]], has recently been mod-
ified by Mesnager. And, this modification has made many fresh paths helpful to

generate new primary bent functions in bivariate representation ([[17, 18, (19} 20]).

Form € 77, three pairwise distinct PPs over Fym are said to satisfy (A, )-condition if
both their summation also becomes a PP over Fyn, and the inverse of their summation
is equal to the summation of their inverses. Besides explicit families of PPs satisfying
(A,)-condition are represented, in [17,[19], it is shown that these kinds of triples can
be used in the construction of new bent functions, and the dual of each bent function

constructed via this way can also be computed explicitly.

Lemma 4.1.1 ([17,[19]). If ¢1, ¢2 and ¢5 are 3 pairwise-distinct PPs satisfying (A,,)-

condition, then the Boolean function H : Fom X Fom — Fy defined by

H(z,y) = Tr* (z¢1(y)) Tri* (z¢2(y)) + Tri* (z¢1(y)) Tri (z¢s(y)) +
Tri(xga(y))Tri (x¢s(y)), (4.1)

will become a bent function, and its dual H will be given as follows

H(z,y) = Tr7(¢r (2)y) Tri* (67 ' (z)y) + Tri (67 (2)y) Tri (¢35 (2)y)
+ Tr (o3 (2)y) Tri (o5 (x)y). (4.2)

4.2 Several Constructions Using PPs Satisfying (.4,,)-condition

Let f be a mapping such that f : Fom — Fot, L : Fom — Fom be an Fayt-linear
permutation, g(x) be a PP in Fy:[z], a € F5,., a € ., and « be an a-linear translator

of f with respect to Fo:.

Set i : Fom — Fom as follows:

o) =+ (ot + 2.

a

Then, by definition of «, f(h(x)) = ag(f(z)) since the characteristic of the field is
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even, implying that f(z) = ¢~ * ((f(h(z)))/a). Therefore
= h(x)+a <g(f(x)) + f(x)) —y+ (f(h(x)) . (—f(h(x))» |

and so, h is a bijection with

If z € Fom is given, then

(Loh)(x) = L(z) + L(a) (g<f<as>> o1 @) .

Now, set ¢ := Loh, then it will definitely be a PP over Fam since it is the composition
of two bijections, and ¢! will easily be calculated via composition h~*o L' proving

the following proposition.

Proposition 4.2.1. [22|] Let f : Fom — Fot be any mapping, g be a PP over Fy:, and
L be an Fyi-linear PP over Fom. Suppose that « is an a-linear translator of [ with

respect to For, where (o, a) € F5,, x F5,. Set ¢ : Fom — Fom as follows

o)1= Llo) + Lia) [gF ) + 2. @3
then ¢ becomes a PP over Fom and
o) = 1)+ 2 eyt (B

Having L, f and g satisfying the properties given in the premise of Proposition[4.2.1]
we take three pairwise a-linear translators o, as and a3 of f, and let ¢ := ¢1 + ¢ +

¢3. Then, since a1 + a5 + a3 will also be an a-linear translator of f,

P(x) = L(x) + [L(ar) + L(az) + L(as)] {g(f(x)) * %ﬂ

will be a PP, by Proposition After that, we take any element © € Fom, then

(o1 + ¢+ 937 (2)
=L Y2) + (% 4 @2 + %) [f(L_l(x)) tg7! (f(Lal(x)))}
=17 (2),

meaning that ¢1, ¢, ¢3 satisfy (A,,)-condition, and by applying Lemma {4.1.1} the

following theorem is obtained.
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Theorem 4.2.2. [22] Let f : Fom — Fot be any mapping, g be a PP over Fy:, L be
an Foi-linear permutation of Fom. Assume a1, oo, asz be 3 pairwise-distinct a-linear
translators of f with respect to Fo:, where oy, o, az € F5,, and a € F3, . Suppose
ar+ag+ag #0. Set p: Fom — Fom as p(z) == g(f(x)) + @ and p : Fom — Fom

as p(x) ==+ (g_l (@) + f(x)) Then,

H(w,y) = Tri"(xL(y)) + Tr{" (Llaw)zp(y)) Try" ( (az)zp(y))+
Tri" (L(en)zp(y)) Tri" (L(as)zp(y)) +
Tr7"(L(ag)xp y))T 7 (L(as)zp(y)) (4.5)

becomes bent, and H is given by

H(w,y) = Tri"(yL " (2)) + Tri* (eayp(L ™ (2))) Tri* (aoyp(L " (2))) +
Tri (onyp(L~(2))) Tri" (esyp(L™ (@) +
Tri* (cwyp(L~ ' (2))) Tri (asyp(L~ (2))). (4.6)

An example of the application of Theorem {.2.2} Fix m = 6 and ¢t = 3, consider
Fg = Fy(w) withw? +w +1 =0, and Fgy = Fo(§) with €6 + ¢4+ + 6+ 1= 0.
Define f : Fgy — Fg by f(x) = 2+ 2%, L : Fgq4 — Fey by L(z) =, g : Fg — Fg by
g(z) = x, and take a := w, ay := &, ap 1= € and a3 := £°°. Then, qs are a-linear
translators of f with respect to Fg with the property oy + ap + g = &7 # 0. In this
special case, ¢;s in will be ¢; : Fgy — g4 defined as

¢i(z) = o + w?of(x), wherei € {1, 2, 3}. 4.7)

So, by Proposition 4.2.1] ¢;s of (4.7) are PPs of Fg, satisfying (.44)-condition, and
they will define a bent function H : Fgy X Fgy — Fo by Theorem ]

Now, let f, L, a and « be chosen as earlier, but this time, take three permutations ¢,

g2 and g3 of Fy: satisfying (\A;)-condition. For i € {1,2, 3}, set ¢; : Fom — Fom as

a) = L) + 1(a) [t s (o) + L2 @)
and let ¢ : Fom — Fom as ¥ := ¢1 + ¢ + ¢3. Then
6(a) = L)+ L(@) [0+ -+ a0) () + 12
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will be a permutation, and

(0%

Vi (z) = L7 (@) + {f(Ll(w» + (g1 +g+gs) (f(L_—l(x)))} ,

by Proposition 4.2 1] On the other hand,

(67 + 65" 4 65") ) =
)+ 2 (1 + o+t ) (LD,

a

implying v~! = &' + ¢5' + ¢3'. Therefore, ¢1, ¢» and ¢3 will satisfy (A,,)-
condition, and the following construction is achievable with the help of Proposition

E11

Theorem 4.2.3. [22|] Let f be a mapping from Fom to Fo:, L be an Foi-linear per-
mutation of Fom, and g1, g> and g3 be PPs over Fo: satisfying (A;)-condition. Let
a € F}, and o € . be an a-linear translator of f with respect to Fy:. For
i €{1,2,3}, set p; : Fom — Fom as p;(z) = g:(f(z)) + @ and p; : Fom — Fom as
pile) =L (07" (£2) + f(@)). Then,

H(z,y) = Tri*(zL(y)) + Tri" (L(e)zps () Tri* (L(a)zpa(y)) +

Tri(L(e)zpr () Tri* (L(a)zps(y)) + Tri* (L()zpa(y)) Tri (L(e)zps(y))
(4.9)

becomes bent, and H is given by

H(z,y) = Tr"(yL ™" (2)) + Tri (aypr (L7 (2))) T (aypa (L7 (2))) +
Tri*(aypr (L™ () Tri (ayps (L () +
Tri(aypa (L™ (@) Tri" (aypa(L ™ (). (4.10)

An example of the application of Theorem #.2.3} Fix m = 4 and t = 2, consider
Fy = Fy(w) withw? + w + 1 = 0, and Fi5 = Fy(&) with £€* + € + 1 = 0. Define
L:Fis— Figby L(z) =z, f : Fig — Fy by f(x) = x + 2%, and take a := w and
o := &9, 50 o will be an a-linear translator of f with respect to F,. Additionally, set
three permutations g;, g2, g3 of Fy, as g;(z) = x, go(x) = 2% and g3(v) = 2% + 1,

so that they will satisfy (.4;)-condition. In this special case, ¢1, ¢ and ¢3 become
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permutations of 14 defined by

(1 + wé)x + webat, fori =1
Gi(z) = ¢ (1 + w2%)z + 822 + We0a* + €648, fori =2 4.11)
0+ (1 4+ w?%)x + €822 + w202 + €528, fori =3
And since they are satisfying (.44)-condition, they can be used in the construction

defined in Theorem O

Similarly, let f and @ and « be chosen as earlier, g : For — Fo: be an automorphism
on Fy: and L; be three Fo:-linear permutations of Fom satisfying (A, )-condition. We

set @; : Fom — Fom as

a

fori € {1,2,3},and let ¢ : Fom — Fom as ¥ := @1 + ¢ + ¢3. Then

W(x) = (L1 + Lo+ Ls) (2) + [(L1 + Ly + Ls) ()] {g(f(m)) v @} '

By construction, Ly + Lo + L3 will definitely be an Fa¢-linear permutation, and since
g is an automorphism between finite fields, it will be a PP. So, since L;s are satis-
fying (A,,)-condition, by Proposition [4.2.1} 1) will be a PP whose inverse is easily

calculated as follows:

N z) = (Ly' 4 Lyt + L3 (2)+

«
a

FOLT + L+ L3 (2) + g7 (f((Ll +L2a ] )@;)))] .

In addition to that,
(or" + 3" +03) (@) = (L' + L' + L3 ') (o)+

X verws X o (KD

i€{1,2,3} ie{1,2,3}

and the linearity of f and bijectivity of g implies that y~! = ¢! + ¢ + ¢35, ice.
¢is defined as in (4.12) will also satisfy (\A,,)-condition. Therefore the following

construction is immediate by Proposition
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Theorem 4.2.4. [22] Let f : Fom — ot be a linear mapping, g : For — For be
an automorphism of Fat, a be an a-linear translator of f with respect to Fot, where
a € 5 and a € Iy, Let L; : Fom — Fom be an Fyi-linear PP over Fom, for i €
{1,2,3}. Suppose that Ly, Ly and Ls satisfies (A,,)-condition. Set p : Fom — Fom

as p(x) = g(f(z)) + @ and p : Fom — Fom as p(z) = 1 <g‘1 (@) + f(:c))
Then,

H(z,y) = Tr{*(xLi(y))Tri* (xLa(y)) + Tr (a:Ll(y))Trl xL3(y )
Tri*(zLa(y))Tri* (xLs(y)) + T (zLq(y)
Tri* (xLa(y)) Tri(
Tri*(zLs(y)) Tri(
Tri*(La()zp(y))Try* (La(a)zp(y))+
Tri"(Li(a)zp(y))Tri"(Ls(a)zp(y)
Tri"(La(a)xp(y))Tr"(Ls(@)zp(y))  (4.13)

Try (ayp(Ly ' () Try (ayp(Ls ' (x))). (4.14)

An example of application of Theorem Fix m = 4 and t = 2, consider 15 =
Fy(p) with p* +p+1 = 0and Fy = Fy(w) withw? +w+1 = 0. Define f : Fig — Fy
by f(z) =x + 2% g:Fy — Fy by g(x) = z, and take a := w, and a := p, so a will
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be an a-linear translator of f with respect to [F4. Furthermore, set L; : F15 — Fi¢ as
pta® + pBat + pPa? + pBx, fori=1
Li(z) = q pBa® + p'at + pTa? + pz,  fori=2 (4.15)
pPx® + p?at + pia® + pix, fori =3
so that they will satisfy (A),-condition. With this setup, ¢; : F15 — ¢ defined as
ptad + piat + pPa? + pia, fori =1
¢i(z) = pa® + pTat 4 pTa? + p'ia, fori =2 (4.16)
d3(x) = pPa® + pbat + pPx? + pP3x,  fori=3

will satisfy (.A4)-condition, and so they can be used to define a bent function H :

Fi6 x F16 — Fo with the help of Theorem@d.2.4, [

Now, let f be a defined as earlier, i be defined in a similar manner to f, and g;, go €
Fot[x]. Also let aq,a € 3, be such that o; is an a;-linear translator of f and b;-
linear translator of i with respect to F:, for some a;, b; € Fy,, where i € {1, 2}. Set

¢ : Fom — Fom as

¢(1) =z + a1g1(f()) + a292(h(x)). (4.17)

For a fixed © € Fom, say y € Fom is the image of x on ¢, then

f(@) +a19:(f(2)) + azg2(h(z)) = f(y) and h(z) +b1g1(f(2)) + baga(h(2)) = h(y)
(4.18)
because of the choice of «;s. Now, let ¢ : For x Fo: — For X Fyt be a permutation

defined as follows
P(x,y) = (95 + a1g1(z) + azga(y), y + brga(x) + 5292(?/))'

Then o (f(z), h(z)) = (f(y), h(y)) implying that (f(z), h(z)) = ¥~ (f(y), h(y)).

For 7y : Fot X Fot — For and 7y : For X For — o are projections defined as
m((z,y)) ==z and m2((z, y)) == v,
from y = ¢(x), one gets

z=y+arg(m o ((f(y), h(y)))) + aaga(ma o v~ ((f(y), h(y)))),
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showing that ¢ is a PP and
o7 @) =a+ Y ailgiomov)(f(x), h(x)). (4.19)
ie{1,2}
If one takes three permutations ¢; : Fom — Fom with i € {1, 2, 3} of the form (4.17)

as follows
¢i(y) =y + augi(f(y)) + aziga(h(y)),

and ¢ := @1 + @2 + ¢3, then ¢s will satisfy (A,,)-condition by construction, and
thanks to Proposition [4.1.1]

H(z,y) =Tr{"(x¢1(y))Tr"(vga(y)) + Tri" (w1 (y)) Try" (xd3(y))+
Tﬁn(f% (?J»TTT@%(?J))

will be bent, implying the following theorem.

Theorem 4.2.5. Let f and h be functions from Fom to Foe. Fori € {1, 2, 3} and
k € {1, 2}, let gy be polynomials over Fyt, and cv,; be both an ay-linear translator of
[ and by-linear translator of h with respect to Fot, where oy, € F5,., and ay,, by, € F5,.

Assume ) : For X For — For X For defined as

V(x,y) = (v + a191(7) + aaga2(y), y + bigi(x) + b2g2(y))

is a PP. Then

H(z,y) = Tr"(zy) + Tri"(zang (f (9)Tri" (zon2g:(f(y))

+Tr{"(zang (f ()T (woasgi(f(y))) + Tri"(@angi (f ()T (w2292 (h(y)))

+Tr{"(zang (f(9)) T (wazsga(h(y))) + Tri* (wouz2gi (f () Tri* (wansg: (f (y)))

+Tr"(za12g1(f(9)) T (waz1g2(h(y))) + Tri" (wanagi (f ()T (w23g2 (h(y)))

+Tri* (wonsgi (f ()T (zaa1g2(h(y))) + Tri*(wonsgi (f () T (zazga(h(y)))

+ 171" (waag2(h(y))) T (zasags (h(y))) + Tri* (zo2192(h(y))) T (zazsga(h(y)))
+ T'ri* (zazega(h(y))) T (zazsga(h(y))) (4.20)

becomes a bent function.

An example of the application of Theorem #.2.5} Fix m = 4 and ¢ = 2, consider
Fi6 = Fa(p) with p*+p+1 = 0 and F; = Fy(w) satisfying the equation w? +w+1 =
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0. Define f, h : Fig — Fyas f(z) = h(z) = 2 + 2%, and ¢, ¢o : Fy — Fy as
gi(r) = 22+ wr and go(z) = 2° + 2. Take a1 = as = by = by = 1, ay; = p,
Qg = a3 = p%, g = azy = p, and ayy = pB, so each qy, will be a 1-linear

translator of f (and also h) with respect to IF4. Furthermore, set ¢, : 14 — F1¢ as
T+ a1 (z + 1) + apge(z + 2t), fori=1
i = Q=+ angi(x+ 1Y) + agpg(r +2*,  fori=2 (4.21)
T+ az91(z + 1) + azege(z + 21), fori=3

so that they will satisfy (.A),-condition, and so they can be used to define a bent
function H : Fy6 x Fig — Fy with the help of Theorem@d.2.5] [

4.3 Bent Functions Constructed in the Previous Section are out of the Maiorana-

McFarland Class M

This section aims to prove that none of the bent functions constructed in Section 4.2]
is in M which is notably significant since the widest class of primarily constructed

bent functions is given by M.

Take one of the bent functions H : Fom X Fom — 5 constructed in Section[4.2] Since
each one of them is of the form (4.1), taking first the first, then the second derivative

of H, and then evaluating this second derivative at x = 0 will result in

D(b,O)D(c,O)H(xa y) =Try" (b¢1 (y))Trwln (C¢2(?J)) +T'ry" (Cﬁbl(y))TTiﬂ (b¢2(y))
+ Tr{ (b1 () T (cos(y)) + Tri (cor(y)) Tri (bos(y))
+ T (ba(y)) Tr (cos(y)) + Tri (cgaly)) Tri (bes(y)).  (4.22)

Therefore, with reference to finding two elements b, ¢ € F3,. having the property

D,0)DcoyH (2, y) # 0 (4.23)

will definitely show that H ¢ M.

Consider the examples presented just after each theorem in Section 4.2} Via a brief
search on MAGMA [6], we showed that (4.23)) is satisfied for numerous choices of
(b, c)-pairs in each case. For instance, take (b, c) = (£%,£2), (b,c) = (£,&%),y = p?
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with (b, ¢) = (p”, p°) and (b, c) = (p, p®) in the examples right after Theorems4.2.2|
.23 [4.2.4, and[4.2.3] respectively. Hence, none of the bent functions constructed in
Section4.2]is in M.
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CHAPTER 5

CONCLUSION

In this thesis, several types of permutation and/or complete permutation polynomials
are studied, and also a construction of several new classes of bent functions is given.
A general background, a motivation, and an outline are given in Chapter 1. Chapter 2
includes preliminary definitions and basic facts about the notions used in this study.
Chapter 3 constitutes the first part of the main work of this thesis, and the focus of
this chapter is several classes of binomials and trinomials. It starts with studying the

binomials of the form

fz) =27 ' + by € Fpula). (5.1)
The permutation property of these kinds of binomials was studied earlier by other
mathematicians for the cases n € {2, 3, 4, 6}, so the gap in the study for the case
n = 5is filled by giving a complete list of all PPs in Theorem[3.2.T]and an intuition on
CPPs of the same form is also given to enrich the study. After that, common criteria
on b valid for any n making the binomial of the form (5.1])) a CPP or at least a PP are
defined in Theorem [3.2.2]and Corollary [3.2.3] Then, the trinomials of the form

f(z) =2"h (z77"), where h(z) = 2° + z + 1 (5.2)

are taken into consideration, the permutation property of them is studied with the help

of algebraic curves, and the result is given in Theorem [3.3.1]

Chapter 4 forms the second main part of this thesis. Obtaining new constructions of
bent functions with the help of linear translators and permutation polynomials is the
main goal of that part. To start with, a method of upgrading a permutation of Fo: to

a permutation of Fom is described, where ¢|m. Then, this method is used to obtain
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3-tuples of special permutations which lead to new classes of bent functions:

e 3-tuples of special a-linear translator a;s of Fom, or
e 3-tuples of special permutation g;s of Fo:, or
e 3-tuples of special Fy:-linear permutation L;s of Fom

will all bring new 3-tuples of permutations of Fyom having the desired property, and

so generates a bent function. (See Theorem [4.2.2] 4.2.3|and 4.2.4]) Furthermore, a

new infinite family of permutations -whose elements can be used to construct bent
functions in the same manner- is constructed using 6-tuples of linear translators with
several properties. (See Theorem {.2.5]) In addition to that, it is proven that none of
the bent functions obtained here will become in M, which is the widest known class

of bent functions.

All in all, although bent functions, permutations, and complete permutation polyno-
mials have been studied for decades, neither the classification nor the construction
of them has been complete yet. Since they are interesting combinatorial objects, and
also becuse of their applications in cryptography, design theory, coding theory and
other domains; the notions studied here will have seem to attract mathematicians for

a long time.
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