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ABSTRACT 

PRODUCING SECURE MULTIMODAL BIOMETRIC 

DESCRIPTORS USING ARTIFICIAL NEURAL NETWORKS 

 

HASAN, Raghad Saeed 

Ph.D., Electrical and Computer Engineering, Altınbaş University 

Supervisor: Asst. Prof. Dr. Doğu Çağdaş ATİLLA 

Co. Supervisor: Asst. Prof. Dr. Çağatay AYDIN  

 

Date: December / 2021 

Pages: 106 

With the growing importance and sensitivity of information and digital services being 

provided for different users, the need for better protection schemes has surfaces, according 

to the sensitivity of traditional secret-based techniques to simple attacks, such as shoulder 

surfing and guessing. Biometric authentication has emerged as a solution to these limitations, 

according to the high robustness of biometric features and their high availability. Combined 

with anti-spoofing methods that the biometric collection sensors are equipped with, 

biometric authentication has been able to provide better security to the protected systems. 

Furthermore, multimodal biometric authentication has been widely investigated in recent 

years to improve the accuracy of biometric authentication, by using multiple biometric 

templates to recognize a candidate. 

Despite the significant improvement of recognition accuracy, multimodal biometric 

authentication does not contribute towards securing the vulnerabilities of these systems. 

Several of these attacks occur during the transportation of the information over the network, 

which encouraged the proposal of methods that deny such attacks. However, existing 

methods require additional processing to detect these attacks, which increases the 

complexity of the system. Hence, a new method is proposed in this study to produce a fixed-

size descriptor for each candidate based on their face and fingerprint templates. The proposed 

method also takes into consideration the timestamp in which the template is collected and a 

system identifier, so that, the descriptor becomes invalid after a predefined period of time 
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and a descriptor generated at a certain system fails to authenticate of another, even if these 

descriptors are generated at the same timestamp. 

The proposed method uses a Convolutional Neural Network (CNN) to generated a 512-value 

descriptor, which is used to authenticate the candidate by simply measuring the Euclidean 

distance to the model descriptor. The embedding of the timestamp and system identifier in 

the descriptor allows the validation of these parameters in the same measurement, i.e. no 

additional processing is required. In addition to the high recognition accuracy achieved by 

the proposed method, with 99.41% and 99.32% accuracies using two different setups, the 

proposed method has also been able to maintain the privacy of the users, based on the one-

way computations in the CNN. 

Keywords: Artificial Neural Network, Biometric Authentication, Security, Template 

Protection. 
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1. INTRODUCTION 

The wide use of digital services to access and accomplish different types of tasks has 

imposed the need to store and process personal, sensitive and private information. 

Restricting access to such information has become of huge interest of many researchers, 

especially with the rapidly developing methods that are being used to gain unauthorized 

access to such information. Accordingly, several techniques that rely on predefined 

secrets, e.g. patterns, Personal Identification Number (PIN) and passwords have become 

obsolete, based on their sensitivity to simple attacks such as shoulder sniffing[1, 2]. 

Additionally, the tendency of humans to use easy-to-remember secrets, which, 

accordingly, are easy-to-predict, has made these methods vulnerable to other types of 

simple attacks, such as guessing and dictionary attacks [3, 4].  

Based on the limitations of these methods and their sensitivity to such simple attacks, 

significant attention has been brought towards the use of biometric features in the 

authentication process. Based on the way these biometric features are extracted, these 

features can be classified into two main categories, physical and behavioral. Physical 

biometric features are directly extracted from a body part of the user being authenticated, 

e.g. fingerprint and iris, whereas behavioral features rely on the unique behaviors of 

humans when executing certain tasks, such as walking. However, according to the high 

similarity among humans when executing such tasks, distinguishing differences among 

different users is a more challenging task, compared to the use of physical biometrics. 

The features in physical biometrics are more robust and easier to access, according to 

their high availability and the ease of collecting their templates and extracting the required 

features [5].  

Despite the relatively better performance achieved by physical biometrics, biometric 

authentication systems that rely on these features still suffer from certain vulnerabilities 

that are common among biometric authentication systems. These vulnerabilities can be 

exploited by attackers to gain unauthorized access to the protected information and 

services or block legitimate users from accessing them. In both scenarios, the reliability 

of the systems and quality of services provided by them can be dramatically reduced when 

affected by such attacks, which has brought the attention toward securing these 

vulnerabilities. When secured ad combined with the robustness of physical biometric 

features, services and information can be secured and the Quality of Service (QoS) is 

maintained high, by denying any unauthorized access to the system [6]. 
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Attackers exploit the vulnerabilities on different parts of a biometric authentication 

system, as illustrated in the generic system shown in Figure 1.1. In such a system, the 

attacks may be executed against the components that are designated for certain tasks or 

by attacking the information being exchanged between two of these components. Ratha 

et al. [7] summarize these attacks as follows: 

i. Sensors Attacks: In this type of attacks, the attackers, i.e. intruders, attempt to 

provide false information to the sensor in order to produce false positives and gain 

access to the system. For instance, a fingerprint template of a legitimate user is 

forged and provided to the system by the attacker. Biometric authentication 

systems normally use anti-spoofing methods, such as liveness detection, in order 

to immune such vulnerability. 

ii. Replay Attack: In this type of attacks, the intruders attempt to capture the 

information being sent by the sensor to the next stage and replay it whenever an 

unauthorized access to the system is required. This type of attacks is one of the 

widely executed attacks, according to the ease of application and high success rate 

of this attack. Existing methods [8-10] use a separate stage to detect the replay 

attack or rely on coordination between the sensor and server to extract certain 

parts of the templates per each scan, which become invalid for next scans. 

iii. False Features Production: When this type attack is executed, the intruder 

replaces the features extracted by the features extraction stage by those defined by 

the attackers, directly of by manipulating the templates that are being used to 

extract these features. Accordingly, unauthorized access is gained or access of 

legitimate users is denied. The production of false features affects the decision 

made by the system, as this decision is based on the matching results that measure 

the similarity based on the features descriptor provided by the features extraction 

stage. An example of this type of attacks is the use of trojan horses at the feature 

extraction stage to manipulate the values outputted by the features extractor before 

being sent. 

iv. Tampering Features Descriptors: Instead of manipulating the values of the 

descriptor at the feature extractor, the attackers in this type of attacks manipulate 

the information being sent between the features extraction stage and the matcher. 

Although the execution of this type of attacks can be easier than manipulating 

these descriptors at the feature extraction stage, recognizing the values that are 

appropriate for the required goal is a challenging task, as these values are extracted 

by the feature extraction stage and are difficult to be interpreted by humans. 
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Hence, attacks normally use similar systems to produce the required descriptors 

and replace them during the communications. 

v. Modifying Matcher’s Score: Similar to the false features production, the 

attackers exploit this attack by manipulating the output of the matching stage, 

either by manipulating its inputs to produce the required output or by intercepting 

the output and change its values before being sent to the next state. This type of 

attacks is secured by securing the computer that is being used for this stage, so 

that, no Trojan horses or unauthorized network access can be gained. 

vi. Tampering Model Templates: In order to authenticate a user, it is important to 

store a model template that can be used to match the biometric collected from that 

user in the future. Accordingly, by replacing the store model template by another 

generated for a different user, the legitimate user loses access to the intended 

services and information, whereas the user with the templates that are used in the 

replication gains the access. In addition to securing the server from unauthorized 

access, it is important to encrypt the templates stored in the database, so that; new 

templates for unauthorized users cannot be generated, even if the security of the 

server is compromised. 

vii. Tampering Communicated Model Templates: When the database management 

server is secured and attacker are unable to gain access to the data stored on that 

server, attackers use this type of attacks to manipulate the templates extracted 

from the database while being sent to the matching stage. This attack emphasizes 

the importance of encrypting the templates, so that, they cannot be generated by 

the attackers. Hence, even if an attacker gains the ability to manipulate the 

templates during communications, no unauthorized access is gained to the system. 

viii. Decision Manipulation: Authentication decision are made based on the 

matching score between the templates collected during authentication and those 

of the legitimate user stored in the database. In some biometric authentication 

system, complex techniques are being used to make the appropriate decision, 

especially when multiple biometric templates are involved in the matching 

operation. Hence, simplifying the decision-making procedure can reduce the 

probability of manipulating the decision made by the system. 
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As the templates collected from the same body part of the same candidate are different 

every time a template is collected, feature extraction is a challenging task, as the extracted 

features are required to be robust regardless of the variable parameters that affect the 

template collection, e.g. different lighting, positioning and alignment conditions. 

However, the features extracted from these templates are required to be robust and 

invariant to these conditions, so that, by matching these features, a candidate can be 

authenticated into the system. If the extracted features lack the required robustness, 

multiple attempts are required from the candidate in order to authenticate into the system, 

according to the high probability of false negatives, whereas the lack of uniqueness of 

these values can produce false positives, which may result in an unauthorized access. 

The use of traditional computer vision techniques to extract features from biometric 

templates relies on generating descriptors based on key points with predefined 

characteristics, e.g. blobs and edges. Regardless of the significance of these points in the 

required output the generated descriptors contain information about all the features that 

include the hand-crafted characteristics. Hence, false positives and negatives can occur 

frequently in these methods based on the existence of less important features, such as 

glasses in face recognition, and their absence, compared to the stored template of that 

user. Several methods are being used to extract such descriptors from the image that 

contains the biometric credentials, based on the type of the collected biometric. For 

instance, the patterns in the iris are robust and certain features, such as the pupil, can be 

used to align the image every time it is collected. Accordingly, traditional feature 

extraction methods such as Laplacian of Gaussian (LOG) and Derivative of Gaussian 

(DOG) [11], Dynamic Wavelet Transform (DWT) [12] and Gabor filter [13], are being 
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Figure 1.1: A generic biometric authentication system and its vulnerabilities [7]. 
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used to extract iris descriptors. Additionally, methods that rely on hand-crafted features 

can also be applied to this such a type of biometric credentials, such as the use of Scale 

Invariant Feature Transform (SIFT) [14], Speeded Up Robust Features (SURF) [14] and 

Haar-like features [15]. 

To avoid the extraction and use of non-decisive features that do not contribute the required 

decision, several of the recent methods rely on the use of Artificial Neural Networks 

(ANNs). The features that are detected using these networks are discovered based on the 

output required from these inputs, so that, more weight is applied to the more important 

features, whereas features that do not participate into reaching the required output are 

neglected. Accordingly, the use of the descriptors that are produced using ANNs has 

shown significantly better performance, by reducing the false positives and negatives, i.e. 

improve the accuracy.  

For further improvement of the authentication accuracy, recent biometric authentication 

methods rely on using multiple biometrics for the same candidate to be authenticated in 

the system. However, despite the improvement in the accuracy, the vulnerabilities that 

are illustrated earlier are still persist, i.e. the use of multimodal biometric authentication 

improves only the recognition accuracy but does not protect the system from attackers. 

Additionally, the need to store and communicate multiple biometric templates imposes 

the need for more network bandwidth and computer storage capacity. Despite the benefits 

of using digital watermarking techniques to protect the templates and reduce the space 

and bandwidth requirements [16-22], the need to capture, store and communicate the 

entire biometric template pose privacy concerns towards using these systems. 

1.1. PROBLEM STATEMENT 

Biometric authentication has emerged as a solution to secure access to information and 

services being provided digitally, according to the better performance they provide 

compared to the use of classic secret-based methods. This improvement is achieved by 

the use of the robust and unique biometric features that can be extracted from humans, 

especially physical biometric features. Moreover, to further improve the performance of 

such systems, recent attention has been brought towards the use of multiple biometric 

templates during the authentication of candidates, so that, false decisions made based on 

one of the templates are corrected when the other template is compared. Despite the 

improvement in the recognition accuracy, the use of multimodal biometric authentication 

has not been able to handle the vulnerabilities in biometric authentication systems, in 

general. 
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Digital watermarking techniques are being used to secure the information being 

exchanged among the different parts of the biometric authentication system [18, 19, 23]. 

In addition to the security features, these techniques allow the embedding of one 

biometric template over the other, which improves the efficiency of bandwidth and 

storage. However, the storage and communication of the entire biometric templates rises 

concerns about the privacy of the candidates authenticating into the system, as such 

information must be hidden even from system administrators. Thus, it is important to 

reduce the size of data being stored or communicated among the parts of the biometric 

authentication system and protect the privacy of the candidates by producing a descriptor 

that can be used for authentication but can never reveal the original templates that are 

used to create the descriptor. 

Despite the existence of multiple feature-level fusion methods [11-15], the descriptors 

generated by these methods, which contain the features that are extracted from both 

templates, the ability of using these descriptors repeatedly require additional steps to 

secure the system against replay attacks. The generation of a descriptor that becomes 

invalid after a period can reduce the complexity of the system and allows a single decision 

to be made within a single comparison, between the descriptor received from the 

candidate templates and the model ones. This feature can also improve the security of the 

system, as the matching and decision-making stages can be fused together and a decision 

can be made via a single comparison between the descriptors. 

1.2. THE AIM OF THE STUDY 

To improve the performance of multimodal biometric authentication systems, a new 

method is proposed in this study to produce time-sensitive fixed-size multimodal 

descriptors that contain the features of both fingerprint and face templates. The proposed 

method uses a convolutional neural network to fuse all the information in a single 

descriptor, so that, an attacker cannot manipulate a part of the descriptor to manipulate 

the features of a certain template. Accordingly, the attackers cannot gain access to the 

protected information even if they gain the ability to compromise the communications 

among the different parts of the biometric authentication system. 

The proposed method uses an ANN to generate the required descriptors, so that, the 

produced descriptors are efficient and contain only significant features that allow the 

biometric authentication system to reach correct decisions. Moreover, to further secure 

the system, the proposed method considers a unique value that is configured by the system 

administrator, so that, a descriptor generated by a certain system is not suitable for 
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another. Such descriptors add another layer of protection as another system cannot be 

used to execute an attack by the intruder. Hence, as the descriptors become invalid after 

a certain period of time, i.e. fail to match even to the model template of the same user, 

and as a template of the same user generated on a different system at the same time 

instance also fails to authenticate, the proposed method can significantly reduce the false 

positives that can allow intruders access to the protected services and information. 

As the generated descriptor contains information about the timestamp, system and both 

the face and fingerprint templates, and according to the use of artificial neural networks 

to generate these descriptors, the original biometric templates cannot be retrieved from 

the generated descriptor. Hence, the privacy of the users of the system is maintained even 

against the administrators of the systems, as each value generated by the proposed method 

can vary based on any of the inputs.  

1.3. STRUCTURE OF THE THESIS 

The remainder of this thesis is structured as follows: 

i. Literature related to the topic of the thesis and techniques that are employed in the 

proposed method is reviewed in Chapter Two. 

ii. Detailed description of the proposed method is provided in Chapter Three, in 

addition to the motivations behind selecting each technique employed at each 

stage. 

iii. The performance of the proposed method is evaluated using a set of experiments 

that are described alongside their results in Chapter Four. 

iv. A summary of the experimental results, discussion and comparison to existing 

methods are provided in Chapter Five. 

v. The conclusions of this study and suggestions for future work are summarized in 

Chapter Six. 
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2. LITERATURE REVIEW 

2.1. INTRODUCTION 

To provide an integrated overview of biometric authentication, its challenges and how 

they are being handled currently, a review of the recent literature is provided first in this 

chapter. Then, the techniques that are employed by the proposed method to achieve the 

intended task are described in details, in addition to the features of each technique and the 

reasons behind selecting each technique for each task. Finally, state-of-the-art methods 

that are being used for multimodal biometric authentication, their advantages and 

limitation are reviewed in order to illustrate the importance of the proposed method. 

2.2. AUTHENTICATION 

Authentication is the process of distinguishing legitimate users from intruders, by 

comparing the authentication credentials provided by the user to those stored for the 

legitimate users. Authentication techniques are categorized into different categories, 

based on the credentials provided by the user to authenticate into the device, or the 

service, which are [24]: 

a. Something you know: it is known as well, secret-based authentication, it 

usage involve predefined secrets for the legitimate users, such as Personal 

Identification Number (PIN) or patterns. PINs are numerical secrets 

predefined by the user, so that if the number provided to the authentication 

technique matches the one stored for the legitimate user, the user is 

considered as a legitimate user and authenticated into the device. Passwords 

are alphanumerical values, which may consist of number, letters or both [25].  

The main drawback of secret-based authentication is its vulnerability to 

simple attacks, such as shoulder surfing, especially that users tend to use easy-

to-remember secrets, where such secrets are easy to predict as well [26]. 

b. Something you have: in this method of authentication, the authenticity of the 

legitimate user is proven by providing physical objects belonging to the 

legitimate user such as an ATM  card, Smartcards or electronic tokens    

c. Something you are: this authentication technique rely on biometric features 

of the user, such as the fingerprint and handwriting [27, 28], which can also 

categorized into two categories:  

 

i. Physiological biometric: Physical biometrics features are extracted from the 

physical characteristics of a certain part of the human body, such as the iris and 
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fingerprint.  Although physical biometric features have shown higher resistance 

to simple attacks, which has encouraged many manufacturers to embed sensors 

that extract these features from the users, many of the users have shown concerns 

about their privacy while using such authentications techniques. Some of the 

widely used physical biometric features are the fingerprint, iris and facial 

recognition, where even knowing the type of features used by the authentication 

technique does not allow the intruder to access the device, as these features are 

unique per each person 

 

ii. Behavioral biometric: behavioral biometric features do not rely on physical 

characteristics of the user; they are extracted by collecting information about the 

unique way that a user performs a certain task. Although the behavior of one 

individual is different from the behavior on another, the behavior of a certain 

individual is not as static as the characteristics of the body of that individual, 

which are used to extract physiological biometric features. Thus, direct 

comparisons of the features extracted from the individual’s behavior and the 

template features, extracted for the same individual upon setting up the 

authentication, are not applicable as they are in physiological features. For this 

reason, it is important to use machine learning techniques in order to make the 

decisions whether the features extracted from the authentication attempt are for 

the same individual that registered the template features during the setup of the 

authentication method [29, 30].  

2.2.1. Multimodal Biometric Authentication 

With the existence of false positives and false negatives in biometric authentication, 

significant attention has been brought toward multimodal biometric authentication, in 

which the candidate is authenticated based on templates collected for multiple biometrics. 

Accordingly, an error that occurs according to the features extracted from one template 

can be corrected by using the other template. However, with additional features, 

additional challenges are introduced, which in the case of multimodal biometric 

authentication is the need for additional templates during storage, communications and 

processing. Additionally, multimodal biometric authentication only handles the problem 

of false positives and false negatives, but does not propose any solution to the 

vulnerabilities of a biometric authentication system. 
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Despite the availability of many biometric templates to be collected from a human body, 

many of the recent research mostly investigate iris, face, palm and fingerprint templates 

[31, 32]. The preferably of these biometrics is based on the robust features that these 

biometrics can provide, in addition to their high availability, i.e. can be easily captured 

when needed. Moreover, significant attention has been brought toward the use of 

fingerprint and face templates in the authentication process of a multimodal system, 

according to the ability of collecting both templates simultaneously, as the face image can 

be passively collected [16, 20-22].  

When multiple templates are used in the authentication process, a fusion is required to 

produce a single decision based on various templates. The method proposed by [33] fuses 

the features extracted from the face and fingerprint templates in order to produce a single 

descriptor that can be used to enroll the candidates. This method incorporates the Zernike 

Moment (ZM) and Radial Basis Function (RBF) neural network to produce the 

descriptors, with a maximum length of 72 features, and enroll candidates. Despite the 

ability of this method to improve the recognition accuracy of the candidates, with 96.55% 

compared to 73.20% and 92.89% when the face and fingerprint templates are used solely, 

such accuracy has not been able to outperform the performance of the methods that use 

the entire templates in the matching stage, instead of the descriptors. The methods that 

use the entire biometric templates for matching [18, 19, 23] have been able to achieve 

significantly better accuracy. However, in addition to the privacy concerns, the use of the 

entire biometric suffers from two main disadvantages, which are the larger size of the 

data, which requires additional bandwidth and storage to communicate and store the 

templates, as well as, the ability to tamper with these templates [34]. 

Existing multimodal biometric authentication systems that use the entire biometric 

templates [18, 19, 23] use fragile watermarking for tamper detection. These methods use 

one of the biometric templates as a watermark over the other, so that, the bandwidth 

required communicating both templates is similar to that required to communicate the 

cover template. Moreover, according to the use of fragile watermarking, the cover images 

cannot be compressed, as the watermark information is lost when the image is 

compressed. Additionally, these methods still pose a privacy risk, as the entire biometric 

template is being communicated, and are not resistant to replay attacks, in which an 

intruder replays the messages, sent by the sensors during the enrollment of a legitimate 

candidate, to gain access to the system [35]. Such an attack is secured in [10] by 

measuring the similarity using different regions of the biometric template every time a 
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candidate is authenticating into the system. As these regions are selected by the server, 

replaying messages from a previous transmission fails to authenticate the intruder. 

However, as this method uses a single biometric template, i.e. the iris, and relies only on 

regions of the template, instead of the entire template, this method has shown lower 

accuracy, compared to the other methods, which use face and fingerprint templates.  

Candidates cannot be enrolled by directly matching the pixel values of the images 

collected for their biometrics, such as the face, iris and fingerprint, as these images are 

different from each other even for the same subject. Such a difference can occur for a 

wide range of reasons, such as the positioning of the part that the template is being 

collected from with respect to the sensor that is collecting the template or to the dynamic 

nature of these biometrics, e.g. illumination, skin wounds and scratches when collecting 

fingerprint or the facial hair and accessories when collecting facial images [36-38]. 

Instead, a descriptor is created based on the distinctive features that exist in the template, 

so that, matching can be conducted based on the difference between these descriptors [39, 

40].  

Several methods are being used to extract such descriptors from the image that contains 

the biometric credentials, based on the type of the collected biometric. For instance, the 

patterns in the iris are robust and certain features, such as the pupil, can be used to align 

the image every time it is collected. Accordingly, traditional feature extraction methods 

such as Laplacian of Gaussian (LOG) and Derivative of Gaussian (DOG) [11], Dynamic 

Wavelet Transform [12] and Gabor filter [13], are being used to extract iris descriptors. 

Additionally, methods that rely on hand-crafted features can also be applied to this such 

a type of biometric credentials, such as the use of Scale Invariant Feature Transform 

(SIFT) [14], Speeded Up Robust Features (SURF) [14] and Haar-like features [15].  

According to the variations that can occur in other types of biometric credentials, such as 

the fingerprint and face, the use of hand-crafted features for descriptors generation can 

produce high numbers of false positives, compared to the number of distinctive features. 

These false positives affect the accuracy of the authentication system, as they increase the 

matching scores [38, 41]. Hence, more-complex methods are being used to generate such 

descriptors for this type of biometric credentials. For instance, Gottschlich et al. [42] 

propose an orientation field detection method to recognize the correct orientation of a 

fingerprint, regardless of the actual orientation of the finger on the sensor. Alternatively, 

the minutiae-based method proposed in [43] considers each pair of key points instead of 

one for descriptor generation, to reduce the possibility of false positives.  
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In addition to the more efficient use of bandwidth and storage space to communicate and 

store biometric credentials when using these descriptors, this methodology can also 

improve the privacy measures of the system. For this purpose, non-invertible feature 

transformation methods are being used, so that, the original biometric credentials can 

never be retrieved from the stored descriptor [44, 45]. Instead, the credentials collected at 

the sensors are passed through the same transformation function, so that, they can be 

matched with those retrieved from the database. Alternatively, biometric cryptosystems 

can also be used to protect the privacy of the users by encrypting the biometric templates. 

The keys that are used to decrypt the biometric templates are either bounded to the 

template [46, 47] or generated based on the features detected in that template [48-50]. 

Despite the ability of these methods to protect the privacy of the users, the need for 

additional computation requires either a more powerful processor or a longer execution 

time, as the overall complexity of the system is increased. 

2.3. ARTIFICIAL NEURAL NETWORKS 

The mathematical operations in artificial neural networks are inspired by the human 

brains, in which an enormous number of nerve cells exchange electrical signals based on 

information collected from the external world. In average, a human’s brain contains 1011 

biological neurons that are interconnected to each other to create complex networks. As 

shown in Figure 2.1, the body of the neuron’s cell receives adjusted electrical signals 

through its dendrites. Each dendrite may collect thousands of inputs, which may be 

collected from other neurons or other parts of the body, such as vision nerves in the eyes 

and smell sensors in the nose. The influence of the input on the output of the body cell is 

adjusted by adjusting the conductivity of the electrochemical solution in the synapsis 

correspondent to that input. However, the type of the influence that an input can cause, 

i.e., excitatory or inhibitory, is decided by the body cell, where excitatory inputs induce 

output from the body cell and such an output is prevented by inhibitory inputs. The output 

of a neuron can finally be provided as input to another neuron or interpreted into a 

decision in the human body, e.g., a movement [51-53]. Accordingly, the magnitude of the 

electrical signal, known as membranes, which are short-lived impulses, is controlled by 

the conductivity of the synapsis and its influence on the output is decided by the cell body. 



13 

 

 

To mathematically represent these neurons and the networks that they create, the basic 

component of an artificial neural network, the artificial neuron, also adjusts the influence 

of each input on its output by using a parameter known as the weight. The value of the 

weight adjusts the influence of the corresponding input, in terms of how significant is that 

input, whereas the sign of that weight adjusts the type of the influence, i.e., excitatory or 

inhibitory. Then, the output of the neuron is calculated by summing the weighted inputs, 

as shown in Equation 2.1, where S is the summation result of the inputs x, each weighted 

by the corresponding weight value, w. Additionally, the neuron uses a bias value b to 

improve the flexibility of computations [54]. These computations are also illustrated 

visually in Figure 2.2, which shows another important component of the neurons, which 

is the activation function. 

 

 

(2.1) 

 

Figure 2.1: A neuron’s Essential Components [51]. 
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According to Equation 2.1, the output of a neuron is linear to its inputs, regardless of the 

values of the weights and bias. To allow these networks to handle and solve non-linear 

problems, activation functions are being applied to the output of the neurons, after 

summing the weighted inputs and the bias value. This non-linearity provides the neuron 

with better ability to craft the features it can detect, which is a certain pattern in the input 

values. As shown in Figure 2.3, there are several activation functions that are being used 

with artificial neural networks, which has been able to improve the performance of these 

networks. Additionally, limiting the values that flow in, or outputted by, the neural 

network is a significant feature of activation functions, where for instance, the Hyperbolic 

Tangent (TanH) function limits the output in the interval [-1, 1], whereas sigmoid limits 

it in the interval [0, 1]. These functions are widely used in the output layer, based on the 

range of values required from the neural network [55, 56], whereas the use of the Rectified 

Linear Unit (ReLU) in hidden layers has shown significant improvement in the 

performance of the artificial neural networks in different applications [57, 58]. 

Figure 2.2: Visual Illustration of the Neuron's Computations [54]. 
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Despite the ability to produce complex artificial neural networks, the neurons in a 

standard neural network are distributed in layers, so that, the neurons in a certain layer 

process the outputs of the ones in the previous layer. This distribution allows the neurons 

to detect complex features by combining the features detected in the previous layer, which 

may also be a combination of the features detected in a previous layer of detected directly 

in the input. In addition to the layers that are used to detect these features, which are 

known as hidden layers, every artificial neural network has an input layer, which gathers 

the input from the external environment, and an output layer that presents the computed 

values to the environment [60]. Figure 2.4 presents a sample feedforward neural network 

with four inputs, two outputs, which govern the number of neurons in the input and output 

layers, in addition to two hidden layers. To increase the complexity of the patterns, or 

features, that the neural network can detect, the number of hidden layers is increased. 

However, this increment increases the complexity of the required computations, 

according to the increased number of weights, biases and neurons. Moreover, to increase 

the number of patterns that the neural network is capable of detecting at a certain level of 

complexity, the number of neurons at the corresponding layer is increased, which also 

increases the complexity of the computations. Hence, a balanced topology is required to 

detect the features that allow the neural network to achieve the required task with 

minimum possible complexity.  

Figure 2.3: Activation Function for Neurons [57, 59]. 
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According to the computations that are being executed by each neuron and the distribution 

of the neurons in an artificial neural network, the patterns that each neuron can detect, in 

order to calculate the output required from the neural network, are governed by the 

weights and bias value of each neuron. These values are optimized to minimize the 

difference between the values outputted from the neural network and the values required 

from the network per each input, which is known as the loss. Any optimization algorithm 

can be used for this purpose; however, the enormous number of parameters to be 

optimized in the neural network has imposed the need to use efficient optimization 

algorithms that has the ability to optimize such a number of parameters shortly. 

Accordingly, gradient descent optimization algorithms are being used for this purpose, 

which require a convex loss function, as shown in Figure 2.5. This type of optimization 

algorithms relies on calculating the partial derivative of each parameter to the loss, which 

indicates the direction in which changing the value increases the loss. Hence, the 

optimization algorithm changes the value in the opposite direction, to minimize the loss, 

which represents the difference between the required and actual values. Accordingly, this 

type of optimization algorithms can get easily stuck in local minimums, which non-

convex loss functions are used [61, 62].  

Figure 2.4: Sample Feed-Forward Artificial Neural Network. 
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One of the widely used loss, also known as cost, functions in training neural networks for 

regression applications is the Sum of Squared Errors (SSE), shown in Equation 2.2. The 

output value y is calculated by passing the input values, which are beyond the control of 

the neural network, through the neurons in the layers of the neural network. Then, the 

output values are provided to the loss function, as well as the actual values 𝑦̂, which are 

required from the neural network. Accordingly, the neural network has the only option of 

adjusting the weights and biases of the network, in order to minimize the loss and provide 

the values required from the neural network [64].  

 𝐿 = ∑ (𝑦𝑖 − 𝑦𝑖̂ )
2

𝑖  (2.2) 

There are two passes of computations in the neural network, a forward pass to calculate 

the output of the neural network for a certain input, and back propagation, in which the 

weights and biases are updated. The use of reverse order to update the weights and biases 

of the neural network is to eliminate any redundancy in computations, as the partial 

derivatives are being calculated with respect to the loss, which is at the output of the 

neural network. Hence, the computations of the partial derivatives for the weights and 

biases in the neurons of the output layer, when being calculated with respect to the loss, 

are used to calculate the partial derivatives of the weights and biases of the neurons in the 

last hidden layer, instead of repeating the same computations. Considering the bias as a 

weight or an input with a constant value of one, the same results can be collected from 

the neuron and the bias value can be updated alongside all other weight values [65]. 

The new weight value 𝑤̂ is calculated as shown in Equation 2.3, where L is the value of 

the loss, and E is the value of the learning rate. As the value of  
𝜕𝑤

𝜕𝐿
 indicates the gradient 

ascent, this value is subtracted from the original weight value to reduce the loss, i.e., 

Figure 2.5: Convex versus non-convex function [63]. 
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match the required output values. Moreover, the learning rate E is used to avoid huge 

updates to the weight values, which can cause the optimizer to miss the global minimum 

of the loss and limits the performance of the neural network. Accordingly, this process is 

repeated for a predefined number of time, i.e., epochs, or until a certain condition is met, 

e.g., reaching a certain loss value [66-68].  

𝑤̂ = 𝑤 −
𝜕𝑤

𝜕𝐿
× 𝐸 × 𝐿 (2.3) 

When the input is represented by a multi-dimensional array, processing such inputs 

requires the detection of local multi-dimensional features. A sample of such inputs is 

images, which consists of three-dimensional arrays, in which the first two dimensions 

represent the width and height of the image, whereas the third dimension represents the 

number of color channels in each pixel [69, 70]. To illustrate the importance of 

convolutional layers, consider a neuron that is required to recognize the feature shown in 

Figure 2.6(a), in the images shown in Figure 2.6(b) and 2.6(c). Flattening these inputs, as 

shown in Figure 2.7, enables a fully-connected layer to process these inputs. However, 

such a flattening loses the relativity among the input values, which limits the performance 

of the fully-connected layer in such an application.  
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Instead of flattening the image, convolutional neural networks use multi-dimensional 

filters to investigate the existence of the required feature in a limited region of the input, 

which has the same dimensions of the filter. The values in the filter are collected and 

processed by the neuron, in order to calculate its output. This output is placed in a multi-

dimensional array, which results from convoluting the filter of the input array. Hence, by 

using a 3×3 filter to detect the feature shown in Figure 2.8(a), in the sample images in 

Figure 2.8(b) and 2.8(c), the values outputted by the convolutional neuron are as shown 

in Figure 2.8, considering the filter outputs a value of 1 when 100% match is found in the 

filter values. 

(a) (b) (c) 

(a) (b) (c) 

Figure 2.6: Sample multi-dimensional feature and inputs. (a): The required feature; 

(b) First sample input; (c) Second sample input. 

 

Figure 2.7: Flattened sample feature and inputs. (a) Flattened feature; (b) Flattened first 

sample input. (c) Flattened second sample input. 
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The movement of the filter on the input array is governed by a parameter known as the 

strides, which defines the number of values the filter skips per each convolution. 

Moreover, as shown in Figure 2.8, the dimensions of the output array are smaller than the 

input array, which is not a desired behavior in certain applications. Accordingly, when 

the output of the convolutional layer is required to be identical to the input image, the 

input array is padded with zeros, based on the required shape of the output array. This 

approach also allows the detection of partial matches to the feature required by the neuron, 

e.g., at the corners and edges of the input [70, 71].  

Abstraction convolutional layers, also known pooling layers, are also used alongside the 

convolutional neurons. However, these layers do not have any parameters and their only 

purpose is to reduce the dimensionality of the data being processed while maintaining the 

information that are required for the purpose of the neural network. The filters in this type 

of convolutional layers use abstraction functions, e.g., average or maximum, to 

summarize all the values in the filter to a single value, as shown in Figure 2.9. These 

layers also require specifying the size of the filters that they use, the strides that govern 

the convolution of the filter and the type of the padding that is used [72, 73]. 

-0.66 1 

 

1 -0.66 

 

Figure 2.8: Output of a sample convolutional neuron. 
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As shown in Figure 2.10, a convolutional neural network may contain several types of 

layers, e.g., convolutional, abstraction and fully-connected layers. However, in certain 

applications, fully convolutional networks are used, in which the output is multi-

dimensional. In such a type of networks all layers use convolutional neurons, which allow 

achieving such output. Moreover, Figure 2.10 also shows the importance of abstraction 

layers to reduce the dimensionality of the arrays, which reduce the complexity of the 

computations required to process these inputs [74].  

 

 

2.4. ONE-SHOT LEARNING AND SIAMESE NEURAL NETWORKS 

In order to train the neural network, the difference between the values outputted from the 

network and those that are actually required, i.e. the loss, must be calculated. When the 

neural network is used for a classification task, the number of neurons in the output layer 

is set according to the number of classes, so that, each neuron outputs the probability of 

the input to be belong to the corresponding class [75, 76]. Hence, the loss can be 

Figure 2.9: Illustration of convolutional pooling layers. 

 

Figure 2.10: A sample convolutional neural network [74]. 
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calculated between the values outputted at the neurons and the actual probabilities of the 

input, which is to be of 1 at the class that it actually belongs to [77, 78].  

Despite the outstanding performance of these networks in classifications tasks, according 

to their ability to distinguish and emphasize distinctive features in the inputs and relate 

them to their labels, classification approach can limit the application of the neural 

networks in certain scenarios. Designating a neuron for each required output in complex 

domains requires significantly more-complex computations, according to the enormous 

number of neurons that is required in the output layer. Moreover, even if such complexity 

can be handled, another problem rises up when using neural networks in classification 

approaches, which is the need to train the neural network whenever a new class is added 

to the neural network, or one is removed from it. To better illustrate this problem, consider 

face recognition as a classification problem, in which samples of all the faces that the 

system is required to know must be collected and used during the training. A new training 

is required whenever a new face is added to the database, so that, the system can recognize 

the corresponding candidate [79, 80]. 

The performance of an ANN improves significantly by increasing the number of samples, 

i.e. training data that are provided, during the training. This increment allows the neural 

network to recognize the distinctive features, i.e. inter-class variation, from non-

distinctive, i.e. intra-class features. Then, by emphasizing inter-class and neglecting intra-

class variations, the neural network can improve its performance and provide accurate 

predictions [81]. However, in some applications, such as biometric authentication, it is 

not possible to collect an enormous number of sample templates from each candidate. 

Instead, the system is required to rely on a few, or may be a single, sample template to 

enroll the candidate. This type of learning is known as One-Shot Learning (OSL), in 

which the number of samples provided the method is limited [79, 82]. 

To overcome this limitation, Siamese neural networks are used during the training in 

order to allow ANNs to handle OSL problems [79, 83, 84]. As shown in Figure 2.11, two 

identical networks are used with identical weights and biases, which are updated 

simultaneously. Instead of outputting the class, i.e. the candidate, that the input belongs 

to, this approach computes the Euclidean distance between the outputs of the two 

networks. This distance is passed through a sigmoid function and outputted from the 

neural network. According to this hierarchy, the values at Gw(X1) and Gw(X2) are identical 

for identical inputs and the output of the neural network is zero. 
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By using the triples loss approach, shown in Figure 2.12, Siamese neural networks are 

trained to neglect intra-class variation and emphasize inter-class ones. This is achieved 

by providing two different samples for the same candidate and assigns a value of zero to 

be outputted from the neural network. Accordingly, the neural network is required to 

provide very similar values at Gw(X1) and Gw(X2). Alternatively, a value of one is 

assigned with the negative samples, i.e. samples from different candidates, which requires 

the neural network to provide significantly different values at Gw(X1) and Gw(X2), so that, 

a value of one is outputted by the neural network after passing the Euclidean distance 

between these vectors through the sigmoid function [85].  

 

 

Figure 2.11: Architecture of Siamese neural networks for similarity measurement [83]. 

 

Figure 2.12: Illustration of the distances between the anchor image and the positive and negative 

samples after training using triplet loss [85]. 
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When the training is complete, one of the neural networks, which are identical, is used to 

provide descriptor values for each input. Based on the training and the features that the 

neural network has learned to distinguish distinctive from non-distinctive features, the 

provided descriptors are expected to be very similar when compared to those collected 

from positive samples and significantly different from those that are collected from 

negative samples. Then, by comparing the Euclidean distances between descriptors 

provided for two inputs, the similarity between these inputs can be measured and a 

decision whether these inputs are of a positive or a negative sample can be made [86, 87]. 

2.5. TRANSFER LEARNING 

As the training of the neural network relies of the loss between the required values and 

those outputted by the neural network, which is used to adjust the weights and biases on 

the neurons, these values are updated from starting from the output towards the input 

layers. Moreover, as the rate of change of these weights and biases for neurons closer to 

the input layer is significantly lower than those closer to the output layer, the detection of 

the low-level features requires more training epochs, which requires huge computational 

resources, especially when taking into consideration the need to damp the changes by 

using the learning rate to avoid missing the global minimum loss, i.e., best performance 

of the neural network [88, 89]. 

Primitive features, which are normally detected by neurons in the layers closer to the 

input, are normally similar among different applications. For example, the basic features 

than a CNN use to recognize a fingerprint or a face in an image, which mainly consists of 

simple horizontal, vertical and diagonal short lines, are similar. Then, these features are 

combined in later layers to detect the require object, by accumulating the detected features 

to recognize more-complex ones. Hence, combined with the slower update to such 

features according to their closer position to the input layer, providing the neural network 

with weights and biases that allows it to detect these features can significantly accelerate 

the training process, as the biases and weights of neurons closer to the output layer are 

updated faster. This behavior is exploited in transfer learning, in which a pretrained neural 

network, which is normally trained for a similar, but may not be identical, application is 

fine-tuned for the required application [90, 91]. 

2.6. FACE DETECTION 

According to the different positioning and distance between the camera that is used to 

collect the face image and the candidate, the exact position of the face in the captured 

image cannot be guaranteed. Hence, the captured image must have larger dimensions in 
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order to ensure that the required full image of the face is captured. Then, any additional 

regions that do not contain the required face template are removed and only the face image 

is cropped from the captured image. This approach allows the elimination of any features 

that may exist in the image and may affect the matching stage [92-94]. 

One of the face detection methods that is widely used in different applications is based 

on detecting and recognizing the Haar features, shown in Figure 2.13, that compose the 

face image and define the region that contains it. Using this approach, the keypoints of 

the human face, such as the eyes, mouth and nose, are defined using these Haar-like 

features, so that, the method detects the positioning of these keypoints. Then, the relative 

positioning of these points is also detected, using the same principle of features, at a 

different scale level, in order to detect the overall positioning of the face [95, 96]. Despite 

the good performance of this method when used with frontal-view face images, it has 

shown limited performance when used with images that contain faces rotates to the left 

or the right, even with slight rotations [97]. 

 

 

Based on CNNs, a more recent approach is proposed in [98], by using a Multi-Task 

Convolutional Neural Network (MTCNN). This neural network consists of three sub 

networks, the Proposal network (P-net), Refine (R-net) and the Output network (O-net), 

as shown in Figure 2.14. After obtaining the predicted bounding boxes from the P-net, 

Non-Maximum Suppression (MNS) is used to refine these boxes. Then, these boxes are 

Figure 2.13: Haar-like features [96]. 
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provided alongside the image to the R-net, which refines the detected faces based on the 

proposed boxes. This procedure is also repeated for the bounding boxes outputted by the 

R-net, by the O-net, and the output is provided by the neural network.  

 

 

The output of the neural network defines the region of the face by providing the x and y 

coordinates of the detected faces, in addition to the width and height of each region that 

contains the face. Additionally, the MTCNN provides five key points for each region that 

is predicted to contain a face, as shown in Figure 2.15. According to the ability of ANNs 

to handle complex decisions, based on complex relations among the detected features, 

this method has shown significantly better performance, compared to other types of face 

detection methods, which has encouraged the use of this approach in many face detection 

applications [99]. 

 

Figure 2.14: Structure of the MTCNN used for face detection [98]. 
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2.7. FACE RECOGNITION 

Many of the recent real-life applications, such as entertainment, law enforcement, 

information security and criminal investigation, have started to require the recognition of 

humans based on the visual features in their faces, similar to the human approach of 

recognizing people. These methods are required to provide accurate decision despite the 

changing environmental conditions, such as lighting, and the changing nature of human 

faces, such as the use of accessories and differences in hair styles. Accordingly, for 

efficient face recognition, it is important to produce descriptors that are irrelevant to these 

conditions, so that, the produced values are always similar for the same individual [100-

102]. 

In early stages of human recognition based on their facial features, the distances between 

the key points are measured and used to produce a descriptor, manually, even before the 

employment of computers in such a task [103]. This method relies on generating a 16-

value descriptor for each face, which is then used to match it with any other descriptor by 

simply measuring the Euclidean distance between the descriptors. These descriptors are 

considered for the same individual if the calculated distance is found less than a threshold 

value, otherwise, the templates are considered from different individuals, i.e. do not 

match. 

The method proposed by Wiskott et al. [104] uses Gabor wavelet transform to generate a 

labeled graph for each face image, based on the key parts of the face image in the template. 

Figure 2.15: The outputs of the face detection MTCNN's networks [98]. 
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Compared to other methods from the same era, e.g. [105], this method has shown 

significantly better performance by producing very accurate descriptors. However, with 

the rapid developing in computers and the use of computer vision techniques, the need 

for manual annotation for each template, i.e. positioning of the key parts, has become a 

huge limitation to this method, according to the ability of modern computer-vision 

techniques to automatically locate these parts. 

Several computer-vision-based techniques have been proposed in the literature for face 

recognition. Different researchers have evaluated different computer vision methods for 

face recognition, such as Local Binary Pattern Histogram (LBPH) [106], Speeded-Up 

Robust Feature (SURF) and Scale-Invariant Feature Transform (SIFT) [107-110]. 

However, the use of hand-crafted features imposes the production of several false features 

that are irrelevant to the recognition task. On the other hand, the methods that are 

proposed based on neural networks have achieved significantly better performance, with 

accuracy of 99.13% by [111], using a convolutional neural network.  

Schroff et al. [85] propose and train Siamese neural network that is used for face 

recognition, denoted as FaceNet. The structure of the neural network that is used in this 

method, shown in Figure 2.16, illustrates that each face image is assigned with a 

descriptor that contains 128 values. Although the values in these descriptors do not reflect 

any interpretable information, the values provided for a candidate are expected to be 

similar, regardless of the variable conditions that the captured image can contain. This 

behavior is ensured by including a huge number of training images that include all 

possible parameters and their variations, so that, the neural network learns and 

emphasizes the distinctive features in a face template. In addition to outstanding 

performance of FaceNet in face recognition, compared to other neural networks and 

techniques, this neural network has shown the ability to achieve remarkable performance 

when used with fingerprint recognition, i.e. using transfer learning, in several researches 

[112, 113]. Based on the size of the input template, several versions of FaceNet exist in 

the literature, which can be used based on the size of the extracted face template [113]. 

 Figure 2.16: Structure of the FaceNet [85]. 
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2.8. IMAGE PREPROCESSING 

2.1.1 Histogram Equalization 

Real life images are taken under different illumination conditions, which may affect the 

distinguish ability of the patterns and features in the image. Thus, it is important to adjust 

the intensity of each pixel in the image. In other words, instead of having an image with 

pixels’ intensity concentrated in a certain range of values, a new image is created with 

intensities vary from the minimum to the maximum possible intensity values. To achieve 

this task, histogram equalization is used [114-116]. 

The histogram equalization method computes the frequency of each intensity value in the 

existing image and creates a cumulative probability table. The probability of an intensity 

value is equal to the frequency of that value in the image, to the total number of intensity 

values in that image. As the created table is a cumulative table of probabilities, the last 

value in that table is always equal to one. Thus, by multiplying the computes probabilities 

in the table with the maximum possible intensity value, depending on the size of data 

reserved per pixel, new intensity values are computed. The old intensity values are 

replaced with the new ones to equalize the intensity histogram of the image [117]. 

Histogram equalization algorithm is shown in Figure 2.17. 

Input: Grayscale image. 

Output: Equalized histogram grayscale image. 
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Begin 

Step 1: Read the input grayscale image. 

Step 2: Calculate the frequency of each possible value appears in the image 

pixels. 

Step 3: Calculate the probability of unique value. 

Step 4: Calculate the cumulative probability for these values. 

Step 5: Multiply the maximum possible value by the cumulative 

probabilities. 

Step 6: Replace each original value with corresponding value calculated in 

Step 5. 

Step 7: Return the equalized image. 

End. 

 

2.1.2 Resizing Images 

When the dimensions of an image are changed, it is important to maintain the information 

of the image as similar to the original image as possible. One of the widely used image 

resizing techniques is the linear interpolation [118, 119]. Linear interpolation created a 

new image with the required dimensions, then, the value of each pixel in the new image 

is mapped from the original image. If a pixel is mapped from the new image to an exact 

pixel from the original image, then the value of that pixel is cloned as it. However, if a 

pixel is not mapped on an exact pixel in the original image, the nearest pixel to the position 

that the pixel is mapped in are used to compute the new value. The new value v is 

computed by creating a line between the two adjacent values of v1 and v2 located at (x1, 

y1) and (x2, y2) respectively, and then select the pixel value based on its position (x, y) 

between these pixels, using Equation 2.4 and Equation 2.5, where Equation 2.4 is used 

when the nearest pixels are in the same row of the mapped pixel and Equation 2.5 is used 

when the nearest pixels are in the same column with the mapped pixels. Because the 

mapping is done from the destination image to the original image, the computations in 

this process are known as destination to source computations. Image resizing algorithm 

is shown in Figure 2.18. 

𝑣 =
(𝑣2 − 𝑣1) ∗ (𝑥 − 𝑥1)

(𝑥2 − 𝑥1)
+ 𝑣1 

𝑣 =
(𝑣2 − 𝑣1) ∗ (𝑦 − 𝑦1)

(𝑦2 − 𝑦1)
+ 𝑣1 

(2.4) 

 

(2.5) 

       where v is the new value calculated for the resized image, while v1 and v2 are the 

values in the pixels nearest to the mapped position in the original image. 

Figure 2.16: Histogram Equalization Algorithm. 
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Input: Image and required dimensions. 

Output: resized image. 

Begin 

Step 1: Read the original image and required dimensions. 

Step 2: Create a blank image with the required dimensions. 

Step 3: For each pixel in the blank image 

   Map the pixel in the original image. 

   If the mapped position falls on a pixel in the original image. 

    Clone the pixel value from original image 

   Else 

    Calculate a new value using Equations 2.4 and 2.5. 

Step 4: Return resized image 

End 

Figure 2.17: Image Resizing Algorithm. 
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3. METHODOLOGY 

3.1. OVERVIEW 

To satisfy the aim of this thesis, a new multimodal biometric authentication system is 

proposed. The proposed system produces fixed-length descriptors, one for each set of 

inputs. This descriptor is then used for decision making in a single distance measurement 

action. However, in order to ensure that the proposed method is applicable, it is important 

to satisfy the following requirements: 

i. Time-Sensitivity: The values in the descriptors generated for the same input 

templates must be different when generated after a certain interval, so that, 

an intruder fails to authenticate into the system by replaying the descriptor of 

a legitimate candidate. This feature is achieved by including the timestamp 

when the descriptor is generated. 

ii. Uniqueness: The values in the descriptors generated for the same templates 

are different per each system, so that, a descriptor cannot be generated even 

if the intruder gains access to the neural network implemented for this 

purpose. This feature is achieved by including a configurable identification 

number that is set by the administrator of the system. 

iii. Fusion: All the information collected from the features detected in the 

biometric templates, timestamp and system identifier are fused into a single 

descriptor, so that the candidate can be enrolled in a single operation based 

on the values in these descriptors. 

iv. Privacy: The values in the descriptor cannot be used to retrieve the original 

biometric templates of the user. Hence, even the administrator of the system 

cannot regenerate these templates. 

According to these requirements, the inputs to the neural network must include the face 

image, fingerprint, timestamp and system identifier. The face templates are cropped from 

the image collected from the camera based on the region recognized by the MTCNN and 

resized to 160×160 pixels, to match the requirement of the FaceNet model [120, 121] that 

is employed in the proposed neural network. Similarly, the fingerprint template is also 

resized to the same dimensions before inputted to the proposed neural network. According 

to the difficulty of recognizing slight differences in linear values by artificial neural 

networks, the system identifier and timestamp are provided to the proposed method in 

binary format. The size of the System Identifier (SID) is set to 32 bits, which are set by 

the administrator, while the length of the timestamp is set to 47 bits. The bits in the 
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timestamp are distributed as shown in Table 1, which shows that the proposed method 

can achieve a time resolution up to one millisecond. However, depending on the 

communication speed among the different components of the system, the timestamp can 

be provided in lower resolutions, so that, the required sensitivity can be achieved.  

 

Value Size 

(bits) 

Range Remark 

Year 11 0-2047 Timestamps provided by computers start from the 

year 1970, i.e. the actual range of the years is 1970-

4017. 

Month 4 0-15 

Day 5 0-31 

Hour 5 0-31 

Minute 6 0-63 

Second 6 0-63 

Milliseconds 10 0-1023 

 

3.2. NEURAL NETWORK STRUCTURE AND TRAINING 

To satisfy the requirements defined in the previous section, the proposed neural network 

is required to accept the face and fingerprint templates, as well as, the timestamp and SID 

at both the sensors and database sides. Accordingly, two Inception-ResNet models are 

required to process the biometric templates; each model processes two templates of the 

same type. Thus, the inception_resnet_v1 model shown in Figure 3.1 processes the face 

template collected from the sensor (sface) and the face template from the database (dface). 

Similarly, the FPinception_resnet_v1 model processes the sensor (sfing) and database 

(dfing) fingerprint templates. Then, the outputs of the models for each side of the system, 

i.e. the sensors and database, are concatenated together, in addition to the SID value, in a 

single vector with 288 values in the layers ls288 and ld288, for the sensors and database 

sides sequentially. The concatenated vector is then passed through a dense layer, which 

outputs a vector of 512 values that are then passed through another dense layer to produce 

384-value vectors. The inclusion of the SID at this level and the use of the dense layers is 

to scramble and combine the significant features detected in the biometric templates, 

according to the SID selected for the system. Accordingly, the values in the descriptors 

outputted by the layer ld384 are different when different SIDs are used to generate them, 

Table 3.1: Structure of the timestamp provided to the proposed neural network. 



34 

so that, a descriptor stored at a certain system cannot be used to enroll a candidate in 

another system. 

The outputs of the layers ls348 and ld348, for the sensors and database sides, are then 

concatenated with the stimes and dtimes timestamps, for the correspondent sensors and 

database sides. The output of each of these layers is then passed through a dense layer, to 

also scramble and combine the values of the timestamp in the descriptor, at the lse and 

lde for the sensors and database sides, respectively. Finally, the Euclidean distance is 

calculated between the outputs of the lse and lde layers at the layer lambda, which is then 

passed through the Hyperbolic Sigmoid activation function, to limit the output of the 

neural network in the range [0, 1]. 

 

 

The purpose of each layer or model shown in Figure 3.1 is summarized in Table 3.2. 

 

 

 

 

 

 

Layers and Models Purpose 

Figure 3.1: The implemented and trained neural network to produce the required 

descriptors. 

 

Table 3.2: Summary of the layers and models in the proposed neural network. 
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sface & dface Collect the face templates from the sensor and database, 

respectively. 

sfing & dfing Collect the fingerprint templates from the sensor and 

database, respectively. 

ssid & dsid Collect the SID at the sensor and database sides, 

respectively. 

Face_Model & 

Fingerprint_Model 

Pretrained FaceNet models, using resnet neural network, to 

extract 128-value descriptors for the face and fingerprint 

templates, respectively. 

ls288 & ls288 Concatenate the SIDs with the descriptors generated by the 

FaceNets. 

ls512 & ld512 Dense layers that extract 512 features from ls288 and ld288 

to merge the SIDs with the FaceNet descriptors. 

ls384 & ld384 Compress the 512-value outputs of ls512 and ld512 to 

further embed the SID into the descriptors. 

stimes & dtimes Collect the timestamp for the sensor and database sides, 

respectively. 

lsts & ldts Concatenate the timestamps with the outputs of the ls384 

and ld384, respectively. 

lse & lde Generate 512-value descriptors that merge the timestamps 

into the corresponding descriptors. 

Lambda Measures the Euclidean distances between the outputs of lse 

and lde. 

Activation Passes the output of the lambda layer into the TanH 

activation function. 

 

The use of the Euclidean distance and TanH activation function ensures that the output of 

the output of the neural network is zero when the distance between the vectors generated 

at layers lse and lde is zero, whereas the maximum value outputted from the neural 

network is one, regardless of how huge the Euclidean distance, as shown in the output of 

the TanH function in Figure 3.2. Hence, the neural network can produce significantly 
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different values in the vectors being fed to the lambda layer, i.e. the layer that calculates 

the Euclidean distance, by simply using the value 1 during training. Moreover, training 

the neural network with the value zero as the label forces it to produce identical values in 

the vectors inputted to the lambda layer. Thus, as shown in Table 3, the inputs that are 

required to produce identical vectors are labeled with zeros, whereas those required to 

produce different values are labeled with ones. As there are seven scenarios in which the 

descriptors are required to be different, which are when the face or fingerprint templates 

are different, significant or huge difference between the timestamps, difference in one or 

more bits in the SIDs, seven inputs that require identical descriptors are added for 

balanced training. 

 

 

 

 

Figure 3.2: Output of TanH activation function. 
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# 
Face 

templates 

Fingerprint 

Templates 
Timestamp System Identifier Label 

1 
Same 

subject 
Same subject Identical Identical 0 

2 
Same 

subject 
Same subject 

Different in one or both 

of the two Least 

Significant Bits (LSBs) 

Identical 0 

3 
Same 

subject 
Same subject Identical Identical 0 

4 
Same 

subject 
Same subject 

Different in on or both 

of the two LSBs 
Identical 0 

5 
Same 

subject 
Same subject Identical Identical 0 

6 
Same 

subject 
Same subject 

Different in on or both 

of the two LSBs 
Identical 0 

7 
Same 

subject 
Same subject Identical Identical 0 

8 
Same 

subject 

Different 

subject 
Identical Identical 1 

9 
Different 

subject 
Same subject Identical Identical 1 

10 
Different 

subject 

Different 

subject 
Identical Identical 1 

11 
Same 

subject 
Same subject 

Different in only one 

bit, other than the two 

LSBs. 

Identical 1 

Table 3.3  Characteristics of the instances in the training dataset and their labels. 
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12 
Same 

subject 
Same subject 

Different in multiple 

bits, other than the two 

LSBs. 

Identical 1 

13 
Same 

subject 
Same subject Identical 

Different in a 

single bit. 
1 

14 
Same 

subject 
Same subject Identical 

Different in 

multiple random 

numbers of bits. 

1 

 

3.2.1. Deployment of the Trained Neural Network 

After completing the training of the neural network, it is decomposed into three models, 

one for the sensors, and two for the database sides. The Face_Model and 

Fingerprint_Model, which are Inception_ResNet models, in the neural networks that are 

used in the sensors and database sides are identical, i.e. the exact same model is used 

twice. As the neural network that is deployed in the sensors’ side is required to generate 

descriptors for the templates collected from the sensors and to be sent to the server for 

instant enrollment, the timestamp is instantly inputted to the neural network. Thus, the 

required 512-value descriptor is instantly generated and sent to the server for 

authentication. Hence, the part shown in Figure 3.3 is extracted from the trained neural 

network and used at the sensors’ side to generate a 512-value descriptor, marked in red, 

per each set of inputs, marked in green. 

Unlike the sensors’ side, the descriptors generated for a subject at the database can be 

used at any time instance. Hence, it is not possible to store the timestamped descriptor, as 

the usage of such a descriptor at a different time instance fails the enrolment of the 

candidate. Alternatively, two parts are extracted from the trained neural network, one 

generates the descriptors to be stored in the database and the other generates timestamped 

descriptors before sending them to the matching, i.e. authentication, stage. As shown in 

Figure 3.4, the first part generates a 348-value vector for the biometric templates of the 

subjects, using the provided SSID. Then, the remaining part of the neural network at the 

database side is applied to these vectors upon the request of the descriptors, prior to 

sending them to the matching stage. 
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To matching stage 

Figure 3.3: The neural network that is deployed at the sensor side 
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DB 

To matching stage 

Figure 3.4: Database side neural networks. Top: generating database vectors; 

Bottom: Generating subjects’ descriptors from database vectors. 
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4. EXPERIMENTAL RESULTS 

4.1. EXPERIMENTAL SETUP AND NEURAL NETWORK TRAINING 

The proposed neural network is trained using the FERET faces dataset [122], which 

contains 3528 face images that are collected from 269 subjects. Each image has a size of 

512×768 pixels, which are cropped based on the predictions of the MTCNN and the 

cropped image is resized to 160×160 pixels to match the required input size. Per each 

subject, five face images are randomly selected and paired with the five fingerprint 

images from the FVC2000 DB3 setup B fingerprints dataset [123]. This fingerprint 

dataset contains 400 samples collected from 80 subjects, five samples per each subject. 

Two different setups are used for the evaluation, using datasets that are not used in the 

training. The first setup (A) uses the Indian [124] and FEI [125] Faces Datasets and the 

FVC2002 DB3 set-B [123] and FVC2004 DB4 set-B [126] fingerprint datasets. Similar 

to the benchmarks used by [18, 19], face images of 110 subjects from the FEI faces dataset 

are merged with the face images of 50 subjects from the Indian faces dataset and paired 

with the 160 total subjects in the fingerprint dataset. The second setup (B) uses face 

images of 110 subjects from the FRGC v2.0 faces dataset [127] paired with the fingerprint 

images from the FVC2002 dataset, similar to the setup used by [23]. Table 4.1 

summarizes the datasets used for each of the training and evaluation setups. 

 

 

Setup Face Images 

Dataset 

Fingerprint Images 

Dataset 

Number of 

Subjects. 

Training FERET  FVC2000 DB3  80 

Evaluation A Indian  

FEI  

FVC2002 DB3 set-B  

FVC2004 DB4 set-B  

160 

Evaluation B FRGC v2.0  FVC2002 110 

Table  4.1: Training and evaluation datasets description. 
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The neural network is trained for 100 epochs, which has been able to achieve 99.48% 

accuracy on the training dataset, as shown in Figure 4.1, which shows the loss and 

accuracy of the neural network versus the training epochs. Moreover, Figure 4.1 also 

shows that the training of the proposed method does not start from extremely low 

accuracy, i.e. high loss, similar to when random weights and biases are used to initialize 

the neural network. This behavior illustrates the importance of transfer learning, as such 

a huge neural network, shown in Appendix A, has been able to achieve 99.48% training 

accuracy using only 100 training epochs. 

 

 

4.2. AUTHENTICATION ACCURACY 

Initially, the performance of the proposed method is evaluated by measuring the accuracy 

of the enrollment decisions that are made based on the descriptors outputted from the 

trained neural network in optimal operation conditions, i.e. no attacks are executed. 

Hence, only one or both of the LSBs in the timestamps are allowed to be different when 

inputted to the neural network, while the SID is maintained identical throughout the 

experiment. As shown in Figure 4.2, the proposed method has been able to achieve an 

accuracy of 99.41% at a threshold of 7.72, which has achieved the Equal Error Rate (EER) 

of 0.59%. Moreover, Fig 4.2 also shows that the proposed method has achieved EER of 

0.68%, i.e. 99.32% accuracy, when the threshold value is set to 8.82.  

Figure 4.1: Accuracy and loss values versus training epochs. 
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4.3. SECURITY AND PRIVACY ANALYSIS 

To evaluate the influence of the timestamps on the produced descriptors, biometric 

templates from the same candidates are used with different timestamps. The value of each 

bit is changed and the Euclidean distances between the produced descriptors are 

Figure 4.2: FMR and FNMR versus threshold value of the proposed method for the evaluation 

setups. Top: using the Indian and FEI faces dataset with the FVC2002 DB3 set-B and FVC2004 

DB3 set-B fingerprints; Bottom: using the FRGC faces dataset with the FVC2002 finge 
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measured, as shown in Figure 4.3. The results show a significant difference when the two 

LSBs are changed with respect to changing other bits. Such sensitivity is a result of the 

efficient representation of the timestamp in binary format, instead of continuous decimal 

values. Moreover, the two LSBs allow the consideration of delay in the delivery of the 

data collected by the sensors, so that, the proposed method can detect a minimum of 3 

milliseconds. For systems that require a longer time to deliver the data, it is possible to 

manipulate the representation of the timestamp according to the required resolution. Thus, 

the proposed method is resistant to replay attacks and requires no additional processing, 

as the timestamps are embedded in the same descriptors that are used to authenticate the 

candidate. 

 

 

Another parameter that is included in the proposed method is the SID, which aims to 

ensure that a descriptor generated by a certain system is different from another generated 

using a different system, even if both systems use the proposed method. These differences 

improve the security of the proposed method and the privacy of the candidate being 

enrolled, according to the high robustness of the features extracted by the neural network. 

Using this parameter, the enrolling candidate cannot be recognized by sniffing the data 

being transmitted by the sensors, even if they are compared to a descriptor generated for 

the same candidate at the same timestamp. As shown in Figure 4.4, changing any of the 

bits of the SID during the generation of the descriptor produces a different descriptor, 

Figure 4.3: The influence of each bit in the timestamp over the distance between the produced 

descriptors. 
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illustrated by the larger Euclidean distance. Unlike the timestamps, the results show that 

all the bits in the SID have a similar impact on the produced descriptors.  

 

 

Despite the ability of the proposed method to compare the binary values of the SID, the 

existence of only 32 values limits the number of possible values to 232 when only binary 

values are considered. Such a limited number of possibilities allow attackers to execute 

brute-force attacks, in which a descriptor is generated per each possible SID. 

Alternatively, according to the ability of neural networks to process continuous values, 

the proposed method is evaluated by providing continuous SID values. Thus, instead of 

changing a single value, as executed in the previous experiment, an experiment in which 

several values are changed is also conducted. In this experiment, each value in the SID is 

randomly selected from the interval [0, 1]. The Euclidean distance between the generated 

SIDs is calculated and compared to the Euclidean distance of the descriptors generated 

for each SID. Similar to the previous experiment, all the remaining inputs are maintained 

identical to ensure an unbiased evaluation. Figure 4.5 shows the relation between the 

measured distances. 

Figure 4.4: The influence of each bit in the SID over the distance between the produced descriptors. 
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The results show that the use of continuous values in the SID has achieved better 

performance, as the authentication threshold is exceeded before reaching a Euclidean 

distance between the SIDs of one. Such improvement is according to the amplification of 

the differences between multiple values in the SID, instead of amplifying the difference 

in a single value, which is easier to saturate. This amplification is according to the 

multiplication of the detected differences by the weights of the neural network. Hence, 

the use of continuous values in the SIDs denies the use of a brute-force approach by 

attackers, according to the infinite number of possible SIDs, and denies the use of a 

descriptor that is generated at a certain system in another. 

4.4. PRIVACY PROTECTION ANALYSIS 

The use of activation functions in the neural network provides the nonlinearity required 

to improve the performance of these networks. However, such functions deny the ability 

of retrieving the inputs using the outputs of the network, similar to unidirectional 

functions. For instance, if the output of a ReLU activation function if zero, it is impossible 

to retrieve the value inputted to the function, i.e. the output of the neuron cannot be 

predicted. Hence, most of the input values cannot be retrieved when conducting a reverse 

pass using the same neural network.  

However, as the descriptors generated based on the biometric templates must contain the 

significant features in the templates; a separate neural network can be trained to retrieve 

Figure 4.5: Euclidean distances between descriptors versus distances between input SIDs. 
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these inputs in a hierarchy similar to auto encoders. As the biometric templates of the 

subjects must be protected even from the system administrator’s access and considering 

training an auto encoding neural network presents the best chance to retrieve these 

templates, such a neural network is implemented and used to retrieve the biometric 

templates from the vectors stored in the database. The output of the auto encoder for 

sample inputs collected from the evaluation setups are shown in Figure 4.6.  

 

 

These results show that the original biometric credentials in the templates cannot be 

retrieved from the vectors stored in the database. Mainly, the storage of the features in a 

one-dimensional vector loses the relativity required to reconstruct a two-dimensional 

image. This is also the main reason behind the existence of the distinguishable horizontal 

lines in the images, as these lines are results of extending the values of the original 

descriptor. Thus, even with the knowledge of the SID and the absence of the timestamp 

in the vectors stored in the database, the nonlinearity of the activation functions of the 

Figure 4.6: Samples of the inputted and retrieved biometric templates using the autoencoder neural network. 
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neural network has denied the ability to retrieve the biometric templates from these 

vectors. Thus, even the system administrators do not have the ability to retrieve the 

biometric templates of the subjects registered in the system to protect their privacy. 

4.5. TIME ANALYSIS 

Unlike traditional image processing techniques that are used to extract image descriptors 

the time required to process input using a neural network is constant, regardless of the 

number of the key points in the image. The proposed method requires three separate 

processes, one to create a descriptor for the templates collected at the sensors’ side, 

another to generate the database vectors and one for timestamping the database vectors 

before executing the authentication process. The experiments are conducted using a 

Windows computer with a 2.80GHz processor and 16GB of memory. The Nvidia GTX-

1080Ti Graphical Processing Unit (GPU) is used to accelerate the computations required 

by the neural network, by parallelizing these computations instead of the serial execution 

in the processor. 

The average time required to generate the descriptor at the sensor side is 172mS, with a 

similar time to generate the database vectors. This similarity is according to the minor 

difference between the neural networks that are used for these tasks. In average, 68.1uS 

is consumed to produce a timestamped descriptor from the database vector. Finally, 

5.23uS is consumed to measure the Euclidean distance between the descriptors, i.e. 

authenticate the candidate. As each vector in the database is generated and stored once, 

the average time required to enrol a candidate after the arrival of the descriptor from the 

sensor side is 73.33uS, which is the summation of the time required to timestamp the 

database vector and measuring the Euclidean distance. These measurements neglect the 

time required to retrieve the vectors from the database, as such time is beyond the control 

of the proposed method. 
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5. DISCUSSION 

With the rapidly growing need for more secure and simple biometric authentication 

systems, the use of the proposed method can provide significant contribution to these 

systems. These features are achieved by combining the time sensitivity with the 

uniqueness of the values in the descriptors generated for a candidate. With this time 

sensitivity, a descriptor that is captured by an attacker who is listening to the 

communications cannot be used to authenticate into the system, as soon as the predefined 

interval is finished. Although such an approach can be achieved using different 

approaches, e.g. [8, 9], the embedding of such feature within the descriptors generated for 

the candidates, and the elimination of the need for communicating with the matching 

server, simplifies the authentication procedure, as all the variables are authenticated in a 

single distance measurement. 

Another important security aspect is the immunity of the proposed method against attacks 

executed using descriptors that are generated using the same methodology, i.e. neural 

network. To avoid such limitation, the proposed method relies on the use of a unique 

identification number that is set for a certain system. When the values of that ID are 

different from those used to generate the templates in the models’ database, the values 

produced in the descriptor are different from those generated for the same user using a 

different system, as shown in Figure 4.7. Hence, the authentication in such scenarios fail, 

as the Euclidean distance is larger than the threshold values. Moreover, the embedding of 

these values in the descriptors also maintains the simplicity of the system, as no additional 

stages are required for this task. 

In addition to these features, the proposed method maintains the privacy of the users by 

preventing the original biometric templates to be retrieved from the descriptors. This 

feature is maintained even when the other parameters, i.e. the system ID and timestamp 

that are used for the generation of the descriptor are known. Hence, even the 

administrators of the systems that use the proposed method lack the ability to retrieve 

these templates. This feature is a result of using ANNs to generate the descriptors, which 

emphasizes the ability of these networks to act as one-way functions, similar to the results 

shown in [128-130]. Even the use of another neural network to attack these descriptors 

by using the inputs are training outputs has failed to retrieve the original images, which 

is also a result of the use of Siamese networks, in which the features are fused in all values. 
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With these achievements, it is important to evaluate the performance of the proposed 

method in terms of acts ability to accurately recognize and authenticate candidates, 

compared to existing state-of-the-art methods. Despite the use of the entire biometric 

templates in the methods proposed in [18, 19, 23], the proposed method has been able to 

achieve better performance, in terms of authentication accuracy. As shown in Figure 5.1, 

the proposed method has achieved higher are under the ROC curve, which indicates better 

accuracy, compared to [18, 19]. Moreover, the Cumulative Match Characteristic (CMC) 

curve, shown in Figure 5.2, shows that the Euclidean distances between the descriptors 

generated for the biometric templates are very low when for the same subject, as they are 

ranking in the first three ranks. Additionally, the proposed method has been able to 

achieve a higher identification rate even at lower ranks, compared to the method proposed 

by Wang et al. [23]. Thus, the proposed method has been able to outperform existing 

methods in terms of authentication accuracy, while lowering the size of the data being 

exchanged between the different parts of the system.  

 

 
Figure 5.1: ROC curves of the proposed and existing methods using Setup A. 
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Figure 5.2: CMC curves of the proposed and existing methods using Setup B. 
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6. CONCLUSION 

The importance and sensitivity of private information and services being provided 

digitally require secure authentication methods to restrict access to them, so that, only 

legitimate users can access their intended services and information. However, the 

attacking techniques that are being used by intruders to gain access to these systems or 

deny legitimate users from getting into them are also developing rapidly. This 

development is triggered by the importance of this information and services, such as 

banking services, and the huge benefits that attackers can gain from accessing them. 

Accordingly, traditional secret-based authentication methods, e.g. passwords and 

patterns, have become of limited usage, according to their sensitivity to simple attacks, 

such as shoulder surfing and guessing attacks. 

Biometric authentication has emerged as a solution to handle these limitations, according 

to the high availability and uniqueness of biometric features, especially physical ones. 

Moreover, with the integration of anti-spoofing methods in the sensors that collect the 

biometric templates, such as liveness detection, limits the ability to gain access to the 

system even if the biometric template of a legitimate user is replicated. These features 

have brought significant attention toward using biometric authentication in different 

applications. However, according to the changing nature of humans and the interaction 

with the vitals, the collected templates can be guaranteed to be identical when collected 

from the same candidate. Thus, feature extraction methods are required to handle these 

variations and extract the same features, so that, the candidate can be matched to the 

model template and authenticated into the system. 

As the features extracted from these templates can vary according to many conditions, 

such as lighting and posture in face recognition, pressure and positioning in fingerprint, 

false positives and false negatives can occur during the authentication. However, such 

false decisions can have dramatic influence on the reliability of the system, especially 

with the sensitivity of the information and services protected by these systems. Hence, 

several researchers have relied on multimodal biometric authentication systems, which 

rely on multiple templates to authenticate a candidate. Accordingly, if a false decision 

occurs based on one of the templates, this error is rectified based on the other template, 

which has shown significant improvement in the accuracy of the biometric authentication 

systems. 
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In addition to the challenges imposed by the use of multimodal biometrics, which is the 

increased need for computer storage and network bandwidth to store and communicate 

data, the use of this type of biometric authentication does not contribute towards handling 

the security vulnerabilities of biometric authentication systems, in general. Despite the 

existence of methods that can immune biometric authentication systems against most of 

their vulnerabilities, securing some of these vulnerabilities requires a separate stage of 

data processing, which increases the complexity of the system. Additionally, users have 

shown significant concerns about their privacy when provided their biometric templates, 

according to the consequences of misusing such information even by system 

administrators. 

In this study, a new method is proposed to generate descriptors for multimodal biometric 

authentication systems. The proposed method uses transfer learning to fine tune 

convolutional neural network to extract the distinctive features in face and fingerprint 

templates. Then, these features are fused together alongside a timestamp and a system 

identifier to produce a fixed-size descriptor that can be used to authenticate a candidate 

by comparing it to the one stored in the model templates database. However, as the 

templates stored in the database are required to be retrieved at different times, the 

timestamp is not appended to these descriptors when stored. Only the SID is appended to 

the stored descriptor, whereas the timestamp is added when the descriptor is retrieved and 

used in the matching process. 

The use of the artificial neural networks allows the learning, extraction and use of only 

distinctive features, i.e. inter-class feature, whereas intra-class features are neglected. This 

behavior significantly reduces the false positives and false negatives that can be produced 

when extracted common, non-distinctive, features from the templates, based on the 

extraction of hand-crafted features. The results of the experiments show that the values 

of the features in the produced vectors remain similar when only one or both of the two 

LSBs of the timestamp are changed, which allows considering the time required 

communicating the descriptors in the network. However, when any of the other bits in the 

timestamp is changed, the similarity between the descriptors falls below the threshold 

value, which denies any replay attacks. Additionally, a change in any of the bits of the 

SID value has resulted in a similarity that is also below the threshold value, i.e. large 

Euclidean distance, so that, a descriptor generated at a certain system cannot be used to 

authenticate into another. 
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In addition to these features, the descriptors generated using the proposed method has 

been able to achieve high authentication accuracy, 99.41% and 99.32% using two 

different setups, similar to those achieved by earlier methods, with 99.37% and 96.27% 

using the same setups, which use the entire templates for feature extraction at the 

similarity measurement stage. With such performance measures and the fixed size of the 

generated descriptors, the proposed method can significantly improve the performance of 

the multimodal biometric authentication systems. This improvement is achieved by 

reducing the size of the information being stored and communicated in the system, 

securing the system against replay attacks and maintaining the privacy of the users while 

achieving slightly better authentication accuracy, compared to existing state-of-the-art 

biometric authentication systems, which rely on the images of the entire biometric 

credentials during the matching process. The lower storage and bandwidth consumption 

are according to the higher efficiency of the produced descriptors, which is according to 

the ability of deep neural networks to handle inter- and intra-class variations. By 

neglecting the intra-class variations, the neural network outputs similar values for inputs 

template from the same candidate, whereas different values are produced by emphasizing 

inter-class variations. The security against replay attacks is achieved by fusing the 

timestamp in which the descriptor is generated with the values in the produced descriptor. 

Finally, the privacy of the users is preserved by ensuring that the original credentials 

cannot be retrieved from the produced descriptors by using a unique identifier for each 

system and fusing them into the generated descriptors, so that; even information about 

the enrolling candidates cannot be retrieved. 

In future work, the ability to apply this method on other biometric features is going to be 

investigated. The iris biometrics can be used instead of the fingerprints’, according to the 

high robustness of those features despite the high cost of the sensors that collect biometric 

features from the iris. 
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Appendix A  

Structure of the FaceNet Neural Network 

Layer Name Layer Type Output Shape Param# Connected To 

input_1 InputLayer (None, 160, 160, 3) 0  

Conv2d_1a_3x3 Conv2D (None, 79, 79, 32) 864 input_1 

Conv2d_1a_3x3

_BatchNorm BatchNormalization (None, 79, 79, 32) 96 Conv2d_1a_3x3 

Conv2d_1a_3x3

_Activation Activation (None, 79, 79, 32) 0 

Conv2d_1a_3x3_BatchN

orm 

Conv2d_2a_3x3 Conv2D (None, 77, 77, 32) 9216 

Conv2d_1a_3x3_Activati

on 

Conv2d_2a_3x3

_BatchNorm BatchNormalization (None, 77, 77, 32) 96 Conv2d_2a_3x3 

Conv2d_2a_3x3

_Activation Activation (None, 77, 77, 32) 0 

Conv2d_2a_3x3_BatchN

orm 

Conv2d_2b_3x3 Conv2D (None, 77, 77, 64) 18432 

Conv2d_2a_3x3_Activati

on 

Conv2d_2b_3x3

_BatchNorm BatchNormalization (None, 77, 77, 64) 192 Conv2d_2b_3x3 

Conv2d_2b_3x3

_Activation Activation (None, 77, 77, 64) 0 

Conv2d_2b_3x3_BatchN

orm 

MaxPool_3a_3x

3 MaxPooling2D (None, 38, 38, 64) 0 

Conv2d_2b_3x3_Activati

on 

Conv2d_3b_1x1 Conv2D (None, 38, 38, 80) 5120 MaxPool_3a_3x3 

Conv2d_3b_1x1

_BatchNorm BatchNormalization (None, 38, 38, 80) 240 Conv2d_3b_1x1 

Conv2d_3b_1x1

_Activation Activation (None, 38, 38, 80) 0 

Conv2d_3b_1x1_BatchN

orm 

Conv2d_4a_3x3 Conv2D (None, 36, 36, 192) 138240 

Conv2d_3b_1x1_Activati

on 

Conv2d_4a_3x3

_BatchNorm BatchNormalization (None, 36, 36, 192) 576 Conv2d_4a_3x3 

Conv2d_4a_3x3

_Activation Activation (None, 36, 36, 192) 0 

Conv2d_4a_3x3_BatchN

orm 

Conv2d_4b_3x3 Conv2D (None, 17, 17, 256) 442368 

Conv2d_4a_3x3_Activati

on 

Conv2d_4b_3x3

_BatchNorm BatchNormalization (None, 17, 17, 256) 768 Conv2d_4b_3x3 

Conv2d_4b_3x3

_Activation Activation (None, 17, 17, 256) 0 

Conv2d_4b_3x3_BatchN

orm 

Block35_1_Bran

ch_2_Conv2d_0

a_1x1 Conv2D (None, 17, 17, 32) 8192 

Conv2d_4b_3x3_Activati

on 

Block35_1_Bran

ch_2_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_1_Branch_2_C

onv2d_0a_1x1 

Block35_1_Bran

ch_2_Conv2d_0

a_1x1_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_1_Branch_2_C

onv2d_0a_1x1_BatchNor

m 

Block35_1_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 17, 17, 32) 8192 

Conv2d_4b_3x3_Activati

on 

Block35_1_Bran

ch_2_Conv2d_0

b_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_1_Branch_2_C

onv2d_0a_1x1_Activatio

n 
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Block35_1_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_1_Branch_1_C

onv2d_0a_1x1 

Block35_1_Bran

ch_2_Conv2d_0

b_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_1_Branch_2_C

onv2d_0b_3x3 

Block35_1_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_1_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block35_1_Bran

ch_2_Conv2d_0

b_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_1_Branch_2_C

onv2d_0b_3x3_BatchNor

m 

Block35_1_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 17, 17, 32) 8192 

Conv2d_4b_3x3_Activati

on 

Block35_1_Bran

ch_1_Conv2d_0

b_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_1_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block35_1_Bran

ch_2_Conv2d_0

c_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_1_Branch_2_C

onv2d_0b_3x3_Activatio

n 

Block35_1_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 17, 17, 32) 96 

Block35_1_Branch_0_C

onv2d_1x1 

Block35_1_Bran

ch_1_Conv2d_0

b_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_1_Branch_1_C

onv2d_0b_3x3 

Block35_1_Bran

ch_2_Conv2d_0

c_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_1_Branch_2_C

onv2d_0c_3x3 

Block35_1_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 17, 17, 32) 0 

Block35_1_Branch_0_C

onv2d_1x1_BatchNorm 

Block35_1_Bran

ch_1_Conv2d_0

b_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_1_Branch_1_C

onv2d_0b_3x3_BatchNor

m 

Block35_1_Bran

ch_2_Conv2d_0

c_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_1_Branch_2_C

onv2d_0c_3x3_BatchNor

m 

Block35_1_Conc

atenate Concatenate (None, 17, 17, 96) 0 

Block35_1_Branch_0_C

onv2d_1x1_Activation, 

Block35_1_Branch_1_C

onv2d_0b_3x3_Activatio

n, 

Block35_1_Branch_2_C

onv2d_0c_3x3_Activatio

n 

Block35_1_Con

v2d_1x1 Conv2D (None, 17, 17, 256) 24832 Block35_1_Concatenate 

lambda Lambda (None, 17, 17, 256) 0 Block35_1_Conv2d_1x1 

add Add (None, 17, 17, 256) 0 

Conv2d_4b_3x3_Activati

on, lambda 

Block35_1_Acti

vation Activation (None, 17, 17, 256) 0 add 
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Block35_2_Bran

ch_2_Conv2d_0

a_1x1 Conv2D (None, 17, 17, 32) 8192 Block35_1_Activation 

Block35_2_Bran

ch_2_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_2_Branch_2_C

onv2d_0a_1x1 

Block35_2_Bran

ch_2_Conv2d_0

a_1x1_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_2_Branch_2_C

onv2d_0a_1x1_BatchNor

m 

Block35_2_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 17, 17, 32) 8192 Block35_1_Activation 

Block35_2_Bran

ch_2_Conv2d_0

b_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_2_Branch_2_C

onv2d_0a_1x1_Activatio

n 

Block35_2_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_2_Branch_1_C

onv2d_0a_1x1 

Block35_2_Bran

ch_2_Conv2d_0

b_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_2_Branch_2_C

onv2d_0b_3x3 

Block35_2_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_2_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block35_2_Bran

ch_2_Conv2d_0

b_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_2_Branch_2_C

onv2d_0b_3x3_BatchNor

m 

Block35_2_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 17, 17, 32) 8192 Block35_1_Activation 

Block35_2_Bran

ch_1_Conv2d_0

b_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_2_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block35_2_Bran

ch_2_Conv2d_0

c_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_2_Branch_2_C

onv2d_0b_3x3_Activatio

n 

Block35_2_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 17, 17, 32) 96 

Block35_2_Branch_0_C

onv2d_1x1 

Block35_2_Bran

ch_1_Conv2d_0

b_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_2_Branch_1_C

onv2d_0b_3x3 

Block35_2_Bran

ch_2_Conv2d_0

c_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_2_Branch_2_C

onv2d_0c_3x3 

Block35_2_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 17, 17, 32) 0 

Block35_2_Branch_0_C

onv2d_1x1_BatchNorm 

Block35_2_Bran

ch_1_Conv2d_0

b_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_2_Branch_1_C

onv2d_0b_3x3_BatchNor

m 
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Block35_2_Bran

ch_2_Conv2d_0

c_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_2_Branch_2_C

onv2d_0c_3x3_BatchNor

m 

Block35_2_Conc

atenate Concatenate (None, 17, 17, 96) 0 

Block35_2_Branch_0_C

onv2d_1x1_Activation, 

Block35_2_Branch_1_C

onv2d_0b_3x3_Activatio

n, 

Block35_2_Branch_2_C

onv2d_0c_3x3_Activatio

n 

Block35_2_Con

v2d_1x1 Conv2D (None, 17, 17, 256) 24832 Block35_2_Concatenate 

lambda_1 Lambda (None, 17, 17, 256) 0 Block35_2_Conv2d_1x1 

add_1 Add (None, 17, 17, 256) 0 

Block35_1_Activation, 

lambda_1 

Block35_2_Acti

vation Activation (None, 17, 17, 256) 0 add_1 

Block35_3_Bran

ch_2_Conv2d_0

a_1x1 Conv2D (None, 17, 17, 32) 8192 Block35_2_Activation 

Block35_3_Bran

ch_2_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_3_Branch_2_C

onv2d_0a_1x1 

Block35_3_Bran

ch_2_Conv2d_0

a_1x1_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_3_Branch_2_C

onv2d_0a_1x1_BatchNor

m 

Block35_3_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 17, 17, 32) 8192 Block35_2_Activation 

Block35_3_Bran

ch_2_Conv2d_0

b_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_3_Branch_2_C

onv2d_0a_1x1_Activatio

n 

Block35_3_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_3_Branch_1_C

onv2d_0a_1x1 

Block35_3_Bran

ch_2_Conv2d_0

b_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_3_Branch_2_C

onv2d_0b_3x3 

Block35_3_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_3_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block35_3_Bran

ch_2_Conv2d_0

b_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_3_Branch_2_C

onv2d_0b_3x3_BatchNor

m 

Block35_3_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 17, 17, 32) 8192 Block35_2_Activation 

Block35_3_Bran

ch_1_Conv2d_0

b_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_3_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block35_3_Bran

ch_2_Conv2d_0

c_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_3_Branch_2_C

onv2d_0b_3x3_Activatio

n 
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Block35_3_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 17, 17, 32) 96 

Block35_3_Branch_0_C

onv2d_1x1 

Block35_3_Bran

ch_1_Conv2d_0

b_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_3_Branch_1_C

onv2d_0b_3x3 

Block35_3_Bran

ch_2_Conv2d_0

c_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_3_Branch_2_C

onv2d_0c_3x3 

Block35_3_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 17, 17, 32) 0 

Block35_3_Branch_0_C

onv2d_1x1_BatchNorm 

Block35_3_Bran

ch_1_Conv2d_0

b_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_3_Branch_1_C

onv2d_0b_3x3_BatchNor

m 

Block35_3_Bran

ch_2_Conv2d_0

c_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_3_Branch_2_C

onv2d_0c_3x3_BatchNor

m 

Block35_3_Conc

atenate Concatenate (None, 17, 17, 96) 0 

Block35_3_Branch_0_C

onv2d_1x1_Activation, 

Block35_3_Branch_1_C

onv2d_0b_3x3_Activatio

n, 

Block35_3_Branch_2_C

onv2d_0c_3x3_Activatio

n 

Block35_3_Con

v2d_1x1 Conv2D (None, 17, 17, 256) 24832 Block35_3_Concatenate 

lambda_2 Lambda (None, 17, 17, 256) 0 Block35_3_Conv2d_1x1 

add_2 Add (None, 17, 17, 256) 0 

Block35_2_Activation, 

lambda_2 

Block35_3_Acti

vation Activation (None, 17, 17, 256) 0 add_2 

Block35_4_Bran

ch_2_Conv2d_0

a_1x1 Conv2D (None, 17, 17, 32) 8192 Block35_3_Activation 

Block35_4_Bran

ch_2_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_4_Branch_2_C

onv2d_0a_1x1 

Block35_4_Bran

ch_2_Conv2d_0

a_1x1_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_4_Branch_2_C

onv2d_0a_1x1_BatchNor

m 

Block35_4_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 17, 17, 32) 8192 Block35_3_Activation 

Block35_4_Bran

ch_2_Conv2d_0

b_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_4_Branch_2_C

onv2d_0a_1x1_Activatio

n 

Block35_4_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_4_Branch_1_C

onv2d_0a_1x1 

Block35_4_Bran

ch_2_Conv2d_0

b_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_4_Branch_2_C

onv2d_0b_3x3 
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Block35_4_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_4_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block35_4_Bran

ch_2_Conv2d_0

b_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_4_Branch_2_C

onv2d_0b_3x3_BatchNor

m 

Block35_4_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 17, 17, 32) 8192 Block35_3_Activation 

Block35_4_Bran

ch_1_Conv2d_0

b_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_4_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block35_4_Bran

ch_2_Conv2d_0

c_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_4_Branch_2_C

onv2d_0b_3x3_Activatio

n 

Block35_4_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 17, 17, 32) 96 

Block35_4_Branch_0_C

onv2d_1x1 

Block35_4_Bran

ch_1_Conv2d_0

b_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_4_Branch_1_C

onv2d_0b_3x3 

Block35_4_Bran

ch_2_Conv2d_0

c_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_4_Branch_2_C

onv2d_0c_3x3 

Block35_4_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 17, 17, 32) 0 

Block35_4_Branch_0_C

onv2d_1x1_BatchNorm 

Block35_4_Bran

ch_1_Conv2d_0

b_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_4_Branch_1_C

onv2d_0b_3x3_BatchNor

m 

Block35_4_Bran

ch_2_Conv2d_0

c_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_4_Branch_2_C

onv2d_0c_3x3_BatchNor

m 

Block35_4_Conc

atenate Concatenate (None, 17, 17, 96) 0 

Block35_4_Branch_0_C

onv2d_1x1_Activation, 

Block35_4_Branch_1_C

onv2d_0b_3x3_Activatio

n, 

Block35_4_Branch_2_C

onv2d_0c_3x3_Activatio

n 

Block35_4_Con

v2d_1x1 Conv2D (None, 17, 17, 256) 24832 Block35_4_Concatenate 

lambda_3 Lambda (None, 17, 17, 256) 0 Block35_4_Conv2d_1x1 

add_3 Add (None, 17, 17, 256) 0 

Block35_3_Activation, 

lambda_3 

Block35_4_Acti

vation Activation (None, 17, 17, 256) 0 add_3 

Block35_5_Bran

ch_2_Conv2d_0

a_1x1 Conv2D (None, 17, 17, 32) 8192 Block35_4_Activation 

Block35_5_Bran

ch_2_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_5_Branch_2_C

onv2d_0a_1x1 
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Block35_5_Bran

ch_2_Conv2d_0

a_1x1_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_5_Branch_2_C

onv2d_0a_1x1_BatchNor

m 

Block35_5_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 17, 17, 32) 8192 Block35_4_Activation 

Block35_5_Bran

ch_2_Conv2d_0

b_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_5_Branch_2_C

onv2d_0a_1x1_Activatio

n 

Block35_5_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_5_Branch_1_C

onv2d_0a_1x1 

Block35_5_Bran

ch_2_Conv2d_0

b_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_5_Branch_2_C

onv2d_0b_3x3 

Block35_5_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_5_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block35_5_Bran

ch_2_Conv2d_0

b_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_5_Branch_2_C

onv2d_0b_3x3_BatchNor

m 

Block35_5_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 17, 17, 32) 8192 Block35_4_Activation 

Block35_5_Bran

ch_1_Conv2d_0

b_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_5_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block35_5_Bran

ch_2_Conv2d_0

c_3x3 Conv2D (None, 17, 17, 32) 9216 

Block35_5_Branch_2_C

onv2d_0b_3x3_Activatio

n 

Block35_5_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 17, 17, 32) 96 

Block35_5_Branch_0_C

onv2d_1x1 

Block35_5_Bran

ch_1_Conv2d_0

b_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_5_Branch_1_C

onv2d_0b_3x3 

Block35_5_Bran

ch_2_Conv2d_0

c_3x3_BatchNor

m BatchNormalization (None, 17, 17, 32) 96 

Block35_5_Branch_2_C

onv2d_0c_3x3 

Block35_5_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 17, 17, 32) 0 

Block35_5_Branch_0_C

onv2d_1x1_BatchNorm 

Block35_5_Bran

ch_1_Conv2d_0

b_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_5_Branch_1_C

onv2d_0b_3x3_BatchNor

m 

Block35_5_Bran

ch_2_Conv2d_0

c_3x3_Activatio

n Activation (None, 17, 17, 32) 0 

Block35_5_Branch_2_C

onv2d_0c_3x3_BatchNor

m 

Block35_5_Conc

atenate Concatenate (None, 17, 17, 96) 0 

Block35_5_Branch_0_C

onv2d_1x1_Activation, 

Block35_5_Branch_1_C

onv2d_0b_3x3_Activatio

n, 
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Block35_5_Branch_2_C

onv2d_0c_3x3_Activatio

n 

Block35_5_Con

v2d_1x1 Conv2D (None, 17, 17, 256) 24832 Block35_5_Concatenate 

lambda_4 Lambda (None, 17, 17, 256) 0 Block35_5_Conv2d_1x1 

add_4 Add (None, 17, 17, 256) 0 

Block35_4_Activation, 

lambda_4 

Block35_5_Acti

vation Activation (None, 17, 17, 256) 0 add_4 

Mixed_6a_Branc

h_1_Conv2d_0a

_1x1 Conv2D (None, 17, 17, 192) 49152 Block35_5_Activation 

Mixed_6a_Branc

h_1_Conv2d_0a

_1x1_BatchNor

m BatchNormalization (None, 17, 17, 192) 576 

Mixed_6a_Branch_1_Co

nv2d_0a_1x1 

Mixed_6a_Branc

h_1_Conv2d_0a

_1x1_Activation Activation (None, 17, 17, 192) 0 

Mixed_6a_Branch_1_Co

nv2d_0a_1x1_BatchNor

m 

Mixed_6a_Branc

h_1_Conv2d_0b

_3x3 Conv2D (None, 17, 17, 192) 331776 

Mixed_6a_Branch_1_Co

nv2d_0a_1x1_Activation 

Mixed_6a_Branc

h_1_Conv2d_0b

_3x3_BatchNor

m BatchNormalization (None, 17, 17, 192) 576 

Mixed_6a_Branch_1_Co

nv2d_0b_3x3 

Mixed_6a_Branc

h_1_Conv2d_0b

_3x3_Activation Activation (None, 17, 17, 192) 0 

Mixed_6a_Branch_1_Co

nv2d_0b_3x3_BatchNor

m 

Mixed_6a_Branc

h_0_Conv2d_1a

_3x3 Conv2D (None, 8, 8, 384) 884736 Block35_5_Activation 

Mixed_6a_Branc

h_1_Conv2d_1a

_3x3 Conv2D (None, 8, 8, 256) 442368 

Mixed_6a_Branch_1_Co

nv2d_0b_3x3_Activation 

Mixed_6a_Branc

h_0_Conv2d_1a

_3x3_BatchNor

m BatchNormalization (None, 8, 8, 384) 1152 

Mixed_6a_Branch_0_Co

nv2d_1a_3x3 

Mixed_6a_Branc

h_1_Conv2d_1a

_3x3_BatchNor

m BatchNormalization (None, 8, 8, 256) 768 

Mixed_6a_Branch_1_Co

nv2d_1a_3x3 

Mixed_6a_Branc

h_0_Conv2d_1a

_3x3_Activation Activation (None, 8, 8, 384) 0 

Mixed_6a_Branch_0_Co

nv2d_1a_3x3_BatchNor

m 

Mixed_6a_Branc

h_1_Conv2d_1a

_3x3_Activation Activation (None, 8, 8, 256) 0 

Mixed_6a_Branch_1_Co

nv2d_1a_3x3_BatchNor

m 

Mixed_6a_Branc

h_2_MaxPool_1

a_3x3 MaxPooling2D (None, 8, 8, 256) 0 Block35_5_Activation 

Mixed_6a Concatenate (None, 8, 8, 896) 0 

Mixed_6a_Branch_0_Co

nv2d_1a_3x3_Activation

, 

Mixed_6a_Branch_1_Co

nv2d_1a_3x3_Activation

, 

Mixed_6a_Branch_2_Ma

xPool_1a_3x3 
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Block17_1_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 8, 8, 128) 114688 Mixed_6a 

Block17_1_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_1_Branch_1_C

onv2d_0a_1x1 

Block17_1_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_1_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block17_1_Bran

ch_1_Conv2d_0

b_1x7 Conv2D (None, 8, 8, 128) 114688 

Block17_1_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block17_1_Bran

ch_1_Conv2d_0

b_1x7_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_1_Branch_1_C

onv2d_0b_1x7 

Block17_1_Bran

ch_1_Conv2d_0

b_1x7_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_1_Branch_1_C

onv2d_0b_1x7_BatchNor

m 

Block17_1_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 8, 8, 128) 114688 Mixed_6a 

Block17_1_Bran

ch_1_Conv2d_0

c_7x1 Conv2D (None, 8, 8, 128) 114688 

Block17_1_Branch_1_C

onv2d_0b_1x7_Activatio

n 

Block17_1_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 8, 8, 128) 384 

Block17_1_Branch_0_C

onv2d_1x1 

Block17_1_Bran

ch_1_Conv2d_0

c_7x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_1_Branch_1_C

onv2d_0c_7x1 

Block17_1_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 8, 8, 128) 0 

Block17_1_Branch_0_C

onv2d_1x1_BatchNorm 

Block17_1_Bran

ch_1_Conv2d_0

c_7x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_1_Branch_1_C

onv2d_0c_7x1_BatchNor

m 

Block17_1_Conc

atenate Concatenate (None, 8, 8, 256) 0 

Block17_1_Branch_0_C

onv2d_1x1_Activation, 

Block17_1_Branch_1_C

onv2d_0c_7x1_Activatio

n 

Block17_1_Con

v2d_1x1 Conv2D (None, 8, 8, 896) 230272 Block17_1_Concatenate 

lambda_5 Lambda (None, 8, 8, 896) 0 Block17_1_Conv2d_1x1 

add_5 Add (None, 8, 8, 896) 0 Mixed_6a, lambda_5 

Block17_1_Acti

vation Activation (None, 8, 8, 896) 0 add_5 

Block17_2_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 8, 8, 128) 114688 Block17_1_Activation 

Block17_2_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_2_Branch_1_C

onv2d_0a_1x1 
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Block17_2_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_2_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block17_2_Bran

ch_1_Conv2d_0

b_1x7 Conv2D (None, 8, 8, 128) 114688 

Block17_2_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block17_2_Bran

ch_1_Conv2d_0

b_1x7_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_2_Branch_1_C

onv2d_0b_1x7 

Block17_2_Bran

ch_1_Conv2d_0

b_1x7_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_2_Branch_1_C

onv2d_0b_1x7_BatchNor

m 

Block17_2_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 8, 8, 128) 114688 Block17_1_Activation 

Block17_2_Bran

ch_1_Conv2d_0

c_7x1 Conv2D (None, 8, 8, 128) 114688 

Block17_2_Branch_1_C

onv2d_0b_1x7_Activatio

n 

Block17_2_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 8, 8, 128) 384 

Block17_2_Branch_0_C

onv2d_1x1 

Block17_2_Bran

ch_1_Conv2d_0

c_7x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_2_Branch_1_C

onv2d_0c_7x1 

Block17_2_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 8, 8, 128) 0 

Block17_2_Branch_0_C

onv2d_1x1_BatchNorm 

Block17_2_Bran

ch_1_Conv2d_0

c_7x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_2_Branch_1_C

onv2d_0c_7x1_BatchNor

m 

Block17_2_Conc

atenate Concatenate (None, 8, 8, 256) 0 

Block17_2_Branch_0_C

onv2d_1x1_Activation, 

Block17_2_Branch_1_C

onv2d_0c_7x1_Activatio

n 

Block17_2_Con

v2d_1x1 Conv2D (None, 8, 8, 896) 230272 Block17_2_Concatenate 

lambda_6 Lambda (None, 8, 8, 896) 0 Block17_2_Conv2d_1x1 

add_6 Add (None, 8, 8, 896) 0 

Block17_1_Activation, 

lambda_6 

Block17_2_Acti

vation Activation (None, 8, 8, 896) 0 add_6 

Block17_3_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 8, 8, 128) 114688 Block17_2_Activation 

Block17_3_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_3_Branch_1_C

onv2d_0a_1x1 

Block17_3_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_3_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block17_3_Bran

ch_1_Conv2d_0

b_1x7 Conv2D (None, 8, 8, 128) 114688 

Block17_3_Branch_1_C

onv2d_0a_1x1_Activatio

n 
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Block17_3_Bran

ch_1_Conv2d_0

b_1x7_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_3_Branch_1_C

onv2d_0b_1x7 

Block17_3_Bran

ch_1_Conv2d_0

b_1x7_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_3_Branch_1_C

onv2d_0b_1x7_BatchNor

m 

Block17_3_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 8, 8, 128) 114688 Block17_2_Activation 

Block17_3_Bran

ch_1_Conv2d_0

c_7x1 Conv2D (None, 8, 8, 128) 114688 

Block17_3_Branch_1_C

onv2d_0b_1x7_Activatio

n 

Block17_3_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 8, 8, 128) 384 

Block17_3_Branch_0_C

onv2d_1x1 

Block17_3_Bran

ch_1_Conv2d_0

c_7x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_3_Branch_1_C

onv2d_0c_7x1 

Block17_3_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 8, 8, 128) 0 

Block17_3_Branch_0_C

onv2d_1x1_BatchNorm 

Block17_3_Bran

ch_1_Conv2d_0

c_7x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_3_Branch_1_C

onv2d_0c_7x1_BatchNor

m 

Block17_3_Conc

atenate Concatenate (None, 8, 8, 256) 0 

Block17_3_Branch_0_C

onv2d_1x1_Activation, 

Block17_3_Branch_1_C

onv2d_0c_7x1_Activatio

n 

Block17_3_Con

v2d_1x1 Conv2D (None, 8, 8, 896) 230272 Block17_3_Concatenate 

lambda_7 Lambda (None, 8, 8, 896) 0 Block17_3_Conv2d_1x1 

add_7 Add (None, 8, 8, 896) 0 

Block17_2_Activation, 

lambda_7 

Block17_3_Acti

vation Activation (None, 8, 8, 896) 0 add_7 

Block17_4_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 8, 8, 128) 114688 Block17_3_Activation 

Block17_4_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_4_Branch_1_C

onv2d_0a_1x1 

Block17_4_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_4_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block17_4_Bran

ch_1_Conv2d_0

b_1x7 Conv2D (None, 8, 8, 128) 114688 

Block17_4_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block17_4_Bran

ch_1_Conv2d_0

b_1x7_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_4_Branch_1_C

onv2d_0b_1x7 

Block17_4_Bran

ch_1_Conv2d_0

b_1x7_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_4_Branch_1_C

onv2d_0b_1x7_BatchNor

m 
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Block17_4_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 8, 8, 128) 114688 Block17_3_Activation 

Block17_4_Bran

ch_1_Conv2d_0

c_7x1 Conv2D (None, 8, 8, 128) 114688 

Block17_4_Branch_1_C

onv2d_0b_1x7_Activatio

n 

Block17_4_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 8, 8, 128) 384 

Block17_4_Branch_0_C

onv2d_1x1 

Block17_4_Bran

ch_1_Conv2d_0

c_7x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_4_Branch_1_C

onv2d_0c_7x1 

Block17_4_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 8, 8, 128) 0 

Block17_4_Branch_0_C

onv2d_1x1_BatchNorm 

Block17_4_Bran

ch_1_Conv2d_0

c_7x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_4_Branch_1_C

onv2d_0c_7x1_BatchNor

m 

Block17_4_Conc

atenate Concatenate (None, 8, 8, 256) 0 

Block17_4_Branch_0_C

onv2d_1x1_Activation, 

Block17_4_Branch_1_C

onv2d_0c_7x1_Activatio

n 

Block17_4_Con

v2d_1x1 Conv2D (None, 8, 8, 896) 230272 Block17_4_Concatenate 

lambda_8 Lambda (None, 8, 8, 896) 0 Block17_4_Conv2d_1x1 

add_8 Add (None, 8, 8, 896) 0 

Block17_3_Activation, 

lambda_8 

Block17_4_Acti

vation Activation (None, 8, 8, 896) 0 add_8 

Block17_5_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 8, 8, 128) 114688 Block17_4_Activation 

Block17_5_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_5_Branch_1_C

onv2d_0a_1x1 

Block17_5_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_5_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block17_5_Bran

ch_1_Conv2d_0

b_1x7 Conv2D (None, 8, 8, 128) 114688 

Block17_5_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block17_5_Bran

ch_1_Conv2d_0

b_1x7_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_5_Branch_1_C

onv2d_0b_1x7 

Block17_5_Bran

ch_1_Conv2d_0

b_1x7_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_5_Branch_1_C

onv2d_0b_1x7_BatchNor

m 

Block17_5_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 8, 8, 128) 114688 Block17_4_Activation 

Block17_5_Bran

ch_1_Conv2d_0

c_7x1 Conv2D (None, 8, 8, 128) 114688 

Block17_5_Branch_1_C

onv2d_0b_1x7_Activatio

n 
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Block17_5_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 8, 8, 128) 384 

Block17_5_Branch_0_C

onv2d_1x1 

Block17_5_Bran

ch_1_Conv2d_0

c_7x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_5_Branch_1_C

onv2d_0c_7x1 

Block17_5_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 8, 8, 128) 0 

Block17_5_Branch_0_C

onv2d_1x1_BatchNorm 

Block17_5_Bran

ch_1_Conv2d_0

c_7x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_5_Branch_1_C

onv2d_0c_7x1_BatchNor

m 

Block17_5_Conc

atenate Concatenate (None, 8, 8, 256) 0 

Block17_5_Branch_0_C

onv2d_1x1_Activation, 

Block17_5_Branch_1_C

onv2d_0c_7x1_Activatio

n 

Block17_5_Con

v2d_1x1 Conv2D (None, 8, 8, 896) 230272 Block17_5_Concatenate 

lambda_9 Lambda (None, 8, 8, 896) 0 Block17_5_Conv2d_1x1 

add_9 Add (None, 8, 8, 896) 0 

Block17_4_Activation, 

lambda_9 

Block17_5_Acti

vation Activation (None, 8, 8, 896) 0 add_9 

Block17_6_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 8, 8, 128) 114688 Block17_5_Activation 

Block17_6_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_6_Branch_1_C

onv2d_0a_1x1 

Block17_6_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_6_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block17_6_Bran

ch_1_Conv2d_0

b_1x7 Conv2D (None, 8, 8, 128) 114688 

Block17_6_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block17_6_Bran

ch_1_Conv2d_0

b_1x7_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_6_Branch_1_C

onv2d_0b_1x7 

Block17_6_Bran

ch_1_Conv2d_0

b_1x7_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_6_Branch_1_C

onv2d_0b_1x7_BatchNor

m 

Block17_6_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 8, 8, 128) 114688 Block17_5_Activation 

Block17_6_Bran

ch_1_Conv2d_0

c_7x1 Conv2D (None, 8, 8, 128) 114688 

Block17_6_Branch_1_C

onv2d_0b_1x7_Activatio

n 

Block17_6_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 8, 8, 128) 384 

Block17_6_Branch_0_C

onv2d_1x1 

Block17_6_Bran

ch_1_Conv2d_0

c_7x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_6_Branch_1_C

onv2d_0c_7x1 
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Block17_6_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 8, 8, 128) 0 

Block17_6_Branch_0_C

onv2d_1x1_BatchNorm 

Block17_6_Bran

ch_1_Conv2d_0

c_7x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_6_Branch_1_C

onv2d_0c_7x1_BatchNor

m 

Block17_6_Conc

atenate Concatenate (None, 8, 8, 256) 0 

Block17_6_Branch_0_C

onv2d_1x1_Activation, 

Block17_6_Branch_1_C

onv2d_0c_7x1_Activatio

n 

Block17_6_Con

v2d_1x1 Conv2D (None, 8, 8, 896) 230272 Block17_6_Concatenate 

lambda_10 Lambda (None, 8, 8, 896) 0 Block17_6_Conv2d_1x1 

add_10 Add (None, 8, 8, 896) 0 

Block17_5_Activation, 

lambda_10 

Block17_6_Acti

vation Activation (None, 8, 8, 896) 0 add_10 

Block17_7_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 8, 8, 128) 114688 Block17_6_Activation 

Block17_7_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_7_Branch_1_C

onv2d_0a_1x1 

Block17_7_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_7_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block17_7_Bran

ch_1_Conv2d_0

b_1x7 Conv2D (None, 8, 8, 128) 114688 

Block17_7_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block17_7_Bran

ch_1_Conv2d_0

b_1x7_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_7_Branch_1_C

onv2d_0b_1x7 

Block17_7_Bran

ch_1_Conv2d_0

b_1x7_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_7_Branch_1_C

onv2d_0b_1x7_BatchNor

m 

Block17_7_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 8, 8, 128) 114688 Block17_6_Activation 

Block17_7_Bran

ch_1_Conv2d_0

c_7x1 Conv2D (None, 8, 8, 128) 114688 

Block17_7_Branch_1_C

onv2d_0b_1x7_Activatio

n 

Block17_7_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 8, 8, 128) 384 

Block17_7_Branch_0_C

onv2d_1x1 

Block17_7_Bran

ch_1_Conv2d_0

c_7x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_7_Branch_1_C

onv2d_0c_7x1 

Block17_7_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 8, 8, 128) 0 

Block17_7_Branch_0_C

onv2d_1x1_BatchNorm 

Block17_7_Bran

ch_1_Conv2d_0

c_7x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_7_Branch_1_C

onv2d_0c_7x1_BatchNor

m 



79 

Block17_7_Conc

atenate Concatenate (None, 8, 8, 256) 0 

Block17_7_Branch_0_C

onv2d_1x1_Activation, 

Block17_7_Branch_1_C

onv2d_0c_7x1_Activatio

n 

Block17_7_Con

v2d_1x1 Conv2D (None, 8, 8, 896) 230272 Block17_7_Concatenate 

lambda_11 Lambda (None, 8, 8, 896) 0 Block17_7_Conv2d_1x1 

add_11 Add (None, 8, 8, 896) 0 

Block17_6_Activation, 

lambda_11 

Block17_7_Acti

vation Activation (None, 8, 8, 896) 0 add_11 

Block17_8_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 8, 8, 128) 114688 Block17_7_Activation 

Block17_8_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_8_Branch_1_C

onv2d_0a_1x1 

Block17_8_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_8_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block17_8_Bran

ch_1_Conv2d_0

b_1x7 Conv2D (None, 8, 8, 128) 114688 

Block17_8_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block17_8_Bran

ch_1_Conv2d_0

b_1x7_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_8_Branch_1_C

onv2d_0b_1x7 

Block17_8_Bran

ch_1_Conv2d_0

b_1x7_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_8_Branch_1_C

onv2d_0b_1x7_BatchNor

m 

Block17_8_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 8, 8, 128) 114688 Block17_7_Activation 

Block17_8_Bran

ch_1_Conv2d_0

c_7x1 Conv2D (None, 8, 8, 128) 114688 

Block17_8_Branch_1_C

onv2d_0b_1x7_Activatio

n 

Block17_8_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 8, 8, 128) 384 

Block17_8_Branch_0_C

onv2d_1x1 

Block17_8_Bran

ch_1_Conv2d_0

c_7x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_8_Branch_1_C

onv2d_0c_7x1 

Block17_8_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 8, 8, 128) 0 

Block17_8_Branch_0_C

onv2d_1x1_BatchNorm 

Block17_8_Bran

ch_1_Conv2d_0

c_7x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_8_Branch_1_C

onv2d_0c_7x1_BatchNor

m 

Block17_8_Conc

atenate Concatenate (None, 8, 8, 256) 0 

Block17_8_Branch_0_C

onv2d_1x1_Activation, 

Block17_8_Branch_1_C

onv2d_0c_7x1_Activatio

n 

Block17_8_Con

v2d_1x1 Conv2D (None, 8, 8, 896) 230272 Block17_8_Concatenate 
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lambda_12 Lambda (None, 8, 8, 896) 0 Block17_8_Conv2d_1x1 

add_12 Add (None, 8, 8, 896) 0 

Block17_7_Activation, 

lambda_12 

Block17_8_Acti

vation Activation (None, 8, 8, 896) 0 add_12 

Block17_9_Bran

ch_1_Conv2d_0

a_1x1 Conv2D (None, 8, 8, 128) 114688 Block17_8_Activation 

Block17_9_Bran

ch_1_Conv2d_0

a_1x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_9_Branch_1_C

onv2d_0a_1x1 

Block17_9_Bran

ch_1_Conv2d_0

a_1x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_9_Branch_1_C

onv2d_0a_1x1_BatchNor

m 

Block17_9_Bran

ch_1_Conv2d_0

b_1x7 Conv2D (None, 8, 8, 128) 114688 

Block17_9_Branch_1_C

onv2d_0a_1x1_Activatio

n 

Block17_9_Bran

ch_1_Conv2d_0

b_1x7_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_9_Branch_1_C

onv2d_0b_1x7 

Block17_9_Bran

ch_1_Conv2d_0

b_1x7_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_9_Branch_1_C

onv2d_0b_1x7_BatchNor

m 

Block17_9_Bran

ch_0_Conv2d_1

x1 Conv2D (None, 8, 8, 128) 114688 Block17_8_Activation 

Block17_9_Bran

ch_1_Conv2d_0

c_7x1 Conv2D (None, 8, 8, 128) 114688 

Block17_9_Branch_1_C

onv2d_0b_1x7_Activatio

n 

Block17_9_Bran

ch_0_Conv2d_1

x1_BatchNorm BatchNormalization (None, 8, 8, 128) 384 

Block17_9_Branch_0_C

onv2d_1x1 

Block17_9_Bran

ch_1_Conv2d_0

c_7x1_BatchNor

m BatchNormalization (None, 8, 8, 128) 384 

Block17_9_Branch_1_C

onv2d_0c_7x1 

Block17_9_Bran

ch_0_Conv2d_1

x1_Activation Activation (None, 8, 8, 128) 0 

Block17_9_Branch_0_C

onv2d_1x1_BatchNorm 

Block17_9_Bran

ch_1_Conv2d_0

c_7x1_Activatio

n Activation (None, 8, 8, 128) 0 

Block17_9_Branch_1_C

onv2d_0c_7x1_BatchNor

m 

Block17_9_Conc

atenate Concatenate (None, 8, 8, 256) 0 

Block17_9_Branch_0_C

onv2d_1x1_Activation, 

Block17_9_Branch_1_C

onv2d_0c_7x1_Activatio

n 

Block17_9_Con

v2d_1x1 Conv2D (None, 8, 8, 896) 230272 Block17_9_Concatenate 

lambda_13 Lambda (None, 8, 8, 896) 0 Block17_9_Conv2d_1x1 

add_13 Add (None, 8, 8, 896) 0 

Block17_8_Activation, 

lambda_13 

Block17_9_Acti

vation Activation (None, 8, 8, 896) 0 add_13 
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Block17_10_Bra

nch_1_Conv2d_

0a_1x1 Conv2D (None, 8, 8, 128) 114688 Block17_9_Activation 

Block17_10_Bra

nch_1_Conv2d_

0a_1x1_BatchNo

rm BatchNormalization (None, 8, 8, 128) 384 

Block17_10_Branch_1_

Conv2d_0a_1x1 

Block17_10_Bra

nch_1_Conv2d_

0a_1x1_Activati

on Activation (None, 8, 8, 128) 0 

Block17_10_Branch_1_

Conv2d_0a_1x1_BatchN

orm 

Block17_10_Bra

nch_1_Conv2d_

0b_1x7 Conv2D (None, 8, 8, 128) 114688 

Block17_10_Branch_1_

Conv2d_0a_1x1_Activati

on 

Block17_10_Bra

nch_1_Conv2d_

0b_1x7_BatchN

orm BatchNormalization (None, 8, 8, 128) 384 

Block17_10_Branch_1_

Conv2d_0b_1x7 

Block17_10_Bra

nch_1_Conv2d_

0b_1x7_Activati

on Activation (None, 8, 8, 128) 0 

Block17_10_Branch_1_

Conv2d_0b_1x7_BatchN

orm 

Block17_10_Bra

nch_0_Conv2d_

1x1 Conv2D (None, 8, 8, 128) 114688 Block17_9_Activation 

Block17_10_Bra

nch_1_Conv2d_

0c_7x1 Conv2D (None, 8, 8, 128) 114688 

Block17_10_Branch_1_

Conv2d_0b_1x7_Activati

on 

Block17_10_Bra

nch_0_Conv2d_

1x1_BatchNorm BatchNormalization (None, 8, 8, 128) 384 

Block17_10_Branch_0_

Conv2d_1x1 

Block17_10_Bra

nch_1_Conv2d_

0c_7x1_BatchNo

rm BatchNormalization (None, 8, 8, 128) 384 

Block17_10_Branch_1_

Conv2d_0c_7x1 

Block17_10_Bra

nch_0_Conv2d_

1x1_Activation Activation (None, 8, 8, 128) 0 

Block17_10_Branch_0_

Conv2d_1x1_BatchNorm 

Block17_10_Bra

nch_1_Conv2d_

0c_7x1_Activati

on Activation (None, 8, 8, 128) 0 

Block17_10_Branch_1_

Conv2d_0c_7x1_BatchN

orm 

Block17_10_Co

ncatenate Concatenate (None, 8, 8, 256) 0 

Block17_10_Branch_0_

Conv2d_1x1_Activation, 

Block17_10_Branch_1_

Conv2d_0c_7x1_Activati

on 

Block17_10_Co

nv2d_1x1 Conv2D (None, 8, 8, 896) 230272 Block17_10_Concatenate 

lambda_14 Lambda (None, 8, 8, 896) 0 

Block17_10_Conv2d_1x

1 

add_14 Add (None, 8, 8, 896) 0 

Block17_9_Activation, 

lambda_14 

Block17_10_Act

ivation Activation (None, 8, 8, 896) 0 add_14 

Mixed_7a_Branc

h_2_Conv2d_0a

_1x1 Conv2D (None, 8, 8, 256) 229376 Block17_10_Activation 

Mixed_7a_Branc

h_2_Conv2d_0a

_1x1_BatchNor

m BatchNormalization (None, 8, 8, 256) 768 

Mixed_7a_Branch_2_Co

nv2d_0a_1x1 
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Mixed_7a_Branc

h_2_Conv2d_0a

_1x1_Activation Activation (None, 8, 8, 256) 0 

Mixed_7a_Branch_2_Co

nv2d_0a_1x1_BatchNor

m 

Mixed_7a_Branc

h_0_Conv2d_0a

_1x1 Conv2D (None, 8, 8, 256) 229376 Block17_10_Activation 

Mixed_7a_Branc

h_1_Conv2d_0a

_1x1 Conv2D (None, 8, 8, 256) 229376 Block17_10_Activation 

Mixed_7a_Branc

h_2_Conv2d_0b

_3x3 Conv2D (None, 8, 8, 256) 589824 

Mixed_7a_Branch_2_Co

nv2d_0a_1x1_Activation 

Mixed_7a_Branc

h_0_Conv2d_0a

_1x1_BatchNor

m BatchNormalization (None, 8, 8, 256) 768 

Mixed_7a_Branch_0_Co

nv2d_0a_1x1 

Mixed_7a_Branc

h_1_Conv2d_0a

_1x1_BatchNor

m BatchNormalization (None, 8, 8, 256) 768 

Mixed_7a_Branch_1_Co

nv2d_0a_1x1 

Mixed_7a_Branc

h_2_Conv2d_0b

_3x3_BatchNor

m BatchNormalization (None, 8, 8, 256) 768 

Mixed_7a_Branch_2_Co

nv2d_0b_3x3 

Mixed_7a_Branc

h_0_Conv2d_0a

_1x1_Activation Activation (None, 8, 8, 256) 0 

Mixed_7a_Branch_0_Co

nv2d_0a_1x1_BatchNor

m 

Mixed_7a_Branc

h_1_Conv2d_0a

_1x1_Activation Activation (None, 8, 8, 256) 0 

Mixed_7a_Branch_1_Co

nv2d_0a_1x1_BatchNor

m 

Mixed_7a_Branc

h_2_Conv2d_0b

_3x3_Activation Activation (None, 8, 8, 256) 0 

Mixed_7a_Branch_2_Co

nv2d_0b_3x3_BatchNor

m 

Mixed_7a_Branc

h_0_Conv2d_1a

_3x3 Conv2D (None, 3, 3, 384) 884736 

Mixed_7a_Branch_0_Co

nv2d_0a_1x1_Activation 

Mixed_7a_Branc

h_1_Conv2d_1a

_3x3 Conv2D (None, 3, 3, 256) 589824 

Mixed_7a_Branch_1_Co

nv2d_0a_1x1_Activation 

Mixed_7a_Branc

h_2_Conv2d_1a

_3x3 Conv2D (None, 3, 3, 256) 589824 

Mixed_7a_Branch_2_Co

nv2d_0b_3x3_Activation 

Mixed_7a_Branc

h_0_Conv2d_1a

_3x3_BatchNor

m BatchNormalization (None, 3, 3, 384) 1152 

Mixed_7a_Branch_0_Co

nv2d_1a_3x3 

Mixed_7a_Branc

h_1_Conv2d_1a

_3x3_BatchNor

m BatchNormalization (None, 3, 3, 256) 768 

Mixed_7a_Branch_1_Co

nv2d_1a_3x3 

Mixed_7a_Branc

h_2_Conv2d_1a

_3x3_BatchNor

m BatchNormalization (None, 3, 3, 256) 768 

Mixed_7a_Branch_2_Co

nv2d_1a_3x3 

Mixed_7a_Branc

h_0_Conv2d_1a

_3x3_Activation Activation (None, 3, 3, 384) 0 

Mixed_7a_Branch_0_Co

nv2d_1a_3x3_BatchNor

m 

Mixed_7a_Branc

h_1_Conv2d_1a

_3x3_Activation Activation (None, 3, 3, 256) 0 

Mixed_7a_Branch_1_Co

nv2d_1a_3x3_BatchNor

m 
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Mixed_7a_Branc

h_2_Conv2d_1a

_3x3_Activation Activation (None, 3, 3, 256) 0 

Mixed_7a_Branch_2_Co

nv2d_1a_3x3_BatchNor

m 

Mixed_7a_Branc

h_3_MaxPool_1

a_3x3 MaxPooling2D (None, 3, 3, 896) 0 Block17_10_Activation 

Mixed_7a Concatenate (None, 3, 3, 1792) 0 

Mixed_7a_Branch_0_Co

nv2d_1a_3x3_Activation

, 

Mixed_7a_Branch_1_Co

nv2d_1a_3x3_Activation

, 

Mixed_7a_Branch_2_Co

nv2d_1a_3x3_Activation

, 

Mixed_7a_Branch_3_Ma

xPool_1a_3x3 

Block8_1_Branc

h_1_Conv2d_0a

_1x1 Conv2D (None, 3, 3, 192) 344064 Mixed_7a 

Block8_1_Branc

h_1_Conv2d_0a

_1x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_1_Branch_1_Co

nv2d_0a_1x1 

Block8_1_Branc

h_1_Conv2d_0a

_1x1_Activation Activation (None, 3, 3, 192) 0 

Block8_1_Branch_1_Co

nv2d_0a_1x1_BatchNor

m 

Block8_1_Branc

h_1_Conv2d_0b

_1x3 Conv2D (None, 3, 3, 192) 110592 

Block8_1_Branch_1_Co

nv2d_0a_1x1_Activation 

Block8_1_Branc

h_1_Conv2d_0b

_1x3_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_1_Branch_1_Co

nv2d_0b_1x3 

Block8_1_Branc

h_1_Conv2d_0b

_1x3_Activation Activation (None, 3, 3, 192) 0 

Block8_1_Branch_1_Co

nv2d_0b_1x3_BatchNor

m 

Block8_1_Branc

h_0_Conv2d_1x

1 Conv2D (None, 3, 3, 192) 344064 Mixed_7a 

Block8_1_Branc

h_1_Conv2d_0c

_3x1 Conv2D (None, 3, 3, 192) 110592 

Block8_1_Branch_1_Co

nv2d_0b_1x3_Activation 

Block8_1_Branc

h_0_Conv2d_1x

1_BatchNorm BatchNormalization (None, 3, 3, 192) 576 

Block8_1_Branch_0_Co

nv2d_1x1 

Block8_1_Branc

h_1_Conv2d_0c

_3x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_1_Branch_1_Co

nv2d_0c_3x1 

Block8_1_Branc

h_0_Conv2d_1x

1_Activation Activation (None, 3, 3, 192) 0 

Block8_1_Branch_0_Co

nv2d_1x1_BatchNorm 

Block8_1_Branc

h_1_Conv2d_0c

_3x1_Activation Activation (None, 3, 3, 192) 0 

Block8_1_Branch_1_Co

nv2d_0c_3x1_BatchNor

m 

Block8_1_Conca

tenate Concatenate (None, 3, 3, 384) 0 

Block8_1_Branch_0_Co

nv2d_1x1_Activation, 

Block8_1_Branch_1_Co

nv2d_0c_3x1_Activation 

Block8_1_Conv

2d_1x1 Conv2D (None, 3, 3, 1792) 689920 Block8_1_Concatenate 
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lambda_15 Lambda (None, 3, 3, 1792) 0 Block8_1_Conv2d_1x1 

add_15 Add (None, 3, 3, 1792) 0 Mixed_7a, lambda_15 

Block8_1_Activ

ation Activation (None, 3, 3, 1792) 0 add_15 

Block8_2_Branc

h_1_Conv2d_0a

_1x1 Conv2D (None, 3, 3, 192) 344064 Block8_1_Activation 

Block8_2_Branc

h_1_Conv2d_0a

_1x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_2_Branch_1_Co

nv2d_0a_1x1 

Block8_2_Branc

h_1_Conv2d_0a

_1x1_Activation Activation (None, 3, 3, 192) 0 

Block8_2_Branch_1_Co

nv2d_0a_1x1_BatchNor

m 

Block8_2_Branc

h_1_Conv2d_0b

_1x3 Conv2D (None, 3, 3, 192) 110592 

Block8_2_Branch_1_Co

nv2d_0a_1x1_Activation 

Block8_2_Branc

h_1_Conv2d_0b

_1x3_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_2_Branch_1_Co

nv2d_0b_1x3 

Block8_2_Branc

h_1_Conv2d_0b

_1x3_Activation Activation (None, 3, 3, 192) 0 

Block8_2_Branch_1_Co

nv2d_0b_1x3_BatchNor

m 

Block8_2_Branc

h_0_Conv2d_1x

1 Conv2D (None, 3, 3, 192) 344064 Block8_1_Activation 

Block8_2_Branc

h_1_Conv2d_0c

_3x1 Conv2D (None, 3, 3, 192) 110592 

Block8_2_Branch_1_Co

nv2d_0b_1x3_Activation 

Block8_2_Branc

h_0_Conv2d_1x

1_BatchNorm BatchNormalization (None, 3, 3, 192) 576 

Block8_2_Branch_0_Co

nv2d_1x1 

Block8_2_Branc

h_1_Conv2d_0c

_3x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_2_Branch_1_Co

nv2d_0c_3x1 

Block8_2_Branc

h_0_Conv2d_1x

1_Activation Activation (None, 3, 3, 192) 0 

Block8_2_Branch_0_Co

nv2d_1x1_BatchNorm 

Block8_2_Branc

h_1_Conv2d_0c

_3x1_Activation Activation (None, 3, 3, 192) 0 

Block8_2_Branch_1_Co

nv2d_0c_3x1_BatchNor

m 

Block8_2_Conca

tenate Concatenate (None, 3, 3, 384) 0 

Block8_2_Branch_0_Co

nv2d_1x1_Activation, 

Block8_2_Branch_1_Co

nv2d_0c_3x1_Activation 

Block8_2_Conv

2d_1x1 Conv2D (None, 3, 3, 1792) 689920 Block8_2_Concatenate 

lambda_16 Lambda (None, 3, 3, 1792) 0 Block8_2_Conv2d_1x1 

add_16 Add (None, 3, 3, 1792) 0 

Block8_1_Activation, 

lambda_16 

Block8_2_Activ

ation Activation (None, 3, 3, 1792) 0 add_16 

Block8_3_Branc

h_1_Conv2d_0a

_1x1 Conv2D (None, 3, 3, 192) 344064 Block8_2_Activation 

Block8_3_Branc

h_1_Conv2d_0a

_1x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_3_Branch_1_Co

nv2d_0a_1x1 
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Block8_3_Branc

h_1_Conv2d_0a

_1x1_Activation Activation (None, 3, 3, 192) 0 

Block8_3_Branch_1_Co

nv2d_0a_1x1_BatchNor

m 

Block8_3_Branc

h_1_Conv2d_0b

_1x3 Conv2D (None, 3, 3, 192) 110592 

Block8_3_Branch_1_Co

nv2d_0a_1x1_Activation 

Block8_3_Branc

h_1_Conv2d_0b

_1x3_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_3_Branch_1_Co

nv2d_0b_1x3 

Block8_3_Branc

h_1_Conv2d_0b

_1x3_Activation Activation (None, 3, 3, 192) 0 

Block8_3_Branch_1_Co

nv2d_0b_1x3_BatchNor

m 

Block8_3_Branc

h_0_Conv2d_1x

1 Conv2D (None, 3, 3, 192) 344064 Block8_2_Activation 

Block8_3_Branc

h_1_Conv2d_0c

_3x1 Conv2D (None, 3, 3, 192) 110592 

Block8_3_Branch_1_Co

nv2d_0b_1x3_Activation 

Block8_3_Branc

h_0_Conv2d_1x

1_BatchNorm BatchNormalization (None, 3, 3, 192) 576 

Block8_3_Branch_0_Co

nv2d_1x1 

Block8_3_Branc

h_1_Conv2d_0c

_3x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_3_Branch_1_Co

nv2d_0c_3x1 

Block8_3_Branc

h_0_Conv2d_1x

1_Activation Activation (None, 3, 3, 192) 0 

Block8_3_Branch_0_Co

nv2d_1x1_BatchNorm 

Block8_3_Branc

h_1_Conv2d_0c

_3x1_Activation Activation (None, 3, 3, 192) 0 

Block8_3_Branch_1_Co

nv2d_0c_3x1_BatchNor

m 

Block8_3_Conca

tenate Concatenate (None, 3, 3, 384) 0 

Block8_3_Branch_0_Co

nv2d_1x1_Activation, 

Block8_3_Branch_1_Co

nv2d_0c_3x1_Activation 

Block8_3_Conv

2d_1x1 Conv2D (None, 3, 3, 1792) 689920 Block8_3_Concatenate 

lambda_17 Lambda (None, 3, 3, 1792) 0 Block8_3_Conv2d_1x1 

add_17 Add (None, 3, 3, 1792) 0 

Block8_2_Activation, 

lambda_17 

Block8_3_Activ

ation Activation (None, 3, 3, 1792) 0 add_17 

Block8_4_Branc

h_1_Conv2d_0a

_1x1 Conv2D (None, 3, 3, 192) 344064 Block8_3_Activation 

Block8_4_Branc

h_1_Conv2d_0a

_1x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_4_Branch_1_Co

nv2d_0a_1x1 

Block8_4_Branc

h_1_Conv2d_0a

_1x1_Activation Activation (None, 3, 3, 192) 0 

Block8_4_Branch_1_Co

nv2d_0a_1x1_BatchNor

m 

Block8_4_Branc

h_1_Conv2d_0b

_1x3 Conv2D (None, 3, 3, 192) 110592 

Block8_4_Branch_1_Co

nv2d_0a_1x1_Activation 

Block8_4_Branc

h_1_Conv2d_0b

_1x3_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_4_Branch_1_Co

nv2d_0b_1x3 
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Block8_4_Branc

h_1_Conv2d_0b

_1x3_Activation Activation (None, 3, 3, 192) 0 

Block8_4_Branch_1_Co

nv2d_0b_1x3_BatchNor

m 

Block8_4_Branc

h_0_Conv2d_1x

1 Conv2D (None, 3, 3, 192) 344064 Block8_3_Activation 

Block8_4_Branc

h_1_Conv2d_0c

_3x1 Conv2D (None, 3, 3, 192) 110592 

Block8_4_Branch_1_Co

nv2d_0b_1x3_Activation 

Block8_4_Branc

h_0_Conv2d_1x

1_BatchNorm BatchNormalization (None, 3, 3, 192) 576 

Block8_4_Branch_0_Co

nv2d_1x1 

Block8_4_Branc

h_1_Conv2d_0c

_3x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_4_Branch_1_Co

nv2d_0c_3x1 

Block8_4_Branc

h_0_Conv2d_1x

1_Activation Activation (None, 3, 3, 192) 0 

Block8_4_Branch_0_Co

nv2d_1x1_BatchNorm 

Block8_4_Branc

h_1_Conv2d_0c

_3x1_Activation Activation (None, 3, 3, 192) 0 

Block8_4_Branch_1_Co

nv2d_0c_3x1_BatchNor

m 

Block8_4_Conca

tenate Concatenate (None, 3, 3, 384) 0 

Block8_4_Branch_0_Co

nv2d_1x1_Activation, 

Block8_4_Branch_1_Co

nv2d_0c_3x1_Activation 

Block8_4_Conv

2d_1x1 Conv2D (None, 3, 3, 1792) 689920 Block8_4_Concatenate 

lambda_18 Lambda (None, 3, 3, 1792) 0 Block8_4_Conv2d_1x1 

add_18 Add (None, 3, 3, 1792) 0 

Block8_3_Activation, 

lambda_18 

Block8_4_Activ

ation Activation (None, 3, 3, 1792) 0 add_18 

Block8_5_Branc

h_1_Conv2d_0a

_1x1 Conv2D (None, 3, 3, 192) 344064 Block8_4_Activation 

Block8_5_Branc

h_1_Conv2d_0a

_1x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_5_Branch_1_Co

nv2d_0a_1x1 

Block8_5_Branc

h_1_Conv2d_0a

_1x1_Activation Activation (None, 3, 3, 192) 0 

Block8_5_Branch_1_Co

nv2d_0a_1x1_BatchNor

m 

Block8_5_Branc

h_1_Conv2d_0b

_1x3 Conv2D (None, 3, 3, 192) 110592 

Block8_5_Branch_1_Co

nv2d_0a_1x1_Activation 

Block8_5_Branc

h_1_Conv2d_0b

_1x3_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_5_Branch_1_Co

nv2d_0b_1x3 

Block8_5_Branc

h_1_Conv2d_0b

_1x3_Activation Activation (None, 3, 3, 192) 0 

Block8_5_Branch_1_Co

nv2d_0b_1x3_BatchNor

m 

Block8_5_Branc

h_0_Conv2d_1x

1 Conv2D (None, 3, 3, 192) 344064 Block8_4_Activation 

Block8_5_Branc

h_1_Conv2d_0c

_3x1 Conv2D (None, 3, 3, 192) 110592 

Block8_5_Branch_1_Co

nv2d_0b_1x3_Activation 

Block8_5_Branc

h_0_Conv2d_1x

1_BatchNorm BatchNormalization (None, 3, 3, 192) 576 

Block8_5_Branch_0_Co

nv2d_1x1 
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Block8_5_Branc

h_1_Conv2d_0c

_3x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_5_Branch_1_Co

nv2d_0c_3x1 

Block8_5_Branc

h_0_Conv2d_1x

1_Activation Activation (None, 3, 3, 192) 0 

Block8_5_Branch_0_Co

nv2d_1x1_BatchNorm 

Block8_5_Branc

h_1_Conv2d_0c

_3x1_Activation Activation (None, 3, 3, 192) 0 

Block8_5_Branch_1_Co

nv2d_0c_3x1_BatchNor

m 

Block8_5_Conca

tenate Concatenate (None, 3, 3, 384) 0 

Block8_5_Branch_0_Co

nv2d_1x1_Activation, 

Block8_5_Branch_1_Co

nv2d_0c_3x1_Activation 

Block8_5_Conv

2d_1x1 Conv2D (None, 3, 3, 1792) 689920 Block8_5_Concatenate 

lambda_19 Lambda (None, 3, 3, 1792) 0 Block8_5_Conv2d_1x1 

add_19 Add (None, 3, 3, 1792) 0 

Block8_4_Activation, 

lambda_19 

Block8_5_Activ

ation Activation (None, 3, 3, 1792) 0 add_19 

Block8_6_Branc

h_1_Conv2d_0a

_1x1 Conv2D (None, 3, 3, 192) 344064 Block8_5_Activation 

Block8_6_Branc

h_1_Conv2d_0a

_1x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_6_Branch_1_Co

nv2d_0a_1x1 

Block8_6_Branc

h_1_Conv2d_0a

_1x1_Activation Activation (None, 3, 3, 192) 0 

Block8_6_Branch_1_Co

nv2d_0a_1x1_BatchNor

m 

Block8_6_Branc

h_1_Conv2d_0b

_1x3 Conv2D (None, 3, 3, 192) 110592 

Block8_6_Branch_1_Co

nv2d_0a_1x1_Activation 

Block8_6_Branc

h_1_Conv2d_0b

_1x3_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_6_Branch_1_Co

nv2d_0b_1x3 

Block8_6_Branc

h_1_Conv2d_0b

_1x3_Activation Activation (None, 3, 3, 192) 0 

Block8_6_Branch_1_Co

nv2d_0b_1x3_BatchNor

m 

Block8_6_Branc

h_0_Conv2d_1x

1 Conv2D (None, 3, 3, 192) 344064 Block8_5_Activation 

Block8_6_Branc

h_1_Conv2d_0c

_3x1 Conv2D (None, 3, 3, 192) 110592 

Block8_6_Branch_1_Co

nv2d_0b_1x3_Activation 

Block8_6_Branc

h_0_Conv2d_1x

1_BatchNorm BatchNormalization (None, 3, 3, 192) 576 

Block8_6_Branch_0_Co

nv2d_1x1 

Block8_6_Branc

h_1_Conv2d_0c

_3x1_BatchNor

m BatchNormalization (None, 3, 3, 192) 576 

Block8_6_Branch_1_Co

nv2d_0c_3x1 

Block8_6_Branc

h_0_Conv2d_1x

1_Activation Activation (None, 3, 3, 192) 0 

Block8_6_Branch_0_Co

nv2d_1x1_BatchNorm 

Block8_6_Branc

h_1_Conv2d_0c

_3x1_Activation Activation (None, 3, 3, 192) 0 

Block8_6_Branch_1_Co

nv2d_0c_3x1_BatchNor

m 

Block8_6_Conca

tenate Concatenate (None, 3, 3, 384) 0 

Block8_6_Branch_0_Co

nv2d_1x1_Activation, 



88 

Block8_6_Branch_1_Co

nv2d_0c_3x1_Activation 

Block8_6_Conv

2d_1x1 Conv2D (None, 3, 3, 1792) 689920 Block8_6_Concatenate 

lambda_20 Lambda (None, 3, 3, 1792) 0 Block8_6_Conv2d_1x1 

add_20 Add (None, 3, 3, 1792) 0 

Block8_5_Activation, 

lambda_20 

AvgPool 

GlobalAveragePooli

ng2D (None, 1792) 0 add_20 

Dropout Dropout (None, 1792) 0 AvgPool 

Bottleneck Dense (None, 128) 229376 Dropout 

Bottleneck_Batc

hNorm BatchNormalization (None, 128) 384 Bottleneck 

normalize Lambda (None, 128) 0 Bottleneck_BatchNorm 
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Appendix B 

Structure of the Proposed Neural Network 

Layer Name Layer Type Output Shape Param# Connected To 

sface InputLayer (None, 160, 160, 3) 0  
sfing InputLayer (None, 160, 160, 3) 0  
dface InputLayer (None, 160, 160, 3) 0  
dfing InputLayer (None, 160, 160, 3) 0  
Face_Model Functional (None, 128) 22808144 sface, dface 

Fingerprint_
Model Functional (None, 128) 22808144 sfing, dfing 

ssid InputLayer [(None, 32)] 0  
dsid InputLayer [(None, 32)] 0  

ls288 
Concatenat
e (None, 288) 0 

Face_Model, 
Fingerprint_Model, ssid 

ld288 
Concatenat
e (None, 288) 0 

Face_Model, 
Fingerprint_Model, dsid 

ls512 Dense (None, 512) 147968 ls288 

ld512 Dense (None, 512) 147968 ld288 

ls384 Dense (None, 384) 196992 ls512 

stimes InputLayer [(None, 47)] 0  
ld384 Dense (None, 384) 196992 ld512 

dtimes InputLayer [(None, 47)] 0  

lsts 
Concatenat
e (None, 431) 0 ls384, stimes 

ldts 
Concatenat
e (None, 431) 0 ld384, dtimes 

lse Dense (None, 512) 221184 lsts 

lde Dense (None, 512) 221184 ldts 

lambda_42 Lambda (None, 1) 0 lse, lde 

activation Activation (None, 1) 0 lambda_42 

 


