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ABSTRACT

A PUF-BASED LIGHTWEIGHT GROUP AUTHENTICATION AND KEY
DISTRIBUTION PROTOCOL

Hiisnii Yildiz,
Ph.D., Department of Computer Engineering
Supervisor: Prof. Dr. Ertan Onur

Co-Supervisor: Assoc. Prof. Dr. Murat Cenk

August 2020, [78] pages

Securing Internet of Things (IoT) applications that collect and transport sensitive data
by guaranteeing authenticity, integrity, and confidentiality is a critical challenge. Re-
ducing computation and communication overhead of security functions is also a key
concern since a large number of constrained devices may take place in such appli-
cations. Our main focus in this thesis is group authentication and key management
in IoT. The existing group authentication and key management protocols in the lit-
erature perform computations using asymmetric ciphers, which are costly for IoT.
Therefore, applications generally employ simple security primitives that are prone to
or lead to cyber-attacks by using IoT devices. In this thesis, we propose a physically
unclonable function (PUF) based lightweight group authentication and key distribu-
tion (PLGAKD) protocol that employs PUF, factorial tree, and the Chinese Remain-
der Theorem (CRT). In PLGAKD, PUF facilitates lightweight authentication and key
distribution for group members. Factorial tree and CRT help us reduce the number
of keys stored in nodes and the number of communication messages contrary to the

binary tree. The communication overhead in PLGAKD is reduced to almost half in



comparison with binary trees for almost the same number of group members. More-
over, the computation overhead is significantly less since only symmetric encryption,

hash functions, and XOR are performed for group operations.

Keywords: Group authentication, group key distribution, security, Internet of Things
(IoT), lightweight cryptography, physically unclonable function (PUF), the Chinese
Remainder Theorem (CRT).
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PUF TABANLI HAFIF AGIRLIKLI KIMLIK DOGRULAMA VE ANAHTAR
DAGITIMI PROTOKOLU

Hiisnii Yildiz,
Doktora, Bilgisayar Miihendisligi Boliimii
Tez Yoneticisi: Prof. Dr. Ertan Onur

Ortak Tez Yoneticisi: Dog¢. Dr. Murat Cenk

Agustos 2020, [78| sayfa

Kimlik denetimini, biitiinliigii ve gizliligi garanti ederek hassas verileri toplayan ve
aktaran Nesnelerin Interneti (IoT) uygulamalarinin giivenligi dnemli bir sorundur. Bu
tiir uygulamalarda cok sayida kisith 6zelliklere sahip cihaz olabileceginden, giivenlik
islevlerinin hesaplama ve iletisim yiikiinii azaltmak da énemli bir konudur. Bu tezde
ana odagimiz IoT’de grup kimlik dogrulamasi ve anahtar yonetimidir. Literatiirdeki
mevcut grup kimlik dogrulamasi ve anahtar yonetimi protokolleri, 10T i¢in maliyetli
olan asimetrik sifreleri kullanarak hesaplamalar yapar. Bu nedenle, [oT uygulama-
lar1 genellikle basit giivenlik yontemlerini kullanir. Bu ise siber saldirilarda, cihazla-
rin kolayca ele gecirilip kullanilmasina olanak tanimaktadir. Bu tezde fiziksel olarak
klonlanamayan fonksiyon (PUF) tabanl hafifsiklet grup kimlik dogrulamasi ve anah-
tar dagitim (PLGAKD) protokolii PUF, faktoriyel agac¢ ve Cinli Kalan Teoremi (CRT)
kullanilarak onerilmektedir. Bu protokolde, PUF grup iiyeleri icin hafifsiklet kimlik
dogrulama ve anahtar dagitimini gerceklestirir. Faktoriyel aga¢ ve CRT, ikili arama

agacina kiyasla, diigiimlerde saklanan anahtar sayisim ve iletisim mesajlarinin sayi-
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sin1 azaltmamiza yardimei olur. PLGAKD’deki iletisim yiikii ikili arama agaci algo-
ritmalarina gore neredeyse yar1 yariya diistiriilmiistiir. PLGAKD’de sadece simetrik
sifreleme, 0zet fonksiyonu ve XOR operasyonlar1 kullanildigindan, hesaplama yiikii

oldukca diisiiktiir.

Anahtar Kelimeler: grup kimlik dogrulamasi, grup anahtar dagitimi, giivenlik, nesne-
lerin interneti (IoT), hafif islemli kriptografi, fiziksel olarak klonlanamayan fonksi-

yonlar, Cinli Kalan Teoremi
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CHAPTER 1

INTRODUCTION

The number of [oT devices is expected to be 75 billion in 2025 [32]]. Since IoT devices
are designed to perform only one task or a few tasks on a limited energy budget for a
very long period of time, most of them have limited CPU, memory, and disk capacity.
Due to these constraints, they cannot perform conventional cryptographic operations.
Therefore, these devices either have no security or straightforward security policies.
According to the Kaspersky Lab report, over 105 million IoT attacks coming from
279, 000 unique IP addresses were detected in the first half of 2019 [28]. These attacks
are performed mainly using Mirai Malware, NyaDrop Trojan, and Gafgyt Malware.
The number of attacks has increased almost ten times compared to the previous year.
In 2016, a distributed denial of service (DDoS) attack was performed to a few of the
largest technology companies by using [oT devices, and the services they provided
during DDoS could not be accessed. 10T devices are not only used to perform cyber-
attacks to other companies but also pose a threat to lives through the data they collect
and share with providers. Therefore, these devices must be secured. For IoT
security, symmetric ciphers or hash functions are suitable contrary to asymmetric
ciphers due to the fact that their computation overhead is considerably lower than
asymmetric ciphers except for elliptic curve cryptography algorithms [36, 37,42, 64,
77, [79, 82, 189, 94] [101]. New lightweight symmetric ciphers and hash functions
are designed by reducing the number of rounds, block size and key size in different
ranges from 32 bits to 128 bits. These lightweight algorithms are examined under two
groups: hardware- or software-oriented that can be chosen tailored to requirements.
Moreover, as an integrated circuit, physically-unclonable function (PUF) reduces the
computational overhead of cryptographic operations, specifically in authentication

and key distribution [23} 31} 140, (74, 92]].
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Figure 1.1: Group communication in smart lighting.

In addition to IoT security problems, increasing the number of IoT devices can cause
network congestion, message losses, and communication delays while sharing data,
updating firmware/configuration, or video streaming. Instead of using unicast mes-
saging, broadcast and multicast mechanisms can be used to eliminate these problems
in [oT applications such as software/configuration update, traffic management, border
security, smart ligthing, emergency broadcast, and management of smart home appli-
ances. Therefore, group communication algorithms may be used in large-scale net-
works like smart lighting. A good illustration for this point could be the one as shown
Figure [I.1] In this example, a powerful server communicates with smart lights over
a gateway. Group communication in smart lighting enables efficient firmware/con-
figuration updates of IoT devices. Moreover, switching on/off lights with minimum
delays is achieved by using group communication. These algorithms use a group
key for secure and lightweight communication among group members. In this way,
network overhead can be significantly reduced while meeting security requirements.
Group communication can be examined under three main architectures, which are

centralized, decentralized, and distributed [41]].

In a distributed architecture, each node in the group must join the group key agree-

ment process in the initialization phase. Since this method requires a large amount of
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communication and computation overhead, distributed methods may not be feasible
in 10T applications that require a central unit. Therefore, centralized or decentralized
key distribution methods are used. In these architectures, one or more group leaders
manage the key generation process and distribute the keys to the nodes. The hardest
part of group communication algorithms is the key renewal process that is performed
when any node is evicted from the group or added to the group to guarantee backward
and forward secrecy. Many studies in the literature prefer key hierarchy using binary
tree structures in which the rekeying process is completed efficiently for backward

and forward secrecy with logarithmic complexity [85, 98, [103].

1.1 Problem Definition

Group communication algorithms take place in IoT-based solutions to perform secu-
rity primitives with minimum cost. The main bottleneck of these approaches is the
cost of a key renewal process rather than the authentication of nodes and the distri-
bution of group key in the initialization phase. Owing to the fact that information
is encrypted by using the group key, adding a new node to the group or evicting a
node from the group requires the group key to be updated for preserving forward and
backward secrecy. While updating the group key, this process should be performed
with a minimum cost on the network and it should be completed as quickly as pos-
sible. The existing methods are inappropriate for IoT devices on account of the fact
that these methods do not consider lightweight cryptographic primitives, storage, and

communication overhead in the same design.

1.2 Proposed Protocol and Contributions

PUF-based Lightweight Group Authentication and Key Distribution Protocol is de-
signed fully compatible with 10T devices. In order to eliminate the costly public key
cryptography operations, the cheap and energy-efficient structure of PUF is preferred
without compromising security. For efficient key renewal process, many studies in
the literature use tree-based key hierarchy that provides logarithmic communication

complexity with extra storage. Therefore, PLGAKD uses a factorial tree that contains
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more nodes on fewer levels to reduce storage overhead. However, this leads to an in-
crease in the communication overhead in comparison with binary-tree structures. At

this point, the Chinese Remainder Theorem is used to reduce network overhead.

In this thesis, our contribution is summarized as follows:

e We propose a PUF-based lightweight group authentication and key distribu-
tion (PLGAKD) protocol. This protocol can perform in both centralized and
decentralized architectures. The proposed protocol provides efficient group
lightweight authentication and key distribution by further reducing the num-
ber of messages and stored keys for the key renewal process in comparison to

other approaches in the literature that employ binary tree.

e To guarantee lightweight secure authentication and key distribution, a PUF,
which provides unique keys without storing any information on a device, is

used with symmetric ciphers.

e To reduce storage overhead of nodes, factorial tree is preferred that holds more
nodes at lower levels. Although factorial tree structure reduces storage over-
head, it does not offer an advantage to reduce the number of messages. There-
fore, CRT is utilized for combining multiple messages into a single message

for further decreasing the number of messages.

1.3 Outline

The remainder of this thesis is structured as follows:

e Chapter 2] presents a detailed description of the lightweight cryptography and

describes the main components of the proposed protocol.

e Chapter 3| gives a brief review of the existing group communication algorithms

and lightweight approaches.

e Chapter [] introduces complete model of the PLGAKD protocol. How the PL-
GAKD protocol achieves lightweight group authentication, key distribution,

and efficient key renewal are presented in this chapter.
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° ChapterE] discusses the threat, communication, computation, and storage anal-

ysis of the proposed protocol.

e Chapter [6] presents the conclusion of this thesis.






CHAPTER 2

PRELIMINARY AND BACKGROUND

This chapter introduces key terms of the proposed protocol and gives a detailed ex-

planation about lightweight cryptography.

2.1 Lightweight Cryptography

The number of connected devices will increase with the deployment of Internet of
Things (IoT) and is expected to reach 75 billion in 2025 [32]. Since the number of
devices increases in the next decade, the amount of data will increase while these
devices are communicating with each other. Therefore, a large bandwidth will be
required. Because of the massive amounts of data generated by IoT devices us-
ing machine-to-machine communication and human-centric applications, the exist-
ing communication protocols will encounter communication delays, network conges-
tions, and message losses. Since 5G provides machine-to-machine communication,
wider coverage, ultra-large capacity, low latency, and green communication, it is ex-
pected that 5G becomes the de-facto communication and solves all problems arising
from IoT devices. Additionally, IPv6 may substitute IPv4 in the near future due to
the lack of sufficient address space of IPv4. Thanks to IPv6 that has 2'?® addresses,
devices will directly communicate with each other in the network. 5G and IPv6 tech-
nologies will pave the way for new security vulnerabilities while having many advan-

tages.

Conventional cryptographic algorithms are employed to provide confidentiality, in-
tegrity, availability and non-repudiation. They are usually designed to satisfy security

requirements without considering limitation or constraints on energy consumption,
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computation power or memory. They are mostly executed on powerful devices such
as desktops, smartphones, tablets and servers. However, constrained devices cannot
perform conventional cryptographic operations since they have limited CPU, mem-
ory and power. In near future, billions of constrained devices are expected to be
used in smart homes, smart cities, agriculture, healthcare and transportation to gather
information via sensors and send to clouds. While transporting the data, new chal-
lenges arise due to constraints of the employed equipment that cannot perform secu-
rity primitives. Therefore, new protocols and security mechanisms have to be devel-
oped since conventional cryptographic algorithms are not performed on constrained
devices. Because of the limited CPU, memory and storage, there are new solutions
like Constrained Application Protocol (COAP) [84] as the web transfer protocol,
6LoWPAN [62] as the low cost internet connectivity, Message Queuing Telemetry
Transport (MQTT) [8] as the machine to machine lightweight messaging protocol for
monitoring, Extensible Messaging and Presence Protocol (XMPP) [83] as the com-
munication protocol for messaging, Data Distribution Service (DDS) [3] as the data
exchange service. However, these protocols and/or services cannot be performed by
constrained devices because of the their limitations. To establish secure channels for
constrained devices, novel lightweight or ultra-lightweight cryptographic approaches
have to be designed to provide a sufficient security level. The term "lightweight" is

used for energy efficiency. It does not indicate lack of security or lower level security.

The main communication design of IoT, integrated with transportation, smart cities,
smart homes, healthcare, agriculture and other digital systems, and 5G is shown in
Figure 2.1] The vision of 5G and IoT integration with transportation, smart cities,
smart homes, healthcare, agriculture and other digital systems is illustrated in Figure
[2.1] Many applications are envisioned, such as adjusting home temperature, checking
unusual situations, emergency broadcast, measuring the amount of moisture of fields,
border security, optimizing traffic density, adjusting power distribution, and smart
lighting. Data centers store data gathered by sensors. Moreover, cloud-like servers
are used to reduce computation overhead on clouds and communication overhead on

IoT. They are located near to a source of the data.

New devices are produced for new [oT design, and the amount of energy consump-

tion has been increasing. However, it affects our daily life. One of the well-known
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Figure 2.1: 5G and IoT integration in intelligent transportation systems, smart cities,

smart homes, healthcare, agriculture and other vertical sectors.

effect is global warming since C'O, emissions are increasing through the production
and the consumption of energy. Nowadays, factories consume a huge portion of en-
ergy as shown in Figure [2.2][12]]. In addition, constrained devices will be one of the
main energy consuming domains since billions of them will take part in our daily
life, soon. Moreover, changing the batteries of constrained devices frequently is hard.

Therefore, the energy consumption of 10T devices should be reduced by designing
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energy efficient solutions. Green and secure technology is related with lightweight
cryptography since their design considers minimum energy consumption with suffi-

cient security principles.

Energy Consumption by Sector (Trillion Btu)
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Figure 2.2: Energy Consumption between 1945 and 2015 (redrawn from [[12]])

Although extra energy saving via lightweight cryptography per unit might be negligi-
ble, the total amount will be considerably large when implemented in a network that
contains billions of devices. Therefore we give a detailed explanation on lightweight
cryptography in this section. This section covers lightweight cryptography standards,

block ciphers, stream ciphers, and hash functions, respectively.

2.2 Constrained Devices and IoT Security

One of the main components of 10T is constrained devices. The constraints of these
devices can be chip area, energy consumption, program code size, RAM size, com-
munication bandwidth and execution time [6]. They can be used in many areas such
as smart cities, smart homes, agriculture, transportation and healthcare to gather and
send information since they are small and portable devices. However, their limita-

tions can be determinative factors including communication range, application size
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and its functionalities, data transfer speeds and units, storage etc. Therefore, most
of the devices are designed to perform only one task. RFC 7228 [22]] classifies con-
strained devices according to their data and code size, energy limitation and power
usage. Data and code size show how many bytes can be stored in ROM and RAM.
The classification of energy limitations refers to the type of power source, which can
be event energy-limited, period energy-limited, lifetime energy-limited or no limita-
tions. Use of power by constrained devices are categorized as follows: always-on,

normally-off and low power.

The main challenge of IoT originates from its heterogeneity: various devices are as-
sembled into a network and they interact with each other. Since these devices have
different amounts of resources, their protocols should be adapted according to the
devices’ characteristics. However, conventional protocols do not satisfy the require-
ments of heterogeneity. From the viewpoint of security, compatible protocols with
heterogeneous devices should be standardized for authentication, end-to-end security
and data transfers. On the other hand, communication of heterogeneous devices, vary
from sensors to servers, introducing new threats for IoT. According to the "Security
Considerations in the IP-based Internet of Things" draft [48]], these threats can be
listed as cloning things, malicious substitution of things, eavesdropping attack, man
in the middle attack, firmware replacement attack, extraction of security parameters,
routing attack, privacy threat and denial of service attack. These threats can be ex-
amined in two groups: bootstrapping and operational phase. Bootstrapping phase is
installation of the requirements of devices (firmware, key materials etc.) and codify-

ing. Operational phase implies run time.

The lightweight cryptographic algorithms can be examined under two groups: hard-
ware and software. The comparison of hardware implementations are performed with
gate equivalents (GEs) and cell library that determines the energy consumption. In
software implementation, the key factors are allocated space in RAM and ROM [9].
International Organization for Standardization (ISO) determines lightweight cryptog-
raphy standards for general purposes [[6], block ciphers [2], stream ciphers [[10], asym-
metric techniques [1], and hash functions [4]. Lightweight cryptography algorithms
are classified as: symmetric ciphers, hash functions and public key cryptography. Ad-

ditionally, symmetric ciphers are divided into two groups: stream cipher and block

11



cipher.

As a part of the IoT security, lightweight cryptographic algorithms are divided into
three perspectives: performance, cost and security. To design new lightweight algo-
rithms, security versus performance, security versus cost or performance versus cost
trade-offs (Figure[2.3)) are usually chosen. Because of the restrictions imposed by the
constrained devices [80], balancing these factors in the same design is extremely hard.
In fact, cryptographic algorithms form the backbone of security but security does not
only consist of symmetric ciphers, asymmetric ciphers and hashing algorithms but
also design of the system and its interaction, which determine the overall security.

Public Key Cryptographic algorithms have more mathematical operations than other

Architecture
Serial Parallel

Figure 2.3: Design principles of lightweight cryptography (redrawn from [80])

algorithms and this affects power consumption. Indeed, a large portion of energy
consumption occurs when wireless communication is used. In [78], it is mentioned
that public key cryptographic algorithms consume as much energy as physical layer
of the wireless communication stack. If public key algorithms are used, the lifetime
of devices will be very short. Therefore, symmetric ciphers and hashing algorithms

are usually preferred to provide long battery life.
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2.3 Lightweight Block Ciphers

Lightweight block ciphers are designed by taking into consideration cell library, gate
equivalence (GE), a number of rounds, block size, key size, and throughput to achieve
optimal cipher. In the literature, there are proposed many block ciphers with different
approaches such as fewer number of rounds, usually supporting a 64-bit block size
with different key size options or smaller substitution boxes. We examine the main
design issues of the proposed algorithms broadly in this section. As stated in the ISO
standard [2]], PRESENT [21] and CLEFIA [88] satisfy the lightweight cryptography
requirements. Moreover, SIMON and SPECK [17] ciphers are analyzed to present
different design concerns. To compare different lightweight block ciphers in the lit-

erature, we briefly epitomize the main characteristics of block ciphers in Table [2.1]

[7].

Lightweight cryptographic algorithms are specially designed considering hardware
or software implementations. Their requirements of power consumption, memory or
CPU are optimized considering the selected cell library. To determine these require-
ments appropriately, algorithms should be tested in their practical environments. Due
to the lack of these environments, we classify lightweight block ciphers using their
software implementations’ results on the same sensor [5, 23]. The number of en-
cryption and decryption cycle of the algorithms on the same sensor gives an opinion
about power consumption illustrated in Figure 2.4, This figure shows that we can
divide lightweight block ciphers into three groups. From the minimum energy con-
sumption to the maximum energy consumption, they can be listed as blue, red and
green groups. Generally, those ciphers with larger block sizes or key sizes consume
a larger amount of energy. Most of these algorithms perform encryption and decryp-
tion process with almost the same range of cycle counts except MCRYPTON and
IDEA. Speck 64-bit block size with 96-bit and 128-bit key sizes has the minimum
power consumption since it is a software-oriented cipher. This situation emphasizes

the importance of implementation environments.
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Table 2.1: Lightweight Block Ciphers [7].(NA = Not Available)

Block

CellLibrary

Throughput

Power

Algorithm Key Size Rounds Area (GE) Structure Reference
Size (um) (kb/s,100khz) | (UW)
128 18 4950/5979 355.6/711.1 NA
CLEFIA 128 192 22 8536 0.09 FN NA NA [88]
256 26 8482 NA NA
DESL 64 64 16 1848 0.18 FN 5.55 0.89 [66]
DESXL 64 184 16 2168 0.18 FN 44.4 1.6 [66]
48 1008 2.21
EPCBC 96 32 0.18 SPN 12.12 [102]
96 1333 3.63
HIGHT 64 128 32 3048 0.25 FN 188.2 NA [54]
32 802 12.5 0.381
KATAN 48 80 254 927 0.13 LFSR 18.8 0.439 | [30]
64 1054 25.1 0.555
32 462 12.5 0.146
KTANTAN 48 80 254 588 0.13 LFSR 18.8 0.234 | [30]
64 688 25.1 0.292
64 12 1220 30.9 NA
KLEIN 64 80 16 1478 0.18 SPN 23.62 NA [43]
96 20 1528 19.1 NA
LBLOCK 64 80 32 1320 0.18 FN 200 NA [99]
64 32 966 5.1 NA
LED 64 0.18 SPN [45]
128 80 1265 34 NA
64 2420 492.3 NA
mCRYPTON 64 96 12 2681 0.13 SPN NA NA [67]
128 2949 NA NA
64 1396 200 NA
MIBS 64 32 0.18 FN [56]
80 1530 NA NA
. 80 25 1136 237.04 NA
Piccolo 64 0.13 FN 186]
128 31 1197 193.94 NA
80 1570
PRESENT 64 31 0.18 SPN 200 5 [21]
128 1886
48 80 48 503 100 NA
PRINTCIPHER 0.18 SPN [60]
96 160 96 967 100 NA
Puffin 64 128 32 2577 0.18 SPN NA NA [26]
80 1600 246 74.31
Rectangle 64 25 0.13 SPN [103]
128 2064 246 72.15
SEA 96 96 449 0.13 FN NA 3213 | [91]
32 64 32 NA NA NA
48 72/96 36 NA/763 NA NA
SIMON 64 96/128 42/44 838/1000 0.13 FN NA NA 7]
96 96/144 52/54 984/NA NA NA
128 128/192/256 | 68/69/72 | 1317/NA/NA NA NA
32 64 22 NA NA NA
48 72/96 22/23 NA/884 NA NA
SPECK 64 96/128 26/27 984/1127 0.13 FN NA NA (7]
96 96/144 28/29 1134/NA NA NA
128 128/192/256 | 32/33/34 | 1396/NA/NA NA NA
80 1503 178 NA
TWINE 64 36 0.09 FN [93]
128 1866 178 NA
XTEA 64 128 64 3490 0.13 FN 57.1 19.5 [70]

14




*JOSUQS QWES Y} UO SWYIIOT[B Y} JO 9[0Ad uondA1d9p pue uondAIoud jo roqunu Y[, :4°g 2IN3L{

wno) 3pAY uondAioul

00009 00005 0000% 0000€ 00002 00001 0
- 0
96 p9NIdS |
o081 _ _ e
- . 96 FINOWIS 8TT v9I3dS
96 9603ds BCF BEDDIS
YT 96403dS |, - St 00002
osanimL  PISEIN HOH 55 . 32 VNI
SZTINIML » ., v faz 238
Z6TVI431D 8CIVI4ID |, uoaysougn| 96NI3TY Womlo 2 m g
.

Wovrds ossEIn §o& 0000

osTvID. © SZT BZINOWIS &

vrT 96NOWIS*  °
_ 00009
np1 $903
Ll
Xs3d 00008
00000T
0000ZT
PINOLAAHIN
B8TTNOLIAYIIN = v3ial 0000¥T
96NOLIAYIIN

000091

15

uno) apA) :uondAnag



2.3.1 PRESENT

PRESENT is one of the lightweight block ciphers standardized by the International
Standardization Organization (ISO). The block size of the PRESENT is 64-bit and the
key size can be 80-bit and 128-bit using 1570 GE. Present uses Substitution Permuta-
tion Network (SPN) [51], that has single 4-to-4 bit S-Box, regular bit permutation for
P-Box and 31 rounds. The encryption and decryption processes need same physical
resources. Moreover, encryption keys are processed on the fly. Although the present
cipher is resistant to most known attacks, it is vulnerable to key rectangle attacks on

17 rounds and side-channel attacks [99].

2.3.2 CLEFIA

One of the other ISO compatible lightweight block ciphers is CLEFIA that its block
size 1s a 128-bit with 128, 192, and 256-bit key lengths. Moreover, CLEFIA presents
a different number of rounds: 18, 22, and 26. CLEFIA uses type-2 Feistel Network
(FN) [53] that 32-bit F'-functions and consists of 4 data lines in each round. To pre-
vent cryptographic attacks, F'-functions consist of Diffusion Switching Mechanism
(DSM)[87] with two different diffusion matrices and S-Box. DSM not only reduces
the number of rounds but also accelerates the encryption and decryption processes

without compromising the security.

2.3.3 SIMON and SPECK FAMILY

SIMON and SPECK algorithms[/17] are proposed by NSA to provide flexibility for
different environments such as ASIC, FPGA, microcontroller and microprocessor.
These algorithms consist of different block sizes and key sizes. In addition, they pro-
vide high throughput on these platforms. The flexibility provided by SIMON and
SPECK is used for applying security primitives to a wide range of constrained de-
vices. This flexibility can be divided into two groups: hardware and software ori-
ented. Therefore, SIMON is designed for hardware and SPECK is designed for soft-
ware. SPECK has fewer rounds than SIMON and SPECK can reuse key scheduling.
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2.4 Lightweight Stream Ciphers

Stream ciphers encrypts data, a bit or byte stream, using keystream which they pro-
duce. Stream ciphers have to be fast and use low memory compared to block ciphers
contrary to block ciphers. There are recommended two stream ciphers by ISO: ENO-
CORO [97] and TRIVIUM [29]. Table [2.2] [7] presents several stream ciphers and

their properties.

24.1 ENOCORO

Enocoro stream cipher uses PANAMA like keystream generator (PKSG) [27]], which
uses 80 bit and 128-bit key length with 64-bit Initialization Vector (IV) for encryption
and decryption. The internal state of Enocoro consists of two functions, called p and
A. The A function contains XOR operations and byte-wise rotation. The p function
consists od S-Box and linear transformation. Substitution-Permutation-Substitution
structure provides stronger encryption contrary to SPN. Enocoro performs 80 bit and

128 bit key lengths operations with 2.7 K and 4.1 K gate area, respectively.

24.2 TRIVIUM

Trivium is a synchronous stream cipher that uses 80-bit IV and 80-bit key length. As
a part of ESTREAM Project [11], Trivium has a hardware efficient design. Moreover,
its compact design provides a suitable environment for constrained devices. Applica-
tions that require high throughput is performed fast by using Trivium. The algorithm
uses three feedback registers in the internal state with different key lengths, 84, 93,
and 111 bits. In addition, 24 keystream bits are produced for each IV and key.

17
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24.3 GRAIN

Grain is another hardware-efficient synchronous stream cipher. Grain uses 64-bit and
80-bit IV as inputs with 80-bit and 128-bit key length, respectively. The main compo-
nents of the grain are Non-linear Feedback Shift Register (NFSR) [39], Linear Feed-
back Shift Register (LFSR) [76], and output function. NFSR and nonlinear output
function guarantees the the nonlinearity of the algorithm. Moreover, LFSR guaran-
tees that the period of keystream is large and provides a good balance for the output.
In case of the expandable hardware, the performance of the Grain increases. Due to

some weaknesses, the recommended versions of Grain can be found in [13], 49]].

2.5 Lightweight Hash Functions

A Hash function maps arbitrary data to a fixed size output. It is widely used in
cryptography for data integrity, digital signatures and so on. A perfect hash func-
tion should resist to the collision, preimage, and second preimage attacks. Although
There are many design structures for hash functions, lightweight has functions are
built on Merkle-Damgard [75] and Sponge [[18]]. ISO 29192-5 [4] recommends three
hash functions: PHOTON [44], SPONGENT [20] and Lesamnta-LW [52]. Table [2.3]

presents the main features of hash functions [7]].

2.5.1 PHOTON

PHOTON is a hash function which is designed for extremely constrained devices.
Domain extension algorithm of PHOTON is designed with sponge construction with
different internal state and output digest sizes: 100, 144, 196, 256 and 288 bits and
80, 128, 160, 224, 256, respectively. Although the internal memory used by sponge
construction is low, it reduces the speed of the small message hashing. The flexibility
of the algorithm is achieved by reducing time spending in squeeze process. It is also

reduces preimage-resistance as far as possible.
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2.5.2 SPONGENT

SPONGENT achieves robustness by performing PRESENT type permutation with
sponge construction. It provides different hash sizes, 88, 128, 160, 224 and 256,
with different number of rounds, 45, 70, 90, 120 and 140. By using serialization,
SPONGENT provides compact design. Moreover, it produces small footprint. To
minimize footprint, SPONGENT algorithm uses simple round function with 4-to-4

bit S-Box.

2.5.3 Lesamnta-LW

Lesamnta-LW is a 256-bit hash function with Merkle-Damgard domain extension al-
gorithm [52]]. It provides at least 120-bit security. Unlike other hashing algorithms
standardized by ISO, this algorithm uses 128-bit key for hashing. Moreover, algo-
rithm uses different compression function called LW1, that occupies less memory,

since the key size is smaller than the block size.

2.6 Physically Unclonable Function

A Physically Unclonable Function (PUF) [50, 81, 93] is an integrated circuit (IC)
that takes a certain input (challenge) and produces a certain output (response) without

storing in digital memory:
f:X =Y, Xe{0,1}"Y e{0,1}",

where [ is a one-way function that maps X to Y. Each PUF generates a different
response to the same challenge due to the fabrication process of ICs that provides
uniqueness for PUFs since it is extremely hard to produce the same IC. Therefore,
PUFs are unclonable. Moreover, data, while producing a response, cannot be read
since it is tamper-evident. If there is any physical attempt to read, it will generate
totally different responses from expected responses since this attempt directly affects
the generation procedure of PUF. It also generates responses only in online mode.

Because of the aforementioned reasons, PUFs can be used for security purposes such
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as authentication, data integrity, key generation, access control, and privacy. Besides,
a PUF provides a cheap and energy-efficient environment since it is only responsible
for the generation of outputs by using integrated circuits, which only consist of differ-
ent series of logic gates. In order to perform a security task with PUF, the following

procedure is usually performed:

e The server chooses challenges and stores the responses corresponding to these
challenges from PUF before deployment. These challenges and responses are

used for performing security primitives,

o After deployment of PUF, each communication attempt is verified with a challenge-

response pair (CRP),

e When the server starts the communication, the server sends the challenge to the

node,

e The PUF on the node produces a response using this challenge and sends it to

the server,

e The server verifies the response using the stored values.

There are two types of PUFs, weak and strong. These types are related to the size
of the chip. The chip size determines the number of CRPs that can be generated by
a PUF. Since the chip size of a weak PUF is small, the number of CRPs is small.
The CRPs of weak PUF are usually used as a pre-shared key. However, strong PUFs
can generate about half a million different outputs in which each transaction can be
secured with different CRPs. Rather than using only a few shared keys, thousands of
different keys provide excellent security for communication since each authentication
attempt or transaction is performed with a different key. Therefore, it is assumed that
the proposed protocol in this thesis uses strong PUF. The different types of PUFs [81]

can be summarized as follows:

Weak PUFs:

¢ Static Random-Access Memory (SRAM) PUF: contains a pair of cross-coupled
of inverters. The produced bit is determined according to the value of fastest

inverter.
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e Ring Oscillator (RO) PUF: comparison of self-oscillating loops that consist

of odd number of inverters are used to generate response bits.

Strong PUFs:

e RO Sum PUF: m pairwise frequency differences are used to generate response

bits.

e Loop PUF: comparison of single reconfigurable paths in every stage produce

response bits.

e Arbiter PUF: comparison of two reconfigurable paths that have nominally

identical delays are used to generate response bits.

PUF is very suitable for constrained devices since it consumes a low amount of en-
ergy when it generates responses. On the one hand, PUF is vulnerable to environmen-
tal factors such as temperature and voltage variations that cause noise on responses.
These factors also affect cryptographic operations since different responses can be
generated for the same challenge. Therefore, error correction mechanisms as secure
sketches are used to generate the same response corresponding to the same challenge,
even so, environmental factors cause noise. On the other hand, PUF responses are
not uniformly random and are not used as cryptographic keys. Therefore, a fuzzy
extractor, which is a one-way function, is used to produce uniform random responses.
In the literature, some proposed algorithms perform operations without using secure

sketches and fuzzy extractors.

2.6.1 Secure Sketch

Secure sketch is an error correcting algorithm that consists of two parts: sketch (SS)

and recover (Rec).

e Sketching procedure takes an input w € M, where M is a metric space with

distance function dis(), then returns an output of bit string s € {0, 1}*.
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e Recover procedure takes an input w' € M and bit string s € {0,1}*. This
process assure that Rec(w', SS(w)) = w if dis(w,w’) < t, t is a threshold

distance value in the metric space.

e The security property guarantees that for any W over M with min-entropy m,
an adversary can recover w € W if an adversary eavesdrops s with a probability

smaller or equal to 2~™

2.6.2 Fuzzy Extractors

Fuzzy extractor [34] maps two very close strings to same value using helper data
in order to get rid of the noises on data. There are two phase for fuzzy extractor:

Generation (Gen) and Reproduction (Rep).

e For any string w € M, the generation function, using w, produces two outputs:

an extracted string R € {0, 1}' and a helper string P € {0, 1}.

e The reproduction phase takes a w' € M which is very close to w and a helper
string P € {0, 1}. If distance between w and w’ is under some threshold t, the

reproduction function assures:
Gen(w) = (R, P) = Rep(w', P). (2.1)

e The security property guarantees that for any W over M with min-entropy m

since R is nearly uniform distributed

Moreover, fuzzy extractors can be used with secure sketchs to minimize the impact

of noise due to environmental factors as shown in Figure [2.5]

2.7 Group Communication

Group communication algorithms provide efficiency when too many devices commu-
nicate among each other. Instead of one-to-one communication that requires agree-
ment on the secret key for each communication attempt to be secure, the group mem-

bers share information using a group key. Since the group key is shared with members
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Figure 2.5: Generation (Gen) and Reproduction (Rep) procedure of fuzzy extractor

(redrawn from [57]]).

in the group initialization phase, the cost of the one-to-one communication for key
agreement is eliminated. However, this method causes a vulnerability when adding
or evicting operations are performed for group membership. Therefore, group com-

munication algorithms must guarantee backward and forward secrecy:

e When any node is added to a group, the group key must be updated for back-
ward secrecy to prevent the decryption of older messages in the system. New

members must not be able to read old messages.

o In the same way, forward secrecy must be guaranteed by updating the group key

that prevents accessing the new messages when the group member is evicted.

There are three types of group communication architectures: centralized, decentral-
ized, and distributed [24, 41] as illustrated in Figure In distributed architec-
tures, all group members join the decision making procedure. Each member of the
group shares their owns message with other members and agrees on the group key.
Therefore, this process requires too many network messages and computations. In
centralized architectures, there exists a group leader that manages whole communi-
cation. The group leader generates the required materials and distributes them to the
nodes. Moreover, each member only communicates with the group leader in contrast

to distributed systems. The decentralized architectures are almost the same with cen-
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tralized systems except that decentralized systems have more than one group leader.
This system resolves the single-point-of-failure challenge and distributes the load to

the group leaders.

Figure 2.6: Group communication systems: A) Centralized B) Decentralized C) Dis-

tributed

IoT devices cannot handle a large amount of communication overhead. They spend
the most energy during communication. Therefore, minimizing the communication
overhead is one of the key issues for the IoT environment. However, it cannot be
achieved in distributed architectures. Centralized and decentralized group key distri-
bution methods provide a suitable environment for group communication due to the
limitations of these devices. Instead of communicating with each participant, group

members only communicate with the group leaders.

2.8 Tree-based Group Key Distribution

There are proposed algorithms for group key distribution in centralized structures [33,
42,161,168.,179,185.,190, 101} 104} [105]can be examined under two phases: initialization
and updating the group key. For the initialization phase, group authentication and key
distribution require O(n) operations for n members since group members must be
verified, and the group key must be distributed one by one to members. The most
complicated part for group operation is adding a node to a group or evicting a node
from a group since the group key is updated. These operations require that all nodes
of the group are informed to update the group key except the added/evicted node. The
communication cost of the update procedure is calculated as the sum of the unicast,

multicast, and broadcast messages. The communication cost is inversely proportional
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to the storage cost that the amount of space required to store key materials in each
node. These operations have O(n) complexity in the worst-case to distribute a new
group key to all group members. The server sends a new group key to all nodes
one by one and each node only stores the group key and the shared key. The best-
case scenario, which is O(1), is performed by storing all possible keys in all nodes
[38]. Although only a broadcast message is sufficient for a key renewal process,
storage cost is extremely high in this scenario for all nodes in a group. In order
to reduce communication costs between the server and nodes, algorithms based on a
binary tree are preferred by using key hierarchy. In key hierarchy approach, nodes are
divided into different subgroups and each subgroup has different sets of key materials.
By using these sets, the cost of the key renewal process is reduced. In binary tree
structures, the group key is located at the root node within Level 0 as illustrated in
Figure[2.7} Group members are located in leaf nodes within Level 3 at the same level,
and the rest of the nodes store internal keys within Level 1, 2 that are used for the key
renewal process. Since nodes only store the keys from the leaf node to the root node
on the shortest path, the storage overhead of group members is only log(n) keys for
this structure. Although binary tree structures increase storage requirements, the key
renewal process is reduced to logarithmic complexity. The key renewal process must
include the renewal of the internal keys since the adding/evicting operations with the
same internal keys cause information leakage. Instead of updating all internal keys,
only internal keys, which are on the key path of the added/evicted node, are updated.
For a detailed comparison, the required number of messages for key renewal and

stored keys for k-ary trees are represented in Table

2.8.1 Factorial Tree

In group communication for n nodes, a binary tree reduces the communication cost of
both adding and evicting operations on the network where each node in a binary tree
has at most two children. However, each node on the group must store log(n) keys.
In order to reduce the storage cost for n nodes, factorial trees can be used. Unlike the
binary tree, each node in factorial tree has at most (¢ + 2) children at level ¢ as shown
in Figure [2.7] The total number of nodes of each level is calculated by using factorial

of the (¢ + 1), as shown in Table[2.4]
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Table 2.4: The number of nodes and key update messages for complete Factorial Tree

and k-ary tree (¢: level of the tree, n: the number of total nodes in tree).

Factorial Tree | k-ary Tree

# nodes per level (t+1)! Kt

# key update messages | t(t+1)/2 | (k—1)log,n

The number of keys stored in each leaf node for a binary tree is log(n) where n is the
number of nodes and ¢ is the level of the tree for a leaf node. Also, the key renewal
process (adding or evicting nodes) takes log(n) messages for the whole tree. How-
ever, a factorial tree contains more nodes than the binary tree starting from Level 2 as
shown in Table [2.4] Therefore, the number of keys stored in members is lower than
the binary tree, which is shown in Table[2.5] Although Factorial Tree accommodates
more group members at lower levels, the key renewal process takes ¢(¢ + 1)/2 mes-
sages on the network, which is higher in comparison with the binary tree. Our aim is
to reduce total messages in the network while increasing the number of nodes. There-

fore, the Chinese Remainder Theorem is used to minimize the number of messages.

Table 2.5: The number of stored keys on nodes with different tree structures.

# of Group | Factorial | Binary | 3-ary | 4-ary | 5-ary | 6-ary
Members Tree Tree Tree | Tree | Tree | Tree
16 4 5 4 3 3 3
32 5 6 5 4 4 3
64 5 7 5 4 4 4
128 6 8 6 5 5 4
256 6 9 7 5 5 5
512 6 10 7 6 5 5
1024 7 11 8 6 6 5
2048 7 12 8 7 6 6
4096 7 13 9 7 7 6
8192 8 14 10 8 7 7
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2.9 The Chinese Remainder Theorem (CRT)

The proposed protocol in this thesis achieves the key-renewal process by significantly
reducing communication overhead with CRT. In the key-renewal process for tree
structures, internal nodes are used to share the new group key with group members.
However, the number of horizontal internal nodes in a factorial tree is higher than the
binary tree beginning from level 2, which causes the number of messages to increase.
To reduce the number of messages originating from horizontal nodes for updating the
group key, PLGAKD that we present in Chapter 4 uses CRT that combines multiple

messages into one.

Let ki, ko, . .., k, be pairwise relatively prime integers (gcd(k;, k;) = 1 for i # j)
greater than 1 and let rq, 79, ..., 7, be integers. The system of simultaneous congru-

ences:
x =11 mod kq,
x = romod ks,
x =r,modk,,

has a unique solution in mod K where K = k1k, ... k,. Specifically, x is between 0

and ki ks ... k,. Then, x is calculated as follows:
r = ZriKiKg (mod K),
i=1
where
K; = K/k;

and K is the multiplicative inverse of K; (mod k;) that is K;K; = 1 (modk;).

Suppose that, we wish to solve

=4 (modT)
r=3 (mod11)
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By using above formula:

K=7Tx11=177

K, =77/7=11

Ky=77/11=7

K, =2 (mod1l)

K, =8 (mod7)
r=4x11x24+3x7x8 (mod77)
=25
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CHAPTER 3

RELATED WORK

In the literature, there are many proposed group authentication and key distribution
algorithms, which mainly focus on tree-based structures, Shamir secret sharing, CRT,

ECC and aggregate message authentication codes we summarize in Table [3.1]

Fiat and Naor [38] proposed an information-theoretic approach for broadcast trans-
missions that master node broadcasts messages to dynamic groups by minimizing key
issues. This method consists of different schemes based on broadcasting messages se-
curely, while a coalition of malevolent users tries to find secret key. In this method,
the main computational cost arises from the resiliency number. The total key store
for each user is O(dlogdlogn), where d is a resiliency number, and n is the number

of users in the system. Also, the master node broadcasts O(d?log*dlogn) messages.

Wong et al. present key graphs for group communications to resolve the scalability
problem of large networks [98]. In this method, star, tree, and complete topologies
are analyzed with user-oriented, key-oriented, and group-oriented rekeying options.
The key tree graph is more suitable for rekeying operations since it reduces rekeying

operations to logarithmic time. It is especially essential for large groups.

Luk et al. emphasize seven properties for sensor networks broadcast authentication,
which are resistant to node compromise, low computation and communication over-
head, message reliability, authentication delay, asynchronous message, high message
entropy [[7/1]. They proposed two authentication methods using hash chains that sat-
isfy the six of seven properties. One of them performs authentication in regular and

predictable times. The other performs authentication with low entropy messages.

In [47], Lein proposed threshold-based group authentication using Shamir Secret
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Sharing. A group manager calculates tokens by using Lagrange interpolation ac-
cording to the threshold and the number of group members. After the generation of
tokens, the group manager sends tokens to the nodes. Each node calculates responses
via tokens and shares responses with all other nodes. After collecting all responses,
nodes use Lagrange interpolation to authenticate. If verification is successful, then all
nodes are authenticated, and they get secret from the message for group communica-
tion. If verification fails, the authentication procedure is canceled, and it is guaranteed
that at least one node sent the wrong message, but their identity could not be deter-
mined. In [73]], Mahalle et al. use Paillier Threshold Cryptography based on Shamir
Secret for authentication and distribution of the group key like [47]. In this method,
the server generates a public key for its, and multiple private keys for nodes. Private
keys are distributed to the nodes securely. For group operations, every node in the
system calculates its own messages and sends other nodes. Then, all messages are
combined for verification. After successful verification, all nodes are authenticated.
If any node sends the wrong message, it cannot be authenticated. Both methods re-
quire O(n?) operations in order to authenticate and obtain group secret. This method

performs less communication than Lein’s algorithm.

In [69], Liu et al. use CRT for group key distribution. Authentication and key dis-
tribution perform in two different phases. Group members can recover group key
using CRT. Verification of group members is performed by using secrets distributed
in the registration phase. Zheng [[105] proposed only group key management methods
by using CRT, which are CRGK and FCRGK. In CRGK, the master node computes
CRT by using the user’s information. Then, broadcast this information to the users.
After obtaining the broadcast message, each user computes the group key by using
its own key (one modulo and one XOR operation). Adding or evicting operation in
this method has O(1) complexity for users. However, the master node must perform
all computations to generate a new group key from the beginning. The difference
between CRGK and FCRGK method is that FCRGK protocol performs operations
on the large group size to accelerate join and leave operations. Another CRT-based
security approach is proposed by Kavin and Ganapathy [58]]. This method proposes

two encryption schemes for secured storage and privacy-preserving model.

Yao et al. proposed a lightweight multicast authentication mechanism using revised
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Nyberg’s fast one way accumulator with some changes [101]. This algorithm uses
shared keys and hash-based message authenticaon code (HMAC) for data integrity
and source verification. In [59]], Khalid et al. proposed a blockchain-based authen-
tication using fog computing for constrained devices. In this design, firstly, nodes
are registered by the closest blockchain-enabled fog node. Then, the identities of the
nodes are stored on the other blockchain servers. Whenever nodes want to authenti-

cate, they send only their identification credentials to the system.

In [64], Lai et al. propose group authentication using lightweight public-key in-
frastructure for LTE networks. In this study, a group leader is chosen according to
hardware capacities. The group leader initializes the authentication procedure be-
tween Mobile Management Entity (MME) and Home Subscriber Server (HSS). Af-
ter the verification procedure, a temporary group key is generated, and the group
leader is authenticated. Other entities in the group perform mutual authentication
with MME. Backward/forward Secrecy is guaranteed by using Elliptic Curve Diffie
Helman (ECDH), and public-key cryptography is used to protect user’s privacy. There
is a similar method proposed by Lai et al. that designed different group authentica-
tion protocol for constrained devices using aggregate Message Authentication Codes
(MAC) [63]. In this method, authentication is performed by using XOR of MACs.
Each device has a private id and a pre-shared key in the initialization phase. Other
operations are similar to [64], except that authentication is performed by using sym-

metric cryptography. They also extended their methods in [65].

In [35]], Dong et al. propose a group communication method for Body Area Networks
(BAN). A BAN network consists of sensors and a control unit (CU) with a strong
PUF. In the initialization part, each sensor has a unique id and establishes a secret
key with the CU. In the generation and distribution part, one of the sensors sends a
group request to CU. It generates a unique group name by using sorted IDs of sensors.
Group secret is generated by using the group name. Then CU distributes key using
sensors secret. Since CU’s PUF is unique, other entities or eavesdroppers cannot

imitate this procedure.
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In [55], Huang et al. proposes a PUF-based group key distribution scheme that con-
sists of three phases. In the preliminary phase, all CRPs are stored on the Main
Controller (MC). In the coordination phase, group key and coordination messages are
generated using stored CRPs by MC. Then, they are sent to the Auxiliary Controller
(AC). In the distribution phase, AC verifies the message and sends a message to the
node. Node decrypts the message by using CRP. If all operations on the system are
accepted, the node sends the message to the MC, forwarded by AC, and authentica-
tion and key distribution are completed. In this phase, AC decrypts only related parts
of the message. The remaining part of the message is decrypted only by the node.
This method uses AES, hash, XOR, and pseudorandom number generator (PRNG)
operations while constructing and verifying messages and majority vote as an error

correction mechanism.
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CHAPTER 4

A PUF-BASED LIGHTWEIGHT GROUP AUTHENTICATION AND KEY
DISTRIBUTION PROTOCOL

In this chapter, a PUF-based Lightweight Group Authentication and Key Distribution
Protocol (PLGAKD) is presented in detail. Firstly, overall system and security model
is defined. Then, initialization and group authentication and key distribution phase
of the protocol is explained. Finally, thre required steps for key renewal process is

explained when a node is added to the group or evicted from the group.

4.1 Opverall System and Security Model

While a large number of IoT devices are communicating, some bottlenecks may oc-
cur on both networks and devices. Therefore, the PLGAKD protocol is designed to
resolve these bottlenecks by using PUF, factorial tree, and CRT. In this protocol, we
assume that a high-performance server manages loT devices over a gateway as illus-
trated in Figure d.1] Due to the constraints of IoT devices, the PLGAKD protocol
performs costly operations on the server-side without causing security weaknesses
on the node side. The server’s task is to authenticate the IoT devices and distribute
the required key materials to the IoT devices in a more efficient manner. In order to
perform a lightweight authentication and key distribution, each node is equipped with
a PUF, which produces different CRPs for verification. Before deploying the nodes,
the server stores CRPs for authentication. Since storing all possible CRPs may cause

storage problem, the server may only store a set of CRPs.

In group communication such as installing a new firmware, updating configurations,

or sharing data between group members, the costly operations are performed when
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adding a node to the group or evicting a node from the group since the group key must
be changed. These costs can be reduced by using tree structures that help us perform
these operations with logarithmic storage and communication cost. However, these
costs can be further reduced by using factorial tree and CRT. In this protocol, the
factorial tree is preferred since it accommodates more nodes than the binary tree at
the same levels, which reduces storage costs. However, reducing the storage overhead
increases communication messages. In order to reduce communication costs, the key-
renewal messages sent with the internal keys of the same level are combined into one

by using CRT.

In this protocol, outside attackers cannot access the secret information since each
communication is encrypted with a different responses. In addition, there is no chance
to impersonate the PUF since it is unclonable. Moreover, inside attackers cannot
decrypt messages even if one of the CRPs is the same for nodes. The PLGAKD
protocol performs cryptographic operations with CRP and secret key of nodes. This

protocol also assumes that group members are trusted in the initialization phase.

4.2 PUF-based Lightweight Group Authentication and Key Distribution Pro-
tocol (PLGAKD) Protocol

In the literature, proposed group-based algorithms are based on Public Key Cryp-
tography (PKC) that provides confidentiality, authentication, and non-repudiation by
performing costly operations. Moreover, conventional protocols require too much
communication and storage overhead. However, IoT devices cannot perform such
operations because of their constraints. To provide secure communication for IoT en-
vironment, lightweight ciphers and algorithms must be in the same design. Therefore,
a lightweight protocol must be designed by taking into account computation, com-
munication, and storage overhead. To reduce computation overhead in PLGAKD
protocol, symmetric ciphers, hash functions, and XORing operations are used with
PUF that provides cheap and energy-efficient key generation. As aforementioned in
Section[2.§] there is a trade-off between communication and storage overhead. There-
fore, factorial trees and CRT are chosen for efficiency. Since a factorial tree has more

horizontal nodes than the binary tree, it accommodates more nodes than the binary
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tree for the same level. However, the number of messages for the key renewal process
increases because of the horizontal nodes. This disadvantage is eliminated via CRT

that helps reduce the number of messages.

The PLGAKD protocol assumes that each node in the group has at least one PUF
on its hardware, a centralized architecture is used for group key distribution and the
set of CRPs is collected in manufacturing process. The collected CRPs are stored
on the server in the initialization phase. Moreover, this protocol can be adapted to
decentralized architectures. PLGAKD protocol consists of initialization phase and

group authentication and key distribution phases as shown in Figure (4.1).

Initialization
Phase

+ Store CRPs on the server
» Store required key materials on the nodes

Server Gateway

1

|

= || )
Group i —o =N

1

|

Authentication ? T
and
Key Distribution | - Group authentication and key ?{1
Phase distribution with PUF

§
» Add/Evict operations with E|
Factorial Tree and CRT

Figure 4.1: System architecture diagram.

4.2.1 The Initialization Phase

Before each node participates in the group, there are two required operations for group
communication. Firstly, the server determines the set of challenges. These challenges
are used for authentication and key distribution. Then, it stores the set of challenges
with the corresponding responses of each node before PUF nodes are deployed. Al-
though physical differences of each PUF generate different CRPs, the same responses

can be found for the same challenges in the group members. Therefore, the server as-
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Table 4.1: Nomenclature.

Notation Description
CRP Challenge-Response Pair
Cy; 4% challenge of Node;
R;; 4" response of Node;
Gk Group key
Tok, Temporary group key of the Node;
1 Public identity of the server
1D, Public identity of the Node;
K; Secret key of Node; shared with the server
K Secret key of the server
Gip Group ID
Terip; Temporary group id of Node;
P; Prime numbers of N ode;
Hash() Hash function
HMACK(M) Hash-based message authentication code
M is the message and K is the secret key
ECC Error correcting code
N; Nonce of Node;
N, Nonce of the server
Ey Symmetric encryption with key A
Dy Symmetric decryption with key A
M; Message for Node;
G Ciphertext for Node;
T Timestamp

signs a unique public ID and a secret key (K;) to each node and stores them on the
server and the node. Public IDs are used to identify nodes and secret keys are used

with CRPs to prevent CRP collisions.
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4.2.2 The Group Authentication and Key Distribution Phase

In this section, the server performs lightweight operations to authenticate nodes and
distributes the group key. The server generates the group key by combining the secrets
of the group members. This protocol sends the temporary group key to the nodes.
Then, the node performs some operations to obtain the actual group key. Also, the
node stores the temporary group key instead of the actual group key. When the node
sends messages, encrypted with the group key, it computes the actual group key using
a temporary group key. In PLGAKD protocol, the following steps are required for
group authentication and key distribution:

Step 1: The server starts the authentication phase by sending a message to each
member that contains a challenge (C};), message authentication code (M AC;), identity

of the server (/;), and the timestamp (1) as:

MAC; = HMAC e, (Ci||L||T),

4.1

In this authentication message (auth;), M AC; is obtained by processing with C;, I,
and 7" as a message and both response (R;) and K; as a cryptographic key so that

group members can authenticate the server and validate the integrity of the message.

Step 2: Since each node in the system has its /; and generates its own response R;
corresponding to the challenge, each node produces its own M AC; value with Cj, I,

and 7T". Then, nodes compare own M AC; with M AC};, sent by the server.
MAC; = HMACh ek, (Ci||L||T). 4.2)

If they are not equal, the authentication of the server fails. Each node also checks the

timestamp for freshness.

Step 3: After validation of the message by nodes, a nonce value (J;) is chosen by

each node. To provide message integrity and authenticity, nodes calculate M AC;

using N;, I D;, T and its shared secret key K;. N;, M AC;, and T are encrypted with

R; ® K; and the encrypted message (c;) is sent to the server by adding 7 D; as:
MAC; = HM ACk,(N;|ID;||T),

4.3)
¢i = Eror,) (Nil [MAC||T)||1D;.
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Since only the server has R; and K; apart from the node, there is no chance to decrypt

the message for an eavesdropper.

Step 4: The server collects group membership requests and verifies the nodes. If
decryption of the message, verification of the M AC; or checking the timestamp fails,
nodes that are not verified are not included in the group communication. Then, the
server determines the size of the group, where in the rest of the chapter, the group
is assumed to have n members. By using this information, the server specifies the
level of leaf nodes where group members are located, and it generates prime numbers
for adding/evicting operations to reduce communication overhead on the network

that we explain in Sections [4.2.3][4.2.4] and[4.2.5] Each internal node in factorial tree

contains one prime number. Next, it generates a random value as a group ID (Gp). It
is used as a secret key for a hash-based message authentication code that provides the
authenticity and integrity of the group message when group members communicate

with each other.

Step S: The server chooses two CRPs for each node, where one of them (C;; and
R; 1) is used for generating the group key, and the other (C;» and R, 5) is used for
authentication. While constructing the group key, the server uses Vg, nonce of the
server, and /V; values, sent by each node of the group. It computes a secret value for
each node using the member’s secret keys (/;) and /N; values and encrypts them with
the response (R; 1) that corresponds to the challenge (C; ;) as follows:

Ay = Ex, (Ns||Ks),

Al = ERI,I(N1HK1),

Ay = Eg, , (Na|| K>), 4.4)

An = ERn,1 (Nn| |Kn)

Step 6: By XORing the secret values of each group member, the group key G is

generated as:

Gk =ABA0A® - DA, 1P A, 4.5)

Step 7: The server prepares a specific message (M;) for each node. Since the message

is encrypted by the node’s response and secret key, only the eligible nodes can decrypt
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the message. The message contains a temporary group ID (7¢;p,), a temporary group
key (T¢k,), a set of prime numbers (F;), a timestamp (1), a message authentication
code (M AC;) and two challenges (C;; and C; 2). While sending information to the
nodes by the server, the group key and group ID are not sent to the nodes. Instead
of sending them, Tk, and Ty p, are sent by subtracting H M ACk, (R;) and A; from
G1p and Gk, respectively as:

Ter, = Gk © A,

(4.6)

Taip, = Gip ® HMACK, (R;).

Moreover, each member of the group only obtains F; values on the key path, which

denotes a path for group members located from the leaf node to the root node.

Step 8: The server computes hash-based message authenticaton code (M AC;) for
each node by using T, N; + 1, Teip,, P;, Cia, T, and R; ; is used as an encryption
key. The server encrypts node specific messages with XOR of the node’s response
(R 2) and K as:
MAC; = HMACR, , (Tex,||Ni + 1|Tarn,||T|| B |Cix)
M; = (Tar, || MAC|Tarp, ||T| Bl |Cia) 4.7)

¢ = E(Rw@Ki) (Mz) |’Cz‘,2'

The server sends this information (c;) to the nodes. In this message, /V; is not included

since the node has already had this value.

Step 9: When the node receives ¢;, it computes response R; o corresponding to C; o

using PUF. Then, it decrypts message using R, » and K;:

M; = D(Ri,Q@Ki) (CZ> ’
M; = (Terk, | |MAC;||Tarp, || T|| Fil|Ci) -

(4.8)

Step 10: First, the node computes R, ; using challenge C; ;. Then, the node validates
the integrity of M AC; and checks the timestamp. If one of them is not validated,
authentication and key distribution fails. If they are validated, it computes A; value

using with R; ;, N; and K; as

A = Ep,, (N]||K)). (4.9)
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Step 1: Send Auth Message
o MAC; = HMACR, 0k, (Ci||L:||T)
L[] authi = ClIIMAollllsHT

Step 4: Group Initialization

e Decrypt all messages using R; and K;
o Validate M AC; and check T'

e Determine the size of the group

o Generate prime numbers for

add/evict operations

e Choose a random value as a Grp

Step 5 - 8: Distribute Group Key

o Ao = Bk, (Ns||Ks)

o Ai = Eg, ,(Ni||Ki),i = 1.n

oGk =ABA® - PA,

o Tk, =Gk O A;

e Taip, = Gip ® HMACK, (R:)

e message = Tak, ||Ni + 1||Tcrp,||T|| P ||Cix
® MAC; = HMACR, , (message)

o M; = (Tex,||MAC||Te1p,||T|| Pi||Ci,1)

o ci = E(r, oK, (M:)||Ci,2

{auth} to Node;

{c;} to the Server

{c;} to Node;

Step 2: Verify the message

o Generate response (R;) correspond to the C;
o Verify MAC; = HMACg,ex, (Cs||L||T)
and 7. If it is not equal, the authentication

and key distribution fails.

Step 3: Send Nonce to the server

e Choose a nonce value (IV;)

e Compute M AC; = HM ACk, (N;||ID;||T)
o Encrypt N; and M AC; with R; @ K;

o ci = En,orcy (Nil MAGT)||TD;

Step 9 - 11: Obtaining Group Key by Nodes
e Decrypt ¢; with R; 2

corresponding to C; 2 and K;

o M; = D(r, ,ox;) (¢i)

o M; = (Tax, || MAC;||Terp, || T P Ci,v)
o Generate R; 1 by using Cj 1

e Verify M AC; and T

o A; = Eg, , (Ni||K:)

e Gip =Tgrp, ® HMACKk,(R:)

oGk =Tak, ® A;

Figure 4.2: The authentication and key distribution phase of the PLGAKD protocol.
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Step 11: The node obtains group key and group ID as follows:

Gk =Tor, A,
(4.10)
Gip =Teip, ® HMACK,(R;),

respectively. In the PLGAKD protocol summarized in Figure 4.2] the authentication
is provided by using CRPs. Nodes are distinguishable from each other since PUF is
unclonable, and each node produces different CRPs. However, there is a possibility
that two different PUF can have the same CRP. Therefore, K is integrated into the
protocol to eliminate this possibility. Moreover, our algorithm does not send the exact
group key while sending messages. Only eligible nodes can generate group key and
group ID. Without knowing the nodes’ secret key and response, there is no chance to
generate group key and group ID. After we present the group authentication and key
distribution, we discuss how to add a new node, and remove an existing node from

the group in the sequel.

4.2.3 Adding a Node to the Group

If anode is to be added to the group, the group key must be updated in order to provide
backward secrecy, which ensures that prior messages cannot be decrypted by the new
node. Since the new member of the group does not know the current group key, the
new group key is sent to the existing group members by using the current group key.
Therefore, adding a node to the group usually has a minimum cost that a server only
sends a new group key to the nodes with a broadcast message. Also, a new member
of the group is initialized with a new group key. Therefore, prior messages in the

system cannot be decrypted by the new node, which satisfies backward secrecy.

Some of tree-based structures updates internal nodes on the key path when a new
member of the group is added while renewing the group key. The rest of the internal
nodes of the tree remains the same. In a binary tree, this operation has O(log(n))
communication complexity. However, it has O(t?) complexity in factorial tree with-
out using CRT if internal nodes are updated where ¢ is the level of the tree. In PL-
GAKD protocol, there is no need to update internal nodes for adding operation if the
newly added node is at the same level as the group members. The new group key

is composed of the existing group key and a random number, which is sent by the
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server. Moreover, the new member of the group is initialized with the new group
key, which provides backward secrecy for former messages. In addition, the group
ID also is updated. Therefore, the operation of adding a new node to the group has
O(1) complexity. The new group key (Gg,,,) and group ID (G;p,_,) are computed
by using:

Gky.,, = Hash(Gk || N),
GIDnew = HCLSh(G}D || N),

(4.11)

where N is the nonce value sent to nodes by the server, which is encrypted with the
current group key. All group members use a one-way function to produce a new group

key and a new group ID except for a new member.

In the case of adding a node to the complete factorial tree, the newly added node
and the first node of the tree are located at the next level as illustrated in Figure {.3]
Therefore, the required key materials are shared with the first node and the newly
added node. Suppose that V7, a new member of the group, is added to the complete
factorial tree, as shown in Figure 4.3] The server chooses a prime number (P) that
satisfies gcd(Ps, V;) = 1, where ¢ = 2,3 and send P; to the V; and V7 in addition to
the G and P;.

Gk Gx

P P2

Vi V2 Vs Va4 Vs Vs Vi Vs Vs

Vi V7

Figure 4.3: Adding a node to the complete Factorial Tree.

4.2.4 Evicting a Node from the Group

When a node is evicted from the group, the group key must be updated as soon as

possible for forward secrecy since the evicted node can decrypt all messages in a
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group with the current group key. However, the group key update is different from
the adding operation. Since distributing the new group key cannot be performed with
the current group key, it is sent to the group members by using internal keys, which
are P; values sent to the nodes in the initialization phase. Moreover, some of the

internal keys must be updated, which are held by the evicted node.

The cost of the removal process of any node in the group is O(log(n)) in a binary
tree. Suppose that Vg is removed from the group shown in Figure d.4a. The group
key and internal keys, P, and Fy, must be changed. Nodes, located on the leftside of
the tree, receive a new group key with P;. V5 and Vj receive the new group key with

P5. Finally, V7 is notified with unicast communication.

The cost of the removal process in the factorial tree depends on the level of the leaf
node. It requires #(¢ + 1)/2 messages to guarantee forward secrecy where ¢ is the
level of the tree. Since the number of leaf nodes at the same level is greater than the
binary tree, the renewal of keys requires more network messages. Figure 4.4b shows
that Ps, P, and G must be changed when node V5, is removed from the group. In
this case, P, Fs and P; is used to send new group key to the nodes between V; and
Vao. Moreover, Va1, Voo and Va3 are notified one by one for the new group key. Table
4.2 shows how many messages are required to distribute a new secret to construct a

new group key in the factorial and binary tree.

By using CRT, the number of messages to renew a group key and internal keys can
be reduced as we explain in the next section. On the side of the removed node,
internal keys at the same level are used to send a new group key by using CRT except
internal keys that are held by the removed node. Suppose that V5, is evicted from the
group represented in Figure . The leftside of the tree, from V| to Vs, receives
group key update information with P;. The rightside of the tree is informed with
the internal keys - Fs and P; - and nodes - V51, V5o and Va3, In order to reduce
network messages, Fs and P; is combined as one message using CRT. Also, the same
operation is applied for V5, V5o and V53. By using CRT, key renewal messages are
completed in three messages instead of six for 24 nodes. Table 4.2 shows how many
messages are required to distribute the new secret to construct a new group key in the

factorial and binary tree.
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Table 4.2: Required number of messages to renew the group key when the node is

evicted in the factorial and binary tree with CRT and without CRT.

Factorial Tree Binary Tree
Key Renewal | Key Renewal
Stored Stored | Key Renewal
#Nodes Messages Messages | #Nodes
Keys Keys Messages
Without CRT | With CRT
120 5 10 4 128 7 7
740 6 15 5 1024 10 10
5040 7 21 6 4096 12 12
40320 8 28 7 32768 15 15
362880 9 36 8 262144 18 18

4.2.5 Key Distribution with CRT

When the server uses CRT to update the group key and internal keys, it must guarantee
that each member of the group obtains the same secret at the end of the communica-
tion. Since all of the remainders should not be the same for CRT, a different strategy

must be used. To solve this issue, this protocol uses a mathematical model.

Suppose that the group key renewal process for evicting node is performed with &
prime numbers (internal keys) as explained in Section 2.8, where & > 1. Let P, P,
..., P, be pairwise coprime integers (i.e., gcd(P;, P;) = 1 for i # j) greater than 1.
The prime numbers that belong to the evicted node are not included in this process.
The server chooses a random positive integer Y used for a new group key generation
that satisfies Y < min(P;), where i = 1,2,... k. Moreover, Y is used for updating

the internal keys. Y also satisfy the following condition:

Suppose that the evicted node has ¢ internal keys where ¢ > 0. Let Hy, ..., H, be the
internal keys of the evicted node. Note that, ¢ shows the level of the tree. Let M, be

the set of horizantal internal keys except H;. Under these assumptions
ged(Y + H;, M;) =1,

must be satisfied for ¢« = 1,2,...,t. Since the evicted node does not access the Y
value, the evicted node cannot obtain new internal keys. For the CRT computation,

remainders are used to construct a unique solution using coprime integers. Therefore,
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the server computes remainders substracting P; values from Y as:

TIZPl_Yv
r2:P2_Y7

(4.12)
Tk:Pk—Y

Since each member of the group has P; values on its key path, Y can be recalculated
by using remainders and F; values. Then, the unique solution X is computed by using

CRT as:

X =rymod (Py),

X = rymod (P), @13

X = rpmod (Py).

The server broadcasts the message X encrypting with the current group key to the
members that hold P, values. Instead of a broadcast to the entire network, only group
members can process this message. All of the group members, including the evicted
node, decrypt the message using the current group key. However, all of the group
members except the evicted node can solve X and obtain the key material Y by

performing mathematical computations as:

r; = X mod P;,
(4.14)
Y = PZ —T;.

The security of this process relies on the secrecy of the primes. The new group key
can only be generated by nodes that have P, keys. Suppose that, key length of the each
P; is 128 bits. If evicted members try to solve X without knowing the internal keys

2128 in the worst case. Moreover, the evicted

that are used in CRP, this process takes
member may try to solve X using numbers, which are coprime integers with evicted
members’ internal keys. In this case, the evicted member must perform computations:
finding coprime numbers using the greatest common divisor algorithm, solving X

with that number, obtaining Y, computing GG with a hash function, and decryption
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of the message. However, this cannot be performed for all coprime integers in a
reasonable time. Therefore, the key renewal process provides secure communication

in the PLGAKD protocol.

After obtaining Y value, the new group key (G'x,_,,) is computed by:

Gy, = Hash(Gx || Y). (4.15)

Moreover, the internal keys of the evicted node, and G;p are updated by:

new

(4.16)
GIDnew = HCLSh(G]D || Y)7

where H; € {H,, ..., H;} and H; _ is the updated internal key.

new

In PLGAKD protocol, there is no difference between bulk adding/evicting operations

with single ones. All operations are performed one by one for each node.
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CHAPTER 5

ANALYSIS OF THE PLGAKD PROTOCOL

In this chapter, the PLGAKD protocol is analyzed in terms of security threats and
computation, communication and storage overhead. Moreover, the PLGAKD proto-

col is compared with the existing methods in terms of adding/evicting costs.

5.1 Threat Analysis

Since PUF is unclonable, tamper-evident, and generates different CRPs for each op-
eration, it is resistant to cloning attack, eavesdropping attack, impersonation attack,
replay attack, and man in the middle attack (MITM) as illustrated in Table[5.1] Since
PUF is unclonable, the PLGAKD protocol is resistant to cloning attacks. Eaves-
dropping attack, unauthorized party steals, modifies or removes required information
while two parties are communicating, cannot be performed since all group mem-
bers are authenticated, and each communication between the server and nodes are
encrypted with different encryption keys. CRP guarantees that only the server and
node can securely communicate with each other since each PUF has different char-
acteristics. Since each PUF is unique and all required information is stored in the
initialization phase by the server, eavesdroppers cannot impersonate without know-
ing CRP. Threat analysis of the PLGAKD protocol can be examined under two parts:
group authentication and group communication. For the authentication part, the use
of different CRPs with the secret key requires different encryption/decryption keys for
each message, and these keys are generated on the fly by each node using PUF, which
provides confidentiality. Moreover, the integrity of the messages is guaranteed by us-

ing MAC. The PLGAKD protocol is resistant to MITM attack where eavesdroppers
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relay or alter data between the server and the node. Since the proposed protocol uses
a CRP and a secret key, eavesdroppers must send valid CRP. However, CRP is shared
with only the server. Without knowing a CRP and a secret key, this attack cannot be
performed. In addition, eavesdroppers can try to perform a replay attack in which
data is intercepted and fraudulently repeated or delayed. By using a replay attack,
eavesdroppers try to gain access. Since the PLGAKD protocol uses timestamp and
MAC, they cannot perform a replay attack in this protocol. Moreover, the server does
not send the actual group key and ID, in which only eligible nodes can generate them.
It is not possible to obtain the group key and group ID via eavesdropping because
of the uniqueness of PUF. For the group communication part, to share information
between group members, group key and group ID are used to encrypt and verify the
messages, respectively. This process provides confidentiality and integrity among
group members’ communication. Since this protocol renews the group key and group
ID periodically, it prevents machine learning attacks. For group communication, one
of the most crucial parts is to provide backward and forward secrecy. The PLGAKD
protocol provides efficient backward and forward secrecy without compromising any
details with minimum network messages since all operations are performed by using
internal keys and CRT. Without knowing the group key and internal keys, eavesdrop-

pers cannot obtain the new group key.

Table 5.1: The resistance of the PLGAKD protocol against security attacks.

Attack Type Protection

Impersonation Uniquness of PUF

MITM A secret key and different CRPs

Replay MAC and Timestamp

Cloning Uniquness of PUF

. Authentication, different encryption keys
Eavesdropping
for each communication
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5.2 Communication Analysis

The PLGAKD protocol performs one-to-one communication with each node in the
authentication and key distribution phase to authenticate the nodes, determine the
group members, and distribute the key materials. Therefore, there is no enhance-
ment in terms of the number of messages in this phase. The PLGAKD protocol of-
fers lightweight communication overhead thanks to a factorial tree and CRT in terms
of communication messages and storage overhead rather than the message size and
bandwidth for the key renewal phase. The combination of the factorial tree and CRT
visibly decreases the number of total communication messages contrary to the re-
quired number of messages for a binary tree shown in Figure While the total
communication messages are equal for eight nodes, this protocol reduces total mes-
sages to half compared to the binary tree for thousands of nodes. Even if there are
hundreds of thousands of nodes in the group, the PLGAKD protocol performs key
renewal operations efficiently since the communication overhead of group operations
is slower than logarithmic growth. Therefore, the proposed protocol also provides
scalability. However, a higher number of nodes only increase the message size since
the PLGAKD protocol uses CRT to reduce message count during the key renewal
process. The size of the messages is directly related to the levels of the factorial tree.
Since the number of combined messages increases from top to bottom of the facto-
rial tree, the size of the message is calculated as the multiplication of the size of the
internal key size and the number of nodes, at most. Although increasing message
size affects bandwidth, the bandwidth problem can be solved with new technologies
and network approaches such as 5G, decentralized systems and so on. In addition to
reducing the communication messages, the PLGAKD protocol reduces storage over-
head in the nodes for the same number of devices presented in Figure [5.2] since the

factorial tree accommodates more nodes than a binary tree beginning from level 2.

Table [5.2] shows the cost of the group key distribution for different methods. The
significance of this table is the evicting operations that the other methods perform
log(n) or n operations for evicting the node from the group except [36]. The new
group key is distributed with one broadcast message by using CRT in [36]. However,

it is not efficient when the group consists of thousands of devices. The PLGAKD
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Figure 5.1: A comparison of key renewal process for a binary and factorial tree com-

bined with CRT.

protocol achieves group key distribution with ¢ messages. Moreover, the number of
nodes while performing CRT is not more than ¢. Although [36] achieves the key
distribution with one CRT, the PLGAKD protocol reduces the computation overhead
by dividing nodes into small subgroups. For example, for the leaf node located in
Level 5, the total number of different CRT computations is four. Moreover, these

computations are performed with four prime numbers at most.

Table 5.2: The comparison of communication costs for different methods (*: worst

case).
Methods | Type of System | Cost of Adding | Cost of Evicting
(771 Asymmetric log(n) log(n)
[61] Symmetric 1 log(n)
[35]] Hash 1 n*
[36]] Asymmetric 1 1
PLGAKD Symmetric 1 t
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Figure 5.2: A comparison of node stored keys for a binary and factorial tree.

5.3 The Cost of the PLGAKD Protocol

Based on the assumption that there is one server and many nodes, the required oper-

ations on the server and nodes can be examined under two parts:

5.3.1 Analysis of the Initialization Phase

The time to generate or store a response can vary since PUF type, area, process tech-
nology, error correction code (ECC) affect the generation of the response, as shown
in Table[5.3] The PLGAKD protocol uses strong PUF, which provides a huge number
of CRPs. In order to obtain more accurate responses, ECC algorithms are preferred
that these algorithms can fix incorrect responses arising from environmental factors
or eavesdroppers. However, ECC increases the storage overhead and generation time
of CRPs. According to [46], the storage overhead of a CRP is about 2000 bits with

ECC. By using this information, the storage overhead of nodes for different number
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of CRPs is shown in Figure [5.3] in which 50000 CRPs and 25000 nodes are stored
in 312.5 GB. Moreover, Figure [5.4] represents the storage overhead of the different

number of nodes without applying ECC. In this figure, the total size of the CRP is
256 bit.

Table 5.3: The time to generate a response with different PUF types. (GE: Gate
Equivalent, T'ech. : Technology)

CRP
PUF AREA Response .
Tech. Space ECC Time
Type (GE) Bits
bits
Lattice [96] 45 nm - 2136 100 Yes | 4.4 ms
SA [19] 65 nm | 3963 2128 128 No 40 ns
RO [72] 45 nm - 2128 128 Yes | 5.62ms
Latch-based [100] | 90 nm | 5.4K | 21927 256 Yes | 0.4ms
RO [46] 28 nm | 2210 - 128 Yes | 6.72ms

The total time required to store CRPs with a different number of nodes and different
number of CRPs is shown in Table[5.4] This table is created by selecting two different
response times: 0.4 ms and 6.72 ms which are the lowest and highest values to
generate a response using ECC. Without using the ECC algorithm, the generation of
the response takes 40ns in [19]. According to this, 50000 nodes and 50000 CRPs are
completed in less than a minute. As a result, PUF types and their features play an

important role in the initialization phase in terms of storage and time.

5.3.2 Analysis of the Group Authentication and Key Distribution Phase

During the group authentication and key distribution, the following operations are
performed on the server and nodes. Suppose that the group consists of n nodes. The
server performs (4n) H M AC operations, (2n + 1) encryptions, (n) decryptions, and
(5n) XOR operations. A node performs 3 responses generations, 2 encryptions, 1
decryption, 5 X O Rs operations and 4 H M AC operations. When the node is evicted

from the group, servers perform the key renewal process with CRT where the total
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Table 5.4: The time (in hours) required to store CRPs to the server with a different

number of nodes.

The response time: 0.4ms
# of stored CRPs
1000 | 10000 | 25000 | 50000
# of nodes
100 0.01 0.11 0.27 0.55
1000 0.11 1.11 2.77 5.55
5000 0.55 | 5.55 13.88 27.77
10000 .11 | 11.11 27.77 55.55
50000 5.55 | 55.55 | 138.88 | 277.77
The response time: 6.27ms
# of stored CRPs
1000 | 10000 | 25000 | 50000
# of nodes
100 0.19 1.87 4.67 9.33
1000 1.87 | 18.67 | 46.67 93.33
5000 9.33 | 93.33 | 233.33 | 466.67
10000 18.67 | 186.67 | 466.67 | 933.33
50000 93.33 | 933.33 | 2333.33 | 4666.67

number of CRT computations is determined according to the level of the leaf nodes.

Since these operations are simple computations, the PLGAKD protocol meets these
requirements for IoT devices by using PUF, symmetric encryption, hash function, and
XOR. Moreover, the key renewal process provides lightweight computations. The
IoT devices perform only one modular arithmetic operation and one hash function to

generate the new group key.
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CHAPTER 6

CONCLUSION

In this chapter, we summarize the conclusions of the thesis and highlight future work.

6.1 Conclusion

IoT and machine type communication will be an integral part of the Digital Age.
IoT devices collect and transmit data over global network in healtcare, agriculture,
tranportation, smart city and smart home. However, these devices lack of security
primitives. With the inclusion of insecure IoT devices to the global network, these de-
vices have become a target to launch cyber attacks. The data collected by [oT devices
is another critical target since the data can be used to perform attacks that threaten
social or personal life. Besides, the number of connected devices in the network is
increasing day by day, which can cause communication delay, network congestion,
and message loss. Therefore, [oT devices must be equipped with lightweight cryp-
tographic algorithms and ligtweight protocols. In this thesis, a PLGAKD protocol is
proposed that eliminates these threats and network problems using lightweight secure
group authentication and key distribution. The proposed protocol achieves group au-
thentication and key distribution using PUE. Moreover, the key renewal process for
backward and forward secrecy is achieved by using a Factorial Tree and the CRT. By
using a Factorial Tree and the CRT, the proposed protocol not only reduces commu-
nication overhead but also storage overhead. For thousands of nodes, the PLGAKD
protocol almost halves the overhead for backward and forward secrecy compared to

the binary tree solutions.
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6.2 Future Work

The following future extensions can be applied to this work:

e The PLGAKD protocol can be performed with sensors, actuators, desktops,
tablets, and servers to evaluate computation and communication overhead in
real-time by using different lightweight symmetric ciphers and lightweight hash

algorithms.

e Since PUF has different types, PUF performance analysis can be performed on

the PLGAKD protocol.
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