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ABSTRACT
NEW ATTACKS ON RC4A AND VMPC

Mehmet Karahan
M.S. in Computer Engineering
Advisor: Assoc. Prof. Dr. Ibrahim Korpeoglu
August, 2015

RC4 is one of the most widely used stream cipher, designed by Ronald Rivest in
1987. RC4 has attracted a lot of attention of the community due to its simple
design. In the last twenty years, lots of analyses about RC4 have been published
by cryptanalysts. In these analyses, statictical biases and their applications stand
out as the main weaknesses of RC4. To resist against this kind of weaknesses,
many different varients of RC4 were designed. RC4A and VMPC are two of
them, both proposed in FSE 2004. Here, we first reproduce two attacks against
RC4 that depend on statistical biases; the linear correlation attack (Sepehrdad
et al., 2010), and the plaintext recovery attacks (Alfardan et al., 2013). Then, we
modify and apply them against RC4A and VMPC. We observe some previously
undiscovered linear correlations and statistical biases for these two ciphers. Then,
we try to identify the strong and weak aspects of these ciphers by evaluating
the experimental results. We propose modifications for RC4, RC4A and VMPC
according to these aspects and show that small changes in the design of these
ciphers can increase or decrease their resistance against statistical bias attacks

significantly.

Keywords: RC4,RC4A,VMPC statistical bias.
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OZET
RC4A VE VMPC UZERINE YENI ATAKLAR

Mehmet Karahan
Bilgisayar Miihendisligi, Yiiksek Lisans
Tez Damgmant: Assoc. Prof. Dr. Ibrahim Kérpeoglu
Agustos, 2015

RC4, 1987 yilinda Ronald Rivest tarafindan tasarlanan, en yaygin olarak kul-
lanilan akan gifre algoritmalarindan biridir. RC4 basit tasarimi nedeniyle
bilim camiasinin ¢ok dikkatini ¢ekti. Son yirmi yilda, kripto analiz uzman-
lar1 tarafindan RC4 ile ilgili pek ¢ok analiz ¢aligmasi yaymlandi. Bu anali-
zlerde, istatiksel onyargilar ve uygulamalart RC4’in en 6nemli zayifligi olarak
dikkat cekmektedir. Bu zayifliklara olan direnci arttirmak icin, RC4’un ¢ok
farkli tirleri tasarlandi. RC4A ve VMPC bunlardan ikisidir ve her ikisi de
FSE 2004 konferansinda onerilmistir. Burada oncelikle, RC4’e yonelik istatik-
sel onyargilara dayanan iki atak ki bunlar; dogrusal korelasyon ve agik metin ele
gecirme atagl, tekrar uygulayacagiz. Sonra, bu ataklar1 diizenleyerek, RC4A ve
VMPC tizerinde uygulayacagiz. Bu iki algoritma i¢in, daha 6nce kesfedilmemis
baz1 dogrusal korelasyonlar ve istatiksel onyargilar gozlemledik. Ayrica, deney-
sel sonuclar1 degerlendirerek bu iki algoritmanin giiclii ve zayif yonlerini tespit
etmeye caligtik. Tespit edilen bu ozelliklere gére RC4, RC4A ve VMPC igin
degisiklikler 6énerdik ve bu algoritmalarin tasarimindaki kii¢iik degisikliklerin, is-
tatiksel onyarg: ataklarina karsi direnglerini 6nemli 6l¢iide arttirabilecegini ya da
azaltabilecegini gosterdik.

Anahtar sozcikler: RC4,RC4A,VMPC,istatiksel onyargi.

iv



Acknowledgement

First of all, I would like to thank to Prof. Dr. Ali Aydin Sel¢guk because of his
excellent guidance, support and mentoring. I was very lucky to have a chance to

work with him.

I would like to thank to my advisor Assoc. Prof. Dr. Ibrahim Kérpeoglu who
accepted to be my advisor after Ali Aydin Selguk had left Bilkent University. He

allocated his plenty time for reading and making correction of my thesis.

I also thank to Assoc. Prof. Dr. Hamza Yesilyurt who acccepted to be in the
jury of my thesis defense. He guided and motivated me for my workings about

cryptography in BS in Math.

I thank to my friends in Bilkent University, METU IAM and TUBITAK-
UEKAE for their support.

Finally, I greatly thank to my family for their support, encouragement and

love.



Contents

1 Introduction

2 Preliminaries

2.1

2.2

2.3

2.4

2.5

Notation . . . . . . . .. ..
RC4 Stream Cipher . . . . . . . .. ... oo
221 Usageof RC4 . . . ... ... ... ...
RC4A Stream Cipher . . . . . . . . . .. ... ... ... .....
VMPC Stream Cipher . . . . .. .. .. ... ... ... ...

Previous Works . . . . . . .

3 Attacks on RC4

3.1

3.2

Plaintext Recovery Attacks . . . . .. ... ... ... ... ...
3.1.1 Single Byte Bias Plaintext Recovery Attack . . . ... ..
3.1.2  Double Byte Bias Plaintext Recovery Attack . . . . . . ..

Linear Correlation Attack . . . . . . . . . . . . ... ... ..

vi

11

15



CONTENTS

3.2.1 Known Correlations in the PRGA of RC4 . . . . ... ..

3.2.2 Attack . . ...

4 Security Analysis of RC4A

4.1 Previous Attacks Against RC4A . . . . . ... ... ... ... ..
4.1.1 The Attack of Maximov . . . . . . ... .. ... .. ...
4.1.2 The Attack of Tsunooetal. . . . . ... ... .. ... ..
4.1.3 The Attack of Sarkar . . . . . . ... ... L.

4.2 Plaintext Recovery Attack Against RC4A . . . . ... ... ...
4.2.1 Single Byte Bias Plaintext Recovery Attack . . . ... ..
4.2.2 Double Byte Bias Plaintext Recovery Attack . . . . . . ..

4.3 Linear Correlations in PRGA of RC4A . . . . . .. .. ... ...

4.4 Discussion of the Results . . . . . . . . .. . . ... ... ...,

Security Analysis of VMPC

5.1 Previous Attacks Against VMPC . . . .. .. ... ... ... ..
5.1.1 The Attack of Maximov . . . . . ... ... ... .....
5.1.2  The Attack of Tsunooetal. . . ... ... ... ... ...
5.1.3 The Attack of Lietal. . . . . ... ... ... ... ....

51.4 The Attack of Sarkar . . . . . . . . . . ... ... ... ..

vii

27

27

30

30

30

31

32

34

34

36

37

38

39



CONTENTS viii

5.2 Plaintext Recovery Attack Against VMPC . . . . .. ... .. .. 46
5.2.1 Single Byte Bias Plaintext Recovery Attack . . . . .. .. 46
5.2.2  Double Byte Bias Plaintext Recovery Attack . . . . . . .. 48

5.3 Linear Correlations in PRGA of VMPC . . . . . ... .. ... .. 49

5.4 Discussion of the Results . . . . . . .. ... ... .. ... .... 50

6 Conclusion 52



List of Figures

3.1

3.2

3.3

3.4

4.1

4.2

4.3

4.4

5.1

5.2

5.3

Measured distributions of RC4-8 and RC4-m-8 keystream outputs
Z17 Z167 Z32, and Z64- .........................

Measured distributions of RC4-4 and RC4-m-4 keystream outputs
Z1 and Z2 ................................

Recovery rates for RC4-4 and RC4-m-4. . . . ... ... .....

Success rate for recovering all positions for RC4-4. . . . . . . . ..

Transition of arrays S; and So. . . . . . .. ...

Measured distributions of RC4A-4 and RC4A-m-4 keystream out-
puts Zy and Zo. . .. ..

Recovery rates for RC4A-4 and RC4A-m-4. . . . . . . ... . ...

Success amount for recovering odd positions for RC4A-4. . . . . .

PRGA of VMPC and transition of array S.. . . . . . .. .. ...
The first two keystream outputs of VMPC. . . . . . . ... .. ..

Measured distributions of VMPC-4 and VMPC-m-4 keystream
outputs Zy and Zs. . . ...

ix

19

36

47



LIST OF FIGURES

5.4

5.5

X
Recovery rate of the single-byte bias attack against VMPC-4 and
VMPC-m-4 for S = 2% 220 222 and 2?* sessions for the first 16
positions of plaintext. . . . . . . . ... oL 48

Success rate for recovering all positions for VMPC-4. . . . . . .. 49



List of Tables

2.1

2.2

2.3

2.4

2.5

2.6

3.1

3.2

3.3

3.4

3.5

KSA of RC4 Stream Cipher. . . . . . . . .. ... ... ... ...
PRGA of RC4 Stream Cipher. . . . . . . .. ... ... ... ...
KSA of RC4A Stream Cipher (1). . . . . . .. ... ... ... ..
PRGA of RC4A Stream Cipher (1). . . . .. ... ... ... ...
KSA of VMPC Stream Cipher (2). . . . ... ... ... .....

PRGA of VMPC Stream Cipher (2). . . . ... ... ... ....

Single Byte Bias Attack (3). . . . ... ... . oL
Fluhrer-McGrew biases for consecutive pairs of byte values (4). . .
Double Byte Bias Attack (3). . . .. ... ... ... ...

Biased linear correlations observed in all rounds of PRGA in RCA4.
Note that the probability of some biases increase or decrease ac-

cording to 2. . . . . . ...

Additional biased linear correlations observed in the first round of
PRGA in RC4. . . . . . . .

Xi

10

10

18

23



LIST OF TABLES xii

3.6 Additional biased linear correlations observed in the second round

of PRGA in RC4. . . . . . . . 29
4.1 Correlations observed for all rounds. . . . . . . .. .. ... ... 37
4.2 Additional correlation observed in second round. . . . . . . . . .. 38
5.1 Correlations observed for all rounds. . . . . . . . ... ... ... 50

5.2 Additional correlations observed in the first round for VMPC-m. . 50



Chapter 1

Introduction

Since the dawn of humanity, information is the most valuable asset in human
beings’ life. The technique to keep information secure in communication named
as cryptography. The word ’cryptography’ comes from two Greek words ’kryptos’
meaning hidden and 'graphein’ meaning writing. In ancient times, cryptography
was generally used for military and diplomatic purposes. In 3000 B.C., cryp-
tography was first used in hieroglyphics to decorate thumbs of kings, which told
their life and great acts. Spartans, a warrior society, developed a cryptographic
device, a cylinder named Scytale, to send and receive messages secretly. Cesar
cipher and Polybus square are:were two other important ancient ciphers. The
main property of these ciphers is:was that they all depend on transposition or
substitution. In transposition ciphers, order of letters in plaintext are rearranged
systematically. In substitution ciphers, each letters of plaintext are replaced by
another letters systematically. The idea of S-P boxes in modern cryptographic
functions comes from these two operations. Until the 1900s, some mathematical
methods have:had been applied in the area of cryptography but they are:were still
manual methods. With the start of World War II, machines were started to be
used widely and the winner of the war is:was determined by these cryptographic
machines. In modern times, as technology grows up, any kind of information
began to gain importance. Thus we need cryptography in every field of life and

computers become the main primitive in cryptography.



In modern cryptography, security primitives can be analyzed under three main
part; unkeyed, symmetric key and public key. Block and stream ciphers are two
important primitives of symmetric key cryptography. We will focus on stream
ciphers in this thesis. The idea of stream ciphers comes from one time pad which

is perfectly secure according to Shannon definition of secrecys;

Definition 1. Let our plaintext space is M and ciphertext space is C'. Then,
encryption algorithm is perfectly secure if for all m € M and for all c € C;

Pr(M =m|C =c) = Pr(M = m)

which means that ciphertext gives no information about plaintext without knowl-

edge of key.

Definition 2 (Vernam Cipher). ((5)) Let our plaintext m = myms ... m; where
each m; € {0,1} and key k = kiks ...k, where each k; € {0,1}. Then ciphertext

C=cC1Cy ... 1S computed as;

If key k is randomly chosen and used only once, then the cipher is called one time

pad.

One time pad is perfectly secure but has some limitations. First of all, generat-
ing random key is main problem since the key size is unlimited. Second problem
is key exchange since each key is used only once and length of key is equal to

length of plaintext.

Stream ciphers generate pseudo-random keystream by using a fixed size key.
Key exchange is not a problem for stream ciphers since parties share small fixed

size key and by using this key, they can produce keystream as long as they need.

Stream ciphers could be analyzed in two parts; ciphers that are based on
feedback shift registers(FSRs) and ciphers that are not. FSRs based stream
ciphers such as Trivium (6), Salsa20, and VEST (7) are well suited for hardware

implementation. On the other hand, there are some stream ciphers which are
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designed for software implementation such as SEAL (8) and RC4. In addition
to these ciphers, Output Feedback(OFB) and Cipher Feedback(CFB) modes of

block ciphers are also used as stream cipher.

Among these ciphers, RC4 is the most widely used stream cipher. Besides,
the efficient and simple design of RC4 has aroused the interest of cryptanalysts.
During last two decades, a big number of papers on the analysis of RC4 have been
published at journals and conferences. Because of these anaylses, which reveal

weak and strong aspects of RC4, some variants of RC4 have been proposed.

In this thesis, we make security analysis of two RC4 variants, RC4A (1) and
VMPC (2) under plaintext recovery attacks (3) and linear correlation attack (9)
which have been applied to RC4. This thesis organized as follows: in Chapter 3,
we state these two attacks and discuss about result of these attacks against RCA4.
In Chapter 4, we summarize previous attacks against RC4A and apply these two
attacks to RC4A. In Chapter 4, we summarize previous attacks against VMPC
and apply these two attacks to VMPC. Finally, in Chapter 6, we conclude with

some open problems.



Chapter 2

Preliminaries

We start with defining some notations which we will use in this work. Then,
we define RC4 stream cipher and give information about the usage area of RC4

in section 2.2. Then, we state RC4A in section 2.3 and VMPC in section 2.4.

Finally, we summarize previous works on these ciphers in section 2.5.

2.1 Notation

The algorithms RC4, RC4A, and VMPC are byte oriented stream ciphers. We
consider RC4-n, RC4A-n, and VMPC-n to be n-bit oriented ciphers. We compare
the results of attacks against these ciphers with their modified versions which are

defined as follows;

e RC4-m is the modified version of RC4 in which internal variable j initializes
in PRGA from its value in KSA.

e RC4A-m is the modified version of RC4A in which internal variables ji,
and js initialize in PRGA from their value in KSA.

e VMPC-m is the modified version of VMPC in which internal variable j

4



initializes to 0 in PRGA.

2.2 RC4 Stream Cipher

RC4 is the most famous stream cipher which was designed by Ron Rivest in
1987. The design of RC4 was a trade secret until 1994 when the algorithm was
anonymously posted to the Cypherpunks mailing list.

Generally, stream ciphers are based on linear feedback shift registers(LFSRs).
The performance of these ciphers is efficient in hardware but slow in software. The
main property of RC4 is that its implementation in both software and hardware

is very easy and efficient.

Algorithm 1 KSA

for i = 0 to 255 do
Sli] «— i

end for

j<+—0

for i = 0 to 255 do
K[i] «— k[i mod /]
J«— j+ S} + K]
swap(Sli], S[j])

end for

Table 2.1: KSA of RC4 Stream Cipher.

RC4 has two main algorithms, Key Scheduling Algorithm (KSA) and the Pseu-
dorandom Generation Algorithm (PRGA). KSA takes a key k as an input which
has length ¢ typically between 5 to 32 bytes and by extending the key k, it per-
mutes the identity array S. The second algorithm PRGA takes the permuted
array S as an input and by using shuffle-exchange model, it produces the output

bytes.



Algorithm 2 PRGA
initialization:
14— 0
7+—0
loop:

14— i1+1

j«— j+ Sli]
swap(S[i], S[j])

Z «— S[S[i] + S[j]]

Table 2.2: PRGA of RC4 Stream Cipher.

2.2.1 Usage of RC4

Its simple design and efficiency made RC4 the most widely used stream cipher.
RC4 has been used in many software applications and security protocols like Mi-
crosoft Windows, Secure SQL, Apple OCE, BitTorrent Protocol Encryption, Se-
cure Shell, Remote Desktop Protocol, Kerboros, SASL, Gpcode.AK, PDF, Skype,
WEP, WPA, WPA2, TLS/SSL.

The most famous usage of RC4 is the standardization of it in web and network
security protocols like WEP, WPA, WPA2. Wired Equivalent Privacy (WEP),
was the standard security protocol for WiFi security in IEEE 802.11, which uses
RC4 as its core module. In time, serious security flaws have been found in WEP
due to the usage of RC4. Thus, WEP need to be replaced by a new protocol.
However, it was widely used by the industry which means replacing it by a totally
new protocol will be costly and impractical. Thus, in 2003, WiFi Protected Access
(WPA) was announced as the new standard security protocol which uses a patch
to resolve essential security flaws of WEP. WPA also uses RC4 as its core module.
One year later, in 2004, WiFi Protected Access II (WPA2) became available which
uses AES block cipher as its core module. But, it is not easy to migrate to WPA2
since for hardware based applications using WEP, and WPA, it is neither cost
effective nor easy to migrate completely away from the RC4 core. Because of this
reason, WEP and WPA, which use RC4 as their core module, are still widely



used in network security protocols.

2.3 RC4A Stream Cipher

The stream cipher RC4A was proposed in (1) in 2004 which is designed by
Souradyuti Paul and Bart Preneel . They tried to avoid changing general struc-
ture of RC4 while designing RC4A. The main design principle of RC4A is to
reduce the correlations between output bytes and internal variables by making
output bytes depend on more random variables. They also did not want to de-
grade the speed of RCA4.

Algorithm 3 KSA

for i = 0 to 255 do

end for

J1¢—0

jg +— 0

for i = 0 to 255 do
J1 <— j1+ Si[i] + K1[i mod /]
swap(Sii], Si[j])

end for

for : = 0 to 255 do
Ja — Ja + Sa[i] + K3[i mod /]
swap(Sa|i], S2[j2])

end for

Table 2.3: KSA of RC4A Stream Cipher (1).



Algorithm 4 PRGA
initialization:

14— 0
J1<—0
J2<— 0
loop:
14— 1+1

J1 & j1 + Sid]
swap(S1i], S1[71])
ZW — So[S1[i] + Si[41]]

J2 & Jo + Sali]
swap(Ss]i], Sa[j2])
Z® +— Si[Ss[i] + Sa[ja]]

Table 2.4: PRGA of RC4A Stream Cipher (1).

The key scheduling algorithm of RC4A is very similar to the KSA of RC4.
The only difference is that, in RC4, KSA generates one state table by using one
key, RC4A generates two state table by using two different keys. First key ky
produces randomly and the second key ko is generated by using the first one.
Designers mainly focus on pseudorandom generation algorithm of RC4A. There
are two variables j; and j, corresponding to two internal tables S; and S,. Each
round, two bytes are generated. First byte is generated from S; by using index
pointer Ss[i] + Ss[js] and the second byte is generated from S, by using index
pointer S1[i] + Si[j1]. Thus, secret internal state of RC4A consists of arrays Sy,
S, and variables i, ji, jo. Then, state space of RC4A is N1? x N3. For N = 256,
NI? x N3 ~ 23392 while it is only 2'7° for RC4.



2.4 VMPC Stream Cipher

The stream cipher ”Variably Modified Permutation Composition” (VMPC) was
proposed in (2) in 2004, which is designed by Bartosz Zoltak. Design principles

of algorithm could be summarized as follows;

1. After running KSA, no initial keystream outputs should be required to
discarded.

2. The KSA should be strong against related key attacks.

3. The KSA should perform throughly random permutation on internal vari-
ables S and j.

4. Keystream outputs should not have any statistical biases.
5. There should be no short cycle in the keystream outputs.

6. Complexity of recovering the internal state from keystream output should

be higher than brute force search.



Algorithm 5 KSA

for + = 0 to 255 do
Sli] «— i
end for
71<+—0
for + = 0 to 767 do
1 <— 1 mod 256
j«— S[j+ S[i] + K[i mod ¢]]
swap(Sli], S[j])
end for
for + =0 to 767 do
1 <— 1 mod 256
Jj«— S[j+ S[i| + V[i mod /]
swap(Sli], S[j])

end for

Table 2.5: KSA of VMPC Stream Cipher (2).

Algorithm 6 PRGA

initialization:
1<—0

loop:

j«— S[j+ S[d]]

Z «— S[S[S[j] + 1]]
swap(Sli], S[j])
1— i+ 1

Table 2.6: PRGA of VMPC Stream Cipher (2).
Definition 3 ((2)). A k-level VM PC' function, referred as VMPCy, is such

transformation of S into the Z,
Z = P[Py[Pya[. .. [P[P[]] .. ]]]
where x € {0,1,..., N} and Pyz] = (P[z] + k) mod N

10



In the Table 2.6, we can see implementation of 1-level VMPC function. All the
previous analysis have done against 1-level VMPC function and in this thesis we
also work on this function. In the KSA, there are two main differences from RCA4.
Firstly, the length of loop where array S is updated through shuffle exchange
is 3N = 767 and the update of array S. Secondly, there is an optional second
loop in KSA where designer want to improve the diffusion by using initialization
vector. However, designer claims that diffusion could be provided without using
initialization vector. Thus, security analysis of KSA is performed without using

initialization vector.

2.5 Previous Works

In this section, we summarize the previous works on RC4, RC4A, and VMPC.

Attacks on RC4 can be categorized under four main directions (10);

1. Weak Keys, Key Collisions, Key Recovery from State
First of all, KSA algorithm is not a one-to-one function. Thus, there exists
key collisions which means that two different keys produce the same internal
state. In 2000, Grosul and Wallach (11) first proposed the idea of colliding
keys. To improve Grosul’s result, in 2007, Biham and Dunkelman (12)
gave a method which depends on differential changes in keys. In 2009,
Matsui (13) introduced a practical method to produce colliding keys and
gave examples of colliding keys when key length is equal to 24, 43 and 64
bytes. In 2011, Chen and Miyaji (14) experimentally found the shortest
and the most practical colliding key pairs which have length 22 bytes. In
2013, Maitra et al. (15) discovered some methods to get near colliding key
pairs which means that produced states are not totally the same but differ

only by a few bytes.

Secondly, KSA is not an easily reversible algorithm, so getting key efficiently
from state forms one of the main part of the KSA attacks. The first paper
to recover key from state proposed in 2007 by Paul and Maitra (16). In 2008

11



and 2009, there are four more papers published on this type of attack. (17;
18; 19; 20)

The keys which causes some certain biases in internal state or keystream
outputs are named as weak keys. In 1995, Roos (21) and Wagner (22)
independently defined two different sets of weak keys.

. State Recovery from the Keystream
State consists of array S, and variables ¢, 7. Thus state space of RC4 is

N! x N2, For N = 256, state space is 256! x 2562 ~ 2170 These attacks

try to reduce the complexity of search space.

In 1998, Knudsen et al. (23) introduced the first full state recovery attack
which reduces the complexity of getting state with exhaustive search consid-
erably. In 2000, Golic (24) reduced the required number of known keystream
outputs for the attack of Knudsen (23). In 2003, Shiraishi et al. (25) gave
a different method which assumes some entries of the state are known. In
2007, Tomasevic et al. (26) introduced a method which reduces the com-
plexity of full state recovery attack which proposed by Knudsen (23). In
2008, Maximov and Khovratovich (27) gave the best state recovery attack.
In 2008, Golic and Morgari (28) published another paper which analyzes
the attack of Maximov and they claimed that they improved data and time
complexity of Maximov’s attack. (27).

. Biases and Distinguishers
As a stream cipher, the main aim of RC4 is to produce pseudo-random
keystreams. Because of this reason, studies on RC4 mainly focus on the

biases and their application distinguishers.

In 1995, Roos (21) discovered the first biased correlation between internal
state in PRGA and key bytes. In 1996, Jenkins (29) published two biased
correlations between internal state in PRGA and keystream outputs. In
2001, Mantin (30) analyzed the Jenkins’ correlation (29) in detailed and
generalized it. In 2000, Fluhrer and Mcgrew (31) gave first detailed list of
long term biases in consecutive bytes which are named as digraph biases. In
2001, Mantin and Shamir (32) identified and proved that second keystream

output has a positive bias towards zero which is the first practical and most

12



important bias in RC4. In 2002, Mironov (33) observed that first output
byte of RC4 has a sinusoidal distribution and has also negative bias towards
zero. In 2005, Mantin (34) analyzed the repetition of digraphs in RC4 out-
put bytes and observed that the pattern ABSAB where A and B represent
byte values and S represents a random string occurs more frequently. In
2008, Basu et al. (35) identified that the equality of two consecutive bytes
has a positive bias under certain conditions. In 2010, Pouyann et al. (9) gave
a method which reveals all correlations in PRGA. By using this method,
they confirmed all correlations that have found until that time and explored
48 new correlations. In 2011, Gupta et al. (36) proved that there is a re-
lation between key length and some certain biases in the output bytes. In
2011, Maitra et al. (37) proved that all initial output bytes except first one
have a bias towards zero. In 2013, Maitra et al. (10) identified that there
exists a long term correlation between the bytes Zyy and Zynio. In 2013,
Isobe et al. (38) identified and proved two new short term biases. In 2013,
Alfardan et al. (3) experimentally listed all short term biases to exploit
these biases in plaintext recovery attack. In this work, they did not give
proof of new described biases. In 2013, Sarkar, Gupta, paul, Maitra (39)

proved the biases which are discovered in (3).

. Key Recovery from the Keystream

In these attacks, secret key is tried to be recovered by using output bytes
and exploitable biases related to them. The main target of these attacks is
the use of RC4 in protocols such as WEP, WPA and TLS.

In 2001, Fluhrer et al. (40) claimed theoretically that 4 million packets
(plaintext-ciphertext pair) were enough to recover the key with success
probability 0.5 by using incremental IVs in WEP. In 2004, Korek (41) re-
duced the key recovery complexity and introduced a practical attack which
recovers the key with 100000 packets. In 2006, Klein (42) used a new strat-
egy and claimed that packet complexity was reduced to 25000 with success
probability 0.5. In 2011, Sepehrdad et al. (43) implemented this attack
and showed that packet complexity is 60000. In 2007 , Tews, Weinmann
and Pyshkin (44) proposed a new key recovery attack which reduces packet
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complexity to 40000. In the same year, Vaudenay and Vuagnoux (45) in-
troduced another attack which has packet complexity equal to 32750. In
2009, Tews and Beck (46) improved attack (45) and reduced the packet
complexity to 24200.

To fix the vulnerabilities in WEP, WPA uses Temporal Key Integrity Pro-
tocol (TKIP) which generates a new key dynamically for each packet. In
WPA, brute force attack to get temporary encryption key (TK) has com-
plexity 2'2%. First attack against RC4 in WPA proposed in 2004 by Moen,
Raddum, and Hole (47) and they claimed that it is possible to recover TK
with complexity 2% by using two packets. During 2011-2012, Sepehrdad,
Vaudenay and Vuagnoux (48; 43) gave a new TK recovery attack with com-

plexity 2% by using 2%® packets.

There are three important attacks against RC4A which we will give detailed
analysis of them in Chapter 4. Briefly, the first paper about RC4A is published
by Maximov (49) in 2005. He observed that equality of consecutive odd output
bytes is not equal to random association. In the same year, Tsunoo et al. (50)
observed and proved the biased correlation between first and third bytes. In 2013,
Sarkar (51) showed that second byte of RC4A has a positive bias towards 2.

There are four important attacks against VMPC which we will give detailed
analysis of them in Chapter 5. In 2005, Maximov (49) observed that there exist
long term biases in consecutive output bytes of VMPC. In the same year, Tsunoo
et al. (50) proved the biased correlation between first and second bytes. In 2012,
Li et al. (52) improved the result of Tsunoo et al. (50). In 2013, Sarkar (51)

introduces a new biased correlation between second and fourth bytes of VMPC.
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Chapter 3

Attacks on RC4

In section 3.1, we summarize the plaintext recovery attacks. In subsection 3.1.1
we compare RC4 and RC4-m against single byte bias plaintext recovery attack.

Then, we summarize linear correlation attack in section 3.2.

3.1 Plaintext Recovery Attacks

In 2013, Alfardan et al. have presented two plaintext recovery attacks on RC4
in TLS (3). First one is the single-byte bias attack in which they use short-term
(involving only initial 256 bytes) biases in RC4 and try to get initial 256 plaintext
bytes. Second one is the double-byte bias attack in which they use long-term (not
just initial 256 bytes) biases in the distribution of consecutive bytes and try to

get plaintext bytes at any position. They apply these attacks against RC4-8.

In this work, we will apply these attacks to the RC4A-4 and VMPC-4 stream
ciphers since the complexities of these attacks on these ciphers are infeasible for a

standard PC for 8-bit oriented versions. For consistency, we will first apply these
attacks to the RC4-4.
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3.1.1 Single Byte Bias Plaintext Recovery Attack

We first summarize important single byte biases, then we describe attack in de-

tailed and finally we give experimental results of this attack.

3.1.1.1 Single Byte Biases

Until the work of Alfardan et al. (3), there are some well known single byte biases

in RC4 keystream outputs;

Theorem 1 ((32)). The probability that the second output byte is equal to zero

18

Theorem 2 ((10)). For 3 < r < 255, the probability that the rth output byte is

equal to zero is
1 n Cr
256 2562
where c3 = 0.351089 and cqy = 1.337057 > ¢, > co55 = 0.242811 where ¢y, . . ., Co55

Pr(Z, =0) =

is a decreasing sequence.

Theorem 3 ((10)). Assume key length is equal to €. Then, the probability that
Cth output byte is equal to 256 — £ is
1
PT’(Z@ = —f) 2 ﬁ
In addition to these known biases, Alfardan et al. have observed some new

short-term biases which can be analyzed in two parts.

1. Isolated short-term biases:
There are three positive biased events. Two of them are Z, = 172, and
Z, = 2 which have proved by Sarkar et al. (39). The other one is Z3 = 131
which have proved by Isobe et al. (38). There are four negative biased
events. Three of them are Z; = 129, Z; = 129, and Zy5¢ = 0 which
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have proved by Sarkar et al. (39). The other one is Zy = 2 which have
proved by Sarkar (51). Among these biased events, the most interesting
one is the Z; = 129 since it only observed when key length ¢ is equal to
2,4,8,16, 32,64, 128 which are non-trivial factors of 256.

2. Regular short-term bias:
There are two positive biased events. First one is the Z, = r which is
observed for all r and decrease according to r. It is proven by Isobe et
al. (38). The second one is an extension of Theorem 3. The biased event
Z, = —r is not only observed when r is equal to key length ¢, but also when

r is equal to multiples of /.

3.1.1.2 Attack

It is a broadcast attack which means fixed-plaintext bytes are encrypted under
a large number of independent keys. In this attack (3), they use all short-term
biases in RC4 and try to get initial 256 plaintext bytes.

First of all, by using a large number of independent keys, they get statistical
distribution of Z, for all r € {1,2,...,256}. Thus, they empirically get the
probabilities;

prg = Pr(Z, =k), k=0x00,...,0x FF
They use maximum-likelihood approach and recover plaintext bytes with maxi-

mum certainty by applying the following steps;

Assume we have a sample {C,...,Cg} which consists of encryptions of the
same plaintext with S independent keys. Then, for any position r and any possible

plaintext byte candidate p, following values are calculated;
LY = [{i1Cjr = k® phicjes| (0% 00 <k <0x FF)

The vector (I{%,..., 1)) represent the number of matching between
{C;,}1<j<s and encryption of p with key k. By using these induced distribu-
tions and empirical distributions proxo0, - - -, Proxrr, the probability that candi-

date plaintext byte p is encrypted to ciphertext bytes {C;,}1<j<g, which is a
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Algorithm 7 Single-byte bias attack

input: {C;}i<j<s - S independent encryptions of fixed plaintext P
r - byte position
(Prk)oxoo<k<oxFr- keystream distribution at position r
output: P’ - estimate for plaintext byte P,
Noxoo 0,.. -aNOXFF 0
for j =1to S do

[Cj,r — [Cj,r +1
end for
for £t =0x00to 0x FF do

for k=0 x00to 0x FF do

I — Ly

end for

Ap Iy sar S I lonTk
end for
P: — aTgmaIue{0xoo,...,0xFF})\M
return P!

Table 3.1: Single Byte Bias Attack (3).

multinomial distribution, calculated as follows;

Sl

Ay =

(1)
| H piv k

I I(H)
0x00- - - - Lox FF* k€{0x00,...,0x FF}

For all 0 x 00 < p < 0 x F'F, the probability A, calculated and maximum-

likelihood plaintext byte value determined.

There are two possible optimization in above calculations. Firstly,
(I(()x007 . Ié’i)FF) and (]OX()]O, . ]OXZ)TF) are permutations of each other because
I = [,g@u/@u Thus, the term S!/ (1! . .. I8 z1), will be equal for all 1, which

means that this value can be ignored. Secondly, taking log(\,) instead of A, will

slightly reduce the complexity of attack.

3.1.1.3 Experimental Results

We can not simulate attack against 8-bit versions because of high complexity, but

we get the distribution of RC4-8 and RC4-m-8 keystream outputs to observe the
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effects of modification clearly.
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Figure 3.1: Measured distributions of RC4-8 and RC4-m-8 keystream outputs

Z1, Zie, L3, and Zgy.
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As it is seen in Figure 3.1, the important biases mentioned above for RC4-8
are not observed for RC4-m-8. On the other hand, for each keystream output

positions, relatively smaller biases are observed in modified version.

We simulated single-byte plaintext recovery attack against RC4-4 and RC4-
m-4. First of all, by using 2% independent keys, we estimate the probabilities

{Prk }1<r<256,0x00<k<0x FF-

Figure 3.2 shows distribution of keystream outputs Z;, and Z, for RC4-4 and
RC4-m-4. The biases Z, = 0, Zy = 0, Z, = r, also seen in reduced version of
RC4. Here, we need to take key length equal to plaintext size, because a large
number of strong biases are observed in keystream distributions when we take
it smaller. Thus, we take key length 64 bits which is equal to plaintext size.

Because of this reason, the bias Z, = —r is not observed.

T T T T
Experimental —— Experiment tal ——
Random - Random

(a) Zy (b) Zy of RC4-m-4

T T T T
Experimental —— Experiment tal ——
Random | Random

(c) Zs (d) Z of RC4-m-4

Figure 3.2: Measured distributions of RC4-4 and RC4-m-4 keystream outputs Z;
and ZQ.

We analyze single-byte plaintext recovery attack under four different session
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size, 214,216 218 220 'We run the Algorithm 7 for RC4-4 and RC4-m-4 100 times

for each sessions.

e With S = 2! sessions, a few positions of plaintext recovered with high
rates. This is the result of number and power of biases observed in that
positions. For example, recovery rate of second position is 100% because
of the existence of strong bias towards 0. In general, recovery rates for
RC4-m-4 is almost half of the rates of RC4-4.

e With S = 2!6 sessions, the first 8 positions are recovered with rate more
than 90% for RC4-4.

e With S = 2'8 sessions, first 14 positions recovered with rate very close to
100% for RC4-4. But for RC4-m-4, only three positions recovered with
100% and the recovery rates of other positions changes between 42% and
75%.

e With S = 22 sessions, recovery rates for RC4-4 are almost equal 100%
for all positions and recovery rates for RC4-m-4 are very close to rates of
RC4-4.
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(c) 2'8 sessions (d) 220 sessions

Figure 3.3: Recovery rates for RC4-4 and RC4-m-4.

As a result, in PRGA, initializing j from the value in KSA reduces the biases
in keystream outputs and also reduces the success rate of single-byte plaintext

recovery attack.

3.1.2 Double Byte Bias Plaintext Recovery Attack
3.1.2.1 Multi Byte Biases

Multi byte bias is the correlation between two or more positions in the keystream
outputs. Most of these biases are long term. In 2000, Fluhrer and McGrew (4)
analyzed the distribution of consecutive keystream outputs (Z,, Z,.1). They ob-
served the most extensive set of multi byte biases as seen in Table 3.2. Alfardan
et al. (3) experimentally checked distribution of all consecutive keystream out-
puts. They verified the biases observed by Fluhrer and McGrew for 128 bit keys
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and they did not observe any additional bias in consecutive bytes.

In addition to Fluhrer McGrew biases, in 2005, Mantin (34) observed a posi-
tive bias towards the pattern ABSAB where A, B are the byte values and S is
the random string. In 2012, Sen Gupta et al. (10) observed a bias in keystream
positions (Z,, Z,.2) towards the value (0,0). However, in double byte bias plain-
text recovery attack, only the biases in consecutive keystream outputs are used

so biases which observed by Mantin and Sen Gupta et al. can not be used.

Byte pair Conditon on ¢ Probability
(0,0) =1 2710(1+279)
(0,0) 1 # 1,255 2715(1 4 279)
(0,1) 1# 0,1 2716(1 +27%)

(1 +1,255) 1 # 254 2716(1 +27%)

(255,74 1) 1 # 1,254 2716(1 +27%)

(255,47 +2) | © # 0,253,254,255 | 2716(1 + 27%)

(255,0) 1= 254 2710(1 +279)
(255,1) 1= 255 2710(1+279)
(255,2) i=0,1 2710(1+279)

(129,129) 1=2 2716(1 +27%)

(255, 255) 1 # 254 2716(1 —27%)

(0,4 1) 1 # 0,255 2716(1 — 27%)

Table 3.2: Fluhrer-McGrew biases for consecutive pairs of byte values (4).

3.1.2.2 Attack and Experimental Results

Double byte plaintext recovery attack (3) makes it possible to recover the plain-
text at any position. In this attack, first and last positions are assumed to be
known and attacker tries to recover positions between them. Also, it is not a
broadcast attack, it works for plaintexts repeatedly encrypted under a single key.
Attack mainly makes use of biases in consecutive keystream outputs, so the only
biases observed by Fluhrer and McGrew can be used which are listed in Table 3.2.
Thus the probabilities;

Prki ks = PT[(Z256q+r7 Z256q+7“+1) = (kh kQ)]

23



are taken from Table 3.2 for the appropriate r, k1, ko and all other probabilities

are assumed to be equally likely to appear in the keystream distribution.

Assume we have plaintext P = Py||...||Pr, L byte where L is a multiple of
256. P is encrypted repeatedly with a single key and ciphertext C' is obtained.
Let C; denote the jth encryption of P and let C;, denote the rth byte of Cj.

As in the algorithm 7, the most likely plaintext candidate pair (g, pt,41) for
position r could be computed by using ciphertext bytes {(C;,, C;,+1)}1<j<s and
probabilities {pr k, &, Joxoo<k ka<oxrr. Since we have overlapping byte pairs in
this attack, it could be more accurate to estimate plaintext candidate correctly
than by just considering individual byte pairs. Thus, differently from the single

byte attack, we compute estimated likelihood Apr = A, .. ju, for any plaintext

candidate P’ = pq]|...||xz which is a recursive computation;
Aot llpe = 5uelue—1 * Apan el (<L)
where 6,,,,_, = Pr(P; = pe|Pi—1 = jte—1) which means that s, is dependent on

fe—1. For the base case, we assume that \,, = Pr(P, = p;) is known and then

estimated likelihood can be written as Apr = Pr(Py = 1) TT{Zs Opplus_, -

The algorithm chooses plaintext candidate P* = pq||...||xr, which has the
maximum estimated likelihood Ap«. For the likelihood Ap«, we have optimality
preserving property that is for all prefixes puql|...||pue—1 of P* where ¢ < L,
A

which have p,_; as their last byte.

pill..|lue_, have the largest value through all (¢ — 1)-length plaintext candidates

The plaintext P* is consructed iteratively by evaluating the prefixes of P* with
increasing length. At each step until the last byte, we have a set of candidates with
size N. For example, let we have N candidates ]| ... ||p—1 with £ — 1 length.
Then for all possible values of 1, the likelihood estimates of py]| ... ||pe—1||pe are
computed and the maximum one is chosen and added to the set of candidates
with length /. When we reach the length of P*, we get P* itself because we have

only one candidate for the last byte. The computation of A,,,,|,, is similar to

Hit1l

maximum likelihood computation in Algorithm 7. First of all, we compute the
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vector (1;0x00,0x00, - - - » lipx FEoxFF), Where
Lijy ey = |{1 <J< S|(Cj,i7 Cj,z‘+1) = (kl D pi, ko @ Mi+1)}|

Then, the plaintext byte pairs (u;, ii+1) are encrypted to ciphertext byte pairs

(Cji, Cjit1) follows a multinomial distribution and computed as

S! Ii,kl,kQ
H Di ky ko

Ii,DXOO,OXOO! e Ii,OXFF,OXFF! k)17k‘26{0><00,...,0><FF}

Pr(P; = NPy = pipa|C) =

Then, d,,,,|,, computed as

Opssalus = Pr(Piy = pip1| Py = pi A C)
_ Pr(P; = pi A Py = pia|C)
Pr(P; = 1|C)
Since we produce long keystream by using single key, we can assume that there is
no significant single byte bias. Thus the term Pr(P; = 1;|C) can be ignored. Be-
sides, the terms S!/1; 0x00.0x00! - - - Lioxrroxrr! Will be ignored due to the similar

reasons as in Algorithm 7.

Because of high complexity, we apply this algorithm against RC4-4. We en-
crypted S =1-2'7 ... 16 - 2'7 copies of the plaintext and assume that first and
last plaintext positions are known and try to get the positions between them. We

apply algorithm 100 times for each session and success rate of algorithm seen in
Figure 3.4.

100

a0

60

40

Recovery Rate

20

0 I I I I I I I
2 4 6 8 10 12 14 16

Plaintext copies times 217

Figure 3.4: Success rate for recovering all positions for RC4-4.
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Algorithm 8 Double-byte bias attack

input: C' - encryption of S copies of fixed plaintext P
L - length of P (multiple of 256)
(Dr ey s ) 1<L—1,0%00<k; ko<0x FF- keystream distribution
output: P* - estimate for plaintext P
notation: maxy(Q) denote (P, \) € @ such that A > NV(P', X) € Q
I(T7k17k2) < 0 forall 1 §T<L, 0x00< k’l,k’g <0x FF
for j =1to S do
forr=1to L —1do
10.C50.C1ren) < L0050 0) T 1
end for
end for
Q < {(11,0)}
forr=1to L —2do
Qext < {} //List of plaintext candidates of length r + 1
for .01 =0x00to 0 x FF do
Qu,.. < {} //List of plaintext candidates ending with g, 4
for each (P, \p/) € Q do
P pull e
)‘P'||Mr+1 — Ap + zgleoioo ZOX}B};OO [ (rk1@pr k2@pry1) logp(T,khkz)
Qﬂr'+l - QM7-+1 UL (P41, )‘P'HMTH)}
end for

Qea;t — Qext U {maxQ(QquLl)}

end for
Q — Qext
end for
Qu, < {} //List of plaintext candidates ending with s,
for each (P, \p/) € Q do
P — ] flpr-
APl 4 Ap+ 0L 00 iaoxoo ka1 kanr) 108 sk k)

Q.UL A Qm U {<P,H/~LL> )\P’IIML)}
end for

(P*, Ap+) < maxa(Q,,)
return P*

Table 3.3: Double Byte Bias Attack (3).
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3.2 Linear Correlation Attack

In 2010, Sepehrdad, Vaudenay and Vuagnoux (9) presented a new technique
which reveals linear correlations in PRGA of RC4. By applying this technique,

they confirmed all known biases and exploited 48 new ones in PRGA.

3.2.1 Known Correlations in the PRGA of RC4

Notation:In this work, let j,. be the value of variable j during the round r of
PRGA and S, be the value of array S after round r of PRGA.

e Jenkins Correlations:((29)) The relations at rth round of PRGA S,.[j,.] =
i — Z, and S,[i,]| = j. — Z, occurs with the probability 2/N.

e Paul, Rathi and Maitra Correlation:((53)) The probability distribu-

tion of the output index that selects the first keystream output is;

% for odd =,
Pr(Si[l] + Si[ji] =2) = ~ — N(Az,_l) for even x # 2,
% — N(Z\}fl) for even x = 2.

e The bias in second keystream output which is stated in Theorem 1 is

another known correlation in PRGA.

3.2.2 Attack

There is no specific method to discover the biased correlations mentioned in
previous section. Sepehrdad et al. (9) gave a method to rediscover all known

biases and to find new ones as well. In this method, they define linear equations
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which consist of internal values of a round of the PRGA, {j;, Si[i], Si[5:]} and

keystream output of that round, z; as;
(CO . ]Z + Ct - SZ[Z] + Cy - Sl[jl] + C3 - Zl) mod N = O

The equation has four coefficients and to evaluate all possible linear correlations
they need to take values of ¢; from the set {0, 1,...,255}. This defines 2% linear
equations which is too large to evaluate. Thus, they take values of ¢; from the set
{-1,0,1}. By using 10° randomly chosen keys with length 16 bytes, they verify
all linear equations for first 256 rounds. In each round, when an equation holds,
a counter for that one is incremented. In this way, they rediscovered all known

biased correlations in PRGA, and also they discover 48 new biased correlations.

gi | Sili] | Silgi] | 2 C' | Probability | Discovered | Proved
1| 1] 0 |1] 0 2/N (29) (30)
0] 0 | 1 |1] i 2/N (29) (30)
0 1 1 -1 0 1.9/N 9) (36)
0 1 1 -1 1 0.89/N (9) (36)
ol 1 | 1 |-1]255 | 125N 9) (36)
ol T | 1 [1] i 0.05/N 9) -
1 1| 0 [0 4 0.95/N 9) =
1 1 | 1 0] q 2/N 9) (36)
1] 1] 1 [0 q 2/N 9) (36)
1] 1] 0 [0 1 0.9/N 9) -
1] 1| 0 |0 25| 125N 9 —
1| 1] 0 [0 0 L.9/N 9) (36)
0 | 1 |0|i+t1]| L36/N 9) -
o o | 1 o] 25| 09N 9) —
0] 0 | 1 |0] i 2.34/N 9) (36)

Table 3.4: Biased linear correlations observed in all rounds of PRGA in RC4.
Note that the probability of some biases increase or decrease according to i.

The important biased correlations observed in all rounds that was found by
this technique are seen in Table 3.4. Especially, for the first rounds, there exists
some additional biased correlations, they are listed in Table 3.5, and Table 3.6.

The strong biased correlations are proved by Gupta et al. (36).

28



Ji | Sili] | Si[4s] | zi | C | Probability | Discovered | Proved
0 0 |-1] 0| 095/N )

0 T (02| L95/N (53) (53)

1 0 [0]2]| 1.94/N ©) (36)

Table 3.5: Additional biased linear correlations observed in the first round of
PRGA in RCA4.

gi | Sili] | Si[4i] | zi | C | Probability | Discovered | Proved
0l 0| 0 |[1] 0 2/N (32) (32)
1] 1| 1 [1] 0 2/N 9) (36)
1| 1 | 0 |-1|even| 1.0183/N 9) —
1] 1 | 0 |-1|odd | 1.0316/N 9) -
1] 0| 1 [0 6 | 237N 9) (36)
1] 0 | -1 [0]25]| 075/N 9) -
1| -1 1 0 0 2/N 9) (36)
0 1 | 1 |0] 0 | 095N 9) -

Table 3.6: Additional biased linear correlations observed in the second round of
PRGA in RCA4.
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Chapter 4

Security Analysis of RC4A

We start with previous attacks against RC4A and give a brief summary of works of
Maximov (49) , Tsunoo (50), and Sarkar (51) on RC4A. Then, we apply plaintext

recovery attacks and linear correlation attack against RC4A.

4.1 Previous Attacks Against RC4A

4.1.1 The Attack of Maximov

In 2005, Maximov (49) showed that RC4A is a strong cipher against consec-
utive digraph biases which is the general weakness of RC4 family of stream
cipher. Then, he made additional investigation and checked the values of
Pr(Z, = x,Z;1o = y) for small number n, for RC4A-n. He noticed that
Pr(Z; = Z;1o|t is odd) is not equal to random association. He focused on that

anomaly and got the following theoretical bias value;

Theorem 4 ((49)). Assume KSA of RC4A performs throughly random permu-

tation which means internal variables are from the uniform distribution. Then;
Pr(Zy = Zy ot is odd) =~ 278(1 — 2730-05)
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He also checked the assumptions of theorem and found that KSA of RC4A is
not perfect and internal values are not throughly random. Because of this reason,

his experimental results were more consistent than theoretical ones.

4.1.2 The Attack of Tsunoo et al.

When Paul and Preneel proposed RC4A (1), they have showed a new bias in RC4
about equality between first and second output bytes. In 2005, Tsunoo et al. (50)
discovered the biased correlation between first and third keystream outputs of
RC4A by using the idea of Paul and Preneel. In this attack, they give three

assumptions;

1. Si[1] = 2, (equal assumption to paper [pp]) (P = 555)

2. A#0xff,(Ais entry of S1[2]) (P, = 22)

256

3. B# A+2, (Bisentry of Sy[l]) (P53 = %)

1 2 9 & B+D
S, 2 | 4 (
KA
0 1 2 3 4 B 42 C+2 Sy )
S, B D
L | . =2 Output is S)[4+2]
g1 83 4 ¥ &
S\ A2 (
L T
g1 2 9 4 B +2 C+2 £+ 3
o D B
i I g s
B> Output is S,[C+2]

Figure 4.1: Transition of arrays S; and Ss.
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At time ¢ = 1; index j; updated by the following equation;

Then, first and second indexes are swapped, and Sy[A + 2] is output as first
keystream. At time t = 2; index jo updated to value of first index of S;. Then
Ss[1] and S3[B] are swapped and second keystream is output.

At time t = 3; index j; updated by the following equation;

Ji=j1+Sifi]=2+52=2+2=4

Let say that Si[4] = C. Then second and fourth indexes are swapped, and
So[C' + 2] is output as third keystream.

It is obvious that A # C, since all values in state tables are different. So, if
Ss[A + 2] is not swapped at time ¢t = 2, then, first and third keystreams are
different. Assumptions 2 and 3 assures that Ss[A + 2] is not swapped at time
t=2.

Then the probability that first and third output bytes are equal calculated as

follows;
PriZy = Z3) = Pr(Z; = Z3|S1[1] =2NA#0zffN B # A+ 2]
PriSi[1]=2NA#0xffNB#A+2
+ Pr(Zy = Z3|Si[1] #2NA=0xffNB=A+2|
PriSi[l] #2NA=0zffNB=A+2]
=0-P-P-P3+2% (1-P-P-P)
~ 278 (12780

This probability is considerably smaller than the ideal probability 278,

4.1.3 The Attack of Sarkar

In 2013, Sarkar (51) investigated that the second byte of RC4A has a positive

bias towards 2. To prove this bias, he uses the following result for RC4;
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Theorem 5 ((54)). Assume initial permutation S is taken uniformly from the
set of all possible permutation of the set 0,1,..., N — 1. Then for the first index

toucher t where t = S[i] + S[j|, we have

2 1
Pr(t:2)zﬁ—m.

Then, he proves the following lemma;

Lemma 1 ((51)). Pr(Z¥ =t,) ~

2
N

The results of this lemma also discovered in the section 4.3 in Table 4.1. Then,

he proves the bias in the second output byte.

Theorem 6 ((51)). The probability that the second output byte is equal to two is

1
Pr(z® =2) ~ ——
T( 1 ) N —1
Proof.
N-1
Pr(Zz? =2) = Prz® =20t =2) + Y Pr(Z{") =2ty = x)
=0
TF#2

Then by using Lemma 1 and Theorem 5;

Pr(Z® =2 Aty =2) =Pr(Z® = o]ty = 2)Pr(t, = 2)

~

N

Also for x # 2,

Pr(ZfQ) =2ty =) =Pr(ty = 2) - Pr(Z® = 2|ty = x)

N_—1

1—- 2
( N2
N -1

1—2
~ N . pr(sVz] =2)

Hence, Pr(Z? =2) o~ 4 4 0=%)° _ 1 O



4.2 Plaintext Recovery Attack Against RC4A

4.2.1 Single Byte Bias Plaintext Recovery Attack

We apply single-byte plaintext recovery attack (3) against RC4A-4 and RC4A-

m-4. First of all, by using 2%® independent keys, we estimate the probabilities

{pr,k}1§r§16,0§k§16-

The bias Pr(ZfQ) = 2) is experimentally observed in Figure 4.3(c). Keystream
output distribution for RC4A-m-4 is more closer to random than RC4A-4 as it is

seen in Figure 5.3.

T T T T
Experimental —— Experiment tal ——
- Random

(¢
Pr(z;=i

(a) Output Z; (b) Output Z; for RC4A-m-4

T T T T
Experimental —— Experiment tal ——
Random - Random

Z:
Pr(Zz=i)

(¢) Output Zs (d) Output Z5 for RC4A-m-4

Figure 4.2: Measured distributions of RC4A-4 and RC4A-m-4 keystream outputs
Z1 and Z,.

By using keystream distribution, we analyze single-byte plaintext recovery
attack under four different session size, 2!, 22 224 227 We run the attack 100

times for RC4A-4 and RC4A-m-4 for each sessions.
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With S = 2! sessions, for RC4A-4, first position is recovered with rate 94%
and second position with rate 100%. The bias Pr(ZfQ) = 2) is the main

reason for the high recovery rate of the second position.

With S = 22! sessions, recovery rates indicates a big increment for RC4A-4
according to first sample. Besides, RC4A-m-4, there is no important change

at rates.

With S = 224 sessions, the first 8 positions are recovered with rates more
than 82% for RC4A-4.

With S = 2%7 sessions, the first 8 positions are recovered with rates 100%
for RC4A-4. There exist a remarkable increasing at recovery rates of the
last 8 positions. On the other hand, for RC4A-m-4, increment at recovery

rates is observed only for some specific positions.

T 3 T 5
RCAA-4 —— RC4A-4 ——

RC4A-M-4 w=+or RCAA-M-4 =woooee

(a) 2'® sessions (b) 22! sessions

T 5 . 5
RC4A-4 —— RC4A4 ——
RC4A-m-4 -~ RC4A-m-4

(c) 22* sessions (d) 227 sessions

Figure 4.3: Recovery rates for RC4A-4 and RC4A-m-4.
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4.2.2 Double Byte Bias Plaintext Recovery Attack

From the previous work of Maximov (49),we know that RC4A does not have
known weaknesses in the distribution of consecutive keystream outputs. Thus,
the double byte bias plaintext recovery attack (3) fails against RC4A. On the
other hand, we know that RC4A has some weaknesses in the distribution of
consecutive odd keystream outputs from the previous attacks (49; 50). So, to
use these weaknesses, we modify attack (3) for RC4A-4 and apply this modified
version against RC4A-4 . First of all, by using 2% independent keys, we estimate

the probabilities {p,x, k, }1<r<16,0<k1<16,0<ks<16;
Prki ke = PT[(Zlﬁq-H“; Zlﬁq+r+2) - (kla k?)]

We encrypted S = 1-228 ...,16 - 22 copies of the plaintext with length 16 and
assume that first and fifteenth plaintext positions are known and try to get 6
odd positions between them. We apply algorithm 16 times for each session and

success rate of algorithm seen in Figure 4.4.

Recovery Amount

0 I I I 1 I 1 I
2 4 6 g 10 12 14 16

Flaintext copies times 228

Figure 4.4: Success amount for recovering odd positions for RC4A-4.
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4.3 Linear Correlations in PRGA of RC4A

In each round, two keystream ouputs are produced in RC4A differently from RCA4.
Thus, we analyze the PRGA of RC4A in two parts. In the first part, j; and Sy

are updated and first keystream output generated from Sy by using them. In the

second part, jo and Sy are updated and second keystream output generated from

S1 by using them. Thus, we apply linear correlation attack (9) against RC4A by

using two equations for these two parts;

(co- 4 + e

- SHi) 4 ey

(c5-3; +ei - SPlil+ 63

-S4 e

<SPG+

-2}) mod N = C!
-22) mod N = C?

We have two equations for two separate parts but generally biased correlations

occur in both of them except first round. Thus, we will only list values for the first

equation. From the Table 4.1, we confirms that most of the biased correlations

that are observed in RC4 are also found in RC4A. However, the bias which is

observed by Mantin and Shamir (32) and Jenkins correlations (29) which are

observed in RC4 are not observed in RC4A.

g, | Suli) | Sul) | 2% | ¢t | Probability
0 |0 1 0 [0 |2/N

0 |0 1 0 |255] 1.344/N

0 |1 1 1 [0 |2/N

0 |1 1 1|0 | 1.024/N

1 [-1 |0 0 |0 |Ls84/N

1| -1 0 |0 [098/N

1 |1 |1 0 |i |2/N

1 |1 1 0 |i |2/N

Table 4.1: Correlations observed for all rounds.

The Table 4.2 depicts the additional correlations observed in the second round.

The number of biased correlations is decreasing according to round number 7. We

also apply linear correlation attack to RC4A-m. However, we observe that there

is no important difference in both number of biases and their degree.

37



g, | Syt | Sl zi(l) C' | Probability
1 |0 1 0 |6 |22/N

Table 4.2: Additional correlation observed in second round.

4.4 Discussion of the Results

The main design principle of RC4A is to weaken the correlations between variables
in PRGA by making each keystream output dependent on more random variables.
According to the result of linear correlation attack, they could not achieve this
objective. Besides, the result of the single byte plaintext recovery attack against
RC4A-m indicates that when we initilize internal variable j7; and j, from the

values in KSA, algorithm becomes more stronger against single byte biases.

The failure of double byte bias plaintext recovery attack shows that RC4A does
not have important long term biases in consecutive keystream outputs. In this
attack, we modify attack to use long term biases in consecutive odd keystream

outputs for RC4A and succeed to recover odd positions of plaintext.
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Chapter 5

Security Analysis of VMPC

We start with previous attacks against VMPC and give a brief summary of works
of Maximov (49), Tsunoo (50), Li (52), and Sarkar (51) on VMPC. Then, we

apply plaintext recovery attacks and linear correlation attack against VMPC.

5.1 Previous Attacks Against VMPC

5.1.1 The Attack of Maximov

In (49), in 2005, Maximov analyzed the biases in consecutive pairs of bytes, called
digraphs on VMPC, and he gave first linear distinguishing attack on VMPC which
based on long term digraph biases. He used the approach of Fluhrer and Mc-
Grew (4) who investigated first digraph biases in RC4 and used these biases in
an efficient distinguishing attack on RC4.

For RC4-3, RC4-4, and RC4-5, Fluhrer and McGrew calculated the theoretical
probabilities Pr{(Z; = x,Z,1 = y,4)} for all possible values of triple (x,y,1).
Due to the high complexity, for RC4-8, they could only approximate the theoret-
ical probabilities.

In his paper, Maximov showed that the digraph biases is a general problem for
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RC4 family of stream cipher, and this problem is need to be considered when
designing a new cipher of this kind.

He showed that VMPC has also this kind of vulnerability. Due to the high
complexity, he first tried to find any anomalies for VMPC-n like Pr(Z, =
x,Zyy1 = y,1) for small number of n. After finding an anomaly for the prob-
ability Pr(Z; = Z;.1 = 0|i = 0) , he focus on that anomaly and get the following

theoretical bias value;

Theorem 7 ((49)). Assume KSA of VMPC performs throughly random permu-
tation which means internal variables S and j are from the uniform distribution.
Then;

Pr(Zy = Zyyy = 0]i = 0) = 271%(1 — 2779%92)

5.1.2 The Attack of Tsunoo et al.

In 2005, Tsunoo et al. (50) investigated the new biased correlation between first

and second bytes of VMPC. In this attack, they give two assumptions;

At time t = 1, index j is updated by the following equation;
Jj=S[j+ S[i]] = S[0+ S[0]] + S[A] =0
Then first keystream is output by the following equation;
Z = S[S[S[j]] + 1] = S[S[S[0]] + 1] = S[S[A] + 1] = S[0+ 1] = S[1] =B

Since both index j and 7 are equal to 0, there will be no swap in this stage.

At time t = 2, index j is updated by the following equation;

j =S+ Sll] = 5[0+ S]] + 5[B] = C
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S4B 0 =1

ij
B> Outputis S[1]=B
v

0 1 2 D " B ( E+1

s|a|B E 0 o D Fl =2
‘_\_\_\_\_\_\_\_\_4—'—'_'_’___,_,-*
]
‘r mP Outputis S[E+1]=F

Figure 5.1: PRGA of VMPC and transition of array S.

Then second keystream is output by the following equation;
Z = S[S[S[j]] + 1] = S[S[S[C])] + 1] = S[S[D]+ 1] =S[E+ 1] =F

Then index ¢ = 1 and index j = C are swapped.

From the construction of array S, we know that the values A, B,C, D, E,and F
are all different from each other. We also know that E # 0 because E = S[D],
D # A, and S[A] = 0. Then, B can not be equal to F. Therefore, if two
assumptions stated above are satisfied, first two keystream outputs will never be
equal.

The probability that first two keystream outputs are equal calculated as follows;

Pr(Z, = Zo) = Pr[Z, = Zy|j = 0N S[A] = 0] - Pr[j = 0N S[A] = 0]
+ Pr(Zy = Zo|j #£ 0N S[A] £ 0] - Pr[j # 0N S[A] # 0]
=0-P-P+2°% (1-P-P)
~278.(1-2716)

This probability is smaller than the ideal probability 278,
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5.1.3 The Attack of Li et al.

In 2012, Li et al. (52) improved the result observed by Tsunoo et al (50) which
is the biased correlation between first and second keystream outputs of VMPC.

They give two assumptions;

1. S[j+ S0 = 0, (P = 5)

256

2. S[S[] #0 (P = 32)

256

S e t=1

ij

Output Q;=S[S[S[0]]+1]

0 1 2 3 4 A 254 255
S A B s t=2
i j

Output  O=S[S[S[/1]+1]

Figure 5.2: The first two keystream outputs of VMPC.

At time t = 1, index j is updated by the following equation;
j =5+ 50 =50+ 5[0]] =0

Then, the first keystream is output as S[S[S[0]] + 1]. There will be no swap, since
both index ¢ and j are equal to 0.

At time t = 2, index 7 is updated to 1 and index j is updated by the following
equation;

j=S[j+S[i]] = S[0+ S[1]] = S[S[1]] = B #0

Then, the second keystream is output as S[S[S[B]] + 1]. Since entries of array S

are not swapped at time ¢t = 1 and B # 0, we can say that first two keystream
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outputs are not equal under these two assumptions.

The probability that first two keystream outputs are equal calculated as follows;

Pr(Zy = Zy) = Pr(Z, = Z,|S[j + S[0]] = 0N S[S[1]] # 0]-

Pr{s[j+ 5[0]] = 0N S[S[1]] # 0]
+ Pr(Zy = Z|5[j + S[0]] # 00 S[S1]] = 0]-
Pr{S[j + S[0]] # 0N S[S[H] = 0]

=0-P-P+2% (1-P-P)
22—8' (1_2—8.01)

This probability is considerably smaller than the ideal probability 278,

5.1.4 The Attack of Sarkar

In 2013, Sarkar (51) investigated a new bias in the correlation between second

and fourth bytes. First of all, he proves following lemma;

Lemma 2 ((51)). Let jo, j3 be the values of j when i = 2,3 respectively. Then
2 1

Pr(jz=1ljs=2) =~ & — 53

Proof. js is updated by the equation j3 = S3[js + S3[3]]. If jo = 1 and S3[3] = 2

then 73 will always be 2. Thus,

. ) . 1
Pr(ja =11 j3 = 2|53[3] = 2) = Pr(j, = 1|93[3] = 2) = N

If jo =1 and S3[3] # 2, js can be 2 due to random association. Hence,
Pr(ja =1NAj3=2) = Pr(js=1Ajs=2[S3[3] =2) - Pr(S3[3] = 2)
+ Pr(ja = 1A j3 = 2|S3[3] # 2) - Pr(Ss[3] # 2)
1
N
2

1+1 1 (1 1)
N N N N
1
~ N2 N3
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Then he proves the bias in the correlation between second and fourth output
sequences of VMPC.

Theorem 8 ((51)). Assume initial permutation S are taken uniformly from the
set of all possible permutation of the set0,1,..., N — 1. Also j is taken um'form at
random from the set 0,1,..., N — 1. Then the probability Pr(Z, = Z3) ~ L 1\}2,

where Zy, Z3 are keystreams when © = 1 and 3 respectively.

Proof. He considers three cases;
Case 1. Pr(Z, = Zs|js = 1): Consider the event

E={SSi[l+1 ¢ {51, 22}, SuSiLll+1 ¢ {12}, Sili] ¢ (o}, Sili) ¢ (1,2}

There are 8 conditions in the event £. Now consider the event £ = EA{j2 # 1}.
If j3 = 1 holds with the event E’, then Z; will always be equal to Z3. Since, we
have 9 conditions in the event E', Pr(E') = 1 — 5. When E’ does not hold
together with j3 = 1, Z3 can be equal to Z; due to random association. Hence;

P?”(Zl Zg|j3 = ].) ( Z3|j3 - 1 El) PT(E/)
( Zg|]3 =1 Elc) P?”(Elc)
(- y)ty
N N
9

T I R,
N+N2 D1

Case 2. Pr(Z, = Zs|j3 = 2): We have

22

P?“(Zl:Z'g,/\jg:Q):PT'(Zl:Zg/\j3:2/\E/\j2:1)
—l—P’T‘(Zl:Zg/\]3:2/\(ECU]27é1))

and

Pr(Zy=2sNjs=2ANENjy=1)=Pr(Z, = Zs|js =2 ANE A jo = 1)
Pr(js=2ANENjy=1)
~ Pr(Z, = Zs|js=2NE N jy =1)-
Pr(E)-Pr(js=2ANj2=1)
=Pr(Z1=2Zs3]js=2NENj=1)
Pr(E) - Pr(ja =1[jz3 =2) - Pr(jz = 2)
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Z3 will be equal to Z; when the event E holds with the conditions j3 = 2 and
J2 = 1. Since we have 8 conditions in event F, E holds with probability 1 — %.

By using lemma above, we have;

8\ /2 1N\ 1
Pr(Zi=ZsANjs=2ANEANj=1)=1-(1——). (2= L
M =25 Njs =2NENj2 =1) ( N) (N N2> N

Z3 will be always different to Z; when the event E holds with the conditions
js = 2 and jo # 1. As a consequence, Pr(Zy = Z3 N js =2 AN (E°Ujy # 1)) =
Pr(Zy = Z3 N js = 2 A\ E°). When E does not hold, Z3 can be equal to Z; due to

random association. Thus,

Pr(Zy=2Z3Njs=2NE°) = Pr(Z, = Z3) - Pr(jz =2) - Pr(E")

So,
P?“(Zl:Zg|]3:2):PT(21:Z3/\]3:2>PT(]gZQ)
8 2 1 1 8 1
(-8 (2- L)L)t
( N) \N N2) N N3] N
- 5) (2o L) s
- N) \N T N2) T N2 T2

Case 3. PT(Zl = Zg’jg 7é 1,2)2

P?“(Zl = Zg‘jg = x) = PT'(EC) . P?"(Zl = Zg‘jg = l’,Ec)

1 8 1
—Pr(EY) . — = 2.
BN ENN

8

hence,

P?”(Zl = Zg) = P’T‘(Zl = Zg|j3 = ]_)PT‘(jg = 1) +PT(Zl = Z3|j3 = 2) . P’I“(jg = 2)

= P11 P2 2
E , r(Z: 3lj3 =) - Pr(js =) N + N +P3< N)

=0
x¢{1,2}
_1+1 16+8N1+1
N N2 N3 N4 N N2
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By using the same approach, he gets the most significant long term bias on
VMPC.

Conjecture 1 ((51)). Assume that the initial permutation S is taken uniformly
from the set of all possible permutations of the set {0,1,....N — 1}. Also j is
taken uniformly at random from the set {0,1,....N — 1}. Then the probability
Pr(Zini1 = Zenis) = % + ﬁ, where Zy is the £ 4+ 1" keystream byte and k is a

non-negative integer.

By using 1 billion sample size, he also experimentally shows that Pr(Zyy.1 =

Zins) = 0.003921(~ + + ).

5.2 Plaintext Recovery Attack Against VMPC

5.2.1 Single Byte Bias Plaintext Recovery Attack

We apply single-byte plaintext recovery attack (3) against VMPC-4 and VMPC-
m-4. First of all, by using 2% independent keys, we estimate the probabilities

=40,V ah >

Keystream output distribution for VMPC-4 is very closed to random as it is
seen in Figure 5.3. Thus, we can say that there is no important short term
biases for VMPC-4. On the other hand, for VMPC-m-4, some biases observed
in keystream outputs. Especially, in first three keystream outputs, there exists

strong negative biases towards zero.
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Figure 5.3: Measured distributions of VMPC-4 and VMPC-m-4 keystream out-
puts Z; and Zs.

By using keystream distribution, we analyze single-byte plaintext recovery
attack under four different session size, 2'%,220 222 224 We run the attack 100

times for VMPC-4 and VMPC-m-4 for each sessions.

As it is seen in Figure 5.4, recovery rates for VMPC-4 are not increase with
sample size. It is very closed to random estimation. On the other hand, for
VMPC-m-4, recovery rate is increase with sample size. Especially, in odd posi-

tions, rates are higher than even ones.
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T = T -
VMPC-4 —— VMPC-4 ——
VMPC-m-4 oo VMPC-m-4 --oee0

(a) 2'® sessions (b) 220 sessions

T 5
VMPC-4 ——
VMPC-m-4 -~

; 5
VMPC-4 ——
VMPC-m-4

(c) 222 sessions (d) 22* sessions

Figure 5.4: Recovery rate of the single-byte bias attack against VMPC-4 and
VMPC-m-4 for S = 218, 229 222 and 224 sessions for the first 16 positions of plain-

text.

5.2.2 Double Byte Bias Plaintext Recovery Attack

We know that VMPC has some weaknesses in the distribution of consecutive
keystream outputs from the previous attacks of Maximov, Tsunoo, and Li (49; 50;
52). By using this weakness, we apply double-byte plaintext recovery attack (3)
against VMPC-4 . First of all, by using 2?® independent keys, we estimate the

probabilities {pyk, k, }1<r<16,0<k <16,0<k:<16-

Then, we encrypt S = 1-2%4,...,16 - 2% copies of the plaintext with length
16 and assume that first and last plaintext positions are known and try to get
14 positions between them. We apply algorithm 100 times for each session and

success rate of algorithm seen in Figure 5.5.
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Recovery Rate

20 - —

0 I I I I I I I
2 4 6 8 10 12 14 16

Plaintext copies times 224

Figure 5.5: Success rate for recovering all positions for VMPC-4.

We also observe following anomaly when we experimentally analyze the prob-

abilities;

Conjecture 2. Pr(Zyni1 = Zpny2) =274 (1 —2764)

5.3 Linear Correlations in PRGA of VMPC

In each round of PRGA of VMPC, keystream outputs are generated by using
random variables 1, j;, S;[i], S;[j;]. Thus, we apply linear correlation attack (9) by

using the following equation;
(Co-ji+c1-Sili] +c2- Silgs] +¢3-2) mod N =C

We observe four previously undiscovered biased linear correlations in VMPC

which occurs in each round. These correlations are listed in Table 5.1.
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gi | Silt] | Silga) | zi | C Probability
11 |1 |o|q 2/N

11 |1 0 | 2/N

1]-1 0 i—1]113/N
0olo |1 11 2/N

Table 5.1: Correlations observed for all rounds.

On the other hand, when we apply linear correlation attack to VMPC-m, we
observe extra biased correlations in addition to these four biases. Especially, in
the first initial rounds, there are a large number of biased correlations. For the

first round, additional biased correlations are seen in Table 5.2.

gi | Sili] | Si[gi] | z: | C | Probability
olo |1 0o |2/N
olo |1 101 |2/N
o/t |1 Jolo 2N
0ol1 |1 0o [2/n
11 [-1 Jolo|2N
1o o Jolo 2w
1o |1 0o |2/N
11 |0 00 |2/N
11 |1 00 |2/N

Table 5.2: Additional correlations observed in the first round for VMPC-m.

5.4 Discussion of the Results

The results of single byte plaintext recovery attack and linear correlation attack
indicate that VMPC is a strong cipher against short term biases. On the other
hand, the result of double byte plaintext recovery attack shows that the structure

of VMPC is weak against biases in consecutive keystream outputs.
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Additionally, the results of attacks against VMPC-m show that initialization
of internal variable j in PRGA is an important factor for the security of VMPC.
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Chapter 6

Conclusion

In this thesis, we explain two kind of attacks; single and double byte plaintext

recovery attacks and linear correlation attack on RC4 and we apply these attacks
against two variants of RC4; RC4A and VMPC.

Single byte plaintext recovery attack and linear correlation attack mainly de-
pend on short term biases in ciphers. Experimental results indicate that among
these three ciphers, VMPC is the strongest one against these attacks. When
we apply the single byte plaintext recovery attack against VMPC, we can not
recover any position with rate higher than random association. Also, there is
no important linear correlation in VMPC except four uniform correlations which
exist in all rounds. The main difference of VMPC is the initialization of variable
j in PRGA. In VMPC, when we initialize the variable j from 0 as in the RC4
and RC4A, we observe that VMPC becomes vulnerable against these attacks.

By using this observation, we modified RC4 and RC4A by initializing internal
variables from the values in KSA and applied these attacks to modified versions.
We observe that modified versions of the ciphers are stronger against single byte

plaintext recovery attack and linear correlation attack than original ones.

Double byte plaintext recovery attack depends on long term consecutive multi

byte biases. We have known that RC4 is vulnerable against double byte plaintext
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recovery attack. When we apply this attack on VMPC, we observe that it is
also vulnerable against this attack. The structure of RC4A makes it stronger
against this attack. However, when we consider multi byte biases which occurs
consecutive odd positions in RC4A and modify the double byte plaintext recovery
attack according to these biases, we achieve to recover plaintext positions for
RC4A.

We discover some new biased correlations in VMPC by applying linear cor-
relation attack against it. The proofs of these correlations are left for future

work.
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