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ABSTRACT

Bugra SOYER
RECENT STANDARDS IN SOFTWARE TESTING AND AN APPLICATION
Baskent University Institute of Science and Engineering

Computer Engineering Department

2022

The major objective of this thesis is to study the techniques and methodologies that have been
used in practice for Software Testing and understand their relevance to existing international
standards.

During the literature survey phase of the study a package of standards, namely ISO/IEC/IEEE
29119 Standard, was discovered. Six parts of this standard covers various topics such as
Concepts and Definitions, Test Processes, Test Documentation, Test Techniques, Keyword-
driven Testing and finally a Guideline for Software Testing. The last part of this standard was
published in July 2021. Thus, it is quite a recent standard in the field of Software Testing.
Therefore, an application in Software Testing field may be considered as a valuable
contribution using the relevant parts of this standard.

With the aim of a real life application an available open-source Software Requirements
Specification (SRS) in Banking Sector is used. During the thesis study, ISO/IEC/IEEE 29119
Standard is applied on that available SRS.

Since an available SRS is used in the application, testing became quite easy.

Extension of the study is also included in the Conclusions Chapter of the thesis.

KEYWORDS: ISO/IEC/IEEE 29119 Standards, Quality in Software, Software Testing

Process, Testing in Software.
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OZET

Bugra SOYER

YAZILIM TESTINDE GUNCEL STANDARTLAR VE BiR UYGULAMA
Baskent Universitesi Fen Bilimleri Enstitiisii

Bilgisayar Miihendisligi Boliimii

2022

Bu tezin temel amaci, Yazilim Testi icin pratikte kullanilan teknikleri ve metodolojileri
incelemek ve bunlarin giincel uluslararasi standartlarla olan ilgisini anlamaktir.

Calismanin literatiir taramasi asamasinda, ISO/IEC/IEEE 29119 Standardi adli bir standart
paketi ile karsilasildi. Bu standardin alt1 boliimii, Kavramlar ve Tanimlar, Test Siire¢leri, Test
Dokiimantasyonu, Test Teknikleri, Anahtar Kelimeye Dayali Test ve son olarak Yazilim Testi
Kilavuzu gibi cesitli konular1 kapsamaktadir. Bu standardin son kismi Temmuz 2021'de
yayimlandigi i¢in Yazilim Testi alaninda oldukca yeni bir standarttir. Bu nedenle, Yazilim
Testi alanindaki bir uygulama, bu standardin ilgili boliimleri kullanilarak olusturulmus degerli
bir katki olarak degerlendirilebilir.

Caligmada gergek hayata yonelik bir uygulama yapilmasi amaciyla, Bankacilik Sektoriinde
mevcut bir acik kaynakli Yazilim Gereksinimleri Sartnamesi (SRS) kullanilmistir. Tez
caligmasi sirasinda, mevcut SRS tizerinde ISO/IEC/IEEE 29119 Standardi uygulanmustir.
Uygulama siirecinde mevcut bir SRS belgesi kullanildig1 icin test etme faaliyetleri nispeten
kolay bir sekilde uygulanmustir.

Calismanin devami olabilecek ¢aligmalara tezin Sonuclar boliimiinde yer verilmistir.

ANAHTAR KELIMELER: ISO/IEC/IEEE 29119 Standartlar1, Yazilimda Kalite, Yazilimda

Test, Yazilim Test Siiregleri.
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1. INTRODUCTION

1.1 General
A software product must be of good quality all the process of software development
lifecycle. However, software quality evaluation is not easy. Therefore, the need for quality and
process management models and standards in the software development process increases day
by day. Furthermore, budget and time-outs in software projects, failures, and the fact that the
product is faulty or different from what is requested have pushed organizations to manage an
effective software quality management process and ensure that this system is continuous. In
this thesis, the issue of improving software quality, primarily through testing, is discussed.
Software is a product that performs a defined function, which has inputs and outputs,
runs on any hardware, and contains computer programs and documents such as analysis and
design models, use and maintenance guides. The main goals in software projects are to
develop software that meets customer requirements, is free from errors, will strengthen the
competitiveness of the customer in the market, and will be completed within the specified
budget and time. However, some uncertainties in the software development lead to the failure
of the software project, mainly due to the lack of wuser elicitations, incomplete
requirements/specifications, and deviations for the requirements. Considering the main
reasons stated, finding the fault in software projects is crucial. Revealing the errors in the early
stages is very important in reducing the budget and time costs and fulfilling the concepts such
as productivity, accuracy, reliability, usability, and proper maintenance within the concept of
software iceberg in a positive way.
Testing is necessary in software development for the following reasons [1]:
* The test items being tested does not always perform as intended;
* The test items being tested must be validated;
* The quality contents are being requested by decision makers.
» Test items under consideration must be verified;
* Throughout the software and system development, the test items must be evaluated.
It must be accepted that it is impossible to produce error-free software. For this reason, it

is very important to test the software before delivering it to stakeholders eliminate the risk.



This is quite common which are encounter errors, defects and faults from time to time in
software projects. Errors which are caused by person who working in the software
development project from time to time cause malfunctions if they are delivered to the end user
without being detected in a timely manner. If a defect is not encountered in the delivered
software product while the program is being used by the end user, it will not affect its
operation. A user encountering a software bug can have serious consequences; for example, a
mistake can effect public safety, influence economic issues, and effect environmental issues.

Basic goal of testing is minimizing any residual risk associated with the amount of time
the test item. Detecting failures in the test product prior to its release for use also reducing risk

of poor product quality to stakeholders are also provided. [1].

1.2 Literature Review

Software Testing and Software Testing Applications have been the subject of many
needed studies using different techniques, topics, and solution methods. One may see studies
dealing with the sector's needs with different assumptions and perspectives. The size of the
type of each software test product, the subject it examines, and the solution methods for
software tests differ. In test solutions, it is possible to talk about heuristic test methods and
methodology and product-based test methods.

In this thesis, the studies in the literature will continue with the studies that have been
the subject of the test methods frequently used in the sector. In addition, another topic will be
the work done in line with ISO 29119 Standards and the solution methods offered on software
tests. Activities related to detecting and correcting errors at early stages in software projects
are carried out through software testing processes. In this context, software testing which are
evaluate of program behavior with static and dynamic methods, using a certain number of test
cases selected from an infinite set, where the software project does not comply with the
expected behavior. According to Black, static means without running code, dynamic means by
executing code, limited means sufficient number, selected means suitable test cases, and
expected means wake to expected and defined characteristics [2].

Testing is a planned set of actions for fault finding that is a verification method. Static,
dynamic, limited, selected, and common terminologies are directly related to software testing

methodologies and activities.



The ISTQB “International Software Testing Qualifications Board” guide is frequently
included in the thesis due to its international validity in software testing processes and its high
validity in the industry [3], [4], [5].

“ISO/IEC/IEEE 29119 Software and Systems Engineering - Software Test Series

Standards” are included in the relevant sections in the thesis [1], [6 — 10].

1.3 Structure of the Thesis

In the introduction Chapter, which is the first part of this thesis, the purpose of the
thesis is explained. Then in the second Chapter of the thesis, the CTFL “Certified Tester
Foundation Level” guide published by ISTQB “International Software Testing Qualifications
Board” is summarized. This guide has been included in the thesis work as it is the most helpful
guide accepted in the software testing world. The third Chapter of the thesis summarizes the
“ISO/IEC/IEEE 29119 Software and Systems Engineering - Software Testing Series
Standards” Part 1 to Part 6. In the fourth Chapter of the thesis, software quality and testing are
discussed in general, and the risks encountered in the software product are mentioned. In the
fifth Chapter of the thesis, software testing principles are outlined. In the sixth Chapter,
“Software Testing in an Organizational and Project Context” is discussed. In the seventh
Chapter, Test Processes are explained in detail. In the eighth Chapter, Test Techniques are
discussed. In the ninth Chapter, the topics covered in the thesis are explained on a sample
application. At the end of the thesis, related resources, references are presented, and also
conclusions of the thesis are given.

The abbreviations in the thesis are listed in the "List of Abbreviations" on page xv.



2. ISTQB (INTERNATIONAL SOFTWARE TESTING
QUALIFICATIONS BOARD)

2.1 General

“ISTQB”, named “International Software Testing Qualifications Board,” is an
international certification board. The ISTQB, founded in “Edinburgh” in “November 2002, is
a non-profit organization officially recognized “in Belgium”. “The ISTQB membership
includes sixty-six National Testing Boards as well as a handful of internationally known
Examination Providers. Furthermore, the ISTQB Industry Partnership Program includes about
two hundred fifty members and a network of over three hundred Accredited Training
Providers. ISTQB has conducted over one million tests and granted over seven hundred fifty
thousand certificates in over one hundred thirty countries through its broad network of
Accredited Training Providers, Member Boards, and Exam Providers.” The “ISTQB Certified
Tester” certificate that software testers. The Certified Tester Foundation level provides the
foundation for acquiring additional skills and certification through “Test Analyst or Test
Management, Agile Tester and Agile Test Leadership, or into more specialized fields of

testing (e.g., Test Automation, Security Testing, and Performance).” [3], [4].

2.2 ISTQB CTFL (Certified Tester Foundation Level)

The ISTQB CTFL, also known as the ISTQB Foundation Level, is the initial stage
towards obtaining ISTQB software testing certification. The ISTQB CTFL test is required for
all other ISTQB certifications, which means one must have completed the ISTQB Foundation
Level exam before taking any other ISTQB certification exam. The ISTQB CTFL is useful for
software testers since it builds a foundation of software testing terminology and ideas. In
addition, companies value ISTQB CTFL because it improves communication and efficiency

inside and between their testing teams, whether in-house or outsourced [5].



3. ISO STANDARDS (ISO/IEC/IEEE 29119 SOFTWARE AND SYSTEMS
ENGINEERING - SOFTWARE TESTING SERIES)

3.1 General

Software testing is covered under “ISO/IEC/IEEE 29119 Software and systems
engineering - Software testing”, consisting of five international standards and a software
testing guideline. The “ISO/IEC/IEEE 29119” family of software testing standards were
designed to produce an internationally agreed-upon set of software testing standards that any
firm may use while performing software testing. The standard, created in 2007 and released in
2013, “defines vocabulary, methods, documentation, methodologies, and a process evaluation

model for testing that may be utilized across the software development lifecycle.” [1].

3.1.1 Part 1: Concepts and definitions

“ISO/IEC/IEEE 29119-1” standard simplifies the use of the other “ISO/IEC/IEEE
291197 standards by defining the ideas and vocabulary that these standards are founded on and
providing examples of their use in practice. The “ISO/IEC/IEEE 29119-1" standard is

instructional, acting as a foundation, backdrop, and direction for the following parts. [1].

3.1.2 Part 2: Test processes

The “ISO/IEC/IEEE 29119-2” [6] standard offers test process descriptions outline of the
software testing techniques related to organizational, test management, and dynamic levels.
All types of testing are supported, dynamic testing, functional/non-functional testing,
manual/automated testing, and also scripted/unscripted testing. Any software development
lifecycle model can benefit from the insights presented in this article. Because testing is an
essential part of software development risk mitigation, “ISO/IEC/IEEE 29119-2” takes a risk-

based approach to testing.

3.1.3 Part 3: Test documentation
“ISO/IEC/IEEE 29119-3” [7] includes templates and examples of test documentation.

The templates are divided into clauses that correspond to the basic structure of the



“ISO/IEC/IEEE 29119-2” test process description, the test process in which they are
developed. “ISO/IEC/IEEE 29119-3” supports dynamic testing, functional/non-functional
testing, manual/automated testing, and also scripted/unscripted testing. The documentation
templates given in “ISO/IEC/IEEE 29119-3” [7] can be used with any software development

lifecycle model.

3.1.4 Part 4: Test techniques

Many standard test techniques are described in “ISO/IEC/IEEE 29119-4” [8]. They used
during the test design and implementation process that are outlined in “ISO/IEC/IEEE 29119-
2 [6]. Test cases can be generated using the test methodologies presented in this article. It can
be used to gather evidence that test item criteria have been met and that a test item has flaws
when performed. Risk-based testing (described in “ISO/IEC/IEEE 29119-1” [1] and
“ISO/IEC/IEEE 29119-2” [6]) would be used to establish the set of approaches that apply in
various scenarios. This standard permits the creation and execution of test cases at any stage or

for any testing.

3.1.5 Part 5: Keyword-driven testing

“Keyword-Driven Testing” is defined by ISO/IEC/IEEE 29119-5 [9] as a modular
method of expressing test cases. This standard lays out the architecture for test engineers to
communicate test artifacts like test cases, test data, keywords, or full test specifications using

Keyword-Driven Testing.

3.1.6 Part 6: Guidelines for the use of ISO/IEC/IEEE 29119 (all parts) in agile projects
This standard explains how to use “ISO/IEC/IEEE 29119 in agile development
life cycles (all sections)” [10]. Testers, test managers (gqa managers), business analysts,
product owners, scrum masters, and developers who work on agile projects to concern about
this document. The mappings provided in this article, on the other hand, are meant to assist

any team or organization.



4. QUALITY DEFINITION IN SOFTWARE DEVELOPMENT

4.1 General

The degree to which client expectations are satisfied is directly related to the program's
quality. Customer expectations are satisfied and to what degree the expectations are relevant
due to software testing efforts. This chapter provides general overview of software quality..
Later on, we will go through the link between quality and testing in software development.
Computer technologies are an indispensable aspect of one's life, from workplace applications
to consumer items. The majority of individuals have come into touch with programs that did
not function as expected. If the software program fails to perform as expected, it can result in a
loss of revenue, time, or money and an accident or death. Software testing assesses the
software's consistency and reduces the risk of software failure while in use. Another common
issues regarding testing is that only focuses on confirming standards and user stories.
Although this process entails determining if the system fulfills set criteria, validation entails
determining whether the system meets the customer's demands and other stakeholders in its

working environment.

4.2 Software Quality

A valuable product not only provides the contents and functionalities that the end-user
wants, but also error-free manner. A valuable things often follows the criteria that stakeholders
have specified clearly. Furthermore, it is expected that all high-quality applications must fulfill
several tacit criteria. High-quality software supports both the software organization and the
end-user population by providing value to both the manufacturer and the software product
user.

The software corporation gains more beneficiation when the software requires less
maintenance work and less customer support. As a result of all these, a software product that is

created with maximum profitability and efficiency and that serves the stakeholders is created.

[11], [3].



4.3 Quality Factors
Pressman and Maxim [11] described functionality as software functionality, suitability,

accuracy, interoperability, compatibility, and reliability.

4.4 Cost of Quality

This part includes both the expenses of pursuing quality and the costs of undertaking
quality-related activities, as well as the costs incurred as a result of a lack of quality.
According to Pressman and Maxim [11] the cost of quality-related three as with prevention,
appraisal, and failure.

Prevention costs includes cost of management activities procedures to plan not only
quality control but also quality assurance activities, the cost of additional technical activities to
develop design models, complete requirements and test planning costs.

The time and money spent planning test activities, preparing test cases and data, and
running those test cases once are all part of the appraisal costs. There are two sorts of
nonconformance costs: internal failures and external failures. Failure costs would be
eliminated if no faults were discovered before selling a product to clients. There are two sorts
of failure costs: internal failure costs and external failure costs. When a flaw in a product is
found prior to shipment, internal failure costs are incurred.

External failure costs include complaint resolution, product return and replacement, and
labor costs are associated. A bad reputation and resultant loss of business is another external
cost of failure that is difficult to quantify but very real. Undesired things happen when poor
quality software is produced. Many external failure costs, such as goodwill, are difficult to
measure and, as a result, many organizations overlook them when evaluating cost-benefit
ratios.

Other external failure costs decreased while customer satisfaction is unchanged. As
shown in Figure 4.1 modified from [11], the relative costs of locating and correcting a mistake
or defect rise considerably as one progresses from prevention to detection to internal failure to

external failure [11].
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Figure 4.1: Relative cost of correcting errors and defects

4.5 Verification & Validation
According to Pressman and Maxim, software testing is part of a more comprehensive
subject known as verification and validation [12].
Validation is a collection of activities that ensures that the software development process
meet the needs of customer's requirements.
» Verification: "Are one building the product right?"
* Validation: "Are one building the right product?"
Figure 4.2 modified from [1], defines a verification and validation (V&V) procedures.
Technical audits, quality and configuration audits, performance monitoring, modeling,
and feasibility studies, documentation reviews, database reviews, algorithm analysis,
development testing, usability testing, qualification testing, acceptance testing, and installation

testing are all examples of SQA activities [1], [12], [3].



4.6 Prevention of Errors in Early Stages

In software development activities, it is crucial to find errors in the early stages and
while the product is still in the analysis, design, and development stages. These tests, carried
out in the early stages and before the project is started, are defined as static tests. Before going
into the details of static tests, first look at how the errors, defects, and failures are defined.

An individual can make a mistake, resulting in the implementation of a fault in software
code or another job object.

Requirement elicitation error might be cause requirement failure, which could directly
related to programming problems, which could then lead to a code defect. Any flaws, for
example, to induce a malfunction, require extremely complicated inputs or preconditions,

which might occur seldom or never.

4.6.1 Errors and defects

According to ISTQB [3], [4], errors and defects can occur for a variety of reasons,
including timing is critical, participants in the initiative are inexperienced or under-skilled,
miscommunication between project partners, including specifications and design
miscommunication, the code, specification, construction, fundamental problem to be solved,
and technology used are all complex, interfaces complexity, and the code, specification,

construction, fundamental problem to be solved.

4.6.2 Failures

Failures are caused by various factors, including flaws in the code and environmental
factors. Unexpected test outcomes are not all disasters. False positives can happen for various
causes, including flaws in the way experiments were run, faults test results, test environments,
or other test ware, and so on. Similar mistakes or faults can also lead to false negatives in the
opposite case. False negatives are checks that miss defects that should have been found, and

false positives are identified as defects but are not.

10
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Figure 4.2: Hierarchy of Verification and Validation activities

4.7 Defects, Root Causes, and Effects

This subject is discussed and explained in detail through an example case. The product

owner misunderstood how to measure interest. The faulty code was written for an unclear user

story. Suppose there are many flaws in interest calculations, and similar misunderstandings

cause these defects. In that case, product owners should be educated on the subject of interest

calculations in order to avoid potential defects.

The inaccurate measurement in the code is a flaw, and it arose from the user story's

original flaw of complexity. The original flaw was due to the product owner's lack of

expertise, resulting in a user story mistake [3], [4].
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5. SOFTWARE TESTING PRINCIPLES

5.1 General

Basic aim of testing is to find mistakes, and suitable test has a high chance of doing so.
As a result, while designing and implementing a computer-related system, one should keep
testability in mind.

All potential outputs may be formed by combining inputs, and input - output formats are
consistent and well organized. Controlling the scope of testing allows one to pinpoint
problems faster and undertake better retesting. The software system is composed of self-
contained components that may be tested individually. Changes to the program are few, well-
managed, and do not invalidate current tests. As a result, the program recovers quickly from
errors.

An appropriate test has a high likelihood of detecting a mistake. The tester should
comprehend the software and create a mental image of how the software can fail. There is no
value in running a test that serves the same goal as another. Each test should serve a distinct

function.

5.2 Seven Software Testing Principles

A series of research standards have been proposed that include essential guidance for all
testing. These standards show that many types of testing principles are directly related to
software quality and testing.

The seven principles shown and explained below are related to each other, and when any

of them are violated, it can cause problems with a quality test procedure over time [3], [4].

5.2.1 Testing shows the presence of defects, not their absence

Test process will reveal whether or not faults exist, but it cannot ensure that there are not
any.

Checking decreases the likelihood of undiscovered bugs existing in the program, but it is

not proof of correctness even though no defects are identified.

12



5.2.2 Exhaustive testing is impossible
Except in the most trivial situations, one hundred percent testing is impossible.
Therefore, risk estimation, test methods, and priorities should be used to narrow down

research efficacy rather than measuring everything.

5.2.3 Early testing saves time and money
Not only static but also dynamic testing procedures discover problems. Two of the test

processes should be started early in the process.

5.2.4 Defects cluster together
Most defects found during pre-release testing are usually included in a limited number of
components or are to blame for most organizational problems.

Defect clusters are an essential part for risk analysis issues.

5.2.5 Beware of the pesticide paradox

Test processes are running repeatedly, they will eventually stop uncovering new bugs.
After that, existing test data and same testing process will need to be updated, and new tests
will need to be developed to discover new problems.

In other respects, the pesticide paradox is beneficial, such as automated regression

testing, resulting in fewer regression faults.

5.2.6 Testing is context-dependent

Different testing methodologies are required for different contexts. For example, e-
commerce application is evaluated differently from safety-critical industrial automation
software. Likewise, testing in an agile project varies from testing with a linear product

development lifecycle.

5.2.7 Absence-of-errors is a fallacy
Testers will examine all available samples and find problems, although this is unlikely

due to the reasons in the first and second clauses. In addition, the absence of errors in the

13



system as a result of the tested methods does not mean that the system works completely

correctly.

5.3 Software Development Life Cycle Models

A software development life cycle model or a methodology explains activities that are
performed at each part of the software project and how the activities related to each other
logically. According to ISTQB, many different software development lifecycle models require

different testing approaches [3], [4].

5.4 Software Development and Software Testing

There are many types of characteristics occur in appropriate testing practice in every
software development model [3], [4]:

Every software development activity has a related test activity. During the appropriate
software development activity, test analysis and design for a particular test level begin, testers
take part in conversations to discover and enhance requirements and design, and they analyze
work products as soon as drafts are ready, testing activities should begin early in the life cycle
and follow early testing guidelines.

A sequential software development model, such as waterfall method model defines
sequence of activities. This means software development process must start after the previous
one has been completed.

In the waterfall paradigm, software development tasks are completed one after the other.

Testing is only performed when other software development activities under this
paradigm have been completed.

Unlike the waterfall paradigm, the V-model includes tests and follows the concept of
early testing throughout the software development process. Also, the V-model includes test
levels for each software development step that aids early testing. In this architecture, tests
associated with each test level are executed sequentially. However, overlaps do occur in some
cases. Sequential software development models aim to share the software with stakeholders
and users after a fully-featured software is created, so months or years may be required for the

software to go live.
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Incremental software development models include identifying requirements in parts.
Software features developed step by step. The size of the software features to be covered in
these increments may vary as some models have large parts and others smaller parts. It can be
as small as a software feature to be addressed, a new query option, or a single change to the Ul
screen.

According to the ISTQB, Iterative software development means that the software
features under consideration are defined, developed, constructed, and tested in several cycles,
generally of a fixed period. Iteration may involve modifications to the project's scope and
updates to software features established in earlier cycles.

The iterative techniques are summarized [3], [4]:

Rational Unified Process (RUP): Each cycle is typically two to three months long, and
software features addressed in cycles often contain two or three sets of software features, as
well as associated software features.

Scrum: Each cycle is often brief (a few hours, days, or weeks), and the software
features evaluated are similarly limited. In addition, the following topics will go through this
sort of technique in further depth.

Kanban: Applied without fixed-length loops; once completed, it can offer a single
development or software feature or provide a group of software features required for release at
a time.

Spiral: Spiral involves creating visual or experimental software features, some of which
may be substantially updated.

Scrum, LAPIS, and Kanban are agile methodologies and are efficient for relatively small
projects. RUP and Spiral are suitable for large projects. Software developed using these
methods often intersects with test levels throughout development and involves repeated
application. In order to proceed to live deployment, each software feature should be evaluated
at several levels. According to ISTQB, the methodologies used by many software
development projects also show how to organize test work.

These strategies establish a developing system; activation might be based on software
features, cycle, or a more traditional major release basis in these ways. Regression testing
becomes increasingly critical as software evolves, regardless of whether features are brought

live or not [3], [4].
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5.5 The Big Picture of Software Testing Strategy
Figure 5.1 modified from [12], shows the software development process as a spiral.
Moving inward around the spiral eventually leads to the design and then the code. To

generate computer software, inward spirals are drawn abstraction at each turn [12].

System testing

Yalidation testing

Integration testing

Unit testing

Code

Design

Requirements

System engineering

Figure 5.1: Testing strategy

At the last stage of the figure, it comes to system testing. When testing computer
software, a spiral is drawn along streamlines that expand the scope of the test at each turn [12].
Figure 5.2 modified from [12], shows that test case design techniques.

However, techniques implement certain programs can be used to ensure that important
control paths are covered. The software was integrated, a series of high-grade tests were

carried out. Then, finally, the validation criteria should be evaluated [12].

5.6 Test Strategies for Traditional Software
Each level of testing constitutes a subset of the testing process that requires actions

related to particular stage of software development process.
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Figure 5.2: Software testing steps

5.7 Software Development Life Cycle Models In a Project Context

Models for software development lifecycles should be selected and modified related to
projects’ environment and specifications. For example, according to ISTQB, the selected test
methods should be different according to the project aim, the product being developed. For
example, testing methods of a safety critical system and an online shopping application should
be different from each other. Another example is that organizational and cultural issues within
the organization can prevent team members from communicating, rendering a circular
software development model worthless for software development in that organization. Context
of the project may be necessary to combine or reorganize the testing levels and testing
activities. For example, interoperability tests at the system integration testing level and

acceptance testing level for the integration of commercial applications [3], [4].

5.8 Risks and Types of Risks
The probability of an incident and the effect of that event define the risk level.

17



5.8.1 Product and project risk

Product risks related to the encounter that business product will fail to meet the needs of
customers and stakeholders.

Product risks related to quality risks. When it comes to certain aspects of a product's
quality.

Project risks, on the other hand, are related to the development and testing processes that

occur within the organization and are at the production stage of the product [3], [4].

5.8.2 Quality assurance and risks

Quality assurance forms the basis of sound software engineering methods. Project
management and quality control procedures, all of which are necessary to develop high-
quality software.

The aim of quality assurance is to provide manage technical personnel with the
information. They need to be informed about product quality and to gain understanding and
confidence in the mechanisms available to achieve product quality.

Software quality assurance covers more actions related to software quality management

(31, [4].
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6. SOFTWARE TESTING IN AN ORGANIZATIONAL AND PROJECT
CONTEXT

6.1 General

A particular software or system development project carried out within any software
institution needs specific processes tied to the organization's processes. For this reason,
businesses that produce or purchase software products engage in software development
activities according to their internal structures within the institution.

In addition, testing activities, which are among the essential stages of these activities,

have to be similarly dependent on several procedures.

6.2 Organizational Context

Organizations manufacture or purchase software to develop effective, and efficient
processes. They often create a comprehensive set of lifecycle protocols for development
projects. These protocol kits are intended to help organizations adopt it and use it for custom
projects. Within an organization, a single software or systems development project will most
likely follow the organization's processes. In some cases, an organization may complete a
project without a suitable set of processes.

Software testing should adhere to the most significant degree of organizational
management, according to ISO/IEC/IEEE 29119-1 [1]. This commitment should be enshrined
in an “Organizational Test Policy” and one or more “Organizational Test Strategies”, which
serve as the foundation for internal software testing. Organizational test policies and
procedures are only seen in more progressive organizations. Without specific test rules and
organizational test procedures, testing is carried out in organizations with a lower level of
maturity. This method, however, leads to a lack of consistency and, as a result, makes project
testing less effective and efficient.

According to industry experience, no one test strategy, plan, technique, or procedure will
work in all scenarios. As a result, organizations and projects should modify and enhance
testing details in light of standards like this one. Test activities performed as part of the project

should be considered in the overall project plan. “Organizational Testing Policy” and
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“Organizational Testing Strategy” and any deviations from organizational principles should be
included in Project Testing Plan.

The weighting of diverse test demands and the balance of resources among the various
tests is an essential component of test planning. The conclusion of this analysis is documented
in the Test Plan.

Each test sub process can have its own Test Plan, which consists of a test sub process
strategy aligned with the project's testing strategy, and information specific to the test sub
process [1].

The testing function in a multi-tier architecture is built using the UML (Unified
Modeling Language) notation in Figure 6.1 [1].

“Organizational Test Policy” is implemented at this level. At this stage, a testing strategy
is designed related to context of the project. The Project Test Plan is built around the project
schedule and testing strategy.

All testing strategy and testing methodology will be covered in the Project Test Plan.
Defines appropriate testing sub-processes and establishes the testing framework for the
project, outlining their purpose, procedures, resources, and time frame.

Detected sub-processes are documented in the sub-process test plan. The test plan
identifies appropriate design approaches (static or dynamic) to perform the tests required by
the sub process plan.

The test execution strategy will be included in the child process test plan (for example,
scripted, unscripted, or a mix of both).

Test strategies are suited to the specific environment of the test project. The testing
techniques in Figure 6.1 should target the concerns identified in the Multi-layered testing
context diagram. Each test plan will be unique, incorporating various combinations of test sub-
processes, automation levels, and test design techniques, completion criteria, timing, and
sourcing.

Planning and selection begins early in a project when variables such as risk change and
continue throughout the test lifecycle. As a result, expect many parts of testing strategy and
methodology to change. At the same time, project, organizational and legal constraints will

likely limit these changes.
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The relation between the general testing process, general testing sub-processes, testing
levels or phases, and testing types is shown in Figure 6.2 [1]. Additionally, figure shows the
deployment of common test sub processes.

In other words, each testing level or stage is a specific implementation of the overall

testing sub process.

Test Process

a

iy Test Sub-
s I’ Process
Process
1 0..n ;
Test Level/Phase Test Type - Quality
/\ PN targets aracteristics

Lomponent Tosting [ = Performance Testing

Integration Testing [ Security Testing

System Testing =

== Functional Testing

Acceptance Testing =

== Usability Testing

Figure 6.2: Relationship between generic test sub-process, levels and types [1]

Figure 6.3 modified from [2], shows taxonomy for advanced syllabus test techniques. It
shows the ultimate breakdown of testing techniques as the distinction between static and
dynamic testing. Static tests included in inspections and static analysis. Static analysis is
dependent on a tool as key fault finder and inspection expert. Black, divides dynamic tests into

five main types, as shown in the figure.
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Figure 6.3: A taxonomy for advanced syllabus test techniques

Black-box (also called specification-based or behavioral) test is based on how the
system should function. Black-box tests has two types which are functional and non-
functional. Functional and non-functional tests are easily distinguished because functional
tests address what the system does, whereas non-functional tests address how the system
accomplishes what it does. White-box (also called structural) test based on how the system is
built. Experience-based test based on the tester’s instincts and abilities and the tester’s
previous experience with similar applications or technologies. Dynamic analysis test is
directly related to the tester’s examination of a software program while operating, generally
using code instrumentation. Finally, defect-based testers construct tests based on their
knowledge of the defect addressed by the test with tests developed systematically from what is

known about the defect.
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6.3 Project Context

The organizational layer in the process model is in charge of high-level test needs such
as the “Organizational Test Policy and Organizational Test Strategy”.

The middle layer then moves to test management, while the bottom layer defines
multiple dynamic testing test processes. The three-layer process model is depicted in Figure

6.4 modified from [1].

ORGANIZATIONAL TEST PROCESS

TEST MANAGEMENT PROCESS

DYNAMIC TEST PROCESS

Figure 6.4: The multi-layer relationship between test processes

In business terms, the Test Policy outlines the organization's expectations of the
management strategies and methods related to software testing.

The Test Policy directly recommended direction and conduct in designing and
implementing the “Organizational Test Strategy” and the organization's test operations.

The “Organizational Test Process” explains how the “Organizational Test Policy” is
created, implemented, and maintained. The “Organizational Test Strategy” explain

requirements and constraints.
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Figure 6.5 modified from [1], defines the management of the testing to be undertaken. A
project-related test plan is designed based on examining recognized risks and project
restrictions and the “Organizational Test Strategy”. This strategy is created by defining the
static and dynamic testing to be performed, the overall staffing, and balancing the specified
constraints (resources and time) with the scope and quality of the test job to be completed.
This is documented using a “Project Test Plan”. Throughout the testing process, monitoring
activities are conducted to testing as planned and that risks are adequately managed. Testing
activities are required, control directives sent to the relevant test process or sub-process. Test
Status Reports may be prepared frequently during this monitoring and control stage to keep
stakeholders informed of test progress. The Project Test Completion Report summarizes the
project's overall testing results. A project's extensive testing is typically broken down into
smaller sub-processes. They should controlled, carried out, and reported the same manner as

the rest of the test project [1].

TEST MANAGEMENT PROCESS

Test Test Test
Planning Monitoring & Completion
Process Control Process Process

Figure 6.5: The test management processes

Static and dynamic testing may be included in test sub-processes. Figure 6.6 modified
from [1], depicts the dynamic test procedures thoroughly discussed in the following sections.
The support mechanisms used planning of a project, including the management of the test
project which are referred to as project. Regardless of who is in charge of the separate
procedures, the project management, and test management processes are inextricably linked,

as seen in Figure 6.7 modified from [1].
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Figure 6.7: Relationship between the overall project and the test project
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7. TEST PROCESSES

7.1 General

“ISO/IEC/IEEE 29119-2” [6] standard groups the testing processes that performed
during the life cycle of a software system into three process groups, as described in the multi-
layer relationship between test processes (See Figure 6.3). According to “ISO/IEC/IEEE
29119-2” [6], the “Organizational Test Process” creates and maintains specifications such as
“Organizational Test Policies”, and other assets. “Test Management Processes” defining
procedures for managing testing for an entire testing project. They have test planning, test
monitoring and control, and test completion process.

Dynamic test processes designing generic processes for dynamic testing. Dynamic
testing may be conducted at a specific phase of testing or for a specific type of testing.

Test design and implementation process, test environment set-up and maintenance
process, test execution process, and test incident reporting process are the dynamic test
processes.

As seen in Figure 7.1 modified from [6], the layers of the test process model contain

variable numbers of test processes.

7.2 Organizational Test Process

Organizational test requirements are developed and managed using the “Organizational
Test Process”. According to ISO/IEC/IEEE 29119-2 [6], these criteria are usually applicable
to testing across the whole business. Organizational test standards include the “Organizational
Test Policy and the Organizational Test Strategy”.

The organizational test process is general and may be used to create and maintain non-
project-specific test documentation, such as a Programme Test Strategy that applies to several

related projects.
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ORGANIZATIONAL TEST PROCESS

TEST MANAGEMENT PROCESS

Test Test Monitoring Test
Planning & Completion
Process Control Process Process

DYNAMIC MANAGEMENT PROCESS

Test Test Test
Design Environment Test .
Set-up . Incident
& Execution Revortin
Implementation y % Process Pgocessg
ProCEs Maintenance
Process

Figure 7.1: The multi-layer model showing all test processes

The “Organizational Test Policy” is a high-level document that specifies the
organization's testing purpose, goals, and general scope. It also defines corporate testing
processes and offers a framework for developing, assessing, and continuously improving its
“Test Policy”, ”Test Strategy”, and project test management methodology.

The “Organizational Test Strategy” is a thorough, technical document which is outlines
how testing is conducted throughout the business. It is a public document that gives
recommendations for various initiatives within the company and is not project-specific.

The organizational test process is depicted in Figure 7.2 modified from [6]. Two
instances of the organizational-level processes communicate with one another. The

Organizational Test Strategy must be consistent with the Organizational Test Policy, and input

from this activity should be presented to the Test Policy for future process improvement.
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Similarly, the test management processes used on each organization's projects must align
with the Organizational Test Strategy (and Policy). Feedback from project management is
used to improve the organizational test process, which formulates and maintains the

organizational test specifications.

Organizational Test Process
(applied to Test Policy)

Organizational Feedbhack on Organizational
Test Policy Test Policy
Oreanational Organizational Test Process Oi‘*g‘:i";:ﬁg‘;“ "
Texoliey (Applied to Test Strategy) Test Policy
— Feedbhack on
Organizational Organizational
T est Strategy Tiast Strategy

Test Management Processes
(applied to Project Test Management)

Figure 7.2: Example Organizational Test Process implementation

The Organizational Test Process includes developing, reviewing, and maintaining

organizational test standards as seen in Figure 7.3 modified from [6].

7.3 Test Management Processes

Test management consists of three processes; test planning, test monitoring and control,
and test completion.

These general test management techniques may be used at the project level, at multiple

test stages, and for handling various test types.
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start Test
Specification
Monitor and
Control Use of J Update
Organizational | Organizational
Test < Test Specification
Specification

Figure 7.3: Organizational Test Process

When employed at the project test management level, these test management techniques
are used to test the whole project using a project test plan.

Figure 7.4 modified from [6], depicts the links between the three test management
processes and how they interact with the organizational test process, additional test
management process applications, and dynamic test processes, which are thoroughly discussed
in the following parts.

The organizational test process's outputs, such as the “Organizational Test Policy and
Organizational Test Strategy”, must be aligned with the test management procedures.

In addition, the test management procedures may generate feedback on the

organizational test process based on the practical execution of these results [6].
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Figure 7.4: Example test management process relationships [6]

7.4 Test Planning Process

In order to create the Test Plan, the Test Planning Process is employed. Depending on
where this procedure is applied in the project, this might be a Project Test Plan. Test plan for a
single-phase, such as a “System Test Plan”, or a test plan for a specific sort of testing, such as
a “Performance Test Plan”.

The actions depicted in Figure 7.5 modified from [6], must be completed to build a test
plan. As content for the test plan becomes available due to executing the stated actions, a draft

test plan will be developed gradually until the entire test plan is documented.
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Since the process is iterative, some of the tasks depicted In Test Planning Process Figure
7.5 may need to be revisited before the entire test plan is available and thoroughly discussed in

the following sections.

7.5 Test Monitoring and Control Process

The “Test Monitoring and Control Process”, depicted in Figure 7.6 modified from [6],
examines whether testing proceeds in line with the Test Plan. If there are considerable
deviations from the intended progress, activities, or other parts of the test plan, activities will
be undertaken to remedy or compensate for the resulting variances.

This technique may be used to oversee the testing of an overall test project or testing a
single test type. In the latter situation, it is used as part of the “Dynamic Test Processes”
monitoring and control of dynamic testing.

The “Test Monitoring and Control Process” aims to assess if testing is proceeding in line
with the Test Plan and organizational test requirements.

It also executes control actions as needed and detects any adjustments to the Test Plan
such as revise completion criteria or identify new actions to compensate for deviations from
the Test Plan. The procedure is also used to verify whether testing is progressing with higher-
level test plans, such as the Project Test Plan. Managing testing was done during specific test

stages or for certain test types [6].

7.6 Test Completion Process

The Test Completion Process, depicted in Figure 7.7 modified from [6], is carried out
once all testing activities have been agreed upon. It will be carried out to finish the testing
carried out during a specific test phase or test type and complete the testing for the entire
project.

The Test Completion Process's goal is to make usable test materials available for
subsequent use, depart the test environment in a good state, and document and communicate

the testing findings to key stakeholders [6].
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Figure 7.5: Test Planning Process [6]
33



$S355920.d
juswaseuey

191

<<pajbiaupjsul>>

2590000 389

SaA132a417
jo13u0)

IsaL

ofuj
$sa180.1d 3591

1043U0) Jojuow

[939)dwo)
Bulysa]]

[219)dwodu) Bunsay ]

1013U0) 3531 ssaldold 3sa]

uLOsz snipjs 1sa ]

<<PaIDIIUDISUL>>

Sainsbow

S3INSDAW
1sa1l

*(paBeurw 8ulaq $S320.1d 1591 9Y) WOL)) SOINSLIW «

pue (5532044 ]013U0) pUD SULIOJIUOW 353 |9A3)] J9YBIY © WOo1)) SSA1DILQ] |0JJU0) «
(A833je135 159 JeuolIeZIURBI) -

(AD1)04 153 Jeuoljeziuesi -«

£*239 “Joeaju0) ‘sjuswaiinbay walsAs ‘89 ‘uotjejuawndop onpoad ajqedyddy e
((s)ueld 33

:apn)out Aew ssad0.d siyj ul saltAl}de 03 synduj

S955920.1d
159 Jl1weuig

ujd
353

$S920.d

[oJJuUo) R
Buriojiuoy 1S9

Figure 7.6: Test monitoring and control process [6]

34



7.7 Dynamic Test Processes

“Dynamic Test Processes” are used to do dynamic testing inside a specific testing phase.
Four dynamic test procedures which are “Test Design and Implementation”, “Test
Environment Setup and Maintenance”, “Test Execution”, and “Test Incident Reporting”.
Figure 7.8 modified from [6], depicts how the dynamic test processes interact and their link to
the test management procedures. These dynamic test procedures are often triggered as part of
the implementation of the test strategy defined in the test plan for the test phase such as system
testing or test type such as performance testing that is being conducted [6].

The dynamic test processes will execute in the sequence depicted in “Dynamic Test
Processes” shown in Figure 7.8 for every given test. However, these processes will often be
triggered several times to complete a specific test phase or test type. Test measures, which are
an output of the dynamic test processes and an input into the “Test Monitoring and Control
Process” shown in Figure 7.6, can be generated during any dynamic test process activity. Test
measurements are used to inform test management professionals about the state and progress
of testing.

Test measurements, for example, might be used to inform test management about how
many test cases the testing team has created.

On the other hand, control directives are an output of the “Test Management Process”
and an input to the “Dynamic Test Process” Figure 7.6. They can be acted on during any
activity of the dynamic test processes.

Control directives are instructions from test management personnel that specify how the
test team should execute dynamic testing. For example, a control directive may be issued to a
test team instructing them to build more test cases for new program features that their test
manager has assigned to their team.

Test measures can be created during any activity of the dynamic test processes, and

control directives can be acted upon during any activity of these processes [6].
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Figure 7.8: Dynamic test processes [6]
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7.8 Test Design & Implementation Process

“The Test Design & Implementation Process” generates test cases and procedures,
which are generally documented in a test specification. However, while doing exploratory
testing, they are unlikely to be documented in advance. Therefore, the actions in Figure 7.9
modified from [6], are depicted in a logical sequence, although iteration will occur between
many of them in actuality.

The Test Design & Implementation Process may also be quit and re-entered for various
reasons. For example, it is discovered that additional test cases are necessary to fulfill the
requisite test completion criteria after performing a test procedure or reporting an event.

This method necessitates testers to use one or more test design approaches to generate
test cases and procedures with the ultimate goal of meeting the test completion requirements,
which are often stated in test coverage metrics. The Test Plan specifies the test design
approaches and also test completion criteria.

Various circumstances can cause iteration between actions in this process. For example,
stakeholders may disagree with the outcome of an activity, such as identifying test conditions,
in such cases. Similarly, scenarios may arise in which the outcomes of activity demonstrate
that test planning decisions, such as selecting test completion criteria, are incompatible with
project timing limitations, necessitating a reconsideration of “Test Management” practices.

The “Test Design & Implementation Process™ is used to create test procedures that will
be used throughout the “Test Execution Process”. The test basis is examined, features are
merged into feature sets, test conditions, test coverage items, test cases, test procedures are

generated, and test sets are constructed as part of this process.

7.9 Test Environment Set-Up & Maintenance Process

“The Test Environment Set-Up & Maintenance Process” creates and manages the testing
environment. The test environment's upkeep may necessitate alterations based on the
outcomes of prior testing. Changes to test environments can be controlled using change and
configuration management processes where they exist.

The “Test Plan” will first explain the needs for a test environment. However, the precise
composition of the test environment will usually become evident once the “Test Design &

Implementation Process” has begun.
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The actions in Figure 7.10 modified from [6], are depicted as responsible for
establishing and maintaining the needed test environment and communicating its status to all

relevant stakeholders.

Test Design &
Implementation Process

Test Design

Specification

Identify Feature :'>
._’ Feature b
Sets ; H

Derive Test | Test Conditions

Conditions ﬁ Test Case
s Test Specification
Derive Coverage
Test Items
Coverage ﬁ
Items U
Derive Test Cases

Test

Test Cases ﬁ Procedure
- @ Specification
est

Assemble Sets

Test Sets —‘

. Test Procedures
Derive Test | g Tes¢ Scripts
Inputs to activities in this process Procedures —.
may include:
+ Test basis;
Test plan;

« Test strategy;
* Test items; and
* Test design techniques.

Figure 7.9: Test Design and Implementation Process [6]

7.10 Test Execution Process

The “Test Execution Process” is used to execute the test procedures created by the “Test
Design & Implementation Process” on the test environment created by the “Test Environment
Set-Up & Maintenance Process”.

All accessible test procedures cannot be conducted in a single cycle, and the “Test
Execution Process” may need to be repeated. Therefore, if a problem has been resolved, it

should be retested by restarting the Test Execution Process.
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Figure 7.11 modified from [6], depicts the tasks logically, although repetition will occur

between many of them in actuality. Typically, the comparison of test findings and the

recording of test execution data will occur concurrently with the execution of test processes.

The Test Execution Process's goal is to run the test procedures developed during the “Test

Design & Implementation Process™ in the prepared test environment and report the findings.

Test Environment Set-Up
& Maintenance Process

Establish Test
Environment

e—>

start

Test
Environment Test
Readiness - Environment
Report Maintain Test

—

include:

Inputs to activities in this process may

« Test Plan(s);
* Test Environment Requirements;

+ Intended/operational environment;
Test basis;

Test procedure(s); and
Test results (where available).

Environment

Update(s) I C

end

Figure 7.10: Test Environment Set-Up & Maintenance process [6]

Test Execution
Process

Test Plan(s);

Test procedures(s);
Test item;
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Test environment readiness report (where available); and
Test environment update(s) (where available).
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Test

Execute Test | oOutcome
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start
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Results
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Results

Record Test
Execution

Test
Execution

Log :

end

Figure 7.11: Test Execution process [6]
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7.11 Test Incident Reporting Process

Test incidents are reported using the Test Incident Reporting Process. This procedure
will be initiated due to test failures, occasions when something strange or unexpected occurred
during test execution, or when a retest succeeds.

The goal of the Test Incident Reporting Process is to notify key stakeholders of
occurrences that require additional action as a result of test execution. Figure 7.12 modified
from [6], shows that in the case of a new test, this will necessitate the creation of an incident
report. Likewise, in the case of a retest, the status of a previously-raised incident report must
be updated. However, it may also necessitate the creation of a new incident report if additional

occurrences are discovered.

7.12  Static Testing

“Static Testing” relies on manual review of work items or tooled assessment of code or

other work items [3], [4].

. Inputs to activities in this process may include:
Test Incident « Test results;
R rt * Test procedures(s);
eporting » Test Case(s)
+ Test item(s);
Process + Test basis; and
+ Test execution logs (where available).
Incident
Report Incident
Analyze Test Updates Create/Update | Report
H Results _> Incident Report _’©
start end

Figure 7.12: Test Incident Reporting process [6]

Advantages of “Static Testing”;

* Detecting and fixing failures more rapidly and before sophisticated tests are run;
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* To avoid specification or coding problems, detect inconsistencies, ambiguities,
anomalies, omissions, inaccuracies, and redundancies. Increasing the production
efficiency;

* Researching at a lower cost and for a shorter period;

* Due to fewer faults later in the lifecycle, they lower the average cost of quality during

the software's lifespan.

7.13 Differences between Static & Dynamic Testing
“Static Testing” finds flaws in work products directly. The detection errors caused by
bugs after the software has been executed. Consequently, static testing able to detect the fault
with far less effort.
As a result, static testing can increase work product consistency and internal quality,
whereas dynamic testing focuses on externally observable behaviors [3], [4].
The following are examples of common problems that are easier and less expensive to detect
and rectify using static tests than with Dynamic Testing:
* Requirement errors;
* Design errors;
* Coding errors;
* Deviations from standards;
* Incorrect interface requirements;
¢ Vulnerabilities;
The items are listed above show essential features of the static and the dynamic test methods.
It is seen that static and dynamic tests are carried out together in most projects, and they are

also handled in separate phases depending on the project context.

7.14 Review Processes
Informal to formal reviews are possible. However, team participation, recorded review
results, and documented review techniques distinguish formal reviews.

The planned aims of the review decide the review's topic.
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7.15 Work Product Review Process
The following are the primary actions that contribute to the review process: [3], [4];
* Planning;
* Initiate review;
* Individual review;
* Communication and analysis of the issues;

» Fixing errors and reporting.

7.15.1 Planning
* Defining review scope;
* Determining review purpose;
« Estimate effort and time;
* Identifying review features such as review type, activities, and checklists;
» Selection of review participants and role sharing;
* Deciding entry and exit criteria for more formal kinds of evaluations;

* Checking that entry criteria are met.

7.15.2 Initiate review
« Dissemination of other materials such as finding checklists which are related to work
products;
« Clarification of the scope, goals, process, roles, and work products;

- Answering the questions of the participants about the review.

7.15.3 Individual review
« Reviewing all parts of the work product;

« Note potential errors, findings, suggestions, and questions.

7.15.4 Communication and analysis of the issues
«  Communication of possible errors identified;

« Analyzing potential errors, assigning a responsible and case for them;
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« Evaluation and documentation of quality characteristics;
« Making a review decision;

« Evaluation of review findings according to exit criteria.

7.15.5 Fixing errors and reporting
«  Creating error reports for findings requiring change;
« Resolving errors detected in the work product under;
»  The appropriate person or forwarding to the team;
- With the consent of the commenter where possible, updated error conditions;
«  Checking that exit criteria are met;

« The acceptance of the work product should meet the requirements for exit criteria.

7.16 Roles & Responsibilities in a Formal Review
Formal review includes the following roles:

e Author;

¢ Administration;

¢ Moderator;

¢ Review Leader;

* Reviewers;

» Scriber.

These roles and responsibilities in a formal review are described as follows;

7.16.1 Author
The author produces product under review and corrections errors in the work product

under evaluation.

7.16.2 Administration
The administration responsible for review planning. Administrators have to decide on

the implementation of reviews such as allocates staff, budget, and time.
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7.16.3 Moderator

Moderator ensures that review meetings are conducted effectively.

7.16.4 Review leader
The review leader is responsible for the review, determines who will be engaged in the

process, and plans when and where it will occur.

7.16.5 Reviewers

Reviewers’ experts on the subject, people working on the project, stakeholders having a
say on the work product, and specific technical or people with work experience. Find findings
in the work product, and reviewers can represent different perspectives such as tester,

programmer, user, operator, business analyst, usability specialist.

7.16.6 Scriber
Scriber brings together and organizes the findings found during each review activity.

Records potential errors and decisions identified at the review meeting.

7.17 Review Types
Reviews primary purposes is finding failures. Therefore, reviews can be classified
various characteristics.
The most common types of reviews are listed below and their characteristics [3], [4].
* Informal review;
*  Walkthrough;
¢ Technical review;
* Inspection.

These review types are defined below in more detail [3], [4]:

7.17.1 Informal review
*  Main goal: finding potential bugs;
* A review meeting may not be held;
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7.17.2

7.17.3

7.17.4

It can be performed by the author's colleague (colleague check) or more;
Results can be documented;

The utility varies depending on the reviewers;

The use of checklists is optional;

Widely used in agile software development.

Walkthrough

Main objectives: finding bugs, improving software, considering alternative
applications, standards, and evaluation of compliance with the requirements;

The author of the work product usually leads the review meeting;

The printer is mandatory;

The use of checklists is optional;

It can be in the form of scenarios, rehearsals, or simulations;

Potential error records and review reports can be generated;

Technical review

Reaching consensus, and finding potential bugs;

Other purposes: to evaluate the quality and to build trust for the work product, to
generate new ideas;

Reviewers selected from technical experts in other or the same disciplines who are
technically equivalent to the author;

Individual preparation is required prior to the review meeting.

Inspection

Main objectives: Finding potential defects, assessing the quality of the work product
and building trust, learning by the authors of the work product and preventing similar
mistakes in the future through root cause analysis;

Individual preparation is required prior to the review meeting;

Reviewers are the equivalent of the work product author or experts in other disciplines

related to the work product;

46



* Determining entry and exit criteria are used;

¢ There must be a scriber;

*  Writer; the review leader cannot act as a reader or writer;
* Potential error records and review reports are created.

A single work product can be subjected to many types of reviews. For example, an
informal review may be undertaken prior to the “Technical Review” confirm that the working
product is ready for “Technical Review”. Furthermore, evaluations mentioned above might be
carried out as peer reviews by colleagues at a comparable organizational level. The mistakes
discovered throughout the review process differ, primarily due to the work product under

evaluation.

7.18 Applying Review Techniques
During the individual review (individual preparation) activity, various review strategies

can be used to discover mistakes. These strategies can be employed in any of the reviews
mentioned above kinds. Depending on the sort of review conducted, the efficiency of
approaches may differ. Categories are mentioned below as examples:

¢ Ad-hoc;

*  Checklist-based;

* Scenarios and dry runs;

* Perspective-based;

* Role-based.

These review techniques are defined below in more detail [3], [4]:

7.18.1 Ad-hoc

There is little or no direction for reviewers on doing this duty in the ad-hoc review.
Reviewers often read the work output in order and keep track of any issues. The approach of
non-editing review is commonly utilized and needs little preparation. This method is mainly
reliant on the reviewers' abilities, and it can result in a slew of similar issues being identified

by many reviewers.
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7.18.2 Checklist-based

This method in which reviewers identify flaws using checklists provided at the outset of
the process (for example, by the moderator). The review checklist is made up of questions that
have been generated from experience and are based on likely mistakes.

The most significant benefit of this approach is the systematic covering of common
types of errors. Individual evaluations should be done with caution, rather than just following

the checklist and looking for problems outside of it.

7.18.3 Scenarios and dry runs

Guidelines on reading the work product are provided to reviewers in the scenario-based
review. The scenario-based approach (if the work product is documented correctly, such as
usage scenarios) facilitates the reviewers’ job by enabling “rehearsals” on the work product.
These scenarios provide better guidance to reviewers in finding errors than simple checklists.
Reviewers should not be limited to documented scenarios to avoid missing other types of

errors such as missing features, checklist-based reviews.

7.18.4 Perspective-based

During the individual review phase of perspective-based reading, reviewers evaluate
diverse stakeholder viewpoints, similar to role-based reviews. For example, End-user,
marketing, designer, tester, and enterprise management are standard stakeholder views.

Using multiple stakeholder viewpoints adds richness to individual reviews and
minimizes the possibility of reviewers discovering similar concerns.

Reviewers must also strive to use the work result when doing perspective reading. For
example, suppose a tester reads the requirements from the end-users perspective.

In that case, he will try to write draft acceptance tests to determine if all of the necessary
information is provided. In addition, checklists are anticipated to be utilized for perspective-
based readings.

According to studies, the most successful approach for reviewing requirements and

technical study products is perspective-based reading.
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7.18.5 Role-based
Role-based review is a technique where reviewers evaluate the work product from the

perspective of the roles of each stakeholder affected by the work product.

7.19 Test Activities & Tasks

Software testing is a set of steps to place specific test-case design techniques, and testing
methods should be defined for the software process. In the literature, a variety of software
testing techniques have been suggested. Different testing strategies are acceptable for various
software engineering methods and at different points in time. Testing is run by the developer
of the software and independent test groups.

A test process includes following activities:

* Test planning;

* Test monitoring and control;
* Test analysis;

* Test design;

* Test implementation;

e Test execution;

* Test completion.

Activities that are listed in the subsections below, make up each essential category of
activities. Furthermore, while all of these key task classes tend to be introduced in a logical
order, they are often implemented iteratively. Agile architecture, for example, entails minor
revisions of program design, development, and testing that occur consistently and are
accompanied by ongoing planning.

As a result, research tasks are also carried out under this software development strategy
on an iterative, continuous basis. Even in sequential software development, there will be
duplication, mix, concurrency, or exclusion in the logical sequence of leading activity groups
(31, [4].

This group of activities is defined below in more detail [3], [4]:
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7.19.1 Test planning
Test preparation entails actions that identify the research goals and the strategy for
achieving those objectives within the context's constraints. Then, test plans can be revised

based on input from testing and control operations.

7.19.2 Test monitoring and control

Test monitoring entails continuously comparing real progress to expect. The assessment
of exit requirements, also known as the concept of software development lifecycle models,
aids test tracking and regulation. In test progress updates, stakeholders are informed about
progress against the schedule, including variations from the plan and facts to justify any

decision to stop testing.

7.19.3 Test analysis

The test basis 1s examined during test analysis to distinguish testable characteristics and
related test conditions. Using black-box, white-box, and experience-based evaluation methods
will help minimize the risk of omitting critical test conditions and determine more detailed and
reliable test conditions during the test analysis process.

Test analysis may also result in test scenarios used as research goals in test charters.
Coverage obtained during experience-based training will be calculated as these research

objectives can be traced to the test basis.

7.19.4 Test design

During the test design process, the test conditions are elaborated into high-level test
cases, collections of high-level test cases, and other test ware. As a result, research design asks
"how to test?" and test analysis answers the question "what to test?"

Main events are included in the test design;

Creating, prioritizing, and designing test cases and collections of them locating test data
used to help test conditions and test cases.

Creating test environments and determining any facilities and resources between the test

basis, test environments, and test cases are captured.
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7.19.5 Test implementation
The test ware required for test execution is developed and completed during test
implementation, including sequencing test cases into test procedures.

The functions of test design and test execution are often intertwined.

7.19.6 Test execution

Test suites are performed in conjunction with the test execution schedule during test
execution. Keeping track of the test items or test object's numbers, as well as the test tools and
test ware, manually or with the aid of software execution equipment, run experiments. First,
actual and predicted outcomes are compared. Then, they analyze irregularities to determine
their possible causes (for example, errors can occur due to code flaws, but false positives can
also occur).

They are reporting faults based on reported errors. In addition, they are keeping track of
test execution results (e.g., pass, fail, blocked). Bi-directional traceability between the test

basis, test scenarios, test events, test protocols, and test outcomes are checked and updated.

7.19.7 Test completion
Test completion tasks occur when a development framework is launched, a prototype
product is completed, an agile product version is completed, a test stage is completed, or a

fixing is completed.
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8. TEST TECHNIQUES

8.1 General

Test approaches are listed as “Black-box”, “White-box”, or “Experience-based” in this
chapter. “Black-box Testing” methodologies are based on an assessment of the appropriate
test foundation, according to the ISTQB [3], [4].

Both functional and non-functional testing may be done with these approaches. Inputs
and outputs of the test items are the focus of black-box testing, which ignores the test object's
underlying structure.

White-box testing (also known as structural or structure-based testing) examines the
architecture, precise design, internal structure, or coding of the test item.

In contrast to black-box testing methodologies, “White-box Testing” focuses on
structure and operations of test object. “Experience-based Testing” approaches generate,
construct, and execute tests based on developers', testers,’ and users' knowledge and

experience. These methods are typically used with black-box and white-box testing strategies.

8.2 Test Types

A test activities analyzes specific aspects of a software system or a system component
concerning testing objectives.

Completeness, correctness, and appropriateness are all functional quality elements that
are assessed.

Non-functional quality factors are assessed, such as reliability, performance, security,
and compatibility [3], [4].

The software and system product quality process is depicted in Figure 8.1 modified from

[8], and Figure 8.2 modified from [8].
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8.3 Functional Testing

“Functional Testing” which is related to system comprises tests’ that evaluate the
system's functions. At all levels of testing, functional tests should be performed. The focus,
however, differs. Functional coverage is the percentage of a component covered in which tests

have exercised some functionality [3], [4].

8.4 Non-functional Testing

System and software attributes such as usability, performance efficiency, and security
are assessed during non-functional testing. Non-functional Testing evaluates the system's
ability.

The level to which tests have exercised some non-functional element is known as non-

functional coverage [13], [3], [4].

8.5 Change-related Testing
Some changes are added in a system, whether to cure a defect or add or update
functionality, testing should ensure that the modifications have appropriately addressed the

problem or implemented the feature with no unintended repercussions [3], [4].

8.5.1 Confirmation testing

“Confirmation Testing is continued when failure is fixed. The program also be subjected
to new tests to cover and required to correct the fault.

The actions to replicate the failures caused by the fault must be re-executed on the

updated software version at the very least [3], [4].

8.5.2 Regression testing

In the context of an integration test approach, regression testing is the re-execution of a
subset of previously performed tests to check that modifications have not resulted in
unforeseen side effects. Regression testing ensures that modifications do not create unexpected
behavior or problems. Manual regression testing may be performed by re-running a subset of

all test cases or utilizing automated capture/playback tools [3], [4].
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8.6 Black-box Test Techniques

Black box tests are not concerned with the code's structure, design, and implementation.
Instead, the system's operation is tested according to the input and output changes in black-box
tests. Most software testers commonly use black-box test variants. According to ISTQB,
black-box testing, also known as behavioral or functional testing, focuses on the software's
functional specifications [3], [4]. In other words, black-box testing strategies allow one to
create collections of input conditions that entirely exercise all of a program's functional
specifications. However, Black-box testing is not a replacement for white-box testing. Instead,
it is a supplement to white-box approaches, and it is more apt to discover a different set of

mistakes.

8.6.1 Equivalence partitioning

“Equivalence Partitioning” is a kind of Black-box Testing” method that partitions a
program's input data classes from which test cases can be produced. An equivalence class
exists if a set of objects can be connected by symmetric, transitive, and reflexive relationships.
An equivalence class shows a set of valid or invalid states for input conditions. A specific
value is required for an input state, and one valid and two invalid equivalence classes are
defined. An input condition specifies a set member, and one valid and one invalid equivalence
class is defined.

Test cases for each input domain data object may be built and implemented using the
criteria for equivalence class derivation. The test cases are chosen to simultaneously exercise
the most significant number of properties of an equivalence class [14]. Equivalence
partitioning splits data into partitions to expect each partition's members to be processed in the
same manner.

The term "invalid equivalence partition" refers to an equivalence partition that contains
invalid values. Each data variable connected to the test object. In order to ensure that errors are
not masked, invalid equivalence partitions should be checked independently rather than in
combination with other invalid equivalence partitions.

Coverage is expressed as a percentage of the total number of known equivalence

partitions divided by the number of equivalence partitions evaluated by at least one value [3],

[4].
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Here is the sample of equivalence partitioning [15];

Only numeric characters are permitted in a text field. The length must be between 6 and
10 characters;

When analyzing “Equivalence Partitioning”, all values in all categories are equal, which
is why 0-5 are equivalent, 6-10 are equivalent, and 11-14 are equivalent.

When testing, consider 4 and 12 to be incorrect numbers and 7 to be legitimate.

It is simple to test input ranges 6—10 but more difficult to test input ranges 2-600.
Testing will be simple in fewer test cases, but one must use extreme caution. For example,
assume that the valid input is 7. One believes the developer coded the proper valid range (6-

10).

8.6.2 Boundary value analysis
“Boundary Value Analysis” is another “Black-box Testing” method that supports the
equivalence classification technique. It is also called Boundary Test or Boundary Value Test.
It is used to test numeric ordinal values' lower and upper bounds. When best practices are
examined, it is seen that there is a density of errors in the processing of limit values in
numerical inputs. For this reason, it is aimed to show that the Boundary Value (BV), one
below the Boundary Value (BV-1), and one above the Boundary Value (BV+1) works as
expected in terms of finding these errors in the limit value tests [16].
Here is the sample of boundary value analysis [15];
Test cases for an application with an input box that takes integers ranging from 1 to
1000. The valid range is 1 to 1000, the invalid range is 0, and the invalid range is 1001 or
more.
Create test cases for the valid partition value, the invalid partition value, and the precise
boundary value;
» Test Case 1: Assume the test data to be the input domain's input boundaries, i.e., values
1 and 1000.
» Test Case 2: Take test data with values between 0 and 999, which are close below the
extreme boundaries of input domains.
* Test Case 3: Assume test data with values close above the extreme boundaries of the

input domain, such as 2 and 1001.
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8.6.3 Decision table testing

“Decision Table Testing” is a type of “Black-box Test” design approach used to
examine system behavior for various input combinations. Decision tables are an excellent
approach to capture the complicated business rules that a system must follow. It is a
methodical methodology in which various combinations of inputs and their related system
behavior, outputs which are described in tabular form.

In requirement specifications, input-output combinations can also be represented as
cause-and-effect graphs. As a result, in the literature, decision table tests are called cause-
effect graph tests. Decision Tables are tabular representations of inputs concerning rules,

cases, and test conditions [16].

8.6.4 State transition testing

Based on current conditions or experience, components or systems can react to an event
differently. The definition of states can be used to summarize the experience. The program can
take action as a result of the state change. A state transition table lists both legitimate and
theoretically invalid state transitions and the events and behavior that occur from valid
transitions.

State transfer monitoring is commonly used in the embedded computing industry for
menu-based applications. The method can also be used to model a business situation of several

states or to analyze screen navigation [3], [4].

8.6.5 Use case testing

This testing interactions between events, as well as preconditions, post-conditions, it will
also be used to define a use case. The subject's state can change due to interactions between
the actors and the subject. Workflows, activity diagrams, and business process models can also

be used to visualize interactions [3], [4].

8.7 White-box Test Techniques
In this testing, the accuracy and quality of the code are tested by entering the code.

Therefore, code access is required for this test type. Tests for code structure and design are
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carried out. For example, an unnecessary block of code can be detected, or situations aimed at
increasing the readability of the code can be detected. Errors to be found early in the code also
facilitate “Black-box Testing”.

“White-box Testing” is mainly done by developers as well as by testers. According to
ISTQB, “White-box Testing” is based on the test object's internal structure [3], [4]. “White-

box Testing” approaches may be used at all levels of testing.

8.7.1 Statement coverage testing

It is assumed that by running the code in the expression scope, each statement in the
code will be executed at least once. This ensures that none of the statements have any
unintended consequences. Statement coverage is a type of “White-box Testing” design
approach. A software's source code reveals that it has a wide range of features such as
variables, constants, functions, loops, controllers, and error catchers. Some of these statements
will be performed, while others will be left unexecuted, based on the test scenarios submitted
by the testers. The goal of statement coverage is to demonstrate how many of all possible
statements in the code have been run with the test cases executed [16].

The following formula is used to calculate statement coverage:

Statement Coverage = (Number of Statement Run / Total Statement in Code) * 100

8.7.2 Decision coverage testing

Decision coverage is also known as branch coverage. When the software codes are
examined, it is seen that no code progresses in a static structure. Instead, there are decision
points in the code.

The software flow is divided into alternative branches at these decision points. Decision
coverage aims to show that these decision points in the code show the expected behavior and
that each branch is run at least once.

Decision points correspond to IF statements in the code. An IF statement is divided into
true and false branches [16].

The following formula is used to calculate decision coverage:

Decision Coverage = (Number of Decision Results / Total Code Decision Results) * 100
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8.7.3 The importance of statement and decision testing

When one hundred percent statement coverage is achieved, all executable statements in
the code have been tested at least once, but not all decision mechanisms have been tested. As a
result, one of the two “White-box Methodologies”, statement testing, may provide less
coverage than decision testing.

When it reaches one hundred percent decision coverage, it tests all choice outcomes,
including accurate and false outcomes, even though no explicit false statement is present.

Statement coverage assists in the discovery of flaws in programs that have not been
subjected to another testing.

If previous tests have not considered both true and false outcomes, decision coverage
can help find flaws in code. Obtaining one hundred percent decision coverage assures one

hundred percent statement coverage (but not the other way around) [3], [4].

8.8 Experience-based Test Techniques

“Experience-based Testing” is not a traditional method, but it is still a powerful way to
test an application. It is a hands-on approach where testers participate in minimum planning
and maximum testing. The exploratory test is frequently used because it has a system that fits
well with agile principles.

Exploratory testing is software testing in which test cases are not pre-created, but testers
check the system instantly. As it can be understood, in the exploratory test, like agile, there is
a situation of "unplanned." The focus of exploratory testing is testing as a "thinking" activity.

According to ISTQB, when using “Experience-based Testing” methodologies, test cases
are generated based on the tester's previous experience with similar applications and
technologies [3], [4]. These strategies can help identify tests that other, more systematic

procedures have not been able to identify.

8.8.1 Error guessing
“Error Guessing” is a strategy used in software testing that relies heavily on experience
and talent. For example, suppose possible faults and defects are guessed in locations where

formal testing would be ineffective. It is also known as experience-based testing, as there is no
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defined testing technique. Although this is not a formal testing method, it is crucial since it

occasionally resolves many outstanding issues.

8.8.2 Exploratory testing

“Exploratory Testing” is a software testing method that is generally defined as
continuous learning, test design, and execution. It emphasizes discovery and depends on the
individual tester's direction to reveal faults that are not readily addressed in the scope of other
tests.

In the past few years, the practice of exploratory testing has grown in popularity. As a
result, testers and QA administrators are urged to implement exploratory testing as a thorough

test coverage plan.

8.8.3 Checklist-based testing

“Checklist-based Testing” is software testing based on a checklist, which is a planned
"to-do" task list. Professional testers with significant technical competence generally prepare
these lists. QA professionals use such checklists to guide testing tasks.

Various software systems are frequently examined in the same way to check if it is
feasible to discover particular faults or manage functioning circumstances and data without
resorting to some systematic approach. Ad-hoc (random) testing refers to such sorts of
rudimentary and informal testing. Checklists are used to structure this testing so that time is
not wasted repeating the same tasks. Lists of this type might be online, physical, or

conceptual.

8.9 Unit Testing

The smallest unit of software design, the software component or module, is the subject
of unit testing. The limiting scope of unit testing limits the relative complexity of tests and
mistakes discovered. The unit test focuses on internal processing logic and data structures
within the bounds of a component. Figure 8.3 modified from [12], depicts a schematic
representation of unit testing. Furthermore, the module interface is checked to ensure that data

flows appropriately into and out of the software unit under test.
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Furthermore, local data structures should be exercised during unit testing, and the local
influence on global data should be determined [12]. It is critical to do selective testing of
execution pathways during the unit test. Test cases should be written to detect mistakes caused
by inaccurate computations, comparisons, or control flow. One of the essential unit testing
activities is boundary testing. Unfortunately, the software frequently fails at its limits. For
example, when the repeat of a loop with passes is initiated when the maximum or lowest
permissible value is met, problems frequently occur when the nth element of an n-dimensional
array is handled. Errors are highly likely to be discovered in test scenarios that exercise data
structure, control flow, and data values slightly below, at, and just above peaks and minima.
When a mistake occurs, an intelligent design anticipates it and offers error-handling
mechanisms to reroute or cleanly end processing [12]. Unit testing is typically seen as an
insert into the coding process. Unit tests can be designed before or after the source code has
been created. A study of design information directs the creation of test cases that are likely to
identify problems in each of the previously described categories. Because a component is not a
stand-alone application, driver and stub software are frequently required for each unit test.
Figure 8.4 modified from [12], depicts the unit test environment. A driver in most applications
is just the primary program that receives test-case input, delivers it to the component, and

outputs relevant results [12].

Interface

MODULE Local data structures
Boundary conditions
Independent paths
Error-handling paths

TEST CASES

Figure 8.3: Unit test
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Figure 8.4: Unit test environment

8.10 Integration Testing

All components are combined in advance, and the entire program is tested as a whole.
Errors are encountered, but correction is difficult because the isolation of causes is
complicated by the vast expanse of the entire program. Several different incremental

integration strategies are discussed [12].

8.10.1 Top-down integration
Top-down integration testing is one of the most well-known incremental approaches to
constructing the software architecture. Modules subordinate to the central control module are

incorporated into the structure in depth-first or breadth-first.

62



In top-down integration, modules subordinate to the central control module are
incorporated into the structure in either a depth-first or breadth-first manner. Also, top-down

integration testing is an incremental approach to constructing the software architecture.

8.10.2 Bottom-up integration

Bottom-up integration testing starts with the creation and testing of atomic modules, as
the name implies. Because components are integrated from the bottom up, the functionality
provided by components that are subordinate to a certain level is always available, eliminating

the need for stubs.

8.10.3 Integration testing levels
The following are two stages of integration testing that may be performed on test items
of varied sizes [3], [4];

a) Component integration testing is generally performed after component testing and is
automated. Component integration tests are usually part of the continuous integration
process in iterative and incremental development. External interfaces are not
managed by the development organization at the system integration testing level,
resulting in various testing difficulties.

b) System integration testing can be performed after or in conjunction with another

system testing.

8.10.4 Integration test work products

A test specification contains an overall plan for integrating the program as well as a
description of specific tests.

This work product includes a test plan and method, and it is included in the software
configuration. Testing is divided into phases, with an emphasis on the product's functional and
behavioral features. As a consequence, software builds for each phase are created. A schedule
for integration, the generation of overhead software, and other pertinent considerations are

also included in the test plan.
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8.11 System Testing

During system tests, potential interface problems should be anticipated and error
handling paths should be designed that test all information from other elements of the system.
A series of tests that simulate insufficient data or other potential errors in the software

interface should be performed and recorded.

8.12 Quality-Related Types of Testing
Test techniques are classified as functional and non-functional, as stated before. They
aim to produce a quality product. Besides the basic test techniques, other test techniques used

in product development are also included in this section. They are classified as follows:

8.12.1 Accessibility testing
The purpose of accessibility testing is to determine whether or not the test item can be
handled by persons with a wide range of traits and skills, including those with special
accessibility needs. Accessibility testing employs a model of the test item that outlines its
accessibility needs and any accessibility design principles to which the test item must adhere.
Accessibility criteria are concerned with a user's capacity to achieve accessibility goals
if they have unique accessibility needs. For example, this might require the test item to enable

visually and to hear challenged users [8].

8.12.2 Compatibility testing

The purpose of compatibility testing is to determine if the test item can coexist in a
shared environment with other independent or dependent (though not necessarily
communicative) items. Compatibility testing can also be used on several copies of the same

test item or on different items that share a familiar environment [8].

8.12.3 Backup/recovery testing
Recovery testing is a type of system test that involves causing the program to fail in a
variety of ways and ensuring that it recovers properly. Re-initialization, check-pointing

methods, data recovery, and restart are all examined for accuracy if recovery is automated. If
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human involvement is required, the mean-time-to-repair is assessed to establish its acceptable

bounds [12].

8.12.4 Disaster recovery testing

The goal of disaster recovery testing is to establish if the test item's operation can be
transferred to another operational location in the case of a failure and whether it can be
transferred back once the fault has been resolved. Disaster recovery testing employs a test item
model that outlines its disaster recovery criteria, including any needed disaster recovery design
guidelines to which the test item must adhere. In disaster recovery testing, the test item might
be a whole functioning system, complete with buildings, staff, and processes.

For example, disaster recovery testing may include processes performed by operational
people, data migration, software, employees, offices, or other facilities, or retrieving data

already backed up to a remote site [8].

8.12.5 Deployment testing

Deployment testing, also known as configuration testing, puts the program through its
tests in each environment in which it will be used.

Furthermore, deployment testing looked at all installation methods. It is specialized
installation software that customers will use and any documentation used to present the

product to end-users [12].

8.12.6 Installability testing

The goal of installability testing is to establish whether a test item can be installed,
uninstalled/removed, and upgraded as needed in all defined situations.

Installability testing employs a model of the test item's installability necessities, which
are typically indicated in the installation, uninstallation, or upgrade processes, who will carry
out the installation, uninstallation, or upgrade, the target systems. The test items must be

installed, uninstalled, or upgraded [8].

65



8.12.7 Interoperability testing

The goal of interoperability testing is to evaluate if a test item can interact successfully
with many other test items or systems in the same or other contexts, including whether the test
item can effectively utilize information received from other systems. Interoperability testing
employs a model of the test item that outlines its interoperability criteria, including
interoperability design standards to which the test item must adhere; this might involve
determining if a test item operating in one environment can communicate correctly with

another or a system operating in a different environment [8].

8.12.8 Localization testing

The goal of localization testing is to verify whether the test item can be comprehended
within the geographical location in which it is required to be utilized. Localization testing can
involve (but is not limited to) determining if the user interface and accompanying
documentation of the test item can be comprehended by users in each nation or region of

usage [8].

8.12.9 Maintainability testing

The purpose of maintainability testing is to determine whether or not a test item can be
maintained up with a fair amount of labor. Maintainability testing uses a model of the test
item's maintainability requirements, which are frequently stated in terms of the effort required
to make a change in the categories of corrective, perfective, adaptive, and preventive

maintenance [8].

8.12.10 Portability testing

Portability testing aims to assess the ease or difficulty with which a test item may be
transported from one hardware, software, or other operational or usage environment to
another.

Portability testing employs a model of the test item that outlines its portability
requirements and any mandatory portability design criteria to which the test item must adhere.

For example, the capacity to transfer the test item from one environment to another, or to
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change the configuration of the current environment to other needed settings, is addressed by

portability criteria [8].

8.12.11 Performance testing

Performance testing aims that while tests are being run, the performance of a single
module may be reviewed. However, the actual performance of a system cannot be determined
until all system parts are fully integrated. Therefore, performance tests are frequently
combined with stress tests and need hardware and software instrumentation. The tester can
identify conditions contributing to deterioration and possible system failure by instrumenting a

system [12].

8.12.12 Stress testing

The goal of stress testing is for the tester to try to break the software. In some cases, a
tiny range of data inside a program's legitimate data boundaries might result in excessive and
even erroneous processing, as well as significant performance deterioration. Stress testing
aims to find data combinations within valid input classes that might lead to instability or

incorrect processing [12].

8.12.13 Security testing

Any computer-based system that maintains sensitive information or performs activities
that may inadvertently hurt humans is a potential target for inappropriate or unlawful
intrusion. Security testing ensures that the protective measures placed into a system will
protect it from unauthorized access. The system designer's responsibility is to make

penetration more expensive than the value of the information gained [12].

8.12.14 Usability testing

Usability testing aims to determine if specific users can use the test item to fulfill given
goals effectively, efficiently, and satisfactorily in specified usage contexts.

Usability testing, as a result, employs a model of the test item that outlines its usability

criteria and any needed usability design standards to which the test item must adhere.
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Usability criteria define the test item's usability goals. Usability objectives must be based on
test item objectives and contexts of usage for the test item. Usability goals will be established
to improve the effectiveness, efficiency, and satisfaction of specified users in achieving stated

goals in one or even more specified contexts of the use [8].

8.12.15 Smoke testing

Smoke testing is a sort of integration testing that is frequently used while building
software for products. Its purpose is to act as a pacing mechanism for time-sensitive projects,
allowing the software team to assess the project on a frequent basis. The goal should be to find
show-stopper problems that are most likely to cause the software project to fall behind
schedule. The daily testing frequency allows managers and practitioners to measure
integration testing progress in a realistic manner. Because smoke tests are conducted on a
frequent basis, incompatibilities and other show-stopping faults are detected early, reducing
the risk of substantial schedule disruption. As a result, the quality of the finished product has
improved. Smoke testing is likely to identify functional, architectural, and component-level
design issues since it is a construction-oriented technique. If these flaws are fixed as quickly as
feasible, product quality will improve. As a result, additional software is being incorporated

and tested. [12].

8.13 Acceptance Testing

This testing, like system testing, is frequently concerned with a system's or product's
general behavior and capacity. According to the ISTQB, the goals of this testing to create
confidence in the system's overall quality. Confirming that the system's functional and non-
functional behaviors are as described [3], [4].

“Acceptance Testing” may provide information that may be utilized to determine
whether the system is ready for deployment and use by the customer. Although this is not
usually the intention, problems can be identified during acceptance testing. Finding many
defects during acceptance testing might be considered a severe project risk in some instances.

The following are examples of common types of acceptability testing:

» User acceptance testing;

* Operational acceptance testing;
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* Contractual & regulatory acceptance testing;
* Alpha & beta testing.

In the following subsections, they are briefly summarized [3], [4]:

8.13.1 User acceptance testing

In a simulated or virtual operating environment, “User Acceptance Testing” evaluates a
system's fitness for usage by intended users. The fundamental goal, according to the ISTQB, is
to provide users confidence that they can use the system to satisfy their needs, meet
requirements, and conduct business activities with the least amount of complexity, expense,

and risk.

8.13.2 Operational acceptance testing
Employees from operations or administration frequently test acceptance systems in a
(simulated) production environment. The tests are centered on operational aspects and might
include the following:
* Backup and restoration testing;
* Installing, removing, and upgrading;
* Disaster recovery;
¢ User administration Maintenance tasks;
* Data loading and migration jobs;
*  Checks for security flaws;
* Performance testing
The primary goal of operational acceptance testing is to inspire confidence in the

operators or system administrators that the system will continue to function.

8.13.3 Contractual & regulatory acceptance testing
“Contractual Acceptance Testing” assures that custom-developed software satisfies the
contract's acceptance criteria. Acceptance criteria should be defined when the parties sign the

contract. Users or independent testers typically perform contractual acceptability testing.
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“Regulatory Acceptance Testing” is conducted following applicable rules, such as
regulatory, legal, or safety requirements. Users or independent testers commonly conduct
regulatory acceptability testing, with regulatory agencies occasionally seeing or reviewing the
results.

“Contractual & Regulatory Acceptance Testing” primary purpose is to ensure that

contractual or regulatory compliance has been achieved.

8.13.4 Alpha & Beta testing

“Alpha Testing” is done on the premises of the developing firm by potential or current
consumers, operators, or an independent test team, rather than by the development team.
Consumers and operators, both potential and current, do Beta testing on their premises. “Beta
Testing” might take place after or without any preceding alpha testing. The purpose of Alpha
and Beta testing is to provide prospective customers and operators confidence that they will
use the system in real-world, day-to-day situations and operational contexts to achieve their
goals with the least amount of hassle, money, and danger. Another purpose may be to find
flaws in the situations and surroundings in which the system will be used, especially if the
development team finds it impossible to replicate such conditions and environments.
Acceptance tests are done when custom software is produced for a specific customer to check
that all requirements are satisfied. An acceptance test, which is carried out by the end-user
rather than software engineers, can range from a casual test drive to a thoroughly planned and
executed series of tests. If the software is built as a product that will be used by a large number
of people, formal acceptance testing is impossible. Instead, most software product developers
utilize alpha and beta testing to discover vulnerabilities that only the end-user appears to be
capable of identifying. The program is put to the test in a real-world situation. The Beta test is
conducted at one or more end-user sites. Client acceptance testing, a sort of beta testing, is
occasionally performed when customized software is given under a contract. Before adopting

the developer's work, the customer conducts a series of tests to find defects [12].
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9. AN APPLICATION

9.1 General

The “Test Plan” is intended to specify the scope, strategy, resources, and timeline for all
testing activities associated with the project according to “Guru99 Banking Project” [17]. The
test plan specifies the things to be tested, the features to be tested, the types of testing to be
conducted, the persons in charge of testing, the resources and timeline needed to complete
testing, and the risks connected with the plan. Table 9.1 modified from [17], shows the project
log data.

Table 9.1: Change Log

VERSION REVISION WRITTEN DESCRIPTION APPROVAL
# DATE BY DATE
1.0 12/14/2021 Bugra Test plan created. 12/18/2021
1.1 12/15/2021 Bugra Test plan updated. 12/19/2021
9.2 Scope of Testing

This “Project's Scope” is limited to testing the features indicated in the following parts
of this document. Non-functional testing, such as stress and performance, is outside this
project's scope. Automation testing is outside the scope of this document. Functional testing
and external interfaces are included in the scope and must be tested. The banking site will only
be compatible with Google Chrome Versions 27 and higher (compatibility testing) for non-
functional requirements. Table 9.2 modified from [18], shows the project modules
representing functional requirements. The following functional requirements include the
features that this project, which is considered an example, must fulfill and are considered
requirements by the customer. As mentioned in the thesis, at this stage, the analysis of the
features that can and cannot be tested using static test methods will be done at this stage, as
well as the test design will be started at the same time. Also, Table 9.3 modified from [18],
contains the SRS plan for the project in detail. This table lists the requirements output features

of the sample project in detail.

71



Table 9.2: Description of the modules (functional requirements)

MANAGER

CUSTOMER

“New Customer”

b

“Balance Enquiry’

“Edit Customer”

“Fund Transfer”

“Delete Customer”

“Mini Statement”

“New Account”

“Customized Statement”

“Edit Account”

“Change Password”

2

“Delete Account

“Login & Logout”

“Deposit”

“Withdrawal”

“Fund Transfer”

“Change Password”

“Balance Enquiry”

“Mini Statement”

“Customized Statement”

“Login & Logout”
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Table 9.3: Software Requirement Specifications

MODULE
NAME

APPLICABLE
ROLES

DESCRIPTION

“Fund Transfer”

“Manager”

“Customer”

“Customer: A customer can request that
monies be transferred from the one’s "own"
account to any other account. Manager: A
manager can move funds from any source
bank account to any destination bank

account”.

“Mini Statement”

“Manager”

“Customer”

“A Mini Statement displays the latest five
transactions of an account. Customer: A
consumer can only view Mini Statement for
the one’s "own" accounts. Manager: Any
account's Mini Statement can be viewed by a

manager”.

“Customized

Statement”

“Manager”

“Customer”

“A customized statement allows one to filter
and show transactions in an account
depending on the date and transaction value.
Customer: A customer can only access
Customized Statements for the one’s "own"
accounts. Manager: Any account's
Customized Statement can be seen by a

manager”.

“Change

Password”

“Manager”

“Customer”

“Customer: Only the customer's account
password can be changed. Manager: A
manager can only change the password for the
one’s account. One unable to alter the one’s

clients' passwords”.
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“New Customer”

“Manager”

“Manager: A manager has the authority to add
a new customer. Manager: A manager can
change a customer's address, email, and phone

number”.

“New Account”

“Manager”

“Currently, the system offers two types of
accounts:

e Saving

o Current
A customer may have many savings accounts.
The one can have many current accounts for
different businesses. The one can also have
numerous current and savings accounts.
Manager: A manager can create a new

account for an existing client”.

“Edit Account”

“Manager”

“Manager: A manager can add or update

account data for an existing account”.

2

“Delete Account

“Manager”

“Manager: A manager can create or remove a

customer's account”.

“Delete

Customer”

“Manager”

“A customer can only be removed if one’s has
no active current or savings accounts.
Manager: A manager has the authority to

remove a customer”’.

“Deposit”

“Manager”

“Manager: A manager has the authority to put
funds into any account. When cash is
deposited in a bank branch, this is usually

done”.

“Withdrawal”

“Manager”

“Manager: A manager has the authority to
remove money from any account. When cash
is withdrawn from a bank branch, this is

usually done”.
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9.3 Features Not To Be Tested
These features will not be examined since they are not listed in the software
requirements:
* User interfaces,
* Hardware interfaces,
* Software interfaces,
» Database logical communications interfaces,

*  Website security and performance.

9.4 Test Type

Three forms of testing will be carried out. First, individual software components are
merged and evaluated as a group during integration testing. System testing is performed on a
fully integrated system to assess the system's conformance with the defined requirements.
Finally, “API Testing” validates all API's written for the product under test.

The results of the three main types of tests to be performed will pass through the
sequential stages as shown in the Test Activities & Tasks section and enter the Test

Completion section, which is the last activity and will be terminated after the test.

9.5 Risk and Issues

Table 9.4 modified from [17], shows the risks and issues of the project. Risks and
mitigations constitute an important content of the errors and root cause analysis section, which
are explained in detail in the text of the thesis. When errors are detected, and root causes are

revealed, it will be easier and more effective to produce a quality software output.

9.6 Quality Objective

Quality Objective is the primary objective that must be met without testing. Ensure that
the “AUT (Application Under Test)” adheres to functional and non-functional criteria.
Ascertain that the AUT fulfills the client's quality standards.

Table 9.4 shows risks and issues about the project. Before releasing the system to the

public, bugs and issues are detected and corrected.
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Table 9.4: Risk and Issues

RISK

MITIGATION

“Team members lack the knowledge and

skills  required for specific testing.
Therefore, the tests may not be run on time
by the personnel in the institution, and in
this case, a third-party software testing

service may be required”.

“Plan a training course to help one team

members improve their skills”.

“The  project timetable is  overly

constrained; it will be challenging to

accomplish this job on time”.

“Set the Test Priority for each test activity”.

“Test Manager shows a lack of

management abilities”.

“Plan leadership development for the

manager”.

“Employee productivity declines as a result

of ineffective collaboration”.

“Encourage each team member in their

assignment, and workers' productivity

motivates them to work more”.

“Overestimation of the budget and

expenditure overruns”.

“Establish the project's scope before
commencing work, pay close attention to
project planning, and track and measure

progress regularly”.
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9.7 Roles and Responsibilities
A detailed explanation of each team member's tasks and responsibilities, such as;
* Test Analyst,
* Test Manager,
* Developers,

* Project Manager.

9.8 Test Methodology
The project's testing technique might be;
*  Waterfall,
» [Iterative,
* Agile (Extreme Programming (XP), Scrum, LAPIS).

The methodology to be selected depends on multiple factors.

9.9 Test Levels

The type of testing done on the AUT is defined by the Test Levels. The Testing Levels
are essentially determined by the scope, time, and money restrictions of the project.

The purpose of the tests is to check and verify the project's functionality. As a result, the
project should concentrate on testing banking functions such “Account Management”,
“Withdrawal”, and “Balance”.

Table 9.3 ensures that all of these activities go well in a real-world corporate

environment.

9.10 Bug Triage

The bug triage's purpose is to specify the kind of resolution for each problem, prioritize
bugs, and set a plan for all “To Be Fixed Bugs”.

Because certain faults may be critical for the system and usage, errors should be
addressed in the order that they occur, taking into account the frequency of error occurrence
and the severity of the issue.

Bug Triage is crucial in the example application.
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9.11 Resource & Environment Needs

Make a list of tools like:
* Requirements tracking tool,

* Bug tracking tool,

Table 9.5 modified from [17], shows resource & environmental needs,

Table 9.5: Resource & Environment Needs

RESOURCES

DESCRIPTIONS

“Servers Specifications”

“MySQL server is installed by the database
server, whereas Apache server is installed by

the web server”.

“Test Tool Specifications”

“Create a test tool that will automatically
create test results in a predefined format and

run automated tests”.

“Networks Specifications”

“Set up a gigabit LAN and one internet line

with a minimum speed of 5 Mb/s”.

“Computers Specifications”

“At least four PCs, each with Windows 8,
2GB of RAM, and a 3.4GHz processor”.
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9.12 Suspension Criteria and Resumption Requirements
Suspension criteria provide the conditions under which all or part of the testing
procedure can be halted, whereas resumption criteria specify when testing can continue once it

has been interrupted.

9.13 Test Completeness

This is where the criteria for concluding the testing are defined.

For example, one hundred percent test coverage, all human and automated test cases
performed, and all open problems repaired or fixed in the future release are a few criteria to

assess test completeness.

9.14 Test Deliverables
Here one should include all of the test artifacts that were provided during the different

stages of the testing lifecycle. The following are some examples of deliverables;

9.14.1 Before testing phase
* Test plan,
e Test cases,

» Test design specifications.

9.14.2 During the testing phase
» Test tools,
* Test simulators,
* Testdata’s,
* Test traceability matrix,

* Error logs and execution logs.

9.14.3 After the testing cycle is over
* Test results and reports,

* Defect report,
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* Installation and test procedures guidelines,

¢ Release notes.

9.15 Test Environment
It just includes the bare minimum of hardware for testing the program.
In addition to client-specific apps, the following software tools are required.
*  Windows 8 and later versions,
* Office 2013 and later versions,

*  MS Project 2013 and later versions.
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10.CONCLUSIONS

In this thesis, available resources about software testing was compiled firstly, and the
relationship between software testing and software quality was studied. Next, “ISO/IEC/IEEE
29119 Standards” which are in six parts, were collected. Part 6 of this series of standards was
published quite recently in 2021. It includes guidelines for the use of “ISO/IEC/IEEE 29119
Standards” in agile projects.

ISTQB (International Software Testing Qualification Board) is an international
organization closely related to software testing. A brief section is devoted to ISTQB in the
thesis.

Software Testing Principles, Test Processes, and Test Techniques are discussed in detail
and summarized after going through the relevant parts of “ISO/IEC/IEEE 29119 Standard”.

The major contribution of the thesis may be stated as an Application Project, to be
developed referring to the parts of “ISO/IEC/IEEE 29119 Standard. For the Application
Project the Software Requirements Specification (SRS) document of a sample open-source
project is used successfully.

It is believed that the results of the thesis study may become more useful in the future
with different applications as a continuation of the thesis study.

One of the most difficult issues in the study is the limited resources in this field and the
adherence to the own publications and paid courses of a few authors who have made a fame in

the international market.
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