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PREFACE

An ordinary face recognition system without a concrete and deliberate spoof detection measures (as
the case is with many deployed face recognition systems) is prone to failure if there be spoof attack attempts
on such a system. Hence the need for a robust anti-spoofing measure.

Drawing inspiration from the common phenomenon in photography on distortion of faces in video
when the camera is close to the face, which is caused by the uneven 3D surface of the human face, this study
utilizes the distortion changes of video frames of users face captured at different distance from the camera to
deliver a robust active-based spoof detection, yet less intrusive, less expensive and a more generic
applicability than other active-based approaches using both traditional machine learning classifiers and a
deep learning model.

This thesis is sponsored by the National Information Technology Development Fund (NITDEF) scholarship
scheme 2019/2020 under the Nigeria National Information Technology Development Agency (NITDA).

Peter ANTHONY
ELAZIG, 2022
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ABSTRACT

A Robust Active-based Face Spoof Detection for Face Recognition Systems
Peter ANTHONY
Master's Thesis

FIRAT UNIVERSITY
Graduate School of Natural and Applied Sciences

Department of Computer Engineering

February 2022, Page: x + 54

With increasing rate of deployment of face recognition systems in various real life cases and
applications, efforts by attackers is also on the rise with variety of spoofing approaches emerging. Hence, the
development of a robust spoof detection technique is crucial. Although active-based techniques have proven
robust in the task of spoof detection, they are faced with the problem of intrusiveness, high cost,
computational complexity, low generalization ability and most of which require extra hardware.

This study proposed an active-based robust spoof detection technique capable of detecting diverse
forms of media or 2D attacks, yet, less intrusive, less expensive, low complexity, higher generalization ability
than other active-based approaches. It does not require extra hardware and so can easily fit into existing
systems. Spoof detection is achieved by analyzing the distortion changes of Video frames of user’s face
captured at different distances from the camera. Real-world facial photo and video data were also collected
and used to generate both the legitimate and spoof attacks dataset. Utilizing both machine learning classifiers
and deep learning model, the proposed approach achieved spoof detection with accuracy as high as 98.18%,
with EER and HTER as low as 0.23 and 0.021 respectively.

Keywords: Anti-spoofing, Spoof Detection, Face Recognition, Image Distortion Analysis
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OZET

Yiiz Tanima Sistemleri I¢in Giiclii, Aktif Tabanli Yiiz Sahtekarlig1
Algilama

Peter ANTHONY

Yiiksek Lisans Tezi

FIRAT UNIVERSITESI
Fen Bilimleri Enstitiisii

Bilgisayar Mithendisligi Anabilim Dali

Subat 2022, Sayfa: x + 54

Yiz tamma sistemlerinin ¢esitli gercek yasam durumlarinda ve uygulamalarinda artan oranda
konuslandirilmasiyla birlikte, ortaya ¢ikan cesitli sahtekarlik yaklagimlari ile saldirganlarin gabalari da
artiyor. Bu nedenle, saglam bir sahtecilik algilama tekniginin gelistirilmesi ¢ok onemlidir. Aktif tabanl
teknikler, sahtekarlik tespiti gorevinde saglam olduklarini kanitlamis olsalar da, miidahalecilik, yiiksek
maliyet, hesaplama karmasikligi, diisiik genelleme yetenegi ve ¢ogu ekstra donanim gerektiren sorunlarla

kars1 karsiyadirlar.

Bu ¢aligsma, diger aktif tabanli yaklagimlardan daha az miidahaleci, daha az pahali, diisiik karmagiklik, daha
yiiksek genelleme kabiliyetine sahip, ¢esitli ortam bigimlerini veya 2B saldirilari tespit edebilen aktif tabanl
saglam bir sahtekarlik algilama teknigi 6nerdi. Ekstra donanim gerektirmez ve bu nedenle mevcut sistemlere
kolayca uyum saglar. Sahtekarlik tespiti, kameradan farkli mesafelerde yakalanan kullanicinin yiiziiniin
Video karelerindeki bozulma degisiklikleri analiz edilerek elde edilir. Gergek diinyadaki yiiz fotografi ve
video verileri de toplandi ve hem mesru hem de sahte saldir1 veri setini olusturmak i¢in kullanildi. Hem
makine 6grenimi siniflandiricilarini hem de derin 6grenme modelini kullanan dnerilen yaklagim, sirasiyla
0,23 ve 0,021 kadar diisitk EER ve HTER ile %98,18'e kadar yiiksek bir dogrulukla yaniltici algilama elde
etti.

Anahtar Kelimeler: Sahtekarlik Onleme, Kimlik Sahtekarhig1 Algilama, Yiiz Tanima, Goriintii Bozulma
Analizi

vii
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1. INTRODUCTION

Face recognition is one of the most common biometric system today, and over the past decade it
has undergone a very high and rapid increase in prevalence globally. According to the International
Biometric Group (IBG), facial recognition is the second most widely deployed biometric system
worldwide next to fingerprint [1]. This growing prevalence is due to its advantage of being more
convenient, contactless, and non-invasive than other biometric systems such as fingerprint and iris
[2,3]. Face recognition also holds the credit of being a biometric system with higher working range
and application tendencies than others [4]. Unfortunately, bulk of the existing face recognition
systems are unsafe when presented with spoof attacks. Face spoofing is the activity of disguising
an individual’s face in order to gain an illegal access or privileges.

With the increasing rate of deployment of face recognition systems in various real life cases
and applications, efforts by attackers is also on the rise with variety of spoofing approaches
emerging. Hence, the development of face anti-spoof approaches has become an active and crucial
area of research.

This study focused on developing an active-based robust face anti-spoof technique capable
of detetcting all forms of media or 2D attacks. This study also achieved an active liveness detection
approach which does not suggest to the user the livesness cue employed. Drawing inspiration from
the common phenomenon in photography on distortion of faces in video when the camera is close
to the face, which is caused by the uneven 3D surface of the human face, in the approach proposed
in this study, distortion changes of video frames of users face captured at different distance from
the camera were utilized to deliver a robust active spoof detection, yet less intrusive, less expensive
and a more generic applicability than other active-based approaches using both traditional machine
learning classifiers and a deep learning model.

A variety of approaches has been proposed by researchers for spoof detections, ranging from
the employment of motion cues [5—7], to the current deep learning approaches [8,9]with
competitive performance. Face spoof detection approaches can be broadly classified as active and
passive methods. The difference between the two categories is their mode of enrollment or the
approach used to capture the user’s data. Active approaches have proven to be very robust with
strong protection ability against spoofing. However, active approaches require user interaction
which makes it intrusive and lower the range of use cases. Some active approaches such as multi-
modal [10,11] and Sensor level approaches [7] can be both computationally complex and expensive
as they require extra hardware. Here a semi-active approach is proposed, with reduced
intrusiveness/interaction, higher application range, with no extra hardware requirement and so less

expensive.



In this work, the potentials of image distortion due to proximity of the face to camera in combatting
face spoof attacks is explored. The basis for using the image distortion analysis (IDA) features for

spoof detection is geared by three reasons:

e The common phenomenon in photography on distortion of faces in video where the camera
is very near to the face, which is due to the uneven 3D-surface of the human face, as
opposed to flat surface of 2D face spoof attacks.

e Image distortion has gain a lot of success in the field of biometrics and security systems,
for finger print spoof detection [12], steganalysis [13,14], and face liveness detection
[2,15].

e As the camera draws closer to an object, that object increases in size more quickly than
objects in the background. In a study by Bryson et al [16], scatter plot of measured pixel
intensity versus distance to camera reveals an exponential falloff in intensity with distance
from the camera. This is because the object and the background image forms uneven 3D-
surface. Whereas 2D attacks have flat surfaces, hence a different observation is expected

when captured from the camera.

The employment of image distortion features as a descriptor for face spoof detection has been
broadly used. Authors have come up with diverse techniques based on image distortion analysis
(IDA) and have achieved promising results.

In [2], to build a technique against printed photo and replay attacks, authors combined
four(4) different distortion features, including color diversity, blurriness features, specular
reflectance features, and chromatic moment, to form the image distortion analysis feature vector.
This features were trained using ensemble classifier made up of multiple support vector machines
(SVM) for distinguishing real and fake faces. Authors in [15] also extracted the same features
based on the four IDA features from the MSU-MFSD dataset which consist of printed photo attacks
and replay attacks. Training using support vector machines and an artificial neural network, gave
an accuracy of 94.4% and 88.9% respectively. Though they achieved a non-intrusive approach,
but performance in spoof detection is not robust enough for real-application.

Several active-based approaches have also been proposed. Authors in [17] employed the use
of an active near-infrared (NIR) light, they constructed NIR differential (NIRD) images. They
exploited Two different characteristics based on NIRD images to achieve spoof detection. The
consistency of the pixel between face and non-face regions were analyzed, and combine with
context clues for discriminating spoofed faces from genuine one. Although their approach was
robust against spoof detection, it is limited in generalization ability as it requires extra hardware. It
is also highly intrusive. In [18] authors proposed a method based on multi-spectral using both

visible (VIS) and near-infrared (NIR) spectra imaging. In [19] authors combine face and voice,



where user is requested to speak. In [5], a special hardware used for tracking pupil direction as a
clue for liveness detection. In [1], user is requested to open and close his/her mouth, or blink his
eyes to demonstrate liveness. All these active-based approaches are faced with either some or most
of the challenges of active approaches which include use of extra hardware, high intrusiveness,
expensive, computational complexity, less ability to fit into existing systems, etc.

An approach that is close to the one proposed in this study is in [20], but in their approach a
single sample requires eight (8) face frames at different distance from the camera , and a the feature
is represented by 7 by 2147 matrix. In contrast, the method proposed in this study, requires only 2
frames which is represented in a vector space. Also the approach does not require extra hardware
which makes it possible to be used with existing systems.

The major contributions of this work is summarized as follows
e A robust active face spoof detection technique, yet less intrusive, less expensive, and a
more generic applicability than other active-based approaches, with not extra hardware
requirement.
e A dataset of face video frames captured at different distance from the Camera are collected
from eighty (80) volunteers.

e A classical literature review based on the taxonomy of existing spoof detection approaches



2. FACE SPOOF ATTACKS

A spoofing attack is a situation whereby a fake evidence is presented to a biometric system
for authentication thereby gaining false acceptance [21-24]. Face spoofing is the activity of
disguising an individual’s face in order to bypass a face biometric system thereby gaining illegal
access or privileges. It has become very easy as face photos or videos of a person can easily be
gotten from social media or captured from afar without the person’s consent [25]. This is done by
simply displaying photos or replaying videos, obtained illegally obtained. As efforts are put forward
against the spoofing attacks, spoofing artefacts has also evolved into diverse forms of attacks.

Figure 2.1 summarizes the various forms of face spoofing attacks.

Face
Spoof
l 2D Spoof \ 3D Spoof
N R— . .
Video/Re
Make-Up
Aply [30 Mask [ Attack ’

“Printed creen [ e
Attack Attack :

Figure 2.1. Graphical Summary of types spoof attacks

2.1. 2D Face Spoof Attacks

The 2-dimensional (2D) attacks are face presentation attacks which are based on flat
surfaces. They can be subdivided into two categories which includes print attacks and replay

attacks.

2.1.1. Print or Photo Attacks

Print attacks are carried out by showing a real user’s photo which might be obtained from
social media or captured from a distance [26]. The availability of people’s photographs on the
internet which are accessible without any permission, makes print attacks the most common and

easiest form of face spoofing. They are also presented in diverse forms, which include:



Printed-photo Attack: Here, a genuine user’s printed photo is utilized in order to subvert
a face biometric system.

Screen-photo Attack: This is done by harnessing digital-screen of electronic/digital
devices (e.g. tablet, mobile phones etc.) to display a photo containing the face image of a
genuine user. Today, it has become so easy access people’s photos on internet, especially
through the social media such as Facebook, twitter, Instagram, etc. As such, a person’s
image can easily be downloaded on a mobile phone and presented to the face recognition
system.

Cut-photo Attack: This is achieved by using the printed copy of genuine user’s photo,
where some regions of the face such as mouth, nose, mouth, or eye has been cutout, while
the impostor places his/her face behind the cut photo to forge the blinking of the eye and
mouth movement behavior of a live face. Figure 2.2 is a typical example of a cut-photo

attack with the eye and mouth region cut out.

Figure 2.2. Cut Photo Attack with the eyes and mouth region cut out



e  Warped-photo Attack: This is simply trying to bend a printed photo in some directions
to mimic facial motions (See Figure 2.3). The warped photo-attacked came up to beat anti-

spoofing systems where the liveness cue is based on some sort of facial motions.

Figure 2.3. Typical example of a warped Photo attack

The print-photo and the screen-photo attacks are the earliest forms of attacks. Other forms
of attacks emerged to thwart a specific anti-spoofing algorithm. For instance, the cut-photo attack
emerged in order to thwart the anti-spoofing algorithms based on motion cues such as eye-blinking

and mouth movement.

2.1.2. Replay Attack

This is a more sophisticated form of attack than the earlier mentioned forms of attacks.
Replay attack is achieved by displaying a looped video of a genuine user’s face through the screen
of a digital device (See Figure 2.4). This present a more natural form of physiological behaviors of
the human face. Physiological signs such as facial expressions, eye-blinking, mouth or head
movement are demonstrated in the video displayed as opposed to print attacks which are still
images. In order to ease the efforts researchers in building a strong spoof detection mechanism,
authors in [27] came up with a publicly available dataset known as the REPLAY-ATTACK DB.
The Replay Attack Dataset consist of a thousand and three hundred (1300) video clips of print and
replay attack attempts to fifty (50) clients, captured under various lighting conditions. The dataset

contains both legitimate samples by having a live user trying to access the system through a built-



in webcam and those of the spoof cases by displaying a photos and video recordings to the system

for at least 9 seconds.

Figure 2.4. Replay attacked performed using a mobile phone

2.2. 3D Face Spoof Attacks

This is the most sophisticated form of attack. Here, the spoofing artefact is the 3D mask of
the face of a genuine user. The entire 3D structure of the human face is emulated (See Figure 2.5).
This makes it more tough to overcome. The use of depth information which is often an answer for
print attacks becomes frustrated when presented with 3D attacks [22]. Other forms of 3D attacks
include cases of sophisticated makeup and plastic surgery.

Although this is the most sophisticated form of attack, it is also the most difficult and
expensive to acquire, which makes it less common as compared to other forms of attacks. Also due
to the cost of acquiring 3D masks, there are less available public dataset of 3D attacks as compared
to others. Some of the publicly available datasets with 3D mask include 3DMAD [28], BUA
Lock3DFace [29], and SMAD [30].
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Figure 2.5. A typical example of a 3D mask attack

Figure 2.6. A typical example of a Sophisticated makeup

Figure 2.6 above is a typical example of a sophisticated makeup. The image on the left is the real
image of Lucia Pittalis an Italian makeup artist as well as portrait painter and drawer. While the

image on the right is an image of her transformed into an entirely different person using makeup.



2.3. Face Spoof Databases

There exist several face anti-spoofing databases made publicly available that has help
progress the efforts on developing a robust face spoof detection mechanism. Some of the popular
databases in literature will be discussed here.

The Print-Attack database [31] consisting of 200 videos of genuine faces and 200 videos of
spoof cases collected from 50 subjects.

The Replay Attack database [27] consists of 1200 videos that include 200 real access videos, 200
print attack videos, 400 phone attack videos, and 400 tablet attack videos of 50 different subjects.
Extraordinary, each video was captured in two different environments: fixed-support and hand-
held.

The NUAA database [32], consisting of 12,614 face images which is extracted from 143 videos
of genuine and attack attempts of captured from 15 subjects .

CASIA-FAS DB [33] consist of 150 videos of live faces and 450 videos of spoof cases collected
from 50 subjects. It contains warped, cut and replay attack types.

Michigan State University Mobile Face Spoofing Database (MSU MFSD) [2] consisting of 110
videos of legitimate samples and 330 videos of spoof cases collected from 35 subjects. The spoof
types captured in this database is the print and replay attack types.

CASIA-SUREF [34]: Consisting of 3000 videos of live faces and 18000 videos of spoof cases
collected from 1000 subjects. The attack types captured in this database include print and cut photo.
CASIA-SURF CeFA [35]: This is an extension of CASIA-SURF consisting of 23538 videos
collected from 1,607 subjects. This database contains almost all forms of attack types.

3DMAD [28]: This is a very large database consisting of 30600 videos of live faces and 45900 of
spoof cases captured from 17 subjects. This consist mainly of replay and 3D mask attack types.
CelebA-Spoof [36]: This is a recently collected database with diverse forms of attacks. It is one of
the largest face spoof database consisting of 625,537 videos captured from 10,177 subjects.



3. FACE SPOOF DETECTION

Face spoof detection also known as face anti-spoofing is simply the task of preventing false
face verification. In spite of the fact that the task of face spoof detection dates back to over a decade
[37], until around the year 2010 that it experienced real revolution under the European project
known as TABULA RASA which was focused on biometric spoof attacks [38]. Another factor that
has brought about extensive progress in developing techniques for detecting face spoofing attacks,
is the collection and distribution of face spoof databases which has been made publicly available.
This has relieved researchers the stress of collecting data so as to focus on building robust
techniques against the diverse forms of attacks [27,28,32,33].

These key factors have brought about the publication of several approaches in combating
both 2D face spoof and 3d attacks. These approaches can be classified based on mode of enrollment
and based on descriptors/liveness cues. Figure 3.1 is a diagrammatical summary of the

classifications of face anti-spoofing methods, with examples.

3.1. Classification Based on Mode of Enrollment

Firstly, face spoof detection can be broadly classified into two groups: Active methods and
passive methods. The dichotomy between active and passive anti-spoof methods is based on their

mode of enrollment/activation or the mode of capturing user data.

3.1.1. Active Spoof Detection Approaches

The active face detection methods encompass approaches that involves the user’s active
participation in the process of capturing data or enrollment process for anti-spoofing. Approaches
considered to be active-based are interactive in nature. Users are requested to perform a few actions
before the camera. For example: user may be requested to smile, demonstrate mouth movement by
opening and closing his mouth, blinking his/her eye, and or nod his/her head. All requested actions
must be completed successfully. Though active-based methods are robust in spoof detection, it
active participation of the user which makes it intrusive and might not be appropriate for some use
cases. Also most active approaches require extra hardware, which makes it more expensive and
reduce the use cases and cannot be easily built into an existing system.

The approach proposed in this study is an active, yet less intrusive, less expensive, does not
require extra hardware and so can easily be built into existing systems. Another disadvantage of
most active-based approaches is that it reveals to users the liveness cue employed. The approach
proposed in this study also holds the advantage of not suggesting to the user the liveness cue

employed.



3.1.2. Passive Spoof Detection Approaches

Passive approaches are non-intrusive in nature. They do not require user interaction. Usually,
a user does not need to know he/she is being tested. The system performs everything on its own —

without requesting the user to carry out any extraction action or pay attention.

3.2. Classification Based on Liveness Cues or Descriptor

Secondly, based on liveness cues or descriptors, face spoof detection methods can be
classified as shown below:

» Approaches based on motion cues

» Texture based approach
» Image Quality based approach
» Depth information
» Multi-modal
» Ensemble of descriptors
» Approach based on Deep learning
» Sensor level approach
Face Anti-Spoof
Methods
1 1 1 1 e 1 1 1 1
. Deep Sensor
Motion l Texture \ (;nl::ﬁe Depth I\hﬁ:gll;it; ?:;::;blig Learning Level
Ty P Approach Approach
= 7 { 7 | ( Examples: Example F- =
; Examples:
- Eye blink - it - Moire Pattern + ; Examples
-Face '
}\‘,IMOUth o recognition & b -CNN
OVELE Finger print - LBP+GDP+GLTP _ MRCNN - EEG
- Pupil Tracking . Pt - SIF+ GA + ANN _EOG
e CNN+RNN
Voice
[ Passive Methods ] Active Methods

Figure 3.1. Summary of face spoof detection techniques with examples
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4. LITERATURE REVIEW

Authors have revealed several approaches for spoof detection in literature. As seen in the
previous chapters, both spoof attacks and spoof detection techniques has experienced tremendous
evolution over the years. This chapter reviews different approaches proposed by various authors in
combatting the evolving face spoofing attacks. The different approaches are discussed based on the

classification of the approaches as shown in Figure 3.1.

4.1. Spoof Detection Based on Motion Cues

In combatting the activities of attackers, early approaches for face spoof detection were on
the basis of motion cues (the blinking of the eye, rotation of the head, mouth movement, etc.).
These approaches were primarily designed for print attacks [2], printed-photo and screen-photo
attacks to be specific. Authors in [3] proposed an approach for spoofing detection based on the
blinking of the eye using Conditional Random Fields (CRFs). The inspiration is drawn from the
fact that Eye blinking could happen spontaneously. The traditional blinking rate of an individual at
the state of rest is often twenty (20) times each minute, with a blink lasing typically for one quarter
of a second [4]. Hence, the blinking of the eyes can be a very effective indication of liveness. The
result of the experiment on samples on the CRF, Cascaded AdaBoost, and HMM (Hidden Markov
Model) shows that CRF did obvious better as compared to others. Although it achieved an accuracy
as high as 98.3%, it is computationally complex, the response time is also high, and has no potential
of overcoming more complex spoof cases like fake motion [2].In a study by Singh, Joshi and Nandi
in [1] authors proposed an anti-spoofing measure based on eye blinking and the movement of the
mouth in which they incorporated to their face recognition system. Their approach divides the
process into two phases: the first phase handles the detection and the second is the face recognition
phase. The system will first check if the face presented is a live face or not, and if the liveness of
the user is ascertained, then the face recognition phase is activated. The system first checks for the
presence of the within the eye region which indicates whether the eye is opened or not. The blinking
of the eyes (opening and closing) was done by checking for the existence of the eye in the eye
region. A case where the eye is found, it is assumed that the eye is opened otherwise closed.
Likewise, mouth movement is determined by the presence of the teeth. In the mouth area. This is
done using the teeth’s HSV (Hue, Saturation, Value) values. When teeth are detected in the mouth
area, that connotes it is open, else it is closed. Using the few samples of attacks that the authors
generated, the performance of the system gave good accuracy score, but failed in scenarios of cut-

photo attacks.



Another effort based on motion cues was proposed in [5] in which the tracking of the pupil
was the basis for their approach. In their study, they built a system which checks for the direction
the pupil by utilizing a hardware equipment (a square frame having eight Light-Emitting-
Diodes(LED), each LED for a direction). Firstly, the HaarCascade-Classifier of the OpenCV library
is utilized for extracting eye area for extracting and tracing of the feature points in order to obtain
a stable eye region. The eyes region is cropped-out and rotated to obtain a stable eye area. The pupil
is extracted from the eyes-area. Obtaining a desirable number of frames that are stable, the Arduino
will be signaled to activate a LED (Light Emitting Diode) from any direction selected randomly.
After which observations are made in order to find out whether the Led position matches with the
direction of the pupil. Satisfactory compliance returns data containing liveness information.
Although testing of the algorithm on volunteers shows a high success ratio was achieved, the
approach has low robustness and generic ability. It can with ease be bypassed by a 3D mask or cut-
photo attacks. Also, being an active approach with extra hardware requirements, it cannot be easily
built into existing face recognition systems. Data that contain information on liveness are return in

a case where there is conformity.

4.2. Approaches Based on Image Texture Analysis

The extraction of distinct features has made texture analysis to undergo broad application n
in anti-spoofing systems[39]. Several authors have utilized diverse texture-based feature
descriptors as a spoof detection mechanism. These include the popular Local Binary Pattern(LBP)
[27,40-43], Local Ternary Pattern (LTP) [39,40], Hararlic feature descriptors [44], Histogram of
Oriented Gradient(HoG) [45-47], Gradient Directional Pattern(GDP) [46], SURF (Speeded Up
Robust Features) [48], Local Phase Quantization (LPQ) [49-51], Fourier Spectra [52] and so many
other forms of texture descriptors.

In [11] Lambertian reflectance was utilized in order to discriminate between 2D print attacks
and live faces. The extraction of latent reflectance features was done using both variation retinex-
based method and Difference-of-Gaussian (DoG) metho, which is then used for classification.
Experimental result on the NUAA (Nanjing University of Aeronautics and Astronautics) dataset
[33] gave an impressive result with 0.94 as the Area Under Curve.

Jukka et al. [41] proposed technique of face spoof detection using micro-texture analysis
from a single image. The main idea was to emphasize the distinction of micro texture in the feature
space. Authors adopted the Local Binary Patterns (LBP) which is an effective texture operator, for
describing the micro-textures alongside their spatial information. The feature space vectors are used
as input to for SVM classifier which classifies the micro-texture patterns as either fake or real
person’s image. Firstly, detected is cropped, normalized and converted into an image of 64 x 64

pixel. LBP operator is then applied on the normalized face image and then divided into 3x3
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overlapping regions. Computations are then performed on the local 59-bin histograms gotten from
each region, and collected into a single 531-bin histogram. Then, LBP operators are used to
compute two other histograms obtained from the whole face image. Finally, a nonlinear Support
Vector Machine (SVM) classifier is used to determine whether the input image is a fake or live
person image. The experimental results reveals better performance with equal error rate (EER) of
2.9% than other texture operators like Gabor Wavelets and Local Phase Quantization with EER of
9.5% and 4.6% respectively as shown in [32].

In [53], RGB, Hue Saturation Values and the YCbCr color spaces were examined by authors
in a bit to comprehend the which is more informative in discriminating between real faces and
attack cases. Color local binary pattern descriptor was utilized in order to analyze the joint color
texture from the gray scale (luminance and chrominance). They experimented their study on two
public database (CASIA FASDB [33] and Replay-Attack DB [27]). Result reveals that the color
texture is more discriminative than the gray scale in the various spoof cases. Also the result shows
a better performance from the YCbCr channel as compared to other color spaces. Also HSV color
space features was more discriminative against replay attacks than other color spaces. A
combination of both HSV and YCbCr color texture representations offered the most discriminative
information.

Authors in [42], further improved on their effort on color texture-based method in [53] and
proposed an approach which is more robust and with more generic applicability. In their method,
LPQ (Local Phase Quantization) features in YCbCr and multiscale local binary pattern features of
the human face were utilized. Result of their experiment on 3 challenging publicly available
datasets: CASIA-FAS DB, Replay-Attack-DB, and MSU-MFSD[2], reveals a very competitive
performance. For the CASIA-FAS DB and MSU-MFSD, their color-texture representations
supported the mixture of Color-local binary pattern features in HSV and LPQ features in YCbCr
color spaces computed performed better than state-of-the-art, giving an impressive performance on
Replay-Attack-DB. A stable performance was achieved across all the public databases used
contrary to most of the other methods reviewed in their literature. The facial color-texture
representation also shows a promising generalization ability in the inter-database evaluation. It
therefore suggests that color-texture is more stable in unknown-conditions than that of the
grayscale. It is also important to note because optimizing face normalization or the face bounding
box limits shown to be essential for intra-database testing [2,54,55] were not considered in their
experiments, it significantly affect their performance in the cross-database scenario.

Another approach based on texture analysis is shown in [48] authors proposed a method
which describes the face’s appearance using Fisher Vector encoding on SURF(Speeded Up Robust
Features) features from various color spaces. In their method, SURF features were gotten from

color images instead grayscale. This was achieved by application of the SURF descriptor on each
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of the color band, and there after concatenate them to form a single feature vector known as the
CSUREF. Principal component analysis is then used to reduce the dimension of the face.

Recently, a novel approach was proposed in [45] for spoof detection based on the use of
multivariate histogram of oriented gradients (MHoG) descriptor for detection of micro expression
(LE) regions of face videos. Facial micro expressions (UE) are very brief facial expressions
occurring spontaneously that highlights the face of humans while concealing an emotion either
consciously or unconsciously. Their approach accentuates the variations in micro-expressions in
spoof and original video representation by a significant amount and assert that such a variance is
sufficient to discriminate against spoof attacks. The approach does automatic extraction of the
region of interest (ROI) of crucial changes in LE using the MHoG parameters and thereby proposes
the descriptor as more fitting for characterizing liveness. A satisfactory and statistically significant

result was obtained when experimented on their custom dataset of replay attacks.

4.3. Approaches Based on Image Quality Analysis (IQA)

Another cue explored by many researchers is the use of Image Quality Analysis. Approaches
based on Image Quality analysis has also competitive results.

In a study by Galbally and Marcel [56] a new method based on general image quality
assessment (general IQA) was proposed for spoof detection. Authors derived a distortion version
of each of the images. This is achieved by the application of a low pass Gaussian-kernel-filter
where variance(o) and seize are set as 0.5 and 3x3 respectively. A total of fourteen (14) image
quality features were extracted from each of the images. The method was crafted such that prior to
all other processing activities, the image quality features are first computed. This enhances the
reduction of complexity in computation. To classify the images as either live or spoof face, a simple
LDA is utilized. Evaluations performed using Replay-Attack DB and CASIA FAS-DB, shows a
very competitive performance in comparison with other state-of-the-art methods evaluated on same
benchmarks. The result also shows that general IQA contains high and valuable information
capable of distinguishing between genuine face and spoof faces. In their experiment a decrease in
the performance of spoof attacks with high image quality was observed in instances where the
devices are in a fixed position. Results of evaluation on CASIA-FAS-Database reveals decreased
error rate (indicating better performances) where the resolution of acquisition device is higher.
Their experiments also confirmed the assumption that Gaussian filter’s impact on the genuine and
spoof face images samples are different.

In the study carried out in [32] a lambertian-reflectance based approach for distinguishing
between 2D print-attacks from 3-dimentional live faces. The extraction of latent reflectance

features was done using variational retinex, and DoG methods to obtained features that will serve
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as input for classification. NUAA Database was use for the experiment and the performance
indicates it is promising approach with Area AUC of 94%.

The method proposed by authors in [33] utilizes several DoG filters. This was due to the fact
that there was no prior knowledge of the most discriminative frequency. They used multiple DoG
filters in extracting high-frequency features from the facial images, to form redundant feature set.
Then the removal of noises and low frequency details were carried out the Gaussian-variance (G)
set to specific values. Four DoG filters (61=0.5, 62=1; c1=1, 62=1.5; c1=1.5, 62=2; and c1=1,
062=2) were considered, where 61 and o2 represents the inner and outer Gaussian variance
respectively. The filtered images are then fused together and use as input for Support Vector
Machine for the training of a final classifier. Results of their experiment using CASIA-FAS-DB
shows Equal Error Rate of 17%. The accuracy was insufficient for application in a real-world
system. Their result also shows that the accuracy of the approach can be affected by the quality of
images and the type of attack.

Four IDA features (specular reflection, color diversity, blurriness and chromatic moment)
were extracted to form a feature vector in [2]. The authors extended the work in [57], where a more
generalize spoof detection method was their goal, but in their experiment the training and testing
was intra-database (even though they employed cross-validation technique). The work in [2]
achieved an improvement in terms of generic-ability by performing a cross database training and
testing on Replay-Attack Database and CASIA FAS Database. They also collected a new spoofing
dataset. The ensemble of classifiers was employed as two Support Vector Machines classifiers were
used for each spoof case include the print-photo attacks and replay attacks. Experimental result of
the intra-DB testing shows that their method did better than state-of-the-art methods. The inter-
database test did obviously better compare to baseline approaches. There is also a reduction in the
complexity of computation since only one image frame is needed.

Owing to the fact that previous efforts based on image distortion analysis (IDA), only
considers the facial details without giving attention to the images patterns, Anand and Gupta [58]
came up with a hybrid anti-spoofing technique that combining SIFT (Scale-Invariant Feature
Transform) feature descriptor, genetic algorithm and artificial neural network to form distinct
feature sets according to the categorization of images in the database. The authors used SIFT
descriptor for extracting key-points and also to identify the patterns of the face region. Feature
optimization is then carried out using genetic algorithm in order to separate distinct features and to
obtain a normalized feature set for each of the categories of the image data. Finally, an Artificial
Neural Network is designed and used to train the feature set. Authors constructed a face spoof
dataset captured using camera without a form of compression applied. Although experimental result

on the custom dataset shows an impressive performance with an average accuracy of 97.86% and
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an error rate of 2.13%, the system was deficient in rightly identifying real faces as the result shows

a False Rejection Rate (FRR) of 53.29%.

4.4. Approaches Based on Depth Cues

The depth information has more discriminating capacity against 2D spoof cases since the
depth of genuine faces are not even, whereas spoof images have even depth. Atoum et al. [59]
exploited the depth supervised procedure. The use of depth information definably an answer to
print attacks (with plane surfaces) turns out to be frustrated in 3D attacks scenarios [22], since it
emulates the entire 3D structure of human face. Approaches based on depth information can be
intrusive and often require extra or special hardware such as Near Infra-Red (NIR) camera which
makes it difficult to deploy in an existing system.

In order to achieve the goal of confirming the capacity of depth cue in detection of spoof
attacks, authors in [7] built a system which made use of the 3D-sensor of Microsoft Kinect device
to acquire depth information. Users are first enrolled by capturing the face and information into the
system at first time. The system does the scanning of the image and measuring of the depth
simultaneously by placing 5 points on the image that is scanned. A dot is placed at the image’s
centre, 30pixels on the left, upper, lower and right sides of the centre in order to mark the five
points. The depth values are then compared with the expectation the will vary. Getting at least two
equivalent depth values, indicates a face is planar and thus spoof. To detect and recognize face,
Haar-Cascade of OpenCV library which has compatibility with Kinect Sensor is utilized. Testing
their approach against five different attack types, an accuracy of 100% was attained in detecting
attacks. The system was not affected by occlusions such as the use of glasses, scarfs, and makeups,
likewise the size of images does not affect the performance. Irrespective of the fact that the Kinect
sensor has a depth range as high as 0.7 - 6 m, it was also confirmed that, the distance from the
camera particularly more than Imeter results in lower accuracy of detecting attacks. It is worth of
note that basing liveness cue only on depth cue is inefficient where 3D mask attack is involved [42]

An approach that is based on depth supervised learning was proposed in [59]. Depth
information were estimated from multiple RGB frames. Experimental result on CASIA-MFSD,
OULUNPU [60], spoof in the wild (SiW) [61], and Replay-Attack DB reveals that their approach

achieved state-of-the-art results.

4.5. Multi-Modal Approaches

Multimodal systems are said to be of more robustness in spoof detection than unimodal
systems [62]. Multimodal approaches involves the fusion of two or more biometric systems, such

as face and voice [19], face and finger print [10,62,63].
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Authors in [19], approached spoof detection by fusion of two human traits: face and voice
signal. Their report shows that they biometric system with two traits offers more security and is
more reliable as compared to the unimodal system using face alone. Features from the two traits
were extracted individually and classified using Gaussian mixture model. After which the traits are
fused to obtained the training dataset. The model evaluated using metrics such as False Rejection
Rate (FRR), False Acceptance Rate (FAR), Failure to Capture (FTC) and Equal Error Rate (EER),
proves that the propose multimodal system performs better than the unimodal system and also
shows good response time and accuracy requirements.

In [63] authors proposed a spoof detection approach based on fusion of biometrics. The
fusion schemes which harnessed two biometric systems: Face and fingerprint recognition systems.
The face recognition system was implemented by utilizing eigenfaces [64], whereas the fingerprint
was implemented using the fingerprint system by National Institute of Standard and Technology
(NIST) [65] which is available publicly.

Results of authors in [66] also shows that the multimodal approach performs better than
unimodal approaches. In their approach authors fuses invariant iris features and finger vein shape
features. The algorithm was based on prioritizing high dimension features reduction. They
considered iris Hu moments and vein shape features of the finger in order to accomplish a robust
authentication system. Features trained on SVM shows that multimodal approach outperforms
unimodal system.

Although multimodal approaches have proven to be very robust and have the capacity to
handle all forms of attacks, they are highly intrusive, more expensive as more hardware is required,

and also has less applicability range as it cannot easily fit into an existing system.

4.6. Approaches Based on Ensemble of Descriptors

Recently, developments in the direction of material-independent static spoof detection
suggests the combination of multiple features descriptors[62]. Several authors have harnessed the
ensemble of descriptors to achieve promising results.

Recently, Thippeswammy, Vinutha, and Dhanapal [51]proposed an approach based on
ensemble of six local appearance-based methods texture descriptors. In their approach, they
combined Gradient Directional Pattern (GDP), Local Binary Pattern (LBP), Gradient Local Ternary
Pattern (GLTP), Local Directional Pattern (LDiP), Local Gabor Binary Pattern Histogram
Sequence (LGBPHS), and Local Phase Quantization (LPQ) feature descriptors to form an ensemble
feature vector representation of an images. K-nearest neighbors (KNN) classifier is then used to
classified as real or spoof images. An implementation of their algorithm on the NUAA Photo

Imposter database, shows a competitive performance in identifying spoof faces. Result shows that
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98.39% of spoofed faces correctly identified. Whereas, the system's performed poor in identifying
genuine faces as only 51% of genuine faces were rightly identified.

Also, Dhawanpatil and Joglekar [6] in their approach combined Moiré patterns and Image
Distortion Analysis (IDA) to detect spoofing cases. They divided their approach into 3 modules as
shown in Figure 4.1. The input module used in capturing an individual’s face which can be a real
or fake face; The spoof detection module, which is achieved by checking for Moiré patterns and
IDA (Image Distortion Analysis) in the face image. Overlaying two patterns on each other will
produce Moiré patterns. In the case of a replay attack, light ray from the device used to display the
video of the user will be casted on the capturing device’s screen, hence producing Moiré patterns
which will be used in detecting the replay attack. LBP (Local Binary Patterns) descriptor is used to
detect Moiré patterns. This is achieved by comparing the LBP histograms of captured face and that
of the database images. The result determines whether the face is spoofed or genuine [2]. While in
the printed paper attacks scenario, the surface roughness of genuine and spoof faces is observed.
Moiré patterns are then identified in spoof cases and the image hue and saturation parameters used
to compare the color histograms of real and fake faces. Image distortion analysis is then performed
and finally, the third module which is the face matcher module, does the classification of the image
as either genuine or spoof using an SVM (Support Vector Machine) classifier.

Pan et al. [67] proposed a method that combines the use of eye-blinking and a texture-based
scene-context matching for face spoof detection. They utilized the eye-blinking model based on
CRF (Conditional Random Field) which they earlier proposed [68] to detect the blinking of the
eyes. Then, the coherence of the background region and the actual background (the reference
image) are checked using a texture-based approach. The reference image obtained by capturing the
background, without user in the image. For genuine face image, the background region of the face
for the input image and that of the reference image are theoretically identical. On the centrally,
presenting replay attack or digital photo will give different background region around the face for
the two images. In comparing the background of the input image and that of the reference image,
Local Binary Pattern (LBP) features are first extracted from fiducial points selected by the use of
DoG function, and further obtain scene matching score by calculating the x 2 distance. Detecting
spoof by either the motion cue or the texture cue, will imply denial of access to the system. This
approach is limited in real life application since it requires a fixed camera and a none-monochrome

background.
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Figure 4.1. Model design of spoof detection system in [6]

Another approach based on the utilization of ensemble of descriptors was proposed in [19].
Authors combined features extracted from three (3) different feature descriptors, namely: Haralick
texture, Color moment, and CLBP (Color Local Binary Pattern) feature descriptors which forms
the feature space. Logistic Regression is then used to classify features obtained. An evaluation of
the approach on MSU-MFSD dataset achieved competitive results as compared to state-of-the-art
methods, with an F1-Score of 99.45%.

4.7. Deep Learning Approaches

In recent times, deep-learning approaches are widely employed to extract deep features
[7,9,69—71]. This possesses more semantical information compared to features from traditional
handcrafted techniques[69]. Hence, harnessing the deep learning for face spoof detection has
experience wide usage recently. Deep learning has achieved promising results in computer vision
as a field, and has shown effectiveness in tackling face spoof detection task [72]. In [73]
Convolution Neural Networks(CNN) is utilized for the extraction of deep features, while Support
Vector Machine is employed instead of fully connected layers for classification.

A Convolution Neural Networks - based method with two stream was proposed in [59], the
utilization of full-face image and patches of the same face is employed for distinguishing genuine
face from fake faces. CNN made use of the local features extracted from the image for

discriminating fake patches while the holistic depth map extracted from the same image are used
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to examine whether the image has a face-like depth. An experiment on CASIA-FASD, MSU-
USSA, and Replay Attack datasets shows an impressive performance when compared to the
performance previous state-of-the-art approaches. Although similar EER to previous approach was
obtained, they got much smaller HTER (Half Total Error Rate). The fusion brought also resulted
in an increase in AUC for Replay-Attack DB from 0.989 to 0.997.

A method proposed by Liu, Jourabloo, and Liu [61] is based on coherent combination of
CNN and RNN (Recurrent Neural Network) architecture. Unlike other deep learning methods that
also approached face spoof detection similar to most traditional method as a binary classification
task, in their approach, rather than extracting any cues to separate two classes which cannot be
generalized, the known-spoof patterns across spatial and temporal domains was the focus of their
approach. Leveraging two auxiliary information: depth-map and rPPG (Remote
Photoplethysmography) signals as supervision as shown in Figure 4.2. Depth map supervision is
utilized by CNN part for finding hidden texture features for depths distinction between genuine and
spoof faces. Contrary to the traditional computation of rPPG signal [48], the RNN part is allowed
learn estimating the rPPG signal itself, this checks the video frames temporal variability.
Experimental result of their model on OULU-NPU, CASIA-MFSD, SiW, and Replay-Attack DB
attained state-of-the-art results both in the intra-database and cross-database testing scenarios. their
method reduces the cross-database testing errors (HTER) by 24.6% and 8.9% on the CASIA-MFSD
and Replay-Attack datasets respectively as compared to the previous leading state-of-the-art results

[53].

Live Face Depth map rPPG signal

1

X Binary Presentation v Auxiliary
Supervision Attack Supervision

Figure 4.2. Binary supervision vs auxiliary supervision [61]

Based on earlier attempts using depth supervised learning, considering depth for auxiliary
supervision was only in a single frame. In [74], a method was put forward based on the estimation

of depth information in multiple RGB-frames. Authors divided their approach into two sections:

21



The single-frame part, mainly for finding cue for detecting attacks with static depth supervision;
The other section which uses multi-frames, extracts the long-term and the short-term motions with
the capacity of distinguishing genuine faces from attacks: The OFFB serves as the short-term
motion module, while convolutional gated recurrent units (ConvGRU) serve to model long-term
motion patterns. A state-of-the-art result was attained from experimental on OULU-NPU, SiW,
Replay-Attack and CASIA-MFSD databases.

Authors in [8] designed a Multi-Regional Convolutional Neural Networks (MRCNN) for
spoof detection in their approach. In their approach, information from all patches are utilized by
scattering the gradient distribution, so as to improve the robustness of the system for spoof
detection. It utilizes information from the whole face region, thereby avoiding excessive emphasis
of certain local areas. This through the introduction of local patches, which is the concept of local
classification loss. Experiment result on Print Attack, SiW, OULU-NPU and Replay Attack
datasets gave better performances in terms of robustness against adversarial attacks. Also,
performance against traditional attacks was improved as compared with previous approaches.

Another recent and interesting approach is proposed in [69]. In attempt to tackle the problems
of large parameters with weak generalization ability of networks, they designed a FeatherNets
architecture to be a network as lite as feather. Therefore, an extremely lite network architecture
they called FeatherNet A/B was designed with a streaming module that fixes the weakness of
Global Average Pooling unit and uses less parameters. The training of their single FeatherNet by

depth image only, achieved a higher baseline with 0.00168 ACER.
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5. MATERIAL AND METHOD

Here an overview of the materials and methods employed in this work discussed including
the general model design and procedures, data collection and dataset generation, models used for
classification. Finally, the evaluation metrics employed for performance measurement of the

proposed approach will be discussed.

5.1. Materials

For the purpose of this study, Table 5.1 provide details of materials used for the experiment of the
proposed approach:

Table 5.1. List of materials used and their features
S/N Item Description/Features
1. Laptop - Brand: HP
- Model: Elite book
- Operating System: Windows (Windows 10 Pro)
- Processor: Intel(R) Core™ i7-3667U
- Processing speed: 2.00GHz and 2.50GHz
-  RAM: 8.00GB
- Memory: 166GB SSD
2. Mobile phone for capturing - Brand: Huawei Mate 20 lite
- Android Version: 10
- Camera: 20+2 mega-pixel rear and 24+2 mega-
pixel front camera
3. Samsung Galaxy Tab E SM- | display dimension of 241.9mm by 149.5mm
T560 Tablet used for screen
photo and replay attack
4. An external hard disk for | 500GB
backup of captured video

frames
5. Programming Language: Python
6. IDE Jupyter Notebook
7. Iriun webcam application For connecting phone camera with laptop wirelessly
8. Major libraries used include: - SciKit-Learn for Machine Learning Models

Development and Evaluation
- Matplotlib and Seabon for Data Visualization
- Pandas and Numpy for Data Analysis
- TensorFlow for Deep Learning
- OpenCV for Computer Vision




5.2. The Model Design

As seen in Figure 5.1 below, the model design is divided into three (3) basic modules which
include: The Frames Selection Module, Distortion Feature Extraction Module and finally the
Classification Module. The frame selection module takes facial videos as input and two frames are
selected each from two facial videos captured at different distance from the camera. The Feature
extraction module then detects a number of facial landmarks from each frame and compute the
features about the distortion changes of the faces among different frames. Finally, the classification
module performs binary classification using the extracted features to distinguish fake face from real

ones.

ML
Classifiers
Distortion

changes

Deep
Learning
Classifiers

Frames Feature ificati

; ' Classification
Selection extraction Module
Module Module

Figure 5.1. Basic Design of workflow for the proposed approach

5.2.1. Frames Selection Module

Firstly, as the user’s face moves closer or farther from the mobile device, the devices camera
captures two video frames taken at two different predefined distances say D; and D, between the
camera and the user’s face. Each video contains a number of frames of the user’s face. The Frame
selector module then utilizes the Dlib face detector algorithm [75] to extracts a K sequence of
frames (D,f1, Dif>, ..., Difs) and (Dsf, Daf>, ..., Dyfy) from video frames captured at distances D,

and D» respectively. The frames are made to form pairwise frames D,f; and Dsf;, for i=(1,2,..., k.).
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5.2.2. Feature Extraction Module

With the extracted frames D,f; and D,f; as input, the feature extraction module detects a
number of facial landmarks and calculates the geometric distances (d) between the different facial
landmarks in each frame and further calculate the relative distance (#) between the two frame (D,f;
and Dyf;,) which form the feature vector for detecting distortion changes in the face frames. Dlib
68 facial landmark predictor[76] is used to detect 68 facial landmarks from each of the video
frames. As shown in Figure 5.2, the 68 facial landmarks are located at various regions of a face,

including:

The chin region with 17 points

The eyebrows region with 10 points. 5 points for each eyebrow

The nose stem region with 4 points

Below nose with 5 points

The eyes region with 12 point. 6 point for each eye

And the lips or mouth region with 20 points,
The facial landmarks are denoted as (p1, p2, ..., p68) where pi = (xi, yi) is the coordinate.

Figure 5.2. A face with detected landmarks using Dlib 68 facial landmarks detector

For each pairwise frames D,f and D,f, i=(1,2,..., k.), capturing the facial distortion is done by first
calculating their geometric distance between any two face landmarks ps and pt for each frame

using the formula below:

d = \/(xs — xt)? (ys — yt)? 1

Where s, t € {1,2,...,68} and s # ¢
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The 68 face landmarks in each frame yielded 2278 pairwise distances d1, d2, ..., d2278. This 2278
pairwise distances are concatenated with the width (w) and height (%) of the detected face to form
the geometric vector (geo) = (d1, d2, ..., d2278, w, h). Then the relative distance for the pairwise

frames Difiand D»f; is computed as r = (r1, r2, ..., 2278, rw, rh), where

dp1,i
n=o— :
dpa,i
fori=1,2, ..., 2278,
Wp1,
TW = —— 3
Wp2,
hp1
h = 4
hpa,

Therefore, facial distortion each pairwise selected frame D,f and D,f' is represented by a 1 x 2280
feature Vector (FV).

5.2.3. Classification Module

Finally, the Classification module takes the feature vector (FV) as input and utilizes the
classification algorithms to determine whether the feature vector is extracted from a genuine face
or spoof attack.

Different classification algorithms are exploited in this module for comparison including
both machine learning models (Support Vector Machine, Linear Discriminant Analysis and K-
Nearest Neighbor) and deep learning model (Convolutional Neural Network). These models are

discussed in section 5.3 of this chapter.

5.3. Data Collection and Dataset Generation

This section describe entire process employed for data collection and also the techniques for
generating the datasets are discussed. The four different datasets generated which will be discussed
include: the legitimate dataset, the printed photo attack dataset, the screen photo dataset, and the
replay attack dataset.

5.3.1. Data Collection

For the purpose of this study, eighty (80) volunteers were used for the data capturing,

consisting of 56 men and 22 females. All volunteers are between the ages of 15 to 40 years.
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For the data collection, a simple interface program called “Capture Control” was written
using python which aided the data collection. The control capture program helps to control the
facial video captures at two predefined distances between the face and the camera. While the mobile
phone does the capturing, the video files are saved directly on the laptop. The mobile phone and
the laptop are connected using a webcam application called “iriun” which allows the mobile phone
camera to serve as a web camera for the laptop.

In the second part, we collect the participants’ selfie facial videos at two different device
positions with the face covering the middle area of the image. Each participant is requested to take
2 selfie frontal face video clips of 1080HD at 24fps (frames per second) using the mobile phone at
controlled distances D1 and D2 between the mobile phone used and his/her face. The video clips
for each distance are set to last for 3 seconds where each frame is 1920 x 1080 pixels in size with
the face covering the middle of the frame. A program with simple interface (see Figure 5.3) is
designed to aid the control and capturing of the face videos at two (2) different distance (20cm and
50cm) from the device camera. The participant first holds the mobile phone and tries to fit his face
in the ellipse shape on the interface (see Figure 5.3). As shown in Figure 5.4, once the face is fits
to the ellipse shape (implying 50cm distance between the face and the camera), the program
automatically captures the facial video frames for 3 seconds and adjust the parameters for the next
distance (see Figure 5.5). The ellipse shape automatically increases so as to capture the face at a
lower distance(20cm). So in total, for each participant, 2 facial video data (at D1=20cm and

D2=50cm) are obtained.

l B Video Capture — O *

14:21:42 PM
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Figure 5.3. Interface with ellipse set to capture face at 50cm away from the camera

B Video Capture — [m] X

Be Stable. Capturing ongoing...

14:31:15 PM

Figure 5.4. Interface capturing detected face at 50cm away from the camera

B Video Capture

4:34:17 PM

Figure 5.5. Interface with ellipse set to capture face at 20cm away from the camera
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Figure 5.6. Sample face images from the data collected

The above Figure 5.6 shows image samples from the data collected. Images on the left side
depict face images captured at 20cm distance between the face and the camera. Whereas images on
the right side of the table depict face images captured at a distance of 50cm between the face and

the camera.
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5.3.2. Dataset Generation

As mentioned in section 5.1 of this chapter, four different dataset classes were generated
which includes the genuine and spoof cases: Legitimate or genuine Face dataset, printed-photo
attack dataset, screen-photo attack dataset and replay attack dataset were generated from the facial

videos and photos collected.

Legitimate Dataset

The legitimate dataset consists of the facial videos captured during using the mobile phone
with the aid of the control program with simple interface from the distance D1 = 20cm to the
distance D2 = 50cm as discussed in section 4.1. Therefore, the legitimate dataset consists of eighty

(80) videos at D1=20cm and eighty for D1=50cm. That is 80 pairwise videos.

Printed-Photo Attack Dataset

For the printed photo attack, one facial frame is first manually extracted from the frontal
facial video clips captured from each participant at the fixed distance of 50cm between the camera
and face. The choice of 50cm is because majority of people will not release their facial
photos/videos taken at such a close range as 20cm due to the obvious distortion that will be seen
on the face image. Secondly, these extracted facial frames are then printed on a A3 paper (so that
the size of the face will close to that of a real face) using a quality industrial Direct Impression
printer.

Finally, each of the printed photos are then presented to the controlled capture system as
describe in section 5.2.1. using the mobile phone and the simple interface program. The system
records 2 facial video clips for each image at controlled distance D1=20 and D2=50cm, each for 3
seconds at 24{ps. In total, the printed-photo attack dataset consists of 80 pairwise videos (that is 80
for D1=20cm and 80 for D2=50 for each photo).

Screen-Photo Attack Dataset

For the screen-photo attack dataset, the manually extracted facial frames from frontal facial
video clips captured at distance D= 50cm between the camera and face, are display to the controlled
capture system as describe in section 5.2.1 using a mobile device. the system records 2 videos for
each image at controlled distance D1=20 and D2=50cm, each for 3 seconds at 24fps. In total, the
screen-photo attack dataset consists of 80 pairwise videos (that is 80 for D1=20cm and 80 for

D2=50 for each photo).
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Replay Attack Dataset

For the replay Attack dataset, the frontal facial video clips captured from each participant at
the fixed distance of S0cm between the camera and face we used. Each video clip is replayed on a
looped mode using a mobile device and presented to the controlled capture system consisting of
the HUAWEI mobile phone and the simple interface program. The replay device is adjusted closer
or farther from the camera until the face region fits to the ellipse, then the system records the video.
The system records 2 facial video clips for each replayed video at controlled distance D1=20 and
D2=50cm, each for 3 seconds at 24{ps. Hence, a total of 80 pairwise videos (that is 80 for D1=20cm
and 80 for D2=50 for each photo) are obtained for the replay attack dataset.

5.4. Classification Models

This section discusses the various classification models that were employed for training of
the dataset. Four different classification algorithms were exploited consisting of both machine and
classifiers and deep learning models, which include: Support Vector Machines (SVM), Linear
Discriminant Analysis (LDA), K-Nearest Neighbor KNN) and Convolutional Neural Network
(CNN).

5.4.1. Support Vector Machine (SVM)

Support vector machine (SVM) is a kind of classifier with generalized model for performing
binary classifications based on supervised learning. By utilizing the kernel method, nonlinear
classification tasks can also be accomplished. Because it has an outstanding property in terms of
sparsity and robustness, SVM is often employed in resolving face recognition related tasks [77].
The decision boundary of Support Vector Machine is the maximum margin hyperplane of the
learning samples’ solution. Also, in order to optimize structural risks SVM makes use of hinge loss
functions for the calculation of empirical risks and adding regularization terms to the solution
system. Face spoof detection are mostly considered as binary classification task, of which SVMs
are classifiers with the great potential to cope with such task. It is worth of note that, the feature
size obtained in this work through the hand-crafted feature-based approach is relatively large, and
Support Vector Machines performs greatly when learning datasets of high-dimensional feature

vectors.

5.4.2. Linear Discriminant Analysis (LDA)

Face recognition as a field has seen a broad application of Linear discriminant analysis
(LDA) which as a supervised approach [78], so also in face presentation attack detection [79]. LDA

can be used for both dimensionality reduction and classification. The objective of LDA is to find a
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proper projection that maximizes the between-class scatter matrix and minimizes the within-class
scatter matrix in the projective feature space. In the past, image data are often directly used as input
for classification, but in dealing with the high-dimensional face data, linear discriminant analysis
often suffers from the problem of small sample size. Since the feature size obtained in this work
through the hand-crafted feature-based approach is relatively large and of high dimension, it is
assumed that LDA is a good fit.

5.4.3. K-Nearest Neighbor (KNN)

The KNN classifier is viewed to have the simplest procedure amongst other machine learning
classifiers. More to that In [80], authors approach spoof detection task using Local Binary Pattern
descriptors, analysis of their result shows that KNN performed better both in terms of accuracy and
execution time. In the same vein authors in [81] extract features using the Eigen vector technique.
Their result also shows a better performance by KNN as compared to SVM both in terms of

accuracy and execution time. KNN is also employed in this work for comparison.

5.4.4. Convolutional Neural Network (CNN)

Deep learning can be harness achieve promising results in computer vision as a field, and
has proven effective in tackling face spoof detection task [72]. The CNN architecture used in this
worked is described below:

Firstly, is a 1-dimentional convolutional layer (Conv1D) with 32 units as the input layer,
with input dimension of (2280 x1) to extract the various features from the input images. The kernel
ofthe input layer is set to 3 with a Relu activation function to learn and approximate the relationship
between variables of the network. Then it is followed by a Maxpooling stride 2 to decrease the size
of the feature map obtain from the Convolutional layer in order to reduce the computational costs.
Thirdly is a fully connected layer with 1024 units. And lastly is a fully connected layer with 2 units
and a sigmoid function (since it is binary classification) to serve as the output layer. Two Dropout
layers set at 0.4 were introduce to tackle overfitting. One after the pooling layer and the other after
the first fully connected layer. Also a flatten layer is introduced just before the fully connected
layer. Adam optimizer is utilized and the model is set at a learning rate of 0.001 and decay of le-6.

The summary of the model is displayed as shown in Table 5.2.
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Table 5.2. Summary of the CNN architecture employed

#Layer Layer type Activation Function Value
1 Convolution (Conv1D) Relu Unit=32
Kernel size=3
2 MaxPooling1D None Stride= 2
3 Dropout None 0.4
4 Flatten None None
5 Dense Relu Unit=1024
6 Dropout None 0.4
7 Dense Sigmoid Unit=2

5.5. Evaluation Metrics

Kanika and Jaspreet [82] outlined five parameters commonly used for the evaluation in face spoof
detection. They include: False rejection rate (FRR), false acceptance rate (FAR), equal error rate
(EER), half'total error rate (HTER) and accuracy. These parameters help in determining real threats
that affects any face recognition system by a spoofing database. These metrics will be explain using

the confusion metrics parameters described in Figure 5.7 below.

Positive Negative
(D)
Z TP FP
8
(a
g
= FN TN
[ge]
Qo
)
Z

Figure 5.7. Confusion matrix chart for binary classification

» True Positive(TP): The number of attacks recognized as the attacks.
» True Negative (TN): The number of genuine samples recognized as genuine ones.
» False Positive (FP): The number of genuine samples recognized as attacks.

» False Negative (FN): The number of attacks recognized as genuine samples.
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5.5.1. False Acceptance Rate (FAR)

The false acceptance rate, or FAR, is the measure of the likelihood that the biometric security
system will incorrectly accept an access attempt by an unauthorized user. It is simply the percentage
of identification instances in which unauthorized persons are incorrectly accepted. A system's FAR
typically is stated as the ratio of the number of false acceptances divided by the number of

identification attempts. The formula for FAR is as show below:

FP
FP+TN

FAR =

5.5.2. False Rejection Rate (FRR)

The false rejection rate account for the tendency of a biometric system to incorrectly reject
or deny access to a genuine user. It is simply the percentage of identification instances in which
authorized persons are incorrectly rejected. A system's FRR typically is stated as the ratio of the
number of false rejections divided by the number of identification attempts. The formula is stated

below:

FN
TP+FN

FRR =

5.5.3. Equal Error Rate (EER)

A decrease in false acceptance rate (FAR), will result in an increase in false rejection rate
(FRR) and vice versa. The point at which the lines meet is referred to as Equal Error Rate (EER).
As seen in Figure 5.8, the EER is the point of equality in FAR and FRR. Equal Error Rate,
inherently references to an algorithmic approach of Error margin, where you equalize false
rejections and false acceptances. This rate, is the common value, or common ground, of said result.
The lower this error margin is; the greater accuracy the biometric system has. Thus, basically, it’s
a Mathematical way of scoring out errors and error margins in terms of false data.

EER is important to determine accuracy of data, and make comparative analysis between

two systems and results.
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Figure 5.8. Illustration of EER derived from the plot of FAR vs FRR

Sensitivity / level of security

Reducing the false acceptance rate to barest minimum, is likely to cause a sharp rise in the false
rejection rate. In other words, the more secure your access control, the less convenient it will be, as
users are falsely rejected by the system. Therefore, it can be stated that the choice of FAR or FRR
is a matter of preference that will results in either a system that is more secure (but less user friendly)
or less secure (but more user friendly).

Few systems exist in the market which allows a high level of security to be achieved and at
same time having user-friendly access control. If an organization does not opt for such a system, it

will often priorities user convenience over security [83].

5.5.4. Half Total Error Rate (HTER)

The half total rate is an error rate that corresponds to the average of the FAR and the FRR

error rates. The formula HTER is as shown below.

HTER = FAR-;FRR .

Most biometric systems make use of HTERs or its other variations for measurement and
comparison. Bear in mind that in most benchmark databases used in literatures relating to biometric
systems, there is a notable imbalance between the number of genuine accesses and that of impostors
accesses. In all probability, it is owing to the relatively greater cost of obtaining the former with
respect to the latter. This imbalance account for the reason HTER is used for comparison of models

and not the usual classification error used in the machine learning literatures [84].
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5.5.5. Accuracy

The accuracy of a biometric system is simply the measurement of ratio of correctly predicted

samples as compared to the total predictions. It is calculated thus:

TP+TN

Accuracy = —— 8
TP+TN+FP+F

It should be noted that the smaller EER or HTER represents the better detection result.

36



6. RESULTS AND DISCUSSION

The results of this work will be presented and discussed in terms of five (5) evaluation
metrics described in section 5.4. which include: Accuracy, false acceptance rate, False rejection
rate, equal error rate, and half total error rate. Also three different analytical experiment were

carried to verify the effectiveness of the approach.

6.1. Experimental Setup

To determine the liveness of a face, the frame selection module firstly selects K-frames from
each pairwise facial videos taken at distance D1=20cm and D2=50cm as discussed in Section 5.1.1.
For each pairwise frames D,f; and D.f;, for i= (1,2, ..., K), the feature extraction module extracts
the features forming a vector of 1 x 2280 as described in section 5.1.2. For this study, K is to 30 for
attack samples, while K is set to 60 for genuine samples. This is in order to avoid the case of
imbalance in the classes. Therefore, for each pairwise videos of attack cases, 30 samples are
extracted making 30 x 80 =2400 for each spoof case with a total of 2400 x 3(printed-photo, screen-
photo and replay attack) = 7200 samples are generated for the attack dataset. Also for the genuine
videos, 60 x 80=4800 samples are generated for the legitimate dataset. In total a dataset of 12000
samples are obtained which forms a 12000 x 2280 matrix for the legitimate and spoof data samples.

Three experiment are carried out to validate the effectiveness of the approach. First, four
different models (SVM, LDA, K-NN and a CNN model) were utilized in training of the entire
dataset of 12000 samples in ratio of 3:1 for training and testing (9000 and 3000 respectively).
Results are presented in section 6.2.

Secondly, the datasets composed of each spoof case separately are been fed to the trained
models for classification in order to have an insight into their performances based on the various
spoof cases. Results are shown in the figures in section 6.2.

And finally, each model is saved. And a simple program is designed that incorporate the
saved models and the video capture controlled system described in section 5.2 to test all the model
in real time (see Figure 6.5, Figure 6.6 and Figure 6.7). The systems were presented with live face

and all the attack types.

6.2. Presentation of Results and Discussion

Four algorithms are being utilize for the training of the datasets. Which include: SVM, LDA,
K-NN and CNN. The result of these algorithms are presented and compared and discussed in the

next five sections.



6.2.1. Results from SVM Classifier

The SVM classifier is first train on the main dataset consisting of 12000 samples, of which
4800 are legitimate, while 7200 are spoof cases. As seen in the Table 6.1, SVM classifier attained
an accuracy of 96.07%. This indicates the general ability of the model to correctly identify both
real faces and spoof faces. It also attains an FAR and FRR of 0.053 and 0.031 respectively. A false
acceptance rate of 0.053 implies that in a sample of one thousand (1000), the model is likely to
incorrectly accept or grant access to 53 unauthorized users. Likewise, a false rejection rate of 0.031
implies that in a sample of one thousand (1000) genuine faces, the model can correctly accept 969
while failing in only 31cases. This also shows that the SVM model’s performance in identifying
genuine faces is slightly better than its ability to correctly identify spoof cases. The model also
attained EER and HTER of 0.034 and 0.042 respectively, which are indications of good

performance as smaller value of EER and HTER, the better the performance.

Table 6.1. Performance Results of the SVM Model on the dataset
SVM Performances

Accuracy FAR FRR EER HTER

96.07% 0.053 0.031 0.034 0.042

For the second experiment where the SVM model is tested for performance on individual
spoof cases. As seen in Figure 6.1 below, result shows that it is more robust in detecting screen-

photo attacks than the printed-photo and replay attacks.

SVM Model

99.31

98.92
98.32

Accuracy (%)

Spoof Attack

M Printed-photo M Screen-Photo  m Replay Attack

Figure 6.1. Graphical Accuracy of the SVM classifier on each attack type
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6.2.2. Results from LDA Classifier

Result from linear discriminant analysis reveals a very impressive performance across all

metrics with accuracy of 98.03%, FAR and FRR of 0.022 and 0.018 respectively. This shows that

in a sample of one thousand (1000), the LDA is likely to falsely accept or grant access to only 22

unauthorized users. Likewise, a false rejection rate of 0.018 implies that in a sample of one thousand

(1000) genuine faces, the model is likely to wrongly reject or deny access to as low as 18 authorized

users. An EER and HTER 0.014 and 0.020 shows the true robustness of the model (See Table 6.2).

Accuracy FAR FRR EER HTER

Table 6.2. Performance of the LDA Classifier on the dataset
LDA Performances

98.03%

0.022 0.018 0.014 0.020

Figure 6.2 shows that the performance of Linear Discriminant Analysis on the unit spoof

attacks testing performs slight better in detecting screen photo attacks, followed by the printed-

photo attack, with the least performance in replay attack with accuracy of 99.44%, 99.48% and

99.26% respectively.

100

98

96

94

Accuracy(%)

92

90

LDA Model

99.44 99.48 99.26

Spoof Case

M Printed-photo  m Screen-Photo  m Replay Attack

Figure 6.2. Accuracy of the LDA classifier on each attack type
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6.2.3. Results from K-NN Classifier

The K-NN classifier has the least performance with an accuracy of 92.90%, FAR and FRR
of 0.082 and 0.062 respectively (See Table 6.3). This implies when presented with a sample of
1000 genuine and spoof faces, each a wrong prediction of 82 and 63 are expect. The low
performance could be as result of high dimensionality of the dataset. This correlate fact that
K nearest neighbors (KNN) are known as one of the simplest nonparametric classifiers but in high

dimensional setting its accuracy is affected by nuisance features [85].

Table 6.3. Performance of the K-NN Classifier on the dataset
K-NN Performances

Accuracy FAR FRR EER HTER

92.90% 0.082 0.063 0.053 0.073

In the unit testing phase, as shown in Figure 6.3, contrary to other classifiers which were
more robust in detecting screen-photo attacks, the K-NN classifier had its best performance in
Printed-photo attacks with 97.07% accuracy which is slightly better than the performance in screen-

photo and replay attacks having 96.64% and 94.52% respectively as the accuracies.

KNN Model

100 97.07 96.64

94.52

Accuracy (%)
&

Attack Type

M Printed-photo M Screen-Photo M Replay Attack

Figure 6.3. Accuracy of the K-NN classifier on each attack type
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6.2.4. Results from CNN Model

The CNN model is trained using the architecture described in section 5.4.3 with learning rate
set to 0.001, weight decay is le-6 and the max iteration of 100 accordingly. The result as seen in
Table 6.4 below shows that the CNN model performed very impressively with an accuracy as high
as 98.18%, with FAR and FRR of 0.036 and 0.007 respectively. An FRR as low as 0.007 shows
the model has a very high recall for genuine samples. Also CNN model attained an EER and HTER

as lows 0.23 and 0.21, which is an indication of good performance.

Table 6.4. Performance of the CNN Model on the dataset

CNN Model
Accuracy FAR FRR EER HTER
98.18% 0.036 0.007 0.023 0.021

In the unit testing phase, as shown in Figure 6.4 below, like SVM and LDA classifiers, the
CNN model performed better in the screen-photo attack than in the other two attacks with accuracy

of 99.74%, 99.66% and 99.53% for screen-photo attack, replay attack and printed-photo attacks

respectively.

CNN Model

99.74
100 99.53 99.66

93
EL]

97

Accuracy (%)

96

95

Attack Type

M Printed-photo M Screen-Photo  m Replay Attack

Figure 6.4. Accuracy of the CNN Model on each attack type
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6.3. Validation on Real-Life Test Scenario

Here the results of the real live test cases using the saved trained models and the capture
control system will be presented based on each test case. Figures 6.5 and Figure 6.6 shows the
capturing of live face at distances 50cm and 20cm respectively from the camera. While Figure 6.7

is the output of the models performances

£ WY Conrolled Caphired Syztem 5 ®

Fit your face to the ellipse

11:52:45 AM

Figure 6.5. The capture control system capturing live-face at distance=50cm

8 Crntrelivd Captared Sytem - ®

Figure 6.7. Image depicting the result of the models on live face
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Test result on the various attacks

Here live tests are performed using the different attack types. Figure 6.8 shows the output of
the printed-photo attack; Figure 6.9 is the result of the screen-photo attack scenario; And finally
Figure 6.10 is the result of the replay attack live test.

Figure 6.10. Result of the models on replay attack
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6.4. Comparison of Models Performances

Table 6.5 below is a comparative table of the performances of all the model across all the

five metrics for evaluation. Values in bold shows best performance on that metrics

Table 6.5. Comparison of Models' Performances across the five metrics

Model Accuracy FAR FRR EER HTER

SVM 96.07% 0.031 0.034 0.042
LDA 98.03% 0.022 0.018 0.014 0.020
KNN 92.90% 0.082 0.063 0.053 0.073
CNN 98.18% 0.036 0.007 0.023 0.021
Best Permanence 98.18% 0.022 0.007 0.014 0.020

Also the saved models were tested against time. Each model is fed with an input of 2400 data
samples for prediction. Figure 6.11 reveals their performances. The LDA model is extremely fast
with the best performance with respect to time taken in predicting the entre 2400 samples within in
approximately 3miliseconds. Whereas the CNN model with the highest execution of
10.901seconds. The SVM and KNN performance with respect to time of execution are almost the

same with 3.712seconds and 3.869 seconds for SVM and LDA respectively.

Models execution time

12 10.901

10

3.712 3.869

Time taken (s)
()]

0.049

CNN mSVM LDA mKNN

Figure 6.11. Results of the models performances against time taken for prediction
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6.5. Comparison of other active-based approaches with the proposed approach

Table 6.6 below is a comparison of the proposed approach to other approaches while

highlighting the their strength and limitations.

Technique

Fusion of face

Table 6.6. Comparison of other approaches with the proposed approach

Category

Active

Strength

e Very robust

Limitation

Highly Intrusive

Performance

FAR=0.017

and Voice [19] eCan detect 3D |  Extra Hardware requirement | FRR=0.011
attacks Low application range FTC=0.031
Expensive EER=0.01
Computational complexity
Pupil tracking | Active eRobust against Intrusive -
using led print attacks Helpless in cut-photo and
sensor[5] replay attacks
Extra Hardware requirement
Cannot easily fit into existing
system
Time consuming
DoG[33] Passive | eFast response Poor generalization | EER=0.17
time (Vulnerable to variation in
e Non-Intrusive acquisition)
Ensemble  of | Passive | eNon-Intrusive Computational complexity RR=0.98.39 FRR=
Texture . Poor generalization 0.49
descriptors Limited to 2D attacks
(LBP+GDP+G
LTP+LDiP+LG
BPHS+ LPQ)
3D sensor [7] Passive | eRobust Time complexity Accuracy=100%
e Non-intrusive Require extra hardware
Helpless in 3D attacks
Cannot fit into existing
systems easily
Eye-blinking Acvtive | eRobust against Instrusive -
and Mouth eNo extra Weak in detecting cut-photo
movement[1] hardware and replay attacks
required Slow response time
e Less expensive
Face and Finger | Active e Very robust Highly Intrusive EER=0.012
print[10] eCaptures 3D | e Extra Hardware requirement
attacks Low generalization ability
Expensive
Facial distortion | Active e Robust Intrusive Accuracy= 99.48%
changes eNo extra Computational complexity
hardware
requirement

e Less expensive
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Temporal and | Passive | eRobust o Computational Complexity | Intra DB: ACER=

depth eNon-intrusive | ® Require extra hardware 0.73 on SiW;

e o e Helpless in 3D attacks ACER= 1.3 on
e Cannot fit into existing OULU-NPU

systems easily Cross DB: HTER =

17.5 on Replay
Attack DB; HTER
= 24.0 on CASIA-

MFSD
Proposed Active | e Can easily fit |e Intrusive Accuracy=98.18%
approach into  existing | e Limited to 2D attacks FAR=0.036
system FRR=0.007
e Less intrusive EER=0.023
¢ No extra HTER=0.021
hardware
requirement
o Less expensive
e Robust
e Less
complexity

6.6. Discussion

The results presented in this work proved that the method proposed in this study is robust
and thus viable with all models having an accuracy beyond 92%. Top on the list is the CNN model
and the LDA classifier. Performance evaluation using the four models based on five metrics shows
that the CNN model performed better than the rest in two of the metrics, with accuracy and false
rejection rate (FRR) of 98.18% and 0.007 respectively. Which means that given a set of data
samples, the CNN model will produce higher accuracy rate and the tendency of denying access or
incorrectly rejecting an authorized user is very low as indicated in an FRR of 0.007. Showing that
in a sample of 1000, only 7 incorrect rejections are expected. On the other hand, the linear
discriminant analysis outperformed the others in terms of three other metrics which are FAR, EER
and HTER with values of 0.022, 0.014 and 0.020 respectively. Although the CNN has a very low
FRR, it has a much higher FAR, which is the reason why it is beaten by the LDA in the values of
EER and the HTER. A lower EER indicates a good margin between FAR and FRR.

Contrary to the results shown in [80] and[81] where KNN performed better than other
classifiers, in this study, KNN has the least performance across all metrics. This correlate with
opinion of authors in [85] that in the face of high dimensional feature space KNN performance is
affected by nuisance features.

In the test for execution time, CNN had the least performance with 10.901 seconds execution

time over 2400 samples prediction. LDA had the best performance with execution time of
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0.049seconds (49milliseconds) for the 2400 samples. The fast the good performance of LDA is due
to the dimensionality reduction which is not the case with the other models.

A good question to ask is “which model should be chosen between the CNN and LDA in this
case?”. The fact is, it depends on the goal and priority of the system to be build or deployed to.
Some system goal may prioritize FAR where the other may prioritize FRR. Therefore, it can be
stated that the choice of FAR or FRR is a matter of preference that will results in either a system
that is more secure (but less user friendly) or less secure (but more user friendly)[83]. Consider an
instance where you want to avoid people queuing up at the entrance because of the system not
working properly (false rejection). This could have caused people to spend all the morning stocked
in traffic. In cases, such as these, convenient being the priority may be acceptable to users.
Nonetheless, the reverse is the case where high level of security is the expectation of the users.
However, generally, when it comes to biometric systems, low equal error rate is worth given due
consideration.

In comparison to the efforts in [20] which is closer approach to the one proposed in this work,
although they attained a slightly higher accuracy, in their approach, a single sample is represented
by a 7 by 2147 matrix as feature set extracted from 8 frames at different distances. Whereas in
approach proposed in this study, only two frames captured at 20cm and 50cm from the camera are
needed to form the feature vector for a single sample. This makes their approach more
computationally complex and time consuming.

Also, table 6.5 clearly highlight the advantages of the proposed approach over other active-
based approaches. In [19] and [10] where face recognition is combined with either voice or finger
print, a user is also requested to either speak of provide his/her fingerprint which is captured using
an audio device or fingerprint reader. Although they are very robust against all forms of face spoof
attacks, they are very intrusive and requires extra hardware such as fingerprint reader which makes
it also expensive. Whereas in the proposed approach, there is no need of an extra hardware, and it
is less intrusive as a user will just need to bring his face closer or farther, which is normal for users
before any face recognition system to bring their face closer or farther even without instruction.
The effort proposed in [1] which does not require extra hardware and tends to fit into existing
systems, a user is requested to blink his/her eye and open/close mouth. Unfortunately, it is highly
intrusive and very weak or helpless when faced with cut-photo or replay attacks. Unlike the
approach proposed here which has achieved accuracy as high as 99.66% against replay attacks in
the unit testing scenario. Beside every user facing such a system knows that the liveness test is
based on blinking of the eye and movement of the mouth, as such it suggests to the impostor the
next point of action, unlike the method proposed in this study where the liveness cue is not clear to

the user.
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7. CONCLUSIONS

This study drew inspiration from the common phenomenon in photography on distortion of
faces in video where the camera and the face are in close proximity, which is caused by the uneven
3D surface of the human face, and proposed a face spoof detection approach that utilizes the
distortion changes of video frames of users face captured at different distance from the camera to
deliver a robust active-based spoof detection, yet less intrusive, less expensive and a more generic
applicability than other active-based approaches using both traditional machine learning classifiers
and a deep learning model. Firstly, video frames of 80 volunteers were captured using front facing
camera of a mobile phone at distances 20cm and 50cm between the face and the camera.

Analytical experiment to verify the effectiveness of the approach was carried out and
evaluated across five metrics: accuracy, FAR, FRR, EER and HTER. Result shows very impressive
and competitive performance with the best performances in CNN and LDA models with accuracy
= 98.18%, EER=0.023, HTER=0.021 and accuracy = 98.03%, EER=0.022, HTER=0.020
respectively. The least performance is seen in the K-NN model with accuracy = 92.90%,
EER=0.053, HTER=0.073, which shows the weakness of K-NN classifier in the face of high
dimension feature space. In the light of the above, it can be concluded that the approach proposed
in this work is viable and the handcrafted features are discriminative enough against 2D attacks and
can be explored further against other forms of attack such as the 3D attacks. It is also worthy of
note that the proposed approach holds several advantages over other active-based approaches
including: less intrusiveness, no hardware requirement, fast response time, less computational

complexity, and can easily fit into existing system.



RECOMMENDATIONS

Currently, face recognition has become an identity authentication system that has being
broadly used, it is continually increasing in terms of acceptance, deployment and application.
However, the rising number of attacks and diversity of face spoof attacks is a major concern. Hence,
building a robust spoof detection measure against such fraudulent activities has become necessary
and unavoidable. Spoof detection tasks are usually viewed as a binary classification problem
despite diverse forms of attacks. Hence, it is recommended that future works should address spoof
detection in terms of multi-class classification considering the different forms of attacks. By so
doing, feedbacks of the common forms of attacks presented to the face recognition system can be
collected, analyzed and used for further study and improvement. Also cases of unknown or

emerging attacks can also be traced.
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