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ABSTRACT

IMPLEMENTING INTRUSION DETECTION SYSTEM IN IOT
NETWORKS USING MACHINE LEARNING

Abdulrahman Salim A.Alrahman ALKHASARA

M.Sc., Electrical and Computer Engineering, Altinbas University
Supervisor: Asst. Prof. Dr. Abdullahi Abdu IBRAHIM
Date: July/2021

Pages: 49

Since the last decade, Internet of Things (IoT - Internet of Things) solutions have been created
and applied in different branches of society, such as solutions for transport and urban
communication, for example. In this way, [oT is a new paradigm, which is composed of a global
network of machines and devices capable of interacting with each other [4]. [oT changes the way
some real-world problems can be modeled in the cyber environment, and this is due to the ability
to list device units on the network to perform small tasks, and then group the results. In this work
we have designed and implemented a system whose main purpose is to assist in the process of
implementing this approach, a machine learning technique known as Active Learning was used.
This technique was chosen in the context of this work, due to its potential to induce predictive
models from databases with the lowest number of labels. Thus, a particle swarm algorithm PSO
was used on the database, which consists of a supervised learning algorithm to validate the
results obtained, a second predictive model was induced, which did not use active learning for
sample selection. This model was used as a basis for comparative analysis of the model resulting
from the proposal of this work.

Keywords: component, formatting, styling.
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1. INTRODUCTION

1.1 BACKGROUND

Over the last decade, people have found ways to connect anything, including vehicles and cities,
with the Internet to make things and services smarter, particularly in the past decade, and this has
happened in various fields including transportation and communication. In this manner, IoT is a
global network of interconnected computers and embedded devices able to communicate with
each other If the Internet of Things may be used to model the modern world, that is because it
provides the power to connect things together in a granular fashion, and then organize their
information. In [5], a cloud-based IoT sensor solution is presented, for monitoring the wine
production process. This type of approach allows for 24/7 real-time supervision from anywhere

in the world. Such an example shows what the essence of [oT is:
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Figure 1.1: Example of IOT security system.



1.2 MOTIVATION

Time Learning was used in the implementation of this method to aid the solution. This
methodology was used for its ability to generate low-complexity data models in the sense of this
project since it relies on databases to build predictive models.in other words, it is not necessary
for a specialist to assign labels to the entire database used in induction, only to a few samples,
listed by the algorithm itself, thus optimizing the labeling process. infected by some Botnets.
From this traffic, characteristics were removed, which went through a windowing process, which
consists of grouping the packets trafficked at each predetermined time period of 1, 5, 10 and 30
seconds. The following were all taken out: how many packets were transmitted, how many
protocols were used, and packet size. In other words, particle swarm optimization was employed

on the database in a controlled fashion, self-organizing system.

1.3 PROBLEM STATEMENT

While these modern tools are intended to help mankind, they also provide avenues for those who
want to access or delete third-party data Similarly, it is possible for machines and computers to
provide poor encryption, including passwords that have easy-to-to-guess combinations or to use
well-known terms included in a dictionary A technique used by hackers is called a botnet, which
is a group of bots that can perform malicious acts. We, then, therefore, conclude that IoT
protection is something that needs to be dealt with. Nearly 26 billion Internet of Things (IoT)
systems will be linked in 2020, according to the creative forecasts As a result, it is imperative to
improve loT protection approaches. For protecting other networks, a typical strategy is installing
intrusion detection systems. More research papers will be published with regard to these works,
such as [7] and [9], which use supervised machine learning to identify potential fraud. These
methods are complicated because of the tedious and complex nature of data tagging. It is almost

as though the world will soon be consumed by hardware.
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Figure 1.2: (I0T) Intrusion Detection System

1.4 CONTRIBUTION

Predefined Machine Learning has been created and applied to aid in the implementation of our
approach's key goal, which is to use the power of machine learning and training to achieve
recognized as Active Learning. For this project, since it has the best ability to predict with the
fewest amount of labels from the available datasets. In other words, it is not necessary for a
specialist to assign labels to the entire database used in induction, only to a few samples, listed
by the algorithm itself, thus optimizing the labeling process. infected by some Botnets. From
this traffic, characteristics were removed, which went through a windowing process, which
consists of grouping the packets trafficked at each predetermined time period of 1, 5, 10 and 30
seconds. Some of the features removed were: number of packets transmitted, number of
protocols used and average packet size. In other words, particle swarm optimization was
employed on the database in a controlled fashion, self-organizing system. Another paradigm
was introduced which bypassed the usage of active learning altogether. This study was based on
the comparison of the latter's proposal's model. Therefore, it became evident that when using a
sampling strategy, such as Uncertainty Sampling, the model can converge with greater

efficiency, even with a reduced number of labels. Therefore, the objective of this work is to



study a Botnet detection system for an [oT network. This system used an approach based on
active learning in order to categorize the behavior of the network, which is divided into normal
and anomalous. This makes it possible to fire defense triggers when anomalous behavior is
detected.

1.5 THESIS ORGANIZATION

The thesis is structured as follows: Section 2 is where we review some of the previous work and
implementation on smart grids. Section 3 is where we give a background about all the
components. Section 4 is where we explain our model in details and implementation of that
model in details, Section 5 is where we simulate our model and record the results obtained.

Section 6 is where we conclude our work and put a future scope into perspective.



2. LITERATURE REVIEW

In [19], the author aims to connect the field of study of active learning to intrusion detection in
IoT networks. For that, the main concepts related to active learning are presented, as well as
about intrusion detection in IoT networks. The implementation carried out used the uncertainty
sampling technique in the sample selection process, and the author was unclear as to which
classifier he applied. For the evaluation of the algorithms the precision and recall metrics were
analyzed, the results were based on a comparison between uncertainty sampling strategy and
random sampling. In uncertainty sampling the total number of labeled instances was reduced to

almost one third to achieve the same performance, in relation to random sampling.
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Sculley [20] uses a Stream-Based active learning scenario to classify emails, so emails are
divided into two classes, the ordinary email class (Ham), and the email class mails that are
considered undesirable (Span). Based on the results obtained, the author concludes that Stream-
Based active learning is the most appropriate solution to deal with e-mail classification, due to
the low computational cost added to the method. Finally, it recommends active learning as a new
standard for span filters. In research [21], active learning is explored with the aim of reducing,
organizing and selecting biomedical data, such as genes, to then carry out the induction of
predictive models. Thus, the following classifiers were used: forest paths (Optimum Path Forest -

OPF) and support vector machine (Support Vector Machine - SVM). The results obtained



demonstrate that SVM presents better results in the result set for the data set used, but in relation

to the computational time, OPF performed the test steps more quickly.

—
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Figure 2.2: Hybrid (IDS) for the (IoT) ecosystem

In [9], the efficiency of machine learning algorithms in detecting botnets is analyzed, for which a
detection methodology was created. The methodology consisted of two stages, one in which
selected features that helped in the detection of botnets, and the second one that presents the
algorithms that had better performance in the detection. The results showed that Naive Bayes had
the worst results. The J48 algorithm in more unbalanced scenarios also did not obtain good
results, while SVM showed good results, but indicates computational cost made impossible by
the high processing time in the training phase. In [22], a tool based on active learning is
proposed, which aims to define the behavioral profile of new malware. To this end, classifiers
were induced based on information about new malware, in order to enrich the profile base and
the model. The active learning technique used by the author achieved positive results, as the
model used was able to define the profile of 77% more malware, in the same period of time, in

relation to a random sample selection approach.



3. MATERIALS AND METHODS

In this chapter we review some of the essential components that we used to implement our
model, we give a brief introduction to the component, and then we show how we simulate that

component inside MATLAB environment.
3.1 INTERNET OF THINGS (I0T)

The internet of things (IoT) is a digital system that links artifacts on earth and in the sky with the
aim of discovering data and interaction. This technology consists of and incorporates the Internet
and contact networks, as well as sensors and connection, and resources. autonomy in its data
flow, transferability of network information, interdependence attentive individual Physical- and
virtual environment interactions in an [oT system are illustrated in this picture [8] The new
version of the Internet, which is called "the Internet of Things," would be comprised of billions
of interconnected networks with sensors located in many different ecosystems. This modern
computation and networking infrastructure features include sensor networks, special entity
recognition, and real-time positioning. IT means much more than only relates to physical
artifacts, but includes the interrelationships between the objects in the natural universe as well. A
thing is a genuine entity that exists in real-world amounts, but often several various forms with a

distinct digital identifier, such as serial numbers, images, words, or metadata.
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Figure 3.1: IOT Structure

[oT data capture and processing process, which occurs as follows: the data generated by the
physical objects are read by the interrogating device, also known as the gateway. This data is
sent to the information management system, from there, using the Internet or other network
technologies, other data associated with the objects or the initial data itself is obtained. The
result of processing by an application or service is a performance in the environment in which
they are the objects are present and / or a performance on them [6] As noted in [7] three classes
of [oT devices are proposed:

i.  Purely passive objects with identification and fixed data, are objects present in the

Physical Interface Zone



ii.  Objects with moderate computational power and context perception, which through
sensors can generate messages and vary the information associated with them according to
the time and place, represented by the objects present in the Physical Interface Zone

iii.  Objects that have network connectivity, without human intervention, enabling the
emergence of intelligence in network systems, represented by the objects present in the

Physical Interface Zone.

The model illustrated by Figure 3.1 can be exemplified through an IoT-based process [34] In a
given process, a real-world object has information, for example, inside an electronic tag. The
information is retrieved through an interrogator, which can be connected to a service or
application, in which users or applications, who are in the real world, can read or share the
object's information in real time. Finally, this application can act in the environment, through the
actuators present in objects [21] It should be noted that the electronic tag can be replaced by

other unique identification technologies, that is, it is not restricted to RFID technology.

3.1.1 10T Security Challenges

There are several protection issues with IoT because of these unique features and specifics
outlined by [8], such as: connectivity, a feature that involves a great numbers of devices
communicating with each other, as well as a protocol interaction that influence one another;
Internet of Things will bring a lot of opportunity, but it has a lot of risks; because of this, it is

challenging to secure all the methods.

Specification constraints are linked to computers, such as memory and battery use Myriad is a
common term to describe the high number of IOT (Internet of Things) devices in use an
unchecked [device] will function will remain in a long time without servicing due to the fact that
they are placed where physical access is not possible. Nitty-gritty-gritty; types of data with
regard to the personal details of people When the number of different hardware devices increases
in popularity, new reasons for communication appear on the smartphone side of 1oT; finally,
completely IoT would likely takes its place in a range of social applications at some stage in the
future, and for that purpose could come to be defined as “omnipresent” While you can see the
features as liabilities, malicious agents have recognized them as vulnerabilities. These are in the

following variations: Since interdependence is a function, an intruder would probably attempt to

10



manipulate the goal or its surrounding setting. Since several of these machines don't have
advanced security algorithms, they're easy to attack. unmonitored, neglected Malicious agents
are often found in operational settings, challenging to spot. Certain components in this function
enable malicious agents to determine when a home is inhabited, enabling them to access various
levels of personal information Usage of this function provides the opportunity for several
computers to become infection vehicles, allowing for quicker distribution of malware. An
inescapable characteristic with [oT systems is that they are often used with passwords being set
to the defaults. Before the manufacturer's end consumers improve, the IoT feature would be a
problem. CAs the amount of Internet of Things (IoT) devices has grown, target infrastructures

such as cities and towns have been identified.
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Figure 3.2: Security Challenges of IOT
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3.1.2 Detection of Botnets

The detection of botnets is usually carried out by intrusion detection systems and, for this reason,
the detection of botnets has characteristics common to these systems. Botnets are networks of
machines infected by malware, which can be used to trigger large-scale attacks, which have
already reached 1Tbps traffic [10]. They are robust and flexible networks, which are constantly
improving their potential for contamination, which is why it is considered a challenge related to
information security today [12]. Usually a botnet consists of 4 main parts, according to [1]: the
first is the bot and its job is to spread the malware to other devices, and also to participate in
orchestrated attacks on targets, previously selected by the botmaster; the second part is command
and control (Command and Control - C&C), a user interface used by the botmaster to check the
status of each device that is part of the botnet, and also to define new targets; the third part is the
loader, its function is to provide the correct binary of the malware for different architectures, for
this it contacts the victims; the fourth part is a reporting database, in the which all botnet related
events are stored. the operation of a botnet is shown, and it occurs as follows. In step 1 in Figure
1, there is an infected bot that comes into contact with a potential victim, after that, in 2 the same
bot reports to the report server the discovery of a new device. At moment 3, the botmaster
initiates the action of checking the status of the report server, he does so through the command
and control interface. Upon verifying the existence of a new target, it then begins steps 4 and 5,
in which it sends an order for the loader to send a specific malware version for the target's
architecture in question. The steps previously presented are those necessary for the botnet to
grow, such a process can last as long as the botmaster wishes. At a given moment, if it is of
interest to the botmaster, he can start steps 6 and 7 in which are the attack steps, for this it is
enough that a target is defined and that a command is sent to all the bots that make up the
network. Mirai, Hajime, Aidra, Bashlite, Dofloo, Tsunami and Wroba are examples of some of
these botnets. As a security measure to mitigate attacks as described above, it is feasible to use
intrusion detection systems, these systems work by detection of attacks, and execution of
countermeasures. Although this type of system already performs optimally in traditional
networks, there are still security challenges to be solved so that they work fully in Internet of
Things [13]. One of the challenges involves the fact that the detection system should not affect

the performance of the standard activities of the IoT device [14]. Traditionally, these systems can

12



be classified based on some guidelines, such as: IDS detection method and positioning strategy
[13].

? Uses command
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Attacker IP Camera Download Website
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o

C&C Botnet Exploits other IP Cameras
Server
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to perform DDoS attacks against
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o [imi—s]

Figure 3.3: IOT Botnets

The method of detection is divided into 4 categories, defined by [13], as:

i.  Anomaly: information regarding network functioning, hardware such as CPU usage, and
software as system calls are previously captured. The captured information is processed
to define the thresholds of normal behavior for the system in question. With the threshold
set, it is possible to determine whether new behaviors are anomalous or not. This type of
detection is not free from false positives, so techniques for treating false positives should

be suggested.

ii.  Signature: in this type of treatment, it is necessary to create behavioral profiles for each

possible threat. Based on the profiles created, IDS will evaluate current events,

13



comparing them with the information that was given to it in a first time. The problem
with this type of approach is that it is unable to respond to new threats, given that a
signature has not yet been created. It is important to note that signatures are details about

system calls, or some specificity about the network, for example.

iii.  Specification: it is similar to the one based on anomalies, but the creation of the normal
behavior profile is not performed automatically from the analysis of the system's
functioning. In this case, it is an expert agent that will define what behavior is accepted
for a given network and devices. Soon, the quality of the IDS is at the mercy of the ability
of the specialist involved. If it has not defined good rules, the system can issue many

false positives for threats, for example.

1v. Hybrid: it is when two types are combined, seeking the best functioning of each one. For
example, combining anomaly detection with signature. Although an attractive strategy,

developing this type of solution can be very complicated.

The positioning strategy is what defines where the data will be captured and analyzed. There are
5 types of positioning, as described in [13]: purely centralized, which occurs when the IDS is
organized in a location in the system where it has access to all the information to be analyzed;
purely distributed, when the IDS is disposed in some points of the network; and the hybrid,
which is a more elaborate approach, but it is the one that can bring better results, considering that
it overcomes the adversities encountered by the other two previous techniques - in this case, IDS
can detect threats that circulate the network internally, and threats that are directed to the
network by an external agent. In addition, within IDS there are devices responsible for capturing
information, and as this information travels in two ways (internally to the device, operating
system and hardware; and externally to the device, the network that connects the devices), then if
necessary, existence of IDS in which the capture is based on network (Network-based IDS -
NIDS), in this type of configuration the IDS connects to the network and monitors it for
malicious traffic. And finally, IDS based on devices (Host-based IDS - HIDS), it is directly

connected to a device, so it is feasible to detect anomalies internal to the system of the same.
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3.2 DEEP LEARNING MODELS

The field of machine learning focuses on developing computer programs that can acquire new
knowledge, learning, and skills, as well as well as improving on previously learned methods
According to 15, which argues that since the advent of computers, the question of whether they
could be programmed to learn has existed since then has been answered because they would
imply that you could understand how to do so, this would be a substantial step forward in their
development. Linking refers to extracting concepts from data, and thus is a process by which
computers define things through descriptors and characteristics, and derives labels, so learning is
the process of devising techniques to accurately predict new entries. Classical method: A
classifier is used to teach techniques and the techniques are then applied to train the classifier
The training procedure can be conducted in an unsupervised, semi-supervised, or fully
supervised way. In supervised approaches, all training data are available for the machine learning
algorithm. The model predicts that there is an external force that aids it in classification, enabling
the algorithm to arrange samples when they mature based on shared characteristics over time.
Unsupervised learning requires pick methodologies such as Consultation by committee and
Uncertainty sampling; for methods that use those, unsupervised training samples are chosen by
criteria, such as 'correctness' and 'accuracy' and 'call.' after this, the selected sample is sent to an

oracle, who is responsible for classifying the sampler.
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Unsupervised approaches are those that use unstructured input values and categories in order to
produce clusters. In short, you want to manage samples, without a guide oracle. In this semi-
supervised system, we have input data that has labels and input data that doesn't have them
Depending on the above, machine learning algorithms may produce various classifications. For
an issue to have multiple performance values and also be characterized as a separate,
independent, it has to have particular values. As long as a model's objects may be regressed to an
analyst's predictions, it is possible to use classifiers to identify models of machine learning.
regions may be beneficial as the issue as well as the expected temperature over the next several
days in a particular location by contrast, classifiers are used while the results quality is more
varied, for example when differentiating regular or exceptional network traffic. the more help
vectors they have, the better (Support Vector Machine - SVM). When using a Support Vector
Machine, you strive to find a hyperplane that will divide the problem space into predefined
groups with maximum efficiency. It is possible to divide data in an ideal, while simultaneously
finding the best separating lines by finding the support vectors. This scheme allows you to derive
information from unpatented sets of data. These experiments seek to identify possible

implementations of active learning in an IoT network. The interest in active learning grew
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because active learning databases elicit less classifiers than machine learning classifiers have

found.

It is recognized that marking databases is costly, which motivates the development of methods
that can employ supervised methods with this in mind, we conclude that successful learning is an
active quest. The choices for examples are made from well-defined metrics called sampling
strategies. The use of data reduction makes for improved model convergence, since less
unlabeled samples are found in the database Active learning may be used in various ways, the
most common ones being Stream-Based and Pool-Based. The methodology that is applied to the
input data determines the form of case, as does the sampling technique. The data comes with a
certain quantity of samples per moment in this sort of situation. Thus, each new input must be
examined when it is given to the algorithm to avoid getting a different result. These data were
extracted from a variety of studies, using diverse sampling techniques. Algorithmically
evaluating samples, the system can opt to discard the current sample, look for a new mark, or
perform all functions at the same time. This can be rendered on the method of “some indicator of
in formativeness,” or sampling approach adding the found sample to the model enables the
algorithm to self-update. Because the algorithm is given access to a vast numbers of cases early
in the process, scenarios from pools will behave differently. The looping nature of the sampling
techniques enables the application to inspect an enormous amount of data before choosing the
sample. Following the procedure, the algorithm gives the result is given as follows: The
algorithm allows a lot of measurements through the use of huge numbers of tests. A model with a
defined search algorithm iterates through the data looking for a sample and, based on a
technique, determines whether or not to use it (it is important to note that the computational cost
of acquiring the data without labels is minimal). The oracle has been selected. Thus, the

predictive model will keep up with the latest labeling discovered.
3.2.1 Sampling Strategy

There are three approaches to get through uncertainty in the results: "Uncertain Sampling",
"Qualification Sampling", and "Questioning Sampling". For Sampling, it's easy to iterate to have
the most helpful results. There are numerous ways to quantify information, some of which
include using entropy. The Predictive Models technique utilizes constructing a panel of models,

which acts as a jury, to determine issue samples. Using three graphical shapes, three models are
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displayed: the red triangle, which is already labelled as a sample, and the green square, which
serves as a classifier, which has no sample positions; and the unadorned rectangle, which

symbolizes each committee member's duty to apply labels on samples on a Cartesian grid.

A

A

Figure 3.5: SVM data visualization in the classification process
3.3 ENVIRONMENT AND DATABASE

The experiments carried out used the database provided by Bezerra et al., Such a base was
created from an environment in which profiles of IoT networks were emulated, with the
objective of creating an environment in which botnets could be inserted and subsequently
analyzed. For this, a Raspberry Pi model 3B (a single board computer with wireless and

Bluetooth) was used, which has the Rasbian Stretch OS, with 1 GB of memory RAM and a 1.4
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GHz ARM CPU, and also 4 computers, with Machine 1 and Gateway having 4 GB of RAM and
3.2 GHz Intel 15 CPU, and Machine 3 which has 8 GB of RAM and an Intel Xeon 3.1 CPU GHz.
Two virtual machines were also used, which have the following configurations, 1 GB of RAM
and 1 GHz CPU, and were emulated with the aid of a virtualization program installed on
Machine 2 - all computers have the Ubuntu 17.04 OS. The scheme developed by Bezerra et al.
Thus, for this work, the data collected related to the traffic of an IoT network emulated in
different circumstances were used, as well as with different botnets inserted, considering that the
Raspberry Pi was used as: Central Multimidia (MC), it is a device responsible for receiving a
certain stream of video data and also accessing a central that provides software updates and
installation; Security Camera (SC), is a device that captures video images, and transmits them to
a central; and also an IP Security Camera with Additional Traffic (ST), the same as the previous
one, but with additional configuration traffic, in which a user accesses the device through SSH

connections, or Telnet.

34 FEATURE EXTRACTION

A primary goal of this is to introduce the data-LSVM principles and to an LS-SVM and PSO
audience, with a little more depth The theoretical structure for a project can help to find out what
problems, activities, theories, etc. are necessary to guide its evolution, and as well as providing a
background in which the terms, algorithms, ideas, and any findings that are derived from such
elements may be located. At the beginning, the individual would be considered, along with
existing data collection practices, research methods, and assessment requirements, as the
classifications are being made to provide information about the class. It is also explained how
SVMs can be used in the issue in question, illustrating the theoretical foundations and
operations, highlighting the LS-SVM explanation. The metaheuristics of combinatorial
optimization PSO will be discussed, the algorithm's behaviors will be discussed, as well as its
use for combinatorial problem classification will be analyzed, and how it has progressed since it

was first developed will be detailed.
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4.PROPOSED METHOD

4.1 DESIGNING THE 10T NETWORK

An entity-relationship model is a paradigm for comprehending various entities in a particular
domain in order to agree on requirements and expectations. A reference model is focused on the
primary principles, their interrelationships, and their connections to the world considerately tear-
jerking an architecture acts as a point of reference for the development and device systems. A
reference model has a point of reference. Two reference architectures are given here: one to
developers and one to IoT architects The Reference Model is provided by ITU-T (2012) for the
layers, as well as a more detailed overview of the ITU-T (or Internet of Things) Ecosystem
According to the ITU (2012), the Internet of Things refers to a global infrastructure of content.

There is a need for complex services that are extended by the integration of physical and
interactive devices and are often, dependent on the need for the interconnectedness of knowledge
and connectivity protocols. Something in the physical or intellectual universe may be

incorporated into the communications networks.
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Figure 4.1: IOT Reference for network design

21



A detailed description of each of the 4 layers follows: On the layer above the platform, it
includes solutions for IoT. These groups of features provide two separate categories of
capabilities: support and application support, Typically, IoT application can use generic support
capabilities including data processing and storage. You may define certain features based on
unique attributes, such as features or attributes may be used to create certain features. Basic [oT
features: These capabilities are meant for different IoT applications only. While specific
implementations support mechanisms are provided for various IoT applications, it is important to
group these specifics into discrete concepts.

The “networking” and “transport” layers found in the Open Systems Interconnection (OSI)
model are different from the “networking” and “transport” layers found in the Open Systems
Interconnection (OSI) model. Two levels of versatility are offered by this layer:

Permits network operations, such as network connection and transport control, telephone identity
management, verification, and authorization. the ability to move Internet of Things (IoT) files,
software, and knowledge around high-end design and low-end design. often contains but is not
restricted to Gathering and submitting details directly to network devices without utilizing any
gateway feature Through that network, the designers may even collect input or carry out
instructions. On the other side, the computer gathers and sends information over the network
through the communication capability of the gateway. A hybrid system is able to quickly deploy
for ad hoc or configurable networks that requires scalability and rapid growth. the computers
with Hibernate and save features Support for this system is made available through wire or non-
wire connections. Smart Gateways Besides these features, gateways can include:

Help for various interfaces: the CAN bus, Bluetooth, and Wi-Fi systems all use separate layers
Many functionalities at the network layer, such as well as publicly owned switched telephone
networks (PSTN), Long Term Evolution (LTE) networks, and Ethernet will all operate together.
Conversion of functionalities are important as connectivity happens at both the computer and at

the network level, as Bluetooth does layer.

4.2 PSO-SVM WORKFLOW
IDSs typically use a wide variety of methodologies for the detection process, which are intended
to broaden their scope and accuracy. There are three methodologies that are the most used and

each one of them has advantages and disadvantages compared to the others. However, these can
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be integrated, complementing each other to benefit your objectives. Below is a brief description
of each of these methodologies based on what established in [5].

a) Signature-Based Detection This methodology is based on known attacks and uses simple
comparisons to conclude whether what is being detected matches an attack or not. In
short, it is a considerably useful technique against known attacks, however, its
performance changes when faced with variations of these and when analyzing attacks
that are not in its known data set.

b) Anomaly-Based Detection

This detection is based on the behavior of all that activity considered normal within the system
that is being audited and will determine that an event is anomalous when its behavior has a
deviation from that considered normal. To resolve normal activities, user profiles, host,
networks, etc. are created. The disadvantage of this methodology is that in the case in which the
profiles are created automatically, the situation may arise in which, while

create the profiles, an attack that is being carried out in a subtle and periodic way could easily
fall into one of the profiles. Furthermore, if the attack is subsequently intensified, it is likely that
it will not be detected given the little deviation in the observed behavior. In the other side, it is a
perfect way to combat new threats.

creative explanation Predefined profiles of benign protocol states for each state are used to
distinguish differences between states. "Stateful" indicates that the IDS is able to recognize and
keep track of how network, transport, and device protocols think of themselves. There are
several methodologies that can be used to model and classify natural and abnormal patterns,
including immune systems, mathematical methods, file and corruption detection models, neural

networks, dedicated languages, and genetic algorithms. [6].

4.3 IDS DESIGN

An Intrusion Detection System, or simply IDS, is an automated system that constantly examines
the data traffic that flows through a computer network, in order to detect abnormal events. In the
case of discovering behavior of this nature, the IDS must react and respond in some
predetermined way, such as, for example, making a detailed record of the event that has occurred
or executing an alert. In a similar way, it could be said that the operation and objectives of an

IDS are similar to the work that a security guard must carry out in a private room. The guard
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must be aware of all access points for those who enter or leave the perimeter that corresponds to
monitor. In addition, said character should be continuously observing the images captured by
surveillance cameras, in order to go checking that everything is in order. In case of detecting an
unknown, suspicious person or some irregular behavior, the guard should systematically proceed
to carry out a certain action. For example, questioning an unknown visitor who has just entered
or giving immediate notice to the police in the event of a crime that is untenable or difficult to
handle.

In order for the private area and everything it houses to be safe from the types of behavior
mentioned, a highly trained person must be available to carry out such work, so that, in the face
of any eventuality, everything results from the

best possible way. In other words, the security guard must have the ability to distinguish between
normal activities and those that are not, in addition, he must react efficiently and effectively to
minimize the damage that could eventually be caused. This is how an IDS that monitors a certain
network should work. To achieve this, robust processes are necessary that have high accuracy
when checking or analyzing a new event in order to determine, with full security, what kind of
activity it is facing. The IDS concept was coined in the 1980s. Since then it has evolved from the
use of statistics to detect anomalies, through expert systems based on rules, to the use of data
mining to find characteristic patterns. Today, intrusion detection is the process of monitoring the
events that occur in a computer system or network, with the aim of analyzing and searching signs
of potential incidents: threats of (imminent) violations of computer security policies, acceptable
use policies, or standard security practices. An IDS is, technically, software that automates the
previously mentioned intrusion detection process [5].

According to Rebecca Bace and Peter Mell [2], most IDS can be described in terms of three
fundamental functional components, which are presented below.

a) Information sources they correspond to the different sources of event information used to
determine when an intrusion is taking place. These sources can be obtained from different
levels of the system, the most common being those for monitoring the network, host and
applications.

b) Analysis It is the section of the IDS that currently organize and give meaning to the
events derived from the information sources, deciding when these events will indicate

that an intrusion is taking place or if it has already taken place. The most common
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analysis approaches are "misuse detection" and "anomaly detection". Misuse Detection is
based on known anomalous behaviors to detect anomalies according to certain patterns or
signs, and Anomaly Detection, in activities that are normal or regular for the network, in
order to determine or classify as anomalies all those behaviors that are different from
those already known as common or normal.

Response It is the set of actions that the system takes when an intrusion is detected. They
are typically grouped into active and passive measures. With active measures, some
automated interventions are carried out by the system, and with passive measures, the
results of the IDS are reported to humans, who, finally, are the ones who will have the

option to make a decision.
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5. SIMULATION AND RESULTS

This Section is dedicated to the presentation of experimental results made with the proposed
algorithm and its discussion.

5.1 DATABASE AND PERFORMANCE

Complementary standards are used to judge the strength of the IDS procedure, and this is
dependent on what kind of occurrence and how it is graded. It is important to recognize which
divisions the incidents fall into place in order to be able to carry out the test. It should be
remembered that, with this work in mind, that the IDS normal/anomaly categorization applies to
incidents, not to data. In this scenario, the method arrived at its conclusion after evaluating four
possibilities. Generalized observations in Table 5.1 are seen in column 5: "+" indicates an attack

and "-" in column 5 denotes an answer.

Table 5.1 the response in classification phase

RESPONSE + TR FP

RESPONSE - FN TN

a) TP (True Positives): Knowns as “hit”. it is when there really is an intrusion and it is

correctly detected.

b) TN (True Negative or True Negatives): When an intrusion has not been carried out and

no response has been given as if it were on.

c¢) FP (False Positive or False Positives): Non-existent intrusion, but some event has

signaled the IDS to give a response, also known as a “false alarm”.

d) FN (False Negative): Known as “failure”. It is when there is a real intrusion, but the

IDS did not have the ability to detect it.
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Table 5.2: Malicious activity log and the recorded features

Destination Pkt pkt Email web Ip pkt Country Malicious
port count size Reputation Reputation | Reputation Size Score or Not
25 4 1920 0.5 0.5 0.5 0.1 1 0
25 4 1920 0.5 0.5 0.5 0.1 1 0
25 4 1920 0.5 0.5 0.5 0.1 1 0
443 1 512 1 0.1 0.1 0.1 1 1
443 1 480 1 0.1 0.1 0.1 1 1

5.2 EXPERIMENTS AND RESULTS

Based on the previous quantifiers, the most used indices in binary classification are shown
below.
1. Sensitivity

Known as the True Positive Rate, it measures the proportion of TP that have been correctly
identified as such. That is, the percentage of intrusions that are identified as actually having such
a condition. In the case of IDS, the sensitivity is also known as the “Detection Rate” and is
calculated as follows:

ii.  Specificity
Known as the True Negatives Rate, it measures how specific the classifier is. That is, it measures
the proportion of TN that are correctly identified. That is, the percentage of normal events that
are classified as such or for not having intruder status. Specificity is calculated as follows:

iii.  Accuracy
It is the degree of closeness of the measurements of a quantity to its real value. That is, the
proportion of true results (TP and TN) in the population. It is the criterion that is most used in the
testing phase and is calculated as follows:
- Accuracy: Known as repeatability, it is the degree to which repeated measurements under
unchanged conditions show the same results. That is, the ratio of TP against all positive results

(TP and FP). Accuracy is calculated as follows:
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Figure 5.1: contingency or confusion matrix

The ideal performance for a classification model is to hit all the types of events analyzed, that is,
to obtain 100% of TP and TN, or in other words, 0% in FP and FN, which would make all of
them newly indexed. exposed coincide in reaching 100% in their results. However, when faced
with real and highly complex classification problems, such as the IDS problem, the path to
achieving the expected perfection is difficult. It should be considered that the behavior of the
activity of a network is dynamic and chaotic, which implies a great challenge at the time of
detecting and differentiating patterns correctly. When the data transmitted over a network is
valuable and, moreover, is at stake, it is preferable that the nature of an IDS is more onservative,
in other words, it is more convenient that an alert is generated for a normal event, than be
inclined to ignore anomalous activity and fall victim to some kind of threat. However, one
should not fall into extremes, an IDS could eventually have a detection rate of 100%, which
would be ideal, but this would not make sense if at the same time the system maintained a false
rate extremely high alarm. Under these conditions, the use of such a system would not be
justified, since classifying all activity as an intrusion would generate such a number of alerts that
the normal behavior on the network could be totally altered or interrupted. In a case like this, the
IDS could congest the network with alert messages or, if this were even more preventive, it
could lead to a continuous traffic cut for all types of events occur, regardless of their nature.
Based on the above, it is necessary for an IDS to be effective, but without falling into extremes.

Therefore, when evaluating a classifier, it must have a small tendency to decrease its Specificity,
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but maintaining a high Sensitivity so that its behavior is more conservative. One way to find out
how the classification model is trending is to rely on the detection rate and the false alarm rate.
There is usually a balance or “trade-off” between the Sensitivity and Specificity measures, or in
other words, between the detection rate and the false alarm rate (1-Specificity). This balance can
be transformed into a complementary tool to help measure the goodness of the classification
model. In order to be able to represent graphically, this relationship is that a graph called

Receiver operating characteristics or, simply, ROC curve is used.

0.0012

0.001 |-
0.0008
0.0006

0.0004

Figure 5.2: ROC curve

The ROC curve is a two-dimensional graph that represents relative trade-offs between benefits
(TP) and costs (FP). Generally, it is used to compare different classification models. The best
possible prediction of a method will produce a point in the upper left corner or in the coordinate
(0,1) of the ROC curve space, representing 100% sensitivity (without FN) and 100% specificity
(without FP). The point (0,1) is called "the perfect ranking". According to the authors of [3], the
ROC curve shows the reparative abilities of a binary classification model. If area under the ROC
curve is equal to 1, it means that the model was able to correctly separate each of the data points
involved in its training process. In the case that the area under the curve is equal to 0.5, it means
that the constructed classifier does not have any discrimination power. If you weren't even able
to separate the data points, your ability to classify data correctly in a test phase will be less.

According to Fawcett's interpretation [7], the AUC (Area Under an ROC Curve) is equivalent to

the probability that a classifier determines a positive instance higher than that of a negative one,
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considering that both are chosen randomly. This is, from the IDS perspective, that the probability
of correctly classifying a randomly chosen event is greater when it is an anomalous event than a
normal or non-intrusive event. In short, it is much more desirable for an IDS to correctly classify
anomalous events than normal ones. However, it should be noted that this is only a probability

and that there will always be room for error.

Receiver Operating Characteristic curve, area=0.93578, std = 0.005134
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Figure 5.3: Accuracy by iteration

To carry out reliable evaluations of classification models for the IDS problem it is necessary to
use an appropriate data set. That is, the data set has been originated, as far as possible, from real
data or else from complex simulations of the common behavior of events in a network. After
having the base data, it is convenient that these be refined, eliminating redundancy and unusual
distributions. Additionally, it is advisable to use data that has been tested or analyzed in other
publications since they will be useful to make comparisons between results, follow suggestions
and good practices that guide the good development of the project. Regarding the data audited in
this work, a data set widely used by most of the work done on IDS in the last decade was
available. Therefore, from the beginning there is the advantage that there is a wide availability of

useful information related to the data set, which has also been increasing or improving over time
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and also, the aforementioned results that are very useful when making comparisons with other
classification models, even when they have been developed with other methodologies. K99 IDS
data are made public at the KDD case, and is referred to as the K99 data package. This database
simulates various intrusions that may occur in a military network. This data are created and
handled by the Lincoln Labs "Intrusion Detection Research" software." In the year 1999, the
competition sought to develop a network intrusion detection system, which was capable of
discriminating between “in concerning” (informative) links (intruders, assault situations) and
“mild or safe” ones, thereby earning it the title of “The Third International Knowledge and Data
Acquisition Competition." This is accessible via the University of the University of California,
Irvine, which has a section on their webpage where you can see all of the details broken down by
category and percentage of failure.

Table 5.3: Features of the normal and abnormal activity

Source IP Source Port Destination IP  Destination Port Pkt Count Pkt Size Malicious or Not

202.54.250.39 36728 23.20.239.12 25 1920
202.54.250.39 51100 18.213.250.117 25 1920
202.54.250.39 51110 18.213.250.117 25 1920
202.54.250.39 52932 52.4.209.250 25 1920

corrected versions, among other things. In other words, the files that have 100% of the data for
training and tests contain 4,898,431 and 311,027 data points respectively. In addition, each data
point is composed of 41 characteristics (see Appendix 1) and a label that categorizes it, this can
be "normal" or one of the four pre-established subcategories of attacks (see Appendix 2). In short
this translates into a matrix of almost 5 million rose by 41 columns freely available to
researchers so that they can train and evaluate the performance of their classification models.
Regarding the data classes of the KDD'99 set, as mentioned above, there are those of normal data
and anomalous data. The normal data corresponds to the normal events carried out by the users
of the network, whereas the anomalous data, or simply attacks, are the events deliberately caused

by attackers to the network. Furthermore, this last category can be divided into four
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subcategories: Command Injection (R2U), Denial of Service (DoS), Stealing User Credentials
(S2U), Permissions Amplification Here is a list of the "Malicious types" protections which are
included in KDD. Blocking access to access a server denying service is a kind of DoS assault
where the intruder allows memory or computing to be overused, thus blocking legitimate
customers. An example of a hostname to log from: The Apache server, the Back script, the
TeLEGS Flood script, Process attack, the SYS Logs script, the Process attack kit, the Smurf
script, and the Sys Logs log. malicious user/administrator attacks a kind of assault in which the
intruder obtains user authentication on the server and gains root access from there. Notably,
include 'Eject', 'Fboots.fbasic', 'Fdformat', 'Ps', and 'Xterm'. Simple to obtain and hard to defend
A compromise is similar to an assault where the intruder sets up a computer on a network
without a user account, then attempts to leverage a local privilege escalation loophole to achieve
administrator access. the Creative+ offers URLs, Imap, named, sftpw, smtp, sendmail, xlock, and
XNoop.

An intrusion type that involves scanning a network to discover weaknesses and details is called a
Penetration Testing. There is a correlation with being familiar with a network location, systems,
facilities, and the ability to find weaknesses. Some web-analysis programs include Ipsweet,
Nmap, and Saint. Although having the original KDD records, the results obtained with this
classifier will not be reported in that state. During this recent intensive study, these issues were
observed in 2009. When data from an updated classification was evaluated against, these issues

were revealed.
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6. CONCLUSION

Today's Internet of Things (IoT) networks have been broadly adopted in many sectors. It has
been shown, moreover, that its characteristics have been used by hostile parties to orchestrate
attacks on target systems. The current number of botnets that seek to compromise IoT devices
has increased from millions to over the course of a single day to billions of devices regular
operations. The machine learning-assisted technique is useful in the identification of botnets.
Because of this, an investigation into the identification of botnets has been completed in the
sense of [oT, various machine learning methods have been studied. Due to the additional
computing and human expense involved with the conventional supervised machine learning for
[oT, traditional supervised learning methods are infeasible. It was based on an IoT network that
uses three distinct profiles. In this experimental database, an active learning pool was set up, and
an ambiguity sampling technique was used. An example of active learning making it possible to
reduce the amount of oracle consults involved in botnet identification was shown with the
findings. Experiment 2 shows that the amount of classified samples used to generate an effective
model can be reduced from 15% to 2% by using active learning to determine the accuracy of this
model's use, the amount of samples included in the model's initial stage was decreased from 15%
to 0.5% Therefore, relying on models that are as predictive As a result, it's understood that a
deep learning methodology such as active learning may be used to identify IoT botnets. The
long-term objective of further research is to investigate and confirm all characteristics of the
database, and explore their impact on consulting, and also to double the amount of kinds of

database sampling strategies.
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